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Practice Tutorial

IPsec VPN

Resolve IDC and Cloud Resource IP Conflicts
with VPN + CCN + NAT

Last updated: 2024-09-26 10:31:36

Using VPN to connect IDC/third—party clouds and Tencent Cloud for resource access often causes IP conflicts.
Replanning IP ranges is time-consuming and labor-intensive. This article guides you through solving these issues
using VPN + CCN multiple route tables + Private NAT Gateway.

Business Scenario

Users can use VPN to connect Tencent Cloud with remote IDCs/third—party clouds for resource access, specifying IP
addresses without conflicts via a Private Network VPN + NAT + CCN solution.
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Operating Procedures

1. Create a CCN instance that supports multiple route tables and bind it to a VPC instance.
2. Create a CCN-type Private Network NAT instance and complete the rule settings.

3. Configure local/remote VPC routes and publish to CCN.

4. Configure NAT IP mapping rules.

5. Create a CCN-type VPN Gateway and its resources, and associate it with the CCN instance.

Prerequisites

CCN multiple route tables feature enabled. To activate, please Submit a Ticket.

Private Network NAT Gateway feature enabled. To activate, please Submit a Ticket.

Operation Steps

Step 1: create a CCN instance and associate it with your business VPC
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VPN Connections

1. Loginto the CCN console, click Create, and associate it with the business VPC. For details, refer to Creating a

CCN Instance.
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2. In the CCN instance list page, click the created CCN ID, then on the CCN instance details page, go to the Route

Table tab, and click Create Route Table to create two CCN route tables.

@® Note

Ensure you have enabled the CCN multiple route table feature. If not, please Submit a Ticket to activate.
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3. Add the business VPC to the CCN network route table 1.
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3.1 In the left-side CCN route table list, select route table 1, and click Bind Instance to bind the business VPC
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3.2 In the Bind Instance tab, click Bind Network Instance, then on the Select Network Instance page, select the

business VPC instance and click OK.
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Step 2: Create a CCN-type Private Network NAT and add it to the CCN multiple route
tables.
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In this step, you need to create a CCN-type Private Network NAT instance on the NAT side and associate the VPC
attached to the Private Network NAT with the CCN multiple route tables.

1. Log in to the Private Network NAT Gateway Console, select the region and VPC at the top of the page, then click
Create.

2. Complete the creation on the Private Network NAT purchase page following the interface prompts. Once created
successfully, the local VPC instance and the remote VPC instance will be displayed automatically.

@® Note
Ensure that the Private Network NAT feature is enabled. If not, please Submit a Ticket to activate.
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3. Inthe CCN Console, find the CCN instance created in Step 1, and on its details page, go to the Route Table tab,
bind the local VPC of the NAT instance to route table 1 of the CCN instance.
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4. Set the route reception policy in CCN route table 1. For details, refer to Step 1, Step 3.
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5. Similarly, bind the remote VPC of the NAT instance to route table 2 of the CCN instance and configure the route

reception policy.
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Step 3: Configure IP Mapping Rules
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1. On the Private Network NAT Gateway instance details page, click the private network NAT instance ID created in

Step 2, then on its details page click SNAT.

2. On the SNAT tab, click Create and follow the interface prompts to configure. Here we use the local Layer 4 rule as

an example.

@® Note:

When the mapping type is Layer 4, you must configure and add ACL rules. For details, refer to Rule

Overview or submit a ticket for consultation.
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Step 4: Configure and publish VPC routing policies to CCN

In this step, you need to configure local/remote VPC routes on the VPC side and publish them to CCN.

1. Log in to the VPC Console, find the business VPC and click VPC Instances.

2. On the VPC instance details page, click Route Table, then on the basic information page of the default route table
of the local VPC, click Add Routing Policy.

3. On the Add Route page, configure the destination end as the IDC network segment, the next hop type as Private
Network NAT Gateway, and publish it to CCN.
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4. Similarly, add an entry to the default route table of the remote VPC as follows: the destination end is the NAT rule
mapped IP route created in Step 3's Step 2, the next hop is Private Network NAT Gateway, then publish it to CCN.
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Step 5: Create a CCN-type VPN gateway and its resources, and associate them with
multiple CCN route tables.

1. Loginto VPC Console, in the left sidebar, click VPN Connections > VPN Gateway. After selecting the region and
VPC, click New. For the associated network, choose "CCN". Follow the interface prompts to complete the creation
of a CCN-type VPN Gateway. For detailed operations, refer to Creating a VPN Gateway.
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2. In the VPN Gateway details page, bind the CCN instance created in Step 1.
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3. In the CCN Instance > Route Table tab, add the VPN Gateway to the CCN Route Table 2, bind the VPN Gateway
instance, and set up the route reception policy. For detailed steps, refer to Step 1's Step 3.

4. In the VPN side, create a Customer Gateway and create a VPN tunnel.

5. (Optional) Publish the route to CCN. Only if the VPN tunnel is SPD Policy-based, the routes need to be manually
published to CCN in the VPN Gateway.

6. On the user IDC side, configure the firewall or local VPN.
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Hybrid Cloud Primary/Backup Redundant
Communication via DC (BGP Route) and VPN
Connections (Static Route) (Automatic
Switching)

Last updated: 2024-09-26 10:31:59

If your business is deployed in both a local data center and a Tencent Cloud VPC, you can connect them via DC or
VPN Connections for intercommunication. To enhance business high—availability, you can set up both DC and VPN
Connections services, with CCN configuring both links as primary and backup, achieving redundant communication.

® Note:
When configuring primary and backup routes, the subnet mask length of the dedicated line should be greater
than the subnet mask length of the VPN.

Business Scenario

As shown in the picture below, to achieve interaction between on—cloud and off-cloud businesses, you need to deploy
network connection services for intercommunication. To achieve high—availability communication with automatic
switching during failures, the deployment plan is as follows:
DC (primary link): The local IDC connects to a CCN-type dedicated gateway through a physical dedicated line,
achieving communication between the on-cloud and off-cloud businesses. When the physical dedicated line link is
normal, all communication traffic between the IDC and the VPC is forwarded through the dedicated line.
VPN Connections (backup link): The local IDC achieves communication with the Tencent Cloud VPC by
establishing a CCN-type VPN secure tunnel. When the dedicated line link fails, traffic is automatically switched to
this link, ensuring business availability.
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Prerequisites

Your local IDC gateway device should support the IPsec VPN feature and can act as a customer VPN gateway to
establish an IPsec tunnel with the cloud-side VPN device.

A CCN instance has been created, with ECMP and route overlapping features enabled.

Dynamic BGP transmission feature has been enabled on the dedicated line side. For details, please contact online

support.
Network Planning
Configuration Item Sample value
Network VPC information Subnet CIDR block 192.168.1.0/24
Configurati
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on Public IP of the VPN gateway 203.xx.Xx.82
Subnet CIDR block 10.0.1.0/24
IDC information
Public IP of the gateway 202.xx.xx.5
Operation Steps

Step 1: Configure IDC to connect to the cloud via DC

1.

Loginto DC Console, click Physical Dedicated Line in the left navigation bar, click New, create a physical
dedicated line. For details, refer to Applying for Connection.

. Click Dedicated Line Gateway in the left navigation bar, click New, create a CCN Type Dedicated Line Gateway.

After creation, publish the segment pointing to CCN in its details (click Enable Auto Propagation). For detailed
operations, refer to Creating Dedicated Line Gateway, Publish Network Segment to Cloud Connect Network.

. Click Dedicated Tunnels > Exclusive Virtual Interface in the left navigation bar, click New, create an exclusive

private channel. Here, you need to configure the channel name, select the dedicated line type, the created
dedicated line gateway, Tencent Cloud's and the user's interconnect IP, choose the static routing mode, fill in the
IDC communication segment, etc. After configuration, download the configuration guide and complete it on the IDC
equipment. For detailed operations, refer to Exclusive Private Channel.

@® Note:
For more detailed configurations, refer to Migrating IDC to the Cloud Through CCN.

To achieve physical dedicated line fault awareness and route auto—convergence, enable route health
check.

Step 2: Connect IDC to VPC through a VPN connection

1.

Loginto VPN Gateway Console, click New, create a CCN Type VPN Gateway. For details, refer to Creating VPN
Gateway . After creation, associate the CCN instance in its details page. For detailed operations, refer to
Associating CCN Instance.

. Click Peer Gateway on the left navigation bar, configure the peer gateway (i.e., the logical object of the IDC side

VPN gateway), and fill in the public IP address of the IDC side VPN gateway, such as 202.xx.xx.5. For detailed
operations, refer to Creating Peer Gateway.

. Click VPN Tunnel on the left navigation bar, click New, and create the VPN tunnel following the page guide to

configure SPD policy, IKE, IPsec, and other parameters. For detailed configurations, refer to Creating VPN Tunnel.
Configure the VPN tunnel information on the IDC local gateway device, ensuring the configuration matches the
VPN tunnel information in Step 3, otherwise, the VPN tunnel will not connect properly.

. In the route table tab of the gateway, configure routes pointing to the peer gateway (make sure the VPN routes are

aggregate routes).

@® Note:
For more detailed configuration, please refer to Establishing a Connection from IDC to CCN.

Ensure VPN routes are aggregate routes, e.g., a Direct Connect gateway passing the IDC side routes
10.0.1.0/25 10.0.1.128/25 to CCN, and the VPN passing the IDC side route 10.0.1.0/24 to CCN.

Step 3: Configure an alarm policy

You can configure an alarm policy for linkages. When a linkage has an exception, alarm notifications are sent to you

automatically via emails and SMS message, alerting you of the risks in advance.
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1. Log in to the TCOP Alarm Policy Console.
2. Click New, fill in the policy name, select VPC / Network Detection for the policy type, choose a specific network
detection instance as the alarm object, set up trigger conditions and alarm notifications, etc., and click Finish to

complete.

Step 4: Switch between primary and secondary routes

When an exception alarm is received for the network probing of Direct Connect Gateway's primary path, your traffic
will automatically be switched to the backup route of the VPN gateway.
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Hybrid Cloud Primary/Secondary
Communication (DC and VPN)

Last updated: 2024-09-26 10:32:36

If your business is deployed in both a local IDC and a Tencent Cloud VPC, you can connect them via Direct Connect or
VPN. To improve the business availability, you set up both DC and VPN connections and configure them as the
primary and secondary linkage for redundant communication. This document guides you through how to configure the
DC and VPN connection as primary/secondary linkages to connect your IDC to the cloud.

® Note
The route priority feature is currently in beta testing. If needed, please contact support online.

The next hop type determines the route priority in the VPC route table. The default route priority sequence
from high to low is CCN, direct connect gateway, VPN gateway, and others.

Currently, the route priority cannot be adjusted in the console. If you want to adjust the route priority, please
contact support online.

Currently, automatic switching is not supported. When a fault occurs, you must manually switch the route in
the VPC.

Business Scenario

You have deployed businesses in a Tencent Cloud VPC and an IDC. To interconnect them, you need to configure
network connection services for high-availability communications as follows:
Direct Connect (primary): connects the local IDC to a VPC-based direct connect gateway through a connection.
When the connection linkage is normal, all data traffic between the IDC and the VPC is forwarded through the
connection.

VPN connection (secondary): establishes an IPsec VPN tunnel to interconnect the local IDC and the Tencent Cloud
VPC. When the connection linkage fails, traffic will be forwarded using this linkage to ensure the business

availability.
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Prerequisites
Your local IDC gateway device should support the IPsec VPN feature and can act as a customer gateway to create
a VPN tunnel with the VPN gateway.
The IDC gateway device has configured with a static IP address.

Data preparation as follows:

Configuration Iltem Sample value
Network Subnet CIDR block 192.168.1.0/24
Configuration VPC information

Public IP of the VPN gateway 203.xx.XX.82
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Subnet CIDR block 10.0.1.0/24
IDC information
Public IP of the gateway 202.xx.xx.5

Directions

Configure IDC to VPC through DC
Configure IDC to VPC through a VPN connection
Configure network probes

Configure an alarm policy

a > 0N 2

Switch between primary and secondary routes
Directions
Step 1: Connect IDC to VPC through Direct Connect

1. Log in to the DC Console, click Physical Dedicated Line on the left sidebar to create a connection.

2. Click Direct Connect Gateway on the left sidebar to create a Direct Connect Gateway. In this case, we choose to
connect to the VPC with a standard Direct Connect Gateway. If the IDC and VPC IP ranges conflict, you can also
choose the NAT type.

3. Click Exclusive Private Channel on the left sidebar to create a dedicated channel. Here, you need to configure the
channel name, choose the type of direct connection, the created Direct Connect Gateway, interconnect IPs on
both Tencent Cloud and user sides, select static routing, enter the IDC IP range, etc. After configuration, download
the configuration guide and complete the configuration on the IDC device.

4. In the route table associated with the VPC subnet for communication, configure a routing policy with the direct
connect gateway as the next hop and IDC IP range as the destination.

@® Note
For more detailed configurations, see Quick Start for Dedicated Line Access.

Step 2: Connect IDC to VPC through a VPN connection

1. Login to the VPN Gateway Console, click Create to create a VPN Gateway. In this case, associate the network
with the VPC.

2. Click Peer Gateway on the left sidebar to configure the Peer Gateway (the logical object of the IDC-side VPN
gateway). Enter the public IP address of the IDC-side VPN gateway, e.g., 202.xx.xX.5.

3. Click on the left navigation bar's VPN Tunnel, please configure SPD policies, IKE, IPsec, etc.
4. Configure the same VPN tunnel as the step 3 on the local gateway device of the IDC to ensure a normal connection.

5. In the route table associated with the VPC subnet for communication, configure a routing policy with the VPN
gateway as the next hop and IDC IP range as the destination.

® Note
For more detailed configurations, please refer to Establishing a VPC to IDC Connection (Routing Table).

Step 3: Configure network probes

@® Note
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After the first two steps, there are two VPC routes to IDC. That is, both direct connect gateway and VPN
gateway act as the next hop. By default, the direct connect gateway route has a higher priority, making it the
primary path and the VPN gateway the secondary path.

To stay on top of the primary/secondary connection quality, configure two network probes separately to monitor the
key metrics such as latency and packet loss rate and check the availability of primary/secondary routes.
1. Log in to the Network Detection Console.

2. Click Create to set up network detection. Fill in the name of the network detection, select VPC, subnet, detection
target IP, and designate the source endpoint's next—hop route, such as a direct connect gateway.

3. Please perform Step 2 again, specifying the source—end next-hop route as the VPN gateway. Once configured,
you can view the network probe latency and packet loss rate of the primary and secondary paths for DC and VPN
connections.

@® Note
For more detailed configurations, please refer to Network Detection.

Step 4: Configure an alarm policy

You can configure an alarm policy for linkages. When a linkage has an exception, alarm notifications are sent to you
automatically via emails and SMS message, alerting you of the risks in advance.
1. Log in to the TCOP section's Alarm Policy Console.

2. Click Create, fill in the policy name, for policy type select VPC/Network Detection, choose a specific network
detection instance for the alarm object, configure trigger conditions and alarm notifications, and then click Done.

Step 5: Switch between primary and secondary routes

After receiving the exception alarms about the direct connect gateway, you need to manually disable the primary
route, and forward traffic to the secondary route VPN gateway.
1. Log in to the Routing Table Console.

2. Click VPC Communication Subnet to associate Route Table ID, enter the route detail page, click @ to disable the

primary route to the direct connect gateway's next hop. Hence, VPC traffic to IDC will switch from the direct
connect gateway to the VPN gateway.
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Connecting IDC to CCN

Last updated: 2024-09-26 10:32:51

The VPN gateway for CCN can be associated with the Cloud Connect Network (CCN) to establish an encrypted
communication between the IDC and CCN. This document introduces how to associate the VPN gateway for CCN with
CCN.

Background

A VPN gateway for CCN can be associated with CCN. Each VPN gateway for CCN can establish multiple encrypted
VPN tunnels, and each VPN tunnel can connect one local IDC.
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The steps to associate the VPN gateway for CCN with CCN are as follows:
1. Create a VPN gateway for CCN: a VPN gateway is an egress gateway used by CCN to establish VPN connections
along with the customer gateway.

2. Associate CCN instances: associate the created VPN gateway for CCN with CCN instances.

3. Create a customer gateway: a customer gateway is a logical object used to record the public IP address of the
IPsec VPN gateway on the IDC side (a fixed public IP is required on the IDC side). It is used with a Tencent Cloud
VPN gateway. One VPN gateway can establish encrypted VPN tunnels with multiple customer gateways.

4. Create a VPN tunnel: VPN tunnel supports IPsec encryption protocol to ensure secure data transmission.

5. Configure the VPN gateway route: after the VPN tunnel is successfully configured, you need to configure the VPN
gateway route to the customer gateway.

6. IDC Local Configuration: Configure the VPN tunnel information of the other side (Tencent Cloud side) on the "local
gateway" at the IDC side.

7. Enable the IDC IP segment: add the peer IP segment from the SPD policy to CCN.

Directions

Step 1: create a VPN gateway for CCN

Log in to the VPC console.
. Choose VPN Connection > VPN Gateway in the left sidebar.

. In the top navigation bar, select region, and on the "VPN Gateway" page, click New.

AW N

. In the popped-up "Create VPN Gateway" window, enter the VPN gateway name (e.g., TomVPNGw), select the
associated network, bandwidth limit, and billing method, then click Create. After the VPN gateway is created, the
system will randomly assign a public IP, suchas 203.195.147.82 .

@® Note
To create a VPN gateway for CCN in the specified availability zone, please submit a Ticket.

Paramet

Parameter Description
er name
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Billing
Mode
Region
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ty Zone

Protocol
Type

Network
Type

Bandwidt
h Cap

Gateway
Name

Tag

VPN Connections

Both Traffic Billing and Annual and Monthly Subscription are supported. Traffic billing is
applicable to scenarios with significant bandwidth fluctuations; annual and monthly subscriptions
are suitable for scenarios with relatively stable bandwidth.

Display the region of the VPN gateway.

Select the Availability Zone where the current gateway is located.

IPSec and SSL protocols are supported.

Select CCN here.

Set a reasonable bandwidth cap for the VPN gateway according to the actual application
scenarios.

Enter the VPN gateway name (up to 60 characters).

Tags mark VPN gateway resources so that these resources can be queried and managed
efficiently. Tag is not a required configuration. You can decide whether to configure it according
to your demand.

Step 2: associate CCN instances

» You can associate an existing CCN instance by the following steps:

1.1 Return to the VPN Gateway page, and in the VPN gateway list, click the created CCN VPN gateway ID.

1.2 On the Basic Information page, click Associate CCN next to Associated Network, select the target CCN

instance from the drop—down list, and click Confirm.
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Search for the required CAM policy as needed, and click to complete policy association.
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You can associate a new CCN instance by the following steps:

1.1 Click CCN on the left sidebar.

1.2 On the "CCN" page, select Region at the top, then click Create.

1.3 In the popped-up "Create CCN Instance" window, follow the steps and then click Confirm.

1.3.1 Enter the CCN instance name, description, select billing mode, and service quality.
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VPN Connections

1.3.2 Under "Associated Instances", select VPN Gateway, and the region and ID of the created CCN VPN
gateway.

©2013-2025 Tencent Cloud. All rights reserved.

Page 21 of 115


https://console.cloud.tencent.com/vpc/ccn

> Tencent Cloud

i EhxF=El

BEESE =20 20 F0
EEAEO O i=iaEE

=

[

il
ft
il

+EN () BiERkE

=M

REEEEnED) = e10)
e Zl6)

IEEEELER)

1 ST eitEsls T T EEurTEE.
2 ERETHNNFEEEERUEERE. SNERSERESRE.

3. 2025 E 01 Hars MEFEE2 M e SREEERPRIER 100TE HeERENE.

ExEEETERt BEREE R

BREREERRE (StEBEERSMN

Step 3: create a customer gateway

1. Log in to the VPC console.

2. In the left sidebar, select VPN Connections > Peer Gateway.

3. On the "Peer Gateway" page, select Region at the top, and click Create.

VPN Connections

4. In the popped-up "Create Peer Gateway" window, enter the peer gateway name and the public IP of the IDC VPN

gateway, and click Create.
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Step 4: create a VPN tunnel

1. Log in to the VPC console.

2. Choose VPN Connections > VPN Tunnel in the left sidebar.

EfE

VPN Connections

3. At the top of the "VPN Tunnel" page, select Region and click Create to enter the "Create VPN Tunnel" page.

4. Configure the basic information about the VPN tunnel as prompted.

A Note
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IDC IP ranges in each rule cannot overlap.
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Rules for tunnels in the same gateway cannot overlap.

Peer IP ranges in the SPD policy can be added to CCN.
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5. Configure DPD and health check options.

DPD Detection: Keep the default configuration, which is enabled by default. If modifications are needed, please
refer to the interface parameters for configuration.

Health Check: Keep the default configuration, which is disabled by default.
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6. (Optional) Configure IKE Parameters. If no advanced configuration is needed, you can directly click Next.
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7. (Optional) Configure IPsec Parameters. If no configuration is needed, you can directly click Complete.
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8. After completing the basic and advanced configurations, click Create.
Once created, return to the VPN Tunnel list page, and under the operation column, click More > Download

Configuration File and complete the download.
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Step 5: configure the VPN gateway route

After the VPN tunnel configuration is complete, configure the VPN gateway route to the customer gateway.

1. Choose VPN Connections > VPN Gateway in the left sidebar, find the created VPN Gateway in the VPN Gateway
list on the right, and click its name.

2. In the VPN Gateway details tab, click the Route Table tab, then click Add Route.
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3. On the Create Route page, configure the route policy from the VPN Gateway to the peer gateway.
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Configuration paeenien
Item
Destination Enter the IDC IP range configured in the customer gateway for the public access.
Next H

ext Hop The default value is VPN Tunnel.
Type
Next Hop Select a VPN tunnel that has been created.
Weight Enter an integer within 0-100. The smaller the value, the higher the priority.

4. Click OK.

Step 6: configure the IDC devices

After completing the first 4 steps, the configuration of the VPN gateway and VPN tunnel on the cloud has been
completed. You need to continue configuring the VPN tunnel information on the "Local Gateway" on the IDC side. For

details, please refer to Local Gateway Configuration.

Step 7: enable IDC IP ranges
® Note

this corresponds to the Route Table tab, as shown below.

Version 3.0 VPN Gateway routing table interface display:
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For VPN gateways v1.0 and v2.0, enable the IDC IP ranges as follows:
1. Log in to the VPC console.

©2013-2025 Tencent Cloud. All rights reserved.

This step is only applicable to version 1.0 and 2.0 of the VPN Gateway. For version 3.0 of the VPN Gateway,

If you are using version 3.0 of the CCN Type VPN Gateway and the VPN Gateway has been associated with
a CCN instance, the routing policy to CCN for next hop will be automatically learned and displayed in the
routing entries. There is no need for manual configuration. Additionally, the routing policies configured in
the VPN Gateway will be automatically synchronized to the CCN.

VPN
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2. Choose VPN Connections > VPN Gateway in the left sidebar.
3. Click the ID of the CCN Type VPN Gateway in the VPN Gateway list.
4. In the VPN Gateway details page, choose the IDC IP Range tab, and enable the target IP range.
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Result Verification

1. Log in to the VPC console.
2. Choose CCN in the left sidebar.
3. In the CCN list page, click the ID of the CCN instance associated with the CCN Type VPN Gateway.
4. On the CCN details page, select the routing table tab. If the enabled network segment is in the routing table, and
the "status" is valid, and the "next hop" is a CCN-type VPN gateway, then the association is successful.
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Connecting IDC to a Single Tencent Cloud VPC
for Primary/Secondary Disaster Recovery

Last updated: 2024-09-26 10:33:08

Tencent Cloud VPN Connections are highly available. When a user's IDC connects to the cloud through primary and
secondary VPN tunnels, and the primary tunnel fails, the business automatically switches to the secondary tunnel,
ensuring the sustainability of operations and improving business reliability. This document uses the example of
connecting an IDC to a single Tencent Cloud VPC for primary/secondary disaster recovery.

Disaster Recovery Scheme

BiRz= VPC HF IDC

@ CVM
@ CVM VPNI% A

(C)
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The user's IDC only needs to connect with a single Tencent Cloud VPC. On the user's IDC side, the user can deploy
two IPsec VPN devices to establish IPSec VPN tunnels with the Tencent Cloud VPC VPN. The routes in the VPN
gateway's route table will have two routes with the same destination, and the primary/secondary tunnel effect is
achieved through priority control. In case of a failure, the route can automatically switch.
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Prerequisites

You have created a VPC network on the Tencent Cloud side.

Configuration Process

. Creating a VPN Gateway

. Creating a Customer Gateway

. Create VPN Tunnel (Primary/Secondary)
. IDC-Side Configuration

. Configure VPN Gateway Routes

. Configure Channel Health Check

. Configure VPC Routing Policies

. Activate VPN Tunnel

00 N O g~ WDN -

Operation Steps
Step 1:Create VPN Gateway
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® Note
This document uses version 3.0 of the VPN gateway as an example.

1. Log in to the VPC console.

2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. On the VPN Gateway management page, click New.

4. In the pop-up Create VPN Gateway dialog box, configure the following gateway parameters.

Parame
ter Parameter Description
name
- Both Traffic Billing and Annual and Monthly Subscription are supported. Traffic billing is applicable
Billing . . L . . .
Mode to scenarios with significant bandwidth fluctuations; annual and monthly subscriptions are

suitable for scenarios with relatively stable bandwidth.

Region Display the region of the VPN gateway.

Availabi

lity Select the Availability Zone where the current gateway is located.

Zone

Protoco IPSec and SSL protocols are rted

| Type protocols suppo .

Networ g elect VPC here.

k Type

Virtual . . .

Private You need to specify the VPC to be associated with the VPN gateway only when the network type
is VPC.

Cloud

Bandwi Set a reasonable bandwidth cap for the VPN gateway according to the actual application

dth Cap scenarios.

Gatewa
Enter the VPN gateway name (up to 60 characters).

y Name

Tags mark VPN gateway resources so that these resources can be queried and managed
Tag efficiently. Tag is not a required configuration. You can decide whether to configure it according to
your demand.

5. After completing the gateway parameter settings, click Create to start the creation of the VPN gateway.
The Status will be Creating for about 1-2 minutes. Once successfully created, the VPN gateway status will be
Running, and the system will assign a public IP to the VPN gateway.

Step 2: Create a Customer Gateway
Create a customer gateway D on the Tencent Cloud side.

1. In the left sidebar, choose VPN Connections > Customer Gateway.
2. On the Customer Gateway management page, select the region and click New.

3. Enter the name of the customer gateway and public IP. Public IP refers to the static public IP of the VPN gateway
device of the customer IDC. Configure tags according to demand.
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Name: Enter the name of the customer gateway.
Public IP: Enter the public IP address of the VPN gateway on the IDC side.
4. Click OK.

Create a customer gateway E on the Tencent Cloud side.

Repeat steps 1 to 4 for creating customer gateway A.

Step 3: Create a VPN Tunnel (Primary and Backup)

After the VPN gateway and customer gateway are created, you need to create two VPN tunnels between the VPN
gateway and the IDC side, one as the primary tunnel and the other as the backup tunnel.

Create the primary tunnel B

1. In the left sidebar, choose VPN Connections > VPN Tunnel.
2. On the VPN Tunnel management page, select the region and click New.

3. Fill in the VPN tunnel information on the pop-up page. For specific parameter configuration, refer to New VPN
Tunnel. Choose "Destination Routing” for the communication mode.

4. Click Create.

Create Backup Tunnel C

Repeat Step 1 to Step 4 of creating Primary Tunnel B. For the communication mode, select "Destination Routing".
Step 4: IDC-side Configuration

After completing the first three steps, the configuration of the VPN gateway and VPN tunnel on Tencent Cloud is
complete. Next, configure the other side of the VPN tunnel on the IDC side's Local Gateway. Refer to Local Gateway
Configuration for details. The "Local Gateway" on the IDC side is the IPsec VPN device on the IDC side, and its public
IP is recorded in the "Customer Gateway" in Step 2.

A Note
Both the primary and backup VPN tunnels on the IDC-side VPN gateway need to be configured.

Step 5: configure the VPN gateway route
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Up to Step 4, the primary and backup VPN tunnels have been configured. You need to configure the VPN gateway

route to the VPN tunnel in the VPN console.

1. In the left navigation bar, choose VPN Connections > VPN Gateway, and in the right VPN gateway list, find VPN
Gateway A created in Step 1 and click its name.

2. In the details tab of VPN Gateway A, click the Route Table tab, and click Add Route.

BEARER e BRER

B WERES /RS T8k BREAE E SR (] BREH BR{E

BRAE

3. On the Add Route page, configure the routing policy from VPN Gateway A to VPN Tunnel B and VPN Tunnel C.
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Configuration

ltem Description
Destination Enter the IP'range of thfa remote network to be accessed, which is the IP range provided
by the IDC side for public access.
Next Hop Type The system auto—fills VPN Tunnel.
Next Hop Select a VPN tunnel that has been created.
Enter 0 for VPN Tunnel B.
Weight Enter 100 for VPN Tunnel C.
Enter an integer within 0-100. The smaller the value, the higher the priority.
4, Click OK.

Step 6: Configuring Tunnel Health Check

After completing the VPN gateway route configuration, configure the health check for the VPN tunnel (this needs to be
configured for both primary and backup tunnels).

@® Note
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When the health check triggers a switch between primary and backup tunnels, there may be a brief business
interruption. Don't worry, the business will return to normal 1-2 seconds after the switch completes.

Primary Tunnel B Health Check Configuration

1. In the left sidebar, select VPN Connections > VPN Tunnel, find the created VPN tunnel in the right-side VPN tunnel
list, and then click the VPN tunnel name.

2. In the Basic Information tab of the tunnel, click Edit.
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3. Turn on the health check switch, input the Health Check Local Address and Health Check Remote Address, and
then click Save.
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® Note:

Local Address: Enter the IP address on Tencent Cloud side that initiates the health check request to the
IDC. This IP address cannot be an IP address within the VPC.

Remote Address: Enter the IP address at the IDC side that responds to the Tencent Cloud health check
request. This IP address should be different from the Tencent Cloud address to avoid IP conflicts.

When Tencent Cloud initiates a health check request, and the request reaches the IDC through the
tunnel, and finds a health check response IP address, it indicates that the tunnel health is normal. If not, it

indicates an anomaly.

Backup Tunnel C Health Check Configuration

Repeat steps 1 to 3 of the primary tunnel health check configuration; the health check connections should not be the
same as those of the primary tunnel.

Step 7: Configure the VPC Routing Policy

As of Step 5, the primary and backup VPN tunnels have been successfully configured. You need to configure the VPC

routing policy to route the traffic from the subnet to the VPN gateway so that the IP range in the subnet can

communicate with the IP range in the IDC.

1. Login to the VPC console.

2. In the left directory, click Subnet, select the relevant Region and VPC, and click the subnet's associated route table
ID to go to the details page.
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3. Click Add a Routing Policy.
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4. In the pop-up box, enter the destination IP range, select VPN Gateway as the next hop type, choose the newly
created VPN gateway as the next hop, and click Create.
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Step 8: Activate the VPN Tunnel

Use the CVM in the VPC to ping the IP of the opposite IP range to activate the VPN tunnel. A successful ping indicates
that the VPC and IDC can communicate properly.

When the VPN route table detects that the route to the primary VPN Tunnel B is unreachable, the system
automatically switches the traffic to VPN Tunnel C, ensuring high availability for your business.
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Dedicated private network traffic achieves
encrypted communication through the Private

Network VPN Gateway
Solution Overview

Last updated: 2024-09-26 10:33:28

@® Note:
The Private Network VPN Gateway IP address belongs to the Tenant VPC.

Private Network VPN currently supports only VPC-based VPNs. CCN-type VPN gateways are not
supported.

Dynamic BGP is not currently supported for Private Network VPN.

To use private network type VPN, please submit a work order for consultation.

Scenario Description

After establishing private network communication between the local data center (IDC) and the VPC on the cloud
through a physical dedicated line, the Private Network VPN Gateway can establish an encrypted communication
channel with the local gateway device through the existing private network connection. You can configure relevant
routes to guide the traffic between the local IDC and the VPC that needs to be interconnected into the encrypted
communication channel, achieving encrypted communication of private network traffic.
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Private Network Traffic Encryption Communication Principle

To help you understand, the following examples illustrate the process of traffic encryption for Private Network VPN.
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Forwarding
Object

User IDC
Server

IDC Local
Gateway

Direct Connect
Gateway

Virtual Private
Cloud

VPN Gateway

Cloud Virtual
Machine (CVM)

VPN Gateway

Virtual Private
Cloud
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Description

The customer initiates an access request, and the request packet is routed to
the IDC local gateway.

The local gateway encrypts and encapsulates the request packet, then forwards
the encapsulated packet to the Cloud Direct Connect Gateway based on the
configured route.

After receiving the encapsulated request packet, the Direct Connect Gateway
forwards it to the VPC.

After receiving the encapsulated Request Message, the Virtual Private Cloud
forwards it to the Private Network VPN Gateway.

1. The Private Network VPN Gateway receives the encapsulated Request
Message and decrypts it.

2. The Private Network VPN Gateway traverses the routing table based on the
decrypted message's destination address and forwards the Request
Message to the Cloud Virtual Machine.

1. The Cloud Virtual Machine receives the decrypted Request Message,
responds to it, and sends a Response Message to the client.

2. The Cloud Virtual Machine queries the routing table based on the Response
Message's destination address and forwards the Response Message to the
VPN Gateway.

1. The Private Network VPN Gateway encrypts the Response Message after
receiving it.

2. The VPN Gateway queries the routing table based on the encrypted
Response Message's destination IP address and forwards the Response
Message to the Virtual Private Cloud.

After receiving the encrypted Response Message, the Virtual Private Cloud

queries the routing table and forwards the encrypted Response Message to the
Direct Connect Gateway.
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. The Direct Connect Gateway receives the encrypted Response Message,
. Direct Connect . .
C)] queries the routing table, and forwards the encrypted Response Message to the
Gateway
IDC Local Gateway.

1. After the IDC Local Gateway receives the Response Message, it decrypts the

DC L | Response Message.
) oca 2. The Local Gateway device queries the route table based on the destination

Gat
ateway IP address of the decrypted Response Message and forwards the Response
Message to the Server.
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VPN Connections

Dedicated private network traffic is encrypted
through the Private Network VPN Gateway

Last updated: 2024-09-26 10:33:44

After establishing private network communication between the local data center (IDC) and the VPC on the cloud
through a physical dedicated line, the Private Network VPN Gateway can establish an encrypted communication
channel with the local gateway device through the existing private network connection. You can configure relevant
routes to guide the traffic between the local IDC and the VPC that needs to be interconnected into the encrypted
communication channel, achieving encrypted communication of private network traffic.

Business Scenario
—————————————————————— MEEEEE FoTTTTToSmtTTmmms
: ﬂﬁiﬂﬁvpc : ___________________________________ : FHF”DC :
i i/ ’ LEEE B \I i
. @@ = :
! VPNRI% EHFE EEES I

Use Limits

Currently, the Private Network VPN only supports VPC-type VPNs, and CCN-type VPNs are not supported yet.

Private Network VPN currently does not support dynamic BGP routing.
Only supported in VPN v4.0.

Network Planning

Configuration
Object

VPC

Direct Connect
Gateway

Local Gateway

Local IDC Server

Prerequisites

IP Range
Planning

10.7.0.0/16

195.168.0.0/29

195.168.0.0/2
4

133.168.0.0/16
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IP addresses and Notes

CVM:10.7.6.10
Private Network VPN Gateway IP: 10.7.6.15

@® Note:
Private Network VPN Gateway IP belongs to the tenant VPC.

VLAN ID:1234

Tencent Cloud Primary IP1: 195.168.0.3/29
Tencent Cloud Primary IP2: 195.168.0.2/29
Customer Edge IP: 195.168.0.1/29.

Local Gateway IP for connection with Cloud-based VPN
Connections: 195.168.0.6

IP Range connected with Direct Connect Gateway: 195.168.0.1/29

Client address: 133.168.0.3/32
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» You have created a VPC.
o Physical dedicated line has been constructed and connected.
» You have applied for Private Network VPN permissions. If you need to use it, please submit a work order.

» IDC-side equipment is ready.

Configuration Process

—

Step 1: Deploy Dedicated Line Service
Step 1: Create a VPC-type dedicated line gateway

1. Login to the DC Console, and click on Dedicated Line Gateways in the left navigation bar.
2. At the top of the Direct Connect Gateway page, choose the region and VPC, then click New.
3. In the Create a Dedicated Line Gateway dialog box, configure the gateway details and click Confirm upon

completion.
Field Meaning
Name Enter a name for the direct connect gateway.
Availabilit .
y Zone Select the AZ supported by the region.
Associate
d Network Select VPC.
Netwc?rk Associate with the created VPC instance, vpc—xxx.
Location

Step 2: Create a dedicated tunnel for the dedicated line

1. Loginto DC - Dedicated Tunnel console.

2. In the left navigation bar, click Dedicated Tunnel > Exclusive Private Channel. At the top of the page, click New and
configure the name, dedicated line type, access network, region, associated Direct Connect Gateway, and other
basic configurations. Once completed, click Next.

Field Meaning

Dedicated

Dedicated tunnel name.
tunnel name

Direct

Connection Select "My Dedicated Line"

Type

Connection Select the ready physical dedicated line.

Access Select VPC.

network

Gateway Select the region where the target VPC instance is located, such as Guangzhou.
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Region

Direct
Connect
Gateway

Field

VLAN ID

Bandwidth

Tencent
Cloud
Boundary
IP1

Tencent
Cloud
Boundary
IP2

User
Boundary
P

Routing
mode

Health
examinatio
n

Check
Mode

Health
Check
Interval

Number of
health
checks

BGP ASN

BGP keys

4. Click Submit.
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VPN Connections

Associate the Private Network Dedicated Line Gateway created in Step 1.

3. On the Advanced Configuration page, configure the following parameters.

Meaning

Configure the planned VLAN, e.g., 1234.
One VLAN corresponds to one channel, with a range of values [0,3000).

The maximum bandwidth of the exclusive channel cannot exceed the bandwidth of the
associated physical dedicated line. Under the postpaid model after the 95th percentile for the
month, the "bandwidth" parameter does not represent the billing bandwidth.

Configure the planned Edge Interconnect IP on the Tencent Cloud side of the physical
dedicated line, e.g., 195.168.0.3/29

Do not use the following IP ranges or addresses: 169.254.0.0/16 , 127.0.0.0/8 ,
255.255.255.255/32 , 224.0.0.0/8 — 239.255.255.255/32 , 240.0.0.0/8 —
255.255.255.254/32 ,

Configure the planned Standby Border Interconnect IP, e.g., 195.168.0.2/29 .

In the event of a failure of the primary border IP, the standby IP is automatically activated to
ensure the normal operation of your service.

If Tencent Cloud Edge IP has a mask of 30 or 31, standby IP configuration is not supported.

Configure the cloud IP on the IDC side used to interconnect with the dedicated line, e.g.,
195.168.0.1/29 .

Select BGP Routing.

Health checks are enabled by default. For details, see Dedicated Tunnel Health Check.

Select BFD Mode.

Interval between two health checks.

Route switching occurs after the specified number of consecutive health check failures.

Enter the BGP neighbor ASN on the CPE side. Note that the Tencent Cloud ASN is 45090. If
this field is left empty, a random ASN will be assigned.

Enter the MD5 value of the BGP neighbor. The default is "tencent"”, leave empty to indicate no

BGP key is required. The BGP key does not support 6 special characters including ? & space" \
+.
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Step 2: Deploy VPN Service
Step 1. Create a Private Network VPN Gateway

1. Login to the VPC console.

2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. On the VPN Gateway management page, click New.

4. In the pop-up Create VPN Gateway dialog box, configure the following gateway parameters.

Parame
ter Parameter Description
name

Billing

Mode Select bill-by-traffic. Private Network VPN does not support annual and monthly subscriptions.

Gatewa

y Name Enter the VPN gateway name (up to 60 characters).

Region Display the region of the VPN gateway.

Protoco g ject IPSEC.

| Type

Networ Select "Private Network".

k Type

Associa

ted Here, select VPC. Private Network VPN does not support CCN.

Networ

k

On- Select the subnet created on the VPC side.

cloud The Private Network VPN Gateway IP address belongs to the tenant VPC and is allocated from
subnet this subnet.

Bandwi

dth Cap Select 5M.

Networ Specify the VPC to be associated with the VPN gateway only when the associated network is
k VPC.

Tags mark VPN gateway resources so that these resources can be queried and managed
Tag efficiently. Tag is not a required configuration. You can decide whether to configure it according to
your demand.

5. After completing the gateway parameter settings, click Create to start creating the VPN gateway.
Step 2. Create a Customer Gateway

1. In the left sidebar, choose VPN Connections > Customer Gateway.
2. On the Customer Gateway management page, select the region and click New.

3. Enter the name of the customer gateway. For Private Network IP, enter the private network IP of the local gateway
device at the IDC side (195.168.0.6).

4, Click Create.

Step 3. Create a VPN Tunnel
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1. In the left sidebar, choose VPN Connections > VPN Tunnel.
2. On the VPN Tunnel management page, select the region and click New.
3. Fill in the VPN tunnel information on the pop-up page.

This section only introduces key parameter configurations. For other configurations, please refer to Create VPN
Tunnel.

Parameter

Parameter Description
name

Name of the

Enter the channel name.
channel
Network Type Select VPC.

Virtual Private

Select the created VPC instance.
Cloud

VPN Gateway Select the private VPN gateway created in Step 1.

Customer Select the customer gateway created in Step 2.
Gateway
Pre-shared Set it to 123456.
Key
N tiati
egotiation Select "Traffic Negotiation".
Type

Communicatio

n Mode Select "Destination Routing".

Advanced

. . Select the current default value.
Configuration

4. Click Create.
Step 4. Completing the IDC local configuration as instructed in Huawei NE Series Routers

After completing the first three steps, the configuration of the VPN gateway and VPN tunnel on Tencent Cloud is
completed. Continue to configure the VPN tunnel information on the IDC side with the local gateway. For details, refer
to Local Gateway Configuration. The "local gateway" on the IDC side is the IPsec VPN device, and its private IP
address is recorded in the customer gateway created in Step 2.

Step 3: Configure the Cloud Routing

After completing the above configuration, an encrypted communication channel can be established between the local
gateway device and the VPN gateway. You also need to configure routing for the cloud network instance to direct
traffic from both the cloud and on—-premises into the VPN encrypted communication channel.

Step 1. Configure the Definition route for the VPC on the Cloud

1. Log in to the VPC console.

2. In the left directory, click Subnet, select the relevant Region and VPC, and click the subnet's associated route table
ID to go to the details page.

3. Click Create a routing policy, and configure the route to the VPN gateway in the pop-up window.
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Paramet
er name

Destinati
on
Address

Next Hop
Type

Next Hop

VPN Connections

Description

Enter the local IDC subnet, for example, 133.168.0.3/32 .

Select "Private VPN Gateway".

Select the VPN Gateway created in Step 1 of Deploying the VPN, vpngw—xxxx.

4. Click +Add a line to configure the routing policy to the Direct Connect Gateway.

Paramet
er name

Destinati
on
Address

Next Hop
Type

Next Hop

5. Click Create.

Description

Enter the VPN IP address of the local gateway device, e.g., 195.168.0.6 .

Select Direct Connect Gateway.

Select the Direct Connect Gateway created in Step 1 of Deploying the Direct Connect Gateway,
dcg—xxxXx.

Step 2. Configure the VPN Gateway Route

A Note:

To direct VPC traffic to the off-cloud encrypted communication tunnel of the VPN Gateway, you need to add a
route for the local IDC segment in the VPN Gateway.

1. Click VPN Connections in the left navigation bar > VPN Gateway.
2. On the VPN Gateway page, select the Region and VPC, and click the VPN gateway instance ID to go to the details

page.

3. On the Instance Details page, click the Route Table tab, then click Add Route to configure the routing policy.

® Note:

When adding routes to the VPN gateway route table, the list will display all VPN tunnels (i.e., all SPD policy—
based and routing—type VPN tunnels) under the VPN gateway by default.

Configurati
on ltem

Destination

Next Hop
Type

Next Hop

Weight

Description

Enter the local IDC segment, e.g., 133.168.0.3/32.

Unselectable, default is "VPN tunnel".

Select the VPN Tunnel created during VPN deployment.

Set the tunnel weight value to 0.
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0: High priority.
100: Low priority.

4. After configuring the routing policy, click Confirm.
Step 4: Business Validation

After completing the above configurations, encrypted private network communication between the local IDC and the
VPC is established. Test the private network connectivity and verify that the traffic is encrypted through the VPN
Gateway.

1. Testing connectivity

Log in to the CVM instance and use the Ping command to access the server in the local IDC segment.
2. Encryption Validation

In the VPN Console, check the VPN tunnel traffic monitoring. Traffic indicates successful encryption.
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Establishing a VPN Connection between
Tencent Cloud and AzureChina

Last updated: 2025-05-3014:30:43

We recommend establishing a VPN connection between two public clouds to transmit traffic over a private network.

This improves network security and reduces risk exposure.

@® Note:
To establish a VPN connection, you need to create Tencent Cloud services and Azure China cloud resources.

Therefore, the steps outlined in the tutorial may not be up to date.This article's third—party tutorial comes from
Tencent Cloud Product "User Practices" Collection, for learning and reference purposes only.

This article provides you with a third—party tutorial on establishing VPN Connection between Tencent Cloud and
AzureChina. You can refer to the tutorial to related practical operations.
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Connecting IDC with Cloud Resources (Dynamic
BGP)

Last updated: 2024-09-26 10:35:01

This document introduces how to use VPN's Dynamic BGP to connect IDC and cloud resources, enabling business
communication.

Business Scenario

Some of the user's business is deployed on the cloud, using VPN Connections to connect IDC to the cloud network,
and communicate via BGP.
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Operating Procedures

1. Create a CCN instance.

2. Create a CCN-type VPN Gateway and bind the created CCN instance.
3. Create a peer gateway and specify the IDC—side ASN.

4. Create a VPN tunnel and configure BGP parameters.

5. IDC local configuration.

Operation Steps

This guide introduces only the necessary configuration steps and their parameters during the operation. For details on
other parameters, please refer to the specific operation documents.

Step 1: Create a CCN Instance

You need to create the required CCN instance in the CCN Console. For specific operations, see Creating a CCN
Instance.

Step 2: Create a CCN-type VPN Gateway

1. Log in to the VPN Gateway Console, and on the VPN gateway page, click Create.
2. Configure CCN Gateway Parameters on the VPN Purchase Page.

Region: Select Seoul.

Network Type: Select CCN.

Bandwidth: Select specifications of 200Mbps or above.

BGP ASN: Tencent side VPN gateway ASN number, default 64551, value range is 1 — 4294967295, where
139341, 45090, 58835 are unavailable.
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3. On the VPN gateway details page, click Associated Network on the right side of Associate CCN, in the pop-up of
Associate CCN, bind Step One created cloud connectivity instance.

Step 3: create a customer gateway

1. Loginto Peer Gateway Console, on the right peer gateway page, click Create.

2. On the Create Peer Gateway page, configure the IP address for public network access on the IDC side and the
planned ASN, see details in Create Peer Gateway.

Step Four: Create BGP Routing VPN Tunnel

1. Loginto VPN Tunnel Console, on the right VPN tunnel page, click Create.

2. On the new VPN tunnel page, configure the basic parameters of the tunnel according to actual situations, and
continue with subsequent configurations after completion.

namsE O SR
VPN o | At g0, ASN: 1234) IR

OzEes Wi

T B e SLAERTLG), ASN: 987 | 0
127 =k
IKE/IPsec
® =
O mEinE FanihE HHLEN b A
BeuEEH srDsE () w75 BGP B
\SIN 887
BG 0] 169 - 254 - 128 |- O v
BGP @ 169.254.128.1 -
BGP it (D) £
Parameters Description
Network Type Select CCN.

VPN Gateway

Customer
Gateway

Communication
Mode

BGP Neighbor

Choose the CCN type VPN gateway that has been configured with ASN.

Choose the peer gateway that has been configured with ASN.

Choose Dynamic BGP Routing.

BGP tunnel segment used for communication between the cloud and the customer side.

This segment must be withinthe 169.254.128.0/17 range.
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Cloud BGP

The BGP IP address for cloud-user interconnection.
Address

Cannot be modified, automatically assigned user end BGP interconnection address.
After manually modifying the cloud BGP address, this parameter is automatically
updated.

Customer-side
BGP Address

Step 5: IDC Local Gateway Configuration

After completing the first 4 steps, the configuration of the VPN gateway and VPN tunnel on the cloud has been
completed. You need to continue configuring the VPN tunnel information on the "Local Gateway" on the IDC side. For
details, please refer to Local Gateway Configuration.

@® Note:

The "Local Gateway" on the IDC side refers to the IPsec VPN equipment on the IDC side. The public IP of this
equipment is recorded in the created "Peer Gateway".
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Local Gateway Configurations
Huawei Firewall Configuration

Last updated: 2024-09-26 10:35:15

When using IPSec VPN to establish a connection between Tencent Cloud VPC and the user's IDC, after configuring
the Tencent Cloud VPN gateway, you also need to configure the VPN on the gateway device at the user's local IDC
site. This article introduces the configuration of Huawei firewall.

@® Note:
This article uses Huawei USG series firewalls as an example to introduce the IPSec VPN configuration
process. For more detailed information and other business services, please contact the manufacturer for
corresponding model equipment configuration guidance.

Prerequisites

Please ensure that you have created a VPN within Tencent Cloud VPC and completed the VPN tunnel configuration.

Data Preparations

An example of IPsec VPN configuration data in this document is as follows:

Configuration Item

Network Configuration
Public IP of the VPN gateway
IDC information

Public IP of the gateway

Sample value
VPC information
159.75.%*.242
Intranet CIDR

120.235.**.76

Upstream public network port GE1/0/2
Downstream public network port GE1/0M1
IPsec Connection Configuration IKE Configuration

Identity Authentication Method

Pre-shared Key

PSK 123456
Encryption Algorithm AES-128
Authentication Algorithm MD5
Negotiation Mode main

Local ID IP Address:120.235.225.76
Remote ID IP Address:159.75.41.242
DH group DH2

IKE SA Lifetime 86400

IPSec Information Encryption Algorithm

©2013-2025 Tencent Cloud. All rights reserved.
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Authentication Algorithm MD5
Message Encapsulation Mode Tunnel
Security Protocol ESP
PFS disable

IPsec sa Lifetime 3600s

Operation Steps

1. Configure the interface IP address and add the interface to the secure zone.

[HUAWEI] interface GigabitEthernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] ip address 172.16.0.1 16 /*Internal network gateway
address*/

[HUAWEI-GigabitEthernet1/0/1] quit

[HUAWET] interface GigabitEthernet 1/0/2

[HUAWEI-GigabitEthernet1/0/2] ip address 120.235.**.76 24

[HUAWEI-GigabitEthernetl1/0/2] service-manage ping permit /*Allow cloud to ping public
network detection*/

[HUAWEI-GigabitEthernet1/0/2] quit

[HUAWEI] interface tunnel 1
[HUAWEI-Tunnell] ip address unnumbered interface GigabitEthernetl/0/2
[HUAWEI-Tunnell] tunnel-protocol ipsec
[HUAWEI-Tunnell] service-manage ping permit

[HUAWEI-Tunnell] quit

[HUAWEI] firewall zone trust

[HUAWEI-zone-trust] add interface GigabitEthernet 1/0/1 /*Add interface to firewall
secure zone*/

[HUAWEI-zone-trust] quit

[HUAWEI] firewall zone untrust

[HUAWEI-zone-untrust] add interface GigabitEthernet 1/0/2

[HUAWEI-zone—-untrust] add interface tunnel 1

[HUAWEI-zone—-untrust] quit

2. Configure inter-domain security policy.

[HUAWEI] security-policy

[HUAWEI-policy-security] rule name 1 /*Plaintext cross-domain policy*/
[HUAWEI-policy-security-rule-1] source-zone untrust
HUAWEI-policy-security-rule-1] destination-zone trust
source—address 10.1.1.0 24

destination-address 172.16.0.0 16

HUAWEI-policy-security-rule-1

HUAWEI-policy-security-rule-1] action permit

]
[ ]
[ ]
[HUAWEI-policy-security-rule-1]
[ ]
[HUAWEI-policy-security-rule-1] quit

[HUAWEI-policy-security] rule name 2 /*Plaintext cross-domain policy*/
[HUAWEI-policy-security-rule-2] source-zone trust

HUAWEI-policy-security-rule-2] destination-zone untrust

destination-address 10.1.1.0 24

HUAWEI-policy-security-rule-2] action permit

]

]
HUAWEI-policy-security-rule-2] source-address 172.16.0.0 16
]

]

]

[
[
[HUAWEI-policy-security-rule-2
[
[

HUAWEI-policy-security-rule-2] quit
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[HUAWEI-policy—-security] rule name 3 /*Encrypted cross—-domain policy*/
[HUAWEI-policy-security-rule—-3] source-zone local
HUAWEI-policy-security-rule-3] destination-zone untrust

destination-address 159.75.**.242 32

HUAWEI-policy-security-rule-3] action permit

]
1
HUAWEI-policy-security-rule-3] source-address 120.235.**.76 32
]
]
]

[

[
[HUAWEI-policy-security-rule-3
[
[HUAWEI-policy-security-rule-3] quit

[HUAWEI-policy—-security] rule name 4 /*Encrypted cross—-domain policy*/
[HUAWEI-policy-security-rule—-4] source-zone untrust
HUAWEI-policy-security-rule-4] destination-zone local
destination-address 120.235.**.76 32

HUAWEI-policy-security-rule-4

]
]
HUAWEI-policy-security-rule-4] source-address 159.75.**.242 32
]
] action permit
]

[
[
[HUAWEI-policy-security-rule-4
[
[

HUAWEI-policy-security-rule-4] quit

3. Configure Access Control List, define the data flow to be protected.

[HUAWEI] acl 3000

[HUAWEI-acl-adv-3000] rule permit ip source 10.1.1.0 0.0.0.255 destination 172.16.0.0
0.0.255.255

[HUAWEI-acl-adv-3000] quit

4. Configure IPSec security protocol.

[HUAWEI] ipsec proposal tranl
[HUAWEI-ipsec—-proposal-tranl] transform esp

[HUAWEI-ipsec—-proposal-tranl] encapsulation-mode tunnel
[

[HUAWEI-ipsec—-proposal-tranl

]
]

HUAWEI-ipsec-proposal-tranl] esp authentication-algorithm md5
] esp encryption-algorithm aes-128
1

[HUAWEI-ipsec-proposal-tranl] quit

5. Create IKE security protocol.

[HUAWEI] ike proposal 1

[HUAWEI-ike-proposal-1] encryption-algorithm aes-128
[HUAWEI-ike-proposal-1] authentication-algorithm md5
[HUAWEI-ike-proposal-1] dh group2
[HUAWEI-ike-proposal-1] quit

6. Configure IKE policies.

[HUAWEI] ike peer tencent
[HUAWEI-ike-peer—asa] undo version 2
HUAWEI-ike-peer—asa] exchange-mode main

HUAWEI-ike-peer—-asa] ike-proposal 1

[
[
[HUAWEI-ike-peer—asa] remote-address 159.75.**.242 //Tencent's public address
[HUAWEI-ike-peer—-asa] pre-shared-key 123456

[

HUAWEI-ike-peer-asal] quit

7. Configure IPSec policies.

©2013-2025 Tencent Cloud. All rights reserved. Page 51 of 115




> Tencent Cloud VPN Connections

[HUAWEI] ipsec policy mapl 1 isakmp

HUAWEI-ipsec-policy-isakmp-mapl-1] security acl 3000

[
[HUAWEI-ipsec-policy—-isakmp-mapl-1] proposal tranl
[HUAWEI-ipsec-policy-isakmp-mapl-1] ike-peer tencent
[ ]

HUAWEI-ipsec-policy-isakmp-mapl-1] quit

8. Apply IPSec policies on the Tunnel interface.

[HUAWEI] interface Tunnel 1
[HUAWEI-Tunnell] ipsec policy mapl
[HUAWEI-Tunnell] quit

9. Configure inner layer routing to direct traffic to the tunnel port.

[HUAWEI] ip route-static 10.1.1.0 24 tunnel 1

10. Configure outer layer outbound routing.

For example: the upper gateway is 120.235.%*.1

[HUAWEI] ip route-static 0.0.0.0 0.0.0.0 120.235.**.1
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Hillstone Networks Firewall Configuration

Last updated: 2024-09-26 10:35:32

When establishing a connection from Tencent Cloud VPC to a user IDC using IPsec VPN, after configuring the Tencent
Cloud VPN gateway, you also need to configure the VPN on the gateway device at the user IDC local site. This
document uses Hillstone Firewall as an example to demonstrate how to configure VPN at the local site.

A Note:

the same.

values during configuration.

Prerequisites

o This document uses the SG-6000-VMO01 model and SG6000-CloudEdge-5.5R7P9 version firewall for
demonstration. Other versions may have slightly different interfaces, but the overall configuration logic is

» All IP addresses, interfaces, and other parameter values in this document are examples. Please use actual

Please ensure that you have created a VPN in Tencent Cloud VPC and completed the VPN tunnel configuration.

Data Preparations

IPsec VPN configuration data examples in this document are as follows:

Configuration Item

VPC

information
Network

Configuration
IDC

information

IPsec Connection
Configuration

IKE
Configuratio
n

IPsec
Configuratio
n

©2013-2025 Tencent Cloud. All rights reserved.

Subnet CIDR block

Public IP of the VPN gateway
Intranet CIDR block

Public IP of the gateway
Version

Identity Authentication Method
Encryption Algorithm
Authentication Algorithm
Negotiation Mode

Local ID

Remote ID

DH group

IKE SA Lifetime

Encryption Algorithm
Authentication Algorithm

Message Encapsulation Mode

Sample value

10.1.1.0/24

159.xx.xx.242
172.16.0.0/16
120.xX.XX.76

IKEV1

Preshared key, for example 123456
DES

MD5

main

IP Address:120.xx.xx.76
IP Address:159.xx.xx.242
DH2

86400

AES-128

MD5

Tunnel
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Security Protocol ESP
PFS disable
IPsec SA Lifetime (s) 3600s
IPsec SA Lifetime (KB) 1843200KB
Operation Steps

Applicable to VPN with SPD Policy Forwarding

VPN Connections

1. Log in to the Hillstone Firewall Web interface, select Network > VPN > IPsec VPN > P1 Proposal, in the P1

Proposal interface, click New.

Hillstone ...

© zwes
®0

IKE VPNFIE VPN 15 P2 18X
& mOs D) —
bafeks T
% DNS + w UL

2 DHCP =1 WiFEz WIE e
ES DDNS g s md§ rsa-sig 3des
mw [ =8 ] sha dsa-sig aes

& PrroE - eEE . sha dsa-sig aes-256
Dn Virtual Wire ETE. . sha dsa-sig 3des
& mAEEHE + B 1. 168%, 15&
BRI
@ ma . FISAVPNEE
£] s + +)
3] MmN =1 ] Wiz
& VPN -

IPSec VPN ®

SSLVPN

17TP VPN

IKE VPN RE PnPVPN iR

IPSec-XAUTH Hihitith  IPSec VPN Bl

DH

AHESPI

S17adiE
86.400
86,400
86,400
86,400

C % v am

I=FESPI

2. In the popped-up Phase 1 Proposal Configuration interface, configure the IKE protocol of IDC according to the

IKE protocol information of Tencent Cloud VPN Connections, and click OK.

ME RN E X

HRINER P1

TAME @ Pre-share (O RSA-Signature (O DSA-Signature

WIEEX @® MDS5 (O SHA (O SHA-256 () SHA-384 (O SHA-512

I =VFS O 3DES @ DES O AES O AES-192 (O AES-256

DH 48 O Group1 @ Group2 (O Group5 (O Group14 (O Group15
O Group16

4170d18) 86400 (300 - 86,400) #», Hh&{E:86,400

3. Select the P2 Proposal tab, and click New.
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© e _
IKE VPN H PHPVPN B8 IPSec-XAUTH it IPSec VPN i

@ &0
- KEVPNRIE VPN RIGEI% P1 18I
&= DHCP =] sl LoAns 73 hosiiE L] PFS i 775 EFERAN
B8 DDNS esp mad5 aes-256 group2 28,800

- == esp mds aes-256 no pfs 28,800
& PPPOE .

mEEm B = esp md§ 3des group2 28,800
03 Virtual Wire -l esp md§ 3des no pts 28,800
& mulche * B 1. 12%, 128 1 1% C 5% v &k
I
@ B + FISAVPNER
] wismeios + +) #ie
SN & wi Wiz v AHSPI REsP
& VPN -

IPSec VPN

SSLVPN

L2TP VPN

4. In the popped-up Phase 2 Proposal Configuration interface, configure the IPsec protocol of IDC according to
the IPsec protocol information of Tencent Cloud VPN Connections, and click OK.

MRS X

* FRINETR P2
MY @ ESP O AH
Ealla =S MD5 SHA
NULL
nE=giE 3DES DES
NULL
45 @ None O Deflate
PFS 4H O Group1 O Group2
O Group16 @® No PFS
&2 E2in) 3600
BREFLRN =)z
" AR 1843200

5. Select the VPN Peer List tab, and click New.
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(1-31)F5F
SHA-256 SHA-384 SHA-512
(RZIEEIN)
AES AES-192 AES-256
(BZBIEFA)
O Group5 O Group14 O Group15
(180 - 86,400) Fb, Ehe(E:28,800
(1,800 - 4,194,303) KB
HE s
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i IKE VPN B2
(w:in
® 20 IKE VPNFI#E P1 181
# DNS + e
& DHCP G L2
% DONS TO-CLOUDVPN FHi
B PPPOE
u_a Virtual Wire
@ Enman + BT - 1%, R1%K
-
@ o + FTREVPNER
] b + +) Wi
SN & i
£ VPN -
IPSec VPN
SSLVPN
L2TP VPN

= 802.1X

&

EHE

P2 181

b
BE P

Wi

IPSec-XAUTH Hilitith  IPSec VPN Ui

iiw 1D
150, pum.242
10 C s v @’
FitsPI iEFESPI
1070 C 50 v EW

6. In the pop—up VPN peer configurationinterface, configure the relevant parameters of the VPN peer, and click

OK.

VPN HiEcE X

HARHE
WSS,
3]

* XdimIPitihl
A 1D

* ity IP
X 1D

* 3 1P
121
B 2

123

Name: Fill in the VPN peer name in the self-definition, for example, TO-CLOUDVPN
Peer IP Address: Fill in the Public IP address of Tencent Cloud VPN Gateway

ARECE

® FiEe O Famisst

@®BsP O @& P OF::I 2|

159 um 8.242

0% OFQDN O U-FQDN O ASN1-DN O KEY_ID @ IPv4
120.™= I 76

O% O FQDN O U-FQDN O ASN1-DN (O KEY_ID @ IPv4
150 Pamall 242

P1 v

anmaas W

""" (6 - 127) FFF

Local IP: Fill in the Public IP address of the local IDC
Peer IP: Fill in the Public IP address of the IDC VPN Gateway
Proposal 1: Select the P1 proposal created in Step 2

e BiE

Preshared Key: Fill in the preshared key consistent with the basic configuration of the Tencent Cloud VPN
channel, such as 123456 in this example

7. Select the IKE VPN List tab, and click New.
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© e _ -
IKE VPN ZE PnPVPN B 8%  IPSec-XAUTH iElibith  IPSec VPN Hii2

(W u]
- VPN I P11 P2 1
£
o :
B DHCP &K ol R DF{if EhER
=
& DDNS
& PPPOE
E‘,j Virtual Wire
o malsme + g 10T C s ~an
@ i
@ ma + FIRIAVPNER
£] Hashiio + D) R
3] AsemEas R oIt Wiz FHSPI ixiEsPI
& VPN -

IPSec VPN

SSLVPN

L2TP VPN
= 802.1X + HEsT i) /0@ “: 50 ~ Em

8. In the popped-up IKE VPN Configuration interface, perform the basic and advanced configuration of IKE VPN,
and after completion, click OK.

Basic Configuration

IKE VPN & X I

EAERE EREE

Faf
FefiiseI: TO-CLOUDVPN fr
EEEm: SR 1 Eeu ] At 1D %t 1D
TO-CLOUDV... Fi&m BEIP
p¥iE
B TO-CLOUDVPN
[ 5= @ tunnel O transport
P22 P2
R ID: OR=F)| OFT

Peer Option: Select the VPN peer created in Step 6
P2 Proposal: Select the P2 proposal created in Step 4
Proxy ID: Select Automatic
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Advanced Configuration: Check to set Automatic Connection as Enabled

2AEE | SREE |

DNS1

DNS2

DNS3

DNS4

WINS1

WINS2

[BR=RAE =)

DFfiz @ =M OF -3 Og=
BAEERL @ %7 032 O 64 O 128 O 256 O 512
Commit{i =k

HERREID =5

AR =k

BB e

P (0 - 255) FfF

VPN = =)

9. Select Network > Security Domain, click Create to configure the security domain.

(@ zen | —
&0 " ;
LSRN R EUISRBRIEN RO R Hi Ll HiEE=s
& =OE 3 i 2 o
28 DNS + — L3 - 0 0 WANESIS @
E$ DHCP - L3 - 0 0
& DDNS - “ - ¢ ¢
- L2 wim I 0 0 WANFEiR
& PPPoE B L2 il 0 0
Dn Virtual Wire 'R ] L3 1 1]
@ EnEhE + e — L -
. - L3 0 0
BRI
@ s +
g wosmuian +
SN
8 VPN +
= s021x +
8 WebiliE +

8% mmEmx

10. In the popped-up Security Domain Configuration interface, configure the following parameters, and after
completion, click OK.

Security Domain Name: self-defined name, e.g., VPNhub

Virtual Router: by default selected as trust-vr
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e N 5A st HEZS
EFXRE
" AR VPNhub (1-31)F5%F
fER (0-63) 5
A Q Bl OR==Ea
EHARE s trust-vr v
gEEr o
MEFREREOERFREORNIPEE.
=10
R FEIRR =l
WANZ 215, |=)zz
NBTEEF M

11. Select Policy > Policy, click Create, configure policies as per the following parameter guide, and after

completion click OK.
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e —

SREgECE @ X

EXEE it giELe 151N
IR (0 -95) =&

S
ety trust v
Al 172.16.0.0/16 v
AR v
BER
] VPNHub v
ik 10.1.1.0/24 o
iR any v
vy FH v
aHE O sifF OF izl ® ez

fkiE (VPN) v TO-CLOUDVPN WEVPNEEL

e BB

Source Information:

Security Domain: Select trust

Address: Fill in the IDC local subnet and mask, e.g., 172.16.0.0/16
Destination Information:

Security Domain: Select VPNHub

Address: Fill in the Tencent Cloud VPN backend subnet and mask, e.g., 10.1.1.0/24
Service: Select any

Action: Select Secure Connection, Tunnel select the VPN peer created in Step 6, e.g., TO-CLOUDVPN,
check Two-way VPN Policy

Applicable to route-based VPNs

1. Log in to the Hillstone firewall web interface, select Network > VPN > IPsec VPN > P1 Proposal. In the P1
Proposal interface, click New.
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© =2

IKE VPN RH PnPVPN S0 IPSec-XAUTH hBiltith  IPSec VPN i
j:{u]

B =ne IKE VPNFI®E VPN R P2 181
Bl ﬂ N —

5 DHCP =1 L5ing 3 AIE nEEE DHE $i7atial
£ DONS ol =m md5 rsa-sig 3des 2 86,400
- O EsE s sha dsa-sig aes 2 86,400

& PPPOE ——— e dsa-sig 265256 2 86,400
23 Virtual Wire - sha dsa-sig 3des 2 86,400
& maEEhE + W1 16%, H15% 1 & C 0 v &8E
B msizzin
@ il + FIWAVPNEE
S + b i
3] AssmEim &R b1 Wiz FithsPI ISP
& VPN -

IPSec VPN ®

SSLVPN

L2TP VPN

2. In the popped-up Phase 1 Proposal Configuration interface, configure the IKE protocol of IDC according to the
IKE protocol information of Tencent Cloud VPN Connections, and click OK.

e EE X

RINERR P1

JAIE @ Pre-share (O RSA-Signature (O DSA-Signature

IS @ MD5 O SHA (O SHA-256 (O SHA-384 (O SHA-512

&% O 3DES @ DES O AES O AES-192 () AES-256

DH 48 O Group1t @ Group2 (O Group5 (O Group14 (O Group15
O Group16

417ETa) 86400 (300 - 86,400) 7, Fhe3(E:86,400

3. Select the P2 Proposal tab, and click New.
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© =aM
IKE VPN EH PhPVPN B8 IPSec-XAUTH sttt IPSec VPN &i%
(wiin]
& 2ne IKE VPNFIFE VPN HigFilFE P19
28 DNS + ARG 1] B
& DHCP &8 L RiEWE s 3] PFS iR k250 EFRN
& DONS | § - ] esp mds aes-256 group2 28,800
[ msEm B esp md5 aes-256 no pfs 28,800
& PPPOE
" 1 esp md5 3des group2 28,800
P Virtual Wire mEL m esp mds 3des no pis 28,800
6 mhlmhn + Bi1.12%, f12% 1 & C s v &@n
HERZERY
@) b + FISAVPNRE
£] Hibmmio + t) Wik
3] Atk & i Wiz < FItiSPI i5k2sPI
5 VPN -
IPSec VPN
SSLVPN
L2TP VPN

4. In the popped-up Phase 2 Proposal Configuration interface, configure the IPsec protocol of IDC according to
Tencent Cloud VPN Connections' IPsec protocol information, and click OK

MR E X

* IRIERR P2
e @® ESP
WIFELE MD5
NULL
JIlIZN TP 3DES
NULL
45 @ None
PFS 4 O Group1
O Group16
477hd1E] 3600
EREEA/N =)z
2= i 1843200

5. Select the VPN Peer List tab, and click New.
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(1-31) =%
O AH
SHA SHA-256 SHA-384 SHA-512
(BZIEFEN)
DES AES AES-192 AES-256
(RZIEFEA)
O Deflate
O Group2 O Group5 O Group14 O Group15
@ No PFS
(180 - 86,400) ¥, FRe{E:28,800
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VPN Connections

IKE VPNFIFE VPN XisFl#E P11

@ wen IKE VPN BB
(Wi
@ &na
2 DNs + F) #iee
& DHCP B
B3 DDNS = o
& PPPoE
P4 Virtual Wire
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@ s + FISAVPNER
£] HunBes + v
3] AsmEios &
& VPN -
IPSec VPN
SSLVPN
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= 802, + SEE
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FHiEt
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Wi RSP

EESPI

G 50 v ||

6. In the pop—up VPN Peer</1.1>Configuration interface, configure the related parameters of the VPN peer, and

click OK.

VPN HiEcE X

2AERE

AIEET,

}‘:FU

=5

* XdimIPitihl

it ID
* Aty 1P
i ID
" 3w P
1R 1
iy 2

123

AREE

@ Fiaw
@ BsP

159) 5 P242

ok~ O FQDN
120005 % 76

O% O FQDN
159 el 242
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-----

O st
O mE P

O mr4

(O U-FQDN O ASN1-DN O KEY_ID @ IPv4

O U-FQDN O ASN1-DN () KEY_ID @ IPv4

(5-127) £

e

Name: Fill in the VPN peer name in the self-definition, for example, TO-CLOUDVPN
Peer IP Address: Fill in the Public IP address of Tencent Cloud VPN Gateway

Local IP: Fill in the Public IP address of the local IDC

Peer IP: Fill in the Public IP address of the IDC VPN Gateway

Proposal 1: Select the P1 proposal created in Step 2

BiE

Preshared Key: Fill in the preshared key consistent with the basic configuration of the Tencent Cloud VPN

channel, such as 123456 in this example
7. Select the IKE VPN List tab, and click New.
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el
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8. In the popped-up IKE VPN Configuration interface, perform the basic and advanced configuration of IKE VPN,
and after completion, click OK.

Basic Configuration

IKE VPN & X

EfEE EREE

i
* SR TO-CLOUDVPN v | e
fERRm &R st %3 At ID s ID
TO-CLOUD...  Fi#x #EIP 120 ™4™ . 150Kaadl
3]
E’. I TO-CLOUDVPN
[E5aN @ tunnel O transport
* P2IRiIY P2 v
RE D O Bm ®FT
KEIDFIE
AthiP/ 55 /
i P/ 0 /
"BESE any v
AP/ 185 ke IP/ 585 e &0
172.16.0.0/16 10.1.1.0/24 Any wigE

s

Peer Option: Select the VPN peer created in Step 6
P2 Proposal: Select the P2 proposal created in Step 4
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Proxy ID: Select Manual. In the Proxy ID List, enter the private network segment of the local IDC in
Local IP/Mask, and enter the private network segment of the Tencent Cloud VPC in Remote IP/Mask,
then click Add

Advanced Configuration: Check to set Automatic Connection as Enabled

IKE VPN EE X

EXEE SREE

DNS1
DNS2

DNS3

DNS4

WINS1

WINS2

ERZREE =]

DF{i1 @® M O &= O &
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Commitfi =]

EFREID =k

HaliEE =

[T EE

it (0 - 255) %

VPNRSELE =k

9. Select Network > Security Domain, and click New to configure the security domain.
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L3 B 0 0
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SR +
3] AsEm B
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= 802X +
8 WebiliE e

82 mmEm%

10. In the popped-up Security Domain Configuration interface, configure the following parameters, and after
completion, click OK.

Security Domain Name: self-defined name, e.g., VPNhub
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Virtual Router: by default selected as trust-vr
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11. Select Network > Interface, and click New > Tunnel Interface.
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VPN Connections

12. In the popped—up Tunnel Interface dialog box, configure the relevant parameters of the tunnel interface.

Interface Name: Enter tunnelX, where X ranges from 1 to 64, e.g., tunnel

Security Domain: Select the security domain created in Step 10

Tunnel Type: Select IPsec VPN

VPN Name: Select the peer VPN name created in Step 6

©2013-2025 Tencent Cloud. All rights reserved.
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ErEE B =1 RIP OSPF

24
MTU 1398 (1,280 - 1,600) =5

Keep-alive IP

i i

13. Select Policy > Policy, click Create to configure the policy.
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14. Select Network > Routes, click New to configure upstream and downstream routes separately. After
completion, click OK.

Upstream Route: Set the destination address to the Tencent Cloud VPC IP range, and the next hop to the
tunnel interface created in Step 12, in this case tunnelt.
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Downstream Route: Configure the firewall downstream interface route.
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Juniper Firewall Configuration

Last updated: 2024-09-26 10:39:27

VPN Connections

When establishing a connection from Tencent Cloud VPC to the user's IDC using IPsec VPN, after configuring the
Tencent Cloud VPN gateway, you need to configure VPN settings on the gateway device at the local site of the user
IDC. This document uses a Juniper firewall as an example to show how to configure VPN at the local site.

® Note:

Prerequisites

» Supports Juniper SRX Series Firewalls and vSRX Series Virtual Firewalls, all versions are supported.

« All IP addresses, interfaces, and other parameter values in this document are for example purposes only.
Please use actual values during specific configuration.

Please make sure you have created a VPN</1> within Tencent Cloud VPC within Tencent Cloud VPC<1> and

completed the <3>VPN tunnel configuration</3>.

Data Preparations

The IPsec VPN configuration examples in this document are as follows:

Configuration Item

VPC
information
Network Configuration

IDC information

IPsec Connection
Configuration

IKE
Configuration

IPsec
Configuration

©2013-2025 Tencent Cloud. All rights reserved.

Subnet CIDR block

Public IP of the VPN
gateway

Internal network CIDR
Gateway Public IP

Version

Identity Authentication

Method
Encryption Algorithm

Authentication
Algorithm

Negotiation Mode
Local ID

Remote ID

DH group

IKE SA Lifetime
Encryption Algorithm

Authentication
Algorithm

Sample value

10.1.1.0/24

159.xx.x%x.242

172.16.0.0/16
120.xX.XX.76

IKEV1

Pre-shared Key

AES—128

MD5

main

IP Address:120.xx.xx.76
IP Address:159.xx.xx.242
DH2

86400

AES—128

MD5
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Message Tunnel
Encapsulation Mode

Security Protocol ESP
PFS disable
IPsec sa Lifetime 3600s

Operation Steps
Applicable to VPNs based on SPD policy forwarding
1. log in to the firewall device command line interface.

-p 22 root@172.16.0.1

root@SRX1> configure

Entering configuration mode

[edit]
root@SRX1

root @SRX1

commit complete

2. Configure firewall network interfaces, security zones, and address book information.

interfaces ge-0/0/x unit family inet address 172.16.0.1/16

interfaces ge-0/0/y unit 0 family inet address 120.xx.xx.76/30

security zones security-zone trust interfaces ge-0/0/x.0

security zones security-zone untrust interfaces ge-0/0/y.0 host-inbound-traffic

system-services ike

set security zones security-zone untrust address—-book address vpn-peer_subnet

10.1.1.0/24

set security zones security-zone trust address-book address vpn-local_subnet
5.0.0/16
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3. Configure IKE policies.

security

security

security

security

security

security

security

security

proposal

proposal

proposal

proposal

proposal

ike-proposal-cfgr authentication-method pre-shared-keys

ike-proposal-cfgr dh-group group2

ike-proposal-cfgr authentication-algorithm md5

ike-proposal-cfgr encryption—-algorithm aes-128-cbc

ike-proposal-cfgr lifetime-seconds

policy ike-policy-cfgr mode main

policy ike-policy-cfgr proposals ike-proposal-cfgr

policy ike-policy-cfgr pre-shared-key ascii-text "TestPassworc

4. Configure the IKE gateway, including the outgoing interface and protocol version.

security

security

security

security

security

security

ike gateway

ike gateway

ike gateway

ike gateway

gateway

gateway

5. Configure IPsec policies.

security

security

security

security

ipsec propos

ipsec propos

ipsec propos

ipsec propos

ike—gate-cfgr ike-policy ike-policy-cfgr

ike-gate-cfgr address 159.xx.xx.242

ike-gate-cfgr local-identity inet 120.xx.xx.76

ike-gate-cfgr remote-identity inet

ike-gate-cfgr external-

1

59.XX.XX.242

interface ge-0/0/y

ike-gate-cfgr version vl-only

al ipsec-proposal-cfgr

al ipsec-proposal-cfgr

al ipsec-proposal-cfgr

al ipsec-proposal-cfgr
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protocol esp

authentication-algorithm hmac-md5-96

encryption-algorithm aes-128-cbc

lifetime-seconds

VPN Connections
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et security ipsec policy ipsec-policy-cfgr proposals ipsec-proposal-cfgr

6. Apply IPsec policies.

set security ipsec vpn ipsec-vpn-cfgr ike gateway ike-gate-cfgr
set security ipsec vpn ipsec-vpn-cfgr ike ipsec-policy ipsec-policy-cfgr

set security ipsec vpn ipsec-vpn-cfgr establish-tunnels immediately

set routing-options static route 10.1.1.0/24 next-hop x.xX.xX.X

7. Configure outbound policies.

set security policies from-zone trust to-zone vpn policy trust-to-untrust_any_permit
match source-address vpn—-local_subnet

set security policies from-zone trust to-zone vpn policy trust-to-untrust_any_permit
match destination-address vpn-peer_subnet

set security policies from-zone trust to-zone vpn policy trust-to-untrust_any_permit
match application any

set security policies from-zone untrust to-zone trust policy trust-to-
untrust_any_permit then permit tunnel ipsec-vpn ipsec-vpn-cfgr

set security policies from-zone untrust to-zone trust policy trust-to-

untrust_any_permit then permit tunnel pair-policy untrust-to-trust_any_permit

8. Configure inbound policies.

set security policies from-zone vpn to-zone policy untrust-to-trust_any_permit
match source-address vpn-peer_subnet

set security policies from-zone vpn to-zone policy untrust-to-trust_any_ permit
match destination-address vpn-local_subnet

set security policies from-zone vpn to-zone policy untrust-to-trust_any_permit
match application any

set security policies from-zone vpn to-zone policy untrust-to-trust_any_permit
then permit tunnel ipsec-vpn ipsec-vpn-cfgr

set security policies from-zone vpn to-zone trust policy untrust-to-trust_any_permit

then permit tunnel pair-policy trust-to-untrust_any_permit

©2013-2025 Tencent Cloud. All rights reserved. Page 76 of 115




> Tencent Cloud

9. Save configuration.

root@SRX1

commit complete

Applicable to routing—based VPN

VPN Connections

1. log in to the firewall device command line interface.

-p 22 root@172.16.0.1

root@SRX1> configure

Entering configuration mode

[edit]

root @SRX1

root@SRX1

commit complete

2. Configure firewall network interfaces, security zones, and address book information.

interfaces ge-0/0/x unit 0 family inet address 172.16.0.1/16

interfaces ge-0/0/y unit 0 family inet address 120.xx.xx.76/30

interfaces st0 unit 0 family

security zones security-zone

set security zones security-zone

system-services ike

set security zones security-zone

set security zones security-zone
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trust interfaces ge-0/0/x.0

untrust interfaces ge-0/0/y.0 host-inbound-traffic

vpn interfaces st0.0

vpn address-book address vpn-peer_subnet 10.1.1.0/24
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set security zones security-zone trust address-book address vpn-local_subnet
172.16.0.0/16

3. Configure IKE policies.

security i proposal ike-proposal-cfgr authentication-method pre-shared-keys

security i proposal ike-proposal-cfgr dh-group group2

security i proposal ike-proposal-cfgr authentication-algorithm md5
security i proposal ike-proposal-cfgr encryption-algorithm aes-128-cbc
security i proposal ike-proposal-cfgr lifetime-seconds

security i policy ike-policy-cfgr mode main

security i policy ike-policy-cfgr proposals ike-proposal-cfgr

security i policy ike-policy-cfgr pre-shared-key ascii-text "TestPassword"

4. Configure the IKE gateway, including the outgoing interface and protocol version.

set security ike gateway ike-gate-cfgr ike-policy ike-policy-cfgr

set security ike gateway ike-gate-cfgr address 159.xx.xx.242

set security ike gateway ike—-gate-cfgr local-identity inet 120.xx.xx.76

set security ike gateway ike-gate-cfgr remote-identity inet 159.xx.xx.242

Define the VPN identifier. You can use FQDN or IP addresses. In this example, use the
remote and local IP addresses

set security ike gateway ike-gate-cfgr external-interface ge-0/0/y

set security ike gateway ike-gate-cfgr version vl-only

5. Configure IPsec policies.

set security ipsec proposal ipsec-proposal-cfgr protocol esp
set security ipsec proposal ipsec-proposal-cfgr authentication-algorithm hmac-md5-96

set security ipsec proposal ipsec-proposal-cfgr encryption-algorithm aes-128-cbc
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security ipsec proposal ipsec-proposal-cfgr lifetime-seconds
security ipsec policy ipsec-policy-cfgr proposals ipsec—-proposal-cfgr

security ipsec vpn ipsec-vpn-cfgr ike proxy-identity local 172.16.0.0/16

security ipsec vpn ipsec-vpn-cfgr ike proxy-identity remote 10.1.1.0/24
Set the TS (Traffic Selector) or SPD configuration, default is 0.0.0.0/0. If the peer
also specifies a segment, it needs to match the peer

set security ipsec vpn ipsec-vpn-cfgr bind-interface st0.0

6. Apply IPsec policies.

set security ipsec vpn ipsec-vpn-cfgr ike gateway ike-gate-cfgr
set security ipsec vpn ipsec-vpn-cfgr ike ipsec-policy ipsec-policy-cfgr

set security ipsec vpn ipsec-vpn-cfgr establish-tunnels immediately

set routing-options static route 10.1.1.0/24 next-hop st0.0

7. Configure outbound policies.

set security policies from-zone trust to-zone vpn policy trust-to-vpn_any_permit match
source—address vpn-local_subnet

set security policies from-zone trust to-zone vpn policy trust-to-vpn_any_permit
destination-address vpn-peer_subnet

set security policies from-zone trust to-zone vpn policy trust-to-vpn_any_permit match
application any

set security policies from-zone trust to-zone vpn policy trust-to-vpn_any_permit

permit

8. Configure inbound policies.

set security policies from-zone vpn to-zone trust policy vpn-to-trust_any_permit match
source—address vpn-peer_subnet

set security policies from-zone vpn to-zone policy vpn-to-trust_any_permit
destination-address vpn-local_subnet

set security policies from-zone vpn to-zone trust policy vpn-to-trust_any_permit match
application any

set security policies from-zone vpn to-zone trust policy vpn-to-trust_any_permit

permit
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9. Save configuration.

root @SRX1

commit complete

Changes made in Configuration Mode will not take effect immediately. You must use the

"commit" command for the changes to be saved and take effect
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NSFOCUS Firewall Configuration

Last updated: 2024-09-26 10:39:55

VPN Connections

When establishing a connection from Tencent Cloud VPC to User IDC using IPsec VPN, after configuring the Tencent
Cloud VPN gateway, you also need to configure the VPN on the gateway device at the local site of the User IDC. This
document uses the NSFOCUS firewall as an example to demonstrate how to configure VPN at the local site.

A Note:

Prerequisites

» This document only supports the configuration of the IKEv1 protocol.

o This document uses the NFNX3-V2000TX model with firewall version 603.168 for demonstration. Other
versions may have slight interface differences, but the overall configuration logic is consistent.

» All IP addresses, interfaces, and other parameter values in this document are for example purposes only.
Please use actual values when configuring.

Please ensure you have created a VPN inside Tencent Cloud VPC and completed the VPN tunnel configuration.

Data Preparations

The IPsec VPN configuration data example in this document is as follows:

Configuration Item

VPC
information
Network
Configuration
IDC
information
IPsec Connection
Configuration
IKE

Configuration

IPsec
Configuration
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Subnet CIDR block

Public IP of the VPN gateway
Intranet CIDR block

Public IP of the gateway
Version

Identity Authentication Method
PSK

Encryption Algorithm
Authentication Algorithm
Negotiation Mode

Local ID

Remote ID

DH group

IKE SA Lifetime

Encryption Algorithm

Authentication Algorithm

Sample value
10.1.1.0/24
159.xx.xx.242
172.16.0.0/16
120.xX.XX.76

IKEV1

Pre-shared Key
tencent@123

AES-128

MD5

main

IP Address:120.xx.xx.76
IP Address:159.xx.xx.242
DH2

86400

AES-128

MD5
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Operation Steps

Message Encapsulation Mode

Security Protocol

PFS

IPsec SA Lifetime (s)

1. Use weboper to log in to the NSFOCUS Management Interface.
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2. Select Networking > Interfaces from the left sidebar, then click New on the IPsec Interfaces page.

3. On the New page, configure the IPsec-related information, then click Confirm.
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mOZEE | VPN v
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BE EliE

O Interface Type: Select VPN.
O Subtype: Select IPsec.

O Interface Name: Cannot be modified, the system fills it by default.

O Secure Zone: Select DMZ.

VPN Connections

To ensure that data from the IPsec interface to the intranet is not blocked by security policies, keep the default

option DMZ.

O IPv4: Select the local VPC segment, i.e., the example value 10.1.1.1/24 of the VPC subnet CIDR during Data

Preparations.

4. Select Networking > IPSEC > IPSEC Tunnel from the left sidebar.

5. In the Phase 1 tab, configure the IKE protocol information for the IDC side based on Tencent Cloud VPN

Connections' IKE protocol information.
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*Required items.
Tunnel Name: Enter the tunnel name.

O

O Local Interface: Select the planned local interface.

O HA Line: Select the HA line.

O IP Addresses: Select the IP address of the server where IPsec is located.
O Client Type: Select Gateway Client.

O Authentication Method: Select Preshared Key.

O

Preshared Key: Set the preshared key.
6. (Optional) Advanced Options Configuration.

VPN Connections

If you have higher requirements for IPsec policies, such as authentication algorithms, encryption algorithms,

ISAKMP-SA lifetime, etc., you need to perform advanced configurations.
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This section only provides a description of the main parameters.
O Local/Peer ID Type:

O IPv4: Enter the address in standard IPv4 format.

O Domain Name: The character count should be less than or equal to 30 characters and can only include
letters, numbers, underscores, periods, and @.

O Username: Currently, only user email addresses are supported, for example: xxxx@nsfocus.com.
O DH Group: The DH group used by the IPsec VPN tunnel.
O Authentication Algorithm: Specify the security authentication algorithm, such as MD5.

O Encryption Algorithm: Specify the encryption algorithm.

@® Note
If the authentication method in Step 5 selected Preshared Key , options include DES, 3DES, AES-128,
AES-192, AES-256, and BLOWFISH. Please select according to actual needs.

7. After configuring the Phase 1, click Next.

8. Inthe Phase 2 tab, configure the IPsec protocol on the IDC side according to the Tencent Cloud VPN Connections'
IPsec protocol information.
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A Note
There should be no overlapping subnets.

8.1 In the Phase 2 tab, click Add .
8.2 In Local Subnet, enter the local IDC subnet and mask, for example, 172.16.0.0/16.
8.3 In Peer Subnet, enter the Tencent Cloud VPN backend subnet and mask, for example, 10.1.1.0/24.
8.4 Select Protocol as any.
8.5 Advanced Configuration.

O Select Protocol as ESP

O Select Authentication Algorithm as MD5

O Select Encryption Algorithm as AES-128

O Set IPSEC-SA Lifetime to 3600

O Set PFS to disabled
8.6 Click OK.
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9. Test the connectivity between NSFOCUS and Tencent Cloud.

O After NSFOCUS and Tencent Cloud VPN establish the tunnel, a corresponding tunnel information entry is
automatically generated on the NSFOCUS side.
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You can view the connection status on the Tencent Cloud VPN side.
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On the NSFOCUS side, use the Ping command to ping the CVM within the Tencent Cloud VPC, and it should
pass normally.

B =ESR: CA\Winliws\system32\cmd.exe - ping [ws. . = =t

IEEEEEEEEEEEEE!
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Configuring a Cisco Firewall

Last updated: 2024-09-26 10:40:10

VPN Connections

When using IPsec VPN to establish a connection from Tencent Cloud VPC to a user IDC, after configuring the Tencent

Cloud VPN gateway, you also need to configure the VPN on the gateway device at the user's local IDC site. This
document uses a Cisco firewall as an example to introduce how to configure the VPN at the local site.

A Note

Prerequisites

Please replace them with actual values during configuration.

» This document provides general configuration for Cisco ASA series firewalls, supported by all versions.

« AllIP addresses, interfaces, and other parameter values in this document are for illustration purposes only.

Please ensure that you have created a VPN within Tencent Cloud VPC and completed the VPN tunnel configuration.

Data Preparations

An example of IPsec VPN configuration data in this document is as follows:

Configuration Item

VPC

information
Network

Configuration
IDC

information

IPsec Connection
Configuration

IKE
Configuratio
n

IPsec
Configuratio
n
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Subnet CIDR block

Public IP of the VPN gateway
Intranet CIDR

Public IP of the gateway
Version

Identity Authentication Method
PSK

Encryption Algorithm
Authentication Algorithm
Negotiation Mode

Local ID

Remote ID

DH group

IKE SA Lifetime

Encryption Algorithm
Authentication Algorithm
Message Encapsulation Mode

Security Protocol

Sample value
10.1.1.0/24
159.xx.xx.242
172.16.0.0/16
120.xx.XX.76

IKEV1

Pre—-shared Key
tencent@123

AES-128

MD5

main

IP Address:120.xx.xx.76
IP Address:159.xx.xx.242
DH2

86400

AES—128

MD5

Tunnel

ESP
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Firewall Interface
Configuration Information
Operation Steps

PFS
IPsec SA Lifetime (s)

IPsec SA Lifetime (KB)

Nameif

Applicable to VPNs forwarded based on SPD policy (IKEv1)

1. Log in to the firewall device command interface.

-p admin@10.XX.XX.56

User Access Verification
Username: admin

PESgweEelg # iR

Type help or '?' for a list of available commands.

ASA>
ASA> en

Password:

ASA
ASA (configq)

2. Configure the firewall interface.

disable

3600s

1843200KB

outside

Configure the firewall interface to connect to Tencent Cloud End in global mode.

interface GigabitEthernet0/0
nameif outside

security-level

address 120.XX.XX.76 255

3. Configure ISAKMP policy.

©2013-2025 Tencent Cloud. All rights reserved.

.255.255.252

VPN Connections
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crypto

crypto ikevl policy 1

ikevl enal

yle outside

authentication pre-share

encryption AES-128

hash MD5

group 2

lifetime

4. Configure the pre—shared password.

tunnel-group 159.XX.XX.242 type ipsec-121

tunnel-group 159.XX.XX.242 ipsec-attributes

ikevl pre-shared-key tencent@123

5. Configure IPsec security protocol.

crypto ipsec ikevl transform-set TS esp-aes esp-md5-hmac

6. Configure ACL.

access—-list INTERESTING extended permit
255.255.255.0

7. Configure IPsec policies.

crypto

crypto

crypto

crypto

map CMAP

map CMAP

map CMAP

map CMAP

8. Enable IPsec policies.

match address INTERESTING

set peer 159.XX.XX.242

set ikevl transform-set TS

security-association lifetime seconds

crypto map CMAP interface outside
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9. Configure static routing.

route outside 10.1.1. 55. 59.XX.XX.242 1

10. Test VPN connectivity.
Execute the ping command to test VPN connectivity.

Suitable for route-based VPN (IKEv1)

1. Log in to the firewall device command interface.

—p admin@10.XX.XX.56

User Access Verification
Username: admin
Password: **xxxxx

Type help or '?' for a list of available commands.

ASA>
ASA> en

Password:

ASA

ASA (confiqg)
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2. Configure the firewall interface.
Configure the firewall interface to connect to Tencent Cloud End in global mode

interface GigabitEthernet0/0
nameif outside
security-level O

address 120.XX.XX.76 255.255.255.252

3. Configure ISAKMP policy.

crypto ikevl policy 10

authentication pre-share
encryption AES-128

hash MD5
group 2

lifetime

4. Configure the pre-shared password.

tunnel-group 159.XX.XX.242 type ipsec-121
tunnel-group 159.XX.XX.242 ipsec-attributes

ikevl pre-shared-key tencent@123

5. Configure IPsec security protocol.

crypto ipsec ikevl transform-set TS esp-aes esp-md5-hmac

6. Configure IPsec policies.

crypto ipsec profile PROFILEL

set ikevl transform-set TS
security-association lifetime kilobytes

set security-association lifetime seconds
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7. Enable IPsec policies.

interface TunnellOO0

tunnel source interface outside

tunnel destination 159.XX.XX.242

tunnel mode ipsec ipv4

tunnel protection ipsec profile PROFILE1

8. Configure static routing.

route vti 10.1.1.0 255.255.255.0 159.XX.XX.242

9. Test VPN connectivity.
Execute the ping command to test VPN connectivity.

Suitable for SPD policy-based routing VPN (IKEv2)

1. Log in to the firewall device command interface.

-p admin@10.XX.XX.56

User Access Verification
Username: admin
Password: **xxxxxx

Type help or '?' for a list of available commands.

ASA>
ASA> en

Password:
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ASA
ASA (confiqg)

2. Configure the firewall interface.
Configure the firewall interface to connect to Tencent Cloud End in global mode.

interface GigabitEthernet0/0
nameif outside

security-level 0

address 120.XX.XX.76 255.255.255.252

3. Configure ISAKMP policy.

crypto ikev2 enable outside

crypto ikev2 policy 1
authentication pre-share
encryption AES-128
integrity MD5

group -

prf sha

lifetime seconds

4. Configuration Group Policy

group-policy group_policy internal
group-policy group_policy attributes
vpn-tunnel-protocol ikev2

5. Configure the pre-shared password.

tunnel-group 159.XX.XX.242 type ipsec-121
tunnel-group 159.XX.XX.242 general-attributes default-group-policy group_policy

tunnel-group 159.XX.XX.242 ipsec-attributes
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ikev2 remote-authentication pre-shared-key tencent@123

ikev2 local-authentication pre-shared-key tencent@123

6. Configure IPsec security protocol.

crypto ipsec ikev2 ipsec-proposal ikev2_proposal

protocol esp encryption aes-128

protocol esp integrity sha-1

7. Configure ACL.

access—list INTERESTING extended permit
255.255.255.0

8. Configure IPsec policies.

crypto map CMAP 1 match address INTERESTING

crypto 1 set peer 159.XX.XX.242

crypto set ikev2 ipsec-proposal ikev2_proposal
crypto 1 set security-association lifetime seconds

crypto 1 set security-association lifetime kilobytes 18432

9. Enable IPsec policies.

crypto map CMAP interface outside

10. Configure static routing.

route outside 10.1.1.0 255.255.255.0 159.XX.XX.242 1

11. Test VPN connectivity.
Execute the ping command to test VPN connectivity.
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Suitable for route—based VPN (IKEv2)

1. Log in to the firewall device command interface.

-p admin@10.XX.XX.56

User Access Verification
Username: admin
Password: **xxxxxx

Type help or '?' for a list of available commands.

ASA>
ASA> en

Password:

ASA
ASA (confiqg)

2. Configure the firewall interface.
In global mode, configure the firewall interface and Tunnel interface to connect to Tencent Cloud.

interface GigabitEthernet0/0
nameif outside
security-level 0

address 120.XX.XX.76 255.255.255.252
interface TunnellO0O0

nameif vti

address 172.XX.XX.2 255.255.255.0
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3. Configure ISAKMP policy.

crypto ikev2 policy

encryption AES-128
integrity MD5
group 2

prf sha

lifetime seconds

4. Configuration Group Policy

group-policy group_policy internal
group-policy group_policy attributes

vpn-tunnel-protocol ikev2

5. Configure the pre-shared password.

tunnel-group 159.XX.XX.242 type ipsec-121
tunnel-group 159.XX.XX.242 general-attributes default-group-policy group_policy
tunnel-group 159.XX.XX.242 ipsec-attributes

ikev2 remote-authentication pre-shared-key tencent@123

ikev2 local-authentication pre-shared-key tencent@123

6. Configure IPsec security protocol.

crypto ipsec ikev2 ipsec-proposal ikev2_proposal

protocol esp encryption aes-128

protocol esp integrity sha-1

7. Configure IPsec policies.

crypto ipsec profile PROFILE1

set ikev2 ipsec-proposal ikev2_proposal
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set security-association lifetime kilobytes 184

set security-association lifetime seconds

8. Enable IPsec policies.

interface TunnellOO0

tunnel ¢ ce interface outside
tunnel destination 159.XX.XX.242

tunnel mode ipsec ipv4

tunnel protection ipsec profile PROFILE1L

9. Configure static routing.

route vti 10.1.1.0 255.255.255.0 159.XX.XX.242

10. Test VPN connectivity.
Execute the ping command to test VPN connectivity.
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SSL VPN

SSL VPN Access Control Practice Guidelines

(Okta)

Last updated: 2024-09-26 10:41:29

VPN Connections

This article introduces how to use a third—party IDP (Okta) and SSL VPN to implement access control, enhancing your

business security.

@® Note:

Application.

Supported Version: VPN 4.0.

Directions

HPEER HPEER

HPEE

Support for mainstream third—party IDPs based on SAML 2.0, such as Okta.

) izl izl

palil

Step 1: (Tenant Administrator) IDP Configuration (Okta)

Currently, the SSO identity authentication feature is in beta testing. To use it, please submit a Ticket

Okta is a third—party IDP system. This section only introduces key parameter configurations. For detailed steps,
please refer to the Okta official website or the Okta Single Sign—On Guide to Tencent Cloud.
This step configures the trust relationship between Okta and Tencent Cloud to make them mutually trusted.
1. Log in to Okta Official Website and create an Okta application.

2. Go to the Applications page, click the application name, and then click Edit on the General tab.

$% okta

Dashboard ~

Directory v

Customizations ~

Applications A
Self Service

API Service
Integrations

Security 31
Workflow ~
Reports ~

Settings ~

3. On the Configure SAML page, configure the Single Sign—On URL and Audience URL (SP Entity ID).

©2013-2025 Tencent Cloud. All rights reserved.

o0
oo
« Back to Applications

AT TR DR

Active v View Logs Monitor Imports

©

i Once you have a working SAML integration, submit it for Okta review to T 1 your app for review

publish in the OAN.

General Sign On Import Assignments
General Settings
App Settings Edit g A
PP 9 Al fields are required unless
marked optional. Some
Application label Bommcllemstest-vpn fields may no longer be
editable.
Application visibility Do not display application icon to users
O
Provisioning None On-premises provisioning
On-Premises Provisioning allows you to provision users
SCIM 10 your on-premises

applications.
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@® Note:

This value is fixed.

General Settings e Configure SAML

A SAML Settings

O Audience URI (SP Entity ID): Tencent Cloud Client VPN Self-Service Portal.

Feedback
What does this form do?
Thy generates the

General

i i ° : ;
Single sign-on URL https://self-service.vpnconnection.tencen

Use this for Recipient URL and Destination
HRE

XML nepded for the app's
SAML rg¢quest.

Where dp | find the info this

form needs?

i i ° : :
Audience URI (SP Entity D) self-service.vpnconnection.tencent.com-¢

The apgyou're trying to

integraté with should have

Default RelayState @

If no value is set, a blank RelayState is sent

Name ID format @

Unspecified v
Application username o Okta usemame L
Update application username Create and update -

on

Show Advanced Settings

its own documentation on
using SAML. You'll need to
find that doc, and it should
outline what information you

need to specify in this form.

VPN Connections

O Single Sign—-On URL: https://self-service.vpnconnection.tencent.com/api/auth/sso-v2/saml .

4. On the Configure SAML page, add the following information under ATTRIBUTE STATEMENTS in the GENERAL

section.

Attribute Statements (optional) LEARN MORE
Name Name format Value
\upliul Iﬁ'h
https://cloud.tencent Unspecified v gcs::cam::uin/100002840660:roleNa v
https://cloud.tencent Unspecified v okta v
Add Another
Name Value
https://cloud.tencent.com/SAML/Attribut qcs::cam::uin/{AccountID}:roleName/{RoleName},qcs::cam::
es/Role uin/{AccountID}:saml-provider/{ProviderName}
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https://cloud.tencent.com/SAML/Attribut
okta

es/RoleSessionName

5. On the Sign—-0n tab, generate and download the SAML-Metadata file of the IDP.

3¢ okta Q 88 umsrtigare
Dashboard - © Ea o e TR EPR S o T

= | ViewLogs Monitor Imports
Directory v

Customizations B H Once you have a working SAML integration, submit it for Okta review to [Tt SHSTPRy pegony rem

Active v

publish in the OAN.

Applications ~

Applications General Sign On Ifpport Assignments

Self Service About

Settings Edit

API Service 9 ! SAML 2.0 streamlines the

Integrations end user experience by not
i Sign on methods requiring the user to know

ecul v
% thair credentials Lsers

click View SAML setup instructions.

Credentials Details
SAML Setup
Application username format Okta username

will not work until you

Single Sign On using SAML

Update application username Create and update C Update Now configure the app to trust

on Okta as an IdP.

Password reveal Allow users to securely see their password . ]
instructions

(Recommended)

C View SAML setup

VPN Connections

click Download certificate , the downloaded file needs to be uploaded when configuring the identity on Tencent

Cloud Certificate Authority M

Customizations ~ -----BEGIN CERTIFICATE-
vemspY 20VTEY
Applications ~ ECWWLUINPUH
UEBRM
i T 03MzgON2Qy
Applications Bokl SR
Self Service i) SENUGUTIAL
JQzBHIL ncnaBok
API Service \QCQN: JFBjhASe 5PN
Integrations jKZKhnIUYLOCHRZVCEQL JCQIeJBIYURA+GGNX4n
TUSMILY2e: JeaianK
76
Security ~ CMNBXGIZ70TMSPQZ LGAEUEY +GNS/BOH20USIaMK
—enseEND CERTIFICATE -
Workflow ~ 7
Download
Reports i certificate
Settings ~

Optional

@, Provide the following IDP metadata to your SP provider.

<?xml version="1.0" encoding="UTF-8"?><md:EntityDescriptor entitylD="http://www.okta.com/exk6jk88184dJCGOy697"

Step 2: (Tenant Administrator) CAM Identity Configuration

1. Log in to the CAM console, select IdPs > Role SSO and click Create New Provider .
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fHsSso

@ BEHREE(dP ) ERWE
BB =358 F SAML2.0 £ S50 (Single sign On, $mE%) , Eid IdP SHIGEHANEREF I ERHRENENCHE. BilsBa=Emi 80 FxA .
1. A SSO: AR IdP HEIER TER, A\|HITENSNEL 1P AREFEE, iR THREEEN CAM ARERENS:
2. AiF SS0: BiflzEid IdP fiUR ) SAML IS 3L OIDC <HEEE AP SBIREG CAM BFFIMEIRR, FUAFERS, ERE CAM BFIRERE.

TR

- ] SAML

Okta SAML

2. On the Create IdP page, select the provider type as SAML and configure the provider information, then click Next.

QO ==zumme >

O samL olDC

BffrtaaF

HENF idp-metadata; fAltllokta

IdP Name: Enter an IdP name.
Remarks: Enter your memo for the current IdP.

Metadata Document: This is the file downloaded in Step 1: (Tenant Administrator) IDP Configuration (Okta) .
You need to upload the SAML-Metadata data document downloaded in the IDP configuration to the Metadata
Document field. The metadata document will be successfully uploaded after validation.

Step 3: (Tenant Administrator) VPN Resource Configuration
Create SSL VPN Gateway

1. Loginto the VPC console , select VPN Connections > VPN Gateway on the left sidebar to enter the
management page.

2. On the VPN gateway management page, click New and configure the SSL VPN gateway on the Create VPN
Gateway page based on the interface parameters.

Create SSL Server

1. Select VPN Connections > SSL Server on the left sidebar to enter the management page.

2. On the SSL server management page, click New and configure the SSL server on the Create SSL Server dialog
based on the interface parameters.
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Authentication Method: The default authentication method allows the SSL server to be fully accessible by the
SSL client.

Identity Provider: The current Identity Provider is Tencent Cloud Certificate Authority M. For more details, see
the Identity Provider Usage Guide.

FEESSLEESIm X

@ - EIEMBREPIEHGE MM, BFTEIEVPNRXFEVPCARIPIIEE, #2)
.

* EFEREESREEFIRS E I RITEENME, A5 aiEmaERIESnmMER
@, BittEamnTET4,

= SSL fREREEGEAMAEVPCRLEFMIEH, T—MiEaVPNRZ. ERE
T, BREE)A DRSS R,

BEFERE

test

2RT

@ A et

+HTE—7
@ e R

SHRE -

UDP

1194
NONE v

NONE v

o

EHIAE Q) AT + BME @)
@ Oktafleon-test) * | @

MESES{HEEREN, TAaESHREEmEEs [ el
e
Step 4: (Tenant) Download the SSL client configuration file and SSL client from the Client
VPN portal

1. Access the Tencent Cloud Client VPN Self-Service Portal through your local browser.

2. In the input field under the SSL Server ID column, enter the created SSL Server ID, then click Next to start SSO
authentication.

If you do not have or are unsure about the SSL Server ID, contact the tenant administrator.
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& BBWZ Client VPN EBIBRS P

B BRSSP (TR (U S ZSSL VPNE P IR E S IFAI T 8.
ERER AT LSSLRSIRIDRERD T 8iEE,

SSLEESISID | s T~ @

T—%

BRSSP ERERER B

3. After clicking Proceed to Authenticate (SAML), you need to complete the authentication process specified by your
administrator.

If you do not have an account or encounter issues during the authentication process, contact your tenant
administrator. After you complete authentication and successfully log in, you will be automatically logged in to your
business system.

Search for the required CAM policy as needed, and click to complete policy association.

HEFEHTIALE (SAML)

HEEZRAL

4. In the Download SSL Client Configuration File section, find the client configuration file you need and click
Download.

THSSLEFIREE 4 BHIEE

SSLEBSSIRID

THSSLEFIHMRY

For Windows For Mac For Linux

BB P RfFIEmE @
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Step 5: (Tenant) SSL Client Installation and Connection

@® Note:
For the OpenVPN client, use version 3.4.0 or above.

1. Decompress the installation package locally and double—click the installer to install the client as prompted.

Double Click to Install

r !
OpenVPH_Connect_3_3_6(
4368)_Installer_slaned.pkg

2. After installing the SSL client, select the "Import Profile" menu and go to the "FILE" page to upload the downloaded
SSL client configuration file (.ovpn format).

OpenVPN Connect

Import Profile

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

o
<
L)
Z

BROWSE

3. After the upload is successful, select Connect to proceed.
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OpenVPN Connect

Imported Profile

Profile Name

42. [SSLVp. w® 1]

Server Hostname (locked)

42

ot m

4. Profiles connecting, please wait.

OpenVPN Connect

Profiles
DISCONNECTED
42, =
[SSLV| . ]

-+

5. Verify the login information.
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Please proceed with authentication in your
system browser

RETRY CANCEL

6. The connection is successful.
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OpenVPN Connect

Profiles

CONNECTED

42,
[SSLV| 2]

CONNECTION STATS

3.9KB/s

0B/s

211 B/S T 4.02KB/S
00:01:30 1sec ago

YOuU o
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Connecting Client to VPC

Last updated: 2024-09-26 10:41:54

This article introduces how Windows, Mac, and Linux clients use SSL VPN Connections with VPC.

Background

Using the scenario below as an example, this article explains how Windows, Mac, and Linux clients use SSL VPN
Connections with VPC.

<
)
(@)
=
o
o
o
(=)
~N
=
(o)}

i VPN IP} A RIIPHEE

I
I
: .
i RS ER KREE VPN FIFOpenVPNZ i
! 10.0.0.4 l 192.168.0.6
S |
I
I
VPCERHZER SSL fRSSinEcE
B TR T2k AR 10.0.00/16
10.0.0.0/16 Local Local BRI 192.168.0.0/16
192.168.0.0/16 VPNRI% vpngw-12345678

Configuration Process

The process diagram for clients connecting via SSL VPN Connections with VPC is shown below:
________ (1) —(2) 4 (5)___. (6) -—---»

BFim AHE VPC AEH EEEFR AL

Step 1: Create an SSL VPN Gateway

1. Log in to the VPC console.
2. In the left directory, click VPN Connections > VPN Gateway to enter the admin page.
3. On the VPN Gateway management page, click New.

4. In the pop-up dialog for creating a new VPN Gateway, configure the following parameters.

P t

aramete Parameter Description
r name
Gateway

Enter the VPN gateway name (up to 60 characters).

Name
Region Display the region of the VPN gateway.
Availabilit
y\;;nae " Select the Availability Zone where the current gateway is located.
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Protocol
Type

Bandwidt
h Cap

Associate
d Network

Network

Number of
SSL
Connectio
ns

Billing
Mode

Select SSL.

VPN Connections

Set a reasonable bandwidth cap for the VPN gateway according to the actual application

scenarios.

Indicates that you are creating a VPC type VPN.

Select the VPC associated with the VPN gateway.

The number of connected clients: One SSL client allows only one user connection and does not
support multiple clients connected to the same SSL client.

SSL VPN is billed based on traffic by default.

5. After completing the gateway parameter settings, click Purchase Now.

ID/ &R =g

Bl

el L3

2P

FimFE

WRLR

SMbps

5Mbps

B itEE=

S5L

S5L

=ik 3

1RIF

BT

SMbps 4

S5L

iRz

Step 2: Create an SSL VPN Server

1. Log in to the VPC console.

2. In the left directory, click VPN Connections > SSL VPN Server to enter the management page.

@® Note

A VPN gateway supports associating with only one SSL server. For more details, please refer to Usage

Limitations.

3. Inthe SSL server management page, click New.

4. In the pop-up dialog for creating a new SSL Server, configure the following parameters.
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M R2SSLIRS i X

@ - SHRBEEFHHES W, BIFOIERVPNRRFTEVPCHIPHIITE, &2
3-8
* ERmRMBRESREAEF IS 5 EHTEGHRNE, N5 iR ERAR BRI E
B8, BihbtEnmTET24,

* SSL RSt EMAIARIEVPCEE FWIRH, T—HHEMVPNRX, BEEH
i, BRIREIATTEAE IR,

BEFXRE
Z
SR AT LA N 60 F1F
Hhig M
VPN v
=nMEE @
+ITE—T
EPIHME @
SHEE »
BUH

Parameter Parameter Description
name
Name Enter the SSL VPN server name (up to 60 characters).
Region Display the region of the SSL VPN server.
VPN e
Gateway Select an existing VPN gateway.

| IP
Cloud Tencent Cloud IP ranges accessed by mobile clients.
Range
Client IP Enter the IP range that is assigned to the mobile client for communication. The IP range must
Range not conflict with the VPC CIDR block of Tencent or your local IP range.
Protocol Transmission protocol of the server.
Port Enter the SSL VPN server port used for data forwarding.
Authenticati

ut entl_catl Supported authentication algorithms: SHA1 and MD5.
on Algorithm
E .
A:;’o?;f;'rz" Supported encryption algorithms: AES-128-CBC, AES—192-CBC, and AES—256-CBC.
Compressed No.
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5. After completing the gateway parameter settings, click Create.

ID/BR it K& VPNR% TIRMER
. i1 i T wiriat
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Step 3: Create an SSL VPN Client

1. Log in to the VPC console.

BEFIHMER FREM&E SSLIEEE
o L :_::__':*' 5
R N ] 5

10~

2. In the left directory, click VPN Connections > SSL Client to enter the management page.

3. In the SSL Client management page, click New.

4. In the pop—-up SSL Client dialog, configure the following parameters.

FESSLEFIR
B ssl-c
. N AR
M
SSL my BN N N -5 0)

x

VPN Connections

QoL

RE

1 /1T

5. After configuring the SSL client parameters, click Confirm. When the certificate status becomes available, it

indicates the creation is complete.

6. In the SSL Client page, find the created client certificate, and then click Download Configuration in the action

column.

@® Note

Each SSL client allows only one user connection. Multiple clients connected to the same SSL client are not

supported.

ID/E# SSLERSIE AETSERATIE T RIRRRT ] EBRET BRIEH 1RfE
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Step 4: Configure VPC routing

1. Log in to the VPC console.
2. Click Route Tables on the left sidebar to enter the admin page.

3. In the list, click the routing table ID that needs modification to enter the details page. If you need to create a routing
table, refer to Create a custom routing table.

4. Click Add Routing Policy and configure the routing policy in the popup window.
& rtb- e R 2

EAXER REAFH

EXER
deia® »* B vpe
=ID rtb- § P
IR (35) Fed: 2021-06-03 20:37:46
RRIAREHIR
=]:pp T—BkR T8t &iE ERAEH TERMERES 1R{E

RIFIATR, &=im VPC
101 ] LOCAL Local AR BRSBTS @) - ®

Parameter name Parameter Description

Destination Please fill in the client subnet configured in Step 2: Create an SSL VPN Server.
Next Hop Type Select the VPN gateway.

Next Hop For the next hop, select the specific SSL VPN Gateway Instance created.

Step 5: Configure the client

The following content introduces how to configure Windows, Mac, and Linux clients.

Windows client
1. First, download and install OpenVPN Connect from the official OpenVPN download page.

m OPENVPN Solutions Products Pricing Resources Community | Create Account |

————— OPENVPN CONNECT

Download the official OpenVPN Connect client software
developed and maintained by OpenVPN Inc.

Mac0S Linux Android i0s

Download OpenVPN Connect for Windows

l Installation instructions and alternative versions l
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2. After installing the SSL client, select "Import Profile" from the "FILE" page and upload the SSL client configuration
file (.ovpn format) downloaded in Step 3.

OpenVPN Connect

— Import Profile

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

O
<
o
Z

MAC client

1. First, download and install OpenVPN Connect from the official OpenVPN download page.

m OPENVPN Solutions Products Pricing Resources Community Get Started Create Account

—_— OPENVPN CONNECT

Download the official OpenVPN Connect client software
developed and maintained by OpenVPN Inc.

Windows Linux Android ios
Download OpenVPN Connect for Mac

[ Installation instructions and alternative versions ]

2. After installing the SSL client, select "Import Profile" from the "FILE" page and upload the SSL client configuration
file (.ovpn format) downloaded in Step 3.
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OpenVPN Connect

Import Profile

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

Linux client

1. Open the command line window.

2. Run the following command to install the OpenVPN client.
CentOS distribution

yum -y openvpn
Ubuntu distribution

openvpn

3. Unzip the SSL client certificate downloaded in Step 3 and copy it to the /etc/openvpn/ directory.

4. Enter the /etc/openvpn/ directory and run the following command to establish VPN connections.

openvpn —--config /etc/openvpn/config.ovpn --daemon

Step 6: Test connectivity

After establishing SSL VPN connections between Tencent Cloud and the user's mobile device, use the ping command
to test connectivity.

For example, use a CVM within the VPC to ping the IP in the client subnet. If the ping is successful, it means the VPC
and the client can communicate normally.
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