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Quick Start

IPSec VPN

Establishing a Connection Between

VPC and IDC (SPD policy)

Getting Started
Last updated：2024-09-20 16:00:51

观看视频

This tutorial introduces how to establish VPN Connections between your on-premises IDC 

and VPC through a public encrypted channel. The following video presents a quick start guide 

for VPN Connections.

You need to complete the following steps to make the VPN Connections effective, as 

illustrated below.

Note:

In the  scenario, please use the VPN3.1 Gateway.Local Database Sync to Cloud

Example

By using IPsec VPN Connections, establish connectivity between Subnet A: 192.168.1.0/24  

in TomVPC within your VPC in Guangzhou and the Subnet: 10.0.1.0/24  in your IDC. The 

public IP of the VPN Gateway in your IDC is 202.108.22.5 .

Operation Steps

Below is the flowchart of activating a VPN connection:

https://cloud.tencent.com/edu/learning/quick-play/1786-20140?notip=1&source=gw.doc.media&withPoster=1
https://cloud.tencent.com/document/product/571/102414
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For detailed directions, see:

Step 1: Creating a VPN Gateway

Step 2: Creating a Customer Gateway

Step 3: Creating a VPN Channel

Step 4: Load the Configuration of the Local Gateway

Step 5: Configuring a Routing Table

Step 6: Activating a VPN Channel

https://cloud.tencent.com/document/product/554/18989
https://cloud.tencent.com/document/product/554/18990
https://cloud.tencent.com/document/product/554/18991
https://cloud.tencent.com/document/product/554/18992
https://cloud.tencent.com/document/product/554/18993
https://cloud.tencent.com/document/product/554/18994
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Step 1: Creating a VPN Gateway
Last updated：2024-09-20 16:01:12

观看视频

This document describes how to create a VPN gateway. You can learn about the basic 

operations of the VPN gateway through the following video.

Note:

The video introduces only the basic features of the VPN. Please refer to the actual 

console for the interface.

Operation Steps

1. Log in to the .VPC console

2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. Select the region, such as Guangzhou in the example, and click New.

Note:

 If New is greyed out and "No available VPC" is shown when hovering over it, please 

 first before creating a new VPN gateway. create a VPC

4. Enter a name for the VPN gateway (e.g., TomVPNGw). Select the associate network, 

subordinate network, bandwidth cap, labels, and billing method, and click Create. After the 

VPN gateway is created, the system randomly assigns a public IP address, such as 203.19

5.147.82 .

Note:

Only new gateways but not existing gateways are supported on 200 Mbps, 500 

Mbps, 1,000 Mbps and 3,000 Mbps bandwidths.

If the VPN gateway uses 200 Mbps, 500 Mbps, 1,000 Mbps or 3,000 Mbps 

bandwidths, AES128+MD5 is recommended for VPN tunnel encryption.

https://cloud.tencent.com/edu/learning/quick-play/1786-20142?notip=1&source=gw.doc.media&withPoster=1
https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/215/36515
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Note:

The labels are alternatively configured, please retain the default settings.

Reference

Step 2: Creating the Peer Gateway

Step 3: Creating the VPN Tunnel

Step 4: Load the Configuration of the Local Gateway

Step 5: Configure the Route Table

Step 6: Activate the VPN Tunnel

https://cloud.tencent.com/document/product/554/18990
https://cloud.tencent.com/document/product/554/18991
https://cloud.tencent.com/document/product/554/18992
https://cloud.tencent.com/document/product/554/18993
https://cloud.tencent.com/document/product/554/18994


VPN Connections

©2013-2026 Tencent Cloud. All rights reserved. Page 8 of 47

Step 2: Creating a Customer

Gateway
Last updated：2024-09-20 16:01:48

观看视频

This article introduces how to create a Customer Gateway. You can watch the following video 

to understand the basic operations of a Customer Gateway.

Operation Steps

Before creating a VPN channel, you need to create a customer gateway:

1. Log in to the .VPC console

2. In the left directory, click VPN Connections > Customer Gateway to enter the management 

page.

3. Select the region, such as Guangzhou in the example, and click New.

4. Enter a name for the customer gateway (for example, TomVPNUserGw), the labels, and 

the public IP address of the IDC's VPN gateway, for example, 202.108.22.5 .

Note:

The labels are alternatively configured, please retain the default settings.

https://cloud.tencent.com/edu/learning/quick-play/1786-20143?notip=1&source=gw.doc.media&withPoster=1
https://console.cloud.tencent.com/vpc/vpc?rid=1
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5. Click Create to continue.
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Step 3: Creating a VPN Channel
Last updated：2024-09-20 16:02:15

观看视频

This document describes how to create a VPN tunnel. You can learn about VPN tunnel 

operations through the following video.

Operation Steps

1. Log in to the .VPC console

2. In the left-side menu, click VPN Connections > VPN Tunnel to enter the management page.

3. Select the corresponding Region and VPC, such as Guangzhou and TomVPC  in the 

example, then click Create.

4. VPN tunnel basic parameter configuration.

Basic configuration includes entering the tunnel name, selecting the gateway's region, 

network type, VPN gateway instance, peer gateway instance, pre-shared key, negotiation 

type, and communication mode. For the specific meaning of the parameters, please refer 

to .

In this instance, the communication mode is SPD policy. The local network segment is 

Creating a VPN Tunnel

https://cloud.tencent.com/edu/learning/quick-play/1786-20144?notip=1&source=gw.doc.media&withPoster=1
https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/554/52864
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subnet A's segment 192.168.1.0/24 , and the remote network segment is 10.0.1.0/24 .

5. Configure the advanced settings.

In this step, you can set the advanced parameters, including DPD, health check, IKE, and 

IPsec. In this example, the default parameter values are used.

Note:

Make sure that the settings of IKE and IPsec on the cloud side are the same as 

those on the local side. Otherwise, the tunnel fails due to inconsistent protocol 

configurations.
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6. Check your configuration, then click Create. After creation, return to the VPN tunnel list 

page, click More, select to download the configuration file, and complete the download.
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Step 4: Load the Configuration of the

Local Gateway
Last updated：2024-09-20 16:02:39

After completing the first 3 steps, the configuration of the cloud VPN gateway and VPN tunnel 

has been finished. You need to continue configuring the VPN tunnel information on the "Local 

Gateway" on the IDC side. For more details, please refer to . The 

"Local Gateway" on the IDC side refers to the IPsec VPN device on the IDC side, whose public 

IP is recorded under "Peer Gateway" in .

Local Gateway Configuration

step 2

A local gateway is generally deployed in the following scenarios:

Note:

Both of the following methods require that the VPN configuration on your "Local 

Gateway" matches the VPN tunnel information in , otherwise, the VPN tunnel 

will not be able to connect properly.

step 3

You can view the configuration information of the VPN Connection on Tencent 

Cloud through the , and download it via Downloading 

Config File to load it into the IPsec VPN Gateway of the local data center to 

complete the configuration.

VPN Connection Console

Establish a connection between Tencent Cloud and your local data center

The local gateway is a network device with VPN feature, usually a data center exit router 

or firewall. You can configure VPN on this network device to complete the "Local Gateway" 

setup.

Note:

Configurations may vary with network device manufacturers (such as H3C and 

Cisco). Please configure the local gateway as needed.

Establish a connection between Tencent Cloud and other public clouds

The local gateway is the VPN gateway on your target public cloud. You need to operate on 

the VPN gateway on your target public cloud to complete the VPN configuration of the 

"Local Gateway". For specific configuration methods, please refer to the documentation of 

your target public cloud.

https://cloud.tencent.com/document/product/554/56361
https://cloud.tencent.com/document/product/554/18990
https://cloud.tencent.com/document/product/554/18991
https://console.cloud.tencent.com/vpc/vpnConn?rid=1
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Step 5: Configuring a Routing Table
Last updated：2024-09-20 16:03:00

By Step 4, we have successfully configured a VPN channel, but we still need to configure a 

routing policy to route the traffic from Subnet A to the VPN Gateway, enabling communication 

between the network segment in Subnet A and the network segment in the IDC.

1. Log in to the .VPC console

2. In the left-side directory, click Subnet, select the corresponding region and VPC, such as 

Guangzhou and TomVPC  as in the example, and click the route table ID associated with 

Subnet A to enter the details page.

3. Click +Add Routing Policy.

4. In the pop-up box, enter the destination network segment ( 10.0.1.0/24 ), select VPN 

Gateway as the next hop type, choose the newly created VPN Gateway TomVPNGw  as the 

next hop, and click create.

https://console.cloud.tencent.com/vpc/vpc?rid=1
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Step 6: Activating a VPN Channel
Last updated：2024-09-20 16:03:16

After configuring the Tencent Cloud VPN gateway, VPN channel, peer gateway, and user’s 

local setup, you can use a Ping command to activate the channel and verify connectivity 

between Tencent Cloud and the user.

Ping an IP address in the peer IP range from Cloud Virtual Machine in the VPC.

If the Ping action succeeds, Tencent Cloud connects to the user’s VPN tunnel. 

If the Ping action fails, please check the customer’s local setup. For technical support, 

please . submit a work order 

https://console.cloud.tencent.com/workorder/category
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Connecting VPC to IDC (Route

Table)

Getting Started
Last updated：2024-09-20 16:03:41

This document describes how to quickly create a VPN connection and configure routing and 

forwarding policies with a route table to ensure the secure communication between VPC and 

IDC.

Step-by-Step Instructions

Below is the flowchart of activating a VPN connection:

Example

With an IPsec VPN connection, you can connect the subnet 192.168.1.0/24  in your VPC in 

Tokyo to the subnet 10.0.1.0/24  in your local IDC.
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Step 1: Creating a VPN Gateway
Last updated：2024-09-20 16:04:36

1. Log in to the .VPC console

2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. Select the region, such as Tokyo in the example, and click Create.

Note:

 If New is greyed out and "No available VPC" is shown when hovering over it, please 

 first before creating a new VPN gateway. create a VPC

4. In the pop-up dialog box, enter the VPN gateway name (such as VPN1), choose VPC as the 

associated network, choose VPC1 as the network it belongs to, and select the bandwidth 

cap and billing method.

Note:

If the VPN gateway uses 200 Mbps, 500 Mbps, 1,000 Mbps or 3,000 Mbps 

bandwidths, AES128+MD5 is recommended for VPN tunnel encryption.

5. Click Buy Now. After the VPN gateway is created, the system assigns a public IP address 

randomly, such as: 124.156.239.133 .

https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/215/36515
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Step 2: Creating a Customer

Gateway
Last updated：2024-09-20 16:04:55

1. Log in to the .VPC console

2. In the left directory, click VPN Connections > Customer Gateway to enter the management 

page.

3. Select the region, such as Tokyo in the example, and click Create.

4. Enter the customer gateway name (e.g. Usergw1) and the public IP address of the 

customer VPN gateway, e.g. 124.156.223.112 .

5. Click OK, and the successfully created VPN tunnel is shown as below.

https://console.cloud.tencent.com/vpc/vpc?rid=1
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Step 3: Creating a VPN Channel
Last updated：2024-09-24 17:06:44

1. Log in to the .VPC console

2. In the left-side menu, click VPN Connections > VPN Tunnel to enter the management page.

3. Select the corresponding Region and VPC, like Tokyo and VPC1  in the example, click 

+New.

4. VPN Tunnel Basic Configuration Parameters.

Basic configurations include inputting the tunnel name, selecting the gateway's region, 

network type, VPN gateway instance, peer gateway instance, pre-shared key, negotiation 

type, and communication mode. For specific parameter definitions, please see 

.

In this instance, the communication mode is destination routing.

Create VPN 

Tunnel

https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/554/52864
https://cloud.tencent.com/document/product/554/52864
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5. Configure the advanced settings.

In this step, you can set the advanced parameters, including DPD, health check, IKE, and 

IPsec. In this example, the default parameter values are used.

Note:

Make sure that the settings of IKE and IPsec on the cloud side are the same as 

those on the local side. Otherwise, the tunnel fails due to inconsistent protocol 

configurations.

6. After successful creation, return to the VPN tunnel list page, click More > Download Peer 

Configuration File and complete the download.
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Step 4: Local Gateway Configuration
Last updated：2024-09-24 17:07:09

After completing the first 3 steps, the configuration of the cloud VPN gateway and VPN tunnel 

has been finished. You need to continue configuring the VPN tunnel information on the "Local 

Gateway" on the IDC side. For more details, please refer to . The 

"Local Gateway" on the IDC side refers to the IPsec VPN device on the IDC side, whose public 

IP is recorded under "Peer Gateway" in .

Local Gateway Configuration

step 2

A local gateway is generally deployed in the following scenarios:

Note:

Both of the following methods require that the VPN configuration on your "Local 

Gateway" matches the VPN tunnel information in , otherwise, the VPN tunnel 

will not be able to connect properly.

step 3

You can view the configuration information of the VPN Connection on Tencent 

Cloud through the , and download it via Downloading 

Config File to load it into the IPsec VPN Gateway of the local data center to 

complete the configuration.

VPN Connection Console

Establish a connection between Tencent Cloud and your local data center

The local gateway is a network device with VPN feature, usually a data center exit router 

or firewall. You can configure VPN on this network device to complete the "Local Gateway" 

setup.

Note:

Configurations may vary with network device manufacturers (such as H3C and 

Cisco). Please configure the local gateway as needed.

Establish a connection between Tencent Cloud and other public clouds

The local gateway is the VPN gateway on your target public cloud. You need to operate on 

the VPN gateway on your target public cloud to complete the VPN configuration of the 

"Local Gateway". For specific configuration methods, please refer to the documentation of 

your target public cloud.

https://cloud.tencent.com/document/product/554/56361
https://cloud.tencent.com/document/product/554/52856
https://cloud.tencent.com/document/product/554/52857
https://console.cloud.tencent.com/vpc/vpnConn?rid=1
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Step 5: Configure a Routing Policy
Last updated：2024-09-24 17:07:27

You can successfully configure a VPN tunnel after Step 4, but you still need to configure a 

subnet routing policy to route the traffic from Subnet 1 to the VPN gateway. Meanwhile, 

configure the VPN gateway routing policy to import the traffic that reaches the VPN gateway 

into the VPN tunnel. This way, the IP range in Subnet 1 can communicate with the IP range in 

the IDC.

1. Log in to the .VPC console

2. In the left directory, click Subnet, select the corresponding region and VPC, such as Tokyo 

and VPC1  in the example, click the Route Table ID associated with Subnet 1 to enter the 

details page.

3. In the Basic Information tab, click Add Routing Policy.

4. In the pop-up box, enter the peer IDC subnet segment ( 10.0.1.0/24 ), select VPN 

Gateway for the next hop type, choose the newly created VPN gateway VPN1  for the next 

hop, and click Create to complete the routing policy configuration for Subnet 1.

5. In the left directory, select VPN Connections > VPN Gateway.

6. Click the ID of the VPN gateway instance to go to the details page.

7. In the Instance details page, click the Route Table tab to configure the routing policy for the 

VPN gateway.

https://console.cloud.tencent.com/vpc/vpc?rid=1


VPN Connections

©2013-2026 Tencent Cloud. All rights reserved. Page 24 of 47

8. Click Add Route, and fill out the following parameters in the pop-up dialog box:

Destination: Enter the intranet subnet of the peer IDC that needs to communicate with 

the local VPC. In this example, enter 10.0.1.0/24 .

Next hop type: VPN tunnel is the only option. No setting required.

Next Hop: Select the VPN tunnel created in .Step 3

Weight: If there are 2 VPN tunnels between VPC and IDC, you can set the 

active/standby linkage according to the weight. In this example, the default weight 

value is 0.

9. Click Confirm to complete the routing policy configuration for the VPN gateway.

https://cloud.tencent.com/document/product/554/52857
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Step 6: Activate a VPN Tunnel
Last updated：2024-09-24 17:07:44

You can use the CVM in the VPC to ping an IP address in the customer IP range to activate the 

VPN tunnel. A successful ping indicates that VPC and IDC can communicate with each other. 

For example, you can use the CVM in subnet 1 of VPC1 to ping the server IP address in the 

subnet of the customer IDC: ping 10.0.1.7.
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Establishing a Connection Between

VPC and IDC (Dynamic BGP)

Getting Started
Last updated：2024-09-24 17:08:11

This chapter describes how to quickly create VPN Connections and use Dynamic BGP to 

ensure secure communication between VPC and the peer IDC.

Note:

Dynamic BGP is currently in beta. If you need to use it, you can submit a .ticket request

Step-by-Step Instructions

The flowchart is as follows:

Example

With IPsec VPN Connections, you can connect subnet A: 10.7.0.0/24 in your VPC in Seoul to 

the subnet: 10.9.0.0/24 in your local IDC.

https://console.cloud.tencent.com/workorder/category
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Step 1: Create a CCN VPN Gateway
Last updated：2026-08-10 15:09:51

1. Log in to the .VPC console

2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. Select a region, such as Seoul, click New.

Note:

 If New is greyed out and "No available VPC" is shown when hovering over it, please 

 first before creating a new VPN gateway. create a VPC

4. In the pop-up creation dialog, enter the VPN gateway name (such as VPN1), choose the 

associated network as CCN, and set the bandwidth cap, BGP ASN, and billing method. For 

specific parameter information, refer to .Create IPSec VPN Gateway

Note:

Only VPN gateways with bandwidths of 200Mbps, 500Mbps, 1000Mbps, and 

3000Mbps support dynamic BGP.

AES128+MD5 is recommended for the VPN tunnel encryption protocol.

5. Click Purchase Now. After the VPN gateway is created, the system randomly assigns a 

public IP.

https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/215/36515
https://cloud.tencent.com/document/product/554/52861
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Step 2: Creating a Customer

Gateway
Last updated：2024-09-24 17:09:31

1. Log in to the .VPC console

2. In the left directory, click VPN Connections > Customer Gateway to enter the management 

page.

3. Select the region, such as Seoul in the example, and click New.

4. Enter the customer gateway name (e.g. Usergw1) and the public IP address of the 

customer VPN gateway.

Note:

The ASN value range is 1 - 4294967295, with 139341, 45090, and 58835 being 

unavailable.

A customer gateway can only be configured with one ASN, meaning one public 

IP can only be configured with one ASN.

5. Click OK.

https://console.cloud.tencent.com/vpc/vpc?rid=1
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Step 3: Creating a VPN Channel
Last updated：2024-09-24 17:09:47

1. Log in to the .VPC console

2. In the left-side menu, click VPN Connections > VPN Tunnel.

3. Select the appropriate region and VPC, click Create.

4. Basic configuration of the VPN tunnel.

The basic configuration includes entering the tunnel name, selecting the gateway region, 

network type, VPN gateway instance, peer gateway instance, preshared key, negotiation 

type, and communication mode. For detailed parameter descriptions, see 

.

Create VPN 

Tunnel

https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/554/52864
https://cloud.tencent.com/document/product/554/52864
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Search for the required CAM policy as needed, and click to complete policy association.        

5. Advanced Configuration.

In this step, you can configure advanced parameters such as DPD detection, IKE 

configuration, and IPsec information. In this example, the default configuration is used. 

After configuring, click Create.

Note:

When configuring IKE and IPsec information, make sure that the cloud-side settings 

are consistent with the local settings to prevent tunnel failure due to protocol 

inconsistencies.
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6. After creating successfully, return to the VPN tunnel list page, click More, select Download 

Peer Configuration File and complete the download.
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Step 4: Local Gateway Configuration
Last updated：2024-09-24 17:10:00

After completing the first three steps, the configuration of the cloud VPN gateway and VPN 

tunnel has been completed. You need to continue configuring the VPN tunnel information on 

the "Local Gateway" at the IDC side. For details, please refer to . 

The "Local Gateway" on the IDC side is the IPsec VPN device on the IDC side, and the public IP 

of this device is recorded in  under the "Peer Gateway".

Local Gateway Configuration

Step 2: Create a Peer Gateway

A local gateway is generally deployed in the following scenarios:

Note

Both methods require the VPN configuration on your "Local Gateway" to be 

consistent with the VPN tunnel information in , 

otherwise, the VPN tunnel will not connect properly.

Step 3: Create a VPN Tunnel

The configuration information of the VPN tunnel on Tencent Cloud can be viewed 

through , and the configuration file can be downloaded and 

imported into the IPsec VPN gateway of the local data center to complete the 

configuration.

VPN Tunnel Console

Integrate Tencent Cloud with the local data center

The local gateway is a network device with VPN feature, generally a data center exit router 

or firewall. You can configure the VPN on this network device to complete the 

configuration of the local gateway.

Note

Configurations may vary with network device manufacturers (such as H3C and 

Cisco). Please configure according to the specifics of the network equipment.

Establish a connection between Tencent Cloud and other public clouds

The local gateway is the VPN gateway on your target public cloud. You need to operate on 

the VPN gateway on your target public cloud to complete the VPN configuration of the 

"Local Gateway". For specific configuration methods, please refer to the documentation of 

your target public cloud.

https://cloud.tencent.com/document/product/554/56361
https://cloud.tencent.com/document/product/554/102869
https://cloud.tencent.com/document/product/554/102870
https://console.cloud.tencent.com/vpc/vpnConn?rid=1
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Step 5: Activate the VPN Tunnel
Last updated：2024-09-24 17:10:14

After configuring the Tencent Cloud VPN gateway, VPN channel, peer gateway, and user’s 

local setup, you can use a Ping command to activate the channel and verify connectivity 

between Tencent Cloud and the user.

Ping an IP address in the peer IP range from Cloud Virtual Machine in the VPC.

If the Ping action succeeds, Tencent Cloud connects to the user’s VPN tunnel.

If the Ping action fails, please check the customer’s local configuration. For technical 

support, please . submit a ticket

https://console.cloud.tencent.com/workorder/category
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SSL VPN

Connecting the Mobile Client to VPC

Directions
Last updated：2024-09-24 17:11:16

This document describes how to quickly create an SSL VPN connection, and configure routing 

and forwarding policies with a route table to ensure the secure communication between the 

VPC and client.

Step-by-Step Instructions

See below for the flowchart of activating an SSL VPN connection:

Example

Through SSL VPN Connections, connect your subnet 1: 10.0.0.0/16  in the VPC VPC in 

Guangdong 2 Zone with your mobile subnet: 192.168.0.0/16 .
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Step 1: Create an SSL VPN Gateway
Last updated：2024-09-24 17:11:30

An SSL VPN gateway is an egress gateway for VPC to establish an SSL VPN connection. It is 

used with an SSL VPN client (on mobile devices) to establish an encrypted communication 

between a Tencent Cloud VPC and a mobile client.

Operation Steps

1. Log in to the .VPC console

2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. On the VPN Gateway management page, click New.

4. In the pop-up Create VPN Gateway dialog box, configure the following gateway 

parameters.

Param

eter 

name

Parameter Description

Billing 

Mode
The SSL VPN currently only supports traffic-based billing.

Region Display the region of the VPN gateway.

Availab

ility 

Zone

Select the Availability Zone where the current gateway is located.

Protoc

ol Type
IPSec and SSL protocols are supported.

Networ

k Type

This parameter specifies whether you create a CCN-based VPN/VPN 

gateway or a VPC-based VPN/VPN gateway. If you want to use a VPN 

connection to enable interconnection with multiple VPCs or other Direct 

Connect networks, create a CCN-based VPN.

Note:

You cannot associate the CCN-based VPN gateway with a CCN 

instance during its creation. You can associate a created VPN 

gateway to a CCN instance in the gateway details page. If you 

create a policy-based VPN tunnel, you also need to enable the 

https://console.cloud.tencent.com/vpc/vpc?rid=1
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route published to the CCN in the IDC IP range of the VPN 

gateway.

If you want to communicate with a single VPC by using a VPN 

connection, create a VPC-based VPN.

VPC

Select the specific VPC to which the VPN gateway will be associated if the 

associated network is a VPC. For CCN instances, the gateway needs to be 

bound on the details page after creation. For more details, see 

.

Associating 

a CCN Instance

Bandwi

dth 

Cap

 Set a reasonable bandwidth cap for the VPN gateway according to the 

actual application scenarios.

Numbe

r of 

SSL 

Conne

ctions

Selecting "SSL" for Protocol Type requires configuration of this item. The 

number of SSL connections supported is related to the gateway. For more 

details, see .Usage Restrictions

Note:

This number indicates the maximum number of clients allowed for 

simultaneous connection, that is, the maximum number of clients 

that the gateway can be associated with. After the gateway is 

created, this parameter cannot be modified. Therefore, set this 

parameter with caution.

Gatew

ay 

Name

Enter the VPN gateway name (up to 60 characters).

Tag

Tags mark VPN gateway resources so that these resources can be 

queried and managed efficiently. Tag is not a required configuration. You 

can decide whether to configure it according to your demand.

5. After completing the gateway parameter settings, click Purchase Now.

https://cloud.tencent.com/document/product/554/71642
https://cloud.tencent.com/document/product/554/71642
https://cloud.tencent.com/document/product/554/18982
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Step 2: Create an SSL VPN Server
Last updated：2024-09-24 17:11:47

This document describes how to create an SSL VPN server on Tencent Cloud to provide SSL 

services for clients.

Directions

1. Log in to the .VPC console

2. In the left sidebar, click VPN Connections > SSL Server to access the management page.

3. On the SSL Server management page, click Create.

4. In the Create SSL Server dialog that appears, configure the following parameters.

Note:

In a Windows system, if your OpenVPN client is version 3.4.0 or above, you need to 

configure encryption and authentication algorithms for the SSL server configuration, 

with the authentication algorithm supporting only SHA1.

https://console.cloud.tencent.com/vpc/vpc?rid=1
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Parame

ter 

name

Parameter Description
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Name Enter the SSL VPN server name (up to 60 characters).

Region Display the region of the SSL VPN server.

VPN 

Gatewa

y

Select an existing VPN gateway.

Cloud IP 

Range

Specify the IP range on Tencent Cloud that the mobile client can access, 

that is, the IP range of your VPC.

Client IP 

Range

Enter the IP range that is assigned to the mobile client for communication. 

The IP range must not conflict with the VPC CIDR block of Tencent or your 

local IP range.

Protoco

l
Transmission protocol of the server.

Port Enter the SSL VPN server port used for data forwarding.

Authent

ication 

Algorith

m

Supported authentication algorithms: SHA1 and MD5.

Encrypti

on 

Algorith

m

Supported encryption algorithms: AES-128-CBC, AES-192-CBC, and 

AES-256-CBC.

Compre

ssed
No.

Authent

ication 

Method

Certificate verification and Certificate verification + Identity verification 

are available. In this example, certificate verification is used.

Certificate verification: In this verification method, the SSL VPN server 

can be accessed through all SSL VPN client connections by default.

Certificate verification + Identity verification: In this verification 

method, only connections that are allowed by the access control policy 

can be established. You can configure the access control policy for 

specific user groups or all users. If you select this option, you must 

select an EIAM application.

5. After completing the Gateway settings, click OK.
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Step 3: Create an SSL VPN Client
Last updated：2024-09-24 17:12:01

This document describes how to create an SSL VPN client on Tencent Cloud. The SSL VPN 

client records the information about the SSL certificate assigned by Tencent Cloud to the 

client. SSL certificate is used for mutual authentication between the server and the mobile 

client. You can download the certificate to the mobile terminal and configure it to OpenVPN for 

communication with Tencent Cloud.

Operation Steps

1. Log in to the .VPC console

2. In the left directory, click  VPN Connections  > SSL Clients to enter the management page.

3. In the SSL Client management page, click New.

4. In the pop-up SSL Client dialog box, configure the following parameters.

Parameter name Parameter Description

SSL VPN Server Select the created SSL VPN server.

Region Display the region of the SSL VPN server.

Mode

Single creation: Users can directly create one SSL Client.

Batch creation: Download the batch creation template. After 

filling in the relevant parameters, click Select Files to upload.

Name Enter the SSL VPN server name (up to 60 characters).

5. After configuring the SSL Client parameters, click OK. When the Status shows Available, 

the creation is complete.

https://console.cloud.tencent.com/vpc/vpc?rid=1
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Step 4: Configure the Tencent Cloud

Routing Policy
Last updated：2024-09-24 17:12:15

This document describes how to configure the routing and forwarding policies for the mobile 

client to access Tencent Cloud VPC.

Operation Steps

1. Log in to the .VPC console

2. In the left menu, click Route Table to enter the Management Console.

3. In the route table management page, click New.

4. In the popped-up New Route dialog box, configure the following parameters.

Search for the required CAM policy as needed, and click to complete policy association.        

Parameter name Parameter Description

Destination
Enter the network segment where the user's mobile terminal is 

located

Next Hop Type Select the VPN Gateway

https://console.cloud.tencent.com/vpc/vpc?rid=1
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Next Hop
For the next hop, select the specific VPN Gateway instance you 

have created

5. After completing the parameter settings, click Create.
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Step 5: Configure the Mobile Client
Last updated：2024-09-24 17:12:29

Windows client

Now, you need to configure the SSL VPN client certificate on the mobile client.

Directions

1. Download the SSL client authentication files assigned to customers for connecting with 

Tencent Cloud from the Tencent Cloud side. For more details, see 

.

Download SSL Client 

Configuration

Note:

The downloaded SSL client certificate only supports one local client and does not 

support multiple clients simultaneously.

2. Download OpenVPN and the local mobile version of OpenVPN

1. Download OpenVPN Connect from the official website and install it.

2. After the SSL client is installed, select the "FILE" page in the "Import Profile" menu, and 

upload the SSL client configuration file (.ovpn format) downloaded in .Step 1

https://cloud.tencent.com/document/product/554/63729
https://cloud.tencent.com/document/product/554/63729
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MAC client

1. Download OpenVPN Connect from the official website and install it.
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Linux client

2. After the SSL client is installed, select the "FILE" page in the "Import Profile" menu, and 

upload the SSL client configuration file (.ovpn format) downloaded in .Step 1

1. Open the command line window.

2. Run the following command to install OpenVPN Connect.

CentOS distribution

yum install -y openvpn

Ubuntu distribution
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sudo apt-get install openvpn

3. Unzip and copy the SSL client certificate downloaded in  to the 

/etc/openvpn/conf/ directory.

Go to the /etc/openvpn/conf/ directory and execute the following command to 

establish VPN Connections.

Step 1

openvpn --config /etc/openvpn/conf/SSLVpnClientConfiguration.ovpn 

--daemon
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Step 6: Test the Connection
Last updated：2024-09-24 17:12:43

After establishing SSL VPN Connections between Tencent Cloud and the user's mobile 

terminal, the Ping command can be used to test the connection.

For example, use a CVM within the VPC to ping an IP in the mobile terminal's network 

segment. If the ping is successful, it indicates that the VPC and the mobile terminal can 

communicate normally.


