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reproduce, modify, use, plagiarize, or disseminate the entire or partial content of this
document in any form. Such actions constitute an infringement of Tencent Cloud's copyright,
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This trademark and its related service trademarks are owned by Tencent Cloud Computing
(Beijing) Co., Ltd. and its affiliated companies("Tencent Cloud"). The trademarks of third
parties mentioned in this document are the property of their respective owners under the
applicable laws. Without the written permission of Tencent Cloud and the relevant trademark
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mentioned above in any way. Any such actions will constitute an infringement of Tencent
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Service Notice

This document provides an overview of the as—is details of Tencent Cloud's products and
services in their entirety or part. The descriptions of certain products and services may be
subject to adjustments from time to time.

The commercial contract concluded by you and Tencent Cloud will provide the specific types
of Tencent Cloud products and services you purchase and the service standards. Unless
otherwise agreed upon by both parties, Tencent Cloud does not make any explicit or implied
commitments or warranties regarding the content of this document.

Contact Us

We are committed to providing personalized pre—sales consultation and technical after-sale
support. Don't hesitate to contact us at 4009100100 or 95716 for any inquiries or concerns.
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Operation Guide

VPN Gateway

IPSec VPN Gateway
Create IPSec VPN Gateway

Last updated: 2024-09-24 17:14:15

A VPN gateway is a VPN connection instance. Therefore, please create an IPsec VPN
gateway before using a VPN connection to securely access the Tencent Cloud Virtual Private
Cloud (VPC) from external networks. This document shows you how to create a VPN gateway
in the console.

Prerequisites

To create a VPC-based VPN gateway, please create a VPC in the same region in advance. For
details, refer to Create VPC.

Operation Steps

1. Log in to the VPC console.
2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.
3. On the VPN Gateway management page, click +Create New.

4. In the pop—up VPN Gateway Purchase Page, configure the following gateway parameters.

@® Note:
Only new gateways but not existing gateways are supported on 200 Mbps, 500
Mbps, 1,000 Mbps and 3,000 Mbps bandwidths.

If the VPN gateway uses 200 Mbps, 500 Mbps, 1,000 Mbps or 3,000 Mbps
bandwidths, AES128+MD5 is recommended for VPN tunnel encryption.

Param
eter Parameter Description
name
Both Traffic Billing and Annual and Monthly Subscription are supported.
Billing Traffic billing is applicable to scenarios with significant bandwidth
Mode fluctuations; annual and monthly subscriptions are suitable for scenarios

with relatively stable bandwidth.
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Select the region where the current gateway is located.

Select the Availability Zone where the current gateway is located.

IPSec and SSL protocols are supported.

Both public networks and private networks are supported for resource
access. If you need to use a private network type of VPN, please Submit a
work order for consultation.

This parameter indicates whether you create a CCN-based VPN/VPN
gateway or a VPC-based VPN/VPN gateway.
e If you need to enable interconnection with multiple VPC networks or
other dedicated networks via VPN Connections, you can select CCN.

A Note:
You cannot associate the CCN-based VPN gateway with a CCN
instance during its creation. You can associate a created VPN
gateway to a CCN instance in the gateway details page. If you
create a policy—based VPN tunnel, you also need to enable the
route published to the CCN in the IDC IP range of the VPN
gateway.

e If you want to communicate with a single VPC by using a VPN
connection, create a VPC-based VPN.

Specify the VPC to be associated with the VPN gateway only when the
associated network is VPC.

Specify the outer address for external access of the VPN gateway. The
address is allocated from the selected subnet.

Set a reasonable bandwidth cap for the VPN gateway according to the
actual application scenarios.

Enter the VPN gateway name (up to 60 characters).
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Tags mark VPN gateway resources so that these resources can be queried
Tag and managed efficiently. Tag is not a required configuration. You can
decide whether to configure it according to your demand.

Gatew

ay Enter the VPN gateway name (up to 60 characters).
Name

5. After completing the gateway parameter settings, click Create to start the VPN gateway
creation. At this point, the Status is Creating. Wait about 1-2 minutes. The successfully

created VPN gateway status is Running. The system assigns a Gateway Access IP to the
VPN gateway.
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Configure Cloud Routing Policy

Last updated: 2024-09-24 17:18:07

Prerequisites

Before configuring the VPN routing policy, ensure that the VPN gateway, customer gateway,
and VPN tunnel have been set up.

Operation Steps

1. Log in to the VPC console.

2. In the left directory, click Subnet, select the relevant Region and VPC, and click the
subnet's associated route table ID to go to the details page.

3. In the Basic Information tab, click Add Routing Policy.

4. In the pop—up box, enter the customer IDC subnet segment. Select VPN Gateway as the
next hop type, choose the newly created VPN gateway as the next hop, and click Create to
complete the subnet routing policy configuration.

5. In the left directory, select VPN Connections > VPN Gateway.

6. On the VPN Gateway page, select the Region and VPC, and click the VPN gateway
instance ID to go to the details page.

7. On the Instance Details page, click the Route Table tab.
8. Click Add Route and configure the routing policy.

® Note
When adding routes to the VPN gateway route table, the list will display all VPN
tunnels (i.e., all SPD policy—based and routing—type VPN tunnels) under the VPN
gateway by default.

SPD policy-based tunnels do not require route additions (in version 3.0, routes
need to be configured). Only add routes for routing—type tunnels based on your
communication needs.

Configu

ration Description

Iltem

Destinat

ion Enter the subnet segment of the customer network you want to access.
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Supports both VPN Tunnel and CCN types.

® Note:
Next If itis a CCN type VPN gateway, and the VPN gateway is
Hop associated with the CCN instance, the routing policies with CCN as
Type the next hop will be automatically learned by the system and

displayed in the route entries. Do not manually configure duplicate
routes.

Select the specific next hop instance ID.
o If the next hop type is a VPN tunnel, select the already created VPN

Eext tunnel.
°p o If the next hop type is CCN, the system automatically displays the CCN
instance associated with the VPN Gateway.
Select the weight value of the channel:
e 0: High priority.
e 100: Low priority.
Weight ® Note:
For primary and secondary channel scenarios, select a high
priority for the primary channel and a low priority for the secondary
channel. For other scenarios, select the default value.
ﬁ:: a Multiple routing policies can be added.
Delete You can delete routing policies, except the last one.

9. After configuring the routing policy, click Confirm.
10. Other executable operations.

10.1 Enable or disable the routing policy.

AN Note
«» Disable routing policy: Click the icon @O on the right side of an enabled

routing policy to disable it. Disabling a routing entry may cause business
interruption. Please assess carefully before proceeding.
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« Enable routing policy: Click the icon (J® on the right side of a disabled

routing policy to enable it.
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10.2 Disabled routing policies can be deleted.

A Note
Deleting a routing policy may affect business operations. Please evaluate
carefully before proceeding.
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Associating a CCN Instance

Last updated: 2024-09-2510:53:04

If you are creating a CCN-based VPN gateway, you need to associate the created VPN
gateway to a CCN instance on the gateway details page.

Prerequisites

You have created a CCN-based IPsec VPN gateway.

Operation Steps

Log in to the VPC console.
. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.
. Click the ID of the target VPN gateway to go to the details page.

A ow N A

. On the Basic Information tab of the gateway details page, click Network in the row, then
click Associate CCN and select the CCN instance to be associated with and the
corresponding route table in the pop—-up dialog box.

e S X
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5. Click OK.
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Publishing IDC IP Ranges to CCN

Last updated: 2024-09-25 10:53:47

This document describes how to publish the IP range to CCN for connecting the VPN to the
CCN.

@® Note:
If the communication mode of the VPN tunnel is "destination route", then you don't
need to publish the IDC IP range to the CCN.

Prerequisites

You have created a CCN-based IPsec VPN gateway and bound a CCN instance.
The SPD policy has been configured in the VPN tunnel.

Operation Steps

1. Log in to the VPC console.

2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. Click the ID of the target VPN gateway to go to the details page.

4. Publish the IP range in the Publish IP Range tab on the details page in the CCN direction.
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The IP range here is the IP range of the opposite gateway when configuring the SPD policy
for the VPN tunnel.
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Modifying IPSec VPN Gateways

Last updated: 2024-09-25 10:53:59

After a VPN gateway is created, the VPN gateway name, tag and bandwidth cap can be
modified.

Operation Steps

1. Log in to the VPC console.
2. In the left directory, click VPN Connections > VPN Gateway.
3. On the VPN Gateway page, modify the gateway name.

Click the edit icon next to VPN Gateway name to modify the gateway name.

Click the gateway ID to enter the gateway details page, then click # to rename the

VPN gateway name.

4. Modify maximum bandwidth.

A Note
Modifying the bandwidth cap will change the fee to charge. Please evaluate the
fee before the adjustment.
For versions before VPN 4.0, bandwidth adjustment is limited to specific ranges
like [5,100] Mbps and [200,1000] Mbps. Cross—range adjustments are not
supported.

VPN 4.0 supports full range bandwidth adjustments, which might take a few
minutes to take effect.

Monthly Subscription

In the VPN gateway instance list, find the instance whose bandwidth needs adjustment,
and in the operation column click More > Upgrade/Downgrade.

On the upgrade page, select your new specifications, then click Confirm.
Pay—-as—-you—go

Method I: In the VPN gateway instance list, find the instance to be upgraded. In the

Operation column, click Adjust Bandwidth and select the new specification values.

Method II: Enter the instance details page, click Bandwidth Cap next to Adjust
Bandwidth and select the new specification values.
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5. On the "Gateway List" interface, click Edit Tag or enter the gateway details page and click
& to modify the Tag.
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Deleting IPSec VPN Gateway

Last updated: 2024-09-25 10:54:12

You can delete VPN gateways that are no longer used.

Prerequisites

The associated VPN tunnels have been deleted. For detailed directions, see Deleting VPN
Tunnel.

The associated customer gateways have been deleted. For detailed directions, see
Deleting Customer Gateways.

Operation Steps

1. Loginto the VPC console.
2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. On the "VPN Gateway" page, find the VPN gateway to be deleted, click Delete on the right
side of the gateway's operation column, and in the pop—up dialog, click OK.

® Note
Note that all the associated connections will be immediately interrupted after the
VPN gateway is deleted.
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Viewing IPSec VPN Gateway

Last updated: 2024-09-25 10:54:25

. Loginto the VPC console.
. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.
. Click the ID of the target VPN gateway to go to the details page.

A WODN =

. View the details of the VPN gateway.
Viewing basic information

Click on the specific instance name in the VPN gateway instance list to view the
gateway details under the Basic Information tab, such as name, gateway ID, public IP,
status, ASN, associated network, billing mode, etc.

View the route table

Click on the specific instance name in the VPN gateway instance list to view the
gateway routing details under the Route Table tab, such as destination, channel status,
health status, next hop, route type, priority, and AS Path.

Viewing Monitoring Information

Click on the specific instance name in the VPN gateway instance list to view the
gateway monitoring metrics under the Monitoring tab, such as external bandwidth out,

external bandwidth in, packet count out, packet count in, external traffic out, etc.
5. View BGP Session

Click View BGP Session in the action column of the VPN gateway instance list to display
BGP session details in a pop—up dialog, such as cloud-side BGP address, cloud-side ASN,
user-side BGP address, associated VPN channel, and session duration.

&% BGP &iFittE X
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SSL VPN Gateway
Creating an SSL VPN gateway

Last updated: 2024-09-2510:54:40

An SSL VPN gateway works as the egress of an SSL VPN connection on the VPC side. It helps
establish secure and reliable encrypted network communication between Tencent Cloud VPC
and mobile clients.

Prerequisites

A VPC has been created. See Creating VPC for more details.

Operation Steps

1. Loginto the VPC console.
2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.
3. On the VPN Gateway management page, click New.

4. On the pop-up VPN Gateway Purchase page, configure the following gateway parameters.

Param

eter Parameter Description

name

Billing i -
Mode The SSL VPN currently only supports traffic-based billing.

Region Display the region of the VPN gateway.

Availab

ility Select the Availability Zone where the current gateway is located.
Zone

Protoc IPSec and SSL protocols are supported

ol Type P PP ’

Networ o This parameter specifies whether you create a CCN-based VPN/VPN

k Type gateway or a VPC-based VPN/VPN gateway. If you want to use a VPN
connection to enable interconnection with multiple VPCs or other Direct
Connect networks, create a CCN-based VPN.

® Note:
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VPN Connections

You cannot associate the CCN-based VPN gateway with a CCN
instance during its creation. You can associate a created VPN
gateway to a CCN instance in the gateway details page. If you
create a policy—based VPN tunnel, you also need to enable the
route published to the CCN in the IDC IP range of the VPN
gateway.

e If you want to communicate with a single VPC by using a VPN
connection, create a VPC-based VPN.

Select the specific VPC to which the VPN gateway will be associated if the
associated network is a VPC. For CCN instances, the gateway needs to be
bound on the details page after creation. For more details, see Associating
a CCN Instance.

Set a reasonable bandwidth cap for the VPN gateway according to the
actual application scenarios.

Selecting "SSL" for Protocol Type requires configuration of this item. The
number of SSL connections supported is related to the gateway. For more
details, see Usage Restrictions.

Enter the VPN gateway name (up to 60 characters).

Tags mark VPN gateway resources so that these resources can be queried
and managed efficiently. Tag is not a required configuration. You can
decide whether to configure it according to your demand.

5. After completing the gateway parameter settings, click Purchase Now.
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Associating a CCN Instance

Last updated: 2024-09-25 10:55:10

If you are creating a CCN-based VPN gateway, you need to associate the created VPN
gateway to a CCN instance on the details page of the gateway.

Prerequisites

You have created a CCN-based SSL VPN gateway.

Operation Steps

1. Log in to the VPC console.
2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.
3. Click the ID of the target VPN gateway to go to the details page.

4. On the Basic Information tab of the gateway details page, click Network in the row, then
click Associate CCN and select the CCN instance to be associated with and the
corresponding route table in the pop-up dialog box.

ES X
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5. Click OK.
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Modifying SSL VPN Gateways

Last updated: 2024-09-25 10:55:38

You can modify the name, tag, and bandwidth cap of a created SSL VPN gateway.

Operation Steps

1. Login to the VPC console.
2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.
3. On the VPN Gateway page, modify the gateway name.

Click the edit icon next to the name of the VPN gateway using the SSL protocol to
modify the gateway name.

Click on the gateway ID to enter the gateway details page, click on the # next to the

gateway name to make modifications.

4. Modify maximum bandwidth.

A Note
Modifying the bandwidth cap will change the fee to charge. Please evaluate the
fee before the adjustment.

The adjustment of the VPN gateway bandwidth is limited to [5,100] Mbps and
[200,1000] Mbps.

The bandwidth 1000 Mbps can not be downgraded.

Method I: In the VPN gateway instance list, find the instance whose bandwidth needs
adjustment, click Adjust Bandwidth in the Action column, and select the new specification
values.

Method II: Enter the instance details page, click Bandwidth Cap next to Adjust Bandwidth
and select the new specification values.
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Deleting SSL VPN Gateways

Last updated: 2024-09-25 10:55:50

You can delete SSL VPN gateways that are no longer used.

Prerequisites

The SSL VPN servers mounted to the gateways have been deleted. For directions, see
Deleting SSL VPN Server.

The SSL VPN clients mounted to the gateways have been deleted. For directions, see
Deleting SSL VPN Client.

Operation Steps

1. Loginto the VPC console.
2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. In the "VPN Gateway" page, find the SSL VPN Gateway to delete, then click Delete in the
action column, and click OK in the pop-up dialog.

A Note:
Note that all the associated connections will be immediately interrupted after the
VPN gateway is deleted.
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Viewing SSL VPN Gateways

Last updated: 2024-09-25 10:56:02

Viewing VPN Gateways

1. Loginto the VPC console.

2. In the left directory, click VPN Connections > VPN Gateway to enter the management page.
This page displays information such as the SSL VPN gateway ID, name, status, public IP,
network, and bandwidth cap.
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3. Click the specific SSL VPN gateway ID to enter the SSL VPN gateway details page.
4. View details of the SSL VPN gateway.
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Setting the Display Columns for VPN Gateway List

If you need to customize the display columns of the VPN gateway list, click the 11 next to the

search box on the right, select the fields to display, and then click OK.
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Search for the required CAM policy as needed, and click to complete policy association.
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VPN Tunnel
Creating VPN Tunnel

Last updated: 2024-09-25 10:56:15

VPN Tunnel is a public network encrypted channel used in VPN Connections for transmitting
data packets. Tencent Cloud's VPN Tunnel uses the Internet Key Exchange (IKE) protocol to
establish sessions in IPsec. IKE features a self—protection mechanism that ensures secure
identity authentication, key distribution, and IPsec session establishment over insecure
networks. This document introduces how to create a VPN Tunnel through the "Console." You
can also manage your VPN Tunnels via APl or SDK. For details, refer to APl Documentation.
Establishing a VPN Tunnel involves the following configuration information:

Basic Info

Channel Mode
IKE Configuration (optional)

IPsec Configuration (optional)

Background

Destination Routes

This communication specifies which network segments within the IDC can communicate
with the network of the VPN Gateway using the routing policy. After creating the tunnel,
you need to configure the corresponding routing policy in the VPN Gateway's routing table.
For details, refer to Create VPN Gateway Routes.

SPD Policy.

® Note
SPD (Security Policy Database) Policy consists of a series of SPD Rules and
specifies which segments in the VPC or CCN can communicate with segments in
the IDC. Each SPD Rule includes a Local Network Segment CIDR and at least one
Remote Network Segment CIDR. One Local Network Segment CIDR and one
Remote Network Segment CIDR form a matching pair. Multiple Matches can
exist under one SPD Rule.

Tencent Cloud VPN gateway negotiates with the peer gateway device
sequentially according to the Matching Relationship. You need to ensure that
your peer gateway device supports negotiation based on the matching
relationship, such as using the also keyword in StrongSwan configuration.

The maximum number of matching relationships formed by all SPD Rules under
the same VPN gateway is 200. Otherwise, it is recommended to use Route-
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based VPN Connections.

The matching relationships of the rules in all channels under the same VPN
gateway cannot overlap, that is, in a group of matching relationships, the local IP
range and the remote IP range cannot overlap at the same time.

It is recommended that the SPD policy configured in Tencent Cloud should be
symmetrical with the SPD policy configured in the peer gateway device. That is,
in the SPD policy configuration in Tencent Cloud, the local network segment is

10.11.12.0/24 , and the remote network segmentis 192.168.1.0/24 ;inthe
SPD policy configuration of the peer gateway device, the local network segment
is 192.168.1.0/24 , and the remote network segmentis 10.11.12.0/24 .

After configuring the SPD Policy, the VPN gateway will automatically push
routes, and there is no need to add routes in the VPN gateway.

Example:
As shown in the figure below, the following SPD Rules already exist under a VPN gateway:

M S VPCE SRR AFIDC
ZEEERA FHEHFIERA
10.0.0.0/24 192.168.0.0/24
B pape
10.0.1.0/24 192.168.1.0/24
ZE PR C A FERC
10.0.2.0/24 192.168.2.0/24

SPD Rule 1: Local Network Segmentis 10.0.0.0/24 , Peer Network Segment is
192.168.0.0/24 , 192.168.1.0/24 , with two matching relationships.

SPD Rule 2: Local Network Segmentis 10.0.1.0/24 , Peer Network Segment is
192.168.2.0/24 , with one matching relationship.

SPD rule 3: Local network segment 10.0.2.0/24 , Peer network segment 192.168.2.0/24 ,
has a matching relationship.
Their matching relationships are respectively:

10.0.0.0/24 ————— 192.168.0.0/24
10.0.0.0/24 ————— 192.168.1.0/24
10.0.1.0/24 ————— 192.168.2.0/24
10.0.2.0/24 —==——= 192.168.2.0/24

These four matching relationships cannot overlap with each other, i.e., their local network
segments and peer network segments cannot overlap simultaneously.
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» If a new matching relationship is added 10.0.0.0/24 ————- 192.168.1.0/24 , it cannot be
added to the SPD rule due to the overlap with existing matching relationships.

« If a new matching relationship 10.0.1.0/24 ————- 192.168.1.0/24 is added and does not
overlap with the existing 3 matching relationships, it can be added to the SPD rule.

Prerequisites

e Created VPN Gateway and Peer Gateway.

» Please ensure that your created VPN tunnels do not exceed the quota. Refer to Limits for
adjusting the quota.

Operation Steps

1. Login to the VPC console.

2. click VPN Connections in the left navigation bar > VPN Tunnels to enter the management
page.

3. On the VPN Tunnel management page, click New.

4. In the New VPN Tunnel dialog, configure VPN tunnel Basic Information.

4.1 Basic Information Configuration
This step mainly configures the channel name, network, associated VPN gateway, peer
gateway, shared key, negotiation type, communication mode, etc.

Paramet L.
Description
er name
Name of
the For defining the channel name, the character length is 60.
channel
Region The region of the VPN gateway associated with the VPN tunnel you

want to create.

Network The VPN gateway supports two types of networks: VPC and CCN. If

Type you need to use the BGP feature, please choose CCN.
Virtual Only when the VPN gateway type is VPC, you need to select the VPC
Private to which the VPN gateway belongs. This parameter does not apply to
Cloud CCN type.
VPN . .
Select the VPN gateway instance from the list.
Gateway
Custome Records the public IP for external access on the IDC side.

r
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Neighbor

Cloud
BGP
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Select the existing customer gateway instance. If not, you can click
New to create one quickly.

The public IP address of the customer gateway.

Default is IKE/IPsec.

Used for identity authentication between the local and customer
gateways. Both parties must use the same pre—shared key.

o Traffic Negotiation: After creating the tunnel, negotiation starts
with the customer gateway when there is inbound traffic.

e Proactive Negotiation: Initiate negotiation to the customer
gateway after creating the tunnel.

o Passive Negotiation: Wait for the customer gateway to initiate
negotiation.

Supports three types: Destination Routing, SPD Policy, and Dynamic
BGP Routing.

@® Note:
e For static routing scenarios, it is recommended to use
Destination Routing. Before using SPD Policy mode, you
can first understand SPD Policy principles.

e Dynamic BGP Routing is in canary release. To try it out,
please submit a Ticket.

Displays the IDC-side ASN configured in the customer gateway,
which cannot be modified.

BGP tunnel segment used for communication between the cloud and
the customer side. This segment must be within the
169.254.128.0/17 range.

BGP IP address for interconnection between the cloud and the IDC
side. Please avoid conflicts with the VPC segment and it is
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Address recommended to use the default allocated address.
Custome
r-side Automatically allocated address for customer-side BGP
BGP interconnection, which cannot be modified.
Address

Tags mark VPN gateway resources so that these resources can be
Tag queried and managed efficiently. Tag is not a required configuration.
You can decide whether to configure it according to your demand.

4.2 Advanced Configuration
This step mainly configures DPD Detection, health check, IKE, and IPSec.

Configure DPD Detection
Paramet L.
Description
er name

DPD Detection on/off switch, used to check if the other side is alive. It

[E):%ble is enabled by default. The local side actively sends DPD request

Detectio messages to the other side. If the response message is not received

" within the specified timeout period, it is considered that the other side
is offline, and corresponding actions are taken after the timeout.

DPD DPD overall detection timeout. Default is 30 seconds, range is 30 to 60

Timeout seconds.

DPD e Disconnect: Clear the current SA and break the current VPN

Timeout tunnel.

Actions e Retry: Re—establish connection with the peer.

Health Check Configuration

Parameter .

Description
name
Enable Health checks are used for primary and backup channel scenarios.
Health For specifics, refer to Connecting IDC to a Single Tencent Cloud
Check VPC for Primary/Secondary Disaster Recovery. If this does not

©2013-2024 Tencent Cloud. All rights reserved.

apply to you, there is no need to enable this feature (disabled by
default). Otherwise, enable this feature and configure the local and
peer addresses for health checks below. For details, see
Configuring Health Check.

@® Note:
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Once you enable health checks and create the channel, the
system will immediately start detecting the VPN tunnel
health via NQA. If the VPN tunnel is not connected or the
peer address you configured does not respond to NQA
detection, the system will consider it unhealthy after multiple
detection failures and will temporarily interrupt traffic until
the VPN tunnel restores health.

This parameter needs to be set only when the health check feature
is enabled. You can use the IP address assigned by the system or

specify one.
Local
Health ® Note:
Check The specified address must not conflict with the VPC, CCN,
Address or IDC private network address or segment, and must not
conflict with the peer health check address. Multicast,
broadcast, and local loop addresses cannot be used.
This parameter needs to be set only when the health check feature
is enabled. You can use the IP address assigned by the system or
specify one.
Peer
Health O Note:
Check The specified address must not conflict with the VPC or CCN
Address private network addresses or segments, and it must not
conflict with the local health check address. Multicast,
broadcast, and loopback addresses are not allowed.
IKE Configuration
Configu
ration Description
Item

Version IKE V1,IKE V2.

Identity Default Pre-shared Key.
Authen
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tication
Method

Encrypt

ion Supported encryption algorithms: AES-128, AES-192, AES-256, 3DES,
Algorith DES, SM4. AES-128 is recommended.

m

Authen
tication Supported authentication algorithms: MD5, SHA1, SHA256, AES-383,
Algorith SHA512, SM3. MD5 is recommended.

m
Supports both main and aggressive modes. The difference is that
) aggressive mode can send more information with fewer packets,
Negotia . . : . . .
tion allowing gmck_er f:onngctlon establlshn_1ent, but it s:ends the security
Mode gateway identity in plain text. When using aggressive mode,
parameters like Diffie—-Hellman and PFS cannot be negotiated and
require compatible configurations on both ends.
Local Supports IP Address and FQDN (Fully Qualified Domain Name), with IP
ID Address as the default.
:'\I’Demote Supports IP Address and FQDN, with IP Address as the default.
DH Group used for IKE key exchange. The security of the key
exchange increases with the size of the DH Group, but the exchange
time also increases. DH1: DH Group using 768-bit Modular Exponential
(MODP) algorithm.
DH DH2: DH Group using 1024-bit MODP Algorithm.
group DH5: DH Group using 1536—-bit MODP Algorithm.
DH14: DH Group using 2048-bit MODP Algorithm. Dynamic VPN does
not support this option.
DH24: DH Group using 2048-bit MODP Algorithm with a 256-bit prime
order subgroup.
Unit: seconds.
IKE SA Set the IKE Security Proposal's SA lifetime. Before the set lifetime
L ifetim expires, another SA is negotiated to replace the old SA. Until the new
o SA negotiation is complete, the old SA is still used. Once the new SA is

established, it will be used immediately, and the old SA will be
automatically cleared after the lifetime expires.

IPSec Information Configuration
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Description

Supported encryption algorithms: AES-128, AES-192, AES-256,
3DES, DES, SM4.

Supported authentication algorithms: MD5, SHA1, SHA256,
SHA384, SHA512, SM3.

Tunnel.

ESP.

Supports disable, DH-GROUP1, DH-GROUP2, DH-GROUPS5, DH-
GROUP14, and DH-GROUP24.

Unit: seconds.

Unit: KB.

5. If advanced configuration is not needed, you can directly click create.
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Viewing VPN Tunnels

Last updated: 2024-09-25 10:56:26

After the VPN tunnel is created, you can view the tunnel details on the VPN Tunnel
management page.

Operation Steps

1. Log in to the VPC console.
2. In the left-side menu, click VPN Connections > VPN Tunnel to enter the management page.

3. On the VPN Tunnel management page, click the tunnel instance to enter the VPN Tunnel
details page.

Basic Info

The Basic Info tab displays information such as Name, Tunnel ID, Protocol Type, Network,
Shared Key, Negotiation Type, DPD parameters, and Pass—through Mode.
Advanced Configuration Information

The Advanced Information tab displays IKE and IPSec related configuration information
such as Encryption Algorithm, Authentication Algorithm, etc.
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Configuring health check

Last updated: 2024-09-25 10:56:37

Tencent Cloud VPN Connections provides a complete solution to guarantee the high
availability of your business. Not only the VPN gateway itself supports a high availability, but
also primary/secondary tunnels are supported. The VPN gateway uses health check to identify
the tunnel status and triggers the traffic switch between the primary and secondary tunnels
based on their status. This document describes how to configure health check.

® Note
We recommend you use a route—based tunnel for health check. If you use an SPD
policy—based tunnel, you need to configure an SPD policy for 0.0.0.0/0 .

Health Check Principle

The monitoring check of the VPN tunnel uses the NQA mechanism and defaults to using Ping.
The VPN gateway periodically uses the local address of the health check to Ping (encrypted
within the tunnel) the peer address to determine its connectivity. After multiple consecutive
Ping failures, the VPN gateway determines that the tunnel connectivity is abnormal and will
switch the main channel traffic to the backup channel. At this time, the peer gateway also
needs a similar mechanism to switch the traffic to the backup channel concurrently.
Therefore, you need to configure or use the system to automatically allocate two IP addresses
that can Ping each other within the tunnel for health checks. The subnets of these two
addresses should not conflict with the VPC or IDC subnets.

Prerequisites

Created VPN Gateway and Configured Peer Gateway, and the VPN gateway is version 3.0
or above.

Business scenarios require primary and backup channels.

You have planned health check addresses or use the addresses automatically assigned by
the system.

Health check has been enabled on the client side.

Configuring the Health Checks When Creating VPN Tunnels

This section only introduces the parameters for health checks. For other steps for creating a
VPN tunnel, see Creating a VPN Tunnel.
1. Loginto the VPC console.

2. In the left-side menu, click VPN Connections > VPN Tunnel to enter the management page.
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3. In the VPN Tunnel management page, click Create.

4. In the pop-up Create VPN Tunnel dialog box, after completing the basic configuration,
enable health check and configure the health check IP and NQA in Advanced Configuration.

@ Note:

Parameter
s

Health
Check
Local
Address

Health
Check
Remote
Address

ICMP

Health
Check
Interval

Number of
health
checks

Health
check
latency

It is not recommended to modify the local address for health checks.

Avoid IP conflicts when modifying the peer address for health checks.

Description

It defaults to an IP within the range of 169.254.128.0/17 . You can also
specify an available IP outside the VPC, but it must be outside the VPC
range, within 224.0.0.0 to 239.255.255.255 ,0r 0.0.0.0 .

It defaults to an IP within the range of 169.254.128.0/17 . You can also
specify an available on—premises IP.

NQA.

Interval between two Tencent Cloud health checks.
Range [1000ms, 5000ms], default 5000ms, unit ms.

Number of route switches executed after a health check failure.
Range of check counts [3, 8], default value 3.

Detection timeout time.
Range [10ms — 5000ms], default value 150ms.

5. After configuring, click Create. The health check configuration takes effect immediately
after the tunnel is created.

Configuring the Health Check After Creating VPN Tunnels

You can also configure health check on the VPN tunnel details page after the tunnel is

created.

@® Note
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After configuring the health check this way, your business may experience brief
interruptions. We recommend using the first method.

1. Loginto the VPC console.
2. In the left-side menu, click VPN Connections > VPN Tunnel to enter the management page.

3. In the VPN Tunnels management page, locate and click the target VPN tunnel instance,
then click the specific instance name and click Basic Information tab, then click Edit.

4. Enable the health check and configure the relevant parameters.

@® Note:
» Itis not recommended to modify the local address for health checks.

» Avoid IP conflicts when modifying the health check remote address.

Parameter .
s Description
Health o
Check It defaults to an IP within the range of 169.254.128.0/17 . You can also
Local specify an available IP outside the VPC, but it must be outside the VPC
Address range, within 224.0.0.0 to 239.255.255.255 ,0r 0.0.0.0 .
Health
Check It defaults to an IP within the range of 169.254.128.0/17 . You can also
Remote specify an available on—premises IP.
Address
ICMP NQA.
Health
CE:ck Interval between two Tencent Cloud health checks.
Range [1000ms, 5000ms], default 5000ms, unit ms.
Interval
Number of ) )
Number of route switches executed after a health check failure.
health
Range of check counts [3, 8], default value 3.
checks
Z'f:ltf Detection timeout time.
Range [10ms — 5000ms], default value 150ms.
latency

5. We recommend you select Destination route for the communication mode. If Destination
Route is unavailable, we recommend you enter 0.0.0.0/0 for the local and peer IP ranges
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in the SPD policy to ensure that the communication between the local and peer health
check IPs is encrypted based on the VPN tunnel.

6. Click OK.
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Generate Peer End Configuration

Last updated: 2024-09-25 10:57:24

After the local VPN tunnel is configured, you can generate a configuration file for your local
VPN setup. After copying the content, you can directly configure your local VPN.

Prerequisites

A VPN tunnel has been created.

Operation Steps

1. log in to the VPN tunnel console and enter the management page.

2. On the "VPN Connections" management page, click More on the right side of the tunnel
instance and select Generate Peer End Configuration.

3. In the pop—-up Channel Configuration page, copy the configuration content and configure it
locally according to your actual situation.

BERE X
ZH
11
Z "IKEOptionsSpecification™: {
3 "PropoAuthenAlgorithm": "MD5",
4 "PropoEncryAlgorithm": “3DES-CEC",
5 "IKEVersion™: "IKEV1",
3] "ExchangeMode": "MAIN",
7 "IKESalLifetimeSeconds": 86408,
B8 "DhGroupName': "GROUPL",
g9 "LocalIdentity™: "ADDRESS",
18 "Remoteldentity™: "ADDRESS",
11 "LocalAddress": " | ",
12 "RemoteAddress": " L i
13 +
14 "IPSECOptionsSpecification": {
15 "PfsDhGroup™: "NULL",
16 "EncryptAlgorithm": "AES-CBC-128",
17 "TntearitvAloorithm': "MD5".

A
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Viewing Tunnel Logs

Last updated: 2024-09-25 10:57:39

You can query logs on the VPN tunnel management page and troubleshoot failures during the
VPN tunnel connection according to the log information.

Directions

1. Log in to the VPC console.
2. In the left-side menu, click VPN Connections > VPN Tunnel to enter the management page.

3. On the VPN Tunnel management page, click More on the right side of the channel instance
> Logs to enter the log retrieval page.
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4. On the Log Retrieval page, you can view log details and select logs from different time
periods to view.
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Modify a VPN tunnel

Last updated: 2024-09-2510:57:52

After a VPN tunnel is created, you can modify the basic information of it, such as the tunnel
name, pre—shared key, tag information, and SPD policy, as well as advanced configurations
such as IKE configuration and IPsec configuration. You can also reset all the configurations of
the VPN tunnel.

Systems impact

The reset operation will interrupt data transmission over the existing VPN tunnel and
reestablish the connection. Please get ready for network change in advance.

Directions

1. Log in to the VPC console.

2. In the left-side menu, click VPN Connections > VPN Tunnel to enter the management page.

3. On the "VPN Tunnel" management page, click the VPN tunnel instance ID that needs to be
modified to enter the details page.

4. On the "Basic Information" page, click the edit icon in the picture to modify the VPN tunnel
name, pre—shared password, tag information, and SPD policy rules. After modification,
click Confirm.

You can also modify the tunnel name and pre—shared key by clicking the edit icon on the
VPN tunnel list page, as shown in the figure below.
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5. Click the Advanced Information tab to modify the IKE Configuration and IPsec
Configuration in Advanced Information. After modification, click Confirm.

6. Click Reset to reset all tunnel configurations. Please be aware of the risks and proceed
with caution.
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Deleting a VPN Channel

Last updated: 2024-09-25 10:58:15

You can delete VPN tunnels that are no longer used.

Operation Steps

1. Log in to the VPC console.

2. In the left-side menu, click VPN Connections > VPN Tunnel to enter the management page.

3. On the "VPN Tunnel" management page, click More on the right side of the Channel
instance > Delete.
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4. In the confirmation dialog box, click OK to complete the operation.
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Customer Gateway
Creating a Customer Gateway

Last updated: 2024-09-25 11:01:24

The customer gateway records the IPsec VPN gateway IP address of the IDC, which is the
other end of the VPN tunnel connection apart from the Tencent Cloud VPN gateway. This
document explains how to create a customer gateway on the Tencent Cloud side.

Operation Steps

1. Login to the VPC console.

2. In the left directory, click VPN Connections > Customer Gateway to enter the management
page.

3. On the "Customer Gateway" management page, select the region and click Create.

4. Enter the name of the customer gateway and public IP. Public IP refers to the static public
IP of the VPN gateway device of the customer IDC. Configure tags according to demand.
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5. Click Confirm to complete. The created customer gateway is shown in the following figure.
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Viewing Customer Gateways

Last updated: 2024-09-26 10:13:55

Follow the directions below to view details of the created customer gateways.

Directions.

1. Login to the VPC console.

2. Click VPN Connections > Peer Gateway in the left directory to enter the Management Page.
Search and view the required peer gateway information, including ID/Name, Public IP,
Number of Channels, etc.

Search for the required CAM policy as needed, and click to complete policy association.
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Modifying Customer Gateways

Last updated: 2024-09-26 10:15:17

After creating a customer gateway, you can modify its name.

Directions.

1. Login to the VPC console.

2. In the left directory, click VPN Connections > Customer Gateway to enter the management
page.

3. On the "Customer Gateway" management page, click the edit icon next to the customer
gateway name to make modifications. After modifying, click Confirm.

4. Click Edit Tag on the right to edit the tag information.
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Deleting a Customer Gateway

Last updated: 2024-09-26 10:15:29

If you do not use the customer gateway anymore and haven’ t created any VPN tunnels, you
can delete the customer gateway.

Directions.

1. Log in to the VPC console.

2. In the left directory, click VPN Connections > Customer Gateway to enter the management
page.

3. On the "Customer Gateway" management page, click Delete on the right side of the
customer gateway instance to be deleted.

4. In the confirmation dialog box, click OK to complete the operation.
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SSL VPN Server
Creating an SSL Server

Last updated: 2024-09-26 10:20:59

After creating the SSL VPN gateway, you need to create an SSL server on Tencent Cloud to
provide SSL services for users.

Directions

1. Log in to the VPC console.

2. In the left sidebar, click VPN Connections > SSL Server to access the management page.

@® Note
A VPN gateway supports only one associated SSL server. For details, see Usage
Limitations.

3. In the SSL server management page, click New.

4. In the pop—up New SSL Server dialog box, configure the following parameters.

@® Note
In a Windows system, if your OpenVPN client is version 3.4.0 or above, you need to
configure encryption and authentication algorithms for the SSL server configuration,
with the authentication algorithm supporting only SHA1.

Param

eter Parameter Description

name

Name Enter the SSL VPN server name (up to 60 characters).

Region Display the region of the SSL VPN server.

VPN

Gatew Select an existing VPN gateway.

ay

Cloud . . .

P The cloud network segment is the IP address range in the VPC to which
Range your created VPN gateway belongs. Do not overlap with other segments.
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VPN Connections

The client subnet is the network segment allocated for client
communication with the cloud. It must not overlap with the cloud network
segment or your local network segment, and the address pool mask must
be less than or equal to 24.

Transmission protocol of the server.

Enter the SSL VPN server port used for data forwarding.

Supported authentication algorithms: SHA1 and MD5.

Supported encryption algorithms: AES-128-CBC, AES-192-CBC, and
AES-256-CBC.

No.

Certificate verification and Certificate verification + Identity verification are
available. In this example, certificate verification is used.
o Certificate verification: In this verification method, the SSL VPN server
can be accessed through all SSL VPN client connections by default.

o Certificate verification + Identity verification: In this verification method,
only connections that are allowed by the access control policy can be
established. You can configure the access control policy for specific
user groups or all users. If you select this option, you must select an
EIAM application.

5. After completing the Gateway settings, click OK.
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Viewing the SSL VPN Server

Last updated: 2024-09-26 10:22:16

1. Log in to the VPC console.

2. In the left directory, click VPN Connections > SSL VPN Server to enter the Management
Page.
This page displays the SSL VPN server ID, name, status, VPN gateway, local network
segment, client subnet, and other information.
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3. Click the specific SSL VPN server ID to enter the SSL VPN Server Details Page. On this
page, you can view the SSL VPN server's basic information and configuration information.
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Deleting an SSL server

Last updated: 2024-09-26 10:25:20

You can delete the SSL VPN servers that are no longer used.

Prerequisites

The SSL VPN clients associated with the SSL VPN server have been deleted.

Operation Steps

1. Loginto the VPC console.
2. Click VPN Connections > SSL VPN Server in the left directory to enter the admin page.

3. On the SSL VPN Server page, find the SSL server you need to delete, then click Delete in
the action column, and click Confirm in the pop-up dialog.

(® Note
Note that all the associated connections will be immediately interrupted after the
SSL VPN server is deleted.
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Export SSL VPN server list

Last updated: 2024-09-26 10:25:33

Once the SSL VPN server is created, if you need to export the SSL VPN server configuration
information, you can perform this operation on the SSL VPN server. This document describes
how to export the SSL VPN server configuration information.

Prerequisites

You've created an SSL VPN server.

Operation Steps

1. Login to the VPC console.
2. In the left directory, click VPN Connections > SSL VPN Server to enter the admin page.

3. On the SSL service management page, click the next to the search box to export.
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SSO Authentication

Last updated: 2024-09-26 10:25:46

If you download the SSL VPN client configuration from the self-service portal, you can enable
SSO authentication on the SSL VPN server.

@® Note
Currently, the SSO authentication feature is in beta testing. If you need it, please
submit a ticket.

Prerequisites

The Identity Provider has been applied for in CAM.
The VPN version is 4.0.

Enabling the feature while creating an SSL VPN server

1. Log in to the VPC console.

2. In the left directory, click VPN Connections > SSL VPN Server to enter the management
page.

3. In the SSL server management page, click New.

4. In the pop—up New SSL VPN Server dialog box, select authentication method as Certificate
Authentication + Identity Authentication and then select the EIAM application.

Parame

ter Parameter Description

name

Protoco .

| Transmission protocol of the server.

Port Enter the SSL VPN server port used for data forwarding.
Authent

ication C . .

Algorith Supported authentication algorithms: SHA1 and MD5.

m

Encrypti

on Supported encryption algorithms: AES-128-CBC, AES-192-CBC, and
Algorith AES-256-CBC.

m
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Compre No.
ssed
Certificate verification: In this verification method, the SSL VPN server
Authent can be accessed through all SSL VPN client connections by default.
ication Certificate Authentication + Identity Authentication: Use the CAM
Method Identity Provider for SSO authentication. You need to select the
created Identity Provider.
Identity . : . . .
j The current Identity Provider is Tencent Cloud Certificate Authority M. For
Provide . : . .
; more details, see the Identity Provider user guide.
Access SSL VPN Server access control switch.
Control

5. Access control can be enabled as needed. For details, see Enable Access Control.

Enabling the feature after creating an SSL VPN server

1. Loginto the VPC console.

2. In the left directory, click VPN Connections > SSL VPN Server to enter the management
page.

3. In the SSL VPN Server management page, click the specific instance name.

4. On the instance details page, in the Basic Information tab, click Edit in the Server
Configuration section.

5. Select Authentication Method as Certificate Authentication + Identity Authentication,
choose a provider, and then click Save.
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Enabling Access Control

Last updated: 2024-09-26 10:26:03

To guarantee your business security, SSL VPN provides the SSL VPN server access control
feature, making your link more secure.

Prerequisites

An IdP has been created in the CAM Create an Identity Provider.

Must-Knows

After enabling access control, you need to configure the corresponding access policy after
the server is created, otherwise, the server will reject all connections.

If you select Certificate Authentication as the authentication method, the SSL VPN server
will accept all connections by default.

Enable access control when creating the SSL VPN server

1. Log in to the VPC console.

2. In the left directory, click VPN Connections > SSL VPN Server to enter the management
page.

3. In the SSL server management page, click New.

4. In the pop—up New SSL VPN Server dialog box, enable access control while enabling
identity authentication and configure the relevant parameters.

@ Note:
If you enable access control, you need to configure the access control policy after
the server is created, otherwise, the server will reject all connections.

©2013-2024 Tencent Cloud. All rights reserved. Page 55 of 82


https://cloud.tencent.com/document/product/598/19381
https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/554/75189

> Tencent Cloud VPN Connections

SARE -
UDP

1194

NONE v

NONE v

HIME Q) IEHBIME + BHNE @
@ Oktalleon-test) ¥ @
METSESNREmER, BomidaiiiEEmEs s @il
Param
eter Parameter Description
name
o Certificate verification: In this verification method, the SSL VPN server

Authe can be accessed through all SSL VPN client connections by default.
nticati o Certificate Authentication + Identity Authentication: This authentication
on method only allows connections that are permitted by the access policy.
Metho You can configure the access policy for specific user groups or all users.
d After selecting this option, you need to choose the corresponding

identity provider, currently, it is Tencent Cloud Certificate Authority M.
Identit
y The current Identity Provider is Tencent Cloud Certificate Authority M. For
Provid more details, see the Identity Provider user guide.
er

Enable access control after creating the SSL VPN server

@® Note:
If you enable access control, you need to configure the corresponding access policy
after the server is created, otherwise, the server will reject all connections.

1. Login to the VPC console.
2. In the left directory, click VPN Connections > SSL VPN Server to enter the management
page.
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3. In the SSL VPN Server management page, click the specific instance name.
4. In the Basic Information tab on the instance details page, configure the authentication

policy on the server.
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Disabling Access Control

® Note:

VPN Connections

If you disable access control, all access policies you have configured will be cleared,
and the server will accept all connections by default.

Disable Access Control when creating the SSL VPN Server

Log in to the VPC console.

A ow N o

. In the SSL server management page, click New.

5. After configuring other parameters, please click OK.

. In the left sidebar, click VPN Connections > SSL Server to access the management page.

. In the popup New SSL VPN Server dialog, select Access Control as Disabled when
configuring other parameters.

Disable Access Control after creating the SSL VPN Server

1. Login to the VPC console.

2. In the left sidebar, click VPN Connections > SSL Server to access the management page.

3. In the SSL VPN Server management page, click the specific instance name.

4. On the instance details page, in the Basic Information tab, disable Access Control in the

Server Configuration section.
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Configuring an access control policy

Last updated: 2024-09-26 10:26:33

To guarantee your business security, SSL VPN provides the SSL VPN server access control
feature for you to manage your SSL VPN servers in a fine—grained manner.

@® Note
Currently, only SSO authentication—enabled SSL VPN servers support the access

control feature. For more information, see SSO Authentication.

Prerequisites

An IdP has been created in CAM

In the VPN Console, SSL server "certificate authentication + identity authentication" and
access control have been enabled simultaneously.

Option 1. Enable the feature while creating an SSL VPN server.
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Option 2: Enable the feature after creating an SSL VPN server.
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A Note

any client can connect to it.

connections.

Configuring an access control policy

1. Loginto the VPC console.

the SSL VPN server is created; otherwise, the server will reject all

VPN Connections

If you select certificate authentication as the verification method, the SSL
VPN server can be accessed through all client connections by default, that is,

If you enable access control, you need to configure the access policy after

2. In the left directory, click VPN Connections > SSL VPN Server to enter the management

page.

3. Inthe SSL VPN Server management page, click the specific instance name.
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4. On the instance details page, click Access Control, and click Add Policy.
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5. Configure the access control policy in the pop-up dialog box.
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Param
eter Parameter Description
name

Enter the local IP range, i.e., IP range for accessing the cloud.

@® Note:
Destin The destination IP range needs to be in the same IP range as the
ation local IP range. If you change the local IP range, you need to modify

the destination address of the access control.

o Specific User Group: This access control policy applies to the specified
user group. After selecting this option, you need to configure the access

group ID.
e All Users: This access control policy applies to all users.
Acces
s ® Note:
zsei:)n: You can choose to configure the access policy for a specific user
group or all users. The specific user group can come from the user
group configuration in the Identity Authentication Platform.
Acces . C
s The access group ID corresponds to the user group in the EIAM application
and supports multi-selection. After selecting the access group ID, this
IgI;'oup access control policy will apply to the specified user group.
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Rema Enter the policy remarks, which are required and make it easier for you to
rks find the policy.
6. Click OK.

After the configuration, the SSL VPN server will accept connections from users in the
specified user group.

Delete Access Control Policy

D Note
After deleting the access control policy, clients in the user group specified in this
policy will no longer be able to access the SSL VPN server.

If the Access Control Policy is Delete All, the SSL service will reject all client access
by default. To allow access, you can configure additional access policies or change
the authentication method to Certificate authentication.

1. Loginto the VPC console.

2. In the left directory, click VPN Connections > SSL VPN Server to enter the management
page.

3. On the SSL VPN server management page, click the specific instance name. Go to the
Access Control tab and delete the corresponding policy.

Batch deletion: In the policy list, select the policies you want to delete, then click Batch
Deletion.

Single deletion: In the action column of the policy you want to delete, click Delete.

4. In the pop—up dialog, click OK.

Editing an Access Control Policy

1. Loginto the VPC console.

2. In the left directory, click VPN Connections > SSL VPN Server to enter the management
page.

3. On the SSL VPN server management page, click the specific instance name. Go to the

Access Control tab, locate the specific policy action column, and click Editing. Modify the
relevant parameters according to your actual needs.
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4. Click OK.
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SSL VPN Client
Creating an SSL Client

Last updated: 2024-09-26 10:26:57

After creating the SSL VPN gateway and server, you need to create an SSL VPN client
certificate on Tencent Cloud. This certificate records the information about the SSL certificate
assigned by Tencent Cloud to the client, and is used for mutual authentication between the
server and the mobile client. You can download the certificate to the mobile terminal and use it
to communicate with Tencent Cloud through OpenVPN.

Operation Steps

1. Login to the VPC console.

2. In the left directory, click VPN Connections > SSL Clients to enter the management page.
3. In the SSL Client management page, click New.

4. In the pop—up New SSL Client dialog box, configure the following parameters.

MESSLE iR X
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Parameter name Parameter Description

SSL VPN Server Select the created SSL VPN server.
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Region Display the region of the SSL VPN server.

¢ Single creation: Users can directly create one SSL Client.

Mode « Batch creation: Download the batch creation template. After
filling in the relevant parameters, click Select Files to upload.

Name Enter the SSL VPN server name (up to 60 characters).

5. After configuring the SSL VPN client parameters, click Create to initiate the SSL client
creation. When the Status becomes Available, the creation is complete.
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Viewing SSL VPN Client

Last updated: 2024-09-26 10:27:09

You can view details of the created SSL VPN client on the SSL VPN client page.

Prerequisites

You've created an SSL Client.

Viewing SSL VPN Client

1. Loginto the VPC console.

2. In the left directory, click VPN Connections > SSL Clients to enter the management
page.\nThis page displays information such as the SSL Client ID, Name, connected SSL
VPN Server, Certificate Effective Time, Certificate Expiry Time, Recent Connection Time,
Last Connection Time, Client Private Network IP, Certificate Status, Enable Certificate
Switch, and Operation Column.

Click SSL Server ID to redirect to the connected SSL VPN Server and view the server
information.
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Deleting an SSL Client

Last updated: 2024-09-26 10:27:22

You can delete the SSL VPN client certificate on the SSL VPN client page.

@® Note:
Batch deletion of SSL Clients is only supported in VPN4.0.

Prerequisites

You've created an SSL VPN server.

You've created an SSL Client.

Deleting the SSL VPN Client Certificate

1. Login to the VPC console.
2. In the left directory, click VPN Connections > SSL Clients to enter the admin page.
Single Deletion: In the operation column of the instance to be deleted, click Delete

Batch Deletion: Select the instances to be deleted in bulk, and then click the Delete
button above.

A Note:
Note that all the associated connections will be immediately interrupted after the

SSL VPN client certificate is deleted.
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Downloading SSL VPN Client
Configuration

Last updated: 2024-09-26 10:27:44

After successfully creating an SSL VPN client, you can download the client configuration for
connecting to the SSL VPN server on the SSL VPN client management page. Two—-way
authentication will be performed when you use OpenVPN or a compatible VPN client to
connect to the SSL VPN server through the downloaded client configuration. To guarantee
your communication security, only after two—way authentication is passed can you access
Tencent Cloud resources (such as CVM instances in a VPC) associated with the SSL VPN
server gateway from the mobile client.

Downloading the SSL VPN Client Configuration as a Tenant
Admin

1. Loginto the VPC console.
2. In the left directory, click VPN Connections > SSL Client to enter the management page.
3. Download SSL Client Configuration.
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Single Download: Click Download Configuration on the row of the target SSL Client
certificate instance, and select the download format in the pop—up dialog box.

Batch Download: Select the instances to be downloaded, then click Download
Configuration at the top, and choose the download format in the pop-up dialog box.
You need to distribute the downloaded configuration files to users who need to connect
to Tencent Cloud via SSL VPN Connections (e.g., your company employees). They
must use this file to configure OpenVPN or a compatible VPN client to interconnect with
the Tencent Cloud VPC. For detailed directions, see Mobile Configuration.

A Note
Do not disclose the configuration file to unrelated personnel to prevent asset loss. If
a configuration file is leaked, promptly disable the SSL Client. For details, see
Disable SSL Client Certificates.
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Downloading the SSL VPN Client Configuration on the Self-
Service Portal

If identity verification is enabled when you create an SSL VPN server, the mobile client user
(such as an employee in your company) can download the configuration file required by
OpenVPN or a compatible VPN client on their own. In addition, Tencent Cloud uses an
authentication mechanism to guarantee the security throughout the entire download process.

Prerequisites

The tenant administrator has already created Identity and Access Management user
groups, added the corresponding users and configured application permissions for the
user groups. For detailed operations, please refer to the EIAM product documentation.

The tenant admin has created an SSL Server in the VPN console, which supports identity
authentication.

The tenant admin has distributed the ID of the SSL VPN server with identity verification
enabled to you (as a user). If you don't have the ID, contact your admin to get it.

Operation Steps

The following steps should be performed by the mobile terminal user (e.g., your company
employees) on their own.
1. Log into Tencent Cloud Client VPN Self-Service Portal.

(® Note
We recommend you use the latest version of Chrome.

1.1 Enter the previously distributed SSL server instance ID in the input box of the SSL
Server ID row, then click Next to enter the log in to interface.
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1.2 Perform identity verification.

Click [gd to perform SAML authentication, then click Go to SAML for authentication to

log in. You need to use the authentication method specified by your tenant
administrator. For example, the tenant administrator

VPN 3.0 and 3.1 versions: If the tenant administrator specifies authentication by
connecting to your enterprise account system in EIAM, you will see the domain
account login page of your enterprise in the browser. Please enter your domain
account for authentication. If the administrator specifies another method such as
WeCom, you need to authenticate using the corresponding account.

VPN 4.0 version: The identity verification relies on the CAM role configuration,
supporting mainstream third—party IdPs based on SAML 2.0. For more details,
please refer to the SSL VPN Access Control Guide (Okta)

@® Note
EIAM is no longer maintained. Please use it with caution.

2. Download the SSL VPN client configuration file and client.

2.1 Find the SSL client configuration file you need to download in the Download SSL Client
Configuration File section, click Download.

2.2 In the Download SSL VPN client section, find and download the appropriate SSL VPN
client software. After downloading, please install the client.
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3. After installing the SSL VPN client, upload the downloaded configuration file. Then, the
client will automatically connect to the SSL VPN server.
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OpenVPN Connect
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Start, Stop, and Update SSL Client
Certificates

Last updated: 2024-09-26 10:27:59

The SSL client certificates created in the SSL client are enabled by default. This article
describes how to enable/disable certificates individually or in batches and update certificates.

Enabling the SSL VPN Client Certificate

1. Log in to the VPC console.
2. In the left directory, click VPN Connections > SSL Client to enter the management page.
Enable Individually:

Option 1: In the row of the specific SSL client instance, click (CJ® Enable

Certificate > OK.
Option 2: Select a specific SSL client instance, click the top Enable Certificate >

OK.
Enable in Batch: Select multiple SSL client instances, click the top Enable Certificate >
OK.
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Disabling the SSL VPN Client Certificate

1. Loginto the VPC console.
2. In the left directory, click VPN Connections > SSL Client to enter the management page.
Disable Individually:

Option 1: In the row of the specific SSL client instance, click @ Dpisable

Certificate > OK.

Option 2: Select a specific SSL client instance, click the top Disable Certificate >
OK.
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Disable in Batch: Select multiple SSL client instances, click the top Disable Certificate
> OK.

Updating SSL Client Certificates

AN Note:
After updating the SSL client certificates, your business may be interrupted. Please
perform the operation during off-peak business hours.

After updating the SSL client certificates, please download the SSL client
certificates and locally replace the old certificates, then reconnect.

1. Login to the VPC console.
2. In the left directory, click VPN Connections > SSL Clients to enter the admin page.
Disable Individually:

Method 1: In the action column of the SSL client instance row, click Renew
Certificate > OK.

Method 2: Select a specific SSL client instance, click Renew Certificate at the top
> OK.

Bulk Disable: Select multiple SSL client instances, click Renew Certificate at the top >
OK.
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Billing configuration
Monthly Subscription VPN Renewal

Last updated: 2024-09-26 10:28:13

The Monthly Subscription VPN Gateway is a prepaid model. To avoid any impact on your
business due to overdue payment of the VPN Gateway, please renew your VPN Gateway in a
timely manner.

Directions

1. Login to the VPC console.
2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. On the "VPN Gateway" page, click More in the action column on the right side of the VPN
gateway instance you wish to renew > Renew.

4. In the pop—up renewal page, select the renewal period and click OK after confirming the
details.
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5. You can also click to enable the auto—-renewal mode. If your account balance is sufficient,
it will automatically renew for one month.
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Switching from Annual and Monthly
Subscription to Pay—as—You—-Go

Last updated: 2024-09-26 10:28:41

Annual and monthly subscriptions are suitable for scenarios with stable bandwidth, while pay—
as—-you—go is more suitable for scenarios with significant bandwidth fluctuations. If you wish to
change the billing mode to metered billing, refer to the following steps.

Must-Knows

Only the annual and monthly subscription billing mode can be converted to pay—as-you-
go. Once switched to pay—as—-you—go, it cannot revert back to the annual and monthly
subscription billing mode.

The conversion from annual and monthly subscription to pay—as—you—go will take effect
after the current gateway expires.

Operation Steps

1. Loginto the VPC console.
2. Click VPN Connections > VPN Gateway in the left directory to enter the admin page.

3. On the "VPN Gateway" management page, click more in the operation column on the right
side of the VPN Gateway that needs to be switched to pay—as—you—go > Switch to Pay—-as-
You-Go.
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4. Please carefully read the following notes. After confirming that everything is correct, click
OK to complete the operation.
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Binding an Anti-DDoS Instance

Last updated: 2024-09-26 10:29:00

Anti-DDoS New Version

For configuration guidance on the new version of Anti-DDoS, please refer to DDoS Protection
Pack.

Anti—-DDoS Legacy Version

1. Loginto Anti-DDoS Management Console, select Legacy > Anti—-DDoS Pro > Asset List,
and choose the region.

If your Anti-DDoS Pro instance is a single IP instance, select the Single IP instance tab.
If your Anti—-DDoS Pro instance is a shared package, select the Shared package tab.

2. Find the Anti—-DDoS Pro instance you need to bind in the list, click Bind Device in the action
column of that instance.

3. In the pop—-up box, select the type of associated device and the associated machine.
Choose VPN Gateway as the associated device type and select the VPN gateway you need
to associate from the list.

4. After selecting, click OK.
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Configuring Alarm Policies
Setting Alarms

Last updated: 2024-09-26 10:29:38

You can customize traffic alarms for VPN connections. When a metric value exceeds its
threshold, alarm notifications are sent to you automatically via email and SMS. Alarm services
are free of charge, helping you quickly locate problems.

Operation Steps

1. Loginto TCOP Console.

2. Click Alert Management > Policy Management in the left-side menu to enter the
management page, then click New Policy.

3. Fill in the alarm policy name, choose the policy type as VPC > VPN Tunnel, select Alert
Object, set the Trigger Condition, then click Next: Configure Alarm Notification.
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Configura ¢ If you select the instance group, the alarm policy will
tion be associated with the selected instance group.

« If you select all objects, the alarm policy will be
associated with all instances under the current
account.

An alarm trigger condition is a semantic condition
composed of metrics, comparative relationship,
threshold, statistical granularity, and lasting N
monitoring data points.

You can set the metrics and event alert trigger

Trlgg.et.' conditions according to your business needs,

Condition . . .. .
configuring alert metrics, statistical granularity, alert
thresholds, alert classification, and alert frequency. You
can also directly use the trigger condition templates and
predefined trigger conditions. Refer to Configure Alarm
Trigger Condition.

Alarm . . e
e Using Support selecting system preset notification templates
Notificatio i S
N alarm and user—defined notification templates. Each alarm
. notification policy can bind up to three notification templates. Refer
Configura e
tion template to Alarm Notification.

4. On the Configure Alarm Notification page, select Notification Template, then click Finish

5. View alarm information
When the alarm condition is triggered, you will receive an alarm notification through the
selected alert channels (SMS/Email/WeChat, etc.). You can also click Alert History in the
left-side menu to view. For more alarm-related information, refer to Alarm Configuration.
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Viewing Monitoring Data

Last updated: 2024-09-26 10:30:01

With VPN tunnels and VPN gateways, you can view monitoring data, and quickly locate
failures if they occur. The monitoring service is free of additional charges.

VPN Gateway

1. Log in to the VPC console.
2. Click VPN Connections in the left navigation bar > VPN Gateway.

3. Select the region and VPC, click :li in the VPN Gateway monitoring column you want to

view in the list to see the monitoring data. You can also click the gateway ID to enter the
details page and view it on the SNAT Monitoring tab.

VPN Tunnel

1. Log in to the VPC console.
2. Click VPN Connections in the left navigation bar > VPN Tunnel.

3. Select the region and VPC, click :li in the VPN Tunnel monitoring column you want to view

in the list to see the monitoring data.

Reference

VPN Gateway Monitoring Metrics
VPN Tunnel Monitoring Metrics
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