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O BHS

API 3t
L

EIEE#ATE: 2025-04-17 01:21:26

8 23 xR

AfAdiE: 2025-04-17 01:21:23
FRRGEETUTRA:
MECHRINE,.

fgeizn:

» GetServiceStatus
o FRiEHE: ExclusiveHSMList

FEEIRLEN:
* ExclusiveHSM

8 22 R

A7AdiE: 2025-03-14 01:19:50
FRRGEETUTRA:
MECHRINE,.

fgegzn:

* GetServiceStatus

o & CmkUserCount, CmkLimit

B2 XE®

A7AdiE: 2024-11-06 01:46:44
RREHAETUTHE:
BEEHHIX.

IR :

« KeyMetadata

o F#iERLR: RotateDays, LastRotateTime

820 X&%H

&AdiE: 2023-04-28 01:28:18
RREHEAETUTHE:
BEEHHIX.

sriEEn:

¢ PostQuantumCryptoDecrypt
¢ PostQuantumCryptoEncrypt
¢ PostQuantumCryptoSign

« PostQuantumCryptoVerify

B19X%®

&A7AdiE: 2023-03-03 01:26:52
FREBBETUTHS:

IRIRERE: BR=ITE (1bF) BRSEAE

FHEERS
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https://cloud.tencent.com/document/api/573/34417
https://cloud.tencent.com/document/api/573/34431#ExclusiveHSM
https://cloud.tencent.com/document/api/573/34417
https://cloud.tencent.com/document/api/573/34431#KeyMetadata
https://cloud.tencent.com/document/api/573/90742
https://cloud.tencent.com/document/api/573/90741
https://cloud.tencent.com/document/api/573/90740
https://cloud.tencent.com/document/api/573/90739

@ AT TASERG

MECHRIE.
fgeizn:

» GetServiceStatus
o FiEHZ: Subscriptioninfo

B 18 X&H®

AfAEdiE: 2022-12-1310:37:12
FREHEETIUTHS:
BEEAIH.

RO

- EnableKeyRotation
o ¥MEAZ: RotateDays

8|17 X&H®

&7%AdiE: 2022-05-3106:13:25
RREHAETUTHE:
BEEHHIX.

feasgEn:

« CreateKey
o FBAZ: HsmClusterld
o FiigHE: HsmClusterld
» GetServiceStatus
o ¥gHE: ExclusiveVSMEnabled, ExclusiveHSMEnabled
« ListKeyDetail
o ¥MBAZ: HsmClusterld
e ListKeys
o ¥EAS: HsmClusterld
(SR EREEN

« KeyMetadata
o HiERLR: HsmClusterld

816 xRk

#7EHE: 2021-12-23 08:12:09
KREHEETIUTRA:
MECHIINHE,

E5¢:{m

» Decrypt

o FiBAZ: EncryptionPublicKey, EncryptionAlgorithm
« GenerateDataKey

o ¥MBAZ: EncryptionPublicKey, EncryptionAlgorithm

B{15 X8R

#7EHE): 2021-01-15 08:04:59
KREHEETIUTHA:
MECHRINE,

IRIRERE: BR=ITE (1bF) BRSEAE 556 #£218m


https://cloud.tencent.com/document/api/573/34417
https://cloud.tencent.com/document/api/573/34422
https://cloud.tencent.com/document/api/573/34430
https://cloud.tencent.com/document/api/573/34417
https://cloud.tencent.com/document/api/573/34416
https://cloud.tencent.com/document/api/573/34415
https://cloud.tencent.com/document/api/573/34431#KeyMetadata
https://cloud.tencent.com/document/api/573/34429
https://cloud.tencent.com/document/api/573/34419

O BHS

gk

« SignByAsymmetricKey

« VerifyByAsymmetricKey
&psEn:

« ListAlgorithms
o FiEHE: AsymmetricSignVerifyAlgorithms

B14 X%

#7584 2020-10-29 08:04:45
FREHEETIUTHE:
BEEAEH.

e

« GetServiceStatus

o #fiEHS: UserlLevel, ProExpireTime, ProRenewFlag, ProResourceld

813 xR

A%ltiE: 2020—-09-01 08:04:17
FREBEETIUTHE:
BEEARH,

SR

« ArchiveKey
« CancelKeyArchive

812 xR

A7AdiE: 2020-08-25 08:05:11
FREBEETIUTHE:
BEEAIH,

S

* GetRegions

BN XE®

A#AdiE: 2020-08-17 08:13:41

AREGEETUTHA:

MECHEIINE,

enEn:

» DescribeWhiteBoxKeyDetails
o ¥MBAZ: Offset, Limit, TagFilters
o FigHE: TotalCount

« ListKeyDetail
o FiBAZ: TagFilters

B EEEN

« TagFilter

e iRt :

IRIRERE: BR=ITE (1bF) BRSEAE

FHEERS

587 £218m


https://cloud.tencent.com/document/api/573/52065
https://cloud.tencent.com/document/api/573/52064
https://cloud.tencent.com/document/api/573/42143
https://cloud.tencent.com/document/api/573/34417
https://cloud.tencent.com/document/api/573/47985
https://cloud.tencent.com/document/api/573/47984
https://cloud.tencent.com/document/api/573/47795
https://cloud.tencent.com/document/api/573/43439
https://cloud.tencent.com/document/api/573/34416
https://cloud.tencent.com/document/api/573/34431#TagFilter

CSE)HEinE THFERS

« WhiteboxKeylnfo
o ¥R DeviceFingerprintBind

$10 X&®

&RfAtiE: 2020-07-28 08:12:44
FRRHBEETUTRSA:
MECHRINE,

FRigEO:

« BindCloudResource
« UnbindCloudResource

B9 RER

A%ltiE: 2020-06-29 08:12:11
FREHEETIUTHE:
BEEAEIH.

s

« DescribeWhiteBoxDeviceFingerprints
« OverwriteWhiteBoxDeviceFingerprints

FRIEEIES:

« DeviceFingerprint

B8 R&Rf

A7AdiE: 2020-06-03 08:12:31
FREHEETIUTHE:
BEEAIH.

e

« CreateKey

o ¥EAS: Tags

o FfiEHE: TagCode, TagMsg
« CreateWhiteBoxKey

o ¥MBAS: Tags

o #iBHS: TagCode, TagMsg
ESIREN:

 Tag

BT RE®

£THIE: 2020-04-27 08:11:13
RREHESTUTHE:
BEEAHX.

e

+ KeyMetadata

o ¥ERLR: Resourceld
« WhiteboxKeylnfo

o ¥ERKR: Resourceld

IRIRERE: BR=ITE (1bF) BRSEAE $£8 #218m)


https://cloud.tencent.com/document/api/573/34431#WhiteboxKeyInfo
https://cloud.tencent.com/document/api/573/46918
https://cloud.tencent.com/document/api/573/46917
https://cloud.tencent.com/document/api/573/45806
https://cloud.tencent.com/document/api/573/45805
https://cloud.tencent.com/document/api/573/34431#DeviceFingerprint
https://cloud.tencent.com/document/api/573/34430
https://cloud.tencent.com/document/api/573/43443
https://cloud.tencent.com/document/api/573/34431#Tag
https://cloud.tencent.com/document/api/573/34431#KeyMetadata
https://cloud.tencent.com/document/api/573/34431#WhiteboxKeyInfo

® H% \,EHE FHEERS

58 6 X&®H

ZfAtiE: 2020-04-15 08:11:54
FREHEETIUTRE:
CETSET R

migEO:

« CreateWhiteBoxKey

« DeleteWhiteBoxKey

« DescribeWhiteBoxDecryptKey
« DescribeWhiteBoxKey

» DescribeWhiteBoxKeyDetails
» DescribeWhiteBoxServiceStatus
« DisableWhiteBoxKey

» DisableWhiteBoxKeys

» EnableWhiteBoxKey

« EnableWhiteBoxKeys

« EncryptByWhiteBox

FIBERLSE:

« WhiteboxKeylnfo

B5R&®

#75EHE): 2020-03-12 07:59:55
RREHEETIUTRA:
MECHRINE,

higEO:

* AsymmetricRsaDecrypt
* AsymmetricSm2Decrypt
« GetPublicKey
« ListAlgorithms

ez
« ListKeyDetail

o FiEAZ: KeyUsage
IS ERASA:

« Algorithminfo

BARES

A%ltiE: 2019-10-28 15:55:31
FREHEETIUTHE:
BEEAEIH.

s

« GenerateRandom

B3IXE®

&A7AEdiE: 2019-10-17 19:17:56
FREBBETUTHS:

IRIFRE: BR=ItE (It ) BRSEATF 589 #218m


https://cloud.tencent.com/document/api/573/43443
https://cloud.tencent.com/document/api/573/43442
https://cloud.tencent.com/document/api/573/43441
https://cloud.tencent.com/document/api/573/43440
https://cloud.tencent.com/document/api/573/43439
https://cloud.tencent.com/document/api/573/43438
https://cloud.tencent.com/document/api/573/43437
https://cloud.tencent.com/document/api/573/43436
https://cloud.tencent.com/document/api/573/43435
https://cloud.tencent.com/document/api/573/43434
https://cloud.tencent.com/document/api/573/43433
https://cloud.tencent.com/document/api/573/34431#WhiteboxKeyInfo
https://cloud.tencent.com/document/api/573/42142
https://cloud.tencent.com/document/api/573/42141
https://cloud.tencent.com/document/api/573/42140
https://cloud.tencent.com/document/api/573/42143
https://cloud.tencent.com/document/api/573/34416
https://cloud.tencent.com/document/api/573/34431#AlgorithmInfo
https://cloud.tencent.com/document/api/573/38693

CSE)H%inE THFERS

MECHRIE.
FigEO:

« DeletelmportedKeyMaterial
* GetParametersForimport
» ImportKeyMaterial

eoiEn:
 ListKeyDetail

o ¥EAZ: Origin
(P EHRE:

+ KeyMetadata
o ¥MEMR: Origin, ValidTo

B2.RH

A%btiE: 2019-07-04 17:15:14
KRRHBEETUTRS:
MECHRINE,

igEEO:

« CancelKeyDeletion
« ScheduleKeyDeletion

feegizn:

» GetServiceStatus
o ¥REHE: InvalidType

EesERaEta

+ KeyMetadata
o ¥BM&A: DeletionDate

B1RE®

&ZAdiE: 2019-04-2517:03:55
FREHEETIUTRE:
BEEAM.

g

« CreateKey

» Decrypt

» DescribeKey

« DescribeKeys

« DisableKey

« DisableKeyRotation
« DisableKeys

« EnableKey

« EnableKeyRotation
- EnableKeys

* Encrypt

* GenerateDataKey
» GetKeyRotationStatus
« GetServiceStatus

« ListKeyDetail

IRIFRE: BR=ItE (It ) BRSEATF ££10 #2183,


https://cloud.tencent.com/document/api/573/38498
https://cloud.tencent.com/document/api/573/38497
https://cloud.tencent.com/document/api/573/38496
https://cloud.tencent.com/document/api/573/34416
https://cloud.tencent.com/document/api/573/34431#KeyMetadata
https://cloud.tencent.com/document/api/573/35986
https://cloud.tencent.com/document/api/573/35985
https://cloud.tencent.com/document/api/573/34417
https://cloud.tencent.com/document/api/573/34431#KeyMetadata
https://cloud.tencent.com/document/api/573/34430
https://cloud.tencent.com/document/api/573/34429
https://cloud.tencent.com/document/api/573/34428
https://cloud.tencent.com/document/api/573/34427
https://cloud.tencent.com/document/api/573/34426
https://cloud.tencent.com/document/api/573/34425
https://cloud.tencent.com/document/api/573/34424
https://cloud.tencent.com/document/api/573/34423
https://cloud.tencent.com/document/api/573/34422
https://cloud.tencent.com/document/api/573/34421
https://cloud.tencent.com/document/api/573/34420
https://cloud.tencent.com/document/api/573/34419
https://cloud.tencent.com/document/api/573/34418
https://cloud.tencent.com/document/api/573/34417
https://cloud.tencent.com/document/api/573/34416

@ ﬁﬁfﬂﬁ TRSERSR

« ListKeys

¢ ReEncrypt

» UpdateAlias

« UpdateKeyDescription

iBEURGS

* Key
« KeyMetadata

IRIRERE: BR=ITE (1bF) BRSEAE $£114218%)


https://cloud.tencent.com/document/api/573/34415
https://cloud.tencent.com/document/api/573/34414
https://cloud.tencent.com/document/api/573/34413
https://cloud.tencent.com/document/api/573/34412
https://cloud.tencent.com/document/api/573/34431#Key
https://cloud.tencent.com/document/api/573/34431#KeyMetadata

FHEERS

O BHS

0y

IEEEFRATE: 2025-04-25 01:40:52

o=
5 JE;

BR=EREERS (Key Management Service ) 2—HURIPHIEREALZSMERRS, FHIZRS, THRENIZNSERBREESREN, BRSHERIER
SHRTH, EEUNEETETHREPNFR.

EE:

- AEDERPEERF APEROYARIN API 3.0 &0, RESRASERGBXNEEMBSELETER . BIRIZUESEERRH APIS.0 &0,

IRIFRE: BR=IE (16F) BREEAR 12 #218%,



O BAT

API H#E5S

EIEEHASE: 2024-08-02 01:47:39

IERESEEO

EOSH
AsymmetricRsaDecrypt
AsymmetricSm2Decrypt
GetPublickey
PostQuantumCryptoSign
PostQuantumCryptoVerify
SignByAsymmetricKey

VerifyByAsymmetricKey

BESEHEXED

EOSM

CreateWhiteBoxKey
DeleteWhiteBoxKey
DescribeWhiteBoxDecryptKey
DescribeWhiteBoxDeviceFingerprints
DescribeWhiteBoxKey
DescribeWhiteBoxKeyDetails
DescribeWhiteBoxServiceStatus
DisableWhiteBoxKey
DisableWhiteBoxKeys
EnableWhiteBoxKey
EnableWhiteBoxKeys
EncryptByWhiteBox

OverwriteWhiteBoxDeviceFingerprints

ERExEEn

BEOSm

ArchiveKey
BindCloudResource
CancelKeyArchive
CancelKeyDeletion
CreateKey

Decrypt

DeletelmportedKeyMaterial

IRIFRE: BR=ItE (Ib5R) BRSEAR

#ORE
EXITREARSARS
AEXIFRBAS M2MEE
IREVAERIFREREARIREA
REFEBEEER
FREFEBERRE
o3

RIFER

#®OhaE

elfEd= s

MR =58
REASHZEN
REUEERBRIREIENGIER
BTREEERNER
REAE®BSIR
REASRBRIZIRES

HEZRESEHA
ERAE%H
HEEREE®N
ERRSHBHTINE
EEEERPIIRERENER

#O1hae

BRI
HEFHNEmBROERXR
BHERAYTS

EUHCMKit UM R{E
BlEERA

RE

MRS B9 AAR

STERIRE (R/A)

200

200

100

20

20

100

100

SRR (%)
100
200
200
100
200
100
200
200
200
200
200
100

100

SRR (R/E)
100
100
100
100
100
300

100

EREERS

13 #218%,


https://cloud.tencent.com/document/api/573/42142
https://cloud.tencent.com/document/api/573/42141
https://cloud.tencent.com/document/api/573/42140
https://cloud.tencent.com/document/api/573/90740
https://cloud.tencent.com/document/api/573/90739
https://cloud.tencent.com/document/api/573/52065
https://cloud.tencent.com/document/api/573/52064
https://cloud.tencent.com/document/api/573/43443
https://cloud.tencent.com/document/api/573/43442
https://cloud.tencent.com/document/api/573/43441
https://cloud.tencent.com/document/api/573/45806
https://cloud.tencent.com/document/api/573/43440
https://cloud.tencent.com/document/api/573/43439
https://cloud.tencent.com/document/api/573/43438
https://cloud.tencent.com/document/api/573/43437
https://cloud.tencent.com/document/api/573/43436
https://cloud.tencent.com/document/api/573/43435
https://cloud.tencent.com/document/api/573/43434
https://cloud.tencent.com/document/api/573/43433
https://cloud.tencent.com/document/api/573/45805
https://cloud.tencent.com/document/api/573/47985
https://cloud.tencent.com/document/api/573/46918
https://cloud.tencent.com/document/api/573/47984
https://cloud.tencent.com/document/api/573/35986
https://cloud.tencent.com/document/api/573/34430
https://cloud.tencent.com/document/api/573/34429
https://cloud.tencent.com/document/api/573/38498

O BAT

BEOSm

DescribeKey
DescribeKeys
DisableKey
DisableKeyRotation
DisableKeys

EnableKey
EnableKeyRotation
EnableKeys

Encrypt
GenerateDataKey
GenerateRandom
GetKeyRotationStatus
GetParametersForimport
GetRegions
GetServiceStatus
ImportKeyMaterial
ListAlgorithms
ListKeyDetail

ListKeys
PostQuantumCryptoDecrypt
PostQuantumCryptoEncrypt
ReEncrypt
ScheduleKeyDeletion
UnbindCloudResource
UpdateAlias

UpdateKeyDescription

D EE:

M LSRR OSRERIRBISRED arT + AN + FWS , BXIRTESHPSE: AP STEIRFRA

IRIFRE: BR=ItE (Ib5R) BRSEAR

#O1hae

IREVEZRARENL

RS ERBRELE

ERE®H

BTG

HEZREZN

BRE®A

FRERILE

HERNERH

bz

=308

FEtNEAERLEO
EiaRBRIIRIAS
RESAEZH (CMK) HESH
IREVA] LARRH KM SER S5 AOith i 512
BEifRSRS

SAZBRH

3t HEiRegionSF MBS
IRENEZRATIRIEE
IRENEZIRIIE
EEFEBELEES
EEFEBEENS

BRI

CMKit&ImpRizEDQ
BHCMKHZEIFAIXEEXR
5

(e ERBHRER

EREERS

STERBRE (KA )
100
100
100
100
100
100
100
100
300
100
150
100
100
100
100
100
100
100
100
20
20
100
100
100
100

100

14 #218%,


https://cloud.tencent.com/document/api/573/34428
https://cloud.tencent.com/document/api/573/34427
https://cloud.tencent.com/document/api/573/34426
https://cloud.tencent.com/document/api/573/34425
https://cloud.tencent.com/document/api/573/34424
https://cloud.tencent.com/document/api/573/34423
https://cloud.tencent.com/document/api/573/34422
https://cloud.tencent.com/document/api/573/34421
https://cloud.tencent.com/document/api/573/34420
https://cloud.tencent.com/document/api/573/34419
https://cloud.tencent.com/document/api/573/38693
https://cloud.tencent.com/document/api/573/34418
https://cloud.tencent.com/document/api/573/38497
https://cloud.tencent.com/document/api/573/47795
https://cloud.tencent.com/document/api/573/34417
https://cloud.tencent.com/document/api/573/38496
https://cloud.tencent.com/document/api/573/42143
https://cloud.tencent.com/document/api/573/34416
https://cloud.tencent.com/document/api/573/34415
https://cloud.tencent.com/document/api/573/90742
https://cloud.tencent.com/document/api/573/90741
https://cloud.tencent.com/document/api/573/34414
https://cloud.tencent.com/document/api/573/35985
https://cloud.tencent.com/document/api/573/46917
https://cloud.tencent.com/document/api/573/34413
https://cloud.tencent.com/document/api/573/34412
https://cloud.tencent.com/document/product/1278/109059

O BHS

AR
imREGH

mIEEFATE: 2025-05-21 01:22:50

1. BRS5itit

AP| SZISTHIEMIEIEN , AF-mEkiEttgiENE &5 kms.tencentcloudapi.com , tBZiFEE MG EZHIT, Flanr-MHibiEaisE7 kms.ap-
guangzhou.tencentcloudapi.com .

FHEERS

EEERRIEENGS . RIBAREONEFIRMEUS, SENFITEIRENEN RS EENRSEE. SINEMNERER, SEMBRTEIIMHRSESE, LRNEE

kms.ap—guangzhou.tencentcloudapi.com 2—#9,

R WRESURAOLS, BUUSEEIENS.

HR: HERE APl AR, HARARFREEEOXGRMARSNEE, FRSISHRIREERAAX/ARSESUSPER, BOSTNOBEREROXIEBASEH

P,
BRIz iR B 5IRD:

i

BTSN (%, RTSESRK)

fepgtthX (1M )
fFRMX (Ei§)
HFRWX (FBR)
ibiX (46=)
AR (FEER )
ARt (EK)
BEaX (PEEE)
WAKR (#nig)
TAFR (X )
TAFE (88)
TAFIE (BR)
AT (=)
EER (HSFEIL)
EEES (#8)
AEMR (ERT)

Bttt X (E=54E)

b7

kms.tencentcloudapi.com
kms.ap—-guangzhou.tencentcloudapi.com
kms.ap-shanghai.tencentcloudapi.com
kms.ap-nanjing.tencentcloudapi.com
kms.ap-beijing.tencentcloudapi.com
kms.ap-chengdu.tencentcloudapi.com
kms.ap-chonggqing.tencentcloudapi.com
kms.ap-hongkong.tencentcloudapi.com
kms.ap-singapore.tencentcloudapi.com
kms.ap-jakarta.tencentcloudapi.com
kms.ap-bangkok.tencentcloudapi.com
kms.ap-seoul.tencentcloudapi.com
kms.ap-tokyo.tencentcloudapi.com
kms.na-ashburn.tencentcloudapi.com
kms.na-siliconvalley.tencentcloudapi.com
kms.sa—saopaulo.tencentcloudapi.com

kms.eu-frankfurt.tencentcloudapi.com

R BFSHETHISMXERSTEEN, BlXhuSMRRSE (24284 Region hEMRitE) , RERREEFSMXIRNES, BIFH Region ithis

3.
SR
R (LisERt)

et (FRYIER)

2. iEfEhs

Sz API BIFFEEOBEE HTTPS #TBE, RESZSMNEREEE,

IRIFRE: BR=ItE (It ) BRSEATF

kms.ap-shanghai-fsi.tencentcloudapi.com

kms.ap-shenzhen-fsi.tencentcloudapi.com

5515 #218%)


https://cloud.tencent.com/document/product/304/2766

3. IBRBGE

S5H HTTP iBRAE:

« POST (%)

« GET

POST iEKZ#%09 Content-Type Z8Y:

- application/json (#7%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #%REMAEZZE v1 (HmacSHA1 5% HmacSHA256)
« multipart/form—-data ({X&p53#E0O%F) , YREAZERTRZE v3 (TC3-HMAC-SHA256) .

GET iSRIEREXNFSEI32KB, POST iEREREZSZE v (HmacSHA1. HmacSHA256 ) BIRGiEid1MB, POST iERERAEZAZE v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.

4. FEFRDG

9(ERA utr-8 RS,

IRIFRE: BR=IE (16F) BREEAR 5516 #218%)



® H% \.EHE EIEERSR

AQ
NS0

EIEE#ATE: 2025-05-16 01:42:33

N

AHSHRATIRAAFTIROESNSY, NEKE, EEMEORMIEPREXESHHTIHE, E@XERETERHRLESY, TRERRESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(EFRER5E v3 AHSE

EE7E v3 (BRIBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BERE, XIFEAMNERE, X POST JSON X, 14aE
BF—ERA, HEERZESAETHEES . RENBER E285i% v3.

FE HWFEEER, BoROMERRREIERNRESSE v1 GET iFXK, MAREREMESSIE v3.
ERESAE v3 B, AHSHFRHE—ME HTTP Header iSRkEH, INTFRAR:

SHEH e Bk
et st _  HTTPi&®sk: X-TC-Action. BIFEOSH. BESEROTHBASHS BT ARSY Action HIHE. FINE
ction N9 = pesemempisi®En, BES Describelnstances.
Redion strin ) HTTP i&Rksk: X-TC-Region. MHES%, FRIFARSIBEMESIRE, RESSEOXNTHASHSHETFA
o ing $#8% Region MU, 8 REEOFEEEEZSY, BOTAPSISIINNE, KEHEEESSBETREN.
Ti " Int - HTTP i&®ksk: X-TC-Timestamp. g UNIX iHiaZ, alicRA&ie AP iERA9ASE. Fian 1529223702, F&: W
imestamp neger = pspssmlEsEEsst, S3lESSTREE.
. _ L HTTPi&Rsk: X-TC-Version. {{E API fOBRA . ESEROIPASARSY Version Wi, FIISIRSSE
Version String =

BIERA 2017-03-12,

HTTP #REESHIMESLEBFER, FIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
Hr,

- TC3-HMAC-SHA256: ¥&7%i%, BrRIEERNZE;

- Credential: E£&EiE, AKID*** 2 Secretld; Date £ UTC tRRfiapy AL, BEZESMATLSE X-TC-
Timestamp &HAI UTC ingERTiEBEE—3; service BEGFRE, BEAESFE. Hl0, 53
cvm.tencentcloudapi.com EHE=RE R cvm. AF=REUEN kms; tc3_request BEIEFEMFE;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host J9utiELal;

- Signature: E&HE, ITEIEER XHE,

HO

Authorization  String

HTTP i&ksk: X-TC-Token, Bl Z2£FIEMRSS FRMAAIIGEIZLFEIEDRRY Token, (ERIFEZEIE Secretld 1
SecretKey KIEEZAIGIIZLEIEHRE TmpSecretld #1 TmpSecretKey, {ERKAZANFEEREIL Token F
E&.

iyl

Token String

HTTP i&ksk: X-TC-Language. IEEEMNERENIES, (XESEOZSHESE., BUE: zh-CN, en-US, zh-CN
BEHY, en-US iREZE,

iy

Language String

BigAPEEEE NS =IRS B LFIFIRDNET4, BEOSHREHRBE Offset=0, BREHE Limit=10, WEEREDEIFER URL., &R, ERERG)
mF:

HTTP GET i&RE&1a761:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 TANE L @UL=/ARIEID) = 25 oty i i iy s s i e il v i e iy s i v is e ir v 82 2 L =110=09/ evm/ Ee3_reeuest, Silgneckeace

ontent-type;host, Signature=5da7a33f6993f0614b047e5df4582db9%e9bpf4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded
Ho : cvm.te loudapi.com
X-TC-Action: Describelnstances
X-TC-Versio 2017=03=12
C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 17 #218%,


https://cloud.tencent.com/document/api/573/34407
https://cloud.tencent.com/document/api/573/34407
https://cloud.tencent.com/document/product/1312

O BAT

HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID** k&% %xxxkkkk4xxxkkkkkxxxxx*%/2018

ontent-type;host, Signature=58 0e06b5924a6f2b5d7d672d 15b13162d9
Content-Type: application/json
Host: cvm.tencentcloudapi.com
cribeInstances
2017-03-12
X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—-data ) iERE@TE (USEIEOE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA2

ontent-type;host, Signature=582c40 d7 @

Content-Type: multipart/form-data; boundary=58731222010402
t: cvm.tencentcloudapi.com

—TC-Action: DescribelInsta

X-TC-Timestamp: 1527672334

ap—-guangzhou

n: form-data; name="Offset"

form-data; name="Limit"

ERERSE VI B8

-05-30/cvm/tc3_request,

’

FEREERZE v (BISHE HmacSHA256 1 HmacSHA1) , AHSHEESR—HEIERER, TENRIERN

FHEERS

SignedHead

SignedHeaders

¥ Region BJi5A8.

, SElEESEHE

SR ESidl Wik iR
Acti . - BRERIEOSMR, ESZEOXEPFRNSHETXTAHSH Action RIREE, FIINZIRSSEMEDEFIFIRED,
ction String = . .
BYEH Describelnstances.
Region String _ i SE, ARMRFEIREMMESNEE. EOESHORRESZEONEPRASHAT
R REEOAREGRZSY, BOMEhESIBSEIRE, WHEEEEZSHBTaER.
) - A0 UNIX BSiE&, aici&E APl iERRATE . $/8011529223702, MR SHFIRTEEED
Timestamp Integer = -
Nonce Integer 2 FEHIEEEE, 5 Timestamp BX&iER, AFHIEEREE:,
. - £ =APIZE LHIBMTRRERAI Secretld, —1 Secretld Ri—H#Y SecretKey , M SecretKey SFRERK
Secretld String = . .
BERER Signature,
Signature String 2 BERER, ARBIEWXERIEEYE, FERPRESGFHEASEITEESE . BNTEEGZSR 340,

IRIFRE: BR=ItE (It ) BRSEATF

5518 #218%)


https://cloud.tencent.com/document/api/573/34408
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/573/34408

FHEERS

O BAS
SHEW £S5 Wik iR
Version String 2 RMERY API BIRRZS . BUESEEROXIEPAS2HSH Version BiREA. HIINZIRSZAIMRA 2017-03-12,

F&HN, Bk HmacSHA256 1 HmacSHA1. REIEERS% HmacSHA256 B, Z{ER

SignatureMethod  String a
Token String a
Language String a

HmacSHA256 &iXIEES, HittERI9ERA HmacSHAT IRIEES,

Bl Z2EIEIRSS AR RIGET R 2 EIEPAY Token, ERANTEEIE Secretld 1 SecretKey KIEERAIGIHEZEE
EFAY TmpSecretld 1 TmpSecretKey . {ERKIAZARAEEREL Token FE,

EEZEORERES, (NSoEOXSHSE . BUE: zh-CN, en-US, zh-CNBEHX, en-US iREHEX

EigAFEESTIAI MRAIZIRSS/LAIFIR, HiSREMEIRIER URL ., ERLEB. BERERHWT:

HTTP GET i&RE&1a75H1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstance

3 ignature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66

AR T D * * % o % o o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Host: cvm.tencentcloudapi.com

&SignatureMethod=HmacSHA256&Timestamp=15276723

2&Region=ap-guangzhou&Nonce=2

HTTP POST &R &G :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23

* %k

HbigsIsR

retId=AKID****x*xxkkkkkkkkkkkkkkkkkkkkkx*

FrEmFEENO Region FRETAEEINTERAT. MREAORZISZEPOREIE, WafEEOsEhamiig.

Hbigy

TAFE (88)
X (4b=)
ferttX (7M)
BEaX (PEEE)
TWAKR (¥ )
HFRWX (FBR)
TAFIE (BR)
#FRWX (Li§)
R ( LisER)
et (FRYIER)
TA%R (Hni )
TAFIE (FR=)
Bttt X (E=54E)

IRIFRE: BR=ItE (It ) BRSEATF

BE
ap—bangkok
ap-—beijing
ap—guangzhou
ap—hongkong
ap-jakarta
ap-nanjing
ap—seoul
ap-shanghai
ap-shanghai—fsi
ap-shenzhen-fsi
ap-singapore
ap—-tokyo

eu—frankfurt

5819 #218%)


https://cloud.tencent.com/document/product/1312

@ HE \_L:HE EIHEERS

ERAHIEV3

mIEEFATE: 2024-12-25 01:43:50

PITFSZiEiR T §&8757% v3 ESTE, BENESKRSEHSHAIERERIGAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NMELBEIMEAN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #5546, | RIREESMEOESHEMTE.

iRz APl S8 MERETHHWIE, ARFEEARLEE, SURENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIS REBR .

PHARHTES
ERBELTHRBRIER:

1. MIEERERSH
EZRFREREHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSECRITEIERNGHEE, FSERNIBFRENZGFERERI—IS, REFBN= AP RSH. BSHRS
ERWREIRSERSHARFNEEITEIAHE, HINIEERPIRHE. MRERNEN, BSBEBET—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, XIFEAMIER, XI5 JSON X, POST ERIISETHEM=FHH,
REE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZBRERL” 8L, EIEEZMRAN “AP1 3.0 FE v3” , AILMNERSZTEHITIE, WoTEERER SDK K18, HEER
BBz APl B2ERY 8 MERRRIEIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENEHR

+ Secretld: BFHRR APl ERESR, AILAERELIBFSE,
« SecretKey: ATFIGIE APl HEEMNSH, TLAEREELLRER,
- BRYATEEERSKIE, BRE, TUSERYFRE, NOHE, BUARAZRLREIE.

HRIERESTENRGTRIIT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFIARME.
3. =APIZ WA, $E [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST idK. 3FGETHIE, RZ#F Ccontent-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHHNYIE, json B e ASEIEOYZE, multipart BXREEEEO
X345, WAHZIEOAEEER json &§NEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5KRRIAX%F 32 KB LIBMERE .

TEUBRSHETA MREFFIRERFF, SERNMESEIMHEIRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRESFERE, SMEONSHEHFTER, FERLXMFIFIISEM

B Ut5h, RERRRTHSAHSEIEOBASE, APULMREXIFRERIEMSE, fl Language l Token 28% (7 HTTP L&R&HE, &N X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 5520 #218m;


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H% \,EHE FHEERS

{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok sk ko ok ok ok Kk ok ok K Kk Rk Kk Kk kR K mFEEErMEEEE
SB/EN “KHR” BWENRE, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credentie

application

v . tencentclouday

THFAREESITETRE,

1. BHERTEER S
AT IBEIBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET &K, WA URL HiEds (?) FENF
TFEBRA, FiEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZFRIBEETAEZRE) , FHE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—HNRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. &8 key #l value Zi—55pk/\S, HEEBETH, KR key:value\n 18z
2. B1E, BB key (/B ) B9 ASCI A THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBERM charset (B, MEEZFNREIFR
—, RBSFFEEEERILEY

S5ZELEMER, RIBLLRISREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type #1 host JusigEskEs
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. 84 key (/B ) 128 ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, MRfEIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, iHEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AR+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF 5§21 #218%)


https://tools.ietf.org/html/rfc3986

@ HE \_L:HE EIHEERS

FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANTZFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIAEIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1f£7£6e89887£1398934£064

2, PSR FEER
IR RS ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERAEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp L551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHHA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope BHRENANE, MEBEMA#S2E X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBNE
REE—H. WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBHIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMBTiEIEE X-TC-Timestamp i+&5%, HRIXH UTC+0, MEMAREFMXER, FINFE/N\K, SSHEXMGE LAMKD, EBR&=MER
WEKM, RiIgHEET 1551113065, FE4H/\KAAER 2019-02-26 00:44:25, {BRitH5FIM Date B UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp #R2AARZNE, BFRHRFZFONIREHEAZREMN, NRESEIESHNSELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84

IRIFRE: BR=ItE (It ) BRSEATF 5§22 #1218,



@ HE \_L:HE EIHEERS

3. it HER
1) HEIREEZHHE, BRBUT:

7 = MhkkhkkhkkhkkhkhkhkhkkhkhhkkhhkhkhhhhhhhkhhhhhkhhkhhkxxW
__SHA256 ("TC3" + SecretKey, Date)

HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREA SecretDate . SecretService Hl SecretSigning SIBHNEIRE, TS8R ITEHER, BHER T/ SHFIZFRITEINEES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRFEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WRahREEASH key 71, HESH data E5. BEIREERGSRETH
HIENENRENE, thATEESREHTENRIFAIH/ i EIENRIRENE, tERRRTHHIEN.

FEREM R

SecretKey JEHAHY Secretiey, Bl ## st xxttxrssssrtnsssstrssntrs,
Date B Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential F#Y Service FERIER . WRBIEUES cvm,

2) HHEES, hIREIT:

Signature = HexE e (HMAC_SHA256 (SecretSigning, StringTo

LERBRITEERR 1001a37a7301a02cal9%9a647ad722d5e43b4b3cf£309d421d85046093f6ab6cdf o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + '
dential="

edHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREM iR

Algorithm ERE/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SEANTERAY Secretld, B ARTD* * ko ik kkok ok k ok ok koo k ok ok ok 4Kk

CredentialScope BEX, SIEEE, WRFITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLEX, 25FXZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREITELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

REL LN, REIPSEIAES:

256 Credential=AKID****x*kxkkkkkkkkkkxkkkkkkkxkkx***x/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature=10bla37a7301a02cal%a647ad 5e43b4b3cff309d421d85b46093f6abbc4df

RARBIEARERNT:

IRIFRE: BR=ItE (It ) BRSEATF 5823 #218;



@ H% \.EHE EIEERSR

P https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****kxkkxkkkkkkkxkkkkkxkxkkxkkx*x/2019-02-25/cvm/tec
ontent-type;host;x-tc-action, Signature=10bla37a7301lal02calf%a647ad722d5e43b4b3cf£309d421

Content-Type: application/json; cha

ibeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAE HTTP &8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL—, ENREREST—BUEIR. TAETENLFERAR,
REMBEFHRXXLHE

SEET

EEPREA API 3.0 Y, #EFERRERNETZ SDK 3.0 , SDK HiRTERMITE, FRRRXTFFRIRUMEFEONT ., #MEESR SDK i, HEIIFHIRE
BEEH:

* Python

e Java

« PHP

. Go

* NodeJS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRER:

« Signature Demo

ATEEBMERERLE, TEMZRREES A, B LRSS RRREI, FERNES . ARNEOMSKEESNI LREZEEmE, ABRBEEaL
12, #FESEM, IRFRIEREER SDK.

Java

.nio.charset.Charset;

.nio.charset.StandardCharset
ecurity.M

.text.SimpleDateFormat;

.util.Date;

.util.TimeZone;

.util.TreeMap;

javax.c

javax.c

IRIFRE: BR=ItE (It ) BRSEATF 524 H218;


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
Spe = new (key, mac.getAlgorithm());

mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

x-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-action";
1, \"Filters\": [{\"Values\":
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg W) 8
g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;
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= algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
" + signedHeaders + ", " "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put ("At tion", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Ac on", action);

headers.put ("X-TC amp", timestamp) ;

headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

3uilde ()i
sb.append ("curl -X h ://") .append (host)
.append (" \"Auth on: ") .append(authorization) .append ("\"")
.append (" \"Co ype: application/json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append (payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("
service = "

host = "cvm.tencentcloudapi.co
endpoint https://" + host
region "ap-guangzhou"

action describelnstances"

"

version =

algorithm

timestamp =
date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5Eﬁﬁ "], "Name": "instance-name"}]}

n

http_request_method =
canonical_uri =

canonical_querystring =
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payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tcC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

"

credential_ scope + \n" +
hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_re

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint

"y

Authorization: '

+ authorization + '"'
json; cha
+ host + '"!'
' + action + '"!'
(timestamp) + '"'
ion: + version + '"'
Region: ' + region + '"'

+ payload + "'")
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

Func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;
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"{"Limit": 1, "Filte

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y-m

7

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;
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secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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1g SECRET_ID = Environment.GetEnvironmentVariable ("

1g SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

ring service =
ing endpoint
j region =
g action

j version =

DateTime date = new DateTime (I ( 1 0 DateTimeKind.Utc) .AddSeconds (15 113065) ;

1g requestPayload = "{\"Limit\": \"Filters\": \"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC ht 2/ / tencentc pi.com");
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

7) A
crypto. 'sha2 secret)

(message) . (encoding)

ion (messag € ing hex') {
nst hash = crypto. ('sha256")

urn hash. (message) . (encoding)

on
1st date new (timestamp *
1st year date.
st month = ('0' + (date.
1st day = ('0'" + date.

turn " S${year}-${month}
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)

T

curlcmd

yal

+ endpoint
"Authorization: + authorization + '"'

"Content-Type: application/json; cha

]

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC-Versi : ' + version + '"!'
X-TC-Region: ' + region + '"'
+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20] = {0};

sttime;
time (&§timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256) ;
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "% x", hash[i]);
NewString = NewString + buf;

}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill ('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service
string host =
string region =
string action =
string version
int64_t timestamp 51113065;

string date = get (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =

string canonicalQueryString = "";
string lower = action;

Sicels g (action.begin (), action.end(),
string canonicalHeaders = st

+ "host:" + host + "\n"

n

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{

string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date + "/" + service + "
string hashedCanonicalRequest = sha256

string stringToSign = algorithm + "

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = Hm 6 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2ques

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;
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>x (canonicalRequest) ;

n" + RequestTimestamp +

n" + credentialScope + "

stringToSign)) ;

+ hashedCanonicalRequest;
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string authorization = algorithm + " C " + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHea s=" + signedHeaders + g e=" + signature;

cout << authorization << endl;

https://" + host + "\n

+ authorization + "\"\

action + "\"\n"
" + RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% % >d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

intf (buf, cof (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsignec har* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;
tolse
HMAC_CTX_free (h);

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

vy (output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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char* version =
int64_t timestamp = 155
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
1st char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,

char value[100] = {0};

lowercase (action, value);

¢ (canonical_headers,

(canonical_headers,
har* signed_headers = "cont

har* payload = "{\"Limit\": 1, s\": \"Valu \": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
I “ (canonical_request, "%$s\n%s\n%s %S % $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, $d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
nsigned char k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc request"), k_signing, &output_len);

nsigned che k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signaturel]
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sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si d_headers signature);

printf ("%$s\n", authorization);

har curlcmd[1024

“ (curlcmd, "curl

host, authorization, host, action, request_timestamp, versi region,

intf ("%$s\n", curlcmd);

eturn 0;

RftsiEs

o Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMAEIRD, BRIELFEREE.
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AuthFailure.SignatureExpire EZIH, Timestamp SESFEWRIEROIFESEERSEIRD .

AuthFailure.SecretldNotFound BRREFE. FAEHAEERIARERER, ERLENTERHES TFH,
AuthFailure.SignatureFailure FRER, TRHERESITHER, AETIZEXMRENABTEFTS, LETHEEEN SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld ZHIEE (F=R= API BHER )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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BERFiE
EIEEHRATE: 2024-12-25 01:43:50

BEEGE VI GRS, BRIENZSUERFUNESSE v3, BEERESREE v3.

BENXRIERL, BiUER AP| Explorer iy “SZB4ERL” 8L, BEEBMRAA “AP13.0 B8 v1” , ERERZTIEHTIRIE, FEETHOREESSHZZIT, tb
AJEIZER SDK {13, HEFFEREN= API BEEER 8 MENNRIZES SDK, BEHRTEZMGKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##E#=(EH APl Explorer <> SEKiEi

fZE L@ APl Explorer B9 [ #2546, | RIREESMEOEZMEMIE.

Bz APl XS MARIERBTRAKIE, ENEREEEEAHBERSHPEEERIER (Signature ) ASIEERESH .
ESERHRETIEEN, Z2FIEEE Secretld 7l Secretkey; ERFERERERIE, ErIE ZAPIZARHE BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ API 281, i#RIE = AP| ZHHRHE BiERLEIE.
RLFIEAE Secretld #l SecretKey:

« Secretld BFRiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SZIRIGIEXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEFSBINT:

1. BR BA=EEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =0 WM, gF [ #BE% | BIaLAeIE—3S Secretld/SecretKey,

TR 81 KSRSALUAER Secretld/SecretKey,

2. EREEEHR
BTXREEIE Secretld 1 SecretKey 5, MAILEREZRT . UITRERERGE v EREZBRFMETE:
{BRig PRI Secretld #1 SecretKey S3EI2:

o Secretld: R TID* % x %k ko ko sk ok sk ok ok sk ok k ok ok ok k ok ok ok ok Kok kK

. SecretKey: Kk khkkhk Ak khkhhkhhhkhkhkhkhkkh Kk &k **

R RERETH, SREAFXGRIEN Secretld fl SecretKey i#{TREHRE!
LA=BRSSEEEELHIFIZE ( Describelnstances ) iEKkA%l, HAFRARX—EOR, HiERSHATHENT:

SHEW 2574 sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %k &% ko k% ko &k ok K% kK& %k A%k
Timestamp EEILR[EIFE 1465185768

Nonce BEANIEZEE 11886

Region SEGIFRTERX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit BRASIFES 20
Version EOREKS 2017-03-12

IRIRERE: BR=ITE (1bF) BRSEAE

843 #218;


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE \_L:HE EIHEERS

BREARTTHSAHSHHROBASY, APALREZIRERERIEMSE, fli Language 1 Token 2354,

21. HBNHF

BAMNAEERSHIRSHENTHR ( ASCI ) AFHF, 52 1) RESHSHTHIE, SRERSYNEIT, FS5LEXD; 2) & ASCIIBEEXD, 1
Instancelds.2 ZHE Instancelds.12 [, FRIEFEER, BFARERE. ARALMEMREES PRIEXHIFREREIX—I0EE, W0 PHP a9 ksort B%. Lk
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(ID'&.k'kk'kk'kk'kk'kk'kk'kk'k*'k*'k*'k*'kk'kk'kk'kk',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRF IR

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENLE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEH A
Action=Describelnstances .

R “S8E” HRMEMIE url KEENE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&InstanceIds.0=ins-09« 886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ******

KKK KK KKK KKK I KKK KKK KR X x* kg Timestamp

2.3, HESERIXF =

IS RE RN ERENF T H
BREXFHFREUTLSEIGR:

1. iEKFiE: X5 POST #1 GET A=, XE(ER GET 5K, EEAZEAEKXE,

2. i5REN:BEELAIFIFR(Describelnstances)iJiEkE&ZH: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, #0NSIEORE,
3. IERIER: HAIRA=APIREKRIEZEER / -

4. BRFHFHR: B E—SERINEKRFFHR,

BEFERRIFHENNT: ERBGE + BHREN HEREE + » + BRFHFE
THIRBHEER )

entcloudapi.com/?Action=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—gu

STEENE IL@ISANRILID) % B e o i ey el iy B el ey B iy e i el s v ey B el e B iy e i e S Gl @ S ano=iL A 6D L Q) sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHA1 B3 E—S iR SMER RN FHRHITES, REBEMNZEZRER Baseb4 #1THRID, BIARSRENIESZR,

BHEHEWT, M PHP ESH5):

SsecretKey = "HFAEE XK I AKX K I KA KKK I KA KKK I AKX KA

.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ * k& xkkdkxddkdkxhhkrxhkhxrksxx*gTimestamp=1465185 sion=2017-03-12";

IRIFRE: BR=ItE (It ) BRSEATF 5844 H218]



@ HE \_L:HE EIHEERS

4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRESHEN:

TRAM2x fNMO9EiVTINmPg06

EREEERRIHESHARN, A LERAIPHEETEREIE, SRINERRSHFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL RS,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSHE (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EBiSATFERRERNER URL,

R WERAPRERG AR GET, S&iERGEN POST [ Content-Type % application/x-www-form—-urlencoded, W&EXiERISFAEERSHAEIIT
Eff URL &8, SHEN=-FSABERHD. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: FURRISNREESENIAES2%IET urlencode, EXWEAT, MABENESHHT URL BT, HWMX URL KHRSSBESLK.

R Hfti2SEEEEHTRG, HERA RFC 3986, (5 %XY MFHFHPILRFHITES ARG, Hp X7 7 “¥* B+ #HFHF (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEVAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEWIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (F=2= API BH%E )

5. VAT

TESEFREF API 3.0 BY, #HEFFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZEHEFZORNR ., #REESRK SDK i, HEstshmz
EEA:

« Python

« Java

« PHP

« Go

* NodeJdS

« NET

o« C++

* Ruby

THEHRHT FRE~RIEMES demo, EHLMKIRINARESEEZRIERN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREASIN, BERES . RRNEOMSHNIERIA LrEZIRE, ABRJIREEST
2, HrE&ERE, EHhARIERE[ER SDK .

REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

IRIFRE: BR=ItE (It ) BRSEATF 5545 $218]


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

@ %‘fﬂﬁ FHEERS

guangzhou&Secret IA=AKID* **¥ ¥ * Xk xkkkdkkkxkkxhhxkxxkxk*x*gSignature=7RAM2xfNMOIEIVTNMPg06MRNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, MEaSthFAERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEIGER: ERidH. HTES
PAEEIREIR url , BEEMREIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRASR, FRFEES, EER—ESERNTEEIN url FTRERERFR, FMASHNIRFETRE, BXHFZINERE. IBFRESHEEHNE, BESIHE
IEtRBIES,

FE: UTREMRERT API 3.0, FRtERATHEMNESIRE, BARAISEIRXETE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;
java.util.TreeMap;
javax.crypto.Mac;

rt javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

t String (& g 8, & g k e E 1) ows Exception {
Mac.getInstance (method) ;
KeySpe = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString() .substring (0, url.length() - 1);

i (Strin : throws Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId System.getenv ("TENCENTCLOUD_SECRET

IRIFRE: BRzITE (165 ) BRSEAS 5546 $218]




FHEERS

params.put ("Ac o, describeInstances");
params.put ("Versio 2017-03-12") ;
params.put ("Rec

params.put ("

params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHAL1l"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 KiERiE T, BESRE requests IKHi8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params)
n s + query_str
(key, s, =thod) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS 47 1218,




FHEERS

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := os.Getenv ("TENCENTCLOUD

ylstring{

guangzhou",

secretId,

anceIds. O

"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, 1
1ge params {

end (keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString ("="
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)

IRIFRE: BRzITE (165 ) BRSEAS 5548 #218]




FHEERS

hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv (" TEN(

= getenv ("T
["Nonce"] = 1

["Timestamp"]

ion"] = "Describelnstances
["InstanceIds.O0"]

["Limit"] =

= substr ( ( =) g

= base64_encode (hash_hmac ("

.PHP_EOL;

secret_id = ENV["TENC

IRIFRE: BRzITE (165 ) BRSEAS 5549 $218]




FHEERS

secret_key = ENV["TENCENTCLO

method = 'GET'
Ve

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;

IRIFRE: BRzITE (165 ) BRSEAS $550 #218]
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retStr += requestHost;
retStr += requestPath;
retStr += "2";

1g

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

amp", RequestTimestamp.ToString());

n

version) ;

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥
}

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}

IRIFRE: BR=ItE (It ) BRSEATF 5551 #218%)
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)

IRIFRE: BRzITE (165 ) BRSEAS 5552 H218;
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params [ 'Signa e' , strSign)

IRIFRE: BR=ItE (It ) BRSEATF 5553 #218;



@ HE \_L:HE EIHEERS

A1 =+
IR[EIEER
EIEEHATE: 2024-03-12 01:37:15

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 2T, WXERIRE],

+ Requestld BF—1 APl iEREIE—RR, MR API HIRE, AILIBR Bi=E0E ok 2328, FHRMIZ ID RERITE,

- BTYEENFEIN, HREUAERMEOENHFE, FEMNEOMEENHFESMIEOXEPRHEN . FIHE TotalCount 1 InstanceStatusSet #8973
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

« Error BIEMRREZISKARKLY .. Error FEHEREREY Code 1 Message FERERAREXMAT 24 ERER

« Code RTEFHEMNEIRG, HiEKEENTUSGIRBZEREEALEREINLNFHEONMAEREIIREAERYRFERFERLG R
+ Message Bt TRMERRENEAKERE, FEEWSRELAFRML, BNATTRSEEFMSTEREH, ARFRKEXMNEEIE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.

IRIFRE: BR=ItE (It ) BRSEATF 5554 #218]


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ ﬁﬁfﬂﬁ TRSERSR

i

#<E

IEEEFRATE: 2022-08-10 06:38:17

-\

8
Z

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

String: Z&F$,

Integer: BE, FIRATHS64AMEH, SDK 3.0 FAREESHISHLELERER, BNIFMERARFEESHRAEREN, Hi0 colang B uint6d,

Boolean: #/REL,

Float: ZmE,

» Double: IUSEF=E,

Date: F#&, HEEN, flwn: 2022-01-01.

Timestamp: F&F&, AFiEHE. $l: 2022-01-01 00:00:00,

» Timestamp ISO8601: 1SO 8601 EHEFMFHMAL (International Organization for Standardization, 1SO ) &#%HI¥FHEFNRHEERHEFFRE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: ZTi#HIRE, EELMSENERINGER

.

IRIRERE: BR=ITE (1bF) BRSEAE 5555 #218;


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BHS

ZiRAxXEO
[EEZREAER

IEEFATE: 2025-04-25 01:40:47

1. gEOE

EOiSRESZ: kms.tencentcloudapi.com .

ZEORTHEENcmKESHERER . JWFLFPendingDeleteXZEHICMKEELLENL

BROIAMZOERIREEIRE]: 1000K/8

= (ER API Explorer

iR
AHSH, XEOBYE: UpdateKeyDescription,

H#H5%, FMEOME: 2019-01-18,

>

o

AHSE, FRFERSF iEFE,

\

RYEERER , RAZIF1024FT
~fE: NewDescription

FEEMEAEEHICMK ID
BIE: 23e80852-1e38-11€9-b129-5cb9019b4b01

2. 8\2¥
UTFERSHIIFRNFIE TIEROBSRSHEMBO RS, REQAHSHIIRT AHiEkeH,
SHEWR Wik E5:)
Action = String
Version 2 String
Region =3 String
Description =3 String
Keyld = String
3. miia¥

SHEW ESid R

Requestld  StriNg g0 mimeimsiit Requestids
4, 5l
=N EMEREERER R

HEERICMKIESUIHIAER

BATH

https://kms.tencentcloudapi.com/?Action=UpdateKeyDescription

80852-1e38-11e9-b129-5cb9019b4b01

"1b580852—

"RequestId":

IRIFRE: BR=ItE (It ) BRSEATF

FHEERS

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

—i5K ID, HIRSIKER, SXERBSER (HEREEMEERRLERERSR, WiZXERFLIRE Requestld ) o ELTHAIE

5556 #218;


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=UpdateKeyDescription

O BHS

FHEERS

5. FRERR

A= APl £&
Bz API & B&E API 3. $8i%63. APl Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRARER, HEMERSIESHRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. $HiRE

IR T O S5BIREXAEIRID, EthiEiRDiER AHEIRE,

$HiIRED

InternalError

InvalidParameter
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

R

PIEBEEIR
SHER,
KeyldF&&i%.
CMKA#FE.
KISIURIE.
IRSSERIF T,

857 H218;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EO#R

EOiSKFESE: kms.tencentcloudapi.com .
AFERCMKIBIE ., 3WFFPendingDeleteRSHICMKEELL B2
BRMEOIERINEIRS: 1000R/7 o

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

BHEW Wik i iR

Action 2 String ~HSH, XEOBRE: UpdateAlias,

Version 2 String asE, XEOBE: 2019-01-18.

Region = String AR, FRFRZIFH TR,

Alias = String #imguz, 1—60???%‘&&?%?5@
=flfE: NewAlias

Keyld = String CMKH£RH—IRAFH

~HlfE: 23e80852-1e38-11€9-b129-5cb9019b4b01

3. ils¥

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZXERFLIRE Requestld ) o ELITEAIF

R tid  Stri
eques MNY  mayssem Requestid,

4. =6

PN BBIERe
HEEMCMKIZHBIE

BATH

https://kms.tencentcloudapi.com/?Action=UpdateAlias

&KeyId —1e38-11e9-b129-5cb9019b4b01

&Alias=NewAlias

s<AHEREH>

"Response": {
"RequestId": "1b5
}

t
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O BHS

5. FRERR
BRZ API P&

Bifl= API & RE5E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSTARERENZIRMFE AP RS

API Inspector

HPEiEE API Inspector EEIZHIGE—SRIEXEN AP RBER, HEMERSE

SDK

= API 3.0 Rt TERENFRTEE (SDK) , ZFSMREEES,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BTIR

Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T O S3iBIEIRXAEIRTD, EthEiRIBFER AH4EIRE.

$Hi=tD

InternalError

InvalidParameter
InvalidParameterValue.AliasAlreadyExists
InvalidParameterValue.InvalidAlias
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

EE S {EA9ER APl

hRAHY API X3, thETaisE API Explorer it{TEZREIK o

i
PIEREIR
SHER,
AEEEFE,
BIZHBIUEEIR
KeyldF&&i%.
CMKFEFE,
RISIURIE,

IRSSER AR,

FHEERS
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
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=Rl

EREERS

EIEEHASE: 2025-04-25 01:40:48

1. EOkR

EOiSKFESE: kms.tencentcloudapi.com .

(ERIEECMKIEX EHINE .

BUAMZOIERIZRIRH: 10007 -

#EFE(ER API Explorer

2. mAEH

<> EEER

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

UTERSHSIRMIIE TIROBERSHMBL 2LSY, RBAHSHSIRT 2HERSH,

SHEW
Action
Version

Region

CiphertextBlob

DestinationKeyld

SourceEncryptionContext

DestinationEncryptionContext

3. milis¥

SHEW

CiphertextBlob

Keyld

SourceKeyld

ReEncrypted

Requestid

4. 7p

ESid

String

String

String

Boolean

String

Wik KB 3%
2 String 22, XEOBE: ReEncrypt.
= String asE, XMEOBE: 2019-01-18.
= String A2, FRFRZISH TR,
FESTHINENEY
=3 String A HE: . .
M1UPpYhWviWGrfn78MLVBG1n5G2H6+pGK5u7xOmoWoCcWpxVKC10AQujzQSLHWBE
k-fKVP3WIIGpg8mILMWA4EKkQ==—k-8VyKJSvI7|E[+mKGeevmUUVCXLYzWs6Zxn3PZo:
- Strin EHNZERINCMK, MRAZE, WEREXEEHNCMKENRNE ( EZHIRERIRNEIFSRIFH )
= 9 RHIE: 87ff856e-973c-11ef-947b-525400d834e5
- Strin CiphertextBlob ZX MR {ERkKey/valuedItjsonZfFeE . MNRINFBATHRER, Whz=s
= 9 TBE: {"key":"value"}
- Strin EHNZEEBkey/valuediiljsonFf/iER, MRERIZFER, WEERNHENERENEZBENERNZER
= 9 TBE: {"key1":"value1"}
3%
EFINEREX
wEE:

M1UPpYhWviWGrfn78MLVBG1n5G2H6+pGK5u7xOmoWoCcWpxVKC10AQujzQSLHWBES54p3Kd8Qji+7FOPN
k-XqqalxTyNKIC1rITRePFGQ==-k-8VyKJSv97E/[+mKGeevmUUvVCXLYzWs6Zxn3PZoeBW4aPCjYX

EFINEERICMK
~fIfE: 87ff856e-973c—11ef-947b-525400d834e5

EIINZ R ERNCMK
w~fIfE: 87ff856e-973c—11ef-947b-525400d834e5

trueRTENEZEMMNE . A—CMKH#HTEMNE, EBHRIERERIRVER FTALMTIFERMNBTIRE, BEFEZE
=HE: true

—i5XK ID, MERSiRER, SRERBIIEE (FEREEMFEEKEIRARSR, WZRERFTRIRXE Requestld) o EfLimE
RiEKEY Requestld.
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https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=ReEncrypt

@ H% \,EHE FHEERS

0N BN EORA
SRS TR

BT
POST / HTTP/1.1

Host: kms.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ReEncrypt

CcWpxVKC10AQujzQSLHWBES54p3Kd8Qji+7FOPN3nkQeA==-k—-fKVP3WI1Gpg8
m9LMW4 JEK( < 7 > ZoeBW4aP
"DestinationKeyId": "87f£856e-973c-11ef-947b-525400d4834e5",

"DestinationEncryptionContext": "{\"keyl\":\"valuel\"}"

sponse": {
CiphertextBlob": "MI1UPpYhWviWGrfn78MLVBG1In5G2H6+pGK5u7x0OmoWe
v97JE/+mKGeevmUUv
"KeyId":
"ReEncry
"RequestId":

"SourceKeyId": "87ff856e

5. FREHR

A= APl £&
Bz APl & B&E API 3. $8iRF3. API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEOREBBNZIRHAFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—SIRIEXEBE AP ERER, HFBRMERSIESIRAR API X3, BaTFiiE API Explorer #{TEZIEIK

SDK
= API 3.0 Rt TEERFRTEE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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.
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
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PITNGIE 7O SZEIRXNERTG, EbERBIERD 24520,
$5i=tD
InternalError
InvalidParameter
InvalidParameterValue.InvalidCiphertext
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound

UnauthorizedOperation

IRIFRE: BR=ItE (It ) BRSEATF
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PIEREEIR
SHIEIR.
BEMIEIEIR
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IRENEZATIR

EIEEHASE: 2025-04-25 01:40:48

1. EOkR

EOiSKFESE: kms.tencentcloudapi.com .
5 S FEIAZFIEnabled, Disabled 1 Pendinglmport BICMK Keyld 5%
ERAECIERITRIRS: 100:R/F

FHEERS

#EFE(ER API Explorer

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wisk ESic] b35S
Action = String AHSH, XZORE: Listkeys.
Version 2 String ~HSE, FEOBRE: 2019-01-18,
Region = String AHBY, FRFEMIFH thiFFIER.
Off - BXIR SQL Eif#y Offset —H, RRARIKEVNE—EIRFHEFIEERISE Offset MTEHFIR, BREHO
set a Integer —
~BIE: 0
Limi - BXIR SQL &Y Limit —3, RRARRBIKE Limit ©7TE. BREEH10, &=AEH200
imit a Integer —
wBIE: 2
R - RIBCIREAEFE, Bl 0 XRTAFACSENemK, 1 ®RREREEEFRAIENCcmk
ole & Integer — .
BIE: 0
HsmClusterld = Strin KMS S&hRISRIA HSM ££8% ID ({3 KMS M SRRATERARS LT ) o
= 9 TE: cls—hsm-3dfilmo9g
3. ey
SHEW ESic) iR
Array of CMKZIZxA
Keys Ke y FEUE: [{"Keyld": "515d337d-70b4-11ef-bc87-02ac442a5a1f" }, { "Keyld": "0ed49d3e-69d3-11ef-9841-
y 52540089bc41" } 1
CMKREEE
TotalCount Integer =BIE: 100
Requestld Strin W—iEXK ID, HIRSIRER, BRERBIIRE ( BEREEMBERERRERERSW, WiZRXERFTEIXE Requestld) . Efizid
q 9 EHESREZRERE Requestid.
4. 765
TN FEENERATIFRTEI
RENEZEATIR
MG

POST / HTITP/1.1

Host: kms.tencentcloudapi.com

ontent-Type:

application/json
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https://cloud.tencent.com/document/api/573/34431#Key
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X-TC-Action: ListKeys

<AHHERSE>

[
1

"Offset": O,

"Limit": 2,

"Role": 0,

"HsmClusterId": "cls-hsm-3dflmo9g"

}

L L]

{
{

"Response": {
"Keys": [

{

"KeyId":

N
Ir
{

8

"KeyId":

"RequestId": "2
"TotalCount":

}

}

5. FRERR
BRE API &

Eiflz API & RE5E API XH4. $8iRf8. APl Explorer } SDK FRRNA—EAFE, HEENE—AOSZARERENZRMFRE AP RS,

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
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6. HHiRf0

ARSI T 12O S3iBIEEXRIEIRD, EMEREIEL AHER0E,

5N ik
InternalError RIEBEEIR .
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

InvalidParameter
InvalidParameterValue.InvalidHsmClusterld

UnauthorizedOperation
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O BAT

EIEERATE: 2025-04-25 01:40:48

1. gEOiR

EOERESZ: kms.tencentcloudapi.com .

IRIEIEEOffsetfILimitiREXEZRTIRIERE

BUMZROIERTZEIRS: 1000R/7 -

#EFER API Explorer

EREERS

<> EEIR

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEEN . EUTEESXAMBNERATERLSRURBMER SDK FRRG.

2. WIS

TERSHFIFRIIL TEOQEKRSHMIE A
SHEM Wik 2R
Action = String
Version = String
Region = String
Offset & Integer
Limit & Integer
Role & Integer
OrderType B Integer
KeyState & Integer

SearchKeyAlias & String

Origin & String
KeyUsage & String
. Array of

=

TagFilters.N a TagFilter

HsmClusterld B String

3. ilie%
SHEW ESic]
TotalCount Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

t2Y, REAHSYIIRN QHERSH,

filiR

D\

YHEH, FIEORYE: ListKeyDetailo

H2%, FEONE: 2019-01-18,

>

AHSY, FERFRSIF higd=E,

BXIR SQL EifiY Offset —{, FRRAFRIREVNE—EIRFHIFIEERSE Offset MTEFE, HREHO
BIE: 0

BXIR SQL Eif#Y Limit —%, REFREZIRE Limit ©75&. R&EEH10, RKEH200
aBIfE: 10

RiECIEERARE, A0 RFTAFECUENCcmk, 1 XRFENEEaTREAHEZNcmk
HIE: 0

RIECMKeIZRSEHER, 0 RRREEFHE, 1RFREAFHF
E: 0

IRIECMKIAETHiE, 0FRTF2EICMK, 1FR(X&ifIEnabled CMK, 2 %FR{X&EifIDisabled CMK, 3 £7~&
#PendingDelete R&ERNCMK (& Fit kIR ERIKey), 4 FREif Pendinglmport IREHCMK, 5 F2RE
i Archived X7/ CMK

wBE: 0

RiIEKeyldek & Aliasi#{ THEHICEL I
FBNE: lzctest

RIECMKEELFE, "TENCENT_KMS" RREiEZHAIHBKMSZNCMK, "EXTERNAL" RRIHiEHH
MERERFSAR EXTERNALZEECMK, "ALL" EFIRBERTFHFRBENES, KNSR,
~fE: ALL

IRIBCMKRIKeyUsagef#i&, ALLFRRIFIESER, AERANSEJ: ALL 8 ENCRYPT_DECRYPT %
ASYMMETRIC_DECRYPT_RSA_2048 s ASYMMETRIC_DECRYPT_SM2 g
ASYMMETRIC_SIGN_VERIFY_SM2 5t ASYMMETRIC_SIGN_VERIFY_RSA_2048 g
ASYMMETRIC_SIGN_VERIFY_ECC, AZMEAFLZENCRYPT_DECRYPTZE!

=E: ASYMMETRIC_SIGN_VERIFY_RSA_2048

IRET RS
TENE: [{"TagKey":"env","TagValue":["dev"]}]

KMS S&RhRAIRAI HSM &8¢ ID ({23 KMS I SRATERRIRS SEFIBR ) o
RBHE: cls—hsm-3dfimo9g

filig

CMKHIBHE
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https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=ListKeyDetail
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SHEW fiig
~BIfE: 10

Array of

IR [E]RY 52 o
KeyMetadata EEHEEERIIE

KeyMetadatas
W—iEK ID, HRSiRERN, SRERBPLIEE (S EREEMEEKRERERSW, WZRERFR/IRKE

R tid Stri
eques nng Requestld ) . E{LAERESIRMIZRIERE Requestld.

4. 761
PN FRENERATIREE

BATH

POST / HTTP/1.1

Host: kms.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ListKeyDetail
<AHHERSE>

{

"Offset": O,

"Limit": 10,

"Role": 0,

"OrderType": O,
"KeyState": O,
"SearchKeyAlias": "Weijiali"
"Origin": "TENCENT_KMS",
"KeyUsage": "ALL",
"TagFilters": [

{

"TagKey": "env",
"TagValue": [

"dev"

"HsmClusterId": "cls-hsm-3dflmo9g"

"Response": {
"KeyMetadatas":
{

"Alias": "
"CreateTime": 17
"CreatorUin": 7
"DeletionDate": O,
"Description": "weijiali_
"HsmClusterId": "cls-hsn
"KeyId": "0ed49d3e-69c¢
"KeyRotationEnabled":
"KeyState": "Enc

"KeyUsage": "ASYM!

IRIFRE: BRzITE (165 ) BRSEAS 5567 #218;
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"NextRotateTime": 1
"Origin": "TENCENT_:
"Owner": "user
"ResourceId":

"Type": 4,

"ValidTo":

by

{

"Alias": "Weijiali_test
"CreateTime": 1725354
"CreatorUin":
"DeletionDate":
"Description":
"HsmClusterId":
"KeyId": "07ad20
"KeyRotationEnabled":
"KeyState": "Enabled"
"KeyUsage": " ME
"NextRotateTime":
"Origin": "T "ENT_KMS",
"Owner": "us
"ResourceId":

"Type": 4,

"ValidTo":

by

{

"Alias": "weij
"CreateTime":
"CreatorUin":
"DeletionDate":
"Description":
"HsmClusterId":
"KeyId": "fe
"KeyRotationEnabled":
"KeyState": "Enabl
"KeyUsage": "ENC
"NextRotateTime":
"Origin": "TENCENT_KMS",
"Owner": "user
"ResourceId":
"Type": 4,

"ValidTo":

1,

"RequestId": "57cl24
"TotalCount":

}

t

5. FRERR

ER= APl £&
Bl AP| F& 228 API H. iR, API Explorer & SDK $SZEMSG—ENTE, HEENA—A\OSARERBAZREFRAE AP IS .

API Inspector
BPAEET AP| Inspector BEEEHGE—SIRIEXBI AP ARER, HEIERSIESHRAN AP X8, BalaiE API Explorer #T7ELZRIK
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O BHS

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, EEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. fHiRf

IR T2 O S5BIRtEXAEIRS, EthiEiRBiER AH4ERE,

$HIRED

InternalError

InvalidParameter
InvalidParameterValue.InvalidHsmClusterid

UnauthorizedOperation
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PIEREEIR

SHER,
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
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RS RE
ERIEEHASE: 2025-04-25 01:40:49

1. EOkR

EOiSKFESE: kms.tencentcloudapi.com .
BAFERiZzAFRERE S FEKMSIRS
ERAECIERITRIRS: 100:R/F

#EFE(ER API Explorer

<> EEER

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEM Wisk ESic] 353
Action = String ~rHSH, XIZOBE: GetServiceStatus,
Version 2 String AHSY, MMEONE: 2019-01-18,
Region 2 String AHSE, FRFEZIFN HiEHR.
3. e
SHEWR ESic) 3%
=B o m _— N
ServiceEnabled Boolean EMSEE%EEFJE’ tue 2rEFA
w~EE: 1
| . RSARIASEE: 0-KWXE, 1-EE, 2-R#HuER, 3-FEEHR
nvalidType Integer —
BIE: 1
0-EiBhR, 1-1EATKR
UserlLevel Integer S6IE: 0
- TEARKREIHARGIE ( Epoch Unix Timestamp) o
ProExpireTime Integer S6IE: 1603701385
EMMRE S BahEEs:: 0-FHahEEE, 1-Bahis
ProRenewFlag Integer —
~E: 1
ProResourceld String TEMIRE T RAIE—EARR . MNRPFHEEMER, WREERZE
BIE: kms_pro_12345
B3I
ExclusiveVSMEnabled Boolean TEF’E KIS FE&
BIE: false
B3, b =
ExclusiveHSMEnabled = Boolean fnﬁé KIS S22
BIE: false
o . KMS iTFER .
Subscriptioninfo String FOUE: Prepaid_KMS
IREIKMSHRZAERHE
CmkUserCount Integer SEIE: 10
. IREIKM SR ZAMEHE
CmkLimit Integer SIE: 200
ExclusiveHSMList Array of IREH=EEREE
ExclusiveHSM BHE: [{"HsmClusterld":"cls—hsm-a1b2c3d4","HsmClusterName":"cls—hsm-a1b2c3d4-

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/573/34431#ExclusiveHSM
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=GetServiceStatus

@ HE \_L:HE EIHEERS

BHEW ESic] b35S
name"},{"HsmClusterld":"cls—hsm-a1b2cd5","HsmClusterName":"cls—hsm-a1b2c3d5-
name"}]

E—i5K ID, HIRSIRER, SXERBER (FHEREHMRERRERERSR, WXERFIRE

Requestld String Requestld) . EAAEHESIREZRER Requestid.

4, 76
TN ERRESRE
BiRSKE
BWATH

POST / HTTP/1.1

Host: kms.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: GetServiceStatus

<REERSE>

"Response": {
"ServiceEnabled":
"InvalidType":
"UserLevel":
"ProResourceId": "
"ProRenewFlag":
"ProExpireTime": 1
"RequestId": "1b580852
s Failec
nabled": fal

"SubscriptionInfo": "Prepaic

5. FREHER

ER= APl £&
BIfZ AP| F& 228 AP XH. iR, API Explorer & SDK SZEMS—ENTE, HEENA—A\OSARERBAZIREFRE AP IS,

API Inspector
FAPTEEE AP| Inspector BEEEHGE—SIREXBE AP ERER, HEIERSIESHRAR AP X8, BalaiE API Explorer #T7EZRIK

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs

@ HE \_L:HE EIHEERS

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
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6. {EiRG

IR 7O SSIZIEHEXANERID, EthEiRIBER AHEIRE.
RS 17
InternalError PIEREIR
UnauthorizedOperation KRIGHURIE,
UnsupportedOperation BIERZSS.

IRIRERE: BR=ITE (1bF) BRSEAE 8§72 1218,


https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
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TN BIRIAE

ERIEEHASE: 2025-04-25 01:40:49

1. EO#R

EOiSKFESE: kms.tencentcloudapi.com .
EiiEENCMKREHE T ERICIRINEE.
BRMEOIERINEIRS: 1000R/7 o

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEM Wik ESid) g

Action 2 String ~HSH, XIEORE: GetKeyRotationStatus,

Version = String ~HSY, FEONE: 2019-01-18,

Region = String AR, FRFRZIFH TR,

Keyld = String SMKD&_MHRH

TfE: 23e80852-1e38-11€9-b129-5¢ch9019b4b01

3. mihiaH

SHEW HE i

BRRIRERTE

KeyRotationEnabled = Boolean SEIE: false

W—i5EK ID, HRSiKER, SXERFEE (EHEREAEMEERERARSR, WZRERFTLIRE

R tld Stri
eques i Requestld ) . SEfiEmMEAEEIRELZRIERM Requestid.

4. =6

70N EREBRBRE
BIHEENCMKERIIRINEER SR

BATH

https://kms.tencentcloudapi.com/?Action=GetKeyRotationStatus

&KeyId= 2-1e38-11e9-b129-5cb9019b4b01

o RILERBH>

"Response": {

"KeyRotationEnabled": lse,

"RequestId": "1b 352-1e38-11e9-b129-5¢cb9019b4b00
}

}
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O BHS

5. FRERR
BRZ API P&

Bifl= API & RE5E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSTARERENZIRMFE AP RS

API Inspector

HPEiEE API Inspector EEIZHIGE—SRIEXEN AP RBER, HEMERSE

SDK

= API 3.0 Rt TERENFRTEE (SDK) , ZFSMREEES,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. $EiRE

IR 7O SSIZIEHEXANEIRIS, EthEiRiIBER AHEIRE.

$Hi=tD

InternalError

InvalidParameter
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound

UnauthorizedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

EE S {EA9ER APl

hRAHY API X3, thETaisE API Explorer it{TEZREIK o

13

PIEREIR
SHHEIR,
KeyldF&i%,
CMKAEF#Eo

RIGHURE

FHEERS
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https://cloud.tencent.com/api
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https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
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EREIREER

ERIEEHASE: 2025-04-25 01:4

1. EOkR

EOiSKFESE: kms.tencentcloudapi.com .

0:49

EREERS

REOER—HIESHE, SULUARNBHE# TSRS

BOAZOIERINERIRE: 100iR/%

#EFE(ER API Explorer

<> EEER

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

UTERSHSIRMIIE TIROBERSHMBL 2LSY, RBAHSHSIRT 2HERSH,

2. \MN\BH
SHEW Wik
Action =
Version =
Region =
Keyld =
KeySpec a
NumberOfBytes &
EncryptionContext &

o

EncryptionPublicKey

EncryptionAlgorithm &
3. WM

BHEM E3id)

Keyld String

Plaintext String

CiphertextBlob  String

ESic)
String
String

String

String

String

Integer

String

String

String

fiig

ik

N

r2H, FEOBE: GenerateDataKey.

N

~Hs%, AEONE: 2019-01-18,

N

AHSY, FRFEmSIF tEs*,

CMK£BHE—RRTF
~flfE: 93866e69-9755-11ef-8e65-52540089bc41

IBEEmDatakeyIMEHZLAR DatakeyX/v, AES_128KEAES_256., KeySpec 1l NumberOfBytes
WIEE—
=E: AES_256

&EpiiIDataKeyhicE, EIHFEENumberOfBytesflKeySpechy, EANumberOfBytes/i. s&/IMEH1,
mAfEHN1024, KeySpec #l NumberOfBytes %RigE—1
w~BHE: 32

keylvalueXijsonZF#FEE, MRERIZFE, WiRERDataKeyEEERNESENBRNFHFH
E: {"key1":"value1"}

PEM B AAFEH, 255 RSA2048 1 SM2 A, BTFMIEEHIEDH Plaintext E#{TNE. EH=, U
Z3t Plaintext {EIN%

~E: ————— BEGIN PUBLIC KEY————-

MFkwEwWY *fJiHQuh2Jr9IMspgK58UVMJTvQCAU+Hztyhd6Aw== ————-— END PUBLIC KEY———-

EIFRINZEE %, E& EncryptionPublicKey MHEEISIE#ITING . BaisziF: SM2 (LA C1C3C2 BXiRER
3 ), SM2_C1C3C2_ASN1 (LA C1C3C2 ASN1 #EHXiRE#EX ) , RSAES_PKCS1_V1_5,
RSAES_OAEP_SHA_1, RSAES_OAEP_SHA_256, &Rz, MEiIAA SM2,

REE: SM2

CMKHIZ2 B HE—RR
TBlfE: 93866e69-9755—11ef-8e65-52540089bc41

EARRKIEH EncryptionPublicKey, ZFBR{ENERREIEEE DataKey 9 Base64 RIBAYIAS, Fi(T Baseb4 EBLAK
EERAEET EncryptionPublicKey, NWiZ=ZER{EH{ER EncryptionPublicKey 2$8i#{TIEXITRINZE SR Base64 FHIBAIEL

UE:

q+EouJ/tGeiZlo9/tlI2baxQOBFxcNOPNn7F6EIEvpDR6kvQmHohD5PTbUCKPkct6K8jOiYpbuaWZthxcoOphMRSE

HiEZADataKey B RFHEN, AFPFEZRTREFZEN, KMSTRERFMEIEE, AIkli@EDecryptiEOMCiphertextBlol
wHfE: GPJUsGIMPcSjHKIktXGyzn33yestz+7NteW36M6FuL8hPfJ1xVfdO6Akr8sF69x3yBXMwto4njumJMIsi9W
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SHEW ESiE filiR

FHEERS

xAL9z9eXIHV/p+WT1RsHP3dm6f43bkomXjwmvWdMXH+JQoFORTThfXgcRh1fOIPNLENK4+fCOiQVG1VvLdAOF

Requestld String  —i&EK ID, HRSBIHER, S

4. 5
TN ERBIESE AT
{ERBENCMKERDatakey

BATH

POST / HTITP/1.1

"KeyId": "93866e69-9755-11ef-8e65-52540089%bc41",

"KeySpec": "AES_256",

"NumberOfBytes":

"EncryptionContext": "{\"keyl\":\"valuel\"}",

"EncryptionPublicKey": BEGIN PUBLIC

d6Aw==\n--—-—-— END PUBLIC KEY

"EncryptionAlgorithm": "SM2"

"Response": {

"CiphertextBlob"

5. FREHR
BRE API £&

RIEREFIRE (HEREEMREERREERERSR, WiZXERFLIKSE Requestld ) o EfLTEAT

\nMFkwEwWYHKoZIzjOCAQYIKoEcz****srLVydfJiHQuh2Jr91MspgK58UVMJITvQCAU+Hztyh

4+HpB17rX4]

Sz APl & 266 API X, $5i%F3. APl Explorer } SDK $#ZRNA—ERIFE, HEENE—ANOSORERBNSRHEIFRE API RS,

API Inspector

FAREE AP Inspector BEEEFHIAGE—SIR(EXBN AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZIEIR

SDK

= API 3.0 Rt TEEMNFARTESE (SDK) , XFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go

® H% \,EHE FHEERS

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeITIR

» Tencent Cloud CLI 3.0

6. fHiRf

IR T2 O SSBIRtEXANEIRID, HthiEiRBiER AH4ERE,

$5IRED iR
FailedOperation.EncryptionError INEBIRERY
InternalError PIEREEIR o
InvalidParameter SHER.
InvalidParameterValue.InvalidKeyld KeyldF&&i%.
ResourceUnavailable.CmkDisabled CMKE#EHMH,
ResourceUnavailable.CmkNotFound CMKF=FEo
ResourceUnavailable.KeyPendingDelete AU %R BRSHR.
UnauthorizedOperation RIFHURIE,

IRIFRE: BR=ItE (It ) BRSEATF 77 H1218;
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
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Nz

ERIEEHASE: 2025-04-25 01:40:49

1. EOkR

EOiSKFESE: kms.tencentcloudapi.com .

FEOBFNERSHAKBIESEIE, TRAFMEHIEEZR, RSA Key, FHER/MIBRMEE . M FRANEIENE, EMAGenerateDataKey%£RkiIDataKeyi
ITARMEIRAIINAE SR

BOAMZOIERERIRE: 30007 -

##(ER API Explorer

API Explorer {2t TR . ERIIE. SDK ABEMFRERTIZOFED . EUTEEXABNERATMERLSRURBMERN SDK FRRG.

2. M NBH

UTERSEFIRGIH T EROBRSHMHBI ALY, TEAHSEIIRR AHERSH,
BHER Wik 2R iR
Action = String AH2SH, XEOBYE: Encrypt.
Version 2 String AHS%, FEOBYE: 2019-01-18,
Region 2 String AHSH, ENFTRIZIEHN IR,

EAACreateKey%£riHICMKEZ BIE—RIRHF

Keyld & SUINg  ~piE: 23080852-1e38-11e9-b129-5ch9019b4b01
. - . WINFRIANEIRE, ZZEBRYNERAbaseb4fmis, EXRAKEXIFIK
Plaintext = String

=BHE: dGVzdAo=

key/valueddtljson=/aE, MRIBETZEH, WERAMDecrypt APIRNEERERENSE, KRAZIF102490=F
EncryptionContext & String &
FHE: {"key1":"value1"}

3. Jitisy

SHEW ESiE R

INBFMEX, baseb4Ril, iTE: AFRPTETENMNHHANEXER, FEVBEXHERNEZEER, REEZFRIEADecrypt
BOMBASE, ZrLBEHEY.

CiphertextBlob  String = Ffl{&:
GPJUsGIMPcSjHKIktXGyzn33yestz+7NteW36M6FuL8hPfJ1xVfdO6Akr8sF69x3yBXMwto4njumJMIsiOWKow==
k-XqqalxTyNKIC1rITRePFGQ==—k-GgsANzNxvjjXhKwJAOY85vxYYm/2RtsCXRq7Q1iWbCAoeAtZ

INZEERICMKIEBE—RR

Keyld StiNg  —piE: 93866e69-9755-11ef-8e65-52540089bc41
- String | ETR ID, BBSIHER, SRARBLEE (SHRERBFRRHELRSH, WLRARTRHEES Requestid) . BRI
q 9 mmieeinxiERe Requestld.
4. 75l
N mEEO 76

ERACMKX/NFAKBRIZ RN

BATH

POST / HTTP/1.1

Host: kms.tencentcloudapi.com
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ontent-Type: application/json

: Encrypt

"KeyId": "93866e69-9755-11ef-8e65-52540089%bc41",
"Plaintext": "dGVzdAo=",
"EncryptionContext": "{\"keyl\":\"valuel\"}"

}

L L]

{
{

"Response": {

"CiphertextBlob": "

"KeyId":

"RequestId":

5. FRERR
BRE API F&

FHEERS

XgqalxTyNKIC

Bz APl & B&E API 3. $8iR63. API Explorer }2 SDK #RENA—ERIFE, HEENE—ANOEOREBBNZIRHAIFE API RS

API Inspector

FARFTEE AP Inspector BEEFIGE—SIRIEXBE AP ERER, HFBRMERSIESIRAR API K53, BaTFiiE API Explorer #{TEZIEIR

SDK

= API 3.0 Rt TEERFRTEE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSFTIR
« Tencent Cloud CLI 3.0

6. FHiREG

PATRFIL T O SSiBIEEXAEIRTE, HEERLGFER AHERE
(HiRtY
InternalError
InvalidParameter
InvalidParameterValue.InvalidKeyld
InvalidParameterValue.InvalidPlaintext

ResourceUnavailable.CmkArchived

IRIFRE: BR=ItE (It ) BRSEATF

KeyldF¥&i.
Plaintextf&i%.

CMKE=#4,
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
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ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound

UnauthorizedOperation

WERNEFH

IRIRERE: BR=ITE (1bF) BRSEAE

FHEERS
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CMKE#%EH.
CMKAFE,
RIBIURIE

5580 #218]
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EIEE#RTE: 2025-04-25 01:40:50

1. gEOiR

EOERESZ: kms.tencentcloudapi.com .
ZEORATFHERACMK,
AR BRI IRF: 1000R/7 .

= (EH APl Explorer <P mEiEis

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEEN . EUTEESXAMBNERATERLSRURBMER SDK FRRG.

2. mABY

MTERSHIIRMNFIL TROFERSEMBOLAHLSY, REAHSHGIRN QHERSH,

SHEM Wik ESid) )%y

Action = String AHSY, FEOWME: EnableKeys,

Version 2 String ~HSH, XEOE: 2019-01-18,

Region 2 String AHSY, FERFRSTIFH TR,

Keylds.N = Array of String SEHESHMCMK Id 1%, CMKEERAZIF00

THIE: ['23e80852-1e38-11€9-b129-5ch9019b4b02"]

3. BtaN
sgEm %W e

W—iEK ID, HIRSIKER, BXERBEE (SEREEMRERERERSR, WZKERFRIRE Requestld ) o EfIiTHAIE

Requestld  StriNg oz iRy Requestid.

4. 7p

N S RER R
FHEEMCMK FIRHTHRREA.

BATH

https://kms.tencentcloudapi.com/?Action=EnableKeys

38-11e9-b129— 9019b4b01
-11e9-b129- 019b4b02

"Response": |

"RequestId": "1b58085

5. FRERR
BRE API F&
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O BHS

Eiflz API & RE5E API XH4. $8iRf8. APl Explorer } SDK R RNA—ERFE, HEENE—AOSARERBNZRMRRE AP RS,

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP EREBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. {HixRB

PATNGIE 7O SBEIRXNERTG, HEbSiRBIER 24580,
5=t
InternalError
InvalidParameter
InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkStateNotSupport
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

ik

PIEREIR o

SHIER.

KeyldEE,
KeyldF&izo
CMKREF#E,

CMK KRERHHZIRE
RIEBUR(E

RS ERFTA.

FHEERS
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FE= R

EIEEHASE: 2025-04-25 01:40:50

1. EO#R

EOiSKFESE: kms.tencentcloudapi.com .
HEERICMKFF R EHIIRINEE .
BRMEOIERINEIRS: 1000R/7 o

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEM Wik ESicl 3%
Action =3 String ~ESH, XEOBYE: EnableKeyRotation,
Version 2 String ~HSY, AEONE: 2019-01-18,
Region = String ~HSE, FRFRSZISH HiETIE,

—IRAR
Keyld = String CMKIE—HiRes

~fifE: 23e80852-1e38-11€9-b129-5cb9019b4b01

TAEER, BUX, RIFEE 7 ~ 365, HiME 365,
TBIE: 365

i}

RotateDays Integer

3. ils¥

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZXERFLIRE Requestld ) o ELITEAIF

R tid  Stri
eques MNY  mayssem Requestid,

4. =6

1 B REA3RRA
XHEERICMKIT RSB IRINEE .

BATH

POST / HTTP/1.1

Host: kms.tencentcloudapi.com

Content-Type: application/json

n: EnableKeyRotation

"KeyId": "23e80852-1e38-11e9-b129-5cb9019b4b01"

}

L]
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@ HE \_L:HE EIHEERS

"Response":

"RequestId": "
}
}

5. FRERR

ER= APl £&
BflZE APl F& B8 API XH. iR, API Explorer & SDK $SZEMS—ENTE, HEENA—A\OSAREMRBAZIRERAE AP RS .

API Inspector
BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. iR

PATNGIE 7O SBEIRXNERT, BbERBIER 24520,
5=t Fiiipay
InternalError PEBEEIR
InvalidParameter SHEIR,
InvalidParameterValue SHEEEIR
InvalidParameterValue.InvalidKeyld KeyldF¥&iZ.
ResourceUnavailable.CmkNotFound CMKFREFE.
ResourceUnavailable.CmkStateNotSupport CMK REFRZIFZIRIE o
UnauthorizedOperation RIGHURE
UnsupportedOperation.ExternalCmkCanNotRotate BARPSAERNCMKELL IR,
UnsupportedOperation.ServiceTemporaryUnavailable BRSSERARIA,

IRIFRE: BR=ItE (It ) BRSEATF 5584 #218]
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BRE%A

EIEEHASE: 2025-04-25 01:40:50

1. EO#R

EOiSKFESE: kms.tencentcloudapi.com .
BFRER—MEENCMK,
BRMEOIERINEIRS: 1000R/7 o

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEM Wi ESic] 3%

Action = String ~ESH, REOBYE: EnableKey,

Version 2 String ~HSY, FEONE: 2019-01-18,

Region = String AR, FRFRZIFH TR,
— IR

Keyld = String CMKIE—HRiRfs

~HE: 23e80852-1e38-11€9-b129-5cb9019b4b01

3. milis¥

SHEW ESid iR

—i5K ID, HIRSIKER, SXERBRE (HEREEMFEERLERERSR, WZXERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG oz misskiy Requestid.

4. =61

PN ERERBETH
BR—EZ8, fRiFi% CMK #fEM.

BATH

https://km encentcloudapi.com/?Action=EnableKey

&KeyId=2 52-1e38-11e9-b129-5¢cb9019b4b01

s<AHEREH>

"Response": {

"RequestId": "1b5
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https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=EnableKey

O BHS

Bz APl &

Bifl= API E& R45E API XH4. {8iRf8. APl Explorer & SDK FRRHNA—EAFE, HEENE—AOSARERENZIRMIFE AP RS,

API Inspector

FAREE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIEIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. HHiRfB
ATRBIM TR OSSR EIRED, RSN AR,

RS

InternalError

InvalidParameter
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkStateNotSupport
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF
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PIEREEIR

SHER.

KeyldF&i%.
CMKF=FEo

CMK KERHHLIRIE
RIBBURIE

IRSSERAFTA,.

FHEERS

5586 218,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS

MEZEREEN

EIEEHASE: 2025-04-25 01:40:50

1. EOkR

EOiSKFESE: kms.tencentcloudapi.com .
ZEORFERZIECMKRER.
ERAECIERITRIRS: 100:R/F

#EFE(ER API Explorer

2. mAEH

UTBERSHFIRVFIE TEROBRSHEMBILAHSY, BQ
SHEW Wik ESic]
Action 2 String
Version = String
Region = String
Keylds.N = Array of String
3. mihiaH
SHEW ESid) HiR
Requestld  String

ERMHIZIXIERR Requestid,

4. =61

PN HEESIECMK
XHEERICMK FURHITHEEEELL .

BATH

https://k

tencentcloudapi.com
0 €80852-1e38-11e9-b129-5cb9019b4b01

s.1=23e80852-1e38-11e9-b129-5cb9019b4b02

"Response":

"RequestId": "1b

IRIFRE: BR=ItE (It ) BRSEATF

FHEERS

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

~HSH, XIZOBYE: DisableKeys,

AHsY, FMEORYE: 2019-01-18,

N

RHSE, FRFESIFH =R,

FEMEFAMCMK Id 5%, CMKEERAFF100
BlE: ['23e80852-1e38-11€9-b129-5ch9019b4b02\r\n"]

—i5K ID, HIRSIKER, SXERBRE (HEREEMFEERLERERSR, WZXERFRIRE Requestld ) o ELITEAIF

5887 #218m;


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=DisableKeys

O BHS

Bz APl &

Bifl= API E& R45E API XH4. {8iRf8. APl Explorer & SDK FRRHNA—EAFE, HEENE—AOSARERENZIRMIFE AP RS,

API Inspector

FAREE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIEIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. HiREG

ARSI 7Ok SSiBigtaXa0ERE, HEbEiRIBIER AHEIR0,
RS
FailedOperation.CmkUsedByCloudProduct
InternalError
InvalidParameter
InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkStateNotSupport
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

i
CMKIEE# == miER .
PIEREIR o

SHIER.

KeyldEE,
KeyldF&i%.
CMKREFE,

CMK RERZHHZIRE
RIEBURIE

RS ERFTA.

FHEERS

5588 #218]


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ HE \_L:HE EIHEERS

F1E AR

EIEEHASE: 2025-04-25 01:40:50

1. EO#R

EOiSKFESE: kms.tencentcloudapi.com .
HEERICMKZE L ZAIRINGE .
BRMEOIERINEIRS: 1000R/7 o

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEM Wi ESic] 3%
Action = String ~HESH, XEOBYE: DisableKeyRotation,
Version 2 String ~HSY, FEONE: 2019-01-18,
Region = String AR, FRFRZIFH TR,
— IR
Keyld = String CMKIE—HRiRfs

~HE: 23e80852-1e38-11€9-b129-5cb9019b4b01

3. milis¥

SHEW ESid iR

—i5K ID, HIRSIKER, SXERBRE (HEREEMFEERLERERSR, WZXERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG oz misskiy Requestid.

4. =61

N R EATIRTH
XHEERICMKEE LR A3TIRTNEE -

BATH

https://km encentcloudapi.com/?Action=DisableKeyRotation

&KeyId=2 52-1e38-11e9-b129-5¢cb9019b4b01

s<AHEREH>

"Response": {

"RequestId": "1b5

IRIFRE: BR=ItE (It ) BRSEATF 5889 #218]


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=DisableKeyRotation

@ HE \_L:HE EIHEERS

BR= APl £&
BIflZE AP| £& 228 API XH. iR, API Explorer & SDK SIEMSG—ZNTE, HEENA—A\OSARERBARIRMRIFAE AP RS,

API Inspector
FAREE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIEIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. EiRG

PATRFUH T O S3iBIEIRXREIRTD, EthEiRIBER AH4EIRE.
$HiRt5 R
InternalError PIEBEIR
InvalidParameter SR,
InvalidParameterValue.InvalidKeyld KeyldF&&i%.
ResourceUnavailable.CmkNotFound CMKHRFE -
UnauthorizedOperation RIGIURIE

IRIRERE: BR=ITE (1bF) BRSEAE £890 #218]


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ HE \_L:HE EIHEERS

ZHEEH

RIEEHASE: 2025-04-25 01:40:50

1. EOR

ENOiSKFESE: kms.tencentcloudapi.com .
FEORTER—ATEH, LTFERRTHKeyTERTINE . BEIRE,
BRMEOIERIEIRS): 1000R/7 o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wi ESic] 3%

Action = String ~ESH, AEOBYE: DisableKey,

Version 2 String ~HSY, AMEONE: 2019-01-18,

Region 2 String AR, FRERZISH TR,
— IR

Keyld = String CMKIE—HRiRfs

HlfE: 23e80852-1e38-11€9-b129-5cb9019b4b01

3. ilis¥

SHEW ESid iR

E—i5K ID, HIRSIRER, SXERBIEE (HEREEMEERLERERSR, WZXERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG  mio iz misskiy Requestid.

4. =61

PN ERAERBTH
ERIEEMNCMK,
BATH

encentcloudapi.com/?Action=DisableKey

52-1e38-11e9-b129-5cb9019b4b01

"Response": {

"RequestId": "1b5

IRIFRE: BR=ItE (It ) BRSEATF 91 #2183,


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=DisableKey

O BHS

Bz APl &

Bifl= API £& B5E API XH4. $8iRf8. APl Explorer & SDK FRRHA—ERAFE, HEENE—AOSZARERENZIRMFE APl RS,

API Inspector

FAREE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, tBaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. FHiIREG

ARSI 7Ok SSiBistaXaERE, EbEiRIBiIER AHEIR0,
§EIRED
FailedOperation.CmkUsedByCloudProduct
InternalError
InvalidParameter
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkStateNotSupport
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

i
CMKIEE# = miER
PIEREIR

SHIER.

KeyldF&i%.

CMKFR &

CMK RS ZIFHZIRIE
RIEBURIE,

IRSSERAFTA,

FHEERS

5892 #218;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \,EHE FHEERS

RSN EZHEE

RIEEHASE: 2025-04-25 01:40:50

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
ZEOBTHERNEZARMEER.
BRMEOIERIEIRS): 1000R/7 o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. A
UTFERSHFRGIE TEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,

SHEM Wisk ESid] i35

Action = String ~HESH, XEOBYE: DescribeKeys,

Version = String ~HsE, AMEOBE: 2019-01-18.

Region = String ~HBY, FRFEESEFH hEFIxR.

Kevids.N - Arrav of Strin HiICMKRIIDFIR, HEET—XRSZIF1001Keyld

vias: = v 9 RBIE: ["87ff856e-973c—11ef-947b-525400d834e5'"]

3. mieN

SYEMR ESidl 3%

REINEEHEETIE
Array of BUfE:
KeyMetadatas Ke I\}llletadata {"Alias":"test11lzc","CreateTime":1730357927,"CreatorUin":700001224419,"DeletionDate":0,"Description"
v N5MEREE$ER","HsmClusterld™:"","Keyld":"93866e69-9755-11ef-8e65—
52540089bc41","KeyRotationEnabled":false}
Requestld Strin K—i5EXK ID, HRSIHER, SRERBI/IRE (SEREEMRERFREIRIARSW, WZRERFLIRE Requestld) . E
°' 9 R R ZRIER Requestid.

4. 76
N FRS ) EBHEEE
RSN EZREN.
BATH

POST / HTTP/1.1
Host: kms.tencentcloudapi.com
Content-Type: application/json

: DescribeKeys

"KeyIds": [

"87f£856e

"93866e6

IRIFRE: BR=ItE (It ) BRSEATF 5593 #218m;


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/573/34431#KeyMetadata
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=DescribeKeys

"Response": {
"KeyMetadatas": [

{

"Alias": "

"CreateTime":
"CreatorUin":
"DeletionDate": O,
"Description": "te.::}ﬁi&" o
"HsmClusterId": "cls-hsn
"KeyId": "87ff¢
"KeyRotationEnabled":
"KeyState": "Er
"KeyUsage": "ENC
"NextRotateTime": 17
"Origin": "TENCENT_KMS",
"Owner": "user
"ResourceId":
"Type": 4,
"ValidTo":

by

{

"Alias": "tes
"CreateTime":
"CreatorUin": 7
"DeletionDate": O,
"Description": "EINIMEREEEA",
"HsmClusterId": "cls-hsm-3dflr
"KeyId": "¢
"KeyRotationEnabled":
"KeyState": "Er

"KeyUsage": "EN(
"NextRotateTime": 1

"Origin": "EXTERNAL",
"Owner": "user",
"ResourceId":

"Type": 4,

"ValidTo":

1,
"RequestId":
}

}

5. FRERR

ER= AP &
BTz AP| F& 254 API X, iR, API Explorer & SDK $ZENA—EOFE, HIEE

API Inspector

IRIFRE: BR=ItE (It ) BRSEATF

—A\OFAREREN=RME AP RS

FHEERS

5594 #218]



https://cloud.tencent.com/api

O BHS

FBPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tBaaifE AP| Explorer #{71E&IRE

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. FHiIREG

ARSI 7Ok SSiBigtaXaiaiRg, EbiSiRImiEn AHEIR0,
§EIRED
InternalError
InvalidParameter
InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound

UnauthorizedOperation

IRIFRE: BR=ItE (It ) BRSEATF

iR

PIEREEIR o
SR,
KeyldEE,
Keyld&&i%.
CMKA &

RIGHURE

FHEERS

5895 #218m;


https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

IRENEZ AR

ERIEEHATE: 2025-04-25 01:40:51

1. EOkR

ENOiSKFESE: kms.tencentcloudapi.com .
AT REEEKeyl dEZSARHFBRER
ERAECIERITRIRS: 100:R/F

##ZER API Explorer

FHEERS

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. M NBH

IMTFERSHFIRMNFIE T ROBRSYNBOAHLSY, REAHSYFIRN AHERSH,
BHEW Wik ESid] iR
Action = String ~HESH, REOBYE: DescribeKey,
Version 2 String asd, XMEOBE: 2019-01-18.
Region B String AR, FRERZISH HiEFIR,
Keyld = String CMK£BHE—HRRH

BlfE: 93866e69-9755—11ef-8e65-52540089bc41

3. ey
SHEW R iR
ZHEMER
~NE:

KeyMetadata KeyMetadata {"Alias":"test11lzc","CreateTime":1730357927,"CreatorUin":700001224419,"DeletionDate":0,"Description":"

N5MEREEER","HsmClusterld":"","Keyld":"93866e69-9755-11ef-8e65—

52540089bc41","KeyRotationEnabled":false}

Requestid String AT BB AR Requestld.
4. 76
M KA E R ARG

REGEECMKHIEHEIFERER .

BATH

POST / HTTP/1.1
s.tencentcloudapi.com
ype: application/json

: DescribeKey

"KeyId": "93866e69-9755-11ef-8e65-52540089%0c41"

9
b

IRIFRE: BR=ItE (It ) BRSEATF

E—iER ID, HIRSRER, FRERHBLEE (EHEREEBERERERARSR, WZRERFRIRE Requestld) o Efu

££96 $218]


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/573/34431#KeyMetadata
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=DescribeKey

@ HE \_L:HE EIHEERS

"Response":

"KeyMetadata":

"Alias": "

"CreateTime":

"CreatorUin":
"DeletionDate": O,
"Description": "@INSMEBEREA",
"HsmClusterId": "cls—-hsm-3dflmo9c
"KeyId": "93866e69
"KeyRotationEnabled":
"KeyState": "Enabled"
"KeyUsage": "ENCRYPT_.
"NextRotateTime": 1
"Origin": "EXTERNAL",
"Owner": "

"Re

"ValidTo":

2
I

"RequestId": "5575a949-8ec

5. FREHR

ER= APl £&
BflZ AP| £& 228 API i, iR, API Explorer & SDK SZEMSG—ENTE, HEENA—A\OSARERBARIRMRFAE AP RS,

API Inspector
FARFTEE AP Inspector BEEEFIAGE—SIR(EXBR AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer B#{TEZLEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T2 O S3iBIEIRCREIRTD, EthEiRBiER AH4ERE.

{HIRS R
InternalError RIEBEIR .
InvalidParameter SR,

IRIFRE: BR=ItE (It ) BRSEATF 97 H218;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound

UnauthorizedOperation

=

IRIRERE: BR=ITE (1bF) BRSEAE

FHEERS

i
KeyldF&&i%.
CMKHFFE.

RIGHURE-

£898 #218m]



® H% \,EHE EREERS

ERIEERAETE: 2025-04-25 01:40:51

1. EORR

EOERESZ: kms.tencentcloudapi.com .
FEORTREEN, SRIPXEE,
BRMEOIERTZFIRS): 300:R/E

= (EA APl Explorer

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEN . EUTEESXAMBNERABTERLSRURBMER SDK FRRG.

2. N NBY

MTERSHIIRRIIE T EOBRSYMBIALSY, RRAHSHIIRA 2HiERSH,
BHEM ik EE ]
Action = String AHS%, FEOBYE: Decrypt.
Version 2 String AHSH, XEOE: 2019-01-18,
Region 2 String AHSH, FNEEISH tbidFE.

RRREEE

CiphertextBlob = String e

GPJUsGImPcSjHKIktXGyzn33yestz+7NteW36M6FuL8hPfJ1xVfdO6Akr8sF69x3yBXMwto4njumJV
k-XqqgalxTyNKIC1rITRePFGQ==-k-GqsANzNxvjjXhKwJAOY85vxYYm/2RtsCXRq7Q1iWbCAoeAtZ

key/value¥fi¥json=FFHE, MEEncryptiBiETiZ24, WEEADecrypt APIRNBEEIRHEHNSE, KRAZIFIC

. - .
EncryptionContext a String FOUE: {"key1"valuel’}

PEM 18X AAF R, 3735 RSA2048 #l SM2 28, ATFXREMIERAI Plaintext E#{TNE. Hhz=, WAW

o

EncryptionPublickey & String  w®fIE: ——— BEGIN PUBLIC KEY——-——
MFkwEwWYHKo0ZIzj0CAQYIKoEcz1UBgiODQAEtXY****ydfJiHQuh2Jr9IMAU+Hztyhd6Aw== ————— E
KEY-———-

EXFRINZEHEL, B& EncryptionPublicKey IiREIFUE#TINE ., BAIZIF: SM2 (LA C1C3C2 §RiREIZE )
SM2_C1C3C2_ASN1 (kA C1C3C2 ASN1 &BEE ) , RSAES_PKCS1_V1_5, RSAES_OAEP_SHA
RSAES_OAEP_SHA_ 256, &A%, MEiAH SM2,

TBIE: SM2

EncryptionAlgorithm & String

3. BtaN

SHEW ESiS ik

CMKH 2R HE—tRR

Keyld StiNg  —pifE: 93866669-9755-11ef-8e65-52540089bca1

HIERITERIRMH EncryptionPublicKey, i%=FE{E) Base64 wIBAIAAS, FHi#1T Base64 fERBLASKEIIAN o

HiIAARMET EncryptionPublicKey, NiZ=ZER{EHAERA EncryptionPublicKey 2 $Hi#TIEXIFRINZE SR Base64 RBAIEX
72 Baseb64 &35, ERAR LENABMRATABRTH—S/HBE, LAIKEIIEN

TE: dGVzdAo=

Plaintext String

—i5K ID, HIRSIRER, SXERBSEE (HEREEMEERLERERSR, WZXERFLIRE Requestld ) o ELTHAIE

Requestld  String g0 mimmissiit Requestids

4. 761
PN REEEORG
ATNEBE

IRIFRE: BR=ItE (It ) BRSEATF £99 #2181


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=Decrypt

@ HE \_L:HE EIHEERS

BATH

POST / HTTP/1.1
Host: kms.tencentcloudapi.com

ntent-Type: application/json

—Action: Decrypt

<PEHERSE>

{

"CiphertextBlob": "GPJUsGlmPcSJjHKIktXGy estz+7NteW36M6FuL8hPfJ1xVEdO6Akr8sF69x3yBXMwto4njumIMIsi9WKow==-k-XqgqalxTyNKIC
1rITRePFGQ==-k-GgsANzNxvjjXhKwJAOY¢ /2Rt sCXRq7Q1iWbCAoeAtZ",

"EncryptionContext": "{\"keyl\":\"valuel\"}",

"EncryptionAlgorithm": "SM2"

"Response":

"KeyId": "93866e69-9
"Plaintext":
"RequestId":

}

}

5. FREHR

ER= APl £&
BIfZ AP| F& 228 API XH. iR, API Explorer & SDK SZIEMSG—ZATE, HEENA—A\OSARERBAZIREFRAE AP IS,

API Inspector
FAPAEEE AP| Inspector BEEEHGE—SIRIEXBE AP ARER, HEIERSIESHRAR AP X8, BalaiE AP Explorer #T7ELRIK

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfP
AT TR O SBIEARAEERD, RN A0,

5N 353
FailedOperation.EncryptionError INZHRIELRM
InternalError REREIR .

IRIFRE: BR=ItE (It ) BRSEATF £100 #2183,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

InvalidParameter
InvalidParameterValue.InvalidCiphertext
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound

UnauthorizedOperation
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® H% \,EHE EREERS

eIEE A

ERIEEHATE: 2025-04-25 01:40:51

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
SIZRAFEESIEZHNEFHACMK (Custom Master Key ) o
BRMEOIERIEIRS): 1000R/7 o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTFERSHEIR(GIE TEOBRSEIMO AHSY, RBEAHSEGIRR AHiERSH,

SHEW Wik PR 353

Action = String ~HSH, XIZOBE: CreateKey,

Version = String rHsE, FMEOBRE: 2019-01-18.

Region 2 String AHSH, FRFEZIFH HiEHIR.
EREHERZIHR, BERZWABENGE, FUAZE, 1-601MFBHEF - _ MNEAES, EFFURAFEREHF. I

Alias 2 String kms- {ERRIBHAT==RER, Alias FaIEE.
TE: test6-lzc

_— . CMK Hyfifid, mA1024F%
=

Description a String SEIE: BREE
jExEkey IFI&, BiAJ "ENCRYPT_DECRYPT" RFEIEMHRINBEZH, HEXERE
“ASYMMETRIC_DECRYPT_RSA_2048" F=rEiZRFMEZEAIRSA20481EXIHRE
$A, “ASYMMETRIC_DECRYPT_SM2” F=REIZEBFINEZHSM2IERITRER
A, “ASYMMETRIC_SIGN_VERIFY_SM2” FrREIZAFEZILBZAISM2IERITRE

KeyUsage & String 3, “ASYMMETRIC_SIGN_VERIFY_ECC” F=REIZERFEZIZMECCIEIIHRE
A, “ASYMMETRIC_SIGN_VERIFY_RSA_2048" F=REIZERFEZIEMRSA_2048IEXITRE
A, “ASYMMETRIC_SIGN_VERIFY_ECDSA384” ZREiZAFERIER ECDSA384 IEXIFRisiHA. AR
AR SEATIFFIRTIED ListAlgorithms #O5KE.
~Bl{E: ENCRYPT_DECRYPT
fEEkeyZBY, AR, 1RTEALE, HKMSEIECMKER, 2 RREXTERNAL %8, Z#REESHRSNZAM

Type & Integer  #l, 2% GetParametersForlmport #1 ImportKeyMaterial #&00
wBIE: 1
3

Tags.N = Array [rg37ES

of Tag TE: [{"TagKey":"env","TagValue":"dev"}]

KMS SRARFIRZE HSM £28% ID (X33 KMS I ShRATEIRIRSERIER) o

- ,
HsmClusterld & String SHIE: cluster—123
3. ey
SHEM ESit) ik
Kevid Strin CMKiI2BHE—IRRHTF
4 9 S pIE: 36ae6a81-973c—11ef-947b-525400d834e5
. . ERZRERZIHE, BERBEABENZ
Alias String

FHIE: test7-lzc

CreateTime Integer  ZAGIEERTE], unixATiE)EE

IRIFRE: BR=ItE (It ) BRSEATF ££102 #218;|


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
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https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/573/34431#Tag
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=CreateKey

O BAT

SHEM ESid)
Description String
KeyState String
KeyUsage String
TagCode Integer
TagMsg String

HsmClusterld  String

Requestid String

4. 74
w1 SRS

SIZAPEELIRRBNERHACMK (Custom Master Key ) , iBidCMKEERILIEAEZOEMCIZEIERHE . MERSESRE.

BATH

POST / HTTP/1.1

ik
=~BE: 1552897190

CMKHaS#ER
TIE: XR—MtestiEid

CMKHEPIRZS
aHI{E: Enabled

CMKHIFi&
flfE: ENCRYPT_DECRYPT

IREIR(ERDIREIRD. O: FEID; 1: PIEBEEIR; 2: WWSSAMBEEIR

aBifE: 0

IERERREER
HIE: ok

HSM £28% ID ({X3F KMS 3 ShR/ATERRARSSLHIB )

=BE: cls—hsm-1234abcd

FHEERS

E—i&EK ID, HIRSiRER, SRERBPLIEE (SERERMEERRLERARSR, WZXERFTEIXE Requestld) o EfIER

HEZERMHIZRIEKE Requestld,

centcloudapi.com

application/json

X-TC-Action: CreateKey
<QHIERSE>

[
1

"Alia

"KeyUsage": "ENCRYPT_DECRYPT",

"Type": 1,
"Tags": [

{
1

"TagKey": "env",

"TagValue": "dev"

"Description": "

"HsmClusterId": "

IRIFRE: BR=ItE (It ) BRSEATF

55103 £218m



"KeyUsage":

"RequestId":

5. FREHR
BRE API £&

FHEERS

Bifl= API £& 456 API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

FAREE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, tBaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRERIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. FHiIREG

ARSI 7Ok SSiBigtaXaiEiRg, EbiSiRImiEn AHEIR0,
§EIRED
FailedOperation.TaggingError
InternalError
InvalidParameter
InvalidParameterValue.AliasAlreadyExists
InvalidParameterValue.InvalidAlias
InvalidParameterValue.InvalidHsmClusterid
InvalidParameterValue.InvalidKkeyUsage
InvalidParameterValue.InvalidType
InvalidParameterValue.TagKeysDuplicated
InvalidParameterValue.TagsNotExisted
LimitExceeded.CmkLimitExceeded
UnauthorizedOperation
UnsupportedOperation.ServiceTemporaryUnavailable

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion

IRIFRE: BR=ItE (It ) BRSEATF

iR

IRERS IR
PIEREIR

SHIEIR.
BEEEEFHE,
AEERER,

FXH HSM %8¢ 1D,
KeyUsage2#i&iR.
TypeS#HR,
IRERES.
IERFITEETRFT.
CMK#EEiX LR,
RIBURIE,
IRSSERARRA.

mEBREHGIregion 73215,

£104 #2183,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \,EHE FHEERS

CMKitkUFFEC

RIEEHATE: 2025-04-25 01:40:47

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .

CMKit&IFs#ED, AFIEECMKHMFRRIESE, mliERtEXEMR(7,30]1%
BRMEOIERIEIRS): 1000R/7 o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. M NBH
IMTFERSHFIRMNFIE T ROBRSYNBOAHLSY, REAHSYFIRN AHERSH,
BHEW Wik Sl ik
Action = String ~HSH, XIEOBE: ScheduleKeyDeletion,
Version = String ~HSH, XEORE: 2019-01-18,
Region 2 String AR, FRFRZIFH HiEHIR,
Keyld = String EMKE{JHE_%E
~fE: 93866e69-9755-11ef-8e65-52540089bc41
PendingWindowInDays = Integer ;gﬂﬂglﬁ%gﬂiﬂ@@[?ﬁo]
3. Hitha%y
SHEM B iR
THRUBBR TR E]

DeletionDate  Integer =pifE: 1559318399

HE— RSB RIIPRRICMK

Keyld Sing  —GifE: 23080852-1e38-11e9-b129-5¢b9019b4b01
- String  MTRID, MBS, SARRNLEE (FEREHREAIBARSSE, WHABRTLRE Requestid) . B
9 HESEHIZRIER Requestld.
4. =6
M RIS OB R

BECMKTFRIT7XEHME

BATH

POST / HTTP/1.1

s.tencentcloudapi.com

Content-Type: application/json

: ScheduleKeyDeletion

"PendingWindowInDays": "7",

IRIFRE: BR=ItE (It ) BRSEATF £5105 #£218m


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=ScheduleKeyDeletion

@ H% \,EHE FHEERS

"KeyId": "\"2 e3¢ -b129-5cb9019b4b0LI\""

"Response": {
"RequestId": "8e8f23a
"DeletionDate"

"KeyId": "

5. FREHR

BR= APl F&
Bifl= API £& B5E API XH4. {8iRf8. APl Explorer & SDK FHRRHA—EAFE, HEENE—AOSZARERBNZIRMIFE APl RS,

API Inspector
APAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API £63, tbagiiE AP| Explorer #{71E&IREI

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. =g

ARSI 72Ok SSiBigtaXANERE, EbEiRIDBiER AHEIR0,
$HIRED Fizipa
FailedOperation.CmkUsedByCloudProduct CMKIEEH=FmIER -
InternalError PIEBERIR -
InvalidParameter.InvalidPendingWindowInDays HRIBRES R SEEEE o
InvalidParameterValue.InvalidKeyld Keyld&~&i%.
ResourceUnavailable.CmkNotFound CMKAEF=E.
ResourceUnavailable.CmkShouldBeDisabled FESFACMKABERITRIMIER o
ResourceUnavailable.CmkStateNotSupport CMK REFRZIFZIRIE
UnauthorizedOperation FRIFBURIE
UnsupportedOperation.ServiceTemporaryUnavailable RS ERIARAIA.

IRIFRE: BR=ItE (It ) BRSEATF 55106 218


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ HE \_L:HE EIHEERS

BGHCMKitRIMIPRIR(E

ERIEEHATE: 2025-04-25 01:40:51

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
BRiE CMKRYiH RIS IR(E
BRMEOIERIEIRS): 1000R/7 o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik £S5 ik

Action = String ~ESH, XEOBYE: CancelKeyDeletion,
Version 2 String asd, XMEOBE: 2019-01-18.
Region 2 String AR, FRFRZISH TR,

FEWELHEMIREICMKRYE—RE

Keyld TBIE: 7fa07bcf-9753-11ef-947b-525400d834e5

String

il

3. mils¥

SHEW ESid iR

H—RSAREGEERRICMK

Keyld SiNG  —piE: 7fa07bcf-9753-11ef-947b-525400d834e5

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZKERFLIRE Requestld ) o ELTHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4. =6

PN BETHRINRR O 55
BUEX CMKRIHRUMIPR

BATH

POST / HTTP/1.1

Host: kms.tencentcloudapi.com

Content-Type: application/json

n: CancelKeyDel

e80852-1e38-11e9-b129-5cb9019b4b01"

}

L]

IRIFRE: BR=ItE (It ) BRSEATF 5107 £218m


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=CancelKeyDeletion

"Response":

"RequestId": "

"KeyId": "2
t
}

5. FRERR
BRE API &

Biflz API E& R4E APl XH4. $8iRf8. APl Explorer } SDK FRRNA—EAFE, HEENE—AOZARERBNZRMNRRE AP RS

API Inspector

FRFENEE APl Inspector EEEHIGE—SREXIXR AP BAER, HFEMENSIESRAN API X5, thaJaiiE API Explorer #3ELZ&iRI,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENERA APl

)

)

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. HHiRfD

IR 72O SSBIRtEXAEIRD, HthihiRBiER AH4ERE,

5=t

InternalError
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkNotPendingDelete
UnauthorizedOperation

UnsupportedOperation.ServiceTemporaryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

ik

PIEREEIR

Keyld&&i%.

CMKAEFE.

CMKFR 2RI RS AR sEtn TEGE T RIS o
RIEBUR(E,

IRSSERIATA

FHEERS

£5108 12183


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \,EHE FHEERS

SAZERH

ERIEEHASE: 2025-04-25 01:40:48

1. EOkR

ENOiSKFESE: kms.tencentcloudapi.com .

RAFSAZPE, REEBHIEXTERNAL BICMK ZTLASA, SARNEEMEHER GetParametersForimport SKEREIZAHITING . STLAJIEEN CMK E3RS
ANEEE, HEFRIEEIHE, BXRSANEBNEEME . CMK BHEHRSABFTIUERERTH . SANSHERITHSREERRE, EENCMKISEAE
F, FEEXRSNERNEZEMHASEERHER. CMK2MZE, FENZHMRTSATREN CMK i, (BFEREP— CMK INBNEIELEERS—1 CMKEE,
H%BEnabled #1 PendinglmportiA&SHCMKTLAS A Z R

BOAZOIERAZRIRE: 100:X/7 -

##(ER API Explorer

API Explorer {2t TR . ERIIE. SDK KBEMFIRERTIZOFEN . EUEETXAMBNERASTERSRURBMER SDK FRRG.

2. 8\2¥
UTFERSHFIRGIE TIEOBRSENBRAHSY, TBEAHSHIIRN AHERSY,
SHEW wik 2R R
Action 2 String AHSH, FMEOBE: ImportKeyMaterial,
Version = String ARSE, FMEORE: 2019-01-18,
Region 2 String AHSY, ERFERZISHN ibigFIR.
EncrvptedKevMaterial £ Strin {EAGetParametersForimport iZERIPublicKeyllZE#Z BT base64%i3 . WFEZERRAregionkIKM
cryptedreyiatenal | = 9 BiE=R¥ 256 bit
iBigiEAGetParametersForimportikiSHSASHE,
ImportToken = String ~ENE:
+b1d61DykcbWNoKUIjj+OQA5M+Iu5BiXfxldNy/wDbZL31mB2+SAA29TZgXBKY XbCtsQULktWZx
Kevld = Stri BESABHEMENCMK, TEfGetParametersForlmport {8EMCMKHER
id = N9 XIE: 93866e69-9755-11ef-8e65-52540089bcd1
. BT EIRTIE unix BYEEE, FAIEEHE 0 FREHMEALEH, SEEEPINE, FEATFHFMNER, &4
ValidTo S Integer _ .
BIE: 0
3. mtiey

SHEW ESid iR

—i5K ID, HIRSIKER, SXERBSEE (HEREEMEERLERERSR, WZXERFLIRE Requestld ) o ELTEAIFE

Requestld  String  gouwmrimskiy Requestld.

4. 761
BN SAEHHE

BATH

POST / HTTP/1.1
cloudapi.com

application/json

X-TC-Action: ImportKeyMaterial

RS-

IRIFRE: BR=ItE (It ) BRSEATF 55109 #£218m


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=ImportKeyMaterial

FHEERS

O BAT

{
1

"ValidTo": "O",

"KeyId": "23e80852-1e38-11e9-b129-5cb9019b4b01",

"ImportToken": "Sy+GF4f+XxUanlsfSBfgWQmyJeVO30wcqgLEMOWAREpXBApJqYG9zc370M0Z3gT/mvLofzM3hwVISTzIITcA06ew3Lid0J3nwNoVNOM2wnr

L+g9puwP0GpbbSwTd16X9E",

"EncryptedKeyMaterial": "dggtAzLde+xsR Wudbst7FaE4sbhhf10HCMujhjTJTnFGEuUbKowVFNnFC96e2vUvO5£fwGvENcPIDkg6qg7iuFviM0BepC

mF9Fyk3t1uJVRE/NvBFCcc

KmsZDPxt SHAcD00/dQg1i2BIaLMP3/VFBDVEK7AzRh1TkrNiout4pavGSCAF+uBl2Vmng6fF4DT37B0QOWQ4Ny fUWD

OVSF9

vwgommhudJUhv4+21xHMgUCAbEFvVoOmZP /Md5Sb4rbMboWi5gRpLusi8W3KKTyJ8onp7UC+0qi6DTw4XCq4dUPniFNJIXIxUOS ZHQKFCJXr6/ eMTTwf

"Response": {
"RequestId": "
3

}

5. FRERR

ER= AP E&
BIflZE APl £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ENTE, HEGENA—A\OZAREMEAZREFRE AP IS,

API Inspector
P& AP Inspector BEEEHIGE—HSIREXEN AP ERER, HEMERSIESIRAN API K1, tBaEwEiE API Explorer #{T7EL&IRIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeTIR
» Tencent Cloud CLI 3.0

6. HHiRfD

IR T2 O S5BIRtEXANEIRIS, HthiEiRBiER AH4ER0,

$HIRE

InternalError

InvalidParameter
InvalidParameter.DecryptMaterialError
InvalidParameterValue.InvalidKeyld
InvalidParameterValue.MaterialNotMatch

ResourceUnavailable.CmkNotFound

IRIFRE: BR=ItE (It ) BRSEATF

]

PIBREEIR o

SHEIR.
BZEncryptedKeyMaterial %M
KeyldF¥&iZ.
SANZBHRFIRESATR.

CMKA&F

110 218


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
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1. EOkR

ENOiSKFESE: kms.tencentcloudapi.com .

KESAEER (CMK) #HB2E, EENTokenfEAMITImportKeyMaterialtd2#2z—, REIRIPublicKey BT BESAZRITEEHITINE . IREIRITokentl
PublicKey 24/h\BIR5%M, KYBMFERSN, FEBXABZEORIFHITokenfIPublicKey.

BOAZOIERIZRIRH: 100:X/7 -

##Z(ER API Explorer

API Explorer {2t TR . ERIIE. SDK KBEMFRERTIZOFEN . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. WA
UTERSHIIRGIL T IEOBERSYBI ALY, TRAHSEIIRR AHiERSH,
SHEM Wik 3B iR
Action = String AH2H, XIEOBYE: GetParametersForlmport.
Version 2 String AHS%, FEOBYE: 2019-01-18,
Region 2 String ARSE, FREEIFH HETIE,
Keyld = String EMKE*JH&—H&R, RIEASHIICMKZREEXTERNALZERL, BlfECreateKeyRi1EEType=2 £EHICMK.
RE: 1ff78c0d-c54b—11€9-9cc9-5254006d0810
EEMZZHHNEE, BaisiiSRSAES_PKCS1_V1_5. RSAES_OAEP_SHA_1.
WrappingAlgorithm £ String RSAES_OAEP_SHA_256

~fE: RSAES_OAEP_SHA_1

EEMERBERIEE, BRIRZIFRSA_2048

WrappingKeySpec = String FOUE: RSA_2048
3. mtisH
SHEM ESid) iR
K . CMKMIE—#RR, AFIEEERSAERMHBCMK,
eyld String

~ffE: 1ff78c0d-c54b-11€9-9cc9-5254006d0810

EAEBEEEZRtoken, AFER ImportKeyMaterial BS54,
ImportToken String ~ENE:
Sy+GF4f+XxUan1sfSBfgWQmyJeV0O30wcqLEMoW4REpw3adjEFXyCP2yqzV8xdD5GMY4glZoDfJ33Snnb:

PublicKey String BTFImEZZHEEIRSAL, base64fRi8, ERAPublicKey base64EBEMABISSAZRHITINEFIEN ImportKeyl

ZStitokenTI BB, BEiZIHEEEXZEAN, EEEHAMAGetParametersForimportikEl.

ParametersValidTo  Integer SEIE: 1566614716

Requestld String  W—i&K ID, MIRSHRER, SRERGSER (EHRELMRERETIRSH, WLRERTRHRE Requestld) o B
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https://kms.tencentcloudapi.com/ tion=GetParametersForImport

&KeyId=1£f£f78c c54b-11e9-9cc9-5254006d0810

&WrappingAlgorithm=RSAES_OAEP_SHA_ 1

&WrappingKeySpec=RSA_2048

s<AIBEREH>

"ImportToken": "Sy+( nlsfSBfgWOmyJeVO30wcgLEMoOW4RE] XyCP2yqzV8xdD5G! oD 33S )81zh4mZjzFNM8PsjhYrg
VSxIiJOCHUpPZvVD
"Public : AOCAQS8Z e JpYRUbNKn971PUO0/eR8UBaV11glfQLNglub+Ys

6/B11jJV

"Paramete
"RequestId":
}

}
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SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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« Tencent Cloud CLI 3.0
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InvalidParameter SHEIR.
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1. gEOiR

EOERESZ: kms.tencentcloudapi.com .

BT RS ARNZRE, (MIEXTERNALERPCMKER, ZENKBCMKiIgEBPendinglmport A7, HAAMIECMK, EEINBTHBASNETHEFR, 1K
MiF$CMKi&{#ER ScheduleKeyDeletion 0.

BOAMZOERIREEIRE]: 1000K/8

= (EH APl Explorer <> mEiEis

API Explorer {2t TTELIAR . ERIIE. SDK ABEMIRERTIZOFEEN . EUTESESXAMRNERASTERLSRIURBMER SDK FRRE.

2. [MA\2¥
MTERSHIIRRIIE T EOBRSYMBI ALSY, RRAHSHIIRA 2HLiERSH,

SHEM Wi £S5 ]

Action 2 String ~rH2H, XEOE: DeletelmportedKeyMaterial,

Version 2 String ~HSH, XEOBE: 2019-01-18,

Region 2 String AHSY, ERFRIEN WiEIxR,

Keyld = String ?E‘E%EHBUB%E%EHHE‘JEXTERNAL CMKo,

~fE: 23e80852-1e38-11€9-b129-5cb9019b4b01

3. e

SHEW ESiS ik

W—iEK ID, HIRSIKER, BXERBSED (SEREEMREERRERERSR, WZKERFTLIRE Requestld ) o EfITEATE

Requestld  StriNg oz riiskay Requestid.

4. 74
P WIS\ RE

BATH

.tencentcloudapi.com/?Action=DeleteImportedKeyMaterial

52-1e38-11e9-b129-5cb9019b4b01

"Response": {
"RequestId": "
}

}
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API Inspector
FEPFELEE AP| Inspector BEEEHAE—HIRIEXBI APLRRBRER, FEMERSESRAN API 53, BaETFIE API Explorer #TEZRIR .

SDK
= API 3.0 Rt TEERNFATERE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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» Tencent Cloud CLI 3.0
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PATNGIE 7O SBEIRXMNERD, ESiRDIER 2480,
$HixtY i
FailedOperation.CmkUsedByCloudProduct CMKIEEHR==mRIER,
InternalError PEREIR
InvalidParameter SHEIR.
InvalidParameterValue.InvalidKeyld Keyld&&i%.
ResourceUnavailable.CmkNotFound CMKFR=FEo
ResourceUnavailable.CmkStateNotSupport CMK KRERZIFZIRIE
UnsupportedOperation.NotExternalCmk CMKBIHEIR, {X3Z#FExternal CMK.,
UnsupportedOperation.ServiceTemporaryUnavailable RSBERFAIA,
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BEMEERED

BRMEOIERITEIRS: 1500%/F o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥

UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wik ESid iR
Action 2 String ~H2H, XIEOBE: GenerateRandom,
Version 2 String AHSY, FMEONE: 2019-01-18,
Region B String AR, FRFRZIFH HiEgFIR,
NumberOfBytes = Integer %ﬁﬁﬂ’ﬂl‘ﬁ’fﬂﬂﬂﬂ‘&&'o RIMER1, =AEH1024,

wFE: 16
3. mieN

SHEW ESid iR

Plaintext Strin S RBBEHERVRESE, iZBB{EMbase644Ri3, AREE(FAbase64 #3521
9 ReIE: 17mvQgMIOsbM70AJ7fpLsA==
W—iEK ID, HIRSZBIHER, SRERBEIRE ( FEREEMRRERGRILARSIR, WZRERFEIXE Requestld) . ENIEEATE

R tid Stri
eques "9 sepizriEkin Requestid.

4. 761

B RENS R EORG
ERIBENE

BATH

&NumberOfBytes=16

o RLERBH>

"Plaintext": "17mvQgM10
"RequestId": "6010cd3d-a85¢
}

}
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5. FRERR
BRZ API P&

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOZARERENZIRMFE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIR(EXBRN AP ERER, HFBEMERSZIE

SDK

= API 3.0 Rt TERENFRITEE (SDK) , ZIFSMREEES,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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« Tencent Cloud CLI 3.0

6. $EiRE

ITFRFIE T O SSIZIEHEXANEIRID, EfbEiRIER A48
$5i=tD
InternalError
InvalidParameter

UnauthorizedOperation
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1. EOkR

ENOiSKFESE: kms.tencentcloudapi.com .

Fti 2iFIRegionZFFHIMNES X
BOAMZOIERIZRIRH: 10007 -

##ZER API Explorer

2. mAEH

UTERSHIRIIETROBRSHNDIOHLSY, =8

SHEM Wik
Action =
Version =
Region =

3. milis¥

SHER

SymmetricAlgorithms
AsymmetricAlgorithms
AsymmetricSignVerifyAlgorithms
Requestid

4, 76

HM FltLEiIRegionsZIERIINRE S

BATH

ESicl
String
String

String

HR

Array of
Algorithminfo

Array of
Algorithminfo

Array of
AlgorithmInfo

String

>

B

H25, FEOBYE: ListAlgorithms,

H2%, AEORE: 2019-01-18,

%

H2Y, FRFRZEN 5=,

\

R

KR SZHFRIMITRINE R X

FEE: [{"Algorithm": "SM4", "KeyUsage": "ENCRYPT_DECRYPT" }]

AR SZHFAIIERITRINERE

PR TR ETRE R B X

FHEERS

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

E—i&EK ID, MESBIRER, SRERBSIEE (EEFREEMEEREMRARSR, WiKiE

X

Py ayi=|

NEIRTF

https://kms.tencentcloudapi.com/?Action=ListAlgorithms

s<AIBEREH>

"RequestId": "460fe7ff-f4
"SymmetricAlgorithms": [

{
1

"KeyUsage": "ENCRYPT_DE

IRIFRE: BR=ItE (It ) BRSEATF

Requestld ) . EiTRIHEREIZXIEKRE Requestld,
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"AsymmetricAlgorithms": [
{

"KeyUsage": "
"Algorithm": "

by

{

"KeyUsage":

"Algorithm":

1
I
1,

"AsymmetricSignVerifyAlgorithms":
{
"KeyUsage": "

"Algorithm": "

5. FRERR

ER= AP &
BIflZE APl £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ENTE, HEGENA—A\OZAREMEAZREFRE AP IS,

API Inspector
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7= (EH APl Explorer
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2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wi ESic] 3%

Action = String ~ESH, REOBE: ArchiveKey,

Version 2 String ~HSY, AMEONE: 2019-01-18,

Region 2 String AR, FRERZISH TR,
— IR

Keyld = String CMKIE—HRiRfs

HlfE: 23e80852-1e38-11€9-b129-5cb9019b4b01

3. mils¥

SHEW ESid iR

E—i5K ID, HIRSIRER, SXERBIEE (HEREEMEERLERERSR, WZXERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG  mio iz misskiy Requestid.
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1 EREE

BATH

https://kms.tencentcloudapi.com/?Action=ArchiveKey

71d=23e80852-1e38-11e9-b129-5cb9019b4b01

"Response": {

"RequestId": "1b58085
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SDK
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« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkStateNotSupport
UnauthorizedOperation
UnsupportedOperation.NotUserCreatedCmk

UnsupportedOperation.ServiceTemporaryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

ik

CMKIEEH = mfER

PIRRERIR o

SHIER.

KeyldF&i%o

CMKAFE,

CMK REAHFHLIRIE -

HRIEUR(E

12324533 FIF B C eI CMKIES -

BRSSERIFRTH

FHEERS

55130 218


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

EEFEBREEMNE

ERIEEHASE: 2025-04-25 01:40:48

1. EOkR
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FEOFERAEEFEREEEN, UNERSHIKBEREIE, TRATFNZERIEESR, RSA Key, SHER/MMISHES . WTFRANEIENE, FR
GenerateDataKey4%pkfIDataKeyi# {7 A EHEAINNARZIRIE

BOAMZOIERIRZRIRH: 200R/% -

##Z(ER API Explorer

API Explorer {2t TR . ERIIE. SDK KBEMFRERTIZOFEN . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTERSHFIRFILE TIEOESRSHEMBIAHSY, REAHSHIIRR LHiERSH,
SHEW Wik ESid iR
Action 2 String ~HESH, AEOBYE: PostQuantumCryptoEncrypt.
Version 2 String aHsE, FMEOBE: 2019-01-18.
Region = String AR, FRFEEIFH R,
Kevld = Strin A CreateKey£HHICMK2 B IE—HRRAT
4 = 9 RBIE: 23e80852-1e38-11€9-b129-5ch9019b4b01
PlainText - String WIS EIE, ZFERUAERbase64imis, FXRAKESIFIK
= RBIE: dGVzdAo=
3. ey
SHEW R b
NBEEN, baseb4mil, it5: FFRDITETENNZHNEXER, FE2XPXHNEENZLEE,
CiphertextBlob  String = PostQuantumCryptoDecrypti#ZAfMANSE, ARTUBRZLEREZ
BIE: ZHNhZHNpbzEyMW5uaz1qb2lgMm4xbW5tc2FKY XMxO*TIxbWExcwo=
Kevid String INEFERCMKIE BIE—FRR
Y E: 9999aed0-4956-11e€9-bc70-5254005e86b4
Requestld String H—iEK ID, HIRSZBIRER, SRFKRASERE (FEKREEMERKREIRERSR, WiZRESKFSIRE
IRERMHIZXIEKRE Requestld,
4. 7f
PN ERERFEREES RTINS

EREEFEREEREHTRIENE

BATH

POST / HTITP/1.1

Host: kms.tencentcloudapi.com

Content-Type:

application/json

X-TC-Action: PostQuantumCryptoEncrypt
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"KeyId": "23e80852 8-11e9-b129-5cb9019b4b01",

"PlainText": "dGVzdAo="

"CiphertextBlob":

"KeyId": "23
"RequestId":
}
}
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BRE API &

FHEERS

Bifl= API & R45E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERENZIRMIFE AP RS

API Inspector
FARFEET API Inspector EEEHAEE—SIREXERN APLERER, HEMERSIES

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHSHRIZES, SEEAENEMA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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FEOFEAREFEBREIERN, BEEX, FHETIEXHE.
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##ZER API Explorer

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. A
UTBERSHFIRGILE TIEOESRSHEMBIAHSY, SEAHSHIIRR AHiERSH,
SHEWR %k R ik
Action = String AHSH, XEOBYE: PostQuantumCryptoDecrypt.
Version = String AHS%, FEOBYE: 2019-01-18,
Region 2 String A2, FRFRZISH TR,
. - . HREENEER
CiphertextBlob #®  StiNg —hiE: Ade234dasdeEWAGVZAdCUyMHBSYWIJJIHL
PEM X AAF/MEH, ¥ RSA2048 #1 SM2 248, BTFHEEEIEFR Plaintext E#{TNE. EA%, WK
33 Plaintext EIN%
EncryptionPublicKkey & String  R®HNE: ————- BEGIN PUBLIC KEY-———-
MFkwEwWYHKo0ZIzj0CAQYI**VWhjH2dhziiH/NWCkk3FjlhjlwgjmnWhmUTg== ————- END PUBLIC
KEY---—-
EXITRINZESE X, && EncryptionPublicKey 3HREIEIE#TING . Baiszi: SM2 (LA C1C3C2 EXiBEE
EncrvotionAlaorithm | & String X SM2_C1C3C2_ASN1 (A C1C3C2 ASN1#iEEX ) , RSAES_PKCS1_V1_5,
yptionflg = 9 RSAES_OAEP_SHA_1, RSAES_OAEP_SHA_256, &4, &A% SM2,
TBIE: SM2
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SHEWR ESid] ik
Kevid String CMKHIZRBE—RR
4 =BE: 23e80852-1e38-11€9-b129-5¢cb9019b4b01
ERRITKRIEM EncryptionPublicKey, %Z=FER{EJ} Base64 RiIBAIAAN, Fi#iT Base64 fRIBLATKENAN o
PlainText Strin HERINRMET EncryptionPublicKey, Miz=E{EH{#ER EncryptionPublicKey 28 {TiEXI#RINEZEFH Base64 RiBHIZEN
9 =t Base64 BB/, (ERIMA LEN A BRI TE—SEE, IR,
HlE: dGVzdCUyMHBsYWIuJTlwdGV4dA==
Requestld  Strin W—iER ID, HIRSIHER, SRBERBRE ( SEREEEREREITLRSH, WZRERFRHES Requestld) . EfITIHEATE
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/ HTTP/1.1
: kms.tencentcloudapi.com
Content-Type: application/json

X ction: PostQuantumCryptoDecrypt

"CiphertextBlob": "Ade234dasdeEWdGVzdCUyMHBsYW1JJ1IHL",

"EncryptionPublicKey": BEGIN PUBLIC KEY-————- MFKkWEWYHK0ZIZzJOCAQYI******VWhjH2dhziiH/NWCkk3FjIhjIwgjmnWhmUTg==

ND PUBLIC KEY

"EncryptionAlgorithm": "SM2"

"Response": {
"KeyId": "2
"PlainText":
"RequestId": "
}
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SDK
= API 3.0 Rt TERENFRTESE (SDK) , XSSMREIRIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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1. E\O#R

EOiSKREHZ: kms.tencentcloudapi.com .

ZEORTFRIGENTRZANABES, TRATFAHIENERIE . RIBLTFEnabledkFERIIEMITREAZ ATRERIN A
BRAECIERITRIRG]: 100K/

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. WA
LTERSHFIRNFIE TEOBRSHENHBLAHSY, REAHSYFIRR AHiERSH,
SHEW Witk Bt i
Action 2 String ~HSH, XEOBE: GetPublicKey,
Version = String ~HSH, XEOBE: 2019-01-18,
Region 2 String ~H2Y, FRFRIISH TR,
Keyld ] String CMKEIIE— 17
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Keyld String  CMKHIE—R,
TfE: 554ef4b3-3071-11ea-a86a-5254006d0810
PublicKey String  &Zidbase64FBIAEREA.

PublicKeyPem  String PEMEXHIAHERS.

E—i5X ID, HIRSiRER, SXERBIEER (HEREEMRERRLERERSIR, WZXERFLIRE Requestld) o ERLTE

Requestld SUiNG  pimamouzriaskey Requestld.
4. 76
BN SREEER FREBARI A
BATDI

https://kms.tencentcloudapi.com/?Action=GetPublicKey

&KeyId=554ef4b3-3071-11ea-a86a-5254006d0810

s<AIBEREH>

"Response":

"RequestId":
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"KeyId": "554ef4b3-30

"PublicKey":

PRTVETWXCTThhMnF Je&

OhSYkE

5. FREHR

$R= APl £&
Bz APl & B&E API 3. $8i%63. API Explorer }2 SDK #REHNA—ERFE, HEENE—ANOEARERBBNZRHAIFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—TIRIEXBE AP ERER, HFBRMERSIESIRAR API K58, BaTFiiE API Explorer #{TEZEIR

SDK

= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BefTIR

)

Tencent Cloud CLI 3.0

6. fEiRE

IFRFIE T O S5BIRERAEIRID, EthEiRBiER AHEIRE.

$HiRtY

InternalError

InvalidParameter
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkStateNotSupport

UnauthorizedOperation

IRIFRE: BR=ItE (It ) BRSEATF

FHEERS

]

PIEREEIR o

SHIEIR,

KeyldF&&i%.
CMKAFE.

CMK REFSTHHZIRE o

RIGHURE -

£137 #£218m
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IR FRZEIAS m2fF=

ERIEEHATE: 2025-04-25 01:40:45

1. EOkR

ENOiSKFESE: kms.tencentcloudapi.com .

(EFRIEERISM2EXITREAIIFABHITEIRMRES, BXVRREAWRABINEN . LFEnabled IRERIIEITRBAZ BEHITRRIRE. EANENHKETEEBIZ256F

.
To

BOAMZOIERIERIRE: 20007 -

##Z(ER API Explorer

API Explorer {2t TR . ERIIE. SDK KBEMFRERTIZOFEN . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBERSHMNDBI LY, REAHSHIIRR 2HERSH,

SHEW wik 2R ik

Action =2 String A2, KXEOBYE: AsymmetricSm2Decrypt.
Version 2 String aHS%, XEOBE: 2019-01-18.
Region = String  AXSE, FRFEMSEFH bETIER.

CMKaIHE—IRIR

Keyld & SUINg —piE: fcel015e-9735-1ef-be86-6abd61583d2d

{EAPublicKeyMZ#IE, Baseb44wig, RIGEXBNEEICI1C3C2_ASN1, FEIRENKEREEI256F T
Ciphertext £ String  FIE:
MGOCICuRefoqE7g5bpsZNYg+9d909cZI7nFuYFHiIDhOgz8 GAAIEA4lIgmt3nGgpbuOghbWsStkexXA2cA12nVV

3. Jitisy

SHEW ESid iR

CMKRIHE—HRIR

Keyld StiNg  —piE: fce1015e-9735-1ef-be86-6abd61583d2d

EZEREAN, baseb644wi3

Plaintext String FBIE: dGVzdA==

W—i5K ID, HIRSIKER, BXERBSER (HEREEMRERRERERSR, WiZKERFLIRE Requestld ) o ELTEAIE

Requestld  StriNg oz ik Requestid.

4. 7%
BN RIS M2

BATH

POST / HTTP/1.1
Host: kms.tencentcloudapi.com
Content-Ty appli

X-TC-Action: ymmetricSm2Decrypt

DHERBY>

{
1

"KeyId": "fcel015e-9735-11ef-be86-6abd61583d2d",

IRIFRE: BR=ItE (It ) BRSEATF 55138 £218m
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@ H% \,EHE FHEERS

"Ciphertext": "MGOCICuRefogE bp /q+9d909¢cZ17nFuYFHiDhOgz8GAAIEA4lgmt 3nGgpbulghbWsStkexXA2cA12nVWjgruFPSWKKEIG6JwYejmOg

Er7CPOOhbirsGhga3W7J6C7kwdmf6VebRBATH102G"

"KeyId": "fcell
"Plaintext":

"RequestId":

5. FREHR

BR= APl £&
Bl AP| £& 228 API H. iR, API Explorer & SDK SEEMSG—ENTE, HEENA—A\OSARERBARIRMRFAE AP RS,

API Inspector
FAREE AP Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T O 3B IEIRXAEIRTD, HthEiRIBiER AH4EIRE.

§EIRED ik
FailedOperation.DecryptError ALY o

InternalError PERERIR o
InvalidParameter SHEIR.
InvalidParameterValue.lnvalidKeyld KeyldF&i%,
InvalidParameterValue.InvalidKeyUsage KeyUsageS#i&iR.
ResourceUnavailable.CmkNotFound CMKARE#E.
ResourceUnavailable.CmkStateNotSupport CMK RERZIFZIRIE
UnauthorizedOperation RIGHURE
UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion mEZEBRESRIregionF 2.

IRIFRE: BR=ItE (It ) BRSEATF 5139 #218;m
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
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IR IARS AR S

ERIEEHATE: 2025-04-25 01:40:45

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .

(EFRIEERIRSAIEITRESARITASHHTEIEREE, BN YRR EANNAHMEN . LTFEnabled KEMIEITREIAA EHTRERIZIE,
BRMEOIERITEIRS: 2000%/7 -

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW Wik B fiig

Action 2 String 2#HS#H, XEOBYE: AsymmetricRsaDecrypt,
Version 2 String AHS%, FEOBYE: 2019-01-18,
Region 2 String A2, FRFRZISH TR,

CMKRIME—#RiIR

Keyld & SUiNg  —riE: 554ef4b3-3071-11ea-a86a-5254006d0810

Ciphertext £ String  {#APublicKeylIZH%X, Base644i3

TEERANAINERMAEE: HRISZIFRSAES_PKCS1_V1_5. RSAES_OAEP_SHA_1. RSAES_OAEP_SHA_256

Algorithm 32 Sting . RSAES_OAEP_SHA_256

3. milis¥

SHER B R

CMKaIHE—HRIR

Keyld SiNg  —piE: edf72at1-69d0~11ef-9841-52540089bc41

R RRIBES; base644wig

Plaintext String FBIE: dGVzdA==

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZXERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4.
PN JERTREARSARE
BATH

POST / HTTP/1.1
Host: kms.tencentcloudapi.com
Content-Type: application/json

C-Action: AsymmetricRsaDecrypt

LERSH-

"KeyId": "edf72al11-69d0-11ef-9841-52540089bc41",

IRIFRE: BR=ItE (It ) BRSEATF £140 #2183
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fNDkmoWcgBF

J+JnHVAZ2bIuYP8M40JYkk S5SmuuACWXLGLQ]

"Algorithm": "RSAES_OAEP_SHA_ 256"

"Response":
"KeyId":
"Plaintext":
"RequestId": "
}

}

5. FRERR

ER= APl £&
BIfZ AP| F& 228 API H. iR, API Explorer & SDK SZEMSG—ENTE, HEENA—A\OSARERBAZIREFRAE AP IS,

API Inspector
FAPTEEE AP| Inspector BEEEHGE—SIRIEXBE AP ARER, HEERSIESHRAN AP X8, BalaiE API Explorer #T7ELZRIK

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfB
BATRBIH TR SSBERRARID, HRIGER AR,

5=t faig
FailedOperation.DecryptError 3258 S
InternalError PIEBEEIR -
InvalidParameter SHEIR.
InvalidParameterValue.lnvalidKeyld KeyldF&i%.
InvalidParameterValue.InvalidKeyUsage KeyUsageZ&#igiz.
ResourceUnavailable.CmkNotFound CMKA#FEo
ResourceUnavailable.CmkStateNotSupport CMK KRERZIFZIRE
UnauthorizedOperation RIGHURIE,

IRIFRE: BR=ItE (It ) BRSEATF 141 218
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@ A TASERG

IEIEE R

mIEEFATE: 2025-04-25 01:40:45

1. EOkR

ENOiSKFESE: kms.tencentcloudapi.com .
(ERAE TR AR R
ERUAZECIERITRIRS: 100:R/F

IRIRERE: BR=ITE (1bF) BRSEAE 142 £218m



@ H% \,EHE FHEERS

= (EH APl Explorer

API Explorer 2t TR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSERELSRUREMER SDK FRRG.

2. WA\2%

UTERSHSIRVIIE TIROBERSETIBIAHSY, REAHSHIIRN AHiERSY,

SHEM wik 2R iR
Action = String AHS%, FEOBYE: VerifyByAsymmetricKey.
Version 2 String aHS%, XEOBYE: 2019-01-18,
Region 2 String AHSH, FRFEEZISH thigyiE.
Keyld 2 String  EeRdiE—iRR
Y = 9 RfIE: d79e97e5-69d1-11ef-bc87-02ac442a5a1f
EHEE, BLARKMSERZIEOLRRK
SignatureValue 2 String  FHIE:
MEUCIQDunw5PZuSVI6IPX2xxdce6ohrm9Rt8KBgpMréyogDbdglgVyqCOiOs90Vb/frwglpg+43QXMMRr
HERENSHERE ., MBRENZEHBEN, WESEXAKE (Baseb4RBRINKE ) FEiZ4096FT . MNRIRHAIR
Message 2 String  [E (Baseb4fmBAINKE ) ¥REFI2FH
THE: dGVzdAo=
EREE, ZSEE: SM2DSA, ECC_P256_R1, RSA_PSS_SHA_256, RSA_PKCS1_SHA_256 &, B3
Algorithm = String  ListAlgorithms #EO#{TEIf,
=E: SM2DSA
M T - Stri jHEZ%E: RAW, DIGEST, MEFRE, BKABRAW, RFHEHEEN.
essageType & g — e RAW
3. ey
SHEW ESid) 3%

EBRABBH. true: EFBH, false: BEELH.

SignatureValid  Boolean FOUE: true

—i5K ID, HIRSIRER, SXFEREBSED (HEREEMEERRLERERSR, WiZXERFTLIRE Requestld ) o Ef

Requestld Sting  memmmRMZRIERE Requestid.

4. 761
PN RIS ANRE
BATH

POST / HTTP/1.1
Host: kms.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: VerifyByAsymmetricKey

<AEHERSE>

{

"KeyId": "d79e97e5-69d1-11ef-bc87-02ac442a5alf",
"SignaturevValue": "MEUCIQDunwS5PZuSVI6IPX ice6ohrm9IRt 8KBgpMr 6yogDbdgIgVygqC0i0s90Vb/ frwglpg+43QXMMRNFKmBA5VNpS4A/o="",

e": "dGV

IRIFRE: BR=ItE (It ) BRSEATF 5143 218
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"Algorithm": "SM2DSA"

"Response": {

"RequestId": "020b75ba

"Signaturevalid":

2
I

}

5. FREHR

BR= APl F&
Sz APl & B&E API 3. $8i%63. API Explorer }2 SDK F#RREHNA—ERIFE, HEENE—ANOEORERBNZRHAIFRE API RS,

API Inspector
FEFELEE AP| Inspector EEEHAE—HIRIEXBI APLRRBRER, FEMERSESRAN API 53, BaETEIE API Explorer #TEZIRIR

SDK

= API 3.0 Rt TEEMNFRTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

.

Tencent Cloud CLI 3.0

6. fHiRE

ITFRFIE T 1O S5BIRERAEIRID, EthEiRBER AHEIRE.

$HixtY

InternalError

InvalidParameter
InvalidParameterValue
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

IRIFRE: BR=ItE (It ) BRSEATF

FHEERS

R

PIEBEEIR
SHBR,
SHEEREIR.
KeyldF&&i%.
CMKFEFE,

CMK REFSHHLIRE -

144 218,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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ERIEEHATE: 2025-04-25 01:40:45

1. EOkR

ENOiSKFESE: kms.tencentcloudapi.com .

IR AER
= KA KeyUsage 73 ASYMMETRIC_SIGN_VERIFY_SM2. ASYMMETRIC_SIGN_VERIFY_ECC skEfth3z#549
ASYMMETRIC_SIGN_VERIFY_${ALGORITHM} #9Z$AA A LAERZEZThEE .

BOAZOIERAZRIRH: 100:X/7 -

#7#=(ER API Explorer

API Explorer {2t TR . ERIIE. SDK ABEMFRERTIZOFEN . EUEETXAMBNERATTERLSRURBMERN SDK FRRG.

2. A
UTERSHFIRFILE TIEOSRSHEMBIAHSY, REAHSHIIRR LHiERSH,
SHEW Wik 2R iR
Action 2 String AHS%, FEOBYE: SignByAsymmetricKey,
Version 2 String AH35%, FEOE: 2019-01-18,
Region 2 String AHSH, FRERZIFH biRTIE,
EREHE, ZIFIE%E: SM2DSA, ECC_P256_R1, RSA_PSS_SHA_256, RSA_PKCS1_SHA_256 &, &%
Algorithm = String  ZIFHEIEANET ListAlgorithms EO#ETER.
HE: SM2DSA
HERENSEHERE, MERENEEBEY, WEBENKE (Baseb4mEaIKE ) FiBid4096FT . MNRIZEMN
Message 2 String EHERE, HEREKE (Bascb4RBRINKE ) BRASFTFI2FH
FBE: dGVzdAo=
Kevid - Strin ERRIMEE—RIR
v = N9 RpIE: d79e97e5-69d1-11ef-bc87-02acd42a5alf
M T . Stri EE%R: RAW, DIGEST, MIEFRE, BABRAW, XREEEN,
essageType & ring TBIE: RAW
3. e

SHEW ESiS ik

%%, Baseb44zt3
Signature String  FHIE:
MEYCIQDFunV6ujrE9k4IMOEeH4JOuwENY Sf1JH2DI01gIFWKkwlhAMiv6S2s3VsLtMF/+4rDEiF3lyE3zfRGq5B+k7hHi

E—i5XK ID, HIRSiRER, SXERBIEE (HEREAEMEERRLERERSR, WZKERFRIRE Requestld ) o EfLTRIFTER

Requestld  String RiERE Requestld.

4. 76
PN IEREAES

BATH

POST / HTTP/1.1

Host: kms.tencentcloudapi.com

Content-Type: application/json

IRIFRE: BR=ItE (It ) BRSEATF 55145 $£218|


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=SignByAsymmetricKey

X-TC-Action: SignByAsymmetricKey
<QHIBERSEH>

"Algorithm": "SM2DSA",

L L]

(
1

"Response": {

"RequestId": "£f60b408 0 c5b-t ccbc4"

FHEERS

’

"Signature": "MEYCIQDFunV6ujrE9k O Sf1JH2DI01glFWKkwIhAMiv6S2

}

}

5. FRERR

ER= AP E&
BIflZE APl £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ENTE, HEGENA—A\OZAREMEAZREFRE AP IS,

API Inspector
EPEEE API Inspector BEERHIAE—SIREXBN AP RBER, HEMERSIESRARN API 53, BaFiE API Explorer #{T1EZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, EEAENTERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. HHiRfD

IR T2 O S5BIRtEXANEIRIS, HthiEiRBiER AH4ER0,

$HIRE

AuthFailure

InternalError

InvalidParameter
InvalidParameterValue.InvalidKeyld
MissingParameter

ResourceUnavailable.CmkNotFound

IRIFRE: BR=ItE (It ) BRSEATF

g
CAMER/ERUER
PIEREEIR o

SHIEIR,
KeyldF&&i%.
ROSHEIR,

CMKA&E
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

IR filiR

ResourceUnavailable.CmkStateNotSupport CMK RS SHHZIRE

REFZBRERIEE

EIEEESE: 2025-04-25 01:40:45

1. gEOiR

IRIRERE: BR=ITE (1bF) BRSEAE 147 218



O BAT

EOisRFSZ: kms.tencentcloudapi.com o
FEREEFEEEEZANEZHITINE
FONEOIERIATIRE: 200R/7

#EFE(ER API Explorer

FHEERS

<> =EEiE

API Explorer 2t TTELIAR . ESIIE. SDK KBEMFIRERTIZOSHN . ETEESXARNBERNBSIEELSRIURBMER SDK FRRE.

2. M NBH

UTERSHSIRIIE TROBRSHEMBS ALY, REAHSHIIRN AHIERSH,

SHEMW Wik HE i
Action = String AHBH, XEOEYE: PostQuantumCryptoVerify,
Version = String ~HSH, XEOE: 2019-01-18,
Region = String ~HSY, FRFEESZIFHY higyIE.
Keyld = String ﬁfggﬁ;i;qom—dfs741ed—979b—525400cf6ac4
SignatureValue 2 String E2E, BIAABAKMS PostQuantumCryptoSignEZiE O£
Message = String Ease64 RIEERERY, EEENIKE (Baseb4mBRINKE ) A8i24096%T,
~fE: dGVzdAo=
3. el
BHEM £S5 iR

EBRABBH. true: EFBH, false: BEELH.

SignatureValid Boolean =BIfE: true

Requestld SUiNG  enpymms iz RARE Requestid.

4. 761
=N ERFEREERS
REFEBENE.

BATH

POST / HTTP/1.1
Host: kms.tencentclouda
Content-Type: applicati

ction: Post

"KeyId": "b2b90f78-df57-11ed-979b-525400cf6ac4",
"Signaturevalue": "wb8u5CM+Mnl DCxwT
8g6jBVGNZ520+b8H+kFuySy
Q/f13KPdcbICxEuDvidblgdR4qg

yPyzD+£fYes9tvUbttQuzl8frl2bnmlCvFzpeigl7nzznxByFSYGBefN zUhy54I+sNijYzJyur/n
4m0kKoyIy8TdGDVbI5sG OvOBvccMQ7b/jD2DWoVh7dGWJIcLiroITUfUQLVK

InE3Qqos83Xd804kQ+Y/17vERw//0J6YIEWzxkcycTUbqgi/DHIOexppQFMulOpPnt 1U32u+NASkgxpyE4EEP62T/rU2kYcn8eoH

—i5K ID, HIRSIRER, SXFREBSED (HEREEMREERRLERERSR, WiZXERFLIRE Requestld ) o Ef

s1NZ8rMGCDC781iJJe8FA6eZKm: M5MVGh6TqFU53q0adc7f00jR4DT14PplMcrré6aFywlbVErnafF8G
6xXWMcEUTKnaZRF1MU566d0TqLX1gntR6410P0X9UuzHVPMdRYKorg5IDPq3x5aWOtRIsyDBG7Pa6X7+X0dELl+uWbzjP4b0C1Im+
5jkud4I13kXbklY1WI3KKGGNJII9sEaqSQjETeLgwPaQECQOBB
1tcOLYBDkeO6bjPaPW73HryD1WesWgrL

XKwTpeH1PFWEFVTSz+F5zXA1TpvcF9h3Ao4e/fpB+zwR1Z1KQQ3TAe

cxc4VOby/ruSznQ/BPextecELaaKPA2ARN4Tb2aUULt 1DYgYW4M/p3TEJXxLO4LPCMIHPpNP3Gj9stsT4rlwvkw9Z2YYMaR4IdBjJhd0Lod71G5HzMiJC1D5KLAU

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=PostQuantumCryptoVerify

FHEERS

gLIpN8bjfX+22U+gN0sVG9I1ruOhO3/epnsDPvDzoVt YHgkWX7a3XMhgoNxJxr0/KRFFEH10gn250qwXg/czgEz1EN/obCKVvkRHLAzU21iIJujAkUZb4Z20J7G1lYz
nd8GGUOt raDgeKDEnAukU4L5PDVM4 jYdrzAF10F 7SNAyePdnNLNnWWp8RJINKFDoCZS/eBawg3vYa9avt 3++5kwU+BSVBXigQDmv1VYr1VTHeX 7PoEYNPpSWNVIWSX
VwIrTbl1I/ek4painANi+QcWIdjVe+z29J5VDpuvrcSONzlep2zMItockZRxr6VIsIFQLs7McN66enolxkJfl/yIaAKP4KxdB1Dt+P2tH+Mgkl1INhvgCAfwmO£7L
ODFWQ6ecAQ/8Pj9gAlbcO0TpgIwLvumS5gqmVmTxySrO0p5zvISNN71ImYKAEUZzuT /AyKKPHKT /F61EJd5eWG4njUL128bjaENuDBD12BLXAWMBXiKCrEqCrkGIbK

d/VQ8KTc7PDCH15/R79XvnuldtEXckfpULcvC8Krfsut £5edDMOy0VossBpiyzBmfDOiGX4jxYpg5dK17vQ9q/+Ms/ORR5SUA+TTOWI1KzRwfr7sNR1Dlcggd+
4Ma8WxZOKxPHEPWC7azKLZ YmuWWYx74gdny0yUa2r2KY1x1biPi3Jqk 91 £GyVXoMVucnW21i0X2rt jvV7KZ2MWDBXOk xmDvs 6ulWMipP0O3X6Co3a6VipuzT+5v1 9
gswHIwIEaN+ovmpBYm570ZxZThfkJF£f+Tt1ZAnknO7Q2F 7uERQZr 8yMM+nOMUNO4 SNubavm75NaL/m1lnNpSrrO0pa6IT9iMOYw/Q6HYyVMPWEIz5vBOpTKsIAEd/
8coDcvSeN9e/dokzhfSTtzgfEX6m4vGefPL1Lr2u7BwkyJRgme fCq6MWCxPAOUO89%80ar0PS2tF5PgwliKI/ypzkVQiehLUCIMbTNQIgMXtdaiGrWIbZ8007Bk
WkEWzoQ08tbWK7QbhxhNO3bZXkOwkiobFWBREAO3NzL4vRcXI47BMOdygbTd9KmrOK425hN08rfDeO7PENWYIajtPtF/alsk1Inn4MdHooQDsFJJ5dANECY+men
13ukgmujn5WZERJ+WXV/7X3J0tajb3CXbYclnVUMt1ly5/B7KOMCS3+8uC461i2I2UgXbfKM4AD8DmMRscxmGtuaxuSyZE/XEgPc0aFsVEHaUuGmupaoUnxGgSrXp0
rR+-xmT1YNt 95IPkwQOmOms8R/PmmdXczksrERD6e5grFgZouMgjzP /kmbE4SS1tBDAZDSQfg8DCTQcTmjQd5pu/V1/I2xIy3qUEgLOQE+0z4g4B048DNHimo+w5
W2MbWZA1igwCsBwwYIL+xZEizUlrE7znd2/ua3WzYB+cD/Di0PJ4sD1zcOnlVy2tEM7t IPS90H1A8nYX6QgLGU18eg6BC3GNLr+RR/OKNEffuTEBMTac36Dk+W9+1
HD3CgNwtWpzSJUS9pgnvIWkCEG4bieFAINrbK9zPnI1PFbAd81i1pFgvIsLGzQpEBS7ZRsM4bIPcje2BTvdcb9k2sG9Gj7BQ1RCeISo7mSL04eb4d0B18JugGhN
1shAcK5ts/n/Di5Jk9aBCteGwZrkAwx IWSEXYy IrFFNYuqg4 1RH345C6qV+LexrZWBEQnSx3jvGFRB+Krullb3Hfwdnd+pwzZ10/ER3LrviWMg+wiWhgPBAQCKnG/M
rc7blIGUu2us2W1HViPxEQhyiVijNzJanBk4 7RVACGEAXND8hx+mlrzKwIYZer0aQCtEnvFpgVoHxKbQKXS7XAY3DX9TF31uCFQegsaXF6IehJAfL4yoTeJR1/+
TNKHUr+D2AMu3VL35H60FbMJIVPBiP jFaJpVUXrOH31ACP+YymHmvRBAhbVSXBAFkt jM7my j7AzuCGRcO2wrSzpJd5vR7Clrzgl4q+9Rat /iwrE5Fwt LBRVWOCGD
0zIAfeAhPLMAYys8GehIHK7n6AXXX3/RLRIRZ30J4Egt SFYCVKUIBE9ig6sl7HYyy++MLHOWBW+NS5avdVxavV4JtwIPyYzOTzRWEfnelLYt /r+2/9MYRTJSPPtA4TELtv
c+g7md4eC8750s2aZlviHnxahPeodf YMMht RFQNUEYJ2Xei+CORbMuP03PyWbApjeDf9C27KuONNZX81lpPltVQYuoIS8nGIJRPksPROX0OCD58BP4/FTAVWZ365gnI
AOrNOp9H]jjjFhOlwAIeUYfLcO0gZAMROWOy3ye/110hSx27Vp4L1lnXZsIuR2Y343gT0arKUiCZW75myDvL51Ug3z4RDUVsCGOWESBmVZz1zJtGCOPp4iu2HByZk
I8GsDsGQ/GiSJIqRzDZdQzgSJIHX8t /gCp3ZZZpBbD7YWCKLEYt123h0y+y8sShKhJkGlhiJHpYCMFP5x0EnSRkuujoAmLI4pzyVhRgGXKgCagwbp+OWX1rVsweG
PyLvVQzjgQsylAe5EmbOnzaIKY1lndv8PNYgSN8BbtmX6m0jgqrUNKFJIdpm8YWMEtwEn+HJIwV70NMzcG8R5PygBOCgMXPNZbiSrr/00dI8gInyrUbFnF0j76mBkud
ftUKrMVm+gdvTWS fUCPkDkY/JRENsxk6BJ44y78RXAR8QswxhW6cbP6S9Iuz2hHT29wKfigK0UanoUACtzQevICVE8YCaPI6yLKT/JopiJI6u6IzxOhzttsROL
t+X1iXXRNONCGYWA+6IpIrp8WK+WIB91TWDeOWsKtzzbNzmZkkwB6u5S5vEsbJs2phv3£fZjHa7njzEv7Lb+7QgqbRPyEZTw6Hfpjr+zH2PDKiDX0j2PiogYgMB41lrm
anZunP0ObHY2Q70NOIEYe5ZHKaHoaJHveL45drt OAMRDI /H01izKyCrgrdWZKjmjaLlLex7qIk4N/CzAdxPiNkYVun0OpkZXXuVZ1F9axy 7RojOzmcAXquYpBvTdxu
x1400KGNQogBh/7H1nYQP YHb+k8TMv5CTVqj1Xqyu/ujv0BUePUbXMALxxgNK8WEBYLzY10H9k 3BzMrhwdit gt aLBUWp1pR62w5xxFNN7pn8GQVD /RQW5P IxDu
4X1FyR3Yx40d9tuvLIbUSGDCmsHMcNg60A2S/NztiG6qjFKmF 9VAZ5Ks1RL8s+HZwWMKbAINDBMJIAK jJpeMQwvMk rilgew6UFmMRHsvxLG14hMRe0Y3NylSfdPRLM
MYppM+UpDtemx30d7Cre0ikz0VUO]/8EQiY3gqZQBlrPKOk1JKKvOME+5L5EB] /bVtm7Hv3SUz1 jugRETc3jUW5COniL26tnHZ9JsCrkKjD7b+7kov+0Oycx112
089z JxKgixW+fwFKIMEAI1xBBHpPRQb+KeudypL8hDZ4wMDHYuHhHiELixMaEJYABaa8xZJUOI 9WNMmMINt TecNXOQR/1HGLkPRTDgLGcibPtKIF11MiKSIpzqg7l
WrxSJ5BI29ZwPnDqJ8yEV1148HkoiWtCjVGj7q8oyP4rDNv1osb8U7nNg41UkKzA4gESzcClQoEsUxraVyM]jG2e3sv+A7D6Pxs3hTT4W3sVHWHg+EQuUCPBUNOm
YyeH2GYfUCCpEPgoliQVdBngldyn075nv1gKM72unWxWJIWiczrPO/VoVy1WKxGTS1giuhxx66+RfbkbX9m4FuGeibZhw+Gxa5JwRYkKRQt 9vubOVYbxr2W60010
68S5G+IMhVUthQ10/WVHZZw1dPJI5NwkgrOads/xiA0/4dGh0898J627G6sQ1lpm44s1wIKGe7098FVeFHkRnXdXeAdh+vkm+7kQmogpG5W3691BAHe IMbVVXmGzZ
ipRS1W/S60R1DOJGXGHUCINn4PnhnzZVBHgP Suas0BOrzvhmLcdbej8efn7IXmEy/swrUY/gq9sCiVrTS/aQGUxROQ1IRgjxct 3sj08akM5TKkEOMEgb3RHTKOMSWK
JABd18IaxPXwWX6+ZYYIbN3/NTxOzdaXqsVeF2LHjGNZRvvzuo47uG9Ivp5ERBapdR6We2PdnImkojvilgOmuvxkQ7dM8qjJqi4qnGrDK1BgM+PKhZcN14dKEf4C
GRwQa5KN7h5Rm6TS6DENInVU+hIe2VTSnyS9YxkJ4z2kbPVkzLrmijr/ZN21vwPFyrZRb/win/S61oBKt f+imWJInLVKArwymQnbAjbyOtWNdr2KrlfAaeplwlg
HvvxglS6KQXjETglkCXpy/1lhJD8rMmsHVF3Z0zmRVNOYFmMET1gREYtKGi+7xW25pmKXXgdZgNz7H301gPTIbOty0K8ZCv8zxtncFNj£405gRwW02/0090CE79n
zc1CKzN1BLsNnQpklUR3pfinMuYSednc/E1WH81fsisUa8ub7rH85SSD37tG3Ufe+bIDdSigYdS/mX5GZ9d42m7G3FupviPsVMRvsBuyOPOhpl IOW1JWIGJvrr
PlgbnC36uiW72GveRqyDCG5SUmMOHP 30KFAZrAY£8kbz5M0Sn76T9SX1LUUuHCJWHSUnDsi+£fL1AHkbouSoKH]j8X0YxUrSrkpPLbJpREE60AIN4OPWEtt Says7b
9sMWDxgE5VJIQx2vsrUfSEX8pTdLxgqaMCQTb0O6eSgoDL5g8NMw3n/FDW5xREfBcIsCxIvXVHAYX0SpEBPgdkS3B1203Y6wARwWsp+VAkrDWgbdk jh4v2xECzVyrPc
TEONmp+AyoofZwh7xF1n//gZv22xtQpEbsayAsJIdibma2gF1C+Bc7NwNHCRy3sTB+gb7I61ZTJIDF66yXEI3RvIVOADUjdvBDQ92mXBENGi2kUbuUt Je4EF8Y

z/x64f7hnfytz+0pugqCUvn2Hp6BZevQldvQySloijUcrdnkL/9JR5VEK/IvksngQ60subI8TSGsIq0K1Mho+dIMaUxPXFXTLpcEFxy346FrBls6vX7TWIPVY2/NG
mDk jbypHDDXWAd1 IVmg2g0g7Ksm6V14/7aMsRZPcJIPF jc2dtytgaIWbSqYXGGVifPtFk7SpJd8VYtU60T4NH/Mg8Y1YMg7rXngCEVXdfeo4KY/COSAUOauF 6WZY
nSHWIRSNO1A+uAbRSZVC5ggAiDleqP+BblymgNpbTYoZKD9j1Z1ZjKkrPSPIDR/B0e29/NcWp8zsnnpbBRV2x1YtbZ557Y7h8/7gyjd43CZnYXCG3Rr7Q8r76d
XJVmgBrb9P8mvVOzDgRZBaY1lwEalKBZLeJhmO9IMOMeUkA+6DYwiup6ypPwa7INz1lhiKLOSOUBCHWLp7naOmafrOT9YY6cqgLEMOFh1m9vt KDM3VbHZ /EaBp20mxg
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACABVGiEoOKy4=",

"Message": "dGVzdAo="

"Response":
"RequestId":
"Signaturevalid":

}

IRIFRE: BRzITE (165 ) BRSEAS 149 #£218;m




O BHS

5. FRERR
BRZ API P&

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOZARERENZIRMFE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIR(EXBRN AP ERER, HFBEMERSZIE

SDK

= API 3.0 Rt TERENFRITEE (SDK) , ZIFSMREEES,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BTIR

Tencent Cloud CLI 3.0

6. $EiRE

PATRFUH 71O S3iBIEIRXAEIRD, EthEiRIBER AH4EIRE.

]

InternalError

InvalidParameter
InvalidParameterValue
InvalidParameterValue.InvalidKeyld
ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

IRIFRE: BR=ItE (It ) BRSEATF

EE S {EA9ER APl

hRAH API X3, thETRI#E API Explorer it{FEZLREIK o

ik

PIEREEIR
SHIER.
SYEVEEIR.
KeyldF&i%o
CMKRFTEo

CMK REFSHFHLIRIE -

FHEERS

55150 218


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \,EHE FHEERS

FEFZBREZEER

ERIEEHATE: 2025-04-25 01:40:45

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
EREEFEREEIESRERAEHTES,
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. MABH
UTBERSEFIRGIH T EROBRSYMNHBI ALY, TEAHSEIIRR AHERSH,
SBHER Wi ESid 3%
Action = String ~ESH, REOBYE: PostQuantumCryptoSign.
Version 2 String ~HSY, FMEONE: 2019-01-18,
Region 2 String AR, FRFRZISH HiEFIE,
Message = String Base64 RIBAEEERN . EEFEXAKE (Base6ARIERMNKE ) FiBiZ4096F W,
w~fE: dGVzdAo=
Keyld = String iggu:gb_z*igJ\OWS—dfsrﬁed—979b—525400cf6ac4
3. htis¥

SHEW ESid iR

#F3(H, Baseb4¥wid. A{EA PostQuantumCryptoVerifyEOXI & ZEHTINIE

Signature  String  — e MEUCICHJCV52BqGVIOIYxdZ1eL 822 Jjx39mWNy2ZWdL OMVRAIEAPOBos3Wj0Tg3

—i5K ID, HIRSIRER, SXERBSEE (HEREEMEERRLERERSR, WZXERFLIRE Requestld ) o ELTHAIFH

R tid Stri
eques "9 miepzriERE Requestid.

4. 761
N GERFERHEESES
FETERELES.

BATHI

POST / HTTP/1.1
Host: kms.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: PostQuantumCryptoSign

<PEHERSH>

£57-11ed-979b-525400cf6ac4"

IRIFRE: BR=ItE (It ) BRSEATF 5151 218


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=PostQuantumCryptoSign

"Response":
"RequestId":
"Signature":
EuTKnaZRF1MU
uy5bG7JE1kOz+NpKcpxie

r12bnmlCvFzpeigl7nzznxByF s5BefNjnuzz
h7dGWJcLiroITUfUQLVKp710GE

zxkcycTUbqgi/DHJOexppQFMulpPnt ]
BPextecEL: W4M/p3TEJxLO4LPCMIHPL

ruSznQ/

goNxJxr0/KRFFEH10

tocxXZRxr6VIsl1lFQLs7
JzuT/AyKKPHKT/F6

>1yzBmfD0O1GX4jxYpg5

7znd2/ua3WzYB+cD/D

eFAINrbK9zPnI1PFb

pepoly
ts/n/Di5Jk9%a

Uu2us2W1HViPxEQhyiVjNzJanBk47R

\dxPiNkYV

litgtalBUWplpR62

vMKbA1NDBMJdK jJpel

)k 1JKKvOME+5L5EB] /bVtm

xkJ4z2kbPVkzLrmijr

MRVNOYFmfT1

Oadc

3DXO9T

unOpk

FHEERS

fOOjR4DT14PplMcrr

JP4b0OC1lm+Q/ £

751

VMpWE I

daiGrWIb

O/ER3Lr wWhgPB

F31uCFQe 1JAfL4yoTeJR1/+TNKHUr+

6p+OWX1r

8gInyrUbFnF0j76mBkudft
6yLKT/Jop

SHfpjr+zH2PDKiDXO0
F9axy7RojOzmc
xxFNN7pn8
6UFmMRHsvxLG14l
kov

nHZ kKjD7b+

LkPRTDgLgcibP

upviPsVMRvsBuy(
xUrSrkpPLbJpREE
<rDWgbd
EnGi2kUbu

mafrOT9YY6cc
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O BHS

FHEERS

5. FRERER

A= APl £&
Bz API & B&E API 3. $8i%63. AP| Explorer )2 SDK #RENA—ERFE, HEENE—ANOEARERBBAZIEHIFE API RS

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRARER, HEMERSIESRAR APl 53, BaJFiE API Explorer #{TEZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEESENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. {HiRG

ARSI T O SiZIEIRXREIRID, EhEiRILIFER AHEIR0,
RS
AuthFailure

InternalError

InvalidParameter
InvalidParameterValue.InvalidKeyld
MissingParameter
ResourceUnavailable.CmkNotFound

ResourceUnavailable.CmkStateNotSupport

IRIFRE: BR=ItE (It ) BRSEATF

R
CAMEB/EHUEIR
PIEBEEIR

SHBR,
KeyldF&&i%,
BROSHER.
CMKFEFE,

CMK REFSHFHLIRE -

£5153 #£218m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® H% \,EHE FHEERS

HEZREXEA
(ERBREZRHITINE
EIEEFATE: 2025-04-25 01:40:46

1. gEOR

EOERER: kms.tencentcloudapi.com
FEREEEHEETINE
BRUAECIERSARIRE: 100:R/F .

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. A2
UTFERSHIIFRNFIE TEROBSRSHEMBO RS, REQAHSHIIRT AHiEKkeH,
SHEWR wik PR 3%
Action = String AHSH, XEOBE: EncryptByWhiteBox.
Version = String AHS%, FEOBYE: 2019-01-18,
e R " - L e B B 8
Region = String ’&A/%Sl,ﬁmftnnihﬂﬁ ibtFIZR, REONSHFEFRY: ap-beijing, ap—guangzhou, ap-hongkong, ap
shanghai o
Kevld o Strin BHEZBNLSBE—IRAM
y = 9 HE: 738c7598-6a69-11ef-9d7¢c—-525400dc620c
PlainText - Strin FMZNA, baseb4imil, XANREKERATEIZIKB
= 9 FOIE: dGVzdAo=
WMiakEE, KB 16 Bytes, MEZEHZL(FERT, baseb644wts; MRRFE, WHEHRSHENER. ARPEER1T
InitializationVector & String RFiZE, (FABENSH.
FfE: 3t+gDx/YmtnJuokgAg+cOw==
3. e
SHEWR ESid] iR

WiaEE, MEEESERE), baseb4fFiE. MEHBAABEASHEN, NEHERE, NRRAAGREEN, VUEIKRSKE
InitializationVector ~ String  Hl&Rk, FiE[E
TE: StE4p5N11zwKybR3REtaag==

INZEEFHNZEX, base644wi3

CipherText String E: 3t+gDx/YmtnJuokgAg+cOw==
Requestld String F’E—i%sk D, E?EE%F%IEE, BXERBEE (HEREEMRERRLERERSR, WiZXERFTLIRSE Requestld) o Ef
AR R ERHIZIRIEKRE Requestld.
4. 7p
FH CEREEREHTINE
BT

POST / HTTP/1.1

Host: kms.tencentcloudapi.com

Content-Type: application/json

IRIFRE: BR=ItE (It ) BRSEATF 55154 £218m


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=EncryptByWhiteBox

@ HE \_L:HE EIHEERS

X-TC-Action: EncryptByWhiteBox
<QHIBERSEH>

[
1

"KeyId": "738c7598-6a69-11ef-9d7¢c-525400dc620c",
"InitializationVect : "3t+gDx/YmtnJuokgAg+cOw==",

"PlainText": "dGVzdAo="

"Response": {

"CipherText": "StE4pb5N1llzwKybR3REtaag
"InitializationVector": "
"RequestId": "a

1

}

5. FRERR

ER= AP E&
BIflZE APl £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ENTE, HEGENA—A\OZAREMEAZREFRE AP IS,

API Inspector
EPEEE API Inspector BEERHIAE—SIREXBN AP RBER, HEMERSIESRARN API 53, BaFiE API Explorer #{T1EZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeTIR
» Tencent Cloud CLI 3.0

6. HHiRfD

IR T2 O S5BIRtEXANEIRIS, HthiEiRBiER AH4ER0,

$HIRE ik

InternalError PEBEEIR
InvalidParameterValue SHEMEREIR.
InvalidParameterValue.InvalidKeyld KeyldF&&i%.
ResourceNotFound BREAFE,
ResourceUnavailable.KeyDisabled FIACEZER.
ResourceUnavailable.NotPurchased BEZHRSERFFE.

IRIFRE: BR=ItE (It ) BRSEATF 55155 218


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/573/34432#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

IR ]

UnauthorizedOperation KRIGIURE,

WEEREE%H

E=iIEEFRATE: 2025-04-25 01:40:46

1. gEOiR

IRIRERE: BR=ITE (1bF) BRSEAE 55156 218



@ H% \,EHE FHEERS

EOisRFSZ: kms.tencentcloudapi.com o
HEERREEHE
ZHNEDIERIAZIRE: 2000R/F o

#EFE(ER API Explorer

API Explorer 2t TTELIAR . ESIIE. SDK KBEMFIRERTIZOSHN . ETEESXARNBERNBSIEELSRIURBMER SDK FRRE.

2. M NBH

UTERSHSIRIIE TROBRSHEMBS ALY, REAHSHIIRN AHIERSH,

SHEWR Wik BB iR
Action = String AHSH, XIZEOHE: EnableWhiteBoxKeys,
Version = String ~HSY, XFORE: 2019-01-18,

Region = String

shanghai
A BHEZHNEBEE—RREIIR, T8 ZREMERENKeydRIBXERY, REEE, 1MHAEE501, HEHE
rray of "
Keylds.N 2 String BYEFEN,

BIE: ["23e80852-1e38-11€9-b129-5ch9019b4b02\r\n"]

3. milis¥

SHEW B @R

—iERK ID, HIRSiRER, SXERPBIEE (HERAEMREERRERERSR, WZXERFRIRE Requestld ) o ELITEAIF

Requestld  StriNg oz rikay Requestid.

4.
wEN RS AR

BATH

https://kms.tencentcloudapi.com/?Action=EnableWhiteBoxKeys

&KeyIds.O 3€80852-1e38-11e9-b129-5cb9019b4b01

&KeyIds 3e80852-1e38-11e9-b129-5cb9019b4b02

s<AHBEREH>

5. FREHER

BR= APl £&
BflZ= AP| £& 228 AP i, iR, API Explorer & SDK SEEMSG—ENTE, HEENA—A\OSARERBARIRMRAE AP RS,

API Inspector

IRIFRE: BR=ItE (It ) BRSEATF £157 £218m


https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406
https://cloud.tencent.com/document/api/573/34406#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/api
https://console.cloud.tencent.com/api/explorer?Product=kms&Version=2019-01-18&Action=EnableWhiteBoxKeys

O BHS

FBPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tBaaifE AP| Explorer #{71E&IRE

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. FHiIREG

ARSI 7Ok SSiBigtaXaiaiRg, EbiSiRImiEn AHEIR0,
§EIRED
InternalError
InvalidParameter
InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.InvalidKeyld
ResourceNotFound
ResourceUnavailable.NotPurchased

UnauthorizedOperation

IRIFRE: BR=ItE (It ) BRSEATF

i

PIEBERIR o

SHHEIR,

KeyldEE,
Keyld&&i%.
BEAEFE.
BEZHRSEHATE.
RIEBUR(E,

FHEERS

55158 218


https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/kms/v20190118/kms_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Kms/V20190118/KmsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
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https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
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1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
KBS AR

BRMEOIERIEIRS): 1000R/7 o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

3\
/

SHEW Wik PR 3%
Action = String ~H2H, XIEOBYE: DescribeWhiteBoxKeyDetails
Version = String ~HSY, FMEONE: 2019-01-18,
AHESH ENEDTRE & = £ 4: an—-baeiii - -
Region = String ~Hey, #&anﬁhﬂg gz, AIEONZIFHEFEY: ap-beijing, ap—guangzhou, ap-hongkong,
ap-shanghai .
KevStatus = Inteqer iR BEAMIRTS, 0: disabled, 1: enabled
v = g wIE: 1
- BXIR SQL &l Offset —, FRARIRIME—EIRFHIFIEAERSE Offset MTHEFE, HREHO0
Offset a Integer —
~BIE: 0
Limi - BXIR SQL #iflfY Limit —%, REARRZIRE Limit 17T=. REEHO0, RRFSTR
imit a Integer —
wBIE: 10
. Array of RIS ERMG
=
TagFilters.N & TagFilter wBIE: [{"TagKey":"env","TagValue":["dev"]}]
3. e
SHEW ESic) 3%
Array of -
-t EISEIE.
Keylnfos WhiteboxKeyInfo HABAERAE
BEZHEH.
TotalCount Integer o ——

EE—iER ID, HIRSIRER, FRERBIIEE (HEREEMEERRLETIARSR, WZRERTSIRE

Requestld  String Requestld ) . EfAEHEBIEMZERE Requestid

4. 74
PN FNEREHTIE

BATH

POST / HTTP/1.1

Host: kms.tencentcloudapi.com

Content-Type: application/json

“—~Action: DescribeWhiteBoxKeyDetails
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<PHHERSE>

{

"KeyStatus": 1,
"Offset": O,
"Limit": 1,
"TagFilters": [
{

"TagKey": "env",
"TagValue": [

"dev"

"Response": {
"KeyInfos": [
{

"Algorithm":
"Alias": "tes
"CreateTime":
"CreatorUin":
"DecryptKey":

RcSCmUO/abx3

Db5RUYRPQPVYVIKEtbhTx/AlnkZET
"Description": "fli{i@EAEE",
"DeviceFingerprintBind":
"EncryptKey": "A

nU0/aDx3Yc2U
DPsPYXMAb/MIoWSywicG

Db

"KeyId": "14a9
"OwnerUin": 1
"Resourceld": "creatorU

"Status": "Enabled

1,
"RequestId":
"TotalCount":
}

t

5. FRERR

ER= APl £&
BIfE AP| F& 228 AP XH. iR, API Explorer & SDK SZTEMS—EATE, HEGENA—A\OSAREMRBAZIREMRAE AP IS .

API Inspector
BPELEE AP| Inspector EEEHAE—HIRIEXBA APRARBER, HEEMSESRAN API 53, BaETFIE API Explorer #FEZRIR

SDK

IRIFRE: BRzITE (165 ) BRSEAS £168 1£218%)
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= API 3.0 Rt TEERNFATERE (SDK) , ZIFSMRIZIES, EESERIER AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.
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BSIFTIR
» Tencent Cloud CLI 3.0

6. HiRG

PRI NG T O SiZEIRXAEIRID, EbEiRIIFER AHEIR0,
IR ]
InternalError PIEBEEIR -
InvalidParameterValue SHEEER,
ResourceUnavailable.NotPurchased BEZHARSERTE,
UnauthorizedOperation KRIGIURE,

IRIFRE: BR=ItE (It ) BRSEATF 55169 #£218m
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/kms/v20190118/KmsClient.java
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/kms/v20190118/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Kms/V20190118/KmsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/kms/src/v20190118/KmsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-kms/lib/v20190118/client.rb
https://cloud.tencent.com/document/product/440/6176
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REREEERINER

RIEEHASE: 2025-04-25 01:40:46

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
BREASRHENER

BRMEOIERITEIRS: 2000%/7 -

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SR  piE  XE R

Action = String 2%, XEOBYE: DescribeWhiteBoxKey.
Version £ String 2S5, FEOE: 2019-01-18,

N

Region = String AHSY, FERFREISHN EFIR, FEOMGHEEDAI: ap-beijing, ap—guangzhou, ap—hongkong, ap—shanghai .

Kevid o Strin BEZHANERBE—RRT
y = 9 RpuE: 244dab8c-6dad—11ea-80c6-5254006d0810

3. mils¥

SHEMm ESid g
KeylInfo WhiteboxKeyInfo = BAEZHIER

—iEK ID, HIRSiKER, SXERTIRE (HEREEMFEERERERSR, WZRERFTLIRE Requestld) .

R | i
equestld  String AN BB RERE Requestid.

4.
PN REESEBNER

BATH

POST / HTTP/1.1

Host: kms.tencentcloudapi.com

pe: application/json

: DescribeWhiteBoxKey

"KeyId": "5551ef2e-6742-11ef-8133-525400b2£623"

"Response": {

IRIFRE: BR=ItE (It ) BRSEATF 5170 218
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"KeyInfo": {

"Algorithm": SM4",

"CreateTime":
"CreatorUin":
"DecryptKey": "
"Description":

"DeviceFingerprintBind":

"EncryptKey"

"OwnerUin": 1

"Re eId": "creato

}
}

5. FREHR

ER= APl £&
BIfZE AP| F& 228 API XH. iR, API Explorer & SDK SZEMSG—ZNTE, HEENA—A\OSARERBARIRHRFRAE AP IS,

API Inspector
FARTEE API Inspector EEEFIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZLIEIR

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. {EiRG

PATRFUIH T O SSiBIEIRXAEIRT, HthHiRImiFER AHERE.
IR R
InternalError PIEBEIR.
InvalidParameterValue.InvalidKeyld Keyld&&i%.
ResourceNotFound BRAFE.
ResourceUnavailable.NotPurchased BREHARSERTE,
UnauthorizedOperation RIGIURIE
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
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1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
KBS MREER

BRMEOIERITEIRS: 2000%/7 -

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SR  piE  XE R

Action = String A2, FEOBE: DescribeWhiteBoxDecryptKey,
Version £ String 2S5, FEOE: 2019-01-18,

N

Region = String AHSY, FERFREISHN EFIR, FEOMGHEEDAI: ap-beijing, ap—guangzhou, ap—hongkong, ap—shanghai .

Kevid o Strin BEZHANERBE—RRT
y = 9 RpuE: 244dab8c-6dad—11ea-80c6-5254006d0810

3. mils¥

SHEWR ESid) HiR
DecryptKey String BHEMBEEH, base64/mis

E—iERK ID, HIRSiKER, SXERBIEE (HERAEMREERERERSR, WZXERFTLIXE Requestld ) o EfIIHEAT

Requestid  StriNG ooz mikey Requestid.

4.
PN R AR

BATH

https://kms.tencentcloudapi.com/?Action=DescribeWhiteBoxDecryptKey

&KeyId=244dab8c-6dad-11ea-80c6-5254006d0810

s<AHERSH>
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5. FRERR
BRZ API P&

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOZARERENZIRMFE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIR(EXBRN AP ERER, HFBEMERSZIE

SDK

= API 3.0 Rt TERENFRITEE (SDK) , ZIFSMREEES,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. FHiIREG

ARSI T 2Ok SSiBigaXa0ER, HEbiEiRmiFR At
]
InternalError
InvalidParameterValue.InvalidKeyld
ResourceNotFound
ResourceUnavailable.NotPurchased

UnauthorizedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

4t
=]

12

EE S {EA9ER APl

G

hRAH API X3, thETRI#E API Explorer it{FEZLREIK o

fiik

PIEREEIR
KeyldF&&i%.
BREAFE.
BEEHRSHEFE,
SRIIURLE

FHEERS
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/kms/v20190118/kms_client.ts
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1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
HREE=E, 5 BRESAR, AL,
BRMEOIERITEIRS: 2000%/7 -

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SR  piE  XE R

Action = String 2%, XEORE: DeleteWhiteBoxKey.
Version £ String 2S5, FEOE: 2019-01-18,
Region = String AHSY, FERFREISHN EFIR, FEOMGHEEDAI: ap-beijing, ap—guangzhou, ap—hongkong, ap—shanghai .
Keyld = String %ﬁ%iﬂﬂﬂ@%ﬂﬁ—ﬁiﬂﬁ
TlfE: 244dab8c-6dad-11ea—-80c6-5254006d0810
3. mhiaH

SHEW ESid iR

E—i5K ID, HIRSIRER, SXERBIEE (HEREEMEERLERERSR, WZXERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG  mio iz misskiy Requestid.

4. 76
=1 BsE RS

BATH

https://kms.tencentcloudapi.com/?Action=DeleteWhiteBoxKey

5254006d0810
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O BHS

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSARERENZIRMFRE AP RS

API Inspector

BPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XSSMREIRIES, REEHENER AP,

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Tencent Cloud CLI 3.0
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FailedOperation

InternalError
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ResourceNotFound
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BIERE%A

RIEEHATE: 2025-04-25 01:40:47

1. EOkR

ENOiSKFESE: kms.tencentcloudapi.com .

tIgBAS®H, FHEALRb 50,

BOAMZOIERIZRIRH: 10007 -

##ZER API Explorer

2. MAEH

UTFERSHFIRMIIE TIROBERSHMBL 2LSY, RBAHSHSIRD 2HERSH,

SHEW
Action

Version

Region

Alias

Algorithm
Description

Tags.N

3. milis¥

BHEW

EncryptKey

DecryptKey
Keyld
TagCode

TagMsg

Requestid

4. =6

Wik R 353
= String ~rHSH, XIZOBE: CreateWhiteBoxKey.

EREERS

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

= String ~HSH, XEFOME: 2019-01-18,
- Strin AHSBY, FRF@MSZISH Mg, FMEONSZIFESR: ap-beijing, ap—guangzhou, ap—hongkong, ap-
= 9 shanghai .
{ERZRESZHHN, BERBBAEENRNE, TS, 1-601M2BEF - _ 11EE, EEZFURHFERELF.
= String AliasFaIEE,
HE: test-lzcw
- Strin SIRZAFREMEIESER, ZISAENE: AES_256,SM4
= 9 FBIE: SM4
. HEARTIEIR, RA1024FT5
=
= String FOUE: BRI
- Array of IRETIR
= Tag TE: [{"TagKey":"env","TagValue":"dev"}]
ESit) i35
BAFmENER, base644mi3
String wBIE:
AACAAAAAM|CKSiiyLyF9LdkbAh+E1D/+W8C3rXOT80OSNAApxUk71RZ719MOQyKSdVm/grpbPSSNf2ywtJQaycFi
Strin RAFHBENEHR, base64%i3
9 HlE: AACAAAAAMjCKSIiyLyF9LdkbAh+E1D/+W8C3rXOT80SNAApxUk71RZ719MOQyKSdVm/grpbPSSNf2ywtJ
Strin BEEPNERE—RARF
9 E: 6df3665b—9807-11ef-8d67-5254008ae90d
| IREIR(ERDIRENRS. O: BRIN; 1: EREIR; 2: WSRHBER
nteger —
FE: 0
String IREIREREIEE
wBIE: ok
String K—iEK ID, BRSIHER, SRERTSRE (HEREREMERFRERIERSW, WZXERFTELIXE Requestld) . EZEREATTHE

IRIFRE: BR=ItE (It ) BRSEATF

58176 £218:|
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=1 eIRE RSN
BATH

POST / HTTP/1.1
Host: Xk ncentcloudapi.com
Content-Type: application/json
ction: CreateWhiteBoxKey
HERSH>

{

"Alias": "test-lzcw2",

"Description": "HEMX",

"Algorithm": "SM4"

"Response":
"DecryptKey":
"EncryptK
"KeyId":
"RequestId": "af
"TagCode":
"TagMsg": "

}

}

5. FREHR

ER= APl £&
BIfZ AP| F& 228 API XH. iR, API Explorer & SDK SZEMSG—ENTE, HEENA—\OSARERBAZREFRAE AP IS,

API Inspector
FAPTEET AP| Inspector BEEEHGE—SIRIEXBI AP ARER, HEERSIESRAR AP X8, BalaiE AP Explorer #T7ELZRIK

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENEMA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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6. $HiRE

IR 7O SSIZIEHEXANERID, EMhEiRIBER AHERE.
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® EE \.EHE EIEERSR

$5i=tD iR

InternalError PIEREEIR o
InvalidParameterValue SHEVEER,
InvalidParameterValue.AliasAlreadyExists ABEEFE.
InvalidParameterValue.InvalidAlias BIBEXEIR.
InvalidParameterValue.TagKeysDuplicated EHEES.
InvalidParameterValue.TagsNotExisted RS ELRFE,
LimitExceeded.KeyLimitExceeded SUBRYE AN EGEBITIRE
ResourceUnavailable.NotPurchased BEZBIRSEEATE
UnauthorizedOperation RIEURE.
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@ H% \,EHE FHEERS

BEREEEAINIEENUSER

ERIEEHATE: 2025-04-25 01:40:45

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
EREERPNRSENER
BRMEOIERIEIRS): 1000R/7 o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,

SHEW wik 2R 353

Action = String ~AHSH, XZOBE: OverwriteWhiteBoxDeviceFingerprints,

Version 2 String AHSY, MMEONE: 2019-01-18,
NS S E O ikt : ™~ 4 . i _

Region = String AHSH, FERNFEEZISH iﬂ’.ﬁtﬂﬁ, FEONZIFEGAI: ap-beijing, ap—guangzhou,
ap-hongkong, ap—-shanghai

Keyld = String BE&EID
Hl{E: 5551ef2e-6742-11ef-8133-525400b2f623
REIESSIxR, MRFIFRPZ, NWRFRHRIZZHEDRPRERELUER. FIREXKERED

DeviceFingerprints.N & Array of 200.

gerp ’ = DeviceFingerprint wBE: [{"Identity":"0177ebba-5ad6930a***bba2b703-ddfd218bab945f-

0c275b7f7d2c8c68","Description”:"test2"}]

3. milis¥

SHEW B @R

E—iERK ID, HIRSiRER, SXERBIEE (HERAEMREERRERERSR, WZXERFRRE Requestld ) o ELITEAIF

Requestld  StriNg  gou iz wikay Requestid.

4. =
N EEEESHNREERER
BATH
https://kms.tencentcloudapi 3 i OverwriteWhiteBoxDeviceFingerprints

&KeyId=cd850a3d-9blb-11lea-a96a-5254006d0810

&DeviceFingerprints.0.Identity=c19c024c-2bal-11b2-a85c-96£970f4a8el

&DeviceFingerprints.0.Description=descl

s<AHBEREH>

"RequestId":
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FHEERS

5. FRERER

A= APl £&
Bz API & B&E API 3. $8i%63. AP| Explorer )2 SDK #RENA—ERFE, HEENE—ANOEARERBBAZIEHIFE API RS

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRARER, HEMERSIESRAR APl 53, BaJFiE API Explorer #{TEZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEESENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. HHiRE

TR T2 O SSBIREXAEIRID, EthiEiRDiER AHEIRE,

$HiRtD

InternalError

InvalidParameterValue
InvalidParameterValue.InvalidKeyld
LimitExceeded.FingerprintsLimitExceeded
ResourceNotFound
ResourceUnavailable.NotPurchased

UnauthorizedOperation
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SHEYEIEIR .
KeyldF&i%.
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IREUEE AR FIRSGIR

RIEEHASE: 2025-04-25 01:40:46

1. EO#R

ENOiSKFESE: kms.tencentcloudapi.com .
REUEER PRI EIENGIE
BRMEOIERIEIRS): 1000R/7 o

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SR  piE  XE R

Action = String A2, FEOBE: DescribeWhiteBoxDeviceFingerprints,
Version £ String 2S5, FEOE: 2019-01-18,

B
i

Region = String HSY, FRFEREFH g%, REOMGHESR: ap-beijing, ap—guangzhou, ap—hongkong, ap—-shanghai

\

Keyld = String BAEEID
~E: cd850a3d-9b1b-11ea-a96a-5254006d0810

3. mils¥

BHEH e fiig
Array of s

DeviceFingerprints FBIE: [{"Description": "test1", "ldentity": "0177ebba-5ad6930a5*b945f-

DeviceFingerprint 0c275b7f7d2c8c68" } ]

W—i5K ID, HRSBIKER, BXERASED (HEREAEMEERRERERSR, WZKERFTLIRE

Requestld String Requestld) . EHASEHBEEREZRBRE Requestld.

4. 761
N RRIEEERREELSIER
BATH

POST / HTTP/1.1
Host: kms.tencentcl

Content-Type: appl tion/Jjson

X-TC-Action: DescribeWhiteBoxDeviceFingerprints

<AHIFRSE>

{

"KeyId": "555lef2e-6742-11ef-8133-525400b2£623"
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@ HE \_L:HE EIHEERS

"Response": {
"DeviceFingerprints":
{

"Description": "tes

"RequestId": "5dcl1lc93f-886

:
}
}

5. FRE®ER

BR= APl &
Bifl= API £& B5E API XH4. {8iRf8. APl Explorer & SDK FHFRHA—ERFE, HEENE—AOSTARERENZIRMIFE APl RS

API Inspector
BPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tbaaiiE AP| Explorer #{7EZIREI

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , XIFSMRIZIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. FHiIREG

PATRFIH T O S3iBIEIRXREIRID, BRIl AH4ERE.
IR iR
InternalError PEBEEIR -
InvalidParameterValue.InvalidKeyld KeyldF&&i%.
ResourceNotFound BRAEFE.
ResourceUnavailable.NotPurchased BEEHARSERTE,
UnauthorizedOperation RIFURE.
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@ HE \_L:HE EIHEERS

? +
RSN
E=iEEFATE: 2025-04-17 01:21:26
Algorithminfo

BIERETR # #RiR
#HaNTENOSIA: ListAlgorithms,

i xm sk
KeyUsage Stri HiZRRR
Y ° "o ~lfE: ASYMMETRIC_DECRYPT_SM2
i . R
Algorithm String —GIE: SM2
DeviceFingerprint
RSN

#anT#EOSIA: DescribeWhiteBoxDeviceFingerprints, OverwriteWhiteBoxDeviceFingerprints.
iR ESic) Wik iR
BYER, HIRSRSCRETIRRERE, BRBWRENRAN: ~[0-9a-f{8}[-1[0-9a-f[{14}[-1[0-9a-fl{14}[-][0-9a—
Identity String £ fl{14}[-1[0-9a-f){16}$
TBE: 0177ebba-5ad6930a52d808-ce5e6fbba2b**75b7f7d2c8c68

HRER, W IP, RESWF, KRK1024FF5

Description  String & =@IE: lzctest

ExclusiveHSM
M= hREERE
WANTFIEOSIA: GetServiceStatus.

E=4 ESid) g
HsmClusterld String §§§?¥ﬁs—hsm—3dﬂmogg
HsmClusterName String a:‘!—J;;i{%é?if:hsm—3dflmogg—name
Key
EEICMKIIRIERE

WINTFEOSIMA: ListKeys.,

B B ik

CMKHI£RHE—FR.

Keyld String FBIE: 5551ef2e-6742-11ef-8133-525400b2623

KeyMetadata

CMKEH&ER

#WHNTFEOSIM: DescribeKey, DescribeKeys, ListKeyDetail,
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@ E% \fHE EREERS

=t E=id ik
CMKH£2RHE—1RR

Keyld SUing  =pifE: 6cdf26d1-44f—11eb-841c-5254006d0810
Alias Strin ERZRER R, BEEBBABENRNZ
9 REHE: lzctest
. ZAeIERTE
CreateTime Integer FOIE: 1730357927
- _ CMKHoHiA
Description String FOIE: desc
KevState Strin CMKHRYIRZ, BUEJ: Enabled | Disabled | PendingDelete | Pendinglmport | Archived
4 9 *lfE: PendingDelete
CMKMi&, BWE%: ENCRYPT_DECRYPT | ASYMMETRIC_DECRYPT_RSA_2048 |
KevU st ASYMMETRIC_DECRYPT_SM2 | ASYMMETRIC_SIGN_VERIFY_SM2 |
eylisage rng ASYMMETRIC_SIGN_VERIFY_RSA_2048 | ASYMMETRIC_SIGN_VERIFY_ECC
FHiE: ASYMMETRIC_DECRYPT_RSA_2048
Tvoe Inteqer CMK#E!, 2 XFRFAFIPSITE, 4XRTHESEDIRE
P 9 wHE: 3
{
CreatorUin Integer =

~flfE: 700001224410

BEFR T ZARHRIEE

KeyRotationEnabled = Boolean SBIE: true

CMKIgIEE, RFEIZENA user, ENEEFmEMEINHYRII~RE

Owner String FOIE: user
. EEPRIEFARRET, TRCIEETE
NextRotateTime Integer FBIE: 1761893927
. RIS AYRTIE

DeletionDate Integer FOIE: O
Oriai Stri CMK Z$A##1 28, HKMSEIZERY: TENCENT_KMS, HEFSARZERY: EXTERNAL

rigin rng FIE: EXTERNAL

. #EOrigins EXTERNAL 8%, RFEZHMHNENEE, 0 ZRxAIH
ValidTo Integer — i
EE: 0

R d Stri #iEID, #8zX: creatorUin/$creatorUin/$keyld

esource ning THIE: creatorUin/12345/6cdf26d1-44ff-11eb-841c-5254006d0810
HsmClusterld Stri HSM £8# ID (X3 KMS 3t ShR/ATERRIRSS LGB )

“ ng =BHE: cls—hsm—-1a2b3c4d
EIARER (X)
RotateDays Integer FHIE: 365
. EXRELEERTE (Unix timestamp )
LastRotateTime Integer FHIE: 1730716649
Tag
IR EE

WANTIEOSIA: CreateKey, CreateWhiteBoxKey.
& ESic] Wik ik

IR
BIE: env

il

TagKey String

rEE
HIE: dev

Jall

TagValue String

IRIFRE: BR=ItE (Ib5R) BRSEAR £184 #218®



® H% \.EHE EIEERSR

TagFilter
IR IRE

WHNTFEOSIM: DescribeWhiteBoxKeyDetails, ListKeyDetailo

E=4 ESic) Wik P
TagKey String = gﬁé env
TagValue Array of String & gﬁg dev
WhiteboxKeyinfo
BEEHER

#WHNTFEOSIM: DescribeWhiteBoxKey, DescribeWhiteBoxKeyDetails.

E=4 ESi] iR
Keyld String BEZHNLBEE—RAT
RBIE: 9971f40f-69d2—-11ef-9d7c-525400dc620c
Alias String {ERNZRERZIHE, ERBPASENNE, FUAZE, 1-601MFBHF - _ WAES, 2TV RAFZEBHEHZF. 7ot
TIE: weijiali_testabc_0000000000000
. elfEsy
CreatorUin Integer  —pia: 700001028674
Description String lenkaaion
RBIE: weijiali_test_00000000000001
CreateTime Integer ZEACUERTIE, UnixATialEe
9 FIE: 1725353871
Status Strin BEZARIRE, BYES: Enabled | Disabled
9 TIE: Enabled
. BliEE
OwnerUin Integer  —pi: 100000007998
. . RPN S LR
Algorithm String =EIE: SM4

BENZEER, base644wi3
EncryptKey String wE:
AACAAAAAyBDDg3NeCzKNLANR/gVVEOgDIxrhXykeO**77c7A0xfrivizVPYzyn2CeYYLyagRV/jn2PtQ¢

HEME®HE, baseb44miz

DecryptK i
ecrypttey StiNg  —piE: AACAAAAAYBDDg3NeCzKNLANR/GVVEOG****vtHhBaKA48+28gLk

&HRID, #z: creatorUin/$creatorUin/$keyld

Resourceld String FBUE: creatorUin/700001028674/9971f40f-69d2—11ef-9d7c-525400dc620c

RERREENASHNERHNE

DeviceFi intBi Bool
eviceFingerprintBind oolean ShiE: false

IRIFRE: BR=ItE (It ) BRSEATF £8185 #2181



O BAT

tHIxRTS

EIEEHRATE: 2024-12-20 01:37:44

LIREiRAR

WMRREISERPEFE Error FE, NWRTFA APIHZOKXMK. fign:

q
"Response": {

"Error": {

1
I

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

Error 1 Code £RiEIRIE, Message ¥RIZEIZHIEKESE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotInWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

FHEERS

ould not be validated. Plea check your signature is correct."

i8R

EOET%.

ERLEREY Authorization FFABIRIFE.
ZAIEE (F2= API BHER)

MFA $8iR.

BRFEFE, 5 268 RERPEEORNFHESR, INASES, SRERBPREES

IEff, ERRIRTREEER.

EREH, Timestamp MRSHASABERFEERSH, BREFRIMAEDI SR ERE

SE

BEEER. ERTEER, BURBAASIPHESHEEREESIHETE.
token #iRo

ERKIEN . 1ESE CAM HEFILERATIRA

DryRun ##{F, KRIERGESZMINEG, RRSET DryRun £,
BIEEM.

PIEREEIR o

BOXREFE

SRR (BIESERN. RBEHR) .

SHEEREIR,

iBXK body B multipart =%,

IP it FERZ g,

IP bt REE S P,

B EERRS o

ROSH.

£186 1£218%)


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

8RS
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A SSEERES
5=t
AuthFailure
FailedOperation.CmkUsedByCloudProduct
FailedOperation.DecryptError
FailedOperation.EncryptionError
FailedOperation.TaggingError
InvalidParameter.DecryptMaterialError
InvalidParameter.InvalidPendingWindowInDays
InvalidParameterValue.AliasAlreadyExists
InvalidParameterValue.DuplicatedKeyld
InvalidParameterValue.InvalidAlias
InvalidParameterValue.InvalidCiphertext
InvalidParameterValue.InvalidHsmClusterld
InvalidParameterValue.InvalidKeyld
InvalidParameterValue.InvalidKeyUsage
InvalidParameterValue.InvalidPlaintext

InvalidParameterValue.InvalidType

IRIFRE: BR=ItE (Ib5R) BRSEAR

ER8

FRAEFE
BORATEFE.
IERAOREEE T IRERIRH o
EWSEIL SRR
IP BRS% o
EMSIRSA,
iEREBIRHEK N
BRRGA.
BREEAE.
BRETFE.
BREAH.
RESBERFEIA N,
HEIRSERATTA,
RIEHURE

EREERS

FMSHIER, APSERELNSHLSHER.

BAERSZS

http(s) IERIMKEEIR, [%HF GET #1 POST 5K,

BORSARiEE

5LR8

CAMEZ/E£UEIR .
CMKIEEHEFmER .
fREEW

INERIERY .
IREIRSEIR.
fBZEncryptedKeyMaterial%c¥
iTRImpRE RS IR,
RBEEFE.
KeyldEE,
RIEIENER
BENIEEIR

F3H0 HSM &8 1D,
KeyldF&i%.
KeyUsage2#i&ix.
PlaintextF&i%.

Type£#iEiz.

55187 $£218m



O BAT

5=t
InvalidParameterValue.MaterialNotMatch
InvalidParameterValue.TagKeysDuplicated
InvalidParameterValue.TagsNotExisted
LimitExceeded.CmkLimitExceeded
LimitExceeded.FingerprintsLimitExceeded
LimitExceeded.KeyLimitExceeded
ResourceUnavailable.CloudResourceBindingNotFound
ResourceUnavailable.CmkArchived
ResourceUnavailable.CmkDisabled
ResourceUnavailable.CmkNotFound
ResourceUnavailable.CmkNotPendingDelete
ResourceUnavailable.CmkShouldBeDisabled
ResourceUnavailable.CmkStateNotSupport
ResourceUnavailable.KeyDisabled
ResourceUnavailable.KeyPendingDelete
ResourceUnavailable.NotPurchased
ResourceUnavailable.TokenExpired
UnsupportedOperation.ExternalCmkCanNotRotate
UnsupportedOperation.NotExternalCmk
UnsupportedOperation.NotUserCreatedCmk

UnsupportedOperation.ServiceTemporaryUnavailable

UnsupportedOperation.UnsupportedKeyUsagelnCurrentRegion

IRIFRE: BR=ItE (Ib5R) BRSEAR

L
SANBBMHNBESATR
ERES,
ERITEERFT.
CMK#EBELR,
IREENA B RS
CUZAYIZ B EGBIT IR o
cmKIIZBRIPEXRFFE.
CMKE#F#4,

CMKE#EH.

CMKF=FEo

CMKFZit MM PR RS RERHTEGH T RIMER o

RIEEERICMKARER T RIMIER o
CMK REFRSTHHZIRE o
RSN,

FUREH: BREMHR.
BEZHRSEHATE.
TokenEidH#i,
BARSAEBYCMKE LR,
CMKEEBIHIR, (N3Z#FExternal CMK.
ISP B S EZICMKMEH o
IRSSERIFT A
mEZEBXESHdiregion 7325,

EREERS

£5188 $£218m



@ H% \,EHE FHEERS

ZIEERESR API/SDK 2017
Y
EIEEFATE: 2023-08-09 09:29:23

@® Note:
o HEIREEONIARR API, KRS, BHESERR AP| 3.0 RAEOENEIHGE, HRRETRES, BWEER ZHSERS API3.0,

o MREHFHIHIRASERZRIBR API, AISR API %o

WOERZPERRS KMS,
KMS RN BIEESE F=miE
SIS EMRERTS N API ISR .

A Note:
thEhEWS BRIFEEATF kms BIRME,

EWEFEREE
BB R —EEAARET:
Ais L ax
DataKey HiEE SRR T DNE LS5 BB A0SR

customer master key: FR

CMK FPFeER, ATFNZMEHiE (&24KB) & DataKey K%

*=Z4A
Keyld =4 1D CMK BESEAFN2BE—RR, FEXFE CMK £8, RE—{1&E5ImE
CiphertextBI T BPiAMZD%E GenerateDataKey & IREIRIEEE, HEREETIEXE Keyld FZEXRIEIEZHE
ob - REMEEEE
1R=A - BF® CMKs B9
KMSARig
RNig X EF aX
KMS Key Management Service: ZiFEE RS PAAS E#AIRSS, RIHZHLZSEB/) S EIEMEZRSS
HSA Harden Security Appliance:TNEIfZ £i&EiR — MG ERIEE MR ER, 2 KMS SHZHEE, NEZERZA%0EME
gps throttling QPS Throttling gps BRHI
BABYNSEEISEENY

o limit # offset
FRIZFISRISE; SENERETIRTN, MEHEEET limit FARERNE, BARIEE limit ME. BPEILUEE limit 1 offset BN SERIEHIDR:
limit AEREENRSRZEHE, offset HlRIE=E.
KR, S5 offset=0&Iimit=20 iR[E]5E0ZI201%, offset=20&Iimit=20 i&EI%E20ZI40IR, offset=40&Iimit=20 iREIFE40ZI60IR; LALLSEHE,

o id.n
REHMASANSEHENEN . BRGNS, BAZMASHAILRIMES A, Fian:
id.0= “10.12.243.21” &id.1= “10.12.243.21” &id.2= “10.12.243.21” &id.3= “10.12.243.21” ...
LALEEHE (EATHROFES ) o

APIBEAI]

FAFRILLEE KMS SDK (8%, BRIRMSMESIRAE) , ERFARZAP| (RS, BiXSDKIESZIMIAFEER ) ERAKMSHIBRS

EFIFAIPNN . SEEZFRAR, KMS AP| BiEkESHEtETRETNEN, FEFibIfaEs, SERigSa9asmunzam
kms-region.api.cloud.tencent.com/v2/index.php , H¥ region FERFRAEMMEEE: gz (™M) , sh (L), bj (ItF) . NREAFERANNSER
BN=IRSEE, MRS EREAMEES, SREINIES .

IRIFRE: BR=ItE (It ) BRSEATF £189 #218%)


https://cloud.tencent.com/document/product/573/8780
https://cloud.tencent.com/document/product/573/8899
https://cloud.tencent.com/document/product/573/8908
https://cloud.tencent.com/document/product/573/34402
https://cloud.tencent.com/document/product/573/8899

O BAT

#Ohae

oz

B

Bl E=A
IRENEZRIIE
RENEZ AR
EHEZH
BREZA
SRR
e E=ZREE

03

Encrypt

Decrypt
CreateKey
ListKey
GetKeyAttributes
DisableKey
EnableKey
GenerateDataKey

SetKeyAttributes

IRIFRE: BR=ItE (Ib5R) BRSEAR

IhEgimR

AFMESSHAKBIEREIE, & RSA 240, HIEEEN, SEEMSBNERER.
AFREENEE, SRR,

SIZRAPERHIEZANERE CMK (Custom Master Key ) o

FATFRIAFFEN keyld,

FATFRIUEE keyldBIEEER.

ATFER—MEER keyld,

BFERA—MEEN keyld,

AFER—EH, AFTLMERZEBRT AR

AT EBIEE keyld HEMHERS.

EREERS

55190 $#£218m


https://cloud.tencent.com/document/product/573/8889
https://cloud.tencent.com/document/product/573/8890
https://cloud.tencent.com/document/product/573/8893
https://cloud.tencent.com/document/product/573/8897
https://cloud.tencent.com/document/product/573/8898
https://cloud.tencent.com/document/product/573/8896
https://cloud.tencent.com/document/product/573/8894
https://cloud.tencent.com/document/product/573/8895
https://cloud.tencent.com/document/product/573/8892

O BAT

API H#E5S

EIEEHATE: 2019-11-06 16:13:50

BRHEERS
MREEEEO

BEEEEXEO
EOae
eIEERA
IRENEZRIIE
REVEZAE T
R
BRE®HA
L REIREA

e E=ARmM

Action ID INgeEHEiA

BAFINZRZHAKBIESEE, & RSA BiH, HBIEERH, SEREMHBRNEFER.

FTFRESHIRE, 1

Action ID
CreateKey
ListKey
GetKeyAttributes
DisableKey
EnableKey
GenerateDataKey

SetKeyAttributes

IRIFRE: BR=ItE (It ) BRSEATF

FUBASCER

IhaEHEA

SIEZAPEBHIEZHANERHE CMK (Custom Master Key )
FAFRIAFFRER keyld,

FTFREUERE keyld HBIHER .

AFER—MEEN keyld,

BFBER—/MEER keyld.

BFER—E0, APALERZERBET AR,

AT EBIEE keyld HEIEERS.

FHEERS

191 #218;|


https://cloud.tencent.com/document/product/573/8889
https://cloud.tencent.com/document/product/573/8890
https://cloud.tencent.com/document/product/573/8893
https://cloud.tencent.com/document/product/573/8897
https://cloud.tencent.com/document/product/573/8898
https://cloud.tencent.com/document/product/573/8896
https://cloud.tencent.com/document/product/573/8894
https://cloud.tencent.com/document/product/573/8895
https://cloud.tencent.com/document/product/573/8892

L

mIEEFATE: 2019-09-10 20:36:30

BiE EHRE

2017-2-24 eliZ%$A SDK, API X

IRIRERE: BR=ITE (1bF) BRSEAE 5192 218



O BAT

ERBI
imREH

AHERSH

EIEEFRATE: 2024-06-04 11:03:51

I\;*
ES

N

7~

AN
=3
=]

-

=3

Action

Region

Timest
amp

Nonce

Secretl
d

Signatu
re

Strin

Ulnt

Ulnt

Strin

Strin

BMEERESIEOSBTIR, GINEERA FZigxLfFIZ=EO, MWAction2#BlaDescribelnstances.,

RiFS%, ARIFRFERENA RG], SRIFHSHER: Ib5R:bj, 'M:gz, Eig:sh, hESEE:hk, t=ica, | iE
B EEBERTUSHELAR, MEREN, WEERMEOPHITIHE.

SRIUNIXREZE, AlCRERAPIERAIATE,

BENIEEH, 5 Timestamp BX&i2sk, BFRHLEERL S

£ =APIZA LHRBAINTASBEY Secretld, —4 Secretld XRzME—HAI SecretKey , 1 SecretKey SRRERIBERES
Signature. Bifa1&%E £ WA,

ERER, ARGEILRERNGEE, BRARBEOASHEHER. BETSE £875% THE.

ERAPEETE MR R RS 2RFIIR, WEEREEMRTENT:

https://cvm.api.qc

loud.com/v2/index.php?

— I RENERFERLERSY: AHERSHIUROERSH,

IRIFRE: BR=ItE (It ) BRSEATF

FHEERS

BERSYEEMEONTEERINBERSY, WL E, ESMEORMNERTENRLSEHITRE, ESXBRIBERTILSY, FRERREBR. At
SHHNEFBINAS, MLURSFEOBRSH.
ERESHEFSIRWNT:

& HO
[0

il iy} il

HO

HO

HO

55193 #£218m


https://cloud.tencent.com/doc/api/229/831
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/doc/api/372/4214
https://cloud.tencent.com/doc/api/372/4214

@ H% \,EHE FHEERS

= == A

BRI

RIFEFATE: 2019-09-10 23:25:23

REERURLBLATILERS 4HR :

1. iEREEF: =i8xH5)Z% (Describelnstances ) KIERLEEZH: cvm.api.qgcloud.com o EFANEKRIFSRBZOMBERNARTAR, #RSEOHE,.
2. iEKEER: = API ERIEREERN /v2/index.php o

3. REFRSHE: SIFAHBERSEIEOBERSH,

BEENER URLEIHHEMN F:

https:// + iBKRIFET HEKER

B, HAEEIREHIER URL AT, EFRI6TSHARAHERSY, FNSHIROBREN.

https://cvm.api.qgcloud.com/v2/index.php?
Action=De ibeInstances

&Secret Id=xXXxxXX

&Region=gz

s Timestamp= 50555

xNonce

soffset=

;limit=

sstatus=2

szoneId=1

IRIFRE: BR=ItE (It ) BRSEATF 55194 #£218:m


https://cloud.tencent.com/doc/api/229/831

T REGHEE N

EIEEHATE: 2019-09-10 23:21:45

MWEIAZR AP|HEORAREI@ERZ AP BIRSIHEIIREER, FERIEORPESRPMNMERIERSEETRI . Bl AP| BEREWHEITLERSER/R:
1. BRSsittit

ER= API BIBRSSIRAMIE S BIMERIEX, FRSEOMR

2. iBfEHY

SRz API BIXESEOEIEE HTTPS #H{TIEE, RESRSUNEREEE,
KMS APl R37# HTTPS Y, ERISZE TLSv1 TLSv1.1 TLSv1.2

3. BRGE

BN Z=APIREEISZE: POST #1 GET igK.

A Note:
1. FeLRAFERAXEMIERASR, BNRER GET AU, WSHBIM Querystring BVS; MNRER POST A, MSHIIM Request Body HENE,
Querystring FRIZ2HISREE . BRHARSEHENANIER, —RERTEEER POST, EX GET Tt KES KMEIF AT FRAaE,
2. TiCAPWERGER GET & POST, HREXSHIRIG.

4. BREH

BRZAPINSNMERBEBIEEALSY: MAHLBERSHUREOBEREY . HPQAHLERSYREMEONZRAZNERSY, BRTSR AHERSH I, Wi
AERSHYEBEMEOFMSER, BELSMEON “BREBH k.

5. FRHmE

BNz APl BERRIEEISRIIER UTF-8 FHE#HTRID.

IRIRERE: BR=ITE (1bF) BRSEAE 55195 $£218m


https://cloud.tencent.com/document/product/573/8913

® HE \.L:HE EIEERSR

IR[EIEER
fEIRIE OISR

EIEEFATE: 2020-02-18 14:43:08

EAPIRARARY, NRELRELZEEPRERIBcodeR 0, messageFBRERTIHAERER . ErILURYE code 1 message £ EiZE XEEDEFREIRER.
HEIRRERGINT:

IRIFRE: BR=ItE (It ) BRSEATF 55196 218


https://cloud.tencent.com/document/product/573/8919

® HE \.L:HE EIEERSR

IFimRO4E5R
EIEEHRASE: 2019-09-10 23:17:15

& APIARRETL, NREREZERFRIEIR code B0, HIRER message A%, HESBRTRERERNEREIE,
BN

’

"message"

REIS R

IRIFRE: BR=ItE (It ) BRSEATF 5197 #£218m



O BAT

tHIxRTS

EIEEFATE: 2023-08-09 09:30:21

message FERFRFSERBXER.

HRBINT:

oject IAAIERA"

FHEERS

CHAERSERMR, () ARPERERNE, () EROEFEIRER.
FRIERATREF-ERHRIEREFT 1Y, BAPALMRIERFREIRERIEEERTE

© A
TEARER
AIEIRD
fHiR EIREIR
%53 %53
4000 10000
4000 10010
4100 10030
4300 10040
6000 10050
4100 10080
4000 10110
4420 10250
4100 10270
4000 10280
4000 10310
4000 10320
4000 10330
4000 10350
4000 10360
4000 10370

ARG, MREBERAERBFEEP, EE

=k

HRTR

invalid request parameters

lacked of required parameters

authentication failed

charge overdue

server internal error

secret id status error

request parameters error

qps throttling

secret id is not existed

action is not existed

error: parameter key format error

no such parameter

parameter is NOT a repeatable
parameter

parameter value or length is out of
range

parameter error type

batch size of parameter is too
large

IRIFRE: BR=ItE (It ) BRSEATF

I AMEREMEORBL &K .

R

T (k%) ERSH . BERSHRERE KMS = AP| BERORHBSHRIER.

BROESH . MR KMS = AP #0ORRBEROWLESIESE

BN, TTRENRES:
EREZEHER secret key iR,
BEHZEEIR (8HEX sdk, HOEZMEZHZE) o

AR,

IRSEHBAEREIR . —RREE requestld REIERHF, APAIRIE requestld IRTHEEHAR
ZIFAREMIEE,

secret ID IAS$EIR. secret ID A FEZBIRS.

EREYIER . BERSHREIRE KMS = AP FiZORASKANER.

aps XEIRAE, EUHRE. HTRIEESREEIRMAIE, BsiRsREY
HIHEHERASKk. MTFEHHERNER, ALURTHEE,

secret ID FEFE-

2# Action REFE.

SHIENEIR

FEEXHNSH.

W

HAR— T IUEENSH

SUNEHSHREEL TEERE . BENTEENS, REHIR. X String £ESH
s, BREER.

SHERIEIR, BIINIBRERURR T FIFRIER,

#HEZOMTEEBITRAE,

£198 $#218m


https://console.cloud.tencent.com/capi

O BAT

4000

4000

4000

4000

4000

4000

4000

4000

4480

4530

4550

10380

10390

10400

10410

10420

10430

10440

10450

10460

10630

10650

index of parameter is not
consequent

lacked of required parameter

cannot find parameter in uri

unexpected http method, only GET
or POST is supported

cannot parse

action name is not existed

account illegal, it may be an
assistant account

secret id dosen't begin with AKID
account

exceed interface frequency limit,
please slow down

key is not existed

key is disabled

IRIFRE: BR=ItE (Ib5R) BRSEAR

EREERS

AESSHRTIRRES,

BROBIRERISH

uri PEERRSH

A3 HTTP ik, BRIRSZES GET #1 POST Aix. BBF GET BERIIRE, #iY
&M POST,

TiEmRTSH.

ActionfriEERZEOZ A FE.

WSFEiE. FRERTZMNERS, Bl KMS FFMEEKSARE,

secret ID F2LL AKID Fsk,

ARIPEIRERGR, EHEO (FII0 Listkey F) BIRITFRMAZELE QPS BRRZ, FilL
BENZEIRE, SROEREEORRNE,

key F#21E, REFAFREZ CMK, BREZ key BEFE.

iZ key WHEZRT, BREZ key BIREZRE B,

55199 #218m



BER/FiE
mIEEFATE: 2024-06-05 09:17:23

Bz APl £XSMERERHTEMIGE, BSNERETEELATLBERSHPESESIER (Signature ) ISIEAFSS . E&ERHAFPRMENZSEIEE
B, BEFIEEHE Secretld #1 Secretkey, HRFEREREREIE, WEEEENZEM LEEXHE, BUMREZERZ APl ##0,

1. RIFRLRIE

EE—IXER= AP| ZEi, APREEBN=EHE LRERLEIE. T25IE8IE Secretld 71 SecretKey, He Secretld 2BFxiR AP ABRESHHY, M
SecretKey RREFMEXEZFHEMRSBIHINIXZFHTENER. ARRT™EREH SecretKey, BEitHE,

HiERSSIENEAEBNT:

1. BR BA=EEP0ENE

2. BERFR, BREESEBETHZAPIESR, #AZS AP ZHEERE.

ThEmE L VI O ]

P ol =RE
iFfiERedis KESFE
=#rfiEMongoDB RARE
Z=&EfFMemcached

A= 5 F=:
ARSI E
HENE=ES

3. £ ZAPIAIZBPEIE TE, PEFHEREITLASIE— Secretld/SecretKey, SN KSREAIUIAERY Secretld/SecretKey.

2. ERERH

BTRELEIE Secretld 1 SecretKey 5, MAEREZERT . FERAET—MNERSZBEMIE,
{RiZFAF#Y Secretld 1 SecretKey 512

SecretId: AxxDz8xxxxJ5xXxBZxxxxX4WFkmLxxXxnPxxSA

SecretKey: GuSxxxxARNpxxxxd98jxxxxN3xxxxlgA

O E®
XBRERG, BERAPRIEECEME Secretld #1 SecretKey #1TFEERIE!

LAEEHIFIZ ( Describelnstances ) i5k76l, HRAFPEARX—EOR, HiERSHETENT:

SHER th3z SHIE

Action BiER Describelnstances

Secretld Z$AID AxXDz8xxxxJ5XXBZxxxx4WFkmLxxxxnPxxSA
Timestamp E LG 1465185768

Nonce FEHNIEEEE 11886

Region SEHIFFTERX gz

instancelds.0

offset

limit

FEIRRYSER ID
RISE
ERASVFEIL

ins—09dx96dg
0

20

HERTUEE, BREHPHLAHBERSEHIABESH: Action. Secretld. Timestamp. Nonce 1 Region, MARE “QAiERSE” thFriRAI64, HLE, 5

612# Signature (X¥&%) ERHEMSY (BFEESERSY) HEEMN, BFSRUT:

21. WSNHIF

IRIRERE: BR=ITE (1bF) BRSEAE

58200 #218m


https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi

® HE \.L:HE EIEERSR

BAMEIERS SRS HSMFHEFFHZ, MSFHEAFHS, BN EMNEAEZHEGHPISE—#EF, RRZEEREFZREREIRFNHTIRE, BEEEE
—A “ZH” , TEENERTEERECIN “FEB” , KILEE, SOLMEEBRIZES PRBXHIFRECRIX—II8E, FI80 PHP iy ksort B#l. LiRREISERIHF
ZERUT:

ERRCRFRIHESTRN, X LERFIFSBRTHF, SEER—KEa.
2.2, HHERRFHER

WS RERIERFF R

BIEE—SHIFIFRERSEIENERE “SHER” = “SHE" 1z, xfActionE#, HSH BTN "Action", S8(EHN"Describelnstances", EENLEH
J3Action=Describelnstances.,

R 1, “S8E" RGETIEUrRBENE. 2. EMASSPasTIE, WREBHERE 7

RERBEXCENZNSHA" " HHEE—R, REENNBERFEER:

cret Id=AxxDz8xxXxxJ5xXBZxXxXxXx4WFKkmLxxxXnPxXxSA&Timestamp=146

2.3. RS FFHH

IS RE R E BRI FHE
BEENFHFRHEUTL SR
o BEXRFGE: X5 POST # GET A=, XEFEA GET &K, F8AiFhAEKE,
o iEREN: BEFEHIFIE (Describelnstances ) BIiEKIEZH: cvm.api.qcloud.com, SEFRAEREZRIBEORABERNFAETNARR, £ REIEOHA,
o IERIEE: ZAPIRIERIEREER /v2/index.php,
o EREFER: B E—SERNEREFS,
BAFE BRI :
BERTTE + EREN HERIER + ? + EREFR

THIRBHEER N

retId=AxxDz8xxxXJ5xXxBZxxXxx4WFkmLxxxXxnPxxSA&Timestamp=1465

2.4. &SRS

WS REMESRSR
B5EER HMAC-SHA1 HiEx E—ShiRiSES R FRHRHITE, REISEMNESHR(ER Baseb4 #HITHID, BITREGRENESH,
BHWT, M PHP ESHE):

= baseb4_encode (hash_hmac ('shal',

RESINESHEN:

IRIFRE: BR=ItE (It ) BRSEATF 5201 #218m



@ HE \.L:HE EIEERSR

NSI3UqaD99b/UJb4tbG/xZpRW64=

ERHSERGHESFAN, TR LERAPNEOETESRIE, SHNEESSHTAN—KET.
3. SR BRwG

ERMRIERBRHTEERIENERSY, FEXNHHT URL &8,

Ao ER
WMRAPRERGIERGET, WMABEERSHENTEM URL Hi.

W E—SERIZEZHRANSI3UqgDI9b/UJbatbG/xZpRW64=, MEEFEBFEANSI3UqqD99b%2FUJb4tbG%2FXZpRW64%3D. Ellt, RESEINBEZHRIER
S#((Signature)#: NSI3UqqD99b%2FUJb4thG%2FXxZpRW64%3D, BiSATFERREMIERURL,

IRIRERE: BR=ITE (1bF) BRSEAE 58202 $£218m



& HE \.L;HE BREERSR

s .
ithiaiER
E=IEEFATE: 2019-09-10 20:32:31
SMOIEOIERIER: kms-region.api.gcloud.com

PIMIEOIERIEESD: kns-region.api.tencentyun.com
o (EM@AHE, SIFRMEAE, MBERIMNEE=EAR TTRE, HLWETEEM, FRLLERIENRSERAZ ENAFERRRES, INFS=EREEA.

o Q% HTTPS Y.
HbiskiseRE
EOEKRIFEE D region FRRFMIGEE, thiligE region i, AHSHEY region TEXESEBEE. BRI kms L& region S1TFRFR:

g BiE SRIER S ARiEREES

t= bj kms—bj.api.qcloud.com kms—bj.api.tencentyun.com

Lig sh kms-sh.api.qcloud.com kms-sh.api.tencentyun.com
I gz kms—gz.api.qcloud.com kms—-gz.api.tencentyun.com

IRIRERE: BR=ITE (1bF) BRSEAE 55203 $#218m



@ HE \_L:HE EIHEERS

InfEEEXEA
Nz

ERIEEFATE: 2019-09-10 23:34:01

1. gOfHR

FEO (Encrypt) AFMEZERSHAKBIESHIE, #I0 RSA 258, BiEE®RN, SEEMSENEFER.
kms ERGZROFIRBTSE ShidFEZE o

© i%A8:
{ETRHE, SIERUEEE, NRERMNEESF=EANTITRE, BLWELHREER. RLEERENRSEBNE ENEAFERRRES, ANFS=EREER.

o MASHELETI®, FEINEME,
o MHSYERINBER TREHSHSIEESLERF; XWERT, EP&Bcode, message, requestldiREl,

2. mAEH

MTERSHIIRRIILTIROBRSY, HESHR 2HERSH TE,

W

SHEWR RE QI £S5 R

keyld

2l

String EH CreateKey £ CMK £RBE—IRRHF .

WANFRIRASCEIE, ZFAFRYAER base64 i3, KMS SDK IIZiEOBE5RT

plaintext = String base64 HBIE(E. BFE{ER SDK NFEZER base64 HRIE.
tencryptionContex = [ — I;:g/value Y json FHFEHR, MREETZSE, WEER Decrypt AP| BIEERAREER
3. mtieN

SYEW -5 iR

code Int 0: FTEI, others: §HiR, FMERNTE.

message String HIRRTMER.

requestid String IRSSEEERMAIER Id, HIMRSSEAEPEIRT, AFPEIERN Id AESEMEE,

keyld String CMK H2RBIE—RR,.

ciphertextBlob String INZEE

HHIREH EHREIRAE BT iR

4560 10660 encryption failed, please ML, EREMEEH.
check input parameters
. . encryptionContext 3Ei%, Z=FER

4540 10640 illegal encryptionContext B jsontE TR .

4590 10690 plaintextis not encoded with plaintext #7fEFbase644H.
base64

O EE:

EFRFAFEIRBIRIFOSHIRRD, MREEEHRMEROAEHP, TEeE AHERSE B,

4. 76

IRIFRE: BR=ItE (It ) BRSEATF 5204 218,


https://cloud.tencent.com/document/product/573/8922
https://cloud.tencent.com/document/api/213/6976
https://cloud.tencent.com/document/product/573/8919

@ H% \.EHE EIEERSR

IRIFRE: BR=ItE (It ) BRSEATF 55205 #£218m



O BHS

e

EIEEHATE: 2019-12-06 10:23:45

1. gEOiE

FHEERS

A0 (Decrypt) BFHREZN, SEBENEE. WROFEE keyld (FAAE, BHNZROFBINEINCEEIT keyld. BBHEOSTANE TGN keyld, 3+

IR o

© B8
o kms iERIFZROMRPRTSE HhiGFnEH=Z17 o

o (HUEHE, SIEFNERE, WRERMNGESFELAMTTRE, BWEREZR. MLEEZEZNRSEENZ LNRFERARES, ARFS-ERER

[z 8

o MANSHALEAER, FIHEINRIME.

o MHSHERNBER TREHSEHIRESLAR; XYWIERT, EVLHE code, message; requestld i&[El,

2. WA
MTERSHFIRNFILTEROBERSH, HESHN A5k RE.
SHEWR RELIE i) iR
ciphertextBlob B String BN SR
encryptionContext S json B&HXFrHH keyl/value kY json Z5F&, RAANIR Encrypt #0O/ERERNE.
3. Hitay
SHER ESid fR
code Int 0: FREEI, others: iR, FMEBIRNTR.
message String HIRERMER
requestid String IRSSEBEMANER ID, HEARSREAEREIRES, APEIRRI ID AEAELIDE.
keyld String CMKHIZBE—RR.
. . BEERIEEX . APIIREIRY plaintext 2 base64 fi3HY, I TEEIRIGIAN, RIFABIERA base64 fFf8. KMS SDK fi#%
plaintext String ROBEHET base64 WEIRME, HEM SDK FEBIMT base6s RERIE.
SRR BEREEIRCES WX iR
4560 10670 decryption failed, please check input parameters BELY, BRERANSH.
4580 10680 invalid ciphertextBlob ciphertextBlobiEi%.
o FEE:

ERFRFEIRIBI|IFOSHIERNG, MREEEHREREAFEEP, AHEE AHERD B,

4. 7%
BA

https://kms—-gz.api.tencentyun.com/v2/index.php?Action=Decrypt &ciphertextBlob=

&<

ik

IRIFRE: BR=ItE (It ) BRSEATF

55206 $£218m


https://cloud.tencent.com/document/product/573/8913
https://cloud.tencent.com/document/product/573/8922
https://cloud.tencent.com/document/product/573/8919
https://cloud.tencent.com/doc/api/229/6976

® HE \.L:HE EIEERSR

ZiEEEXEO
(e E=RENE

IRIFRE: BR=ItE (It ) BRSEATF 55207 #£218m



@ HE \_L:HE EIHEERS

EIEERATE: 2020-04-17 10:57:07

1. gEOR

A4%0 (SetKeyAttributes) AFEM Keyld HEHRER
kms ERFZFOMRETSE GRS o

© B8:
(HaRHE, SIEMNERE, MEERMNEGSTEARNTTRE, PSMELREER. FRLEENENRSERAE LNAFERARES, ARFEFEREER,

o MASHELIAIEN, FHEINEIAME.
o BHSHERDBER TREESHSREISAF; KMERT, EV4E code, message; requestld i&[E],

2. mAEH

UTERSHIIRIIETEROBRSH, HESHL AHERSH TH,

SYEW BEWIE =i iR

keyld 2 String iAF CreateKey %9 CMK B2 BHE—IRIAR

alias & String ERZHERZHA, BRZWABENRE, THZE, 0 - 329FFHF
3. MtieN

SHEW ESid) iR

code Int 0: ¥R, HEEENSXAUSE EiR5

message String HIRRERMER

requestld String BRSSEEEERLRYIEK ID, HMMBRSEEMEREIRAY, AR ID A& ELITRE
4, 75

https://kms-sh.api.tencentyun.com/v2/index.php?Action=SetKeyAttributes

IRIFRE: BR=ItE (It ) BRSEATF £5208 #218m)


https://cloud.tencent.com/document/product/573/8922
https://cloud.tencent.com/document/api/213/6976
https://cloud.tencent.com/document/product/573/8919
https://cloud.tencent.com/doc/api/229/6976

@ H% \,EHE FHEERS

eIEE =R

EIEE#ATE: 2019-12-06 10:30:04

1. gEOiE

420 (CreateKey) BT IEZAFEEHIEZANERACMK ( Custom Master Key ) , EECMKEETLRAEMZEMEMREIERN . MEESIRE,
81MAR, E8MEK, RSALIGEE1000MEREEH.

MERAFERSHERFNER, TINEETRRARRIHELHE,

kms EREZIFOMRETSE tbgiEEiR0E .

(HTRHR, SIERNEEE, MRERIMNESFEANTTRE, BLWEREER. RIEEREENRSEBNZ LNAPERRRES, INFE=ERESER,
o MASHBELEAIEN, FEINEFKIAME,

o BESHERNERTHREESHARESZAR; XWIERT, EL4E%E code; message; requestld i&[E,

2. mABY

MTBEREHIIRMNFILTROFERSY, HESHW AH5RKSH [ME.

SHER RV £ iR
description B String key H9itiA o
alias = String ERZHERZHR, ERBWABENRIE, FIAE, 1-329FF
keyUsage a String 18 key BIFI&. BRI, BAJ ‘ENCRYPT/DECRYPT’ , B) key BFINZEMEE
type B Int 1BE key B, 1AEBER, 2HEFHEE, RAHTEER
3. miiaH
SHEMm £S5l ik
code Int 0: RREEY, others: iR, FMERN TR,
message String HIRRTMER
requestld String IRS3SERERLATIER D, HELARSSEEAIBREIRAT, FAPRIRRUL ID LR AN
keyMetadata Struct FHER
keyMetadata EEXUITF:
SHEM HER ik
keyld String key WL RHE—IRIRF
alias String ERZHERZIN, BERBBASENRE,
createTime Uint32 ZiAeIERE, UNIX RiE#E.
description String key RYfEi£ .
keyState String key BYIKZ
keyUsage String key HIFIE
HREIIR
e T SRR EYIRTR i
4490 10470 Zﬁ;@g%ﬁfggé;ﬁ?“s" be KeyUsage S##i2, HaIR4EE ENCRYPT si&& DECRYPT
alias is already existed in your
4500 10480 account, please input another PIBEEEFE, BiE—1EE
unique one
4510 10610 number of CMK ir_n your account CMK HEXFRXAE. —MKFI CMK B226R (200) B, XFHRX
has reached the limit BiE, ZTiEeIE#H CMK

IRIFRE: BR=ItE (It ) BRSEATF 55209 #218m


https://cloud.tencent.com/document/product/573/8922
https://cloud.tencent.com/document/product/573/8913

@ H% \,EHE FHEERS

4520 10620 keySpec value error keySpec %

A Note:
LRFIFIEIRBEEDSEERE, NREEERNEREBAERD, FEE AHEIRD X,

cription=this key i or kms test, and don't delete it

=ENCRYPT/DECRYPT

YPT/DECRYPT"

IRIFRE: BR=ItE (It ) BRSEATF £5210 #£218m


https://cloud.tencent.com/document/product/573/8919
https://cloud.tencent.com/doc/api/229/6976

O BHS

BRE%A

EIEE#RATE: 2020-02-18 14:50:50

1. gEOiE

A0 (EnableKey) BFREA—1 TR, fRiFZ Key #H{ER.
kmsiEREZEOMRPETSE MigikEEiR .

FHEERS

(EMRR, SIERNEAE, MRERMNESF=EANTTRE, PWELTEEM. MLEENENRSEBA= LNAFPERARES, ANFRFERESER,

o MASHELIEEN, THENKME.
o BHSHERNERTREHESHSEESAF; XMIERT, EVSE code, message; requestld i&[E,

2. @\8¥

MTERSHIIRRIILTEOBRSY, HESHR AHERSY TE,
SHBW EEWIE ESid) R
keyld

3. miisxy

BHEW £ ik

HO
@
g.
Q
b
H
Q
®
2
[
P
)
<
HF
=
e
[e]
=
P
>
an
o
L
Sl
&
i

code Int 0: FREI), HiEEENESYILISE EiRD 34

message String HIRERER

requestld String IRSS 22 ERRATIER ID, HIARSSEEAEREIRAY, AFEIRRI ID AIE & ELTE
4. 55
DN

https://kms-gz.api.tencentyun.com/v2/index.php?Action=EnableKey

&keyId=kms-13f32sxx
&<

IRIFRE: BR=ItE (It ) BRSEATF

211 #2218,


https://cloud.tencent.com/document/product/573/8922
https://cloud.tencent.com/document/api/213/6976
https://cloud.tencent.com/document/product/573/8919
https://cloud.tencent.com/doc/api/229/6976

@ H% \,EHE FHEERS

FREIREER

EIEE#ASE: 2020-03-25 16:58:59

1. gEOiE

A0 (GenerateDataKey )ER—1N %40, EaILABIXNZHMTR SRS
kms iEREZIZOFLRPBTSE HbkiFniEiHe o
{H@rHR, SIERNERE, MRERIMNNESFEAMTTRE, SBSWEFESEA. RLGERIENRSEEBN= LNBFPERRRES, ARFEFEREER.

o MASHELIEEN, THENKME.
o MHSHERNERTREHESEHSEESHAF; XMIERT, EV|E code, message; requestld i&[E,

2. @\8¥

MTERSHIIRMNFILTROFERSY, HESHM 2H5RkSH [M|.

SHEM BE Y% ESid) i
keyld = String EH CreateKey £l CMK £RBE—IRIRF .
keySpec S String {SRELER; Datakey BINNZE XK Datakey kv, AES_128 5#& AES_256,
numberOfBytes & Int 4pkRY DataKey H9KE, ERHEE NumberOfBytes #1 KeySpec Bf, LA NumberOfBytes 7,
encryptionContex json=FEF . s . - -
t & = key/value 338 json &, MRBETZ2E, WEEA Decrypt AP BIRERHEHNSE
3. e
SHEM ESidl iR
code Int 0: FREI, others: $HiR, FMHRN TR,
message String BIRIRTRER.
requestld String BRSSEFERRYER ID, HIARSEAEMEIRAY, AFPEIRRL ID SR EMITE,
keyld String CMK B2 RBE—#RiH,
. . &RtHY DataKey BIBE3Z, BN {EMA base64 H3, FFPHEEMER base64 fFBEEIAX . KMS SDK £riEIER R
plaintext String BOBEHET base64 HIIRE, MFEER SDK WFREEMA basc64 BRI,
EiphertextBIo String DataKey MZEHZEX
4. =5

https://kms-bj.api.tencentyun.com/v2/index.php?Action=GenerateDataKey

IRIFRE: BR=ItE (It ) BRSEATF 5212 £218;


https://cloud.tencent.com/document/product/573/8922
https://cloud.tencent.com/document/product/573/8913
https://cloud.tencent.com/doc/api/229/6976

ZHEE=H
mIEEFATE: 2019-12-05 18:39:54

1. EOfR

F#Z0O (DisableKey ) BFER— %0, A FERREH Key TEATME. BHIRE. HE Key REZBAREZA, FRREMZ Key MBHNBEXBEERS
kmsiEREZROFMRPTSE HhigfE=0E o

IRIRERE: BR=ITE (1bF) BRSEAE 58213 #2218,


https://cloud.tencent.com/document/product/573/8922

@ HE \_L:HE EIHEERS

© B8:
{HaRHE, SIEMNERE, MEERMEGSTEARNTTRE, PSMELREER. FRLEENENRSERAE LNAPERARES, ARRSFEREER,

o MASHELIAIEN, FHEINEAME.
o BHSHERDBER TREESHSREISAF; KMERT, EV4E code, message; requestld i&[E],

2. mAEH

UTERSHIRIIETEROBRSH, HESHL AHiERSH TH,

SHEMR EEWiE St 3%

keyld 2 String A CreateKey£RIICMK2BIE—IRIRT .
3. e

SHEM Bl R

code Int -

message String HEIRIERER.

requestld String IRSSERERMANER 1D, HINARSSEEMEMEIREY, APRIRSR ID KA EMTE,

4. 7f

https://kms- api.tencentyun.com/v2/index.php?Action=DisableKey

IRIFRE: BR=ItE (It ) BRSEATF 58214 218\


https://cloud.tencent.com/document/api/213/6976
https://cloud.tencent.com/doc/api/229/6976

® HE \.L:HE EIEERSR

IRENEZATIR

mIEEFATE: 2020-02-18 14:48:04

1. gEOiE

FiEO (ListKey) , BFFIHWS FTEMNZBSIR,
kmsiEREZROFRPTSE fhigfE=0 o
{E@EdE, SIERNENE, MRERMNNESFEANTTRE, PLWIREER, MEEENRSEBNZ LHNRFERRRES, ARFS=EREER.

o MASHELIEEN, THENKME.
o MHSHAERNER THREHSEHSERESAR; XWERT, EV2%F code, message, requestld i&E,

2. @\8¥

MTERSHIIRMNFIL TROFERSY, HESHM 2HiERkSH 3,

SHEM BE Yk ESid) i
offset & Int BXIR SQL EifffY Offset —&, RRATIREVMR—EIRFHFIFARISE Offset MTEFH. HREHO
limit a Int BXIR SQL Eifffh Limit —3, FRARKAZRESIR Limit MoR. REEH10
3. aihie%
SHEM ESid iR
code Int 0: FFpL, EHitEEEMNSXASE HiR5
message String HIRETRER
requestld String BRSSEEERLAYEXK 1D, HIRSEEAEREIRAT, FAFPEE3 ID AR S ENIERT
keys Array key #iH
totalCount Int key HIEE

Keys B8N TRENINT:

SYEW 5] ik

keyld String CMK H£RE—RR
4. 55
L DN

ntyun.com/v2/index.php?Action=ListKey

&offset=20
&limit=10
&<

IRIFRE: BR=ItE (It ) BRSEATF 5215 £218m


https://cloud.tencent.com/document/product/573/8922
https://cloud.tencent.com/document/api/213/6976
https://cloud.tencent.com/document/product/573/8919
https://cloud.tencent.com/doc/api/229/6976

@ HE \.L;HE BREERSR

IRENEZ AR

EIEEFRATE: 2019-12-05 18:46:29

1. gEOiR

FiEO ( GetKeyAttributes ) BTFREREE Keyld HIEHEER

IRIFRE: BR=ItE (It ) BRSEATF 55216 #£218m



O BHS

kmsiEREZIFOMRPTSE iR o

© Ae:

FHEERS

(EEEHR, RIFRNEAE, MRERMNESFEANTTRE, BWIREER. MEEIENRSERNZ LNRFERRMES, ARFS=EREER.

o MASHELEIAIER, FHNAME.

o BHSHERDBER TREESHSREISAF . KMERT, EV4E code, message; requestld i&[E],

B A ELITE .

&

AAaE, 0-329FF.
AiElEE

key HyiEiR

Enabled 3% Disabled

ENCRYPT/DECRYPT

2. M NBY
MTFERSHFIRMNFILTROBERSY, HESHN 25k R,
SHEMR BEWYIE ESic) iR
keyld 2 String A CreateKey £l CMK £BHE—RRF
3. e
SHEM ESid) fR
code Int iBEE HiRE
message String EIRIETRER.
requestid String BRS388EERANERK 1D, HEIBRSSEEPIEREEIRAT, FAFRNIESZILL ID 4
keyMetadata Struct ERER.
keyMetadataE X T:
SHEEM ESidl iR
keyld String key K12 RBHE—RRFF
alias String EAERER IR, ERBWAFTENRSE.
createTime Uint32 ZALIEAE
description String key RYfiiz
keyState String key KPR
keyUsage String key KIFEI&
type Int fExEkeyZE, 1HEIBLERE, 2HEFHE,
4. 7%
B|A

https://kms—gz.api.tencentyun.com/v2/index.php?Action=GetKeyAttributes

&keyId=kms-34
&<

IRIFRE: BR=ItE (It ) BRSEATF

&iE

5217 218,


https://cloud.tencent.com/document/product/573/8922
https://cloud.tencent.com/document/api/213/6976
https://cloud.tencent.com/document/product/573/8919
https://cloud.tencent.com/doc/api/229/6976

® HE \.L:HE EIEERSR

IRIFRE: BR=ItE (It ) BRSEATF 55218 #£218m



