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Q) ﬁﬁiﬂﬁ B ETRIRSS

EITEHAYE : 2018-11-09 11:14:56

FRES
HXER
-GitHubitst DI ERBLUR IR,

Pax. 27
1. Z&openss|BIEFISL {4

2. ZZElibcurl
3. Z¥EcmakeT E
4. W= E3KEX ApplD, SecretID,SecretKey,

SDK#EEE
T github EFRMHAYRED , SEpEERIFIAIMER,
PUTTENGS :

cd ${kms-cpp-sdk}

mkdir -p build

cd build

cmake ..
make

sample/kms_sample.cop BEEAEIN APl fIF , 46KHI kms_sample AJLABIEETT , £RAY libKMS.a
libKMS.so 3XHATLRIECH lib 3XHET |, incBERIENZIESTER include B8R,

EREFImAISR

string secretld="xxxxxx"; #&5#@IFHFHY secretld
string secretKey = "xxxxxx"; #E#2AFAY secretKey
string endpoint = "https;//kms-region.api.tencentyun.com”; # &2 HEFHI region , il sh Fx= L

RS : BB UE (bR ) BREEAH 554 38


https://github.com/tencentyun/kms-cpp-sdk.git
http://www.openssl.org/source/
https://curl.haxx.se/download.html
https://cmake.org/download/

Q) ﬁﬁizﬂﬁ B ETRIRSS

8, 9zZ&RRI M, bjRFILRE

KMSAccount account(endpoint,secretld,secretKey);

it EFinicE
BEFImFIAGER shal EREE , TLUARERRIAERERTT

account.set sign_method("sha256");

EIRR(F

ellfEE 205
HikRE

void create_key(KeyMetadata & meta,const string &Description="",const string & Alias = "", const
string & KeyUsage="ENCRYPT/DECRYPT");

SEA
BB et EIAE SR
KeyMetadata  struct FEHBHEER  ZSEREIRIENEE BRSNS
Description string ~ None FEARA
Alias sting  TFFFER FEERTIZ
KeyUsage string ~ 'ENCRYPT/DECRYPT' = EZ4ARIE | BUARIIBEE

IR[EHE KeyMetadata {EHK AT :

JBIERTR il 3%
Keyld string =57 Id
CreateTime uinx time BlIEEAtA]
Description string ZERA
KeyState string EIRRE
KeyUsage string ZEAFIR
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A BT

[BHERTR it
Alias string
{EFRGI

KeyMetadata meta ;

string description ="test";

string alias = "kms test";

string KeyUsage="ENCRYPT/DECRYPT";

account.create_key(meta,Description,Alias,KeyUsage);

RENEZSABIE
HiERE

void get_key attributes(const string & Keyld, KeyMetadata & meta);

SEA
83 &<t EIAE SHmA
Keyld string None F=4A Id
KeyMetadata struct

JR[ElE KeyMetadata 50K AT :

[BHERTR St
Keyld string
CreateTime uinx time
Description string
KeyState string
KeyUsage string
Alias string
(£l
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X
#1H Id
ellfEingE
EIRfEA
BRI
FIHRAR

FARIE

FREERS

EERBIEEDIR | %S HREENERRREMESH
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KeyMetadata meta;
string keyld="" # ;5E5&HJkeyld
account.get key attributes(meta.Keyld,meta);

IREEZAENE
HikFER

void set_key attributes(const string & Keyld, const string & Alias);

SERA

BB et HIANE SEEIA

Keyld string None F#58 Id

Alias string 7 EEABMUEIIK , ZSHRERIZNEZRBIMEN
(£

Alias = "For test";
account.set key attributes(Keyld, Alias);

IRENEZRTIR
HikFER

void list_key(vector<string> & keylds, const int offset= 0, const int limit = 10);

SEkEE

SHE KA EINE SR

keylds vector 7 IR[E] keyid vector

offset int 0 BB REE

limit int 10 RIRREFIFIRFENE , FESEFAIERE 10
(£
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vector<string> Keylds;
account.list_key(Keylds);

for(unsigned int i = 0 ;i < Keylds.size(); ++i)

cout<<"the "<<i<<" key id is :" < <Keylds[i] < <end|;

R ENIEEETA
HiERE

FREERS

void generate data key( string &Keyld, const string & KeySpace, int NumberOfBytes,const string &
EncryptionContext,string & Plaintext,string &CiphertextBlob);

SE5EE
SHZ
Keyld
KeySpec
NumberOfBytes
EncryptionContext
Plaintext

CiphertextBlob

REE(NSH)

plaintext

ciphertextBlob

{ERTBG

ESid FINME
string None
string None
int None
json string 7c
string 7
string 75

string

string

string KeySpec="AES 128";
string Plaintext,CiphertextBlob;
account.generate data_key(meta.Keyld,KeySpec,1024,"" Plaintext, CiphertextBlob);

BERE®H

RS : BB UE (bR ) BREEAH

SR

FZ57 Id

EREEE AR

EREE KEREIEREN

EREIR AT IRMEAYERSMAY json key-value
SRR IR SRAASL

E07: NS CER A Y

SEEIA
T PRI SREANL
FERNREEERE X
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A BT

HiERE

void enable key(const string & Keyld);

SRR
S5 ESid) BAE
Keyld string None
REE T
{ERRA
string Keyld="" // 15285 &HIkeyld;
account.enable_key(Keyld)
ZRE=A
HiklRE
void disable_key(const string & Keyld);
SE5EE
SHE Sl EFINME
Keyld string None
REHE 7o
(£l

string Keyld= "" // i51E5&Akeyld;
account.disable_key(Keyld)

InfE= s
hn
A

F&t
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SEEIA

F=A Id

SR

F#Z18 Id
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A BT

FREERS

string encrypt(const string &Keyld , const string & plaintext, const string & EncryptionContext);

SEYi5ER
2HZ St BANME
Keyld sting  None
Plaintext string =
ER
EncryptionContext =~ string ~ None
REE
SHZ

ciphertextBlob

{ERRA

string Keyld = "" ; // ig8HE & keyld;
string Plaintest = "test message data"

SEEA

F&i8 Id

BA3Z

key/value 3389 json FFFFER |, ANRISE 71254, WEHEA
Decrypt API By EIRIRIFRIZEL

it SR
string FRERRIESL

string CiphertextBlob = account.encrypt(Keyld,Plaintest,"");

205
HikFER

string decrypt(const string & CiphertextBlob, const string & EncryptionContext);

S8R
2HE ST BIAE
CiphertextBlob string ;q_ﬁ
EncryptionContext ~ string  None

RS : BB UE (bR ) BREEAH

SEEA

E

X

key/value XJRY json FFFER , AIRISRE 71%5%1 , WEREA
Decrypt API Bt 2R EHNESE,
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REE

2= KRB SHH

plaintext string FRNBII BN RZEEIRIBAN
(ARG

Plaintext = account.decrypt(CiphertextBlob,"");
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Java SDK

EIREFAdE ; 2018-11-09 11:13:40

TR

HXHF

GitHub Htik JDERAABAR S IR IR
IR fik

JDK1.7

EREFimAISR

/MR EMEISRI = APl A58

String secretld="";

String secretKey="";

String endpoint = ""

KMSAccount account = new KMSAccount(endpoint,secretld, secretKey);

it EFinicE
EFImFIAGER shal EREE , TLUERERRIAERERTT.

account.setSignMethod("sha256");

ETRRME
L 2o

HiERE

public KeyMetadata create_key(String Description,String Alias ,String KeyUsage) throws Exception

SE5EE
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https://github.com/tencentyun/kms-java-sdk

A BT

Description
Alias

KeyUsage

IRE{E KeyMetadataZE¥gi #EHAT :

JRIHERRR
Keyld
CreateTime
Description
KeyState
KeyUsage

Alias

(TG

S
string
string

string

String Description = "test";

String Alias= "test";

BIAE
7T
7c

7c

S
string
uinx time
string
string
string

string

String KeyUsage = "ENCRYPT/DECRYPT";
KeyMetadata meta = account.create_key(Description , Alias, KeyUsage);

REVEZREN
paprid

ERSERR © BARIIRRE

aX
58 Id
BlEERIE]
F AR
BRI
BRI

AR

public KeyMetadata get_key attributes(String Keyld) throws Exception

SHEP
24

Keyld

IREHE KeyMetadataZ5taik #HRI T :

RS : BB UE (bR ) BREEAH

ESi)

string

BIAE

7

SEEA

F#=3A |d

FREERS
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A BT

BIERTR =il 3%
Keyld string %48 Id
CreateTime uinx time ElEEATE)
Description string ZERA
KeyState string ERRE
KeyUsage string ZiARIR
Alias string =515
(&R

meta = account.get key attributes(Keyld);

REFZRENE

HikFER

public void set key attributes(String Keyld , String Alias) throws Exception

SEkEE
2= KA FANE SEGH
Keyld string 7 F#58 Id
Alias string 7 FEEARNE

IREHE 7o

(=G

Alias = "for test”;
account.set key attributes(Keyld, Alias);

IRENEZIATIR
HiERE
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A BT

FREERS

public void list_key(int offset, int limit,List<String> KeyList) throws Exception

SELi5ER
SHZ St
offset int
limit int
KeyList list
(£l

BANE
0

10

7c

SEuER

IREFIRREE.

RRREFIZRBREIDEL , AESEOAIRE 10 4,

iR
RRIREIRT Keyld 73R,

ArrayList<String> Keyld = new ArrayList<String>();
accountlist key(-1,-1,Keyld);

for(inti = 0;i < Keyld.size(); ++i)

System.out.printin("the " +Integer.toString(i) + "Key id is " + Keyld.get(i));

AR &R A
FiERE

public String generate data_key(String Keyld, String KeySpec, int NumberOfBytes, String EncryptionC
ontext,String Plaintext ) throws Exception

SELiRER
SHE
Keyld
KeySpec
NumberOfBytes
EncryptionContext

Plaintext

REE

RS : BB UE (bR ) BREEAH

S
string
string
int

string

string

NN SEEA

None

None

None

None

7c

F=48 Id,

EREIRRREIE.

S RAEE IR BRI SRR R,

& R RRTIR ARSI json key-value,

& RRIEETRBAS .
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SHE &St Sk

plaintext string RERRIEHEZETRIAX (A SEUR(E)
ciphertextBlob string RERREHEE B

###H# (BRI

String KeySpec = "AES 128";

String Plaintext = "";

String CiphertextBlob = account.generate data_key(meta.Keyld, KeySpec,1024,"",Plaintext);
System.out.println("the data key string is " + Plaintext);

System.out.printin("the encrypted data key string is "+CiphertextBlob);

BRESA
HiERE

public void enable_key(String Keyld) throws Exception

SEiRIA
SHE it ZANE SR
Keyld string None F=5A Id
IREHE 7o
(=B

account.enable _key(Keyld);

ZEHFEA
HiERE

public void disable key(String Keyld) throws Exception

SRR
2485 ESit] BINME SEEIA
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283 ESid]
Keyld string
REE T
(=Rl

account.disable key(Keyld);

hu]

NNfEEIR(E
e

HikEFER

FREERS

INME SR
None F248 Id

def encrypt(self, Keyld=None, Plaintext="", EncryptionContext=None)

S8R
SHZ St
Keyld string
Plaintext string

EncryptionContext  string

REE

ciphertextBlob

#it## (ERIG)

HiAE

None

SEEA

F=3A |d

BA3Z

key/value X¥RY json FFFER , AIRISE 71%5E , WEEA
Decrypt AP| Bt EREREFINSEL.

i) SEUEA
string FERRIESL

CiphertextBlob = account.encrypt(Keyld, Plaintext,"");
System.out.printIn("the encrypted data is " + CiphertextBlob);

RS : BB UE (bR ) BREEAH
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A BT

2

HikFER

FREERS

public String decrypt(String CiphertextBlob , String EncryptionContext)throws Exception

S5
e C

CiphertextBlob

EncryptionContext

REIE
247

plaintext

{ERZG

Plaintext = account.decrypt( Plaintext,"");

St BAE

8 H}
Hi
R

string

sting ~ None

ESi]

string

W

ik

B

X

key/value XJHY json FRFER | WISRIEE 71258 , NERAM
Decrypt AP| B EIRMHEFAISEL.

MBI T X FEISEIRIIA

System.out.printIn("the decrypted data is " + Plaintext);

RS : BB UE (bR ) BREEAH
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Python SDK

I EFHTE : 2018-11-09 11:26:52

FRES
HXER
GitHub Jst YDA CTBLUR AR,

MR
Python2.7 BEIAZEF Python3,

S%EY Python MRAHY7Si% -

Linux shell

$python -V
Python 2.7.11

Windows cmd

D:>python -V
Python 2.7.11

MNEIRTRARHEBRE /NS | 1BE Window IMEZEE PATH BBEFINLE Python BI4ERTERIZ,

EREFImAISR

secretld="xxxxxx' #E BRI secretid
secretKey = "ooxxx' #EH8ARBPRY secretKey

FREERS

endpoint = 'https://kms-region.api.tencentyun.com' # E#tHPHI region, fltl sh ¥ x=LiE, gzF

M, bj RRILR

kms_account = KMSAccount(endpoint,secretld,secretKey)

it EFinicE

EFIREOAER shal ER28% , ILIEREREXERER .

RS : BB UE (bR ) BREEAH
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https://github.com/tencentyun/kms-python-sdk

FREERS

EHBAT

kms_account.set sign_method('sha256')

ETRR(F

ellf e e
FikRE

def create key(self, Description=None, Alias="", KeyUsage="ENCRYPT/DECRYPT")

SE5EE
283 ESid) BANME SHmk
Description string None FERREA
Alias string TFRTER FEHERE
KeyUsage string 'ENCRYPT/DECRYPT' FEERIR | AR

IRE{E KeyMetadataZE¥giR #HAT :

JRIHEERR
Keyld
CreateTime
Description
KeyState
KeyUsage

Alias

{ERTG

description ='for test'
alias = 'kms_test'

kms meta = kms_account.create_key(description,alias)

RS : BB UE (bR ) BREEAH

string
uinx time
string
string
string

string

ax
A I d
BlEERTIE]
F AR
BRI
ZIRRAR

AR
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RENE RSB
HikFER

def get key attributes(self, Keyld=None)

SEA
SHE il EINE SR
Keyld string None F#=458 Id

IR[EIE KeyMetadataZEafR fEiARalT :

[BIERFR et =%
Keyld string %A Id
CreateTime uinx time ellfEngEl
Description string ERiA
KeyState string BRI
KeyUsage string ZHRIR
Alias string ZEE5IE
(£

keyld="" # [BHESZH keyld
key meta = kms_account.get_key attributes("kms-awy8dndb")
print key meta

IREEZRENE

paprid

def set_key attributes(self, Keyld=None, Alias=None)

S5
2HZ St BANME SEEA

RS : BB UE (bR ) BREEAH
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S St BNE SEEmA
Keyld string None F=5A Id
Alias string None FEARE
REWE 75
{EFRGI

keyld=" # [EEEZHY keyld
Alias=" # FIHSEATF R HLIE
kms account.get key attributes(keyld,Alias)

IRENEZFATIR

HiERE

def list_key(self, offset=0, limit=10)

SEiEE
SHE ESid] BAE SEHIA
offset int 0 REFZRWEE.
limit int 10 RIRREFIZRFREINEL , AESEOASIRE 10 4,

IREE KeyMetadata 50K HEIAWT -

[RIHERRR Sl aX
totalCount int RATENER ML
keys array key £44H.
(=G
totalCount, keys = kms_account.list_key()
print keys
AR ELE R
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FREERS

def generate data key(self, Keyld=None, KeySpec=None, NumberOfBytes=None, EncryptionContext

HikRER
=None)
SE5EE
SHZ ESig) AE
Keyld string None
KeySpec string None
NumberOfBytes int None
EncryptionContext string None
REE
2HE KRB
plaintext string
ciphertextBlob string
{sERxMHGl

KeySpec = "AES 128"

SR

FE=A Id.

R EIREREE.
ERFEERERIEIEER.

4 P EIE R SRR ARIZIIMY json key-value,

SEEA
FERNRYEEE TR
TN PRI IRE SRR S

Plaintext, CiphertextBlob = kms_account.generate data key(Keyld, KeySpec)
print "the data key : %s \n the encrypted data key :%s\n" % (Plaintext, CiphertextBlob)

BRERA
HiERE

def enable key(self, Keyld=None)

SEYiRER
2= E3ig)
Keyld string

RS : BB UE (bR ) BREEAH

ZKINME SEA
None F248 Id
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RENE 75

(G

kms_account.enable_key(Keyld)
ZRE=4A
HiklRE

def disable key(self, Keyld=None)

SEREA
SHE it ZANE SR
Keyld string None F=5A Id
IR[EHE 7o
=B

kms_account.disable key(Keyld)

E&t

INfEEZRAE
hnzs
A R

def encrypt(self, Keyld=None, Plaintext="", EncryptionContext=None)

SH% B
SHE St IAME  SEgat
Keyld sting  None  FZ%{H Id
Plaintext string ;q_ﬁ BESZ
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MNME  SEgEd

%
%
X
W
f

key/value XJRY json FFFER , AIRISE 71258, WEEA

EncryptionContext strin None . w
yP 9 Decrypt API B EEIRHERIISEL.

IRENE :
SHE KA SEHIA
ciphertextBlob string RINERAYEESL
##H## (EFG)

Plaintest = "test message data”
CiphertextBlob = kms_account.encrypt(kms meta.Keyld, Plaintest)
print "the encrypted data is :%s \n" % CiphertextBlob

135
kR

def decrypt(self, CiphertextBlob="", EncryptionContext=None)

SEiREE
SHE =it BANE  SEgER
CiphertextBlob string ;E;?_ﬁ 233%4

key/value 3389 json FFHFER |, ANRISE 71254, WEHEA

EncryptionContext strin None . w
"yP 9 Decrypt AP| RS SR EHSEIRERISEL,

RENE -
83 et SEHIA
plaintext string FNBIS B RS EIAIBA
#iH## (EFAMG)
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Plaintest = kms_account.decrypt(CiphertextBlob)
print "the decrypted data is :%s\n" % Plaintest

RS : BB UE (bR ) BREEAH 5526 38T



Q) A R ETRIRS
PHP SDK

BIREAdE ; 2018-11-09 11:31:15

ke
HXHF
GitHub Htuhit SRBEREABLAR R IREIR

FERRIR

1. 4KEERES © PHP5.3.0 hRARIAE
2. \I=HIE3REX ApplD |, SecretID , SecretKey,

EREFimAISR

/ MBI EMNEEZ APl B9ZHHIEE

$secretld = "";

$secretKey = "";

$endPoint = ""

$kms_account = new KMSAccount($endPoint,$secretld,$secretKey);

it EFinicE
EFIREAER shal ER28X , ILUEAEREXERER .

account.set sign_method("sha256");

EIRR(F

ellfEE 2o
HikRE

public function create key($Alias = NULL, $Description = NULL, $KeyUsage="ENCRYPT/DECRYPT")

S

RS : BB UE (bR ) BREEAH 5527 38


https://github.com/tencentyun/kms-php-sdk.git

A BT

Description
Alias

KeyUsage

S
string
string

string

BOAE
NULL

NULL

'‘ENCRYPT/DECRYPT

IR[EI{E KeyMetadata £5M{K #AINT -

e
Keyld
CreateTime
Description
KeyState
KeyUsage

Alias

(TG

$Description = "test";

$Alias = "test";

S
string
uinx time
string
string
string

string

$KeyUsage= "ENCRYPT/DECRYPT";
$kms_meta = $kms_account->create_key($Alias,$Description,$KeyUsage);

REVEZREN
HikFER

public function get_key attributes($Keyld = NULL)

SHiEP
24

Keyld

string

BIAE

IR[EI{E KeyMetadata Z5M{K #IAZ0T -

RS : BB UE (bR ) BREEAH

None

SEEIR
FE AR
EEZRRIE

EEIAR | BARIRE

aX
=58 Id
BlEERIE]
F AR
BRI
ZRAE

AR

SEEA

F#=3A |d

FREERS
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A BT

BIERTR =il 3%
Keyld string %48 Id
CreateTime uinx time ElEEATE)
Description string EERA
KeyState string ERRE
KeyUsage string ZiARIR
Alias string =515
(&R

KeyMetadata meta;
string keyld="" # [FHESEH] keyld
$kms _meta = $kms_account->get key attributes($keyld);

IREEZAENE
HiERE

public function set key attributes($Keyld = NULL, $Alias)

SE5EE

SHE ESid] FNE SEHIA

Keyld string None F#48 Id

Alias string 7 RENFZRNE
REWE 75
{EFRG

$Alias = "for test" ;
$kms_account->set key attributes($kms_meta->Keyld,$Alias);

IRENEFZFATIR

RS : BB UE (bR ) BREEAH
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HiERE

public function list_key($offset = 0, $limit = 10)

SE5EE
2B RE
keylds vector
offset int
limit int
{ERRG

FREERS

BIAE SEER

7c IR[E] keyid vector

0 RE7FR(REE

10 RRREFIZRREINL , AESEGA/RET0

$ret_pkg = $kms_account->list_key();

AR &R TR
FiERE

public function generate data key($Keyld = NULL, $KeySpec = "", SNumberOfBytes = 1024,$Encrypti

onContext =NULL)

S5
285
Keyld
KeySpec
NumberOfBytes

EncryptionContext

REFEF
SHE
plaintext

ciphertextBlob

ESit) BAE
string None
string

int 1024

string NULL

SEEIA

F=5E |d
EREERERER
HEREE IR ERIEIRE

R EIRE AR IR AtAYERSMjson key-value

i) SR
string FRERNEHEZSAIAN (A SEURE)
string FERRIEIEERE

RS : BB UE (bR ) BREEAH
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{sEFRABY
$KeySpec = "AES 128";
$ret pkg = $kms_account->generate _data_key($kms meta->Keyld,$KeySpec,1024,"");

$Plaintext = $ret_pkg['plaintext'];
$CiphertextBlob = $ret_pkg['ciphertextBlob'];

BRE%H
HiERE

public function enable_key($Keyld = NULL)

SEREE
SHE il HANE SR
Keyld string None FE58 Id
R[EHE 75
{sEFAY

$Keyld="" // iSHEHE EHkeyld;
$kms_account->enable_key($Keyld);

ZREZA

HikFER

public function disable key($Keyld= NULL)

SEA
SHE ESig) FINME SR
Keyld string None F%4A |d
IREHE 75
(=AY
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$Keyld="" // EESHEHY keyld;
$kms_account->disable key($Keyld);

HikFER

public function encrypt($Keyld = NULL, $Plaintext=NULL,$EncryptionContext =NULL)

SEEE
SHE et MANE  SigHEr
Keyld sting  NULL F#58 Id
Plaintext string NULL BE3Z

NULL key/value 3389 json FHFER |, ANRISE 71254, WEHEA

EncryptionContext string Decrypt API SR RREIS Y

R[EHE
SHE KA SEGEIA
ciphertextBlob string FRERINESL
#it## (ERGI

$CiphertextBlob = $kms_account->encrypt($Keyld,$Plaintext);

1325
HiERE

public function decrypt($CiphertextBlob = NULL $EncryptionContext = NULL)

SE5EE
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SHE &<t BANE  SEgEr
CiphertextBlob sting  NULL B

key/value X389 json Z=FFER |, WIRISE 71228, W AR

EncryptionContext strin NULL .
yp 9 Decrypt AP| B SEERAtRIREAOS S,

IR[EHE
BB ESit) SR
plaintext string FRNBIEE S RESEIRIAS
#HH## (RG]

$Plaintext = $kms_account->decrypt($CiphertextBlob);
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@ A EIRETERSS
SDK &k

EITEFAIE : 2018-11-09 11:35:44

SDKT &

B =KMSBRISIE java. python. php & C++ SDK, BEaXIFELIES, WIS AFEERIE AP| HBEFF
KEZIESM SDK R4S,

githubitEitanT :

Java sdk

Python sdk

PHP sdk

C++ sdk

SDK {£HiEE5In

s5F3 SDK BUE/EFREY secretld , secretKey , endpoint ( BHEKAZIBMELE , BIiTARIEZEINAIBEE] ) .
endpoint i8R :

A endpoint : https://kms-region.api.tencentyun.com

2aM endpoint : https://kms-region.api.qcloud.com

o WMRSHERBEBEBA L CVM FHL | B3N EERRMEIHAIAMN endpoint, FIMIFESTH = bRiBERY
CVM FHNENEMER https://kms-bj.api.tencentyun.com ,
JFERZ : 1) FHARMEEE(R ; 2 ) BAl KMS {MFARN MIRERENEREZERN , RN LT EXE
SHIER,

o region FRABMMMEER : gz (M) , sh (LE8) | bj (ALR) . AHSEHPH region (EESHZA region
EFRE—, NREWA—BRIER , LUSERY region ERE , BiEKEFEHS region FRigERIMIE,
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@ A BHAEIRRSS
SDK3Z4H

BIREHATE ; 2017-11-30 20:41:07

KMS SDK {#FEistBE A

AT HEFRERFMEER KMS /9 SDK |, B =R AL T E R BEAY

7~ : Python SDK fEF1&1)
PRIR A

BRREETE 7 Pythonikig

KMS Python SDK T#H5EE

= API Z5R{EMAIREA

{#F3 Python SDK Y , B5EEERFN= API Z4H |, = API ZSARX AR SHMNEIAMIGIE. KBz APl ZEIY5
ET  BRENESE &% [ZR] - (= APLER] &I

R

5 TERT I

FRFRITEHEFIZ AP ZREERMEER. [REER ID HNFBIGABUERRIER secretld FIXIRAY

secretKey,
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RIARNASE F TWIRER  SHEILFEW . FE n
LTITERLE ATERSRTH BERRDE DIPTSR afPSTRN $0EEs 0T

PURH e L]

endpoint 588
endpoint 2(HA KMS BRSHAEIMIE , FRF endpoint PtBES T EEFAIMNY , endpointAIH&ZLANT :

e KXY : https://kms-region.api.tencentyun.com
o AN : https://kms-region.api.qcloud.com

region 588

region EEFABAMIFIHITER , BNT=MEK : gz("M) , sh(LiB) , bjdt®R). Mo FREMHHATFRREI
WA FMER , BHEFORS. 2SN region BESIHZM region EFEF— , RHIA—FW
&R, LUSEH region B9 |, BBk &EEEHEZ region FriEERIMBIE,

PIIMNRIX B

WRI S HEBEBEER A CVM L | sBZEEN AR AMendpoint :

1) B P AIRTREREA ;

2) BEIKMSHFAM MMTRERBWENAEZAN , FAMOI L TEXERoHIZEA.

Python SDKT&;

TEEFTIRKMS SDK,

{5 KMS Python SDK

TEAIRASHEZ Python SDK FfJsample , NBIEEEZR. EREUERR  I1FE | ERERERSRERTIIE
HETERVERE.

# B LM IEHI G RN R secretldfl]secretKey, FXTizAgendpoint
try:

secretld = "your secret id"

secretKey = "your secret key"

endpoint = "your endpoint "

kms_account = KMSAccount(endpoint, secretld, secretKey)
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# create a custom master key

Description = "test"

Alias = "test"

KeyUsage = "ENCRYPT/DECRYPT"

kms meta = kms_account.create _key(Description, Alias, KeyUsage)
print kms meta

# create a data key

KeySpec = "AES 128"

Plaintext, CiphertextBlob = kms account.generate data_key(kms meta.Keyld, KeySpec)
print "the data key : %s \n the encrypted data key :%s\n" % (Plaintext, CiphertextBlob)

# encrypt the data string

Plaintest = "test message data”

CiphertextBlob = kms_account.encrypt(kms _meta.Keyld, Plaintest)
print "the encrypted data is :%s \n" % CiphertextBlob

# decrypt the encrypted data string
Plaintest = kms_account.decrypt(CiphertextBlob)
print "the decrypted data is :%s\n" % Plaintest

# get key attributes
key meta = kms_account.get key attributes(key meta.Keyld)
print key meta

# set key attributes
Alias = "ForTest"
kms account.set key attributes(key meta.Keyld, Alias)

# disabke a custom key

kms account.disable key(key meta.Keyld)
# enable a custom key

kms _account.enable key(key meta.Keyld)

# list key
totalCount, keys = kms_account.list_key()

print keys

except KMSExceptionBase, e:
print "Exception:%s\n" % e

RS : BB UE (bR ) BREEAH £537 38



@ IR PHAETRIRS
SDKE&E#HE

RIFEHATE : 2017-11-30 20:42:01
KMS SDK1.0.0

2017-3-13

1. Bt E&&c++ , java , python , phplU/NMESHRA ;
2. sdkFEE T EEALRL , 1% |, FREIRME.
3. X#Fsha256%5 %
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