&> Tencen t Cloud Cloud File Storage

Cloud File Storage

Operation Guide

%

Tencent Cloud

©2013-2024 Tencent Cloud. All rights reserved. Page 1 of 86



> Tencent Cloud Cloud File Storage

Copyright Notice
©2013-2024 Tencent Cloud. All rights reserved.

The complete copyright of this document, including all text, data, images, and other content, is
solely and exclusively owned by Tencent Cloud Computing (Beijing) Co., Ltd. ("Tencent
Cloud"); Without prior explicit written permission from Tencent Cloud, no entity shall
reproduce, modify, use, plagiarize, or disseminate the entire or partial content of this
document in any form. Such actions constitute an infringement of Tencent Cloud's copyright,
and Tencent Cloud will take legal measures to pursue liability under the applicable laws.

Trademark Notice

> Tencent Cloud

This trademark and its related service trademarks are owned by Tencent Cloud Computing
(Beijing) Co., Ltd. and its affiliated companies("Tencent Cloud"). The trademarks of third
parties mentioned in this document are the property of their respective owners under the
applicable laws. Without the written permission of Tencent Cloud and the relevant trademark
rights owners, no entity shall use, reproduce, modify, disseminate, or copy the trademarks as
mentioned above in any way. Any such actions will constitute an infringement of Tencent
Cloud's and the relevant owners' trademark rights, and Tencent Cloud will take legal measures
to pursue liability under the applicable laws.

Service Notice

This document provides an overview of the as—is details of Tencent Cloud's products and
services in their entirety or part. The descriptions of certain products and services may be
subject to adjustments from time to time.

The commercial contract concluded by you and Tencent Cloud will provide the specific types
of Tencent Cloud products and services you purchase and the service standards. Unless
otherwise agreed upon by both parties, Tencent Cloud does not make any explicit or implied
commitments or warranties regarding the content of this document.

Contact Us

We are committed to providing personalized pre—sales consultation and technical after-sale
support. Don't hesitate to contact us at 4009100100 or 95716 for any inquiries or concerns.
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Operation Guide
Cloud Access Management

Last updated: 2023-08-29 10:12:28

Scenario

Cloud File Storage (CFS) now supports resource-level access management, allowing the
primary account to grant specified operational permissions to designated users and user
groups for specific resources. Once authorization is completed, both the CFS console and API
will permit or prohibit user operations based on the granted permissions.

This guide will explain how to authorize read-only, read/write, and custom policies for CFS
users. For more information on the principles and guidelines of Tencent Cloud Access
Management, please refer to Access Management.

Instructions

Creating an Access Control Policy

Log in to the Access Management Console policy management page.
» To grant users permissions quickly, do a search for CFS, select the preset read-only or
read/write permissions and associate them with the specified user group.

» If you need to grant users permissions for specific operations, you can create a custom
policy and associate it with the specified user group.

Full read/write permission policy

If you want to authorize users to perform all operations such as CRUD, associate them with
the ocloudcrsrullaccess policy. Below is the policy syntax for using the preset

OcloudCFsFullAccess policy to grant collaborators or sub-users full read/write access to all
CFS resources and VPC/subnet query permission:

"version": "2.0",
"statement": [
"action": [

"Cfs:v‘r"

1y

"resource

Ll mxn
. 14

"effect": "allow"
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"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx"

I

"resource": "*",

"effect": "allow"

Read-only permission policy

If you want to grant users permission to query but not create, modify, or delete resources,
associate them with the ocloudcFsreadonlyaccess policy. Below is the policy syntax for using
the preset QcloudCFsSreadOnlyAccess policy to grant collaborators or sub—users read-only
access to all CFS resources and VPC/subnet query permission:

"version": "2.0",
"statement": [
{
"action": [
"cfs:Describe*"
} 14
"resource": "*",

"effect": "allow"

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeSubnetEx"

1y

"resource": "*",

"effect": "allow"

Custom Policy

Custom policies provide a more flexible way to authorize users, and the Access Management
Console offers various methods to generate these policies. This example will demonstrate
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how to create a new custom policy using the "Create by Policy Generator" method (for other
methods, please refer to the Policy documentation).

The CAM policy generator is very user friendly. You simply need to select the desired
parameters, and policy code will be generated automatically. This is especially suitable for
first-time CAM users.

On the Policy Management Console policy page, select Create Custom Policy > Create by
Policy Generator. On the new policy page, use the policy generator to add multiple statements
to a custom policy. The configuration is as follows:

Categ Param

Options and Effect
ory eter

Effect Effect Allow or Reject

Sevie servic Select CFS here

e =

Acti

nc © Action All CFS-supported actions

Reso Resou Specify the resources in six-segment format:

urces rce o The notation for all resources in Cloud File Storage is * .

o The notation for all resources in a specified region is
gcs::cfs:ap—-guangzhou::* .,
o The syntax for all resources in all regions under a specified user
iS gcs::cfs::uin/27700000:~*

o The syntax for specifying all file systems in a specific region
under a specific user is
gcs::cfs:ap—-guangzhou:uin/27700000:filesystem/* .

e The system syntax for a specific user group under a specified
useris gcs::cfs::uin/27700000:pgroup/pgroup—doxpcgh .

e Note: The UIN in a policy must be a root account UIN. The file
systems or permission group resources must belong to the root
account.

If a policy generator is used:
e Service: You can only enter "cfs".

o Region: Select a region from the drop—down list box as needed.

e Account: The current account information will be auto filled. If it
is not filled, you can enter uin/xxxxxxx , where xxxxxxx isthe

UIN.
e Resource prefix: You can enter filesystem, snap ,oOr
resource , Which represents file system instances, snapshot
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Condi
tions

Cloud File Storage

instances, or resource unit package instances, respectively.

e Resource: Enter aresource ID, such as cfs-xxxxx .

Conditi

To determine under what conditions this policy will take effect,

on please refer to Effective Conditions for the setup method.

The APls, API features, and notes for authorization are listed in the table below. You can set

your resource permissions accordingly.

API
Categor

y

Service
APls

File
system
APIs

APl Name

SignUpCfsService

DescribeCfsServic
eStatus

DescribeCfsFileSys
tems

CreateCfsFileSyste
m

UpdateCfsFileSyst
emName

UpdateCfsFileSyst
emPGroup

UpdateCfsFileSyst
emSizeLimit
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API
Description

Activates the
CFS service

Queries
whether the
CFS service is
activated

Lists file
systems

Create afile
system

Updates the
file system
name

Updates the
permission
group for afile
system

Updates the
file system

Permi
ssion

Type

Write

Read

Read

Write

Write

Write

Write

Supports and Limits

You do not need to
specify resources
when authorizing this
API.

You do not need to
specify resources
when authorizing this
API.

You need to specify
the resources as *

when authorizing this
API.

You do not need to
specify file system
resources when
authorizing this API.

You need to specify
file system resources
when authorizing this
API.

You need to specify
file system resources
when authorizing this
API.

You need to specify
file system resources
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Permissi
on group
APls

DeleteCfsFileSyste
m

DescribeMountTar
gets

AddMountTarget

DeleteMountTarget

DescribeCfsPGrou
ps

CreateCfsPGroup

UpdateCfsPGroup

DeleteCfsPGroup

DescribeCfsRules
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quota

Deleting a File
System

Queries mount
targets

Creates a
mount target

Deletes a
mount point

Lists
permission
groups

Creates
permission

group

Updating the
information of
a permission
group

Deletes
permission

group

Lists
permission
group rules

Write

Read

Write

Write

Read

Write

Write

Write

Read

Cloud File Storage

when authorizing this
API.

You need to specify
file system resources
when authorizing this
API.

You need to specify
file system resources
when authorizing this
API.

You need to specify
file system resources
when authorizing this
API.

You need to specify
file system resources
when authorizing this
API.

You need to specify
the resources as *

when authorizing this
API.

You do not need to
specify resources
when authorizing this
API.

You need to specify
permission group
resources when
authorizing this API.

You need to specify
permission group
resources when
authorizing this API.

You need to specify
permission group
resources when
authorizing this API.
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Key APls

A Note

CreateCfsRule

UpdateCfsRule

DeleteCfsRule

DescribeKmsKeys

Creates a
permission
group rule

Updates the
information of
a permission
group rule

Deletes a
permission
group rule

Queries KMS
keys

learn how to write the policy.

Write

Write

Write

Read

Cloud File Storage

You need to specify
permission group
resources when
authorizing this API.

You need to specify
permission group
resources when
authorizing this API.

You need to specify
permission group
resources when
authorizing this API.

You need to specify
the resources as *
when authorizing this
API.

As CFS file systems use VPC IPs, permissions for "vpc:DescribeVpcEx" and
"vpc:DescribeSubnetEx" APIs are needed to create, list, and query file systems. We
strongly recommend granting all VPC resources permissions for these two APlIs in all
your CFS authorization polices. See the ocloudcFsreadonlyaccess policy statement to

After completing the above parameter settings, click Add Statement to add a statement to this

custom policy. You can repeat the above steps to add multiple statements. If there are

duplicate or conflicting policies, please refer to Syntax Structure for their relationship and
effective results.
A policy should be written in the following format. There can be multiple statements in one

policy.

"effect":

Iy

"resource
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[{
"Effect",

"Action"

e": "Resourcse

~n
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For example, the policy syntax for prohibiting users from deleting certain file systems and
updating quotas is as follows:

"effect": "deny",
"action": |
"name/cfs:DeleteCfsFileSyste

nSizeLimit"

:uin/27796439 s cfs-11111111",

::uiln/277

5::uln/2779643

Authorizing a User/User Group

If you choose the permissions provided by the system, you can directly search for
QcloudCFSFullAccess, QcloudCFSReadOnlyAccess, or other custom policies in the policy list.
Then, click Associate Users/Groups in the operation column on the right. In the pop-up
window, find and select the users or user groups that need to be authorized. Finally, click
Confirm to complete the authorization.

Deauthorizing a User/User Group

To revoke the permissions of an authorized user, go to the Associated Users/Groups list on
the corresponding policy detail page, select the user/user group for which you want to cancel
the authorization, and then click Disassociate User/User Group. After confirming the
revocation, the user/user group will lose the permission to operate CFS resources.
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Managing File Systems

Last updated: 2023-08-29 10:13:55

Scenario

You can view the created file systems and manipulate them in the CFS console, such as
viewing the file system status and usage, file system details, and mount point information.

A Note
If a file system is in the Creating status, you cannot view its details or delete it.

Preparations

Log in to the Cloud File Storage console and navigate to the file system list page.

Instructions

Viewing File System Status and Usage

You can view the current file system usage and status on the file system list page. CFS also
allows you to search for items by file system name, ID, VPCID, and IP.

Viewing a File System

Click afile system name on the file system list page to enter the file system details page,
where you can view the basic information of the file system as well as information of its mount
point and mounted clients.
Basic Information of the File System
The basic information of a file system includes its region, file system ID, name, file service
protocol, file system status, and creation time. You can set the file system name on this
page.
Mount Point Information
The mount point information of an NFS file system includes the network information,
permission group, and recommended mount command. You can modify the file system
permission group on this page.
Mounted Client Information
You can select the Mounted Clients tab to view the information of the clients where the file
system is mounted.

A Note
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Client information display may have a delay of 1 — 3 minutes.

Snapshot Chain

You can manage and view snapshots under a file system on the file system list page.

Renaming a File System

On the file system list page, click the file system whose name you want to change, enter the
file system details page, and click “ on the right side of the instance name to make
modifications.

Deleting a File System

When you no longer need a file system, you can locate it in the file system list and click Delete
on the right to remove it.

A Note
To avoid system exceptions on clients, please disconnect the file system from all

clients before deleting it.
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Permission Management

Last updated: 2024-12-1215:31:40

Scenario

A client must be in the same network as the file system, for which a permission group needs to
be configured to manage the access and read/write permissions of the client. This document
describes how to do so.

Instructions

Step 1. Create a permission group

1. Log in to the File Storage Console and click on Permission Group in the left sidebar.

2. On the Permission Group page, click Create to create a new permission group. In the pop-
up window, configure the permission group name and remarks.

Step 2. Add a permission group rule

Click on Permission Group Name to access the rule list. Here, you can add, edit, or delete
rules. If no rules are added to the permission group, all will be allowed. The rules are explained

as follows.
P t
. aramete Description
A You can enter a single IP or a single network segment, such as 10.1.10.11 or
AZZ?(:'S 10.10.1.0/24. The default visitor address is *, which means all are allowed.
Please note that you need to enter the internal IP of the CVM here.
Read &
Writ
" e_ . Read-only or read/write.
Permissi
ons
User The four options below are used for controlling the permissions of a user.
Permissi all_squash: Any user will be mapped to an anonymous user or user
ons group.

no_all_squash: A user will be first matched with a local user, and if the
match fails, it will be mapped to an anonymous user or user group.

root_squash: A root user will be mapped to an anonymous user or user
group.
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e no_root_squash: A root user will be allowed to maintain root account
permissions.

A Note:
o User permissions configuration is not supported for CIFS/SMB
file systems and Turbo file system will not take effect.

e The default permission is 755 for each file system, and
nfsnobody does not have write permission. Therefore, if there
are no special needs, no_root_squash is recommended. If the
root user creates a file directory and mounts the file system,
when the access address is setto all_squash or root_squash,
the access IP can only read files. (This is because the mount
path requires root permissions, but the access IP has been
mapped to an anonymous user.)

You can configure an integer between 1 and 100 as the priority level, where
1 indicates the highest priority. If the permission of a single IP conflicts with
that of an IP within a CIDR block in the same permission group, the
permission with a higher priority will apply. If their priority levels are the
same, the permission of the single IP will apply. If two overlapping CIDR
blocks are configured with different permissions and the same priority
levels, the permissions of the overlapping CIDR blocks will take effect
Priority randomly. Please avoid configuring overlapping CIDR blocks.

A Note:
Priority configuration is not supported for CIFS/SMB file systems and
will not take effect.

Step 3. Configure a permission group for a file system

The configuration of a permission group can be modified after the file system is created. You
can choose to create a permission group first and select it when creating a file system. You
can also select the default permission group when creating a file system and then go to the file
system details page to change the permission group.

A Note

©2013-2024 Tencent Cloud. All rights reserved. Page 14 of 86



> Tencent Cloud Cloud File Storage

If the file system is mounted with the NFS v4 protocol, the modification to the
permission group rules of the file system will take effect in 2 minutes.

Step 4. Modify the information and rules of a permission group

You can enter the permission group details page to modify the name, remarks, and rules of a
permission group.

A Note:

Permission group rules take effect asynchronously. Therefore, avoid adding individual
IPs frequently.

We recommend you add a CIDR block or batch import using a template.
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Using Tags

Last updated: 2023-08-29 10:18:18

Scenario

Tags are key-value pairs provided by Tencent Cloud for identifying cloud resources. Tags can
assist you in conveniently categorizing cloud resources from various perspectives, such as
business, usage, owner, etc. It's important to note that Tencent Cloud does not utilize the tags
you set; they are solely for your management of Tencent Cloud resources. This document
guides you through the process of editing tags for file storage resources.

Usage Limits

There are several limits on tags:
Quantity Limit: Each file system can have up to 50 tags.

Tag Key Limit: Tag keys can only consist of numbers , letters ,and +=.e- ,witha
maximum length of 255 characters.

Tag Value Limit: A tag value canonlybe a null string or a number , a letter ,0Or +=.@-
, and the maximum length of a tag value is 127 characters.

Operation Examples

Case Description: A company has purchased six file systems. The information about the
departments using these systems, their business scope, and the person in charge is as

follows:
File system ID Business Group Business Scope Owner
cfs—abcdef1 E-commerce Market_ing John Smith
campaigns

cfs—abcdef2 E-commerce inaar;teatiiggs Chris
cfs—abcdef3 Gaming Game A Jane Smith
cfs—abcdef4 Gaming Game B Chris
cfs—abcdef5 Entertainment Post-production Chris
cfs—abcdef6 Entertainment Post—production John Smith

Taking cfs—abcdef1 as an example, we can add the following 3 sets of tags to the file system:
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Tag Key Tag Value
dept ecommerce
business mkt

owner zhangsan

Similarly, you can add tag key—-value pairs to other file systems based on the business group,
scope, and owners.

Instructions

Tagging a new file system
Preparations

Ensure that you have the necessary tags before creating a file system; if you do not have any
tags, please first create them in the Tag Console.
1. Log in to the File Storage console.

2. On the file system management page, click Create.

3. In the "Create New File System" configuration window that appears, locate the Tags
configuration item below. Click Add to append tag information to this file system. (Only
existing tags can be added here.)
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o Select File System > o Set Up Details
Type

Storage Class Standard

File System Name
Region Guangzhou ¥

Availability Zone Guangzhou Zone 6 W

To decrease access latency, it's recommended that file system be in the same region with your CVM.

Protocol @) NFS v
Data Source®) Use a snapshot

Select Network Select VPC b Please select a subnet w
Permission Group default (pgroupbasic) v

Permission group specifies a visiting allowlist with some permissions.How to create? [4

Scheduled Snapshot Set scheduled snapshots for the file system G_Tz‘(;;@@-umn@ nnwh

Snapshot helps to recover data lost due to accidental deletion or virus.

Tag@ v g v b 4

+ Add

4. Click Create Now, the corresponding tags will be bound once the file system is
successfully created.

® Note
For a detailed explanation of the configuration items related to creating a file
system, see the Creating a File System and Mount Target document.

Adding, modifying, or deleting a tag on an existing file system

1. On the file system management page, select the file system for which you want to edit
tags, then click Edit Tag in the operation column.
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CFS client assistant Qogl

Maximum

ID/N: Monit Used/Total $ 1A st ilabil P a Operati
/Name onitor Status Y sed/Total storage Throughput @ Availabil Y VPCID/CCN ID Storage Class Y Tag peration

cfs-4812ee604 i Availabl OMiB/20TiB OMiB 2GiB/s Guangzhou...  vpc-8twhugyt 11.00.21 Standard Turbo Edit Tag

frank Create Snapshot

Expand Delete

More ¥

2. Add, modify, or delete a tag as needed in the pop—-up window.

Edit Tag X

Tags are used to manage resources by category in different dimensions. If the existing tags
don't meet your requirements, you can manage tags [4.

1 resource(s) selected

+ Add

3. Click OK to finalize the addition, modification, or deletion of tags.

Filtering file systems by tag

To filter file systems by tag, follow the steps below:
1. In the search box, select Tags.
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2. Enter the tag key and value after Tag: then click C, or press ENTER to search, as shown

below:

For instance, if you wish to filter file systems with the tag key as 'tke—created' and the tag
value as 'eee’, you can enter Tag:tke-created:yes .

File System  © sejing(®) ¥

* CFS's High-Performance Turbo s now avallable. See Specifications [2

* CFS offers storage resource units available for all sub-products. Package details [2

ID/N: Monit St Y Used/Total $ 1A st Miaximurn
ame onitor tatus sed/Total storage Throughput @

cfs-qbr8a0pl " ilabl OMiB/160TiB - 100MiB/s

frank

©2013-2024 Tencent Cloud. All rights reserved.

Availability; Y VPCID/CCN ID

P

1 result found for “Tag the-createdyes" Back to st

Bejing Zone 5 .

vpc-fzadstfg

172.16.240.11

Storage Class Y

Standard

Instructions [%

Tag: the-createdyes € (VIR 3
00Q
D1 Edit Tag Create Snapshot Delete
20w /page 1 /1page
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File System Expansion

Last updated: 2023-08-29 10:18:45

This document will guide you on how to perform relevant expansion operations on Turbo file
systems via the console. Currently, it supports two methods: manual expansion and automatic
expansion policy.

A Note:

1. Standard Turbo/High—Performance Turbo are billed based on the purchased
capacity. To prevent business disruptions due to insufficient capacity, it is
recommended to carry out relevant expansion operations promptly when the
capacity usage rate reaches 85%.

2. Standard Turbo/High—Performance Turbo support online expansion, and business
access is not affected during the expansion process. However, the subsequent
automatic rebalance service by the system may have a minor impact on
performance (most businesses will not notice this).

3. Standard Turbo/High—Performance Turbo only support expansion and do not
support reduction. If a smaller capacity is needed, it is recommended to create a
new cluster and then perform data migration. For data migration operations, please
refer to File System Data Copy Scheme.

Configure Automatic Expansion Policy
(Recommended)

1. When creating a Turbo file system, select the option to configure an automatic expansion
policy.

@® Note:
The default auto—expansion policy at creation is to start at an 85% threshold and
expand to a 70% threshold. That is, when the capacity utilization rate reaches 85%,
auto—expansion is initiated, reducing the capacity utilization rate to below 70%.
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10 UELIEASE LSS TALEILY, 1L TEL 1IEIUEU LG IS SYSUEI DS 1] 11 SaI1IE [EGI01 Wil Jou Ly,

Data Source(®) Use a snapshot

Storage Usage(®) O 10 + T8
20Tig 2507TiB 500 TiB 1000 TiB

Minimum capacity of Standard Turbo: 10 TiB

Network Type VPC

For recommendations for the choice of two networks, seeTurbo Network Types .

CCN Inszance cfs-turbo-test cen-22vyaepy) 0
VPCID Subnet
vpc-pubiggrhp 172.160.0/16
vpe-grftzayt 192.1680.0/15
vpc-Teizif7p 100.0.0/16
vpc-aovo/jxl 100.0.0/16
vpe-hpxywdis 11.1310.0/16
Totel items: 13 5 v /page 1 /3pages » M

Turbo [Pv4 CIDR 11 v .0.0.0/ 4+

Please set a C/DR black for CFS. Ensure that the CIDR block does not conflict with the Cloud Connect Netwark (CCN) selected abave. (To prevent IP conflicts, ca not assign this black to otner resources) The CIDR block should be within 10.0.0.0/8, 11.0.0.0/24, 30.0.00/24, 172.16.0.0/12,
and use CFS properly.

Permission Group defaul: {pgroupoasic) v

CFS Turba permission groups only suppor: access control, but not read/write access authorization or squash.

Auto scaling policy Configure an auto scaling policy for the file system

An auto scaling policy will automatically scale up your file system when the capacity threshold is reached, which mitigates the risks caused by insufficient capacity.

Encryption Enable

Tag®) +Add

res - 8.5TCNY/hoursssawyeur

(For reference only. The actual cost depends on your usage)

2. If you need to adjust or add an expansion policy later, you can click on "More" in the
console and select "Configure auto scaling policy".
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1D/Name

cfs-pcTwecal
test2

cfs-2fimp9nb
test

cfs-4bebd82bel
brucetest dj #*

cis-owTfpdut
frank

cfs-490412625

wyzi-thomasizhao-test

cls-mbyuovjt
s lgbhzdm_pvc-Sefcd.

disjoyalstr
bruce15NFS

cfs-57ba74639
brucestestNFS 31

cfs-4d3816815

bruce

dilosahix

bruce

File System © Guangzhou(10) ~

Monitor

* CFS's High-Performance Turbo s now availble. See Specifications [4

Status Y

Creating

* CFS offers storage resource units available for all sub-products. Package details [4.

Used/Total ¢

OMiB/160TiB

OMiB/160TiB

10GiB/19.92Ti8

64MiB/160TiB

OMiB/0GiB

OMiB/160TiB

OMiB/160TiB

OMiB/160TiB

980GiB/10TiB

OMiB/160TiB

IA storage

OMiB.

OMiB.

OMiB.

Maximum
Throughput @

100MiB/s.

100MiB/s.

3.98GiB/s

100Mi/s.

OMiB/s

100MiB/s.

100MiB/s

100MiB/s.

1GiB/s

100MiB/s.

Availabiity ¥

Guangzhou Zo.

Guangzhou Zo.

Guangzhou Zo.

Guangzhou Zo

Guangzhou Zo.

Guangzhou Zo

Guangzhou Zo.

Guangzhou Zo.

Guangzhou Zo.

Guangzhou Zo.

VPC ID/CCN ID

vpc-mkuolm?

vpc-mkuolm?

vpe-mkuolnm71@

vpc-TAggbalh

vpe-mkuolnm?

vpe-mkuolnm?

vpe-mkuolnm?

vpc-mkuolm?

vpc-mkuolm?

10.206.0.82

10.206.0.134

10.2060.1037

100617

10.2060.118

10206.0.197

10.2060.212

10.2060.218

10.206.100.8

Storage Class ¥ Tag

Standard

Standard

High-Performance Tur.

Standard D2

High-Performance Tur.

Standard

Standard

Standard

Standard Turbo

Standard

Operation

EditTag

EditTag

EditTag

dit Tag

EditTag

dit Tag

EditTag

EditTag

dit Tag

EditTag

Create Snapshot

Create Snapshot

Delete

Delete

Create Snapshot Expand Delete More ¥

Create Snapshot

Create Snapshot

Create Snapshot

Delete

Delete

Delete

Delete

Create quota

Delete More ¥

Create Snapshot Expand Delete More ¥

Create Snapshot

Delete

20 v /page

3. Depending on the requirements, you can enable/disable the expansion policy or adjust the

expansion threshold.
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Auto scaling policy

@ Note:

1. After you set a threshold for triggering scaling, when this threshold is
reached, the file system capacity will be automatically scaled up to near
the target threshold to guarantee normal business operations.

2. Based on the minimum scaling increment (20 TiB for Standard Turbo; 10
TiB for High-Performance Turbo), the percentage of actual capacity after

scaling will be lower than that of target threshold.

File System Name brucetest_dj

Current capacity 19.92TiB

Auto scaling policy ()

Threshold for triggering scaling O
Target threshold O

Manual

1. Loginto the CFS Cloud File Storage Console.

Cloud File Storage

2. Perform expansion operations on the Turbo file system that requires expansion.
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File System ) Guargznou(1d] ~

* CFS's High-Performance Turbo is now available. See Specifications [2

* CFS offers storage resource units available for all sub-products. Package details [2.

s

Maxi
ID/Name Monitor Status 7 Used/Total ¢ IA storage o Availability: Y VPCID/CCNID I Storage Class ¥ Tag Operation
Throughput ()
cfs-pcTweea i QOMi3/160TiB - 100Mi8/s Guangzhou Zo...  vpc-mkuolnm? 10206082 Standard Edit Tag Create Snapshot Delete
test2
cfs-21mp9nb i OMiB/160TiB - 100MiB/s Guangzhou Zo...  vpc-meuolnm? 70206.0.134 Standard Edit Tag Create Snapshot Delete
test
fs-dbebd82be o 106iB/19.927iB oMiB 398613/s GuangzhouZo..  vpc-maolnm? 102060103 High-Performance Tur.. Kt Tag Create Snapshol Delete More ¥
brucezast d
cfs-owTfpdut M 64MiB/150TiB - 100MiB/s Guangzhou Zo...  vpc-7dqgbalh 100617 Standard D2 Edit Teg Create Snapshot Delete
frank
Cfs-490412625 n Creating OMiB/0GiB OMiB OMiB/s Guangzhou Zo... - - High-Performance Tur... it Tag Delete More ¥
wyzx-thomasxzhao-test
cfs-mixuoyj! O OMiB/160Ti8 - 100MiB/s Guangzhou Ze...  vpe-mkuolnm? 10206.0.118 Standard EcitTag Create Snapshot Delete
cls-nlzéhz4m_pve-Sefcd
cfs-jbyalstr A OMiB/160TiB - 100MiB/s Guangzhou Zo...  vpc-miuolnm? 10206.0.197 Standard EditTag Create Snapshot Delete
bruce13NFS
cfs-57ba74639 i QOMi3/160TiB - 100MiB/s Guangzhou Zc...  vpc-miuolnm? 102060212 Standard EditTag Delete
brucestestNFS 31
cfs-4d3816815 n 930GiB/107Ti8 oMiB 16i8/s Guangzhou Zc...  vpc-m<uolnm? 702060218 Standard Tubo dit Teg Create Snapshot Expand Delete More ¥
bruce
cfs-rfBsahjx n OMiB/160TiB - 100MiB/s Guangzhou Zo...  vpe-m<uolnm? 10206.100.8 Standard EcitTag Create Snapshot Delete
bruce
Total items: 10

3. Select the target capacity and click Expand.
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File System Expansion X

@ Note:

1. We recommend you scale up your file system during off-peak hours. Generally, the scaling-up does not affect your
existing business and can be completed within 30 minutes.

2. To prevent data loss, a Turbo file system only supports scaling-up but not scaling-down.
File System Name  brucetest_dj
Current capacity 19.92TiB

Target capacity o 20 + TiB
125TiB 250 TiB 500 TiB

The minimum scaling increment is 20 TiB for Standard Turbo and 10 TiB for High-Performance Turbo

Price after scaling 3967CNY/hour

(For reference only. The actual cost depends on your usage)
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Snapshot Management
What Is a File System Snapshot?

Last updated: 2023-08-29 10:21:30

Overview

Real-time replica of online data

A snapshot is a fully functional copy of a file system. In the event of an issue with the file
system for which a snapshot has been created, the system can be swiftly restored to its
pre—issue state using the snapshot. It is recommended to create a snapshot of the relevant
file system prior to significant business changes, allowing for rapid data recovery in case of
a failed business transformation.

Persistent backup for key milestones
Snapshots can serve as a long-lasting backup for business data, preserving milestone
states of the data.

Quick business deployment
You can use snapshot files of your business to rapidly clone multiple file systems, thereby
achieving the goal of swift service deployment.

How snapshots work

A file system snapshot is a block-level clone or backup. In general, the snapshot size will be
larger than the data size displayed in the file system because:
The underlying data block stores the metadata of the file system.

Deleting data modifies the blocks where data is written in, which will be backed up to
snapshots.

Scenarios

Snapshots provide a convenient and efficient data protection service, which can be used in
the following business scenarios:
Daily data backup
You can use snapshots to regularly back up important business data to avoid data loss
caused by incorrect operations, attacks, and viruses.

Quick data recovery

You can create one or more snapshots before performing significant operations such as
changing the operating system, upgrading application software, or migrating business
data. If any issues arise during the change process, you can promptly restore business
data using the created snapshots.
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Application of multiple replicas of production data

You can create snapshots of production data to provide near-real-time, authentic
production data for applications such as data mining, report querying, and development
testing.

Quick environment deployment

You can create one or more file systems from an existing snapshot, allowing for the rapid,
bulk deployment of identical business environments, thus saving time on repeated
configurations.

Billing
Please see Snapshot Billing Method > Pay—as—-You—-Go (Postpaid)

Quota Limits

For detailed information on snapshot quota limits, please refer to Usage Limits.

Snapshot Types

Manual Snapshots

Manually create a snapshot of the file system data at a specific point in time. This snapshot
can be used to rapidly create more file systems with the same data. For detailed
operations, please refer to Creating Snapshots.

Scheduled snapshots

When your business is continuously updated, you can use scheduled snapshots to provide
ongoing backup functionality. By simply formulating a backup strategy and associating it
with the file system, you can achieve continuous backup of file system data within a certain
cycle, significantly enhancing data security. For specific operations, please refer to
Scheduled Snapshots.

® Note
During the snapshot creation process, there may be instances where some application
data is stored in memory and not persistently stored. This situation can result in the
snapshot not capturing the most recent and complete file system data. Please refer to
Considerations to ensure the consistency of snapshot data.

Case Review

Case 1: Failing to manually create snapshots before a high—risk
operation, causing data loss

©2013-2024 Tencent Cloud. All rights reserved. Page 28 of 86


https://cloud.tencent.com/document/product/582/78113
https://cloud.tencent.com/document/product/582/62812
https://cloud.tencent.com/document/product/582/62813
https://cloud.tencent.com/document/product/582/62814
https://cloud.tencent.com/document/product/582/62813#.E6.B3.A8.E6.84.8F.E4.BA.8B.E9.A1.B9

> Tencent Cloud Cloud File Storage

For instance, customer A has never created a snapshot of the file system. One day in May
2019, due to an fio test conducted by an operator, the file system was damaged and the data
could not be retrieved.

Analysis: If customer A had created a snapshot of the file system before conducting the test,
they could have swiftly activated the snapshot to create a new file system and promptly
restore the business after the data was damaged.

Case 2: Failing to create scheduled snapshots for important data disk,
causing data loss

For instance, Customer B had created snapshots for multiple file systems, but after January
2019, they did not create snapshots for newly purchased file systems due to cost
considerations. One day in June 2019, data was lost and could not be recovered from afile
system that was not protected by a snapshot due to accidental deletion of data at the file
system level.

Analysis: If Customer B had implemented regular snapshot protection for this file system, the
data could have been restored to the state at the time of the last snapshot after the accidental
deletion, thus minimizing the loss. After the incident, Customer B proactively created a
snapshot for this file system, significantly enhancing data protection.

Case 3: Rolling back with scheduled snapshot to restore business after a
misoperation

For instance, customer C has snapshot protection for all file systems. One day in May 2019, an
error caused a boot anomaly.
Analysis: Customer C promptly used a scheduled snapshot from two days prior to restore the
data, preventing any business damage.
These cases all involve data loss due to incorrect operations, but the results are different. By
comparison, we can find that:
In the absence of a created snapshot, data retrieval can be extremely challenging when
issues arise with the server or file system, potentially leading to significant losses.

In the event of a server or file system issue, data can be largely recovered with minimal
loss, provided that a snapshot has been created.

We recommend regularly creating snapshots for businesses based on business types,
enhancing data security and achieving low-cost, high—efficiency disaster recovery.
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Limits
Last updated: 2023-08-29 10:21:46

This document describes limitations on CFS snapshots to help you use snapshotting more
efficiently.

Item Usage Limits

Each fil t h to 100
The number of snapshots ach file system can have up to

snapshots
Number of scheduled snapshot policies 30
Number of file systems that can be bound
. 200
to a scheduled snapshot policy
Supported file system type StandardHigh—Performance

File system snapshots can be created by using either of the following methods: Copy-On-
Write (COW) and Redirect-On-Write (ROW).

If the snapshot status of a file system is Migrating, the snapshot of the file system has been
taken (metadata captured and original file system data marked), and the migration is taking
place.

During snapshot migration, the file system can be used properly. You can overwrite,
modify, and delete files in the file system without affecting snapshot data migration nor
causing snapshot file loss.

Creating the first snapshot for a file system may take a while as all data in the file system
needs to be migrated, and follow-up snapshots are faster to create, because they are
incremental or differential backups.

During snapshot migration, the I/O performance of the file system may decrease by about
15%. You are advised to configure scheduled snapshot policies and take snapshots during
off-peak hours of businesses.
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Creating Snapshot

Last updated: 2023-08-29 10:22:16

Scenario

You can create snapshots for a file system to save its data at specific points of time. The file
system snapshot feature adopts the incremental mode to create snapshots, and it creates a
snapshot that records only the data changes compared with the last snapshot. This process is
quick if the data changes a little. Although snapshots are created in incremental mode, if there
are snapshots available, you can always use an undeleted snapshot to restore the data at the
time when the snapshot is created.

You can create a snapshot for a file system in the normal state, but the snapshot can only
capture the written data rather than data being written by an App or process. Therefore,
according to your business needs, you can choose to temporarily stop all data writes and
create a snapshot after data synchronization to obtain a complete snapshot.

Preparations

You have activated CFS.

A Note
Currently, only Standard and High—Performance file systems support the snapshot
feature.

Supports and Limits

A snapshot only retains the data that has been written to the file system at that moment and
does not include data that is in memory but has not been written to the file system (for
example, files under the /run directory in the Linux system). It is strongly recommended that
you ensure that the data in memory has been written to the file system and that read and write
operations on the file system are suspended before creating a snapshot. The recommended
operations for flushing data from memory are as follows:
For better system performance, data is stored in the memory buffer before it is written to
the file system at the proper moment. Therefore, the snapshot created for the file system
does not contain data that is stored in the memory buffer and is not written to the file
system. As a result, data inconsistency occurs.

Execute the sync command to force immediate write of data in the memory buffer to the
file system and avoid writing new data before creating a snapshot. If no error message is
returned after the command is executed, it means that the data in the cache has been
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written to the file system. As shown in the figure below:

ubuntufVM-30-15]1—ubuntu: ~

ubuntufVM-30-151—ubuntu: ~

Instructions

1. Log in to the CFS console.
2. Click Create Snapshot on the right side of the target file system row.

3. In the pop-up dialog box, enter the snapshot name and click Confirm, as shown in the
figure below:

Create Snapshot X

@ 1. Snapshots only capture point-in-time data stored in the file system but not the memory. Therefore, to capture all data,
you are advised to sync data cached in memory to disk before creating a snapshot.

File S C cfs-fkrkdrdn | bruce v

File Syste e bruce
0MiB

- Standard

29® + Add
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Scheduled Snapshots

Last updated: 2023-08-29 11:45:57

Overview

Tencent Cloud File Storage offers a Scheduled Snapshot feature, which allows developers to
flexibly set backup task policies. It is recommended to adopt different scheduled snapshot
policies for different businesses, as suggested in the following table:

Recommend
Scenario Snapshot Policy ed Snapshot
Retention
U heduled hot ith th li
Core product/service S€ scheduied Shapshots, wi © policy 7 to 30 days
set to once per day.
Non-core and non- Use scheduled snapshots, with the policy
. 7 days
data product/service set to once per week.
Scheduled snapshot is not required. You One month to
Archive can create snapshots manually whenever several
needed. months

Scheduled snapshot is not required. You
Test can create snapshots manually whenever
needed.

Deleted after
being used

Policy description

The following table describes the content and features of scheduled snapshot policies, which
help you better use snapshots in your businesses.

Iltem Note
Objects All file systems

The point in time for scheduled snapshot creation can be
accurate to every hour or every day. A scheduled snapshot policy
is valid permanently after being set. If you modify a scheduled
snapshot policy, it takes effect immediately.

Execution policy

Scheduled Scheduled snapshots can be terminated periodically. After you
Deletion set a snapshot lifecycle (1-30 days), scheduled snapshots are
(Important) automatically deleted upon expiration, which reduces the backup
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Batch

Naming rule

Lifecycle
(Important)

Snapshot conflict

Snapshot quota

ASP

Cloud File Storage

costs. If you do not set a scheduled termination policy, scheduled
snapshots will be stored permanently.

You can select multiple file systems and batch apply the same
scheduled snapshot policy for them.

The naming convention for automatic snapshots is
auto_policy_cfsidyyyyMMddHH. Here, cfsid is the file system ID,
yyyyMMdd is the date, and HH is the hour. You can also manually
modify the snapshot name. For instance, auto_policy_cfs-
2cj5yj0f2021090923 represents an automatic snapshot created
for the file system cfs—2cj5yj0f at 23:00 on September 9, 2021.

Snapshot lifecycles vary depending on the snapshot creation
method:
o Manually created snapshots are set to long—-term storage by
default and can be retained indefinitely, provided the account
balance is sufficient.

e Scheduled snapshots, based on the creation rules, can be set
to a regularly scheduled deletion time, or they can be
configured for long—term retention.

Scheduled snapshots do not conflict with custom snapshots in
use. However, they may conflict with each other on the creation
time.
e While an automatic snapshot is being created for a file system,
you must wait for the automatic snapshot to complete before
you can create a custom snapshot, and vice versa.

o If the data volume of the file system is large and the duration of
a snapshot exceeds the interval between two automatic
snapshot points, the next automatic snapshot will be skipped.
For instance, if a user sets 9:00, 10:00, and 11:00 as automatic
snapshot points, and the snapshot at 9:00 takes 70 minutes
(i.e., it is completed at 10:10), then the automatic snapshot at
10:00 will not be executed, and the next snapshot point will be
at 11:00.

Each file system has a certain snapshot quota. If the number of
snapshots for a file system reaches the quota limit, the automatic
snapshot task will be suspended and blocked. The snapshot
quota is primarily designed to prevent developers from forgetting
about an automatic snapshot policy, which could lead to an
endless increase in storage costs.

Indicates the scheduled snapshot policy, that is, Auto Snapshot
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Policy.

Under a single Tencent Cloud account, a maximum of 30 ASP
ASP quota policies can be set for each region. A single ASP can be
associated with up to 200 file systems.

e The console displays the repossession countdown for
scheduled snapshots. You can manually change the retention

Retention period period of scheduled snapshots to permanent.

e Manually created snapshots are permanently stored.

The ASP Scheduled Snapshot Policy provides a manual Pause
feature. Once paused, no new snapshots will be automatically
created. However, the lifecycle of already generated automatic
snapshots is not affected by the pause feature and will still be
periodically destroyed or preserved long—term according to the
set rules.

ASP pause

Show the creation process of all scheduled snapshots, same as

Operations log that of manually created snapshots.

Instructions

Creating a scheduled snapshot policy

® Note
A single Tencent Cloud account can establish up to 30 scheduled snapshot policies
within the same region.

Log in to the File System console and navigate to the Snapshot Policy page.
Select a region.

Click Create Policy.

Pwbhd =

In the "Create Snapshot Policy" page, set the following parameters and click Confirm. As
illustrated below:
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Create Policy X

@ 1. The file system must be in Available status.

2. Snapshots only capture point-in-time data stored in the file system but not the memory. Therefore, to capture all data,
you are advised to sync data cached in memory to disk before creating a snapshot.

3. If the data volume is too large to finish creating a snapshot before the next snapshot should start, the next one will be
skipped. For example, you have scheduled snapshots to be created at 22:00, 23:00, and 01:00 (UTC+08:00), and the
snapshot starting at 22:00 takes 85 minutes (finishes at 23:25). In this case, the snapshot scheduled at 23:00 will be
skipped and the next snapshot time will be 01:00.

Name

Region Shanghai

Backup frequency Weekly Monthly

Backup Day Every Mon Every Tues Every Wed Every Thur Every Fri Every Sat
Every Sun

Backup Time 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00
08:00 09:00 10:00 11:.00 12:00 13:00 14:00 15:00
16:00 17.00 18:00 19:.00 20:00 21.00 22:00 23.00

Snapshot Retention o Delete after 30 day(s)

Permanent

First Backup Time

» Advanced settings

The actual snapshot time might be different from the scheduled one.

Configuration Iltem Description
Required.
Name The name of a scheduled snapshot policy, supporting up to

60 characters.

Required.
Region The parameter on this page cannot be modified. For specific
setting methods, please refer to Step 2.

Required.
Backup Day The date to execute the scheduled snapshot can be selected
on a weekly/monthly basis.
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Required.

The time to execute scheduled snapshots can be selected
within the range of 00:00 - 23:00 at each whole hour. Please
note that due to backend operational conditions, there may
be a discrepancy between the set snapshot time and the
actual snapshot creation time in the console. The data within
the snapshot is based on the actual creation time in the
console.

Backup Time

Required.
o Automatically deleted after a fixed number of days,
ranging from 1 to 30. The default retention period is 30
days.

Recommended
Snapshot Retention

o Permanently stored.
Assigning a file system

® Note
A scheduled snapshot policy can be associated with a maximum of 200 file systems.

1. Log in to the File System console and navigate to the Snapshot Policy page.
2. Select aregion.

3. Click on the Target Policy name to enter the detailed interface, and then click on Associate
File System below.

4. On the "Assign File System" page, select the file systems you wish to associate, as shown
below:
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Assign File System X

You have selected 1 snapshot policy. Collapse

Snapshot Policy Name Snapshot Policy ID Assigned File Systems
aileen-test asp-o08geSvyv 0
Select file systems Selected (0)
Q ID/Name Capacity
ID/Name Capacity Scheduled Snapsho...
cfs-4da614276 .
i OMiB
aileen-test
b

Cancel

5. Click Confirm.

Enable/Disable scheduled snapshot policies

1. Log in to the File System console and navigate to the Snapshot Policy page.

2. Select aregion.

3. Find the target policy and click the button in the Scheduled Snapshot column to enable or
disable the scheduled snapshot policy.

Modifying scheduled snapshot policies

1. Log in to the File System console and navigate to the Snapshot Policy page.

2. Select aregion.
3. Locate the row of the target policy and click Edit Policy.

4. In the "Modify Snapshot Policy" page, adjust the relevant parameters (for parameter
descriptions, please refer to Step 4) and click OK.
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Deleting scheduled snapshot policies

1. Log in to the File System console and navigate to the Snapshot Policy page.
2. Select aregion.
3. Delete a scheduled snapshot policy as follows:

Single Deletion: Select More > Delete on the right side of the target policy row.

Batch Deletion: Select the scheduled snapshot policies you wish to delete and click Delete
at the top of the list.

Turning automatic snapshots into long—term stored snapshots

® Note
If the Snapshot Retention Period in the automatic snapshot policy is set to Permanent,
there is no need to perform the following operations on the snapshots generated by
this policy.

Log in to the File System console and navigate to the Snapshot Policy page.
Select a region.

Click the ID of the target automatic snapshot.

LN SN

. In the details page, click on Retain Permanently to set the automatic snapshot to be
permanently retained. The snapshot retention period will then be set to permanent, as
shown in the figure below:
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<« snapcfs-45b0e3af3  (auto_policy cfs-4d3816815_2023082206)

Basic Info Operation Logs

Snapshot Information
Name auto_policy_cfs-4d3816815_2023082206 »*
D snapcfs-45b0e3af3

Region Guangzhou

cfs-4d3816815 (bruce'

Snapshot Size Go to Snapshot Chain.

Retention Delete on 2023-09-21 06:00:00 Retain Permanently

Creation Time 2023-08-22 06:00:00
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Creating a File System Using a
Snapshot

Last updated: 2023-08-29 10:23:11

Scenario

Snapshots are an important way of data sharing and migration. File systems created using a
snapshot own all data in the snapshot. You can use a snapshot to create a file system (to
ensure data security, only new file systems can be created from snapshots).

This guide will walk you through the process of creating a file system from a snapshot on the
snapshot list page. Additionally, you can specify a snapshot to create a file system by
configuring the snapshot parameter during the file system creation process.

Instructions

1. Log in to the file system console and navigate to the Snapshot List page.
2. In the row of the target snapshot, click Use.

3. On the Create File System page, select the file system type, click Next: Detailed Settings,
and configure the following parameters.

@® Note
The following describes the process of creating a Standard type file system using a
snapshot as an example.

Parameter Description

Select the desired billing mode. Two billing modes are supported:
Billing Mode pay—as—you—go and prepaid. Note: Only some products support the
prepaid mode.

File Syst
re system Customize the name of the file system to create.
Name
Regions Select the region where the file system is to be created.
Qgilzbmty Select the availability zone where the file system is to be created.
Protocol Select a protocol type, NFS or SMB, for the file system. NFS is more

suitable for Linux and Unix clients and CIFS/SMB for Windows
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Data Source

Permission
Group

Scheduled
Snapshot

Storage
Capacity

CCN

IP Range

Tag

Cloud File Storage

clients. The Turbo series can only be used by private clients and
does not allow the selection of file system protocols.

Optional parameters. When creating a file system using a snapshot,
you need to check Create a file system using a snapshot and select
the snapshot you want to use. If you choose to create a file system
from a snapshot, the initial data volume in the file system will be
consistent with the size of the snapshot.

Each file system must be bound to a permission group. The
permission group specifies an allowlist that can access the file
system and lists the read and write permissions.

Optional. During the file system creation, you can choose to
schedule snapshots based on the already created snapshot policies.
This will periodically create snapshots for the file system. For more
detailed information about scheduled backups, please refer to
Scheduled Snapshots.

Required only for the Turbo series. The Turbo series is an exclusive
cluster and has restrictions on the minimum cluster scale and
expansion step. For Standard Turbo, the minimum initial cluster
scale is 40 TiB, and the expansion step is 20 TiB. For High-
Performance Turbo, the minimum initial cluster scale is 20 TiB, and
the expansion step is 10 TiB.

For Turbo series only, a Cloud Connect Network (CCN) must be
specified. You can either select an existing CCN or create a new
one. For more information, refer to Introduction to CCN.

Required only for the Turbo series. This parameter allows you to
reserve a CIDR block for Turbo related components. Ensure that the
selected CIDR block does not conflict with those of other instances
on the cloud that need to communicate with Turbo. To ensure the
number of IP addresses in the CIDR block, the mask must have 16 to
24 bits, for example, 10.0.0.0/24.

« If you already have a tag, you can add it to the new file system
here.

o If you do not yet have a tag, please first create the necessary
tags in the Tag Console, and then bind the tags to the file
system. Alternatively, you can add tags to the file system after it
has been created.

4. Click Create Now to view the newly created file system in the file system list.
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Deleting Snapshots

Last updated: 2023-08-2910:23:24

Scenario

When there is no need to use the snapshot again, you can delete the snapshot to release
virtual resources.

Supports and Limits

When you delete a snapshot, only the data exclusive to the snapshot will be deleted, and
the file system for which the snapshot is created will not be affected.

You can use a snapshot to restore a file system to the data status when the snapshot is
created. Deleting a snapshot created earlier for a file system will not affect the continued
use of snapshots created later.

When a snapshot is deleted, all data within the snapshot will be simultaneously erased and
cannot be retrieved. Once deleted, snapshots cannot be restored. Please proceed with
caution.

Instructions

1. Log in to the file system console, go to the Snapshot Overview page, and check the usage
of snapshots in various regions.

Snapshot Overview ~ © Guangzhou2) »

* Data protection: keeps you safe from data loss due to accidental deletion or virus attacks. You can also restore your file system when problems occur during business upgrades or migration.
* Easy management: allows you to customize scheduled snapshot policies for different businesses. You can assign a Standard file system to a scheduled snapshot policy to create and delete snapshots periodically for the sake of data security.
* Low cost: except for the first snapshot, Tencent Cloud creates incremental snapshots that save anly the data that has changed since the previous snapshot, to save storage space and reduce costs.

* This page displays all the statistics available for the root account

Guangzhou 22 1341TiB

2. Based on your actual needs, navigate to the Snapshot List page and click Delete Snapshot.
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Snapshot List ) Shanghai3 © CFS Snapshot Guide [4
Qool
ID/Name Status ¥ Source File System ID/...  Snapshot Size Snapshot type Creation Time % Retention Tag Operation
snapcfs-4057aadfd lorma ofs-45a6fb370 OMi8 Turbo 2023-06-19 16:42:38 Permanent

Use Snapshot Chain
aileen-test-cross brucetest Delete Snapshot

Edit Tag More ¥

snapefs-465a1c964 | cfs-deceddSdd OMiB Turbo 2023-05-23 19.00:45 Permanent Use Snapshot Chain
aileen-test alleen-Test Delete Snapshot

Edit Tag More ¥

snapcfs-mSsobkaf | cfs-/lt2hbx oMig Standard 2022-00-27 174104 Permanent Use  Snapshot Chain
£ aileen-test Delete Snapshot
Edit Tag
snapcfs-imln1x7h | fs-Ityoréyd OMig Standard 2022-06-15 18:20:31 Permanent Use Snapshot Chain
frank frnak Delete Snapshot
Edit Tag
snapcfs-mSimhads ! efs-Ityoréyd OMi8 Standard 2022-06-1518:18:36 Permanent Use Snapshot Chain
frank frnak Delete Snapshot
Edit Tag
otal items; 5 20 v /page 1 /1page

3. Confirm the information of the snapshot to be deleted:
3.1 After confirming the details of the list to be deleted, click Next.
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Delete Snapshot X

o List Details > >

You have selected 1 snapshot. Collapse

Snapshots File System Snapshot Time

snapcfs-4057aadfd cfs-45a6fb370

aileen-test-cross brucetest

2023-06-19 16:42:38

@ Deleted snapshots cannot be recovered.

| understand that the deletion cannot be undone and the deleted data cannot be recovered.

Next Cancel

3.2 Confirm the information and click Next.

Delete Snapshot ) 4

° List Details > o Confirmation >

Resources to delete:

You have selected 1 snapshot. Collapse

Snapshot Name Snapshot ID File System Snapshot Time
cfs-45a6fb370
aileen-test-cross snapcfs-4057aa9fd 2023-06-19 16:42:38
brucetest
Back Next Cancel

3.3 After reading the operation instructions, click Confirm to delete.
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Delete Snapshot X

° List Details > ° Confirmation > o Before You Start

@ Note:

* Deleted data cannot be recovered. Ensure that you have backed it up.
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Guide for Cross—AZ and Cross—
Network Access

Last updated: 2023-08-29 10:27:17

Cross—AZ access ina VPC

If you need to have a CFS instance shared by multiple CVM instances in different AZs in the
same region, you can configure the CVM and CFS instances into the same VPC to achieve
cross—AZ access to resources.

Taking Guangzhou as an example, if you already have a CVM instance in Guangzhou Zone 1
and need to use CFS, but the resources in Guangzhou Zone 1 are sold out and a file system
cannot be created directly. You can log in to VPC subnet and create a subnet for this VPC in
"Guangzhou Zone 3".

Create a subnet X

Network | ypc-e3bghOkbicfs-migrate-1...| 100.0.0/16) v 1 existing subnets
Subnet name VPC IP range R @ Availability zone ) Associated route table () Operation

test 4/60 10.0.00/16 v, 1000 0 .0/ 4~ v default ¥

+ New line

Advanced options »

After the subnet is successfully created, return to the CFS console and select this VPC and the
newly created subnet when creating resources in Guangzhou Zone 3. At this point, the CVM
instance in the Guangzhou Zone 1 subnet of this VPC can directly mount the CFS. Refer to File
System Mounting Help for more information.

Cross-VPC and cross—-region access

CFS supports the following scenarios for resource access.
A CFS instance needs to be shared by multiple CVM instances distributed in different VPCs.

Your CVM and CFS instances are in different VPCs.
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Your CVM and CFS instances are in different regions (for better access performance, it is
recommended that the CVM instances and CFS be in the same region).

You can interconnect CVM instances in VPC-A and VPC-B with a CFS instance in VPC-C by
establishing a Cloud Connect Network (CCN), enabling cross—access among VPC-A, VPC-B,
and VPC-C. For more information, refer to CCN Quick Start Guide.
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Automatically Mounting File Systems

Last updated: 2023-08-29 10:27:32

Scenario

You can configure a Linux or Windows client to which a CFS file system is mounted, so that
the file system can be automatically mounted after the client is restarted.

Instructions

Automatically mounting an NFS file system on Linux

1. Connect to the CVM instance that needs to automatically mount the file system by logging
in to the CVM Console or performing remote login. Then, open the "/etc/fstab" file (make
sure that your login account has the root privileges).

// Run the following command to

/etc/fstab

2. Then, enter "i" (insert) and add the following command to /etc/fstab . The mounting
methods are as follows:

Mount the system with NFS v4.0

<Mount Point IP>:/ <Target Directory to be Mounted> nfs
vers=4,minorversion=0,hard, timeo=600, retrans=2,_netdev,noresvport 0
Example: 10.10.19.12:/ /local/test nfs

vers=4,minorversion=0, hard, timeo , retrans=2,_netdev,noresvport 0

Mount the system with NFS v3.0

<Mount Point IP>:/<fsid> <Target Directory to be Mounted> nfs
vers=3,nolock, proto=tcp, hard, timeo=600, retrans=2, _netdev, noresvport
0

Example: 10.10.19.12:/djoajeod4 /local/test nfs

vers=3,nolock, proto=tcp, hard, timeo=600, retrans=2, _netdev, noresvport

Mount the system with Turbo
<Mount Point IP>Q@tcp0:/<fsid>/cfs <Target Directory to be Mounted>

lustre defaults,_netdev 0
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Example: 172.16.0.7@tcp0:/01184207/cfs /root/turbo lustre
defaults,_netdev 0 0

3. Press Esc and enter ":wq" to save the change. Restart the client, with the file system
automatically mounted.

A Note
If an automatic mount command has been added, but the shared file system is in an
abnormal state, the Linux system may not start normally, as it needs to successfully
execute the automatic start commands in fstab to start properly. In this case, you can

enter "single—user mode" during system startup, delete the automatic mount command
in fstab, and then restart the host.

Automatically mounting a file system on Windows

During the mounting process, select the "Reconnect at sign—-in" option, as shown below. For
more mounting assistance, please refer to Using CFS File System on Windows Client.

Manage

Computer Wiew Dr

- B, Thi
T e PC & Map Network Drive

v Fol
3 Quick access koide

What network folder would you like to map?
[ Desktop

{} Downloads Specify the drive letter for the connection and the folder that you want to connect to:
|| Documents

& | Pictures Drive: Y: =

Y -
[ This PC Folder: I v Browse...

& Network Example: \\server\share
ofl

[ Reconnect at sigh-in

] Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures,

Finish Cancel

10items  1item selected
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Data Migration Service
Features

Last updated: 2023-08-29 10:27:48

Overview

The data migration service is an online concurrent migration service provided by CFS for
migration of massive amounts of data. It enables you to easily migrate data from sources such
as object storage systems of Tencent Cloud and other mainstream providers to CFS, making
your data transfer more efficient.

Scenarios

Loading data

In machine learning and autonomous driving scenarios, certain datasets are originally stored
in object storage. When frequent access is required for training and inference, data can be
quickly loaded to High—-Performance CFS through the migration service for more efficient data
reads.

Cross—cloud data migration

Object storage can be directly accessed over the public network, which means file data from
other clouds can be transferred to object storage and then to CFS through the data migration
service.

Cross—account data migration

When CFS data is migrated from one account to another, the cross—account access
capabilities of object storage can be used to implement cross—account data migration.

Strengths

Supports data migration from mainstream cloud services.

Supports migrating COS data to CFS, where all download traffic is over Tencent Cloud's
private network, without incurring traffic fees.

Supports migrating data from mainstream object storage services to CFS.
Various data migration methods.
Bucket migration: Migrates all data according to the specified bucket path.

Inventory migration: Filters objects by time period and file prefix (specified directory) based
on the object storage inventory list for finer—grained migration.
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Supports overwriting by last modified time, full overwriting, and no overwriting.

Flexible overwriting methods.
Inventory migration: Filters objects by time period and file prefix (specified directory) based
on the object storage inventory list for finer—grained migration.

More secure and efficient data transfer methods.

Migration monitoring: Provides the real-time information of the running status, traffic, and
progress of migration tasks.

Migration details: Provides detailed migration information such as the number of files, file
size, file list, and status.

Automatic retry: Three automatic retries are performed in the case of various temporary
errors to enhance the migration efficiency.
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Limits
Last updated: 2023-08-29 10:28:00

The following table describes the use limits of the data migration service:

Iltem Description

Migration Data can be migrated only from object storage, including mainstream
source object storage services in the Chinese mainland.

Migration Data can be migrated only to CFS, which can be Standard (NFS), High-
destination Performance (NFS), Standard Turbo, or High—Performance Turbo.

Currently, the migration progress is updated once for every 1,000 files.

P.rogress If fewer than 1,000 files are migrated, the progress may deviate to some
display

extent.
O Note:

» The data migration service is free of charge. If data migration crosses regions or
clouds, the outbound traffic of the source object storage will be charged. No
outbound traffic fees will be incurred only when data is migrated from COS to CFS in
the same region.

« If the source data is large in volume, you can use bucket migration or inventory
migration. Specifically, use different bucket directories and inventories for different
tasks to accelerate the migration. We recommend you run up to three tasks. Do not
start multiple identical tasks for the same batch of data, which will lead to
unnecessary metadata verification and prevent acceleration.
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Starting a Migration Task

Scenario

This document describes how to start a migration task.
Instructions
Step 1: Establish a Migration Task

1. Log in to the CFS console and navigate to the Data Migration Service page.

2. Click on Create Migration job.

Data migration service © Guangzhou

Create migration job Qonl
ID/Name digration method File overwriting methos Source database address Destina Migration process Completion/Termination, Operation

tination database na Status Creation Time

migrat Bucket migration Qvenwrite all https://cfs:migrate- f5-54bfeS Migration completed 2023-06-25 20:17:02 Number of files: 2023-06-25 20:2205
kevinizhang 1251000004 cos.ap- fan-test Succeeded
quangzhoumygcloud com

Succeeded

® Note
This feature is currently available on a whitelist basis. If you wish to use it, please
submit a ticket to contact us.

Step 2. Select the region for migration

Select the destination CFS region as the region for migration.

Step 3. Select the source service provider

Select Tencent Cloud COS.

Tencent Cloud COS Alibaba Cloud OSS Huawei Cloud OBS

Step 4. Select the migration method
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Currently, bucket migration and inventory migration are supported:

Bucket migration Inventory migration

Bucket migration: It is suitable for migrating an object storage bucket or all objects in a
certain directory.

Inventory migration: It is suitable for migrating objects within a specified time period.
Currently, you can export the objects modified after a time point or within a time period
through the object storage inventory for filtered data migration.

Step 5. Select the overwriting method

File LastModified Overwrite all Do not overwrite

Currently, overwriting by last modified time, full overwriting, and no overwriting are supported.
Overwriting by last modified time: When files with the same name exist, their LastModified
values are checked, i.e., last modified time.

Ifthe LastModified of the file in the source address is earlier than that of the file in the
destination address, no overwriting is performed.

Ifthe LastModified of the file in the source address is later than that of the file in the
destination address, overwriting is performed.

If the two files have the same LastModified value, further check:
If their size values are different, overwriting is performed.
If their size values are the same, no overwriting is performed.

Full overwriting: Files with the same name are overwritten without any check.
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No Overwrite: Contrary to the Full Overwrite policy, files with the same name are skipped
without any check.

Step 6. Enter the secretid and secretkey

Enter the secretid and secretkey required by access to object storage, which are
encrypted on the platform. If you use a temporary key, make sure that the migration task can
be completed during the validity period of the key; otherwise, part of the migration will fail.

Step 7. Enter the source information (required for bucket migration only)

Currently, you can either select a bucket or enter the source bucket address (object storage
endpoint) in the console. For data transfer from the root path, make sure that the source path
is empty and other subpaths end with "/".

0 Select an available source bucket Enter a source bucket URL

Step 8. Enter the inventory URL (required for inventory migration only)

Enter the URL of the manifest.json file of the object storage inventory. Specifically, after an
inventory is generated, find the URL of the manifest.json file and enter the inventory URL.
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& 1123410000037 | httpd-2.4.38ar.gz

Details  Extraction

Basic Info

8.76MB

201803415 181421

omain(D  pefault Endpeint

Object Address(f) o

No preview yo
Want to preview files in the browser without download? You can da so by configuring the correct Content-

Typa for the files. For datails, see FQA - Upload and Download,

After the object address is accessed, thare will be request and traffic fees. For fee details, please see
Billing Description [2

orary Link(q) 1) Copy Temporary Link & Download Objects  ([) Refresh

Step 9. Select the destination file system

Select the destination file system and path. For data migration from the root path, leave the
destination path empty. If the migration is from the test directory, enter either /test or

/test/ .

Destination
database
name

Destination
database
path
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Viewing Migration Task Result

Last updated: 2023-08-29 10:28:28

Scenario

This document describes how to view the results of migration tasks.

Preparations

You have logged in to the CFS console.
Instructions

Viewing results in the data migration service panel

On the Data Migration Service page, you can select the corresponding region to view basic
migration task information, such as migration settings, progress, etc.

Data migration service © Guangzhou ¥

1D/Nam Migration metho File overwriting method  Source database address  Destination database na...  Status Creation Time Migration process Completion/Termination...  Operation
fsmigrate-967e32bb Bucket migration Overwite all https:/fets-migrate- f5-5dbleSa0h Migration completed 2023-06-25 2017.02 Mumber of files: 2023-06-25 202205
kevirjzhang 1251000004.co5.ap- an-test Succeeded:
guangzhou.myaloud com :
File size:
Succeeded:
nigrate-bacl Bucket migration Overwite all hitgs:icts-migrate- 5-54bfeSa0b Migration completed 2023-06-13 152000 Nurber of files 2003-06-13 16:1655
iand_copy copy 1251000004.c05.ap- ian-test Succeeded:
guangzhoumyqdoud com h
File size:
Succeeded:
smigrate-Bb Bucket migration Overwrite all https:/jcts:migrate- - 3c24w e Migration completed 10221117 1236:06 Number of files: 20221117 124106
iand_copy copy 1251000004.cos ap brucetest :Sut(E!de:
guangzhou.myqeloud com
File size:
Succeeded:
fsmigrate-08Teeeld Bucket migration Overwrite all https:/jcfs-migrate- f5-3c24wden Migration completed 2022:10-10 11:5927 Number of files: 20221010 12:18:25
a4 copy 1251000004.cos.ap- brucetest :Su(((‘l‘dbd:
guangzhoumyacloud com
File size:

Succeeded:

Viewing detailed information

On the Data Migration Service page, click on the ID/name of the migration task to view
detailed migration information, such as total number/capacity of files to be migrated,
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number/capacity of files awaiting migration, number/capacity of files already migrated, and

number/capacity of files where migration failed.

& ian_standard

Basic Info

Basic Info

Nanjing

cismigrate-8247ciSe.

fanstandard

Full migraton

Bucket migration

Overwite all

nodej source/

fanicfs-8ivdedl)

epalll fiantest

Migation completed

220501 151647

220801 15240

Data

Number o files

Flesize

Data inventory

Progress Total Quantity
Succeeded:

2
Succeeded:

21018
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To be migrated

21018
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User Permission Management

Last updated: 2023-08-29 10:29:20

This document describes how to set the access permissions of users and user groups based
on the POSIX syntax in a file system, which can be Standard (NFS), High—-Performance (NFS),
Standard Turbo, or High—Performance Turbo.

Preparations

The file system has been mounted using either the Turbo protocol or NFS V3. For detailed
instructions, please refer to Using CFS Turbo File System on Linux Clients and Using CFS File

System on Linux Clients.

Command description

Command
getfacl <filename>

setfacl -m g:cfsgroup:w
<filename>

setfacl -m u:cfsuser:w
<filename>

setfacl —x g:cfsgroup
<filename>

getfacl file1 | setfacl ——set-
file=- file2

setfacl —b file1

setfacl —k file1

setfacl -R -m
g:cfsgroup:rw dir

setfacl —d -m g:cfsgroup:rw
dir

Sample

©2013-2024 Tencent Cloud. All rights reserved.

Note

View the current ACL of the file.

Set the write permission for the cfsgroup user group.

Set the write permission for the cfsuser user.

Delete the permission of the players user group.

Copythe ACL of filel to file2.

Delete all extended ACL rules and retain basic ACL rules
(owner, group, and others).

Delete all default rules from filel .

Grant the cfsgroup user group the permission to
read/write files and directories inthe dir directory tree.

Grant the cfsgroup user group the permission to
read/write newly created files and directories in the dir
directory tree.
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cfsuser

otheruser

cfsgroup

—g cfsgroup cfsuser

filel

setfacl -m g:cfsgroup:r-x filel

setfacl —m u:otheruser:rwx filel
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User Quotas
Features

Overview

CFS user quota is a resource management feature for data management involving multiple
users. It enables you to set capacity quotas and quotas of files for users and user groups as
needed, addressing capacity allocation among multiple users and user groups and improving
the overall resource utilization of the system.

Scenarios

Storage Space Allocation for Multiple Departments/Tenants

Different capacity usage limits need to be set for different final users to meet resource
allocation or budget requirements. You can assign users and user groups to actual users, and
allocate them resources using the user/user group quotas, making storage resources used
more efficiently.

Strengths

User-specific capacity quota and quota of files

The user-specific capacity quota enables you to precisely allocate the storage capacity
available to a user.

The user-specific quota of files enables you to restrict the usage of inode in the file system
by a user, preventing them from saving too many small files that adversely affect the entire
system.

User group-specific capacity quota and quota of files

The user group-specific capacity quota enables you to precisely allocate the storage
capacity available to a user group. It is suitable for capacity and budget managementin a
multi-layer organization.

The user group-specific quota of files enables you to restrict the usage of inode in the file
system by a user group, preventing them from saving too many small files that adversely
affect the entire system.
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Operation Guide

Last updated: 2023-08-29 10:32:09

Setting quotas
1. Access the quota settings interface: Log in to the File System Console and click on Create

Quota.

@® Note
This feature is currently available to allowlist users only. If necessary, you can

submit a ticket to contact us.

Instructions [

File System ) Guangzhounts)

* CFS's High-Performance Turbo fs now available. See Specifications [2

* CFS affers storage resource units available for all sub-products. Package detals

reate els-2506/b370 Qoo
10/Nam Morito status ¥ Used/Total A storag Lzl T vRCID/CCNID 3 Storage Class ¥ T Operation

Name Menitor atus sed/Total A storage Thiughput © wailability VRCID/ Storage Clas g operation

1 result found for ‘il System IDcf-45a6b370° Back 1o st
0 26576 o 16i8fs GuangthouZo.,  vpemkuolan 10206200137 High-Perfarmance Tur, T —
brucetest permanent
Create quota
D Canfigure auto scaling palicy

2. To create a user quota: Select the quota type as Uid (User ID), enter the Uid number and
the corresponding capacity and file count quota values, then click Confirm.

(O Note
Uid is a user ID in the Unix system. If no Uid is available, create one with the useradd

command.
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Add user/user group quota X

File system instance  cfs-45a6fb370

Quota type * Uid v

Capacity quota * 10 + GiB

Quota of files * 10000 +

3. To create a user group quota: Select the quota type as Gid (Group ID), enter the Gid
number and the corresponding capacity and file count quota values, then click Confirm.

® Note

Gid is a group ID in the Unix system. If no Gid is available, create one with the
groupadd command.

Add user/user group quota X
File system instance  cfs-45a6fb370

Quota type * Gid v

Capacity quota * 10 + GiB

Quota of files * 10000 +

Viewing quotas

Click on File System to enter the details page. Select Quota Information at the top to view.
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€ cofs-45a6fb370  (brucetest permanent)

Basic Info Mount Target Info Snapshot Chain -~ Quota information Lifecycle Policies

Type 1] Capacity quo

o 100 0

Modifying quotas

Set quotas for the same Uid/Gid of the existing quotas to modify the quotas.

Add user/user group quota

File system instance cfs-45a6fb370
* Gid
* 10 + GiB
* 10000 +

Deleting quotas

10000

Cancel

Cloud File Storage

1

/1 page

Click on File System to access the details page, then click Delete on the right to proceed.
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Cloud File Storage € cfs-4d3816815

Basic Info Mount Target Info Snapshot Chain

Overview
File Syst
[J File System Type o
Snapshots
uip 500

Permission Group

Resource Packs

Quota information Lifecycle Policies

Capacity quota
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Quota of files

10000

Used files

Cloud File Storage

Operation
Delete

1 [1page
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Limits
Last updated: 2023-08-29 10:29:48

® Note
This feature is exclusively available for Turbo file systems and is currently in a popular
public beta. To use it, please submit a ticket to get in touch with us.

The use limits and description of the user quota feature are as detailed below:

Item Description

Capacity quota 10 GiB to 1,000 TiB, with a minimum step of 1 GiB.
Quota of files 10,000 to 1 billion, with a minimum step of 10,000.
A Note:

If guotas are set for both a user and their user group, both the quotas will take
effect. If the limit of a quota is reached, it will trigger the system quota limit, and the
"No space" error will occur for write—in exceeding the limit.

If both capacity quota and quota of files are small, the capacity actually available for
write—in and number of files allowed will be greater than the quota values.
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Data Encryption
Features

Last updated: 2023-08-29 10:32:28

Overview

You can enable encryption for your CFS file systems if you need to encrypt the data stored in
these systems to meet security or compliance requirements.

Tencent Cloud encrypts CFS data using keys based on the standard AES-256 algorithm.
Keys are stored in CFS by default, with no custom keys supported. Keys are stored in key
management services that are well protected physically and logically, effectively preventing
unauthorized access. Data keys in CFS are used in the memory of the host only, and will not
be plainly stored in any permanent storage medium.

Notes

CFS encryption is free of charge.

CFS encryption is implemented on the server side, ensuring proper access by clients and
no change to the original access method.

CFS encryption is available to the Turbo file systems only.

The encryption feature involves data encryption and decryption and will cause 10%-15%
performance loss to the file system. We recommend you use it based on your actual needs.
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Operation Guide

Setting quotas

Step 1: Accessing the Console

Log in to the File System Console and click Create to establish a new file system.

\\\\\

\\\\\

Standasd

Step 2: Select the file system type (Turbo)

Choose the Turbo file system, then click Next:Set Up Details.
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& Create File System

o Seleet File System >
Type

Standard Standard Turbo

%%
LY

High-Performance High-Performance Turba
e 4
v wel v

Throughput

 High though
 Suitable &

MextSet Up Detaits

Step 3: Enable encryption

1. Select the Encryption Option
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© setect File System > €D setup Detits
Type

Use a snapshot

O

O

i
- turbo-test (ecn 22wty o
Su

vecpulguEhe 721600/16
wpegrtamt 1521680016
vpe-TeiziTp 10000716
wpe-aoveipd 10000716
wpe-tnenacypl 1ongzs

1 fipages v ow

n v .0.0.0/ 24 -

etaust (pgroupDasic)

2. Encryption Status

[

Cloud File Storage

You can check whether the file system is encrypted on the file system details page.
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& cfs-45a6fb370  (brucetest permanent)

Basic Info Mount Target Info Snapshot Chain Quota information Lifecycle Policies

@ Currently, Turbo file systems can be mounted only to Linux clients.

Basic Info
Re Guangzhou
Availabilit e Guangzhou Zone 7
e |D cfs-45a6fb370
brucetest_permanent '
TURBO
High-Performance Turbo

e Stat Available

( atus Not encrypted

Cre: 2023-05-17 19:57:44
Throughput@  1GiB/s
2GiB / 5TiB

OoMiB
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Limits

Cloud File Storage

Last updated: 2023-08-29 10:32:48

The CFS encryption feature is subject to the following limitations:

Item

CFS
limitations

Other
Limitations

Description

¢ Available to the Turbo file systems only.
¢ Available for setting only during creation of a file system.

e Unable to change an encrypted Turbo file system to an unencrypted
one.

After the encryption option is selected, the system will use CFS
encryption keys that cannot be specified, deleted, or changed.
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Data Lifecycle
Features

Overview

Data lifecycle management is an advanced data management feature provided by Tencent
Cloud File System (CFS) to address the problem of balancing high performance and low cost
in large—scale file storage. With this feature, you can set custom data lifecycle management
policies, and the file system can automatically move cold data to lower—cost storage with
lower access frequency based on these policies. When the data is accessed, it is
automatically restored to file storage, with the entire process being transparent to the
business. This lower storage costs.

Scenarios

Support for storage of massive amounts of data

In scenarios involving massive data storage, traditional cloud file storage was often unable to
meet users' cost control requirements due to its high unit price. In the past, the common
solution was to manually store data on object storage using tools. However, with data lifecycle
management, data transitioning can be completed transparently through simple configuration,
greatly simplifying the operation and reducing the total cost of data storage.

Hot/Cold data

In scenarios such as autonomous driving, Al training, and offline analysis, the access
frequency of data is different. For example, newly written data is often accessed very
frequently, while the access frequency of older data gradually decreases over time. The data
lifecycle management feature is well-suited for such access patterns. It can significantly
reduce the cost of storing cold data, while meeting high—performance read and write
requirements.

Strengths

Support for flexible lifecycle policies

Policies based on directories: Different businesses often have different demands for
lifecycle policies. Setting policies based on directories can better meet the demands for
diverse policies.
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Policies based on file size: Large files often take a long time to restore after transitioning. If
your business is sensitive to latency in reading large files, you can set lifecycle policies
based on file size to meet your requirements for timeliness.

Policies based on access period: You can flexibly adjust the scope of data for transitioning
according to the characteristics of your business, to reduce the impact of frequent
transitioning and restoration on your business, and make better use of lifecycle policies.

Transparent to the business side

After a lifecycle policy is configured, the system automatically transitions and restores data,
without any change required to the data access mode of the business side.

Reduced costs

The data lifecycle management feature achieves hot/cold tiered data storage, which can
reduce the unit cost by up to 70% in some scenarios.

Feature details

Lifecycle management policies

When creating a lifecycle management policy, you can configure rules to convert files that
have not been accessed within 14, 30, 60, or 90 days to infrequenctly accessed (IA) storage
files. Lifecycle management will determine whether to convert a file based on its access time
(atime).
The following operations will update the access time:
Reading a file
Writing file
The following operations will not update the access time:
Querying file metadata (such as by performing the Is or state operation)
Renaming a file

Modifying file metadata such as user, group, or mode

Data transitioning/restoration

Data transitioning is a process in which data is moved from a Turbo file system to 1A
storage. When the trigger conditions of a policy are met, the system automatically adjusts
the concurrency based on the current system load, and copies data to IA storage. Then, it
releases the data in the Turbo file storage after 1 hour, with metadata information retained.

Data restoration is a process in which data is moved from IA storage to the Turbo file
system. When data in IA storage is accessed for the first time, the system restores the data
from IA storage to the Turbo file system. This process will take some time, depending on
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the file size and system load. When accessed later, this data will be obtained from the
Turbo file system.
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Operation Guide

Last updated: 2023-08-29 11:06:41

Setting a data lifecycle policy
Step 1. Create a lifecycle policy

1. Log in to the Lifecycle Policy Page and click Create Policy.

Scheduled Snapshot Policies ) Guangzhou +

@ Note
* You can create a scheduled snapshot palicy for a file system to create and delete snapshats periodically for your business. For details, see Scheduled Snapshots [4.
* You are advised to create scheduled snapshots to protect your data for core businesses.

* Note: If your account has overdue payments, all snapshot cperations will be forbidden. If the overdue payments last over 30 days, all snapshats in your account will be deleted

Create Policy

ID/Name Status 7 Assigned File Syst ¥ Policy Details Scheduled Snapshot ~ Creation Time % Snapshot Reten...
5p-0BgeSiyy . 0 Auto-create a snapshot at 0201 @ | 2021-11-16 2007:36 0 days
aleen-test 11:00, 12:00, 16:00, 17:00 every Tues,

Wed and delete it after 30 days

asp-6udsdej Nora 0 Auto-create a snapshot at 01:00 every O 2023-06-19 15:4751 Permanent
alleen-test-cross Mon and delete it after 0 days

asp-6uaisch I 0 Auto-create a snapshot at 01:00 every D 2023-06-19 16:29:58 1day
ap-aileen-heihei Mon and delete it after 1 day

asp-30lyek3 b 1 Auto-create a snapshot at 06:00 every D 2023-06-20 00:52:25 30 days
brucetest Tues and delete it after 30 days

asp-Oeqdkebr ! 0 Auto-create a snapshot at 12:00, () 2023-03-22 15:52:57 30 days
tast 21:00, 22:00 every day 1, 2,4 of every

month and delete it after 30 days

® Note

a ticket to contact us.

Next Policy Trigger

Time ()

Original schedule:
2023-07-18 02:00:00

2023-07-24 01:00:00

2023-07-24 01:00:00

2023-07-18 06:00.00

2023-08-01 12:00.00

Operation

Cloud File Storage

Scheduled Snapshot Guide [2

Qo

Madify Policy Assign File System More ¥

Modify Policy Assign File System More ¥

Madify Policy Assign File System More ¥

Modify Policy Assign File System More ¥

Modify Policy Assign File System More ¥

This feature is exclusively supported by Turbo File System. To use it, please submit

2. Specify a lifecycle management policy based on actual business needs, including time

period and file size, then click Next.
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Create lifecycle policy X

0 Configure rule >

Policy Name
Region Nanjing v

Transition rule 1. If the proportion of small files is not high, set "Transition period" to "None" for files < 64 MiB. This occupies a small
amount of storage space but greatly improves the IOPS performance of small files.

2. File extraction may take too long if large files are transitioned, so we recommend you not enable transitioning for
large files over 10 GiB for read efficiency.

File category File size Transition period Target storage
Extra large file > 10 GiB None ¥ -

Small file < 64 MiB None ¥ -

Other file 10 GiB > Other file > 64 MiB 30 days ¥ IA storage

Transition log File System/LifecycleLog

(® Note
A file less than or equal to 64 MB is defined as a small file.

Step 2. Configure a lifecycle policy
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Apply the lifecycle policy to the specified path of the Turbo File System and click Submit.

Create lifecycle policy X

° Configure rule > o Apply

Up to 20 transition policies can be applied to a file system. Only one policy can be configured per directory. You can no longer apply a policy

to a directory if a policy has already been applied to its parent directory or subdirectory. A policy can be applied to up to 20 file systems (max
50 paths per file system).

Add
File System Directory path
cfs-4812ee604(frank) v | [}
Enter a directory path
Total items: 1 5 v /page 1 /1 page
Back
® Note

You can no longer apply a policy to a directory if a policy has already been applied to
its parent directory or subdirectory.

If you want to apply the policy to files under /test/, you can set the target path to
test, /test, or /test/. The system will automatically convert them to /test/.

Viewing lifecycle policies
Step 1. View a lifecycle policy

1. Navigate to the Lifecycle Management Page.
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> Tencent Cloud

Cloud File Storage

Lifecycle Policies & Guanguou =

D/Name Transition rule Target directories Storage Class
solicy-d > 10 Gif: Nene 1 1A storage
fank 5 B4MiB: None

Other file: 30 days

2. Click on the Policy ID to view the lifecycle management policy.

Creation Time

2023-07-14 161121

Operation

Lifcycle Policy Guide (4

Qoui

ar 1 1 1page

& policy-qhdspptp (k)

Transition rule

frank

1. If the propartion of small files is nat high, set *Transition period® to *Nene® for files < 64 MiB. This occupies a small amount of storage space but greatly improves the IOPS performance of small files.

2. File extraction may take to0 long if large files are transitioned, so we recommend you nat enable trangitioning for large files over 10 GIB for read efficiency.

File category File size
Extra large file > 10Gi8
Small file 5 GAMIE
Otherfile 10GiB = Cther file > 64 M3

File System/Lifecyclelog

Target

Up to 20 transition policies can be applied to a file system. Only one palicy can be configured per directory. You can no longer apply a policy to a directory if a policy has already been applied toits parent directory or subdirectory. A palicy can be applied toup to

20 file systems (max S0 paths per file systern).

File Systeir

Directory path

O Loading,

Mone

None

30 days

1A storage

Status T

5 1 I1page

Step 2. View the active lifecycle policy for a specified file system

1. Navigate to the File System List Page and click on the ID of the file system instance you

wish to view.
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File System © Guangzhou(ia) + Instructions [

* CFS's High-Performance Turbo is now available. See Specifications [

* CFS offers storage resource units available for all sub:products. Package details [

Maximum

1D/Name Manitor Status T Used/Total $ 1A storage Throughput () Availability: T VPC ID/CEN 1D P Storage Class ¥ Tag Operation
s i OMiB/20Tig OMiB 26i8f5 Guangzhou Zo..  vpc-Biwhugyt 10021 Standard Turbo Edit Tag Create Snapshot Expand Delete More ¥
frank
cfs-450412625 i Creating OMiB/0GiB OMiB OMiB/s Guangzhou 2o, * High-Perlarmance Tur, dit Tag Delste More ¥
wyzx-thomasxzhao-test
fs-nbqmic 0 OMB/160TiE . 100MiB/s Guingzhoufo..  vpe-mhucl 10206023 Standard o1
f5-mtxuoy; m OMiB/160TiB. . 100MiB/s Guangzhou Zo.,  vpe-mbkuelnm 102060118 Standard
clsenlzBhz4m pre-Sefcd.
I OMie/20Tié MiB 2608/ GuangrhouZo.,  vpe-khmacy 11002 Standard Turbo £t Tag Create Snapshat Expand Delele More ¥

kevinjzhang

2. Navigate to the File Lifecycle Policy subpage to view the currently active lifecycle policies.

€ cfs-4812ee604  (fank)
Basic Info Mount Target Info  Snapshot Chain Quota information Lifecycle Policies
a0
Directory path Transition rule Status T Operatien

! » 10 Gili: None
4 64 MiB: None
Qther file: 30 days

mr 1 /1 page

Modify/Delete Lifecycle Policy

1. After entering the lifecycle policy you wish to modify, click Edit in the upper right corner to
make changes or delete it.
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& policy-ghdspptp  (rank)

Transition rule

frank

1. If the preportien of small files is not high, set “Transition peried” to “None” for files < 64 Mi. This oceupies a small amaunt of storage space but greatly improves the 10PS performance of small files.

2. File extraction may take too long if large files are transitioned, 50 we recommend you not enable transitioning for large files aver 10 GiB for read efficiency.

File category il size Transition périod
Extra large file > 0GB MNone
Small file < 6AMiB Mone
Other file: 10Gi8 & Other file » 64 MiE 30 days

File System/LifecycleLog

Target

Up to 20 transition policies can be applied to a file system. Only one pelicy can be configured per directory. You can no longer apply a policy ta 3 directory if a policy has already been applied to its parent directory or subdirectory. A policy can be applied to up to
20 file systems {max 50 paths per file system).

File System Directory path

2. After making changes, click Confirm.
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Target storage

I storage.

0

Status T

5v /pag 1 /ipage
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& policy-ghdspptp  (franki

Transition rule

frank

1. If the proportion of small files is not high, set *Transition period” to “None® for files < 64 MiB. This occupies a small ameunt of storage space but greatly improves the I0PS performance of small files.

2. File extraction may take 10 long if large files are transitioned, 50 we recommend you nat enable transitioning for large files over 10 GIB for read efficiency

File category File site Transition period Target storage
Edra large file =10Gi8 None *

Small file s G4 M None ¥

Other file 10 Gif  Other file » 64 MiB Wdays ¥ 1A storage

File System/LifecycleLog

Target

longer apply a policy to a directory i a policy has already been applied to its parent directory or subdirectory. A policy ean be applied te up to 20 file systems (max 50 paths per file system),

Up to 20 transition palicies can be applied to a file system, Only one policy can be conl directory. You

5481266604 frank) v

Sw 1 /1 page

Confirm

Viewing the settled data capacity

Click on the File System List Page to view the settled data capacity.
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File System © Guangahouns) Instructins (2

* CFS's High-Performance Turbo is now available. See Specifications [%

* CFS offers storage resource units available for all sub-products. Package details [2

Maximum

10/Name Manitar Status T Used/Total # 1A storage ) Availability: ¥ VPCID/CCNID P Storage Class T Tag Operation
f5-481 2ee604 n OMig/20TiB OMiB 26iBs Guangzhou Zo..  vpe-Btwhugut 110021 Standard Turbo EditTag Create Snapshat Expand Delete More
frank
efs-490412625 i Creating OMiB/0Gis OMiB OMiB/s Guangzhou Zo.. - . High-Performance Tur... Edit Tag Delete Mare *
wynx-thomasxzhao-test
cls-nBgmiold i OMi8/160TiB . 100MiB/s Guangzhou Zo..  vpe-mikuolnm] 10206023 Standard E)i Edit Tag Create Snapshot Delete
il
oy i OMig/160TiE . 100Mig/s Guangzhou 2o, vpe-mkuolnm 102060118 Standard £dit Tag Create Snapshat Delete
cls-nlzshzdm_puc-Sefed.
cls-47chb359 n OMiB/20Tie OMiB 26iBfs Guangzhou Zo..  vpe-khmacypt 11002 Standard Turbo it Tag Create Snapshot Expand Delete More ¥
kevinjthang
\25qujgv i GAMIB/160TIB. - 100Midfs Guangzhou Zo..  vpe-Tdgabalh 10067 Standard Edit Tag Create Snapshot Delete
kevinjzhang-fest
cls-jyalsir n 125GiB/160Tié . 100Mid/s Guangzhou Zo..  vpe-mkuolnm? 102060197 Standard Edit Tag Create Snapshat Delete
bruce1SNFS
f5-57ba7463 A OMiB/160TiB . 100Mig/s Guangzhou Zo..  vpe-mkucinm] 102060212 Standard EditTag Delete
brucestestFS 31
I OMig/160TiE . 100Midfs Guangzhou Zo..  vpe-pubiggrhp 172163213 Standard Edit Tag Delete

Viewing File Settlement Status

If you need to view the settlement status of a file, you can refer to the following instructions:

1fs hsm_state /path/to/file

® Note
If 'archived' is returned, it indicates that the file has been transitioned to infrequent
access storage but has not been released from the file system.
If marked as 'released', it indicates that the file has been transitioned to infrequent
access storage and has been released in the file system.
By default, the system automatically performs a release operation one hour after
archiving, freeing up file system space.

Load data
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You can perform a batch prefetching action on the files in a specific directory using the
following command:
« Single file:

1fs hsm_restore /path/to/file

« Allfiles in the directory:

/path/to/preload —-type f —-print0 |

hsm_restore &

Proactively release data

After loading data through active prefetching, if you need to actively release it, refer to the
following command:
« Single file:

1fs hsm_release /path/to/file

« Allfiles in the directory:

/path/to/release -type f —-print0 |

hsm_release &

@® Note
Unsettled files cannot execute the hsm_release operation.
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Limits
Last updated: 2023-08-29 10:40:14

Description

The limits are as described below:

Limit Type

Size of files subject to
lifecycle management

File systems associated
with a lifecycle
management policy

Lifecycle management
policies associated with a
file system

File system paths
associated in a policy

Policies associated with a
directory

® Note

Limit Description

Only files of 64 KB or larger can be transitioned, and the
transition policies do not apply to files smaller than 64
KB.

A lifecycle management policy can be associated with up
to 20 file system.

A file system can be associated with up to 20 life cycle
management policy.

Up to 50 paths in the same file system can be associated
in a policy.

A directory and its parent and child directories can be
associated with up to 1 lifecycle management policy.

This feature is exclusively available for Turbo File System. To utilize it, please submit a

ticket to get in touch with us.

Supports and Limits

« If adirectory associated with a lifecycle management policy is renamed, the files in it will no
longer be subject to the lifecycle management policy.

«» Files in the directory associated with a deleted lifecycle management policy will no longer
be transitioned to Al storage, and those in the same directory that have been in Al storage
will remain unchanged in their storage status.

» Clusters created before March 15, 2023, do not currently support data lifecycle
management. If you need to use this feature, please submit a ticket to contact us. Once
the cluster is upgraded, it will support this feature.
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