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3. EFFAFETIRIINBRIEIR, g8 KBRERRY

X (3) RF (16)

@ HEBBREE, ZAPANIRTE PGS R ATEAIIIR

REXSRER

Q
RIRE Ei::pun
policygen-20220506-forbid-userlist
AdministratorAccess ZREE RV EERIKF RFTE AP . ..

N

QCloudResourceFullAccess

4. TEXRBERISHBSIED, DESHMIKRE (TSik) , PERE, SHRAAPERMREZE,
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BEQEKSHIER (FINSHRELH, RSH[LOF) #ERE, FFENTRENZRSEETRMGDNE. #EEEN ETEFNESHEE

IRIFRE: BR=IE (16F) BREEAR £584 306


https://cloud.tencent.com/document/product/598/85616

O BHS
HAHES

IEEFRATE: 2024-10-1115:00:52
HEEHRERABHRETHR—LELRE, GFAG. REAE. BENAG. ABHK. PIRKES, ESRENEBESR FiLF.

;)

RE—ASIRMEMS 5 . ATFYASHEEFENZPFIRS . BENERLRE. SESURMNEAE, mMAMNZEFNAFRXERFSA.
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e BRASKS  BHRGE  BASES  BASES BREIRS
BIEREE % %5 %#5 % Tt
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ESABIRENZS T RIRSZERIEHAMIFEER CAM MRS, IRSAHBIXBIIRBEXTRRSZMEN, —ERXFRESHERFRSHES, iz~
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TERABAEENRARE . TCERBTSE, RSEXASHANLEERAMIRERS, RAETLFHFMRSARETHIFEFMFISIR. SREA™
MRS EAXHERRSABIESN ZHRBILS .

ETHBFNRSHAE
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(S ESRRE

JSON #EzURIRCE o ERILAE(SEREPEX IS ERBHINR AR ERBITRBIRME .. ZXEANKET CAM REEESHN.

© i#g:

IRIRERE: BR=ITE (1bF) BRSEAE

BREE

5585 #306™


https://cloud.tencent.com/document/product/598/18564
https://cloud.tencent.com/document/product/598/85165
https://cloud.tencent.com/document/product/598/85616
https://cloud.tencent.com/document/product/598/85616
https://cloud.tencent.com/document/product/598/10588

O BHE

‘ HZEEINFWS AssumeRole BIIIR, HFIRSHERBIRG AssumeRole IIRES, TiINEREAE (BSRSAG, RSBXAE) , EESS
BEMML

ellfEdzE) =)

IRIFRE: BR=IE (16F) BREEAR 5886 306



O BHE

IEEFRATE: 2024-12-1017:36:54

IRMEER

AN BATES ERHTEREHA CAM AP BHAROREE. QRANE, AETUEREHRIRTENEEERS THAR.
PR

EBRSTSEEHNE, BN BE SIRTE,

RMES R

BiEF AR

IERAEERSUEAE

1. EABIIXRRHE, PEWEAS.
2. EREMBAASRBERED, EEBMRASKFEIRBHNE, HARGERIESTE,

© s nmesues O > >

re=m. Q) HEERS Ef=kRS

=RlEEE FriFrSEIRSEhEENES

TR (SE=AEFFaERRREanENTE)

Q@ SHEDRESEUN—STE. ERELEEN, SEEARSHEDFSSEETNINED—H, TENERLAE.
mEEALAESEAEEERTHEARL, At ERnRl:. ERTHERENS=SE,
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27 A £IHS CompanyExampleA (EWS ID 5 12345) , SIR— M ABHIEHBHFRENLE B HEWHKS CompanyExampleB (WS ID 5
67890) . 28 A (CompanyExampleA ) i CreateRole #EO8IE— M A&ETR (roleName ) 53 DevOpsRole Bfa, A8 A BUKS
CompanyExampleA B8l E DevOpsRole MIINTIIR, LiASBES R &Eid API 6IE

27 B £lS (CompanyExampleB ) #BHUXMARE, FEHFIKS DevB RRMiXIRIIE. 247 B (CompanyExampleB ) BEENFHKS
DevB AILARiEHEAT A (CompanyExampleA) KIf& DevOpsRole:
1. E2AF B WS CompanyExampleB (EMES ID /3 67890) TEliEH%EE AssumeRole, FEIINTF:

2. BIZEIIEINA FUS DevB, FUSENIEES T iniEAE DevOpsRole BIINIR.
3. FSHRENEASISIRBINTER, B2l FHAG,
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5. EFMIN

1. ERBUE— T ABHFAKSHAS, BATHERIEFE . FXEBEZABREKIRGEN MyRole. BIZABIESH CIE2HRE - API XX,
2. FRESRIAFREIRER . IMAREUSAESR, AISR SEIAFE9HIEESR o

RMES R

A FE
REDIEREFEUTNEGE, EEERSBRNHTRIE:
IGET AR RERBDRED K, BIGRETE 5 SH¥LIA, A& AssumeRole £# DurationSeconds 18%E.
BESHNEEFEMIE ( https://cloud.tencent.com/login/roleAccessCallback?algorithm. .. ) iBAREEAN.

ARURTERSREINRETREEN, HINRRSHEE, BEDREMQFRIRGE.

1. APERETIRSY 2 hIREEIRSGIaZAER AssumeRole B0, HRISEHESEM 1 Pk HELIZIFNAE MyRole BIGITEA .
2. AFAR AssumeRole EOMKNGE, KREXEIAES MyRole BIERTEAE
3. APEiZABNIERIZPERERESER . FATSEUTESE:

3.1 2HIF: WERSSHNSYRRFERIYFRBIBINFHHE, £ERE—NFE, THRNBERTERENFE, NIt SaLIEHRERES

BITERHEF RERSIIX —I08E, 41 PHP B9 ksort H#, HPESSHEBUTHS:
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O BHE

action 2 String 1B4EmntE, EER roleLogin
timestamp 2 Int E ] BIEE

nonce =3 Int FEMNEEEL, BYE 10000-100000000
secretld = String STS iEE/IIERT AK

3.2 sl BEL—SHFIFNERSY, & “SHSH-s8E" #HE, Fm:

action=rolelLogin&nonce=67439&secretId=AKI***PLE&timestamp=1484793352

3.3 PHEEREA: 1% BRAE + BEREN (EREE + ° + ERFHR ORAUSHEES S

o i fid
BERENIRE =2 ElE# cloud.tencent.com/login/roleAccessCallback
BRAE 2 %45 GET 8 POST

fo=: TR

GETcloud.tencent.com/login/roleAccessCallback?

action=rolelLogin&nonce=67439&secret Id=AKI***PLE&timestamp=14847

3.4 ERER®R: ER HMAC-SHA1 HiZMZHRESF, BEiszF HMAC-SHA1 #1 HMAC-SHA256., B4ti3INT, LA PHP =M

PHPREAZRHIH:

4, HEREERERURBNTUEIHETER, 28ERE urlencode H8.

https://cloud.tencent.com/login/roleAccessCallback
2algorithm=<EZRMEFEHE, BEIRZIFsha1fllsha256 , FiEBKIAshal>

& se«:retldz<§gﬂqsecret Id>
stoken=<IfRFEE§Ht oken>
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gnonce=<&EZAFnonce>
&timest amp=<§g Hﬂt imestamp>

&signature=<&EHH>
&s_url=<EREEAIURL>
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EseEERA

o RREREREelE
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1.3 SEZRHIRIRFAXRKIABHBENER (i TREFERER, BFHABTRMNRE) 2ET—%.
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1.5 B SERRENET o
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2. @A instance-role.
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2.3 EEABHKAZEY (scf) , BET—F.

< HEEENAES
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=5 FRE—HUFE (csi)

SREBE (as)

REWZESE (bm)

ORI (cdes)

PESPISEER (cge)

Z#% IDE (cloudstudio)

CODING DevOps (coding)

FEEH (ovm)
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EREEEE (ssm)
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FE (sch)
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2.5 HERE, EEPEFETERRET—F, didit

< HMREENAS

o= @ @

FERBRAZRENATRAZ LERIIFC, 2—T8EX (Key-Vale) .
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3. NERYIRSHERS, FEESR TR,

RtETFHENRSAS

MEFBEAENZEY-RERSHERS, HEL ABSER-KERE.
MEBEAENRRSF-ZENPERS, FER SELFRE,
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(EBinR

EERAaTED, FRFESHEFREEACHER. AT HESHNEISIHAENEAGIRETHREER, BASEREREITPIEMTIRE, EFEHT
Hit. AXLAMERFRAP (DeleteSubAccount) « iRIIFAF (AddSubAccountCheckingMFA) 76,

RMES R

1. BF gEE, #ARMECRTRE.
2. BALiEERIERE, AERESBGRTR THAE,

BECR CEEXED) vorv  srwtemmme

@ WUTHESETE=AE APEEDREIRS, i HER, B LSt

30555 PRUN] E1R ETR 2024-10-20 20:33:00 - 2024-11-18 20:33:50 v ‘ (VR -3 1

=1 mE RIESR

3. EEIEEGETRRE:
Mr¢FFAF~ ( DeleteSubAccount)

i\ DeleteSubAccount, g Ql , it DeleteSubAccount /5, BEHsE.

EIFRGEIR BikiE (1) ESZISERED100M SN s
Q] s BHEH
CAM (HEET) DeleteSubAccount (B FHS) (x]

v M cam GhlaEm)

DeleteSubAccount (fHERFIKE)

e W
#INFAR (AddSubAccountCheckingMFA )

#A AddSubAccountCheckingMFA, & Q. , @it AddSubAccountCheckingMFA /&, SE#5E.
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ERESREER BE&E (1) BE RN EE10054 =
| AddSubAccountCheckingMFA Q E FmER EHEEH
HiFam
CAM (iHAIEE) AddSubAccountCheckingMFA (. (%]

+ M caM GHIEIEE)

AddSubAccountCheckingMFA (FEITTHKS)

=
e B
4. BEAFEHEN (XBXETHMRFKRSTOIE) , AIEERZSEHES.
s 2% - SHER @ CAM / DeleteSubAccount (@il + B Q
Bl v ZEEE -

=g == EFESEE

E-LL 2 0] HHEm FERER e =1 =HEER S

2024-11-15 10:1347 cam(PSiITETE)

2024-1-11 101016 DeleteSubAccount Bl FHE) cam(IAEE)

20y /3

TFHFBERE

FHPIERERE, #THRFEP (DeleteSubAccount) BHEE, IREHITEBTCE T FAPER,
» assumerUin: FHR UIN
» roleSessionName: FHEFHREFER
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O BAT

B

BFEE IHRBEER

HEHID AKIDsFaQwOM . ~ABKrnSQpFm FEEE ap-guangzhou
GYsfdG3J-rkWe o EflulJigim o ) )
BHR cam.ap-chongging.api.tencentyun.com
DeleteSubAccount R -
iR ID Afafca®b-cc10-4211-b6f8-433fBb195c19
FHFETE 2025-01-10 15:04:50 . .
1 S
iR 1P it 1% o (FE M ERE RIIMm pEEE)
CAM Higlg -
LEES
iRsER ERIDJER RIE
QCS:CAM:Group . )
-1 EEEE HRELE

helEE-RFE

QCS:CAM:Us
ke E-BF

i
>
i

;
[

& EREE ARNES

10~ & (W W[4 1 f1T | » [ M

BEHid® =ZEF4TEREB@

JUhA
UscP

s57pIqlwVzRzYIQshivieRbrvOYab LOxo5C5P0RFeTGex(_viHsdbzNYVCS1WNe7qz5DCrT2AG3AGJWTVyX-hxLH
THU82S57EMbD3b630QU1IMsngal - - - M_orWzvIHWHcihX

3tpkBCANS INPR46DOYIPMaY1YBinUocwt IM3YE7v2—mWD_oVCrUOnMVudwHEILN1ed9HKg5ApWO tMaDekdAdERL-913F

neKyzhXn8egAZCh52jRLwWDal19",
8 "ua": "988b563d9bfeBf39Bab@5T8ec@c2abbi",
9 "userIp": "1 ",
18 "uin": 461NN
i 11 "ownerlUin": 10Gcammmgy—
12 "appld": 1TUNEEED,
| 13 "expireTime": "2025-01-10 17:04:50",
14 "mfa": 1,
15 "mfaExpireTime": "0000-00-00 00:00:00",
H 16 "interfaceName": "",

17 "hasPolicyFilter": @,

18 "policyFilter": "",

19 "extraInfo": "{\"roleOwnerUin\":1000E_. ._D,\"roleSessionName\":\"v_adamzeng\",
\"roleName\“:\"j—el\".\"assumerUin\":lE_____.—.4,\"assumerﬂwnerUin\“:ﬂ,uuuwzﬁ?.
\"assumerOwnerAppId\":1 S, \"roleType\":1,\"dictId\":2207,
\V'mfaExpireTime\":4\"3000-12-12 @0:00:00\",\"sessionUin\":50008}"

20 }e

21 "type": "AssumedRole",

22 "userName": "j. __1",

23 "roleName": “J____;",I

24 “assumerUin": 1oL, . 34,

25 "roleSessionName"”: " puasimmzeng”

26 T,

27 "eventRegion": "ap-guangzhou",

28 "eventVersion": 2,

29 "errorCode": "@",

30 "errorMessage": "permission verify",

31 "requestID": "4fatca95-ccl@-4211-b6TE-433T8b195c19",

32 "apiVersion": "3.8",

33 "eventType": "ConsoleCall”,

34 "actionType™: "Write",

35 "httpMethod”: "POST",

36 "apiErrorCode": @,

37 "apiErrorMessage™: "",

38 "userAgent": "SDK_NODEJS_@.2.1",

39 "eventTime'": 1736492698,
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f38 SSO, IDP AFiZiERASe

IDP AFiEidfat SSO InEBN=/AE, #THIRFAF (DeleteSubAccount) BIig(E, 2EHITEZFICET IDP BFRER,
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O BAT e
BEE x
BEHES sHiBER
46 1D - FHEE ap-guangzhou
BHEE DeleteSubAccount BHR cam.tencentcloudapi.com
ST [E) 2025-01-10 14:57:40 AR ID 9dbfd874-fcf4-4c98-8b47-0dBe50459d6b
iR 1P i} 17 - - .e BES O U TUD |
CAM HiRig -

LRS-
HiFsn & ID] B/ =113
QCS::CAM::User N .
heEE-AHF EEEF RRREE
#1& 10« 51 1 j1m
BHER =ZESH4FERER
1 A I

2 "userIdentity": {

3 “"primcipalld": "4~ """ """ "7 487",

4 "accountId": "1 77T A,

5 "secretId": "",

6 "sessionContext™: {

7 "token": "a",

8 "ua": "db53cdBedaB2edbc919ellabBcBab221",

a9 "userIp": "11.176.18.13",

1@ "uin"! suisvoverossa. 030,

11 "ownerUin": luvwssocsi—wan,

12 "appld": 17 .cu.-. 5,

13 "expireTime": "2025-01-10 16:56:21",

14 "mfa": 1,

15 "mfaExpireTime": "0000-00-00 00:00:00",

16 "interfaceName": "",

17 "hasPolicyFilter": @,

18 "policyFilter™: "",

19 "extraInfo": "{\"saml:iss\":\"https:\\/\\/sts.windows.net\\/
3447b1f9-eaaf-41cl-b3d6-02487171e@fc NN\ sam Lz aud\" A\ "https: WA/ cloud. tencent. com\\/
login\\/saml\",\"saml:sub\" 1\~~~ ~7""n7nnss o "N Y
V'samlisub_type\":\"urn:pasis:names:tc:SAML:1.1:nameid-format:emailAddress\",
VroleOwnerUiny: cooeo. oo, 19,0\ assumerUin\":@,\"assumerOwnerlin\":0,
\"assumerOwnerAppId\": .. F0W._ /5,

\'roleSessionNamed":\'": _m FU FOEIYY L UIINLLT USUT Lebumcunsu veruyg iy,
\'roleName\"™ :\ " BPLTIIUNEOL ___\" ,\"mfaExpireTime\" :\"3000-12-12 00:00:00\",
\samlProvider\":\""TTTTTTTT AR

20 h

21 "type'": "saml",

22 vuserName': "r---~TAnnTnnnan R e

23 "roleName': "1@C...__. ..., ._se",

24 "roleSessionName™: "zeng@7e@ - icrosoft.comConsoleLogin®

25 h

26 "eventRegion": "ap-guangzhou",

27 "eventVersion": 2,

28 "errorCode": "@",

29 "errorMessage": "permission verify",

30 "requestID": "9dbfdB74-fcfd-4c98-8b4T7-0dBe50459d6b",

31 "apiVersion': "3.@",

32 "eventType": "ConsoleCall",

33 "actionType": "Write",

34 "httpMethod": "POST",

35 "apiErrorCode": @,

WRIRERE: BERZEITE (b)) BREEAS £5108 #3065



O BT R
EHKSSHHPOHEFIRERS
ERAWRSSHROAPDEBN=AR, #THRMFAP (AddSubAccountCheckingMFA ) BYIZIE, 2{EHITEFICRTRPER.
roleSessionName: SEHIKS SR OAFETR
EHFEY
FHHoR SEFETFERER

1 _

2 "userIdentity™: {

3 "principalld”: "4k —— 115477,

4 "accountId” 186 ... 419",

5 "secretId”: "AKIDpeilcfxjZ-1BI_l oj-DgHednfp”,

6 "sessionContext™: {

7 “token®:

"qIWThE@pk3FpQAT7 kS laowGckoB2PSvafa2d33fbfa633e2085aa7 5908 ce I SBck TFoak Iy EmPLFPEVST1BY_2kYF33F ThwDisF
Zvd3FXHEMGIIKESZTFErZE1S@4v1S1pkAkigf _ZFItDy sAMFuUZURE Ins4980PqtyDKPBSKHBASC -mbMEQS1armgrOsXop3VmCSt 8H2
$6B0rupvAlsmb 38b29TPUS1eFxVAhr SNg
s_KevISkCayFGh NKH1GpUWRwmnNCxBd gk i
EPEIPWYIDIC_ZE TPNSwCqBEnFe_U3MrySm
3@VilGWsjpweol nCXSKTOT3_btZLjOVEHT
E_DjlagkRodrASSenniwIanLer JHr owiUMULL JAUVI Y LT DL DLXWLC £F_Gr 1oV IRUUL LS0UTYT VO / 30Xa"pROZRTUBLSFNScE6c jac
*E7nMvGLHWZ gBneDos@iHg3cwZrg3DPrs1IrVT SnubhdviZTTHLAT7xJIZDQMFD3]7qPCeErROtgBiet Ce - LhSGBWWhe fHNe jyF ube
IDcIIFCXXHS 3vMDkxMSIB0eSrvQr2BmxeE_AbyLnYnlUMLEmzcalMtqbENRX] i-eFQev0oU - GATHZnBh-6836VRAQd3aigdqlzkisw
rMoelyil_6jmhwIQEEbgxk",

8 “ua": "ab@dbbf483e872561ccBB25aeelTTbCF",

9 “userIp®: *119. "

19 "uin": 4611 = 2088,

11 "ownerUin™; 18 319,

12 "appld™: 1INEEEEERSG,

13 "expireTime™: "2025-81-13 11:44:14",

14 "mfa": 1,

15 “mfaExpireTime": "9000-00-00 00:08:00",

16 “interfaceName™: "7,

17 "hasPolicyFilter”: @,

13 "policyFilter": "™,

19 "extralnfo": "{\"saml:iss\":\"https:\\/\\/tencentcloudsso.com\\/saml\\/assertion\/
6ba7a299-4c25-4a04-8138-69230367 2070\ ", \"saml raud\" 1\ "https : \\ N/ cloud . tencent. com\\/ logini\/saml\ ",
WUsaml:sub\":\"78 - .. COm\T,
\rsaml:sub_type\”:\"urn:oasis:names:tc:SAML:1.1:nameid-format:unspecifiedy”,

\roleQwnerUiny":1 8, \"assumerUin\":8,\"assumerOwnerUin\":@, \"assumerOwnerAppId\~:1. ______36,
W"roleSessionName\":\"7O. .. ____ 4o cemeeme——cOELINV", \"roleName\" ; \"Tencent{loudSS0- adaml\",
W'mfaExpireTime'\":4"3880-12-12 @4:80:08\",\"samlProvider\":\"Tenc _ hyuwexxh, " }"

28 bs

21 “type™: "saml",

22 ruserbame”: "W ______.._c’",

23 "roleName™: "TENC AOUESL. odaml”,

24 "roleSessionName™: . B Jin"

25 }

26 “eventRegion®": “ap-chongging”,

27 "eventVersion™: 2,

28 “errorCode™: "e",

29 "errorMessage”: "permission verify",

EL] "requestID": "4f4af9ab-9elB-4bl@-a2c2-d974a2eB2890",

31 "apiVersion": "3.@",

32 “eventType": “ConsoleCall”,

33 "actionType": “Write®,

34 "httpMethed”: "POST",

35 "apiErrorCode™: 8,

36 "apiErrorMessage”: "",

37 “userAgent": "",

38 “eventTime": 1736736279,

39 “sensitiveAction”: *1°,

48 "sourcelPAddress”: 119, =

41 "resourceType™: "cam™,

42 "eventName": "AddSubAccount{heckingMFA™,

43 "eventSource™: "cam.ap-chongqing.api.tencentyun.com/",

44 “resourceSet”: [

45 {

45 “resourceld”: "llliviusus 11",

47 "resourceAlias™; "2121",

48 "resourceTypeClass™: "QCS::CAM::User”,

49 “resourceType™: “CAM"™,

58 “respurcefegion™: “Global"”

51 H

52 1.

53 "requestParameters”™: {

54 "Region": "ap-guangzhou",

EE "CarratTd®: "AKTNnail rFviT-1RT LG VRN¥AoaUT 1 0LITRAM -0 v -NoHadhfn ™
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BN ESHFET SAML 2.0%1 OIDC #9 SSO ( Single Sign On, BRBR) , & IdP SHRIEMNIMNIAFTEELEHENZER. BlsBasismH

SSO &x7%53: AR SSO. A& SSO,

SSOEAMS

18R

&

SniRfitEs (1dP)

BRS31R57S (SP)
R2WSirciES (SAML 2.0)
SAML BF= ( SAML assertion)

{=#i (Trust)

OIDC

OIDC <¢}&

EPRiR ID

Liviil =14

BnizftE URL

BRETFER

SSO 5=x

BRZRMLA TR SSO Ax:
R SSO
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—MEEEXINISIPIRERTHIBENZE, SHRHEBEILURMSHEERS.
o kAl IdP: Microsoft Active Directory Federation Service (ADFS) . Shibboleth &.

e Cloud IdP: Azure AD. Google Workspace. Okta. OneLogin &,

FIF P RIS EIRIhEE, AAPRMEFIRSSHINA, SP £EM IdP RMIAFER. —&3E SAML
HYRISBERSE ($140: OpenlD Connect) , tUEIRSSIRILEIRE IAP BIEHTS .

SRR BHTAMERRENY, ER SP # IdP ZESEaBisAREMSG X Z—, SAML 2.0E£
EERISEMEIE SSO M—HMZESLimtE .

SAML ¥ RSRERIMEERFIAERR I 0Tt R g APNEFELEHR S STEMERNRAES
EO

E377E SP # IdP ZiEMEENE, BHEBELRMFAARSEMR ., SP BiEr{SR5RIREN IdP B SAMLITE
17, THIEPES |dP ¥R SAML BiSHERMIEAHE, SP WERAERIGIEMSSEN.

OIDC ( OpenlD Connect) 2377 OAuth 2.0&hE EAI—MAIE#NY .

OAuth 2§EiY, i OIDC £ OAuth Y LG T—ESHE, BRT OAuth I2HANSINEED, B
FRVFERPIREEIERIFRAPNSES, RIED OIDC thiXas APl (HTTP RESTful =X ) SKENEFHE
FEE.

OIDC AIIERAERNEEFRAFNSHSHE, B OIDC €k (OIDC Token) . OIDC <hEFAFIREY
ERAFESER.

IZRIRIFATESNER |dP FEMRRYEHE, SER—1EFi% ID (ClientID) o ZHZM5ME IdP BRiEZER OIDC €
IRE s AfERIZE PG ID, ERHkR OIDC ShEth2ER aud FRIEFHZEFIR ID. EE8I&Z OIDC &
IPRIHAERIEEZE PR ID, ARTEMERA OIDC SHEHEEY STS Token B, BIZ&XIZ0IDC <hEH
aud FERFFEHHIIEFIR ID 5 OIDC SRRHEPEENE iR ID 25—, [JE—HN, TRITHE
s,

ATHLEAE URL #ESHISHEN, SFEEEIMND IdP B HTTPS CAEHEMRIIEIEEN . Bl
ZRHHEEMITEZNIEHER, ERBNEEABCIHTE—R (FIM: R OpenSSL itHIER) , 5
BNt HRESGHITIEL . INRMILLIMFRE, WiKEiZmAE URL JEEEZIWE, BESUBRE
W\, FHESIEWRRIENR.

OpenlD Connect Sp1REERH.
IR SHPIREREIREAY OpenlD Connect FodUESAEHA "issuer” FER{E.

OpenlID Connect SR 12HERSEIN= CAM FRFEMEIHIFE
A SPIREREIREAY OpenID Connect JTTHIEMAES "claims_supported” 898, WRGIpER
name FE&MEF CAM B username,

JSiE OpenlD Connect S{3124F ID Token FZRIAH,

RSB IRHEIRIEA OpenlD Connect TR "jwks_uri" FERREEHERS (TENLEEPITH
HHERAE)

ATENKERS, BUEEHIREZAH,
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a8 SSO

Biz=iEd IdP kR SAML ¥iSsk OIDC SHMERIAFRSNE CAM AFRINEXER, EWHARERE, #HiZz CAM BFGREBNE, SSFET
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AeHIENEER. ESEE, 2R SAML B8 SSO ik,

OIDC /& SSO: flFFiEE IdP %k OIDC <2 (OIDC Token) , ARAKEIN= AP| 3iEEEAGHIZMABIGIISMHEIE (STS Token) , AE
fEF STS Token Z2ithiFAEA=REIR. ESER, HES0 OIDC HE SSO .

SSO HxtL
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SSO RIERA=

IEEFRATE: 2024-11-28 15:41:12

BNz BRIZ @i SSO A: A8 SSO MAF SSO. AXNENBRXMMANIIERHRFEREKE, BMSRERIFWSHREFEEERN SSO .
fA:dSsSSo

48 SSO ERTFUTER:
HTFEENFER, EFFEERIRENSERRF, NtERAPRSHERIIES,
ZFREEER SSO WERY, PARE—IL=LAMAR, AEBIZERER. ZEAMAFPNAETIRIHIIEENN. MEFEW IdP HIiT@TNE
AERHERXF.
ERERBAPER IdP FIIANEARERFIEMSHENE, KRS LATISIR. SHTURFREN, IREEFMHTSHELEENENL.
RSN EAZWSEERFE W IdP, FEER P BE—R, HAUERZSMEAZKSH SSO,
ST AZNEEFES D IdP, BFBHEAR—IENEKS, SEREE—BAZKSHEES/ IdP #17 SSO.
RTEHNEG, ShERERERHDNGRREHET SSO.

RSSO

R SSO ERTUTE=R:
ZREMNESAZNERNARESER, MIFERLRE IdP NERRHE .
ERECEANEFRPERSERTITAGIHIE. ISR (BN R STS i5il) W=FRIESR FREIS
289 1dP A ERNEEXBHERE.
BB LABEEMAAEB SSO MISER, MXFEREREL IdP BE.
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R SSO
FAP SSO i

IEEFATE: 2024-10-1115:38:12

RMFiInR

BR=Sti#H{TAR SSO i, B=RIRSRME (SP) , MEWABEHSHEERANZSHRMEE (IdP) . BIAFSSO, tIWRTHEERE, KM
CAM FHFIBEERZ .

RMES R
EERE

ATRIEASEI P ZENEREXR, FENENE SP #1T SAML B&, RiFthE &I IdP #1T SAML R, FmiliERKEZE#THAF SSO,
1. Bl IdP BEERIBNE,

BER: ATEIEARYEW IdP BIEE.
BFECEIR(E: B30 Bill= SP i#1T SAML EEE .
2. TV IdP HECEST RIS SP #Hi#iT SAML Mi=EHRIEE
BEERY: ATEIEN P MEBRRRIEE.
BARERE: B8R &l IdP #17 SAML BE .
3. FERE CAM =HlE HiEd AP ERLIZESE IdP hEFREL IR CAM FARF,
BER: AT ERFRPETRESREE.
BUERERE: 520 FEFHEF

ERWIERE

S EiAFF SSO MIEXEER, & IdP FRIAFETEE SSO MAXERBAZHIBRIEIIRINER. LAAF usert A6, HEANSRIGEREZNT:
. userl EEN=FHRERFEREAR SSO &R,

. =1 SAML INEERIEELS RS .

. HISEERISIRNEIAY SAML INEERERAE IdP,

. &k IdP IMIEFF user1, FHEMEER 4R SAML IMELREILARIEES .

. RISEERISIENEIAY SAML MR R A=

. Bifl=iEd SAML BEfSEE, 1Bk SAML iSRRIz, FEd SAML BiS+A NamelD T&EE, TEIIEAZKSHA CAM FHF,
. IEBEEHING, BRzmRKEEEREEH SR URL HEIER.

-
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EBifl= SP i#1T SAML E&

IEEFRATE: 2024-10-11 09:45:12

IRMEER

BR=(ERRSRMEE (SP) , F#TRUSBIRMEE (1dP) Y SAML BE, MEIERA=MEW IdP #EE, SERid dP AFEEHF SSO MAXER
Bz,

RMES R

1. BRZWSER HiaEEEHE .

2. FEMSHER, BiB{HRME > AFSSO.

3. £AF SSO EENAEAIEESAIAF SSO REMEERER .
4. aiwiE, BE SSO BRIREHRXER.

SS0 EFRIRE
S50 @ C)
SO - O sAaML 0IDC
SAML AEZ5H 3T URL “ _ 563  EiHl
PEE A
. ® ©
&IF BTiH

BEHERPF SSO BRIFFXIEH, AHRREHXAMRF SSO.
FRERE: L CAM FRFFEESWSHIBMNARERBNZ, G CAM FRFPSE—HEIRI |dP ERTEEHTSHINE.
KARZE: Lt CAM FRFAMESKS ZBHNARAERBNS, AP SSO REFSER.

SRR TCEIEY : BRI R, EEdI IdP RISEITEIENE, HERURERN G ERLE.

© M
FTHIESCEmE IdP 124, —#R XML 180, 82 IdP WERIRSIR X.509 AFIES ( BFIE IdP Fiftkh SAML BiSHEY
%) o

At IdP RiRtrmiiEpiaieit, ATSEIIERIRERITR, HEER XML BXXHEB LE.

WEMEE (W) : FREMES, AWRE— HIES.
MRIREHANMEZ: SAML BiS Y NamelD TR LMERILHEMEZEREER o
MREHERERFMES: SAML BE9#H NamelD T8 RagfEH SRk SHIF AP SFREE.
5. BEARE.
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IRMEER

BMZIERIRSIZME (SP) , BHTRWSHIZMHE (IdP) MOIDC BE, LUZIZEH= R IdP fSE, SEMe IdP BPIEZARF SSO WARNERE
M=o
AN LS 3127 Azure Active Directory 7fil,

© Aa:
&HE OIDC thiEEEER. (E4l Azure Active Directory > RFiEM > 455 > OpenlD Connect FToEiE b AI5EE, FHERESEPITFLAZR
BEGFEREERER)

RMES R

1. BRZWSER HiaEEEHE .
2. FEMSHER, BhB{HRME > AFSSO.
3. £AF SSO EENAEAIEESAIAF SSO REMEERESR .

SSO e E

B 220 (D
5ol (1)

H
i3

o] [n]w

i
il
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o
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4. BFAF SSO [FRIFFXIEHE, AIFEHXARF SS0.

SSO HRigE

350 @ D

SORHY = samL Q oiDc

[¥5]
i

i

It

Scope * openid v

Response mode = | form_post v

. - R T Tl T R R R R R TR (I L T
5 =

A LA LAVRNZ L HT Rin SR TRRA" e fa XX O-
kbt_yg-
6Z 3ulodgiRpK\WnrxihEzDn1£1R s 2bnkkeNgoxtWxR2ZKBCPbSbYS

SRt 1ot 4 R SR [ | DT TSI | T a JOd

FRERE: 1A CAM FRPFEEESWSBIBMNARERBNE, G CAM FRPH—BEIRW |dP HRTWEHTSMINE.

XA LAY CAM FHFIIIESWSBBMNARERBINZ, AP SSO BEFSEY.

SSO Y #EEOIDCHEE,

S1312#% URL: OpenlD Connect S{312HEIRHE, MRS HIRHEIREA OpenlD Connect JTTEIESIEHAI "issuer" FER{E.
EPiFID: 7£ OpenlD Connect S#12ERIFEMAIZ IR ID. £ Azure Active Directory > Ik RIFIfEFE > OIDCSSO RIFIERTIIRET o

FAPMEI=FEL: OpenlD Connect SRR Sz CAM FRAPZMSIIFER . mhiEBDIREEIRMA OpenlD Connect TTHUEEH
"claims_supported" 88, LtRFIFER name FE&BET CAM Y username,

EERENdpoint: OpenlD Connect SfiREEEINIERIE . RSB IREHEREA OpenID Connect FoéiiE Y
"authorization_endpoint" ZE&{E.

$E1ERK Scope: OpenlD Connect SBREFEIEIUERERTEE. HKiAXiE openid,
55K Response type: OpenID Connect SR IEFEIFINERIREIS KR, BiAxiE id_token.

1=iER Response mode: OpenlD Connect SR EEIEIUERIEEESR, BliE form_post #l fragment FEfpEl, #EFIER form_post &
Eto

ERR4A: IGIE OpenlD Connect S{A1RHE ID Token EZHINA . WRNSBIRHERMAI OpenlD Connect FTHHEMEH "jwks_uri" FEHiE
EAE (ERNREPTHEHERNANS ) . ATENKSESE, BVSERRRESAH,
5. B ERIFRNE
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Mk |dP #1T SAML Bc&

IEEFRATE: 2024-10-11 09:51:36

IRMEER

U FEEHSHBRAEASHREE (IdP) , F#TEN= SP i SAML BE, LRI IdP MEAZIEE, EMi IdP BFEZHF SSO MAXER

Bz,

RMES R

1. MBS ZIREY SAML IRSSIRHETEE URL
1.1 BRZKSER HaEEEHsE
1.2 EEMNSHER, PSRN > AP SS0.
1.3 £AF SSO EEREIEEXEHHRIAFA SAML RS RIHETERE URL,

© SRR P ERNS
BN =SESET SAML2.0 89 SSO (Single sign On, SRR | & 0P SRR NERFTESRENESN=28. BR=ErE0h Ss0 B85

1. A SSO: RUATLIZESH 0P PERRTESR, TEETHRNE 0P BNEFEE, oS THETEE CAM H2BRENz;
2 FF S30: BREET 0P §A4A9 SAML BFEE; OIDC SIMsEUMF SIRE CAM AFERIEER, DUAFERE, EFR CAM AFTIERE,

880 SaE

»

QO samL oloc

https:icioud tencent comisamiiSpMetadata xmi?enantiD=

2. fEfedk IdP FelE—4 SAML SP FiSENZEENAEMARSRMUE, BARENAARIEEL IdP RISRRERIEELATLH:
O fedk IdP 378 URL BtE: SEBIPHBNEIRSREETSE URL BEEEHSIRN IdP Ril{TEE.
O eVl IdP 375 EEMHEE : SEE1PHEAZRSIRERTLNE URL SHEIRISETHHEREN XML B3, REBEH EERIEW IdP

HTECE

O LiREEHAXE IdP 97 XMER, FSEERWL IdP LFHERENTSH:

W

5
Entity ID

ACS URL

© i

BEYIE izl
Wik TEAYTEERE XML &, EntityDescriptor 7R entitylD EHE.
Wik TEAITEE XML &, AssertionConsumerService 7t& Location Bi#(E,

MEEEIRENEEN=EMRE, TR https://cloud.tencent.com/login/saml?s_url=xxxx F¢zX18E, Heb xxxx AFTEIEEMIE
ht, FZEf# urlencode.
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RMELP TR
I IdP PeIERA
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2. #A Azure Active Directory > A RIFIER > B ARER.
3. pEENAEERF.
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2 w0 R D FHURL e o | EBEBSS
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EFa
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5. EAMEHKNEOD, ESHANER, HERERREEREPRINTURMNBERGEE).

MESRZIRE OIDC BRssiRftrrcaiE URL
1. BREKSBR HEEEREHE

A ER:
Bifl=HcE OIDC 52 iEifl= SP #17 OIDC L& .

2. EEMISHEEZESHBRME > BFSSO, FERUT:
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3. EEH, %E Redirect URL 158,
KBMER =LA Redirect URL REER IdP

1. # A\ Azure Active Directory > B3 > FRERBEER.
2. EHAREFSHL, PpEEeZIFHRE.

3. EEMSHEE, pHE—8R,

4. iERp—uRARNBEERR , MTEFRR:

B AR A PR R A — KA EREN RS AR, EAPER Azure Active Directory SEINFBIERFE, B—
BRSSONSMT ELEERN L. BRERINFERRE, HEERRT RIS NINFEEENFER. THIaES.

ERE—BRIE wmex

® : {3 samL BFER C@y o=
FEAR—BR. AFSTEN RS A samL (REEE! M A web SR RSN AL ST SREIN A F/E Office 365 MR
A EEIATA. P FEERe U EESE SIE. TR IEE. EEETESN AR,
o — .
5. IEE M =IRENAY Redirect URL .
C Emp—sREs
BilEER, SAPEESHNENTAR Office 365 17 AN, FAILUESERUE. HERTeaN BEFENE—SR. SNFEFEELES—MRRRHERSSHTA TR, HR . TREE O

EEEF URL
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IRMEER

BREE

Active Directory Federation Services (ADFS) £ Microsoft's #1#9 Windows Server ;EBREX&IRSS (ADFS). ADFSE—H&EBRATF—RE&E
PS4 Web EBFIMERFEEAR . BAILMERRF SSO 1§ ADFS SEB=i#TER, MEM ADFS IkFEEBN=EHASEBAZNER.

RUR S

1. fiE—& Windows Server g5, NETEWLRSE, B2N =RZHE-WEED.

2. FERRSRPIHITLATERZLE.

DNS IR$388: BEHINESKEREIERRA Federation Service L.
Active Directoryimfigss (AD DS) : 23S AFFERSESURENIE. TafIENEIEE,
Active Directory Federation Service (AD FS) : 12{ftf& SSO Sifi75a9ThaE, HXIEBIFAISHRGIRE SSO AL,

BREPE
RPEERE Microsoft AD

© g:

WMIZERREERE Microsoft AD, FAIZEESE1-5, N F1R6 FHAERE.

1. E=RSZEA, #A Server Manager > Dashboard, ¥ Add roles and features, 1 TFEIFfxR:

=1

Server Manager * Dashboard

Server Manager

- \_éj) | F Manage

B Dashboard WELCOME TO SERVER MANAGER

Tools

Local Server

All Servers

-

File and Storage Services P

QUICK START

0 Configure this local server

[RS]

Add roles and features

(98]

wHatsnew [

Add other servers to manage

Create a server group

5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total 1
= File and Storage -
[ ] 9 1 # Local Server 1

Services

@ Manageability
Events
Performance

BPA results

@ Manageability
Events
Services
Performance

BPA results

w
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2. —E%F Next HEEISE Install RpiRE, WTEFR:

Before you begin

Installation Type

Server selection

Before You Begin

Server Selection

DESTINATION SERVER
adserver

This wizard helps yeu install rales, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[[] Skip this page by default

| < Previous | | Install | | Cancel |

DESTINATION SERVER

Select installation type S

Select the installation type. You can install reles and features on a running physical computer or virtual
machine, or en an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous || Next = | | Install || Cancel

IRIRFRE: BiRAITE (165 BIRSEAS
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DESTINATION SERVER

Select destination server S
Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ®) Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

adserver Serv 01: Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

<Previous | | Nest> | | nstall || Cancel

DESTINATION SERVER

Select server roles adserver

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection - . ) ~ Active Directory Domain Services
- - — (AD DS) stores information about
ctive Directory Domain Services objects on the network and makes
Featuras 'E e e : this information available to users
AD D5 [] Active Directory Lightweight Directory Services ELCE]GE rk administratars. AD DS
A ) _ . uses domain controllers to give
Confirmation [[] Active Directory Rights Management Services network users access to permitted
[] Application Server = resources anywhere on the network
[ DHCP Server through a single logon process.
[ DNS Server
[] Fax Server
b [®] File and Storage Services (1 of 12 installed)
[ Hyper-v

[[] Metwork Policy and Access Services
1 Print and Document Services

[] Remate Access [%
[[] Remote Desktop Services —]

< Previous I| Next > | | Install | | Cancel
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Select features

Before You Begin
Installation Type

Server selection

Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server,

Features

| »

| 3.5 Features (1 of 3 installed)

[» [m] .MET Framework 4.5 Features (2 of 7 installed)
b [] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Metwaork Unlock

[ BranchCache

[ Client for NFS.

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[[] Failover Clustering

Group Policy Management
] 115 Hostable Web Care

[ Ink and Handwriting Services
— . w

DESTINATIOM SERVER
adserver

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| | nstal || cancel

3. R¥ERHEEE Promote this server to a domain controller, 1 TFEFfR:

Installation progress

View installation progress

o Feature installation

DESTIMATIOMN SERVER
adserver

Configuration required. Installation succeeded on adserver,

Active Directory Domain Services

Promote this server to a domain controller

- o4 F

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Export configuration settings

[>]

<]

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

< Previous | | Mext =

Close | | Cancel
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4. 7£ Deployment Configuration REi%#E Add a new forest #7 Root domain name {§87 testdomain.com, M TEFrR:
- . TARGET SERVER
Deployment Configuration adlecrver
figuration .
= Select the deployment operation
Domain Controller Options . o .
» ) ) Add a domain contraller to an existing domain
Additional Options 2 new domain to an existing forest
Paths (®) Add a new forest
Review Options
Specify the domain information for this operation
Prerequisites Check
Root domain name: testdomain.com
Mare about deployment configurations
| < Previous | | Next > | | Install | | Cancel |
5. £ Domain Controller Options ##37 Password {58, MITEFM®, SlE—ESRENext, 2F Install Bpi%zsE
- - TARGET SERVER
Domain Controller Options sdeerver
Deployment Configuration ) .
Select functional level of the new forest and root domain
omain
DNS Options Forest functional level: | Windows Server 2012 R2 | & |
Additional Cptions Domain functional level: | Windows Server 2012 R2 |" |
Paths Speci . _—
pecify demain controller capabilities
ReviEewlapions Domain Name System (DNS) server
Freraguisites Check Global Catalog (GC)
[ Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: sesesnse
Confirm password: sssssnss
More about domain contreller options
| < Previous | | Next > | | Install | | Cancel |
6. RERME, RSREER, EBTMHIE, #A Start Menu > Active Directory Users and Computers, WTEFx:
IRIRFRE: BiRAITE (165 BIRSEAS %124 #306%
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File Action View Help

= 7

FIEIEE

B PaiaTEd%

] Active Directory Users and Com|| Name Type Description
b [] Saved Queries [ Builtin builtinDomain
4 E test = ntainer Default container for up...
» Delegate Control... ganizational... Default container fer do..
» & Find... ntainer Default container for sec...
b & Change Domain... ntainer Default container for ma...
b g Change Demain Controller.. ntainer Default container for up...
[; B Raise domain functional level... ganizational...
= Operations Masters... ganizational.
s | Mew [ Computer
All Tasks 3 Contact
iew [ Group
Refresh InetOrgPerson
Export List... mslmaging-PsPs
MSMQ Queue Alias
Properties [ Organizational Unit
[ i
el Printer %
User
Shared Folder
(<] [T [ [5]

Create a new object...

File Action View Help
e BBz HmE daaTa%
] Active Directory Users and Com|| Name Type Description
b (] Saved Queries [ Builtin builtinDomain
E test - c | = ntainer Default container for up...
> clegate Control... ganizaticnal... Default container for do..
(| Find... ntainer Default container for sec...
b 5 Change Domain... ntainer Default container for ma...
b g Change Domain Controller... ntainer Default container for up...
I -
B Raise domain functional level... ganizational...
= Operations Masters... ganizational...
Exl | New » Computer
All Tasks 3 Contact
N b Group
Refresh InetOrgPerson
Export List... mslmaging-PSPs
MSMO Queue Alias
Properties [ _— .
| Org '“TQI Unit
Help Printer
User
Shared Folder
(<] m [ [5]

Create a new ohject...

7. 1£ Active Directory Users and Computers I, #i# Org & Users {82, Hh Users—First name SESEEERZRINFBEPE—,
WTFEIFRR:
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& Create in:  testdomain.com/Group01

First name: |lest | Initials: | |
Last name: |user0‘l |
Full name: |l85t user(1 |

User logon name:
|lestusefﬂ1 | | @testdomain.com b4 |

User logon name (pre-Windows 2000):
|TESTDO MAINY | |testuser01| T |

| <Back [ MNew> | [ cancel |

& Createin:  testdomain.com/Group 01

Password: |........ |

Corfirm password: |uouuo |

[] User must change password at next logon

[w] User cannot change password

<Back || MNed> | [ Cancel

RECA
1. #=R538EA, #A Server Manager > Dashboard, 2 Add roles and features, I TEFfR:
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'WELCOME TO SERVER MANAGER

Manage Tools

B Local Server

ii All Servers

QUICK START

2 JAdd roles and f@l\*_ﬁures

4 Create a server group

° Configure this local server

3 Add other servers to manage

5 Connect this server to cloud services

Hide

ROLES AND SERVER GROUPS
Roles:0 | Servergroups:1 | Serverstotal:1
# Local Server 1 ii All Servers
@ Manageability @ Manageability

Events Events
Services Services
Performance Performance
BPA results BPA results

2. —E&i Next BZI Server Roles TH, Roles i&#% Active Directory Certificate Services, MTEFRfR:

DESTINATIOM SERVER
Select server roles e
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
server selection ctive Directory Certificate Services il 3:;“:5?::::3‘5&;2:‘& EES
chve Directory Domaln services (Installed) certification authorities and related
Feztures [] Active Directory Federation Services role services that allow you to issue
ADCS [ Active Directory Lightweight Directory Services ""‘? manage ct_ertiﬁcates el
variety of applications.
Role Services [[] Active Directory Rights Management Services
Confirmation [ Application Server =
[] DHCP Server
DMS Server (Installed)
[] Fax Server
I [®] File and Storage Services (2 of 12 installed)
[ Hyper-v %
[] Network Policy and Access Services -
[] Print and Document Services
[] Remaote Access
[[] Remate Desktop Services -
| < Previous | | MNext > | | Install | | Cancel |

3. —H#i# Next BZJ AD CS-Server Roles IR, Server Roles i##% Certification Authority. Certification Authority Web Enrollment, W1

EFrxR:
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DESTINATION SERVER

Select role services dsonersasidoman.com
Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Type Role services Description

Server Selection ificati S
Certifcation Authoriy Web

Server Boles Enrallment provides a simple Web

[] Certificate Enrollment Policy Web Service interface that allows users to
Features [ Ceptificate Enrollment Web Service perform tasks such as request and
AD CS S b Enrollment renew certificates, retrieve certificate

revocation lists (CRLs), and enrall for

[ ] Network Device Enrollment Service smart card certificates.

Web Server Role (II5) [] Online Responder
Role Services

Confirmation

| < Previous | | Next = | | Install | | Cancel

4, —HiE Next BE Results RE, 2ETEISSEE AD CS Configuration, MTFEFRR:

= Add Roles and Features Wizard = |[=I] 28

DESTIMATIOM SERVER

Installation progress adsenvr tesdomin.com

View installation pragress

o Feature installation
L________________________________________________________|]

Configuration required. Installation succeeded on adserver.testdomain.com.

Active Directory Certificate Services -
Additional steps are required to configure Active Directory Certificate Services on the

Configure Active Directory Certificate Services on the destination server
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools [}S
Certification Authority Management Tools

Web Server (lIS) >

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext = | | Close | | Cancel
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Role Services

* Online Responder

More about AD CS Server Roles

DESTINATION SERVER
adservertestdomain.com

Specify credentials to configure role services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
* Certification Authority Web Enrallment

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification autherity

» Certificate Enroliment Policy Web Service
* Certificate Enrollment Web Service

*+ Network Device Enrollment Service

Credentials: TESTDOMAIN'\Administratar

| <Previ0us|| Next = |I | Configure || Cancel

5. 8 Next , £Role Serverives, Q& TFEIEE, $F Next,

Role Services

it

DESTINATION SERVER

adserver.testdomain.com

Credentials Select Role Services to configure

Certificate Database

Confirmation

More about AD CS Server Roles

Setup Type Certification Authority
CAType Certification Authority Web Enroliment
Frivate Key |:| Metwork Device Enrollment Service
Cryptography [[] Certificate Enrollment Web Service
T4 Name [] Certificate Enrollment Policy Web Service
validity Period Ly

| Canfigure || Cancel

< Previous MNext =
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6. 7£ Setup Type &H, &% Enterprise CA, WITEFfZ:

DESTINATION SERVER
S etu p Ty pe adserver.testdomain.com

Credentials Specify the setup type of the CA

Role Services

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage

CAType certificates.
Privata Key
h ®) Enterprise CA R
Cryptography Enterprise CAs must bf domain members and are typically onfine to issue certificates or
CA Name certificate policies.

Validity Period
g () Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or demain. Standalone CAs do not require AD

Confirmation DS and can be used without a network connection (offling).

More about Setup Type

< Previous || Mext > | | Configure || Cancel

7. 7 CAType W@, i%#F Root CA, WM TEFR:

DESTINATION SERVER

CA Type adserver.testdomain.com

Credentials Specify the type of the CA

Role Services

When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKl hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Setup Type

Private Key
Cryptography
CA MName

Walidity Period

) Subordinate CA
Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by
the CA above them in the hierarchy.

Confirmation

More about CA Type

< Previous || Next > | | Configure || Cancel
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8. £ Private Key IR, i&#F Create a new private key, 1 TFEFRR:

Credentials Specify the type of the private key

Role Services
s to clients, a certification authority (CA) mu

Setup Type
CA Type

(®) Create a new private key

Use this option if you de n

() Select an existing private key on this computer

use a private key from an alternate source.

Maore about Private Key

DESTINATION SERVER

P r|Va te Key adserver.testdomain.com

st have a private key.

have a private key or want to create a new private key.

Cryptograph
LU () Use existing private key
AN ame Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
Validity Peried () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
. import a certificate and use its associated private key.
Confirmation

Select this option if you have retained private keys from a previous installation or want to

{Previuus| Mext > | | Con

figure || Cancel

DESTINATION SERVER

Cryptography for CA adservertestdomain.com

Select the hash algorithm for signing certificates issued by this CA:

SHA256

CA Name SHA3B4

Walidity Period SHAS512
Certificate Database SHA1
hAMS

Confirmation

s

More about Cryptography

Credentials Specify the cryptographic options

Role Services

Setup Type Select a cryptographic provider: Key length:

CAType [ RsA#Microsoft Software Key Storage Provider [+][ 2048 I+
Private Key

[] Allow administrator interaction when the private key is accessed by the CA.

< Previous | Configure || Cancel
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DESTINATION SERVER
C A N ame adserver.testdomain.com
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
AT be modified.
Privata Key
- h Commen name for this CA:
ryptography
testdomain-adserver-CA
Validity Pericd Distinguished name suffix:
Certificate Database DC=testdomain DC=com
Confirmati
ertirmazen Preview of distinguished name:
CM=testdomain-adserver-CA DC=testdomain,DC=com
More about CA Name
< Previous | Mext > | | Configure | | Cancel
. . DESTINATION SERVER
Va | |'d |ty Pe'nOd adserver.testdomain.com
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification authority (CA):
CA Type 5 L H
Private Kay CA expiration Date: 12/13/2023 452:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
cn Name certificates it will issue,

ity
Certificate Database

Confirmation

Maore about Validity Period

< Previous || Next » | | Configure || Cancel
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9. # Certificate Database [H, #%EE, BT, MTEMRR:

CA Database

Credentials

Role Services

Setup Type

CA Type

Private Key
Cryptography
CA MName
Validity Pericd

Certificate Database

Confirmation

Specify the database locations

Certificate database location:
CAWindows\system32\Certlog

Certificate database log location:
CAWindows\system32\Certlog

More about CA Database

DESTINATION SERVER

adserver.testdomain.com

< Previous || Mext =

The following roles, role services, or features were configured:

~ Active Directory Certificate Services

DESTINATION SERVER

adserver.testdomain.com

Certification Authority 0 Configuration succeeded
More about CA Configuration
Certification Authority Web Enrollment 0 Configuration succeeded
More about Web Enroliment Configuration
< Previous | | Next > | Clpse | | Cancel
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10. 3508 http://localhost/certsrv HffR CA REKIN, WMNTFEPRRR:

a@| & hitp://localhost/certsrv/ P~ ” (& Microsoft Active Directory ... ‘ ‘ 1 ok Lt

Microsoft Active Directory Certificate Services -- testdomain-adserver-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate

View the status of a pending cerfificate request
Download a CA cerificate, certificate chain,or CRL

&% ADFS [ESS

HEREMEREEARITENNEEENAPHE T EIRUERNA . % ADFS B, FEUEMESIEE, AXPET IS HITEHRE.
1. ERRSHN, BF L, ERHNEOSLEIR, #IE IS S28”

- @:} | I'q BEM IEM #WEMW FEIH)
Active Directory BEIEFI
Active Directory B FEITHENL
Active Directory HFHSERE
Active Directory L #1ERE
ADFs B
ADSI §535=5
QRIS
Internet Information Services (II5)E1EEE
TSCSI 2ot
Microsoft Azure RS
ODBC #0=iF(32 i)
ODBC HiEiR(64 i)

2. IS EEEHR, PEHRBFFESR, NTEFRT:
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|Microsof't RSA SChannel Cryptographic Provider v
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@ httpy/flocalhost/certsrv/ P~ & || @ Microsoft Active Director... %

Microsoft Active Directory uf3M&5 -- testdomain-ADSERVER-CA

Wi

{EFRIEMIEALRA] Web U588, FEFHMFEFE REMEFREED. B ERES , FoL @il Web #HTBENAFBAMIMISS, S&8H+
IO B, FHRIBRERBINEREEITER 2235,

ARBETAGERIE R FEREBFANE(CANES. EBHE , SREBRHEFIE(CRL) , REEFER BEIRE.

A% Active Directory IEBRSHIFRISE , 1§207 Active Directory IFBERE.

R E—TS:
BEERINTBEEIMAE

@ httpy//localhost/certsrv/certrqus. 0 ~ & & Microsoft Active Director...

Microsoft Active Directory iFBiBSS -- testdomain-ADSERVER-CA

B —NiEs

RN
APES

s, e

@ httpy/flocalhosticertsrv/certrqad. O ~ & & Microsoft Active Director... *

testdomain-ADSERVER-CA

Microsy#t Active Directory IESES —

BIEHE
CA HUFRBIREIRRILARBHIPERZES. Pl F7RE —k&

BIEEFHEN CA 1B — MBS
| {58 base64 450 CMC ak PKCS #10 SZ{HZ3F —N

B

5. ARSI BERIERE, SRSIBRENEBXHNBSENZEHAZUTRAME, IEHEIRERE Web RS5:E, BEHRE. MTEFMRR:
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I CA\Users\Administrator\Desktop\certnew.cer

D EFRO:

Ite st.cert

ARSI ST (S):
[T A

8. £Mik > Default Web Site £, AigHE: HEPE, WTEFR:

@ » ADSERVER » F3f » Default Web Site »

MR MEV  EEH)

CEEIEY e Default Web Site =51

5 T
a qi ADSERVER (TESTDOMAINY
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B | mrad | emasR | vE |22 |

EEAFE(G):

82, Authenticated Users
ﬂDomain Admins (TESTDOMAIN\Domain Admins)
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["http://schemas.xmlsocap.org/ws/2005/05/identity/claimproperties/format
"] = "urn:ocasis:names:tc:SAML:2.0:nameid-format:persistent”);

© =M
EHEIERELE, TiXeIEE SSL/TLS Z2iBERT, B powershell MiTA XN EERIRSSEEMBR
32t=8:
Set-ltemProperty —Path 'HKLM:\SOFTWARE\Wow6432Node\Microsoft.NetFramework\v4.0.30319' -Name
'SchUseStrongCrypto' —~Value 1' -Type DWord
644N 28:

Set-ItemProperty —Path 'HKLM:\SOFTWARE\Microsoft.NetFramework\v4.0.30319' ~-Name 'SchUseStrongCrypto' -Value "' -
Type DWord

P SSO &

1. NESEEMMAN https://adserver.testdomain.com/adfs/ls/idpinitiatedsignon o
2. GAAPE. ZRER, URMER, NTEMR:

IRIFRE: BR=ItE (Ib5R) BRSEAR £8152 #3061



SE E%i:ﬁ_ﬁ BREE

-|a] x
YANLE

@ @ https://adserver.testdomain... O ~ @ X || O [FEZ adservertestdo... %

iexplore
IETEERES) adserver.testdomain.com.

ltesluseﬂ I

H [sesssssssses] I : v

##: TESTDOMAIN
[ oEssE

BN

© 2013 Microsoft

IRIRFRE: BiRAITE (165 BIRSEAS %153 #306%



O BAT PREE
KEYCLOAK FIF SSO &Rl ={EMiieE

R{FinR

Keycloak 2—/"FRHSHIHIEERRLE, CEERTRANAREFRSHSMHIGIE. BIMSERP, JUSNEARPERIEIHERESR (SSO) .
BM=ZFET SAML 2.0 (RLESHFCIES 2.0) HEXSSHIRE, SAML 2.0 2IFSSHIRIERME (Identity Provider, |dP) {ERIN—FFFRiRE,
ZALEZET SAML 2.0 BRESHAIRIES ADFS SEN=#HTERN, MMM Keycloak KFBmHER (2—8F ) BAEHSEEBASNER.

RMES R

EERERZSDEE (CAM) ER
1. BEITHRRESHIRITE IDP TR, TEMTFHERREN XML 3.

Test.com
ER gE HiE Email =& #£=  Tokens EFmTt ZefRR
* R test.com
ETER
HTML SR

Frontend URL

o M
User-Managed Access ES
IESREE QpeniD Endpoint Configuration
SAML 2.0 Identity Provider Metadata ]
FF || lE

2. EBM=ERES AP SSO AREER, i%&F SAML 1Y, LEfEMN Keycloak THRITTHIENEFREREF

IRIFRE: BR=IE (16F) BREEAR 55154 #3063


https://console.cloud.tencent.com/cam/idp/usersso

BREE

O BT

= &BAz mneEs

HITEE BFsso

@ SHREEs(P)EEES
B ZSET SAML2.0 8 SSO (Single sign On, SREER) |, B 1P SHRITFLS AP ERHESNBR=EE. BAESHESTERR 5S0 BRAT:
1. 58 SSO: U ALIEFE P FEERTES, TR TBR=Me 1P BNARRE, el S THETEES CAM SEESERE;
2 FBF S50: BR=ET 1dP fiER7 SAML Fi=5; OIDC SEBECUAFRSERE CAM BRANEXE, fURFRETE, @R CAM BRimaBhz.

SSO BFeE
® [ @)
Q sAML albc
hitps:/icloud tencent com/saml/SpMetadata xmi?tenantlD=100008596614 =il
keycloak xml =3 HE
A=A ® Q
icE Keycloak EFiHER

1. FMERR. BEA=ERES SAML RSSRERETESE URLEHZEIRIEEET, RETHEN XML X, SAMBRZTHN SAML BRSSRIEETEAIEYT
8, EFEZEPIRNI saml.

BEIER I 5]

BEPim D *

EPishhy sam -
=)=
SHiEts BEFRSAMLEES
AFES =

a1

2. REEFIRER, SEUTER:
&R ID #830: username,
BRWEEME URI: https://cloud.tencent.com/saml/sso.
1R URL: SR TAFE “IDP &ieh) SSO URLEM” &, EEURZTTIR url,
IDP%&i2H SSO URL &#:: tencentcloud,
S {ERAEIRSS POST 43%E URL: https://cloud.tencent.com/saml/sso.

IRIFRE: BR=IE (16F) BREEAR £5155 #3063



O BT

.Com/1000

ERE D
k=
b3
FE

AERE

BREE

BAGEIY

Include AuthnStatement
Include OneTimeUse Condition
F=2

GUREDIRECTEERIALIE

EREE

SAML Signature Key Name
WEeE

RS

FESARES
EHPOSTHIE

EESE

EHEHIDIT

1a/5amirsso

Https://cloud.tencent.com/10000899661

/saml/sso

SAVLE AR EFIRER Mappers {EFRI &E

nups:/cioud.tencent.com/

saml

=

sami/sso

RO,

RURL

ERWEEAURI

RURL

SESAMUMEBURL

IDPRIBAISSO URLETR

username

nupsc/cloud.tencentcomisamlisso

fauth/resimsite

samisciients/ient

IDPREZASSOREER

~ BRESAMLIG RELE

G FERRISP OSTHEURL.

neps:/cloud.encent comisamlissa

EERAFER
1. BIREBITZH Keycloak hEEIZEEBRSIRNAR

1% =2

Ut reelmsits

BREE

i BP5E

O mEEEESE

20190110 17:49.32

2024-04.28 105353

20240428 10:48:33

2024-04-28 10:15.05

B HEEE =58 (] ShAEL TRSESE e
Are s .

E K 100008556614

BE

SR » usersso FAR 100036750385

- [ usen A 100036750288

BaKs e 100036745608

IRIRERE: BR=ITE (1bF) BRSEAE

£5156 #3063



o2 - Liiv= R

SRR || s

Bt TEEE BF
use = =3
test =i =3
test user2 = =3
user3d user3 =8 i
) P

] ¢ R

ws

=3
iR, & g B Az = ECREY LRAASTHTEE, T/ HTal.

B

o<

£

b=

SR

EHeER S AdministratorAccess (D # L

P =M (BRBSURI0VEF)

BRaksS

WiEEH

. x
+ &
AR
1. 7£ Keycloak el EFintRE URL.
e s
’-,%—}:";"ﬁ
Q =

7
= =+ BB
2 ] il
= == BB
2 ] il
z [ 2w | BB
2 f ] il
z =5 | R
z CE
z @ =u | e
z s ST

2. HN Keycloak FAFRIAR &R,

IRIFRE: BR=IE (16F) BREEAR 58157 £306;


https://console.cloud.tencent.com/cam

O BHS

TEST.COM

Username or email

Password

o]

3. BIWERBNZ.

OBz meme

RO

o #Ems

N =

EESEEM

ERSESM () ZENAESE (2)

o
o

TRENSCHY

) SIBEE Windows ZESS
Y EHIEE MySQL REATT

Y RIBEIR Windows R
APl e

a
PR indoht doud tencentcom.

TESE > CEUSESE o

RS REEAE

TSTF6E COS RIBAM

—45 5 BAIATIE(S M Demo

SEAN

IRIRERE: BR=ITE (1bF) BRSEAE

ENES

RS EF S TS

100

BiEEECNRE

RIBSIRENZ

REF RSB

SDK

user@1001
10003 o

100003¢

BUHEESENESER?

* Kk *

BRER

TERE (T) £ty

Q.00 I

==8s > Lo o]

O3

| fezerTe

| uFmEnER s

BEE =EES EER

R >

EEEEEE

54 4

AESEREAT 154

8 6 ®

EHMEARES

FASBR  hitps Icloud tencent comogn/subAccount >

RS ©

BREE

55158 #3063



O BHE

XiAAR SSO ExRigE

IEEFRATE: 2024-12-1017:36:54

IRMEER

HEWSHBAP SSO B3, FUSEBAZERREHTERMERRTEZHTFRARER, ZEWSSHRAPF SSO, s CAM FHFREEEZAR
SSO ERiEHA

© #g:
FEEP SSO 5, SHaSSRBISFTEEYN, e CAMFRFRRsEHAR SSO BRizHE,

< EEFEHAN R EFRPER

FHFPFER

Q FTEHTFAFRES
ZEMESHSAF SS0, FIFECAMTRFREEET
FF sSO0 E3EHs

XHAP SSO EFigE

1. ERSEFHAEETHE
2. PEE{BIREME > FF SSO.
3. 7£ SSO BRIgEHE, HkHmE.

-
EF S50 @ B

SAML
ZEEsE @ =

4. XHFAP SSO &, WTEFT:

SSO H5hEE
=330 @ ()

5. BFRFEIR .

IRIRERE: BR=ITE (1bF) BRSEAE £5159 #3063


https://console.cloud.tencent.com/cam/idp/usersso

O BHE

At SSO
ABSSOofix

IEEFRATE: 2024-10-11 09:45:12

MREHEVHKEASHEECHKRSHER, ANFESEANNRRERABAZER, BIZZSSERSHRMEE (Identity Provider, |dP) IIEEMASIER
BB hRES—(AAMRNE CAM FHF. ERASHREE (IdP) , SULSEERARIMIAFSE, FLAmXLLIMERRFSHE TR EREN
BR=ER.

ERvEEXERABHHTERIGE, SMHREE (IdP) RETESHREIE, /NISHAFRBEIEMNSPRMTE (1IdP) SHIRIER, SERRBHTEBNEE
F. B EASHIRHEASRFEREHENZEZRNR, /MNISEBEFBERRNRRIREERETEFLE. ESMISBRRERBNZFIRNEAE, M
ABERNIIGINES, SUBeERIERENR (FIN= API 258 ) , SEHERRERIREEINEIHESHNE SN

MG R

MREHEVSKARCRYEHCHKRSHRRAF, FEXLAFFEHOBNZER, SUERBAZHEIER (CAM) WBHRHE (1dP ) Tk, TuBIEs
A=W PiXEAFEE CAM FRF. ERSHIRME (IdP) I8, SULIEEBR=IMERF, FHERASIREASMREE (IdP) #ITHEIMERAR
EEBNZANEER .

LREYFE

TRURSAEKS
EIEPTHFHEARSIERNEBAZWNS, BEERPRSEKEHDES (FIWz API 5 ) HERSHNRSIN.

RHUBSERESR (SSO)
TUEFESESHEIEFRNGST, BESHRUFMTINKSELRER (SS0)

BB BRIEEFRE
ESHRUERHERNE, tUEFEBRRATESEASNKSSMHEE, BEER,

IRIRERE: BR=ITE (1bF) BRSEAE 55160 #3063



O BHE

SAML & SSO #

IEEFRATE: 2024-10-10 17:30:52

BR=5EiH{TAS SSO /Y, B=IMRSBEME (SP) , MEVEENSHERREVRSMHIRME (I1dP) . BEMAE SSO, RIVAILIFERM IdP hER
RIER, TRHTEAZMEW AP ENAFREYS, tlIRTISERIEEN CAM ABERENR.

EXineg
YR TAE AR SEAE.
BEH&BEERE

HEERTRMAGSSOMEXEER, tIWRTAMIEEUTEEERIIBNA=, BFRENT:

1. ERREREIdPHERTENEEEARIFABTRS .

. |[dPER—SAMLIBRFREILE LSS o

. AESREEMEISSOMRSTE, HERSAMLIRLESSOMRSS o

. SSOMRSEASAMLIBARERZSTSIRSZSIERIGIHRZEFIE, HER— I TUERIERZSEIEERBNEFHSHURL.
. SSOMES3IEURLIREIAEES -

. AESREEMEZURL, MIEECAMABEREIBNREHNSE.

EIEFGEEAE

I RTESRSERRLEOENER, BEXRENT:

1. EREFEELW IdP RESERIEK.

2. |dP &p—4 SAML MRz, HPEEXFEFRAFR SAML BiE, FSILINMEERISRER .

3. EFARIBNZ= STS IRSSiRHAY APIAssumeRoleWithSAML, HEBLUTER: Bi=hSH1RHER PrincipalArn (EEHTERS ) . iREN
A8 RoleArn (A&iFiEiERS ) URKERI IdP B SAML BiSER.

4. STS IRS318K8E SAML BiSHREIIRR RS EIELER
5. ERERIGRZ2EIERMABNRS APl

EESRE

ATERUBAESE P ZENEREXR, BE#HTHEIN=E] SP 89 SAML E&EI IdP i SAML BB, REXKEA8EHTAB SSO,
1. ATEUBAZIIENW IdP BIEE, F2EEW IdP REZBINE. BESER, BER Z SAML SHiiHeE .

2. RWFEE CAM EHIGHERFLZERT SSO #9 CAM A6, FHEFHEXIR. ESER, FSRelE AemifhSmIRHE CAM B8,
3. ATEIENW |dP MEBRNZRIEE, FTEERI IdP hEEENZIAEIE SAML SP #Hi#T SAML HiSEIEHIEE .

ECERH

Azure Active Directory BB R =IER

o o~ WN

IRIRERE: BR=ITE (1bF) BRSEAE 55161 306


https://cloud.tencent.com/document/product/598/30290
https://cloud.tencent.com/document/product/598/19381
https://cloud.tencent.com/document/product/598/35713

O BHE

OIDC & SSO s

RIEEHATE: 2024-04-10 17:12:42

OIDC (OpenlD Connect) 237 OAuth 2.0&8 EEI—MAIENHY, Biflz CAM ZiFETF OIDC RSB SSO.

EXmS
= iR
OIDC (OpenlID Connect) 237 OAuth 2.0 Ehit EAI—MAIENY. OAuth 2
oIbe 1EIEMY, T OIDC 72 OAuth MY EHET—EEMBE, BT OAuth IZEEEREES,

EEATFEFIREBIITLIRAFNSH, MRiEE OIDC i APl (HTTP RESTful
sl ) REAFERER
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. ZEFIENSERSHEEDBEA S-S RERT RS SAML iS5,

. BiEPRAEARARBRIGHREEE, HUE—MEAXEESIMNEFSEER URL.

. BRZEER URL fEAEE@REEFiR.
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HISHIRHEE . SSFEM IdP SHELREIETR, ST,
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SAML 2.0 BEESHIIEHNSBIRIEREER T ZIF SAML 2.0 (ZLEFSHRHCIES 2.0) RENSRIREHERS . EeIREED, Bkl EeEARAPREET
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ZERIHEERERARY. FRESA HEHRERIERS,

EESGREABNE—SR

THIHREENZIKETTEIE XMLE: http://cloud.tencent.com/saml.xml, FEEWAAFHSHIREFEEMSZIBAZNERE, BEalEnsh
S HREETENZNEREXR . REZXXHNSNNATENSHIREHE, —LRUBHERM THEAZ URL BRI, LAY, SHRURISHEREHAREZ
X, B—EREEUERENZ URL & THiZXE, ARSEERRMIGHRE M, B2 IdP XELEREETR, HSRAATHE.
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Onelogin EREREN =g
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<samlp:Response>
<saml:Issuer>...</saml:Issuer>

<ds:Signature>

</ds:Signature>

<samlp:Status>

</samlp:Status>
<saml:Assertion>
<saml:Issuer>...</saml:Issuer>
<saml:Subject>
<saml :NameID> </saml:NameID>

<saml:SubjectConfirmation>

</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions>
<saml :AudienceRestriction>
<saml :Audience> </saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>

<saml:AuthnStatement>

</saml:AuthnStatement>
<saml:AttributeStatement>

<saml:Attribute Name="https://cloud.t ent .com/SAML/Attributes/RoleSessi

</saml:Attribute>

<saml:Attribute Name="https://cloud.te t.com/SAML/Attributes/Role">
</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>

</samlp:Response>

#£ SAML EiERY AttributeStatement st&EH, HRBELATERZZRE Attribute 7T3:
1. Name BH#{&EA https://cloud.tencent.com/SAML/Attributes/Role B Attribute 7T, ZTEAXE, TUES/ . HESH AttributeValue 7t&
BERRATSFIAFPRENAS, NENESIEHACRIASSNRMUEERASTIRAN, PEBEXES (,) BH.

© ik
MERSH, HEREHAERN, BEERELIIEMEAGHEHAPEE,
LATF2— Role Attribute 7c&361:

<Attribute Name="htt cloud.tencent.com/SAML/Attributes

<AttributeValue>qcs::cam: :uin/{AccountID}:roleName/{RoleNamel},gcs: :cam::uin/{AccountID}:saml—
provider/{ProviderNamel}</AttributeValue>

<AttributeValue>qcs::cam: :uin/{AccountID}:roleName/{RoleName2},qcs: :cam: :uin/{AccountID}:saml—
provider/{ProviderName?2}</AttributeValue>

</Attribute>

MRBE—BpiRME, BAMEHI—%, FEMAE ARN ZEFEHAENSS (;) BH.

<Attribute Name="httrg //cloud.tencent.com/SAML/Attributes/Role">
<AttributeValue>qgcs::cam::uin/{AccountID}:roleName/{RoleNamel};gcs::cam::uin/{AccountID}:roleName/{RoleNa
me2},qgcs::cam: :uin/{AccountID}:saml-provider/{ProviderName}</AttributeValue>

</Attribute>
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| £ Role iEEHH {AccountID}, {RoleName} , {ProviderName} $8IERASTNT:

O {AccountID} EiEREHEBNZEKF ID, WaiE KSER - E88 BE.
O {RoleName}EEEBAZHSHIZEMMUZNAEER (REEFNMAEEA= HSMREFENAS ) , ABSHIHE A6 - EHa &
&
O {ProviderName} Bi&/E{EISIN=CIZER SAML SMZEEER, TaiE SHiRdE - E5a 85,
2. Name EH#E% https://cloud.tencent.com/SAML/Attributes/RoleSessionName B Attribute 753, ZTERAREEREEE—1, ZFREBPE
EX, KEFRBE32DMFHF. LLT2— RoleSessionName Attribute 5T&ZR . iwFH, “userName” AEZEBHNEENER.

Attribute Name="https: cloud.tencent.com/SAML/Attributes/RoleS

AttributeValue>userName</AttributeValue

</Attribute>
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THE O samML 0IDC

THEE - EEH

4. HIEMANSHIRUBEXER, WATRE, BG5S, UBRSBIRHE.

& AP 8l
QU SHIRHATH LIETORIBNTR, AR QESAMLSHIRMT (CreateSAMLProvider) M.
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© i58A:
A ABBRMEAzure Active Directory 7fjl,
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o BEERuHEE O

A . samL @ olbc
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4. BET—H, HATEANSHRESEXESR, WALRE, BE5RM, EZSHRME,
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NS Azure AD EE
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N e
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‘Amazon Web Services (AWS) Google Cloud Platform Oracle SERNIFBIZFLUGELS Azure AD ((RIEAEEREINFER,
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| https://login.microsoftonline.com/

5. FERNE0NE SAML SHEHERAES, FMBEEEE ABRSHIEERE .. EAG -HSRRESIRAES.
EE Azure AD HI—EF
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ZEILES AL EIE Azure AD MBEFEMHMSZEIBAZMERE, #Z Azure AD MAEEFHBAZNEREXR.
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2. & “BF SAML BB E” RERMESIUTER, Ho&EHF. WTEMRT:

B SAML BEE X

El 27| & EEEE

FRIRFFEEER ID) * O
[B] Azure Active Directory FhiRIBREFANE— ID, UEETRE Azure Active Directory F8F HIBT SN R AT AME—E, 2l
FRR{SH5E IDP Z#EA SSO 9 SAML NGRATEAR,

EIME
| cloud.tencent.com wl \Z\ o [i]
AR
[ElE URL (BisEEERS URD* ©
[BEI5 URL E B EPINEISH TSRS, XFE SAML Bl = EHE RS (ACS) URL.
=3l iME
I https://cloud.tencent.com/login/saml \/l | \/‘ \Z\ © ]
FRINEE URL
E LRI SRS W S R s TR E
FRTEuS = FRIRFEF (3EF1D) EIS URL ( #i={#ERERS URL)
rhEY cloud.tencent.com https://cloud.tencent.com/login/saml
EpRis intl.cloud.tencent.com https://intl.cloud.tencent.com/login/saml

© ik
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esUIEE, H xxxx AFEEEELE, FEM urlencode,

3. # “SAML B—8R” HESRH, 2E ‘BUENRE" aLAn -, 17 “BFRREESR” RIERE. MTEMRR:

9 BENEE

& E
givenname user.givenname
surname user.surname
emailaddress user.mail
name user.userprincipalname
RoleSessionName "Azure"
Role "qestzcamzuin/ 122222000006 roleName/fter -t oo
sucam:uin/102 2222 TI2 I aisaml-provider/tos ottt
E—BFRET user.userprincipalname
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EcE Azure AD AR
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1. BEHEEMSHEE Azure Active Directory, BEHF > FEER.
2. BEA FR+HAP > WEAR, £ ‘AP TEEEHE. APY, 9xRTER, SELRERETHIETHKEIE,

© M
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B
CikiE 1 MR,
EHERE

6. TEEMSHNtZH, % Azure Active Directory>E N RIBER> GEIRNMNAER , HANBZFHTEEE.
7. PERE—ER, T “SAML B—%F" HERE, fHMd. NTEFRR:

e {&H Tencent Cloud B Test 2—&F

Test M BERE SRS N a7, HPMRERFINZ HFE, HREAEE=,
Test

8. & “Midp—8R" FE, HEURMAFPNBHESR.
9. M P2 RENAFE. BB, ERBA=ERNS.

IRIRERE: BR=ITE (1bF) BRSEAE 177 ££3061



O BHE

OnelLogin EREFRB =18/

IEEFATE: 2024-10-2217:15:21

IRMEER

Onelogin E—R=SMHESEMRAEIZHEE, JNETHSMMIRGE—REREURBAERENRATE . BNZIFET SAML 2.0 ( ZL2EFSR
iBS 2.0) MEXSBHIGE, SAML 2.0 2 Onelogin FiFSSHIRIERHEA (Identity Provider, |dP ) {ER—MFFHIRE,
{ERASMIRMURTISTMBES R SER (Federated Single Sign—-on, SSO) , SRS IHABHIRIINAPERENZSE N SSERBNES
APIEE, TAwALWRALAFHE—EREEIE— CAM FHF.

AHIEH OnelLogin BB REBN =B EIEE.

RESH
6l& OneLogin A RIFARER

© i
ZRILAER AL REBE OneLogin I RBER . NEESELBEEFERNNBER, BRIARE, #T fiE CAM,
AXHRBEFSTRIL “test” AT,

1. BRFHi5iE Onelogin ik, g Applications, #HARNAEER,
2. ERFAEER, BFH5LELHA ADD APP.
3. EERIEPEA “SAML” , & “Enter” , HEHERSIRHEE Pilot Catastrophe SAML(IdP )*. W FERR:

Find Applications

l Q samML

JIRA/Confluence (with Resolution SAML SingleSignOn) SAML2.0

- re:solution

A Pilot Catastrophe SAML (1dP) SAMLZ2.0
Q\ Cnelogin, Inc.

(— SAML 1.1 Test Connector (Advanced) SAaML1Y
"\ Onelogin, Inc.

4. 7 “Display Name” HMIARIFEE , HE@EH EfASave, BIRIEHNAIEFCIE, INTEMTR:

App Listing /
) cancel Save
Add Pilot Catastrophe SAML (IdP) -
| configuration Portal
Display Name
| test
Visible in portal

(@ Upload an icon with an aspect-ratio of 2.64:1 as (® Upload a square icon at least 512x512px as
either a transparent .PNG or SVG either a transparent PNG or SVG

icE CAM
©

ZRIIEE AL EEE Onelogin A2 BREEXREZHEEREE.
Kotk SAML SBRHEURABEIREA “test” .

IRIRERE: BR=ITE (1bF) BRSEAE £8178 #3063
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O BHS

1. #£ Onelogin MASER , EFESIENMAtest,
2. BaFA Ef More Actions, i#iZSAML Metadata, T& IDP ZEIESAY, MTFER®:

More Actions ~

Vendor Homepage

Reapply entitlement mappings

@® SAML Metadata

Delete

3. tliEESiN = CAM SHREBIURAS, HARFESR (ESHENEE . (ERe hEnRERIEAS.

iHE OnelLogin BmER

© w8

BREE

ISR LLEE AL RIS OneLogin MAEFEHMSRIBAZRER, #3ZOneLogin HAEFHBHZNEREXR.

1. #£ Onelogin NASER , PECEIER “test” M, MEEMMBRIER,
2. i%§% Configuration X%, MAIUTRZE, B Save, MNTFEFFR:

Applications /

Pilot Catastrophe SAML (1dP)

Info
Parameters
Rules

880
Access
Users

Privileges

Application details

SAML Consumer URL

https://cloud.tencent.com/login/saml

SAML Audience

https://cloud.tencent.com

SAML Recipient

https://cloud.tencent.com/login/saml

SAML Single Logout URL

ACS URL Validator

() Regular expression - Validates the ACS URL when initiated by an AuthnRequest

SR LRI RIS IS PR i i T B E

PR

PG

ElpRig

© e

SAML Consumer URL

https://cloud.tencent.com/login/sa
ml

https://intl.cloud.tencent.com/login
/saml

SAML Audience

https://cloud.tencent.com

https://intl.cloud.tencent.com/login
[saml

More Actions ~ “

SAML Recipient

https://cloud.tencent.com/login/sa
ml

https://intl.cloud.tencent.com/login
[saml

SAML Recipient ABEERIBIA=RE, MNEEESISEEMETE, afEMhttps://cloud.tencent.com/login/saml?s_url=xxxx f¢xX1gE, Heh
XXXX AEEIEEAIL, FE# urlencode,

3. B Parameters, g + , RN TRARESER.

Field name

Flags

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

https://cloud.tencent.com/
SAML/Attributes/Role

https://cloud.tencent.com/
SAML/Attributes/RoleSessi
onName

© we:

4. A L Save REERE.
ficE OnelLogin AR

Include in
SAML
assertion

Include in
SAML
assertion

Mac
ro

Mac
ro

1. ERFFE Onelogin Wi, BE Users, HARFEERE,
2. BEHEA LA New User, BHEEMREZAFR.

3. WA “Firstname” . “Lastname” .

Users /

z New User

| user Info

Active
First name *
test

Username

Company

© R

“Email” .

Last name *

BREE

gcs::cam::uin/{AccountID}:roleName/{RoleName1};qcs::cam::uin/{Ac
countID}:roleName/{RoleName2},qcs::cam::uin/{AccountID}:saml-
provider/{ProviderName}

Test

£ Role i@+ {AccountID}, {RoleName} , {ProviderName} 3 3IERITRE:

» {AccountID} ZigAEBHEBAZWF, ID, TaiE KSES - 258 BF.

» {RoleName} BiREEEN=CIZNABEMR, TaiE A6 - EHa &S,

» {ProviderName} SEEBN=EIZER SAML SHZHBEER, TridE SHIZHE - E5HE &&.

“Username” , BSave Useri#z. N FEFRR:

Cancel Save User

Email

Phone number Manager

Department

Choose a manager -

Title

WIkPZBIES Email, si&dE More Actions i%i% change password {E2%15

4. pEAPYRIER Applications, EZEAME + . MTEFR:

Users /

a test test

User Info
Roles

Authentication

| Applications

Activity

Default

IRIFRE: BR=ItE (It ) BRSEATF

Applications

More Actions =
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O BHE

5. FERHMAEEFEELEN SAML A “test” , BEContinue. MNTEFMR:

Assign new login to test test

This login will override any apps assigned via roles.

Select application

test -

Cancel Continue

6. 7 Edit test login for test test "M@, ¥ Save. MTEFFR:

Edit test login for test test

Show this app in Portal

SAML ID

Reset login { What's this? )

Cancel Delete

7. B £E3 UEAIIKFER Onelogin , iAiE LR SAML A “test” . BIAIMEEEASENE.

IRIFRE: BR=ItE (It ) BRSEATF 2181 #306%



O BHE

Okta BB REBN =S

IEEFRATE: 2025-06-18 11:44:32

IRMEER

Okta RSHRAISHIIEEMRARIRME . BRZZFET SAML 2.0 (RLHSIRCIES 2.0) HEKSSHIRE, SAML 2.0 RIFSSHIIERHE
(Identity Provider, IdP) {ERE—MFRITE. SRILIEZETF SAML 2.0 BEEBHIGIEE Okta SN =#HTER, MTEM Okta WREMMER (8—
BF) BA=EHAEERASNER, Fehtlsifahps— HRitlE— " CAM FHF,

BEPE
6Z Okta RIFHER

© iRHR:
EaILLBE AL EEIE Okta KAER, MEELBEEFEANNBARER, J2BAIRE, SEEME /1 Okta NEEFEE SAML .

1. BRHEN Okta Mifi, pEHEALAAREM > Your Org, MTEFTR:

les ~ - @

oo O,

o o | ]

oo =
Your Org Community

Y <

Support Training

>

Logout

2. £ Okta @], BFALAEER, HAEERRE.
3. EEERTM, &% Applications, #ANESIERNE. MNTEFR:

IRIRERE: BR=ITE (1bF) BRSEAE £5182 #3063
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https://cloud.tencent.com/document/product/598/37658#.E4.B8.BA-okta-.E5.BA.94.E7.94.A8.E7.A8.8B.E5.BA.8F.E9.85.8D.E7.BD.AE-saml

O BHE

okta

Dashboard v
Directory hd
Customizations v
Applications ~
Self Service
Security v
Workflow hd
Reports v
Settings v

4, ERFAEIERE, B3 Add Application, #ARINEBIFARHE.
5. TERINM AR, % Create APP Integration. I TFEIFf=:

Applications
Y | (]

6. fEigHRYBIER R FATERF/Create a New Application Integration &0, %% Platform & Sign on method, HH Sign on method &7 SAML
2.0, B Create, W1 TEFRR:

Create a new app integration

Sign-in method OIDC - OpenlD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

Learn More (3

O samL20
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Cancel Next

7. Ei@MAIRE/General Settings A, #3 App name. App logo (Hi&) . App visibility (7Ti% ) {58, 2& Next, LtRAREFEIUBAFHBAZHT
&, XM Okta KFBEHESR (B—EF ) BA=EHAEEBA=NER,

73 Okta RiZFFECE SAML

© 5A:
SR LAEIE AL RIS Okta NAEFEMEMSZIBA=INELE, B Okta MIBA=ZENEEXREZBEEE.

IRIRERE: BR=ITE (1bF) BRSEAE £5183 #3063



O BHS

| o WMIBREE i Okta NFEER SIERINMARER, AIERETRE 2123,

1. AifE MAEERE, PEEEIINAREFRSR.

2. fiBA/GENERAL &WHE, & SAML Settings #= T Edit, fEiAZE] App name. App logo (@i ) . App visibility (@i ) 58, 2 Next, i#
AEEE SAML/Configure SAML &H

3. 7£E2E SAML/Configure SAML RE$ GENERAL T Single sign on URL #1 Audience URL(SP Entity ID)##%AUTER, MMTFEFRR:

A SAML Settings

General

Single sign-on URL @

Audience URI (SP Entity ID) @

Default RelayState @

Name ID format @

Application username @

Update application username on

o Configure SAML

| https://cloud.tencent.com/login/saml

Use this for Recipient URL and Destination URL

cloud.tencent.com

If no value is set, a blank RelayState is sent

Unspecified v
Okta FBF%E v
Bl v

SR LMRIR SRS IS PR i T B E -

FREG=
LlEbi

Elprig

© iRAR:

Single sign on URL
https://cloud.tencent.com/login/saml

https://www.tencentcloud.com/login/saml

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this

form.

Audience URL(SP Entity ID)
cloud.tencent.com

www.tencentcloud.com

BREE

Single sign on URL AYEERIB =R, NEEEEEEMRME, al{#H nttps://cloud.tencent .com/login/saml?s_url=xxxx FSIiG
E, Hi xxxx AEESIEEMbIL, FEHY urlencode,

4. £ E SAML/Configure SAML &HE#% GENERAL T ATTRIBUTE STATEMENTS ##AUTES . I TEFRR:

Attribute Statements (optlonal)

Name

https://cloud.tencent
https://cloud.tencent

Add Another

Name format Value
(optional)

Unspecified v

Unspecified v okta

IRIFRE: BR=ItE (It ) BRSEATF

1]

T2

AUYOHILEU JTLLIYS

LEARN MORE

gcs::cam::uin/200019630736:roleNa v
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O BHE

Name Name Value
format

https://cloud.tencent.com/SAML/Attribute Unspecifi gcs::cam::uin/{AccountID}:roleName/{RoleName},qcs::cam::uin/{
s/Role ed AccountID}:saml-provider/{ProviderName}
https://cloud.tencent.com/SAML/Attribute Unspecifi

. okta
s/RoleSessionName ed
© i88:

#£ Value % {AccountID}, {RoleName}, {ProviderName} S3BIEHELATRZ:

» {AccountID} Bi&BEMEN=UWF ID, THIE WSER - =Hla BEE.

o {RoleName}BREEBAZ HBNIRHEAEZNABEN (REERNOEBNZ HahiRHEENAR ) , AESKaNE A6 - =5
& B5E, EERNESTHREZIERAM: qes::cam::uin/{AccountID}:roleName/{RoleName} , LA ; lF.

» {ProviderName} BREEET=CIEN SAML SR IRMEEMR, TaiE SHIRMHE - EHa &,

5. g Next, i#tARI%/Feedback TH, EFUATERSZEERE Finish, STHEE CAM B{E. MTEFFR:
= Create SAML Integration

e Feedback

3 Help Okta Support understand how you configured this application
Why are you asking me this?

Are you a customer or partner? I'm an Okta customer adding an internal app This form provides Okta Support with
° I'm a software vendor. I'd like to integrate my app with useful background information about
Okta your app. Thank you for your help—we

appreciate it.

Once you have a working SAML integration, submit it for Submit your app for review
Okta review to publish in the OIN.

7 Okta RIFIEEFFECE SAML Rk

© iAg:
FZALES AL ELRE Okta HIBAaZ BREEXREZHEEREE.

1. BREN EEZRFH, &F Applications, HANMASEERE.
2. ENFAEERE, SHEENNMEERS, #AMRBFER, $E Sign On. MTEMR:

Test

: View Logs Monitor Imports

n Once you have a working SAML integration, submit it for Okta review to publish in the OAN. Submit your app for review
General Import Assignments

IRIRERE: BR=ITE (1bF) BRSEAE 55185 #3063
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https://cloud.tencent.com/document/product/598/19381#.E9.80.9A.E8.BF.87.E6.8E.A7.E5.88.B6.E5.8F.B0.E5.88.9B.E5.BB.BA
https://console.cloud.tencent.com/cam/role
https://console.cloud.tencent.com/cam/role
https://console.cloud.tencent.com/cam/idp

O BHE

3. f£ Sign On T, BEHEHATA View SAML setup instructions EESHRERETEIE. MTERR:

SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an IdP.

[Z View SAML setup instructions

4. FRSBRUBTHIEZ FUEEEREARFRTFESR,.
5. EBN=EE SAML SHRRHERAS, FHERESSN QESMHIEHE

icE Okta AP

© iRAA:
BRI LAEE AT B S EAFIGEIR, [ Okta AP EERZ=A SSO i5iaiiR.

1. BR#EN SEEZRFE, BE Directory TiI People, H#ARAFEERE. N TFEFR:

Directory ~
Groups
Devices
Profile Editor
Directory Integrations

Profile Sources

2. TAFEERH, KIEEEFEAR.
3. BEAPEM, HANAPI¥ER, 2EE LA Assign Applications. dTTFEFR:

Applications Groups Profile Devices

Assigned Applications

Assign Applications Search...

Application Assignment & App Username

4. [EHHRRESOS, B Assign, i®2E User Name J5, B Save and Go Back > Done, =riEEE Okta FFIR(E. MNTFEFR:
Assign Applications X

Search...

°

5. BifE MAEERE , PHEENNBIEFSIR, BANBFER,
6. TERIFI¥IER, %% GENERAL, %) App Embed Link #T# EMBED LINK, BRBA=EHE.
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ADFS BEnEREBEN=igE

RIEEHATE: 2025-03-26 12:00:52

RMFiIER

Active Directory Federation Services (ADFS) 2 Microsoft's #Hi# Windows Server i&zIBREX &Mk (ADFS). ADFSE—HEESRATF—REiE
FEEPS M WebRABFIMERFRAR . BIZZIFETF SAML 2.0 (ZLHSEHFCIES 2.0) HEXSSHIE, SAML 2.0 SFSSHINERER (Identity
Provider, IdP) {ERK—HMFHITE. STUEIETF SAML 2.0 BXESHIGIEE ADFS SN ZHITER, MTEM ADFS IKRFEHES (2—5F) B
M=EHEEEBAZNER, AoAtWaARRhHE— RREEIE—1 CAM FHF,

BUIE

E—& Windows Server miRSEE . NEFEWERSES, SEE-WXiEmE .
EHANRSHEEE-(URIRTHE, RIBHRPHRNASHNINGERS ( 80 ZESHFEHE. ABRSHINEE ) .
RE— 1 ERHIRIANENEES . METEWEES, 520 EE-WEES,

RIESH
=3 AD 1EBRrSSH DNS BRSS
1. ENFIRSERE, RERMAGTEE, FISTENMER, —HRET—¥, #AFNASNNERSRE.
i ENESNNEaS - O x
PR srEss
;FFQDZEU 1721607
PRSIt SERENVE. FESREENG T EER IS E T ETN T
— Senhe, BRRSHE,
i BEE SRRERN
i BEeaE. SRBSIRE  ENFUTEE
BRST R B HRA A RS
EEETE BRI TES:
. EESHAEANSEEE

* B P iR R B RS
* B Windows EH=28F =285

MRFHEEE Ol EMIAEREN | FFAAS SR  ASERETES.
BE—EE,

[ FMER FEEEEHRAE)
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O BHS

BREE

2. EFINASHNEASTHE, FRERERMSR, —HERET—F, TARSHAHBERIZDiE Active Directory 1RSS5 . DNS [RS8, WTEMT:

REEEmE O
e L]
AD DS

DNS fR#5E8

B\

3 9 Y

= BAEHEERS - O
. ENEEHE
ﬂ?%ﬂﬁ%%%% é 17216 07

T FHEESSTINERES Hi— T EE A
et ‘e fEik
BRT5 3REE [] Active Directory Rights Management Services * EERF(DNS)IRESET TCP/IP

EIZMETREN. MRS Active
Directory SRS =EER—REEE
. ., DNS BEERESTER. I
i::::: g: ::z:z v ﬁf&;ﬁk BIEEZ Active Directory HEEE
v = &, (FAILISEELS DNS RES

DHCP BZE38 Hi =
NS fr e f’EGACtNB Directory EHEE—ET

Hyper-V

MultiPoint Services

Web BRESE(IS)

Windows Server Essentials {(£58
Windows Server EEFERE
Windows BREIRS

EERESE

IR RS

HEEERS

SEIE TR

[TE=es: cpnal e

FlsEERlRE

TEEEERE (1 EEE 7R 12 "

Active Directory BSSAEIERES
Active Directory EEIEZRE

3. RIENARAMER, —EREHT—F, RERR, CRRRERNRE, 2E6LA m o WITEFR:

fRSSeRETEes »

SGEIR

| HSEES |
P HERRSEEEE
iEsEas _“?2 16 0 7 58] Active Directory SRS FrEE
=3
PRz n BHESEE RS
AD DS —
s @ ve==
RS b SEEE. O 172.16.0.7 LR,
EAEEAITE
EEsEE EEEEEs
5 BtihESsmEERmRE
TSR0

IRIFRE: BR=ItE (It ) BRSEATF
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O BHE

4. BERBILIRSRRAIRIZHEE, HA\BSHRERH, HE5HS, AXPRHIH: example.com. MTFEFRR:

fE Active Directory HBSEERAS - | x
Spom o BirfRSEE
Ehe=] i =1 172,16 0.7
—

O igEEElEEE MR IEE D)

O fEErEEmnEAER(E)

® R

EEHEEIEEE

REE (R): )
T RS SREEE

5. BFT—¥, RRRER, BAED. RIERNERAMEE, —EB8FHT—¥. NTEMRR:

rhAz TS BitrbEEE
?ED—QZI:{EF*l_‘Lﬁ 17216 0 7
| @ FERESHEERAED. FRE TR Tass. EFEEEE X

AERE EEL RSN ET R EN 22 Active Directory BIRS

b Eeynn ] s et

EEiTREE TS
DINS IEIR

EfthiE TR ===

g i Windows Server 2016 EiEslfEHE R miFS Windows NT 4.0 ESRIINEEE"

EEIER EEEESETEAME. NEFERRENE  FeaErseBESRTEINER

=== INEEEEENNEEE.

FTREMHEE

EFHEENEREE | SSEAHIESE 942564 (httpy//go.microsoft.com/
fwlink/?Linkld=104751),

| B EE e MR AR EEE P Mlba EiEE P BiE. WEREH
=SSR EESA IPvd 7 IPv6 |, IADRE IPv4 30 IPvG 575 IP ik ERa s R RE
EECREN IPvd 7 IPvG B, NITIRRAHIEE RIS ST 2SS 1P MRk ED L Ll
ETENEE EH(DNS)EE.

| FoESIEE DNS RESENER | BRTEREEUEI A EEEEERET Windows
DNS BREEE. MBFESHE DN SEatistosa; | WEL Kb anaEn % DN
REEMNET . L= cvb.com USMITTEERERE. TN FESHiTHE

| NRFEE=E  FOTRE SRS SERRRESE.
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O BAT

6. BERE, RESHEERRSSE. WTEFR:

RIS EHIRRIER

IETSSEatT S, , Bh=Emiilii: 7 Active Directory RS,

BREE

7. SR AD 13RS5 . DNS IRBRE, HISRSHIRA IR,

&% Web BR58

1. 2E5%% AD RS DNS BRS3H £152, HARSHABRE, ERSHABRERETE Web IRS33E. INTERMT:

GEIERSSSEAE

FHEZE
g

BR5S 2RIRE

e

Web FRFERENS)
REERS

ik

THEESETATRES M — S e,
R

[] Active Directory Rights Management Services
[[] Active Directory RSB HEIIRS

[] Active Directory BRI E SRS

/| Active Directory RS (BE=%)

[] Active Directory IERRS

[] DHCP BRsSs8

/| DNS RESE (B8

[] Hyper-V

[l bdleiD s Car e -

[] Windows Server SE3FEE
[[] Windows BEiRE
[] =EBRsEs
(] FTEHMi RS
[ #EREES
[] S=EiTRiEeA
[ FEsRFhARES
[] FliEs=slg
(W] TEEERERE 2 e 212

-~

W

ENRES
172 16 0 7.cyb.com

&k

Web [BESR(ISEHASE.
B, Ty ES Web EEFESRE
fa.

[< =@ | [F—m -]

| =m0 || m

2. RISNERAMER, —EREHT—F > &iR, = Web RS#HRE.

ERfES

WEEHRE SSLIEH, RIER#HT 2% ADFS #f{F.

IRIFRE: BR=ItE (Ib5R) BRSEAR
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O BRE

1. BEATAWindowsHElF, EERIEBA “mmc” %<,

#HET - B EETS)

EZEHT, HAEHS1-EHSRTRRE. NTEFRR:

X
B SO  BEN BBV EEEEO) B®Ow) REH) -
e=|m = H
| ARt fre g b3
EEREIANE. 1| SRR -
BEERE »
2. EEPe-[ENARBRIRE, 2EXH > FIVMNREEEST, ERHNEORERES, PEFM > k. NTEFRR:
| |
Bk TR0 4 ARATLATE L B e & 10 ol Fl Y S TR AR e R R AT A =18
e i 2 G
&= == H — =
SRR
- HETED TREEE():
SRR L= BRI A TR P S TR T H:
At ENSTE Micresoft Cor... Opr—
= memimein Microsoft Cor... Ch
(E—:‘E%H&lﬁ%ﬁ Microsoft Cor.. O REAE)
Hlfx"ﬁ'gﬂiﬁ Microsoft Cor... O IS
oEnEEs Microsoft Coru.
1S ETERE Microsoft Cor...
pOk s Microsoft Cor.. A
-:éﬂ’rﬁ‘égé?m%% Microsoft Cor..
= 2 Microsoft Cor...
L[ (AME Starter GPO #R... Microsoft Cor..
IBEEE s rattr Microsoft Cor...
E ASEEETE Microsoft Coru.
= s TR eRERs Microsoft Cor...
B AMRE Microsoft Cor... *
ik

IEHSEATANRILEE 2. — MBS — & A

IRIRERE: BR=ITE (1bF) BRSEAE

BREE
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O BT R

3. BEHIEY, ARANERSD, GREEIA, BEMHES > BRIME > QRAENER. NTEFx:

MR BRfEA BB RSO B REEH
S| z@ A= BE

O EEERT S TR
b S T4 - 2ETAe
i EERETAEE.
= EREIEH(N...
g FrEEEK ¥ EEIEH(N)..
=l EE(V) y EERLHR)...
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@ EnsasEanEsS

ez JE=E
L IR I LU TSR BRI BN SR « BRI S S RS RS -
o ERNZE OB )
o BrEEARAN] AR M et vI
PR i EA:
T, SIOREINECE £ ORI S A0 FS EORANNES
EE E B AR
£ = B :
¢ NEH
f%a LDAF i T HAYPER
s
ik e
H- H
e ﬁgﬁﬂ
A=

1. EREMNRE, $FANER, RERE, WTEHRR:

REAN - Get AD Groups

=
FRBRHIMIEHR ()

IURETRDTLARRR S e mmes

< E—() BA

X

MMHELR: M B A= EREA
BE A ()

c:[Type ==
name", Issuer == "AD AUTHORITY"]

query = ";tokenGroups:{0}", param = c.Value);

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccount

=> add(store = "Active Directory”, types = ("http://temp/variable"™),

© ix8A:
FEHIBMINZFR: #7579 Get AD Groups.

BEXRN: #FUATFER:
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=> add(store = "Active Directory", oes "http://temp/variable"

param = c.Value);

12. TERNELEFBANEASRE, PEEFANAE > FHAEINEESE > T—%, MTEFMRR:

G EInssEERANES
EFEANER
e

@ IR

o GiEFERM|

HEEN LTI ROERARIMIA TR - HEHEHE <81 FEMAERA I FREE -
Fnﬂﬂiﬂm'l#ﬁi (c)
- |

AR MR AR
F%EEXQ%UE Q ﬁ@q%géﬂnﬂgﬁiﬁiﬁﬁﬂﬁmﬂm% BEXMNIE, &0 Fs FERANGES
E Bl
yesE
g%ﬁ LDAP $F1ETFIERTREEA
|7
i+ % AR
H
- EEW ﬁg%ﬁﬂ
A

< b5 K

13. FERIEMNRE, #FMUER, PERE, MTEFHRxR:
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REAN - Role ”:
DUEBEEX P fmas LRAEIE UL U SHIENERNAN . SREOE
FEHRM|EFR(C)

I'Ralel

HMAELR: {EREEXANEESE
BESAm (v):

=> issue(Iype =
Value = RegExReplace (c.Value,
$1l:roleName/%2,gecs::

c: [Iype == "http://temp/variable™, Value =~ " (?2i)~Tencenc-([\d]+)"]
"https://cloud. tencent.com/SAML/Attributes/Role”,
"Tencent—{ [\d]+)-(.+)", "

c8::cam: :uin/
:cam::uin/$1l:saml-provider/adfs™));

E A

© ikA:
o FEEBHINIETR: #3735 Roleo
o BREMHN: #FEUATER:

c:[Type == "http:
=> issue (Type = "ht
"Tencent—- ([\d]+

R ) g

Hep “SpRRUESTR BT BNstEShmiRMHE

14. TEHINEHEFERNESRE, LEEEANAE > EREEXNANAXESE > T—F, NTEFMRR:

IRIFRE: BR=ItE (It ) BRSEATF

SROBISHBIRMEZR.

1e = RegExReplace (c.Value,

:saml-pro

ider/SHpiRHES

BREE

£8212 $306m


https://cloud.tencent.com/document/product/598/42702#step6

O BHS

€ EnsasEanEsS
A M E R
E-

@ IRz

o BRI

BERE MU TIROEEATFREHANAHELR « HBEHA XS FEINAERETFEES -
mﬂﬂﬁﬂ.mlﬁliﬁ ()

T 7]
R MR A
BEXAMNET, aIklsl MFEREGERRTN - BEXMANILL A0 F5 FERANES
%%ﬁ%mi B - B R

it

\%

E LDAP $HETFIERIREA

%EH

‘Igbﬂl
kﬁ%ﬁ’”’

FTLI=2T B
e
%H‘PHH

B

< F—4 () BH

15. FEREMVRE, *FTMUER, PERE. NTEFMRR:

© ia:

KSER

o EEAMNEZIR: RoleSessionName,
o HEMAN: #FUTER

c: [Type == "http://temp/variable", Value =~ " (?1i)"Tencent- ([\d]+)"]

=> issue (Type = "https://cloud.tencent.com/SAML/Attributes/RoleSessionName", Value

RegExReplace (c.Value, "Tencent-([\d]+)-(.+)", "test"));

TEERIRRSS RN PN LT, HiaERENS.

https://BEEBDIEIEIRSZESEFR/adfs/1s/idpinitiatedSignOn.htm
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© #g:

WEHETE ADFS IRSBZIMINRRERSRENE, JUESSRSHREFES (BNKESSHIERSHESR) , AEBHTHIER.
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RMFiInR

Keycloak 2—/FRHISHIHAEERALE, CETERTRANAREFMRSHSMHIGE. BIMSERP, TUSHEAPERIEIRERESR (SSO) .

BM=XFET SAML 2.0 (RLESIFCIES 2.0) HEXSSHIRE, SAML 2.0 2IFSSHIRIERME (Identity Provider, |dP) {ERI—FFFRRE,
ZEILLEEET SAML 2.0 XESHIIES P SEBN=HTER, MM Keycloak IkFBZIER (2—85 ) BIEHAEEEA=NER, FoAt
WERAAPRIE— R ELIE— " CAM FHF.

RMES R
ERERZHEEE (CAM) ER
1. SESTFRRESHAIRHE IDP IR, AISHITFNSEESREA XML XX

Test.com
BR BFE WS Email EE  #EF  Tokens Fimtit Z=2iEE
* &R test.com
SETER

HTML ER&EH

Frontend URL
o M
User-Managed Access =
BEssEaE QpeniD Endpoint Configuration
SAML 2.0 Identity Provider Metadata ]
FiF | GE

2. AR HIAEEEEE > AESSO MESMIRME, EESMHIRMHMEEE) SAML H LESHIRHETRIE, ET—F, FAEEERERT.
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A
3. 7 IHNEEENE > A6 RE, PEREA8, BEASHIHBBIENE.

EEABHE

Bil=r-miEs
<

& BRz=IRF

F SRt
EUBAESEAFSS (IoLVAFER) ERENEER

PEEHIRBEELIREREHAGHUE, EREAGRIRIITTRIERLE, o EIRBEMSECIEEENERE B#TXK,

IRIRERE: BR=ITE (1bF) BRSEAE
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4. BPRHREEE SAML, SIECLIZNSBIRHEE, HATXAGHINETE . KEAGRIENTRIEFERIEREXKM NINRAIKRE, TEHMERTRET—
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O BT

= & B mese

SR ¢ FEEEXAe

O s neanse > > >

O samL oIDC
keycloak v

FEEASERE e

inEEH

9
1§
it
i)

I
T

(N s

& keycloak
AREE
keycloak
qcscam:uin/ 10000895 roleName/kaycloak
4611686018439320753
=
AR v
e sFLEABHTDEHS
hitps fichoud tencent.comit 10008996614 &roleMame=keycloak If

ifelEE

2024-04-25 205454

| qcs:-cam::uin/ 1000088 saml-providerkeycloak

EHE Keycloak ERIHER
1. RINERE, EEEFHCE saml,
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O BT

EFEID* keycloak
EFmEE
ERiRHRYL sam
==l
ERESAMLES

2. FRINTERTIESEFIRER.
2.1 HESHSEERR
2.2 B ID #83X: transient.

2.3 BYWEEME URL: https://cloud.tencent.com/login/saml,
2.4 R URL: %%iE5S IDP %it2h9 SSO URL Bk, MRTPEHIE URL.

2.5 IDP %it2hY SSO URL&E#R: tencentcloud,

2.6 MSERERSS POST 48%E URL: https://cloud.tencent.com/login/saml.

SFE > keycolex

Keycolak

& ID

&

i

kil

FEEE

BFEE

EEIY

Include AuthnStatement
Include OneTimeUse Condition
=

HRHREDIRECTEEEHRE

B

BE savusE  mE SSEER Mappers

EEH%

BEHE

EESE

SAML Signature Key Name
WESE

MG

FEESARES
EHPOSTHE

B

ERIERIDIET

EEDHE

RURL

EREEEAURI

HRURL

ESAMLEHBURL

IDPEHEAISS URLEH

IDPAERESSORERE

v ERESAMURREE

B EABEESSPOSTHEURL

EHE Keycloak faafER

1. 7 Keycloak BEIZHERHHRRNAE, ABSREREN=HEIEN HE RoleArn IABHE, BAEMESHEHR.
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il Keycloak ERini= Rt
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tsami-provider/keycloak

ges:cam:uin/1000089¢ croleName/keycloakrole.gcszcam:zuin/ 1000089

T

1. # Keycloak FIAESIZIZ Fin#TeIZHSEME . BiSEMEEHE RoleSessionName #1 Role,

@AKEYCLC

=R

keycolak

Test.com
Keycolak
FRR RE  SAMUE @ BFRER
B
Q
Shasat BIR Category
s Role Role Mapper

Sl RoleSessionName
FFES

KAE

1.1 8J# RoleSessionName ¥iEgEH, 2ELUTHS:
#&#R: RoleSessionName,
BL59E828EY: User Property.
Bt&: username,

Friendly Name: RoleSessionName,

AttributeStatement Mapper

A Admin

Mappers VEFRIE E5rs BEaAE ES

B/ fiile3
B8 filc3

Type Priority Order
Role list 0

User Property 0

SAML Attribute Name: https://cloud.tencent.com/SAML/Attributes/RoleSessionName,

SAML Attribute NameFormat: Basic.
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O BT

TS

EFiw
EFwiER
e
Bipiaets
FAFBS

KHIE

ZF¥ > keycolak > Mappers > RoleSessionName

RoleSessionName

e
1D 5160e431-5e29-45b1-8bfa-8
iR RoleSessionName
PR ERATY User Propert
Et username
Friendly Name RoleSessionName
SAML Attribute Name https://cloud tencent.com/SAML/Attributes/RoleSessionName

SAML Attribute NameFormat

triF | HUE

1.2 8I& Role iSEM, SELUTHS:

Z#R: Role,

BRETEESEEY: Role list,

Role attribute name: https://cloud.tencent.com/SAML/Attributes/Role,

Friendly Name: Role,

SAML Attribute NameFormat: Basic.

SRR E
EFR
EFRER
1=

Spintts
)

Lian3

2. XA EEIRE .

EFiR > keycolak > Mappers > Role
Role

Y

ID 4, 4-2 4827
&R Role
BREIEREEY Role list
Role attribute name https://cloud tencent.com/SAML/Attributes/Role
Friendly Name Role

SAML Attribute NameFormat

Single Role Attribute E

Rz | WA
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JHRE
EFim
EFwIER
e

BipiRitE
AFBRE

EF® > keycolak

Keycolak
wE SAMLE B

keycolak SEEIRRET

EFUHER Mappers EFRtE, oF

FeiTHISEE ES
Realmfat THfEG HEMRE
offline_access
uma_authorization
RNMEERE HHES:FRZEDR
BEFGAS

3. MiF& Assigned Default Client Scopes i role_list,

EFi%
EF iR
=18

BipiRets
FBFEE
KAIE

icE Keycloak AFER
1. i®MFAR user,

EFiw > keycolak

Keycolak
BE  sAMUE &

Setup Evaluate

Default Client Scopes

IRIRERE: BR=ITE (1bF) BRSEAE

EP Rt Mappers eI

Available Client Scopes

role_list

ERIMEERE

=iE

ok v

BEAIR ECS

Assigned Default Client Scopes

Ecd
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IR
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S ElEF
ErEIR g veer
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TRt
&5 user
s user
BrEER E3
T %
BB

User
SaE HE OB SE mess 4 BAE 28
S
A Realmffs RAE RENBE Rt
B e acce -
n
1)
ERafat x

L= AERNBE BUAe

4 G >

3. {RIBFAP user WZEBER.
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O BT R

B jser
User
P Etx R EaET A F= =iF
Manage Credentials
Position Type User Label Data e
Set Password
B | e ®
T | e @
wo N
Set Password
it SSO ERAMWR=
1. BEEFIRIR url,
MIKEYCLO A [ron <
N
Test.com =g
Q el
EFE D HRE  RURL BHE
2 https In wmE O BdH B
s 2 https n wmE S4H B
= ®E SH 0 B2
SiHiRttE
= RE | S feR
PR san = ealms/: wmE @ SH B
BF = /auth/realms/ saml/clients/tencentcloud l RS il ez
2 WmE @ SH 0 B2
e 2 http wmE  S4H BER
= RE S4H 0 BER

2. H Keycloak FeIZRI AR ZRINESE .
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TEST.COM

Username or email

3. BRI,

Keycloak

B ~EEE
10013¢ >

Keycloak

keycloak

100008680 &
10000¢ >

ssLEs = e meom P PE—
HRAEFS CON icrE= wEnmEsE
SNEREHERRESAE? Kk A Kk K K
AR
ZEES
o uEms 14 ] oms B mszm 14
EPRE (7T)
N Es *AER 0% 0.00 =
#85 ©
BEROR zess »  eamessa o TnEe sems O
ERSBEM (& SEUARSE (& mEETeH oo
0 0 100 =
AR 2055 S6095 B2 %041
= *aR —
00 0 0
iHEEE E
RN THEL A= me
RIERE Windows ZRSH RETHREREESNE R X EREE 124 4x 544
ZHIRE MySQL BRIEAN] R COS RBAD RESEREA
HRIZEIR Windows 36 —53 2 RiBEDESB{N IM Demo RTINS R EHmBAARES FRASWR  hitps /icloud tencent comflogin/sub#
sk e o

a ) © HEA] ©
G console cloud tencentcom.
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O BHE

Google Workspace B EREN=IER

IEEFRATE: 2024-08-07 10:09:41

IRMEER

Google Workspace (& G Suite ) 2 Google IZtI—EDAMETR, EEEHEVIINTATSRHITAEIME. BAZZSFET SAML 2.0 (%2
ISHRCIES 2.0) XA BHISE, SAML 2.0 2FSSHIIERMA (Identity Provider, IdP) {ERI—FFFiRE. ETLEZETF SAML 2.0 BEE5
1BIGIEE PSS Z=IEITER, MM Google Workspace IRFEzIER (H2—&F ) BA=EHASEBAZNER, FYAEVHKADPHE—IHE
#elE—1 CAM FHRF,

RESH
f£ Google Workspace HtilE@ SAML App

1. £ Google Workspace B Apps > Web and mobile apps &, 8J# custom SAML App.

= © Admin Q_ Search for users, groups or settings A 8 ® e
Apps > Web and mobit apps
Q Home
» & Directory
Apps (1 Addapp ¥ Settings ¥
» L0 Devices ops (1) I " I o
|- 5 aoes | & ddatn Searchiorapps
Overvew
SR e
» Google Workspace

[m] test Wb SAML ONfor everyone  Certifcate expires on 16 May 2029

Additional Google services

* Marketplace apps

» B siling

2. 7£ App details T3, HiE App BfRo

X Add custom SAML app

Q wrieas @ . © seniceprovic o

ur custom SAML app. This information is shared with app users. Leam more

CANCEL CONTINUE

3. T IdP TR metadata 3i4.
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O BAT

X Add custom SAML app

@ #op devails

@ Google identity Provider detail

4. EEEACS URLHIEnNtity IDIER.
FRTEUES

LalE=bi

ElpRih

© servee o

rdetls — @) Asbute mapping

To configure Single Sign-0n (SSO) for SAML apps, follow your service provider's instructions Lear more

Option 1: Download IdP metadata

DOWNLOAD METADATA

oR
Option 2: Copy the SSO URL, entity ID and certificate
S50 URL
hitps://accounts.google.com/o/sami2/idpidpid=COTlxkorx [&]
Entity ID
e )
Certficate
Google_2029-5-15-225651_SAML2_0 [l 2
Expires 16 May 2029
BEGIN CERTIFICATE-
)
SHA-256 fingerprint
F.78:4: DB.COCDIC7:BS CABE 60:54:27:84:64 D:96.C2B1ESFICOEFCSIFAL 1O

BACK CANCEL CONTINUE

ACS URL (Hi=fERERS URL)

https://cloud.tencent.com/login/saml

https://www.tencentcloud.com/login/s

aml

Entity ID (3£ ID)

cloud.tencent.com

www.tencentcloud.com

X  Add custom SAML app

@ #p details

@ Gcoogle identity Provider detail:

5. EEMSIXR.

© service provider details

© Hbute mapping

Service provider details

To configure Single Sign-On, add service provider details such as ACS URL and entity ID. Learn more

https:/intl.cloud.tencent.com/login/saml

Entity 1D

intl.cloud.tencent.com

Start URL (optional)

[m]

Name ID

Defines the naming format supported by the identity provider. Learn more

Name 1D format

UNSPECIFIED

Name 10

Basic Information > Primary email

BACK CANCEL

CONTINUE

O ¥8 Primary email E2& "https://cloud.tencent.com/SAML/Attributes/RoleSessionName",
O ¥% Department E&JH "https://cloud.tencent.com/SAML/Attributes/Role" .
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@ Ao details @ Google Identity Provider detail: - () Service provider details () Attribute mapping

Attributes
elds in the Google Directory, then map them  provider atiributes. Attributes marked with * are mandatory. Lear more
Google directory attributes App attributes
Basic Information
Primary email —  httpsy/cloud.tencent.com/SAML,
rployee Detais >
Department = httpsi/cloud tencent com/SAML/Attributes/Role
ADD MAPPING

Group membership (optional)

Group membership information can be sent in the SAML response if the user belongs to any of the groups that you add here,

Google Groups. App attribute

BACK CANCEL FINISH

6. SAML App BliEsEE,

= @O Admin Q_ search for users, groups or settings a g 0
Apps > Web and mobile apps > Tencent Cloud INTL
@ Home
o
» & Directory =
AL User access v
» L0 Devices To make the managed app available to selected users, choose a group o organisational unit. Learn more

(¢ Tencent Cloud

Apps View details

OFF for everyone

Overview
[ TEST SAMLLOGIN
» Google Workspace
I ) & DOWNLOAD METADATA Service provider details M
itional Google services ACS URL Entity ID

Certificat

Web and mobile apps 7 EDITDETALLS
, Google Workspace 8 vaETEARP

Marketplace apps
» B siling SAML attribute mapping v

@ Map Google directory user profile fields to SAML service provider attributes.
, ccount

hitps:// m/SAML/ http: com/SAML/
Employee Details > Department Basic Information > Primary email
Show more

EER=heE SSO B5R
1. EWHAEE > A& SSO WA, PEMBRME.

fAEsso

Q) StERME 0P EREE
EFRZTISET SAML2.0 &) 880 (Single sign On, BSER) | B IdP SHERTLINFEFTEEAIEHBRATEE. BRTE4T=TH 550 25
1. f 550: RUFILIESE P SRR TES, EETEACNEL 0P ANEFES, CURTHEHEEN CAM SRERENS:
2. [P s80: EEAZET IdP flEH SAVL §F=8{ 0IDC SIERErUAASERT CAM BFTIRE, tUBEFESE. SEix cAM BAsEERE.

-l

SHntRE

L SAML

SAML

2. i&E SAML 2B, IEERMEERHLIEM Google Workspace T##) IdP 5T#iiE metadata 315,
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@ rEzemer >

. © samL 0IDC

- FfESs0
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BalkS

HEH

3. BET—, THAHEMRE, WAMESEERE, BERK.

S B M=

TR ER « RS {niRin

@ r=nemee > @ sanss
Ji:lal

SAML

GoogleWorkspaces

GooglelDPMetadata. xmi

BalsS

W

ERR=FURAS
1. EHAEE > BE NE, phfEes.
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s
L @ AHARMEALRTHRE?
EERSTREEA (CERAEREERE, TRESHE SRR RES CHSHENE, SONEREAEFARERERE,
o HF, MRCERIRE TS NEEERRES, BIEGSATEEE, NeSIE e E,

CLB_QCSRole " RS - clb

TKE_QCSRole U eengll FRRIRE - ces

I
TKE_QCSLinkedRolelnEKSLog 5 orm (R HERAE)

110
WinEiA
TEM_QCSLinkedRolelnAccessCluster * RO S0 2 50T FeERARSE - accesscluster tem (FESEXEE)
TCSS_QCSRole sviumosiae FRRARE - tess
TSE_QCSRole ¢ —— B FREEE -tse
DLC_QCSLinkedRoleInCheckDLCResourc .. ] F=RRESS - checkdicresource dic (RSIERE®)
ES_QCSLinkedRolelnVpcOperate : T FRRIBEE - vpcoperate es (BEESEEE)

2. FEERGRATE, EESHIRNE,
R X

@ ER=~RRS

& ER=mF

Et'l Sinizites

3. LIRS HIRMEEE SAML, |dP EEMIZNEHEEAER, IEfiFNmAahHIENg, T2,
@ B m Fsils

SR ¢ EBAENAe

s
© #rsemmes p p
s
© samL oibc
Googleworkspaces v

AFSmARnREsE

HiEH
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= OHAc Aews

hiIETE < MREEXAHS

S
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AF
il
R GH11405) B
£
= As

SR

QeloudAAFullAccess

5. REABIFE, BHT—%.

© iRBA:
EXTEER, THEERET—$.

&S BRs  msss

hIER « HEAENAE
@ wrnessze > @ mmsess > @) mmeems O

FEERR R AT IR FERRED, E—NEE (Key-Value) .
SALlaTRAFEERRSENRE, MG 2. SRS, ERREArETIEER.

LED () SERSEE

EE 2

HinEEE
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& HERENRE
Q wrmemnsm > @ reEsesm > @ umsesz > @) wn

OperationsEngineer

FF L]

HalsS GeogleWorkspaces

wiREH w5, EREEsSEE
ELEE
ReadOnlyAccess PR AT B RS SERA AU E R S AR R e TR AT,

7. RRAGAERS, UEHOEE > £6 THE, EEAEH RoleArn MIFFER, ISELATF Google Workspaces MMHIAFREES .

= S BEHs  msus

ihREE e

@ FLENEALRTIAS?

= % - gos .cam.uin saml-

OperationsEngineer 4611686018440051675 s
provider/GoogleWorkspaces

HI0EA

7.1 BERBEN, IEEABKERE.

IRIRERE: BR=ITE (1bF) BRSEAE

EEERETEASTEME ISNeRBS AN, EE i TR, WSS, SaNMRESAERAREES.
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BEEs

OperationsEngineer
qcs;cam;-uin/d 4:roleName/OperationsEngineer
4611686013440051675

1=

SBRYE v
i SHEREaEss
htips:/iclout neer Ify

Baks 2024-06-27 17:25:35

e D 2laEis
EERE £

R AEHEE (1) {EgkeE B
=
qcs..cam::uin/1 4:saml-provider/GoogleWorkspaces
5 GoogleWorkspace FIFXBfataER
1. £ Google Workspace B9 Directory > Users TH, iEEZFERINAE SSO WIARF,
= oAdmm Q_  Search for users, groups or settings
Users
@ Home
Ll All organisations < Users | Showing users from all organisational units  Addnewuser  Bulkupdate users  Download users  More options

@ users from il organisational units + Addafiter

Groups
© Users from selcted organisationalunits

Organisational units Name Email status

Directory settings I

Orectory sync sETA
» [0 Devices
H Ao
» B Biling
» @ Account

Show more

BREE

2. BERAPEMR, 1 Users details Tim, EERFHI User information {58, 1§ Deparment EEEAEBA=PFEIZENAE RoleArn FIRBHMAER, i#

BEELXHOEN AEER.
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O BAT

= @O Admin

@ Home

~ & Directory
Users
Groups
Organisationalunits I
Directory settings
Directory sync. BETA

» [0 Devices

Apps

» B siling

» @ Account

Show more

[ send feedback

©2024 Google Inc.
Terms of service - Blling terms.
Privacy Policy

2.1 wIEER.

= © Admin

@ Home
- 2 brectory
users
Groups
Organisational units
Directorysetings
Directorysyne sETA

» [0 Devices

Apps
» B siling
» @ Account

Show more

[ Sendfeedback

©2024 Goagle Inc.
Terms of serice - Biling terms
Privacy Policy

Q search for users, groups or settings

Users > KUAN YANG

Active
Last ignin: 2 days age
Created: 14 May 202

Organisational urit

-

RESET PASSWORD.
UPDATE USER

UPLOAD PROFILE PHOTO
ADD ALTERNATIVE EMAILS
ADDTO GROUPS

EMALL

SUSPEND USER

RESTORE DATA

DELETE USER

CHANGE ORGANISATIONAL UNIT

Q Search for users, groups or settings

Users > KUAN YANG > User information

Actve
Last signin: 2 days ago
Created: 14 May 2024

organisatonal nit
-

RESET PASSWORD

UPDATE USER

UPLOAD PROFILE PHOTO

ADD ALTERNATIVE EMAILS

ADDTO GROUPS

EMAIL

SUSPEND USER

RESTORE DATA

DELETE USER

CHANGE ORGANISATIONAL UNIT

Userdetails  Security  Groups  Investigate
£ Alerts in the last seven days for KUAN YANG. View alerts

Storage use and settings for KUAN YANG

0 bytes o sesuses

® GoageDrive ® GooglePhatos @ Gmal
Storage limit Storage limit or user
Inherited from kyang.c ON (15 68)
User information v
Secondary email | Work: Phone number | Work
5
Admin roles and privileges v
KUAN doesn't have any admin roles or pivileges.
ASSIGN ROLES
Apps v
Google apps. Other cloud apps Volume purchase programme (VPP) apps.
59 0f 62 available Google services are on for KUAN. Turn 1 other cloud appis on for KUAN. Turn apps onor off 0 available Volume Purchase Program (VPP) apps are
apps on or off consumed by KUAN.

Managed devices

a g8 0

User information “
User details
Contact information Email (Work)

Phone (Work)

Acdress (Home)

Add adhess
@ e 4dd altemative email

Employee 10

Jobiite

Addajobtite

Type of employee
Add a type of employee

Manager's email
Add a manager email

Department
Add a department

Cost centre
Add a cost centre
Building ID

Add building 1D
Floor name

Add floor name

Floor section
Add floor section

2.2 FINEBSNZPEZIAE RoleArn (ERHHFMER.
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© Admin Q_ search for users, groups or settings a8 @
Users » KUAN YANG > User information
@ Home =
- & Diectory i Phone (Work)
Users K
Address (Home)
Groups Acte Add address
Last signin: 2 days ago
Organisational units Crowid: 14 oy 2024
Directory setings rganistionsunt .
et o Aerative email addresses (email alias)  Alterative email
Orectorysyne EEER = @ velp Add altemative emil
» [T Devices RESET PASSWORD
> Apps UPDATE USER Employee information . .
» B siling
UPLOAD PROFILE PHOTO
» @ Account !
ADD ALTERNATIVE EMAILS
Show more
ADDTO GROUPS e
EMAIL
SUSPEND USER . !
RESTORE DATA - 5
Touin/Z 5:saml-provider/GoogleWorkspaceq
DELETE USER
CHANGE ORGANISATIONAL UNIT eheene
Building ID

[3 send feedback

©2024 GoogleIne.

Temeof el s canceL  [_SAvE

2.3 MARERHREER, WTEMRT:

= © Admin Q search for users, groups or settings a8 0@
Users > KUANYANG > Userformtion
@ rome
~ & Directory Phone (Work)
e -
Users ,
Adress (ome)
Groups. botve Add address
Organisational units. e
1y seting: Organisational Alternative email addresses (emall alias)  A'ternative email
Directory sync. BETA @ Help Add altemative email
» G veves RESET PASSHORD
Aops Employee nformatin P—
UPDATE USER Addanemplgee 0
» B Biling
UPLOAD PROFILE PHOTO Job title
L @ ecoum Addaob e
ADD ALTERNATIVE EMALS I
Show more 4t 3 type of emplyee
40070 GROUPS:
Managers i
ewaL Adda manageremai
Terermen
suspenD user
ronder/Googeviorkapaces
RESTORE DATA
R st acostcenre
uiding 0
CHANGE ORGANISATIONAL UNIT ddboting o
Floor name
st oorname
Foorsecon
Add oo secion
[ send feedback Directory sharing On | Directory sharing is disabled for your organisation. Learn more.
KUANS contact nf s not shared withusers i yang.c

© 2024 Google Inc.
Terms of service - Billing terms
rivacy Policy

FiE SAML App SEREBR=

1. #£ Google Workspace B Apps > Web and mobile apps &HE, &&FFEIZHI SAML App.
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O BAT

Q_  search for users, groups or settings

= @O Admin

(8 Home

» & Directory

Apps > Web and mobile apps

BREE

Apps (2) Addapp ¥ Settings ¥
» [O Devices
e Apps =+ Add afilter
Overview
] Name o Platform Authentication User access Details
» Google Workspace
I O @ Tencent Cloud Web SAML OFF for everyone  Certificate expires on 16 May 2029 I
Additional Google services =
test Web SAML ON for everyone Certificate expires on 16 May 2029
Web and mobile apps D s P v
Google Workspace
Marketplace apps
» B Billing
» @ Account
Show more
PN S aY Fl
2. ¥ SAML App KERBERFR.
= © Admin Q search for users, groups or settings a8 ®
Apps > Web end mobile apps > Tencent Cloud INTL
@ Home
» & Director
i AL User access v
» [0 Devices To he group Learn more
(> Tencent Cloud
- E Apps View details
v OFF for everyone.
[ TESTSAML LOGIN
» Google Workspace
R + oWNLORD METADATA Service provider details .
tonal Google servioes Certficate ACSURL Entity D
Web and mobile apps # EDITDETALS Google 202015225551 5AML2.0 ttps:/intl.cloud tencent.co "
 Google Workspace W DELETE APP
Marketplace apps
N SAML attribute mapping v
Ly @ Account
Employee Details > Department Basic Information > Primary email
Show more
a8
21 AFRREHFEF.
= © Admin Q_ search for users, groups or settings. a g
Apps > Web and mobie apps > Tencent Cloud INTL > Servie status
@ Home
» & Directory
Showing settings for users in all organisational units
o & Tencent coud
Aope Service status ~
Allusers n this account
Overview
Service satus:
» Google Workspace Groups v
O OFF for everyone
Addiional Google services Organisatonslunite ~
Mt changes take ffect ithn  few miute,Lesm more
Web and mobile apps °
Search for organisational units
, Google Workspace
Marketpiace apps. e ° Tunsaved change  CANCEL
» B silin
5 s W
» @ Account -
Show more secuty
7 = S BilzEEa
3. [EAXETAEB SSO ERNIKSERIBN=EFE.
= QO Admin Q_ Search for users, groups or settings a2 8 0O
Apps > Web and mobile apps > Tencent Cloud INTL
@ Home
» & Director
. L User access v
Devices Tomake 2 unit Lear more
(¢ Tencent Cloud
+ Apps View details
v ON for everyone
» Google Workspace
tons ot & DOWNLOAD METADATA Service provider details v
tional Google services. corticate iy
——— /' EDITDETAILS Coogle 202051525051 5AML2.0 itps:/int. cloud tencent comlogin/sami int.cloud tencent com
 Google Workspace ¥ DELETEAPP
Marketplace apps
» B siling SAML attribute mapping v
) @ sesomt atributes.
Employee Details > Department Basic Information > Primary emal
Show more
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O WifiE

SRR
HEES A

RIEEHAE: 2025-06-09 17:53:42

MG R

SFRFRPIAPER, BASSEHTUR, FEIKSHSBRORIERN, F SRR ARG RS ARORER.
BURSRRE

1R

IREERER LR M T ARSI TR LR PR DRLEER.
BIABRT, EWSERFNAEE, HEESTREERIHINE; FRSREEAERGIENE; BREEFEMBEMUZEZRIGEENR, FTEZR
HEEHTREN.

RIEEATENMER—RHSEURIIEENTE,

BN =AIRRE RIS BTN RSB E XK. IHIIEE CAM ( Cloud Access Management) NFARIGETIAN, HERETSHAERIBMERRE. &
BEER CAM AFEERMBIR, BULIBEXBINSRE, SeliZRERERIEEENERXEE CAM BF%E. B RBAFSESMUR, RIHETL
1SS RIEMIINEI—1 CAM FIFsk4.

SRIREE Es ERE= {SEFRPR

QR FEHE
WREE  MAE  SOEENELE, MEEEES. SESESIRES. FAFFIsa TR, 78el

B
=3V g A - = &z =3 =0
BEMR R #séEbe’JEEEEEO fugn, ARBIEEEERRER—FRE, EEENEERRIRELS, MERE AR EEEEE
& ERRSSEREH.
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O BHE

HAXENX
REES R
REESIRELR

RIEEHAE: 2024-12-1017:36:54

EEILATE CAM HRilid S SRR FISHLREXE] CAM 515 (AR . AFEAZAS ) RSN ZREREEHIIUR . ERIRSSHOREFEXEK, RIEEX SN
fRo AEAZE (MAFHAS ) REERE, BRZGTEXLER. REPIOSIRRERAIFERIEEER . KSHERIEN JSON HUFHEEER .
BN ESF =M RIRRER . ETSOMRE . BT ERKE. MiniaEssiE (ACL).

CAM ZREEEUFERISUR, TiCBERMFITENITIRME. BN, MR—1RIERIF GetUser #(E, WEBIZRIERIAFAILIM CAM EREEFISF CAM API
REAPER . FEIE CAM PR, ErILIEEAIHERIGHRELE. MRAIFEFSER, W CAM BFRALMERARSMEBRERIEHE . MRAITRE
iBiE, NAPTELLEE HIEZERRER AP,

SRR

CAM =5 ATRIESEE, AXESHMER, BSATEAXSHRIEERNENS .

© 8:
BTSRRI - 1SS RISFI S E RIEHIINE CAM &% (AR, ARPEZAS) . ETFSHINEEESHETR.
BT RRRRE - SR RRENEER., ETERIVRENEERRIR SR T RRNRBOEREPEENZEAZFEF IR, FRATUS
TBRUTFE—MRPR, Bl FEBIKF,
iGiEiEFIFIR (ACL) - £/ ACL RizHEMEWKS . FWSHAPARFHURFEERNE. SR, ACL EUFETFERNKE, (EEIE2E—F
{#F JSON SREESALLEMIRIRIEER . ACL 2BWFIBIRSREE, MIBEKRSIEFIUR,

ETFSHARISRRE

ETSpHREETMINZISE (AR, BREXAE) i JSON RIRREESE . XLRIBZHIE (AFRHAS ) IEFAFMNSRG T ML ERRITHILE
1. ETBHBRBIUE—EHE:

© #g:
TR - TR RIEHEBN=CENSE, 2EAPSMERN—LEIPIRES, NEELIESHIRS . IRMENSEEIT, RMEREHE. TR AR
HIR, FURARRE.
BE N RS - HAPSIZEIRE, AIFMMARERNDIRRIS . fitn, AESIEESERXBKE—RRE, FHENEERZHIEESXS, MANEERRSS
5,
ETRINOEEE RIS RERIEZEERE, B2t E RS NERRE,

BT HiRRIRRE

EFEFAVRERZMINZIEIRAT JSON RS . LRI FIEENZRANZZRNITISEREIR, FHEXEAUREMLRETER.
EEREWFIEE, SULUSENKFEEMWKFTR CAM SSMEENETHERIRIEPHERA . BERKFRERARNEIETERIREARELEEXRTE
H—FmME. SERANZRUTRINENZWF PR, EURERETRHENRBEFHTRNZRAZELENIR. B2, MREFEROREER—KF
PRREARFIHTNR, WARZMIMNIETBBRIRRE

CAM RSBXZIS—MERNETERIVER (RUABEEIRE) , XMEIMMNE CAM A8, CAM ABHEES, NEFETERIRIRNNER. Eit,
B PUSEERIEIET SBRIEIRREIMME CAM B8, FERREXNPLEEAZLE (WP, BF. AB8HERESHHAF) JLMEEZAS,

Bz ERSHBETEKELEERRENANNNTIKS . BWSHERATER, TEKS A QIZLISHZKS B MHEEFHABRIAIKS B,

iRz (ACL)

ipiaiEFIFIZE (ACL) 2—MIRSHRES, AIFEEHS—MEFPRBLZRIEARTLISIREER. T4EER ACL EHR—KPHRHZEARBIEIR, ACL ELFE
FERAIRE, EEIRE—F6ER JSON REEIEIRIRIEEE . BRINKEHEXE ACL MRS 6. ETHEEX ACL NESER, 2R ACL AR
EHISERE o

JSON SRR

ASHRMEBNZPFE JSON Xt ETFRARREINATRENRERIRIEZEMMZIAFXAE8H JSON REEXE . BETHRIREEMINEER
B9 JSON EREEXH. ACL theIMimEIER, BL4RERFRNEE.
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O BHS

BREE

BEFTHE JSON iBi%. ErlMERBNZEREHSPITRRIERCIZENRIEEENER, MARER JSON. 7, NMREAFEAPERREKRERER

BOZRRE, XY REREFHISE JSON RIEETHBMRMIEXLERE . BXEATRARESRNESER, FEN B REEMRCIZEEENER .

JSON SREEXCIEESE
HEEDPESUTNATTE:

© iRAA:

ETETRREMESRIORETE, 2L 1555,

o MR Effect (i) : RIBIBICER, EIF "RIF". WEE "1BL", FAFHATFEEREUEN
o BRSS Service (i) : EIEBERMIFMR.
o 1B{F Action (i) : EIREEIIARIE.
o ¥iE Resource (i) : EANBESENERNERARN . $FEESR FREAGR o
o £{% Condition (i&iH) : REFKS LIRSRMERR M. #BEESR £8FEF.

Blan: £ HiaSEEEE , FEEENRE > KRIEEMSECIE, HEEERRE.

o IJYMLERRRAERLES:

< PERIREREIRENE

© sunm >

DT 4k A 4 AR JSON
v =REE (1 MRF)
WE (Effect) -
B%E (Service) -

B{E (Action) -

Ei¥ (Resource)

£+ (Condition)

+ EhotlR

T FHEE: 27 (B5614

o JSON i&i%:

Q aiF a
Z=IRSF 88 (cvm)
S w8

ApplySnapshot

ER=RERE

ges cvm::uin/100030

=HEP @
RN e

volume/volumeld
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https://cloud.tencent.com/document/product/598/37739
https://console.cloud.tencent.com/cam/policy/createV3
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/73088

@ HE\_L:HE BREE

S FEIHS RS

MRTHZF (AP, B8 ) EXSMUR, SEUES RENERSMED. SHATLMMS /)R MRESIERMETPEXSMUR, MERETEE
RBRTIREGENIR . (FOTHRERE, BRERRE SRR

BT ERRIANEIR, TRERENESRIBIRERAS R, ERMIEFITEREPAEIIRIRES AR MFES, fl, J3 CAM AFSELE—MR
B, HERSEUZE—RE, HANKEREHEREENES—ER. TeSNETNSNRBUNETAS, BRSHLUERGNITEE0RE.

fugn, UTFREBEE=TED, EPRSMEIERNKFPEY —HRMAISIR, XEEQEXLATRR:

o F—MEDILEAMINRIENAFAE AP| RXHSIESIR,

o ENEDILEBMINEIRNAFRAE RS (CVM) HRIESHRR,.
o E=MEDILEAMINERIARYRTE IP 73 1.1.1.1 BHAERZNE (CLB) HLIESHIR,

"version": "

"statement":

JSON SRREHEZTH

ZHEGERS: RIFRTEKRS ID 1238423 THIFIKS ID 3232523 LARA ID 18825, IfibmitiEiY cos Fi&HE bucketA FIr-ithi®ad cos =it
bucketB THIMR object2, #Eifid IP 79 10.121.2.* MERRY, HHEFAE cos iE API FIIRIRLAR SRR, RAILARIEHZATIRIRER .
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O BHE

Z RN RER

IEEFRATE: 2024-12-1017:36:54

EEREKK: AdministratorAccess

FEHEA . IZREAFEEIEWFRFFEBFRENR. USEXNER. RSE.
RECEH: BINS4HPTIERILER ., EXLEBNERHRICR, BE CAM EfE hEEER, AREE St E5EHH%.
REGIEE:

2RRiEKKE: ReadOnlyAccess

SRESHAR  ZREEARVFHE RITARMF AFRE HEO RSN B RRENRREZ E~,
SRESERT: BEMTEEIFTIERLIRES . BAXIRIBRIENHLICR, BE CAM =55 hEERE, RAEEE FikiRE E5EHHE.
REGEE:

© iAg:
{448 qes:read_only_action:1 (EOBMENHS “E” , TEGEHLA:
"Check","List","Describe","Search","Get","BatchGet","Query","BatchQuery","Download","Export","View","Inquiry","Inquire","Co
mpare","Verify","Validate"t9#£0 )
SHHEEM: numeric_equal (EXHEESET)

LREEREEERE: QCloudResourceFullAccess

RESHIR : ZRBATFEERWFPRMERRSER (MTMSHEAEMRR) , MKk CAM MBS ED, FINSEFHAFER. FRPEH. APESSHERN
PR IZREZEF2021-07-29FHKHKMEARA, 2021-07-29 00:00:00FIKEFIN TS, (BIZEE “DRA1" HIREGEE, EHIHDEE (cam) FIMS
(finance) R, HEIZEIHY “WRA2” BERIR, WRMBHRIEE, EFXBEN.

SRESERT: BEMTHFTIERLIRES . BAXIRIBRENHLICR, 57E CAM Z55 PEERE, RABER FikihE E5EHHE.

REIEE:
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https://console.cloud.tencent.com/cam/policy
https://console.cloud.tencent.com/cam/policy/detail/400411&ReadOnlyAccess&2&All
https://console.cloud.tencent.com/cam/policy
https://console.cloud.tencent.com/cam/policy/detail/2&QCloudResourceFullAccess&2&All

© a:
F4#E: qcs:except_cam_finance:1 (F8EHUSIRFIERS CAMIZEOSUR )
FHHEEM: numeric_equal (AXAHEST)

ZERERSLIFRY CAM O :

AP| &R
AddSubAccount
AddUserToGroup
CreateCollApiKey
CreateGroup
CreateProjectKey
CreateRole
CreateRoleByConsole
CreateSAMLProvider
CreateSubUserlnviteQRCode
DeleteCollApiKey
DeleteGroup
DeleteProjectKey
DeleteSAMLProvider
DeleteSubAccount
DescribeMFADeviceColl
DescribeSafeAuthFlagColl
DisableCollApiKey
DisableProjectKey
EnableCollApiKey
EnableProjectKey
GetGroup

GetSAMLProvider

IRIFRE: BR=ItE (It ) BRSEATF

API ik

HINFRR
BFMAZIBEFRE
FHFEEER
tIZRFa
ellfE 30 Skeat]

&0 (CreateRole ) AFEIZAE,
A3£0 ( CreateRoleByConsole ) BFiEHIatIBAE,
BIESAMLSHEHTS
BIEFIKSEIE 4T
FRFHERZA

R FE
HIER IR Z4R

HEE SAML S{p1R4HrE
MR F IS

#if) MFA g%
BIRLIRE
FHPZERZEH
HEMmEEZE
FRFERZEHA
EREREZH
EiAFAI¥E

REVFE SSO SHBRHE
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O BAT

BREE

ListGroups BigAPAEIF
ListGroupsForConsole BHaEEARAY IR
ListGroupsForUser S AP XA A
ListldentityProvider BiaSH1RHrTIR
ListMaskedSubAccounts RERFUSTIR(BRHEEITE)
ListReceiver IREVHRIRIIATIR
ListSAMLProviders Eif) SAML S{niiitrsiF
ListSubAccounts RIENFIR S5
ListUsersForGroup BESRAPEXBENARIE
ModifyMessageReceiver ERGHEEIRA
QueryCollApiKey FHREEA

QueryKeyBySecretid
RemoveUserFromGroup
SetSafeAuthFlag

SetSafeAuthFlagintl

1R4E Secretld Zig A API 8
MABPERERER
RERAPNERFPNSEIRMERIES R

RERAFERRIFERIRERIE S = (EIFRLE)

UnbindStoken fE4BER Token
UnbindSubAccountStoken fiZ48 SToken &
UnbindSubAccountToken %48 Token &
UnbindToken 48 Token &
UpdateGroup EfAFA
UpdateSAMLProvider E#f SAML Sp1RIHEER
UpdateSubAccount ERFKS
UpdateSubAccountAttr EfTFRSEL

LEMSEEER: QCloudFinanceFullAccess

REHEA  IZREAFEEERPAMSHEENRE, fi: 4%, 7S,
RECEH: BNS4HPTIERILER . EXLERNERARICR, BE CAM EfE hEEEN, AE%IE St E5EHHE.
REGIEE:

© i%e8:
cooperator:MANAGE_FINANCE: Eifl=USEXENES3M.
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O BHE

RiEr
181 SRl 4 Pk =R B B E MR R

IEEFRATE: 2024-10-1115:10:51

R{FinR

RXEMBINMTEIRIEEMREEEN R, NRBASTIEERS . #F. EXER, BNERREEE, JURIETHEERUIRSETRR, REHEERE
M. FREEAMBAXEN, BB BEXlE.

RMES R

1. FESIDERERIAR Kk RE, PEEZLANRERENERR.
2. SRR NEOD, PERERERBRE, HARERERHE.

3. 7 “EIMLREREMER” PIERRSHRE, #RUTES, FE—EIER, (EHBRLERE JSON, ERRIGELSINRER, BIGNER LR
BEERER" )
BR (i) @ EFARTIIES . MNFLEIFELE, NAFHAFAFLERIUEN
IRSS (i) @ EFBEIN~Mm.
BME (i) @ EREEEINERE,
HE (i) | EELPERNEERSEER.
ERE IR . RSB RAZSESEAERARR, SFSIBER.
BN EATRENETR, TERSERR, BREABNESIA 2 CAM pssEO - Pm=mEY [EO5ER | X1, ZFmSiSHRE
BB 32iF CAM BLSSHEO-HEE Bhad [ IR | o
Fi (&E) @ REERMSIRRERSEMG . FARTSR S85E T

© ¥

EEZIFSANRSAEN, ARE ISR , SETRMSMANER, SRS E TRIRISEE .
— SRR LARINS RAR

4. ERRIBENERRER, _E ‘T2 , #SAEXMSENXBEAFR/AFPA/ABRE.
5. EXBRF/APA/ABRE, *TRESMITERER, RINXEKAF/APA/ASRERIR.

© e
RIESTREREFISBER, BiAA "policygen” , EERMFIRIZECHZEMER BAHTEEN
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6. PE5ERE, STRUIRSRERE Al EE O B E SORERHIIRIE

©

> @) xmmEPmEPAsE

policygen-20221227154847

XERBFP/RPARe

U PRIER G R P pizEdic)

FUAPRRAE R E EEFEAPA

BIRENGHAE HIERE
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O BHE

BRI IR B E MRS

IEEFRATE: 2024-10-1115:10:51

IRMEER

RUEMBINMTEI N CNREE SRR, REENRZRIEEET—ERERERRIONIR. RBIEXEXY, BEESREXHTS

RMES R

1. FELIDEREHIAN Kk RE, PEELANREEENERR.

2. FERHAEIFCIRA NEOD, PHERIESEEIN, #NRIFERINRTE,.

3. 7 “EIMLRERERMER" PIRIRSSIRIEE, HRUTER, RE—ENER.
BRSS (@il ) @ EFEEINE=Rmo
BME (i) @ EIFEEEINERE,

© M
BREPESZRSAEED, ZFED “‘BESHFRFERN REEERORSIHRITEREN.

B HRIRSEREN, BEaXBYRIREERINRERIR .

B FEIFRITERURD, SESMEEREIERR.
HESSVRSHIEN, AREELA HRIN7 , SERINSMENER, WHEIMIRSHTIIEIREE .
—SREIEP R LARINS 50

4. EEFFER, EREFEENNGERER, ARMNSMRE, 2ET—%, #AXBAF/BPHE/BERHE.

(1 I

B EERE AR JSON

HIIRSSBE =

v EIEERE
E2% (Senvice) - EEERE
HE{E (Action) =
wEiEinE (resource_tag) @
- v x
+ &=
MAEFEAFSENER, SaErsEsFERE 2

5. XERAF/AFPA/ABRERRESTNEAESR, TRXKEKAF/AFE/ABREREN.

© e
RERSIREEHIERIER, BAKB "policygen” , EERHFIRIECIZORIER . ERIHITEEN
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o H—PREAFSMEN, ERESHRHFNEBSHITERR. Hl:
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<version_block> = "versio

policy = {
<version_block>
<principal_block?>,

<statement_block>

<version_block> =
<statement_block> = : [ <statement>, <statement>,

<statement> = {
<effect_block>,
<action_block>,
<resource_block>,

<condition_block?>

<effect_block> =

<principal_block> = : ("*" | <principal_map>)

<principal_map> = { <principal_map_entry>, <principal_map_entry>,

<principal_map_entry> =

[<principal_id_string>, <principal_id_string>,

<action_block> =

("*" | [<action_string>, <action_string>, ...])

<resource_block> =

("*" | [<resource_string>, <resource_string>, ...])

<condition_block> = : { <condition_map> }
<condition_map> {
<condition_type_string> : { <condition_key_string> : <condition_value_list> },
<condition_type_string> : { <condition_key_string> : <condition_value_list> },
}
<condition_value_list> = [<condition_value>, <condition_value>,

<condition_value> = ("string" | "number")
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}
{
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}
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"action":"account:BindToken",
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"condition":{"string_equal":{"mfa":"0"}}

}
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"principa
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"action":"account:UnbindToken",
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"condition":{"string_equal":{"mfa":"0"}}

}
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° o =PRSS instancelins—1
e resource_type/${resourceid}: o SHIERE MySQL:
O resource_type ARIEFREIZR, HRKFIFERE, FMATEEF i CAM gyl instanceld/cdb—1
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RS | RETETULATE SEARDL IRE—R.
FRHTTRUE : RIETETLURAERHED.
KTEIEFRT VPC tI@EIREIHIERIR.

© w:
o TEBSFSN TESEMA,
o WEIFE COS BEHFARERXA qes::cos:$region:uid/Sappid: Sbucketname-S$appid/$ResourcesPath , HH $ResourcesPath AE
FRIEIRERTE, B $ResourcesPath RFEEER LIARIEES, SBEY COS 75t Bucket BIBIREARIMNT:
gcs::cos:ap-guangzhou:uid/1250000000:examplebucket-1250000000/path_1/path_2/pic.jpeg o

IRIFRE: BR=ItE (It ) BRSEATF 55268 #3063
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O BHE

REERIIR

EEEZ IS eSS
TEE FEAN
${uin} LEHAHNFHE uin . WFATERERSHOWR, SHEKS uin —H,
${qcs:user} LEHAEN TSRS o

${owner_uin} HEPhDEFRERNEWS uin .

${app_id} HanipiE &R EWRSH APPID .

IRIRERE: BR=ITE (1bF) BRSEAE 55269 #3063



O BHE

FEBFH
SR
RIEEHASE: 2024-10-1115:36:48

FEREIHNSEERIE, SULUSERBERIRM (Condition) . EXRHEREN, RERE, SAFPABAZRHIERE, RASERIER L TFXHRIFGE
MFMHESBERBPEENERFHIORERMSMGERTEER, JEFRMTEKL, MRTIRRETSER.

SRR

ERFHE—N ISP REFOEM . — P REFOEFMGR . EEENRGEAR, — P FHEILMEE— RSN F4HE.

"condition" : { "{condition-operator}" : { "{condition-key}" : "{condition-value}" }}
T

BKIPA 192.168.1.1 , BiERkE#NF2022-05-3100:00:00, Condition #0TF:

"condition": {

"ip_equal":

": "192.168.1.1"

"date_less_than": {

"gcs:current_time": "2022-05-31 00:00:00"

S T

SRR ESIENT
PHEIZIE B8
P — I EERAMEE— T HSANFME, ERHEER, MRFFENESEEETNE—MER, BEHE
FHHER ey
7J=¢lﬁEo
FHFIRE FE—RHRERENRUTIT, EESIFHE, WAERGELARNFERE, TRHEZRGFIRE.
FHREE FHRTHMERGFIRMBRENERT, FRAEZFHRERE

e
REHEAE (null_equal RIM IER o | o e o BB A R BRI

& if_exist

for_all_value [REDEREMHEETER, FRLETXEEPRERNSNSMHESHEERIZ £,
for_any_value [REDEREMEETER, RRLTXEEPRGENEIE— NS EFREEREHTAER .
© %M

RIS for_any_value, RIFEENEESE ETIHREEEREZR,

&R B

BERPNEHERRGRETR, ERTEFA ges:ip. B LT RESEISEANAENERTILER, fli 192.168.1.1 . EFTHLLRERMEMHEEHFIEE
(Y ip_equal) o

IRIFRE: BR=ItE (It ) BRSEATF 88270 #3063
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O BHE

ERUERT, EENESHIFNEREBELFER, XIHERIIUERE Condition B, SES/MEMERICE, FIE0: APYRE 10.217.182.3/24 HH
111.21.33.72/24 MEBZEEEENIR (cos:PutObject) , HIRFHEASTUMT:

IRIFRE: BR=ItE (It ) BRSEATF 582714306



O BAT

FHRMFMHEETT

RIEEHAYE: 2024-07-24 16:49:51

fEEd CAM $ZHIERY SRERERECIZERE i, BULMRERERERBERRM.

BREE

BZERARMHEGSEIER: qos:<condition-key> , HEIRSIFAMEMRE, FEBIIASRIERNT:

B ESicl
. Date and
qgcs:current_time .
time
qcs:ip IP address
qcs:resource_ta String

9

qcs:request_tag String

A FEE:

- .

A

Web Server $ZI8EIiERAYETE, KA ISO8601 tRifEERz, HEEMERM UTC AtiE.

EHEiERRY IP i, EfFS CIDR #E,

EF &R LTS L FRAAIT . A REEEIRER/EY S HEERIR LAE/EXHTILE,

XS PLEERI A BEB DR o

ERAESRMEEILATE . SR PIEENTER/ENSERPIEEIE/MEXHTICE, (R2ICERT

7 RESBE SRR PITES o

o HAIRHRARLANATEBIRS, BERATFISERS .

o FERERIKINS,

BN

TEER S (Condition) PERSHEE ARG RIE PR HENRHESIER L FXREEHT TR

RIRRRNERMEEHFT DT ZHHELER (String) « HFEE (Number) . HEZER (Date and time ) . %/REEE (Boolean ) #1 IP k28 (IP
address) . ZiH$ISMHEES (Binary) « SEEEEES (Null) .

FEEFER

FHRFHEEN

HFFRHEHT

BEIRHHEE

FHEEH

string_equal
string_not_equal
string_equal_ignore_case
string_not_equal_ignore_case
numeric_equal
numeric_not_equal
numeric_less_than
numeric_less_than_equal
numeric_greater_than
numeric_greater_than_equal
date_equal

date_not_equal
date_less_than
date_less_than_equal
date_greater_than

date_greater_than_equal

IRIFRE: BR=ItE (It ) BRSEATF

ik

FHESFT (ERKRNIE)
FHETET (RFKINE)
FHESET (FEDKRIE)
FHBEFET (FROANME)
HEST

HEFEFT

HEMTF

HENTET

HEXT

HEXTET

BHAREETF
BHARARET
BHARtiE T
BHAREINFET
BHARiEIAF

BHREXFET

58272 306
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O BHE

HREREIZER bool_equal 7/RIEMTE
THHISEER binary_equal HEETF
ip_equal IP ittt &EF
IP it SHEE T
ip_not_equal IP It ARETF
EEHEIEEAT null_equal FFEATIE

BREFRR

EEREH R, TLUERIRM (Condition ) BURTFEFMIRME, RHRSIZHANMEXRENT:

© iRAA:
IBEAF string_like #0 string_not_like MEMEHERSE XOBEZRE . 8=ZF . - . _ , FZFFIREEO. JIRBMEOTIES =5 CAM 19
WO Hif.

L EEE

string_equal
string_not_equal
string_equal_ignore_case
gcs:resource_tag/qcs:request_tag
string_not_equal_ignore_case
string_like
string_not_like
date_equal
date_not_equal
date_less_than
qcs:current_time
date_less_than_equal
date_greater_than
date_greater_than_equal
ip_equal

qcs:ip
ip_not_equal

IRIFRE: BR=ItE (It ) BRSEATF 55273 #3061
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O BHE

Rz =

IEEFRATE: 2024-10-1116:59:44

S el =6l
¥ VPC SIEIRENNSIER, VPC MBS =60
SEERFEE— MR — N REHE
R S RIS AT ER 60
RHEEFES— M RERNS REE RVHEEA 1P BRFIAI =6
BES M RFEERNGR SR IP ISEE RO IAI =6
ENFHEEREAS RGR BE A RRIIIRIE R HEE R =60
AR HE BRI FRPEMIE token FATHI AP 247 =6
FEEmas— I REEN—IREE
oy

2 CAM HFTERMA VPC M&iEE API B, T HEHIEF CAM HFEREREYSER AP| INFEEZRBIISIR:, ERERA CAM AFREBRENSE
EEXERAY VPC B0BIRIRER o

SEFZHN

ITRBERRF VPC SPESEMFERE, VPC ltiEsm2 g,

imRGAE2
4 CAM HPFi5EENEEIER, FERSIAFXESESEEERENER.
SEFZHI2

TGRS ERE “BPI&HARES” HW=RSEREHIFHITER (cvm:Rebootinstances) o

IRIFRE: BR=ItE (It ) BRSEATF 88274 #3063



O BHE

&I Js i A2 ER "

FHEATES— I FRHRNS/ RHE
oy

BOEHEEFEE - RS/ FMHE, WRAZE OR IHMERRHEEHN, SIFHENTEERESEENSRT.
CAM HFRAZ API B, FERHIAFIGEERE, NERENEIIREEEM LML IP R4,

(ERZH
ATFRGIHRBAFSRIE 10.217.182.3/24 BR& 111.21.33.72/24 MERAEEEENSR (cos:PutObject) o

RAES/FIHEETNIER

o

MREHRBEES I RHIEHEN, WERZE AND IF&ERM4

fERE

MTRGIERARSRER IP A 192.168.1.1 , i§REA#NF2022-05-31 00:00:007 FTLALLES .

BEPFHERTaa S ik
o )

IRIFRE: BR=ItE (It ) BRSEATF 58275 #3061



O BHE

MREHRBERS T FEENRIES O RFEMINZIR RS EANERZE AND FHFMHt.
fEFF
T REER SRR /9 BRI &R ER", BiERIRE BB I&AER" 4 A LATEL .

&R Js fF A AR

&R ) s B AR

BREFRHEETRIRA

o

FRMEYIE token FATTHIR AP 248,

fERE

TRGIEE, BILREROTAR, BEME token /5, ZTTHII AP 29,

IRIFRE: BR=ItE (It ) BRSEATF $5276 #3063



O BHE

SREBHRAN = F

RIEEHATE: 2024-10-2217:15:21

SIERBENEENERIEFRER, RATSESRERRMEAMME—RRNRE. RFE, SAUETEFRRNREFZENIVARE, REEREFRIRFE
R

RERNASREEAR A RIUIR

EWSeFHEES cam:ListPolicies. cam:GetPolicy. cam:UpdatePolicy $#OMRIIF WS TLMEEIREEIARIBIRA o
EWSATLUBEE LA FREEE EIFNA F SIS BB RIEARAHIIR :

REEERERIARE

EA LS EE X RIRRIEP—MEAIREREARS, BIERIRE . REMINZE, FIEXIKIZEENX RN F KSR RIEARSIREAIRIR .
1. BRIHRASEEREG, #HA i EERAE.

2. EREEERE, SERERENEENERSR, HARKFER.
3. TESREEIFIBIR, HEIRERIERRAS .
4. REFBIRBINRA, DEEMEFE, PHREAEGA, TRIRERECRIERIARAERE,

(EAFRIRAEIREX

ZAESIREEECREIEOAR R AERERIEN . fIi0, SELTES:

SIB— AT FRSHERIRSE ins—1 iIZMURMBEENRES . SIEN, YABEXRBERE—NRE (FRCHRE 1) , ZIRFENRERKIARER . ZRIETIE
EIk,

LIZENNZEENRE, EEERIBEM LNIERIRSE ins-2 ZNIR, REZRE, RASUEMRIERA (FRCHIRE 2) o BRA2 IRERFAMREFZE,

FKSRIRRLO EIRSZSHEERIR . FRERT, SATLUSSRIRIBEIRETIER TIERIRIEARA (BRA 1) o BRILUSHRZ 1 IREREAREY, FIKSISAIREE

ERERRSS.

TEMRERBRIRA 2 PRUERHEHZE, RACBZRIBNIS— I HIRAE, RCHIRE 3. EALUSIRZE 3 RENEAMRFIAHEFHRSIHERERIRSSE ins—1
Flins—2 H9IEAR . LAY, ZETLAMBREEIRAUSRERERE (hRA 2) o

RRAPRH

— P EBRBRSFEF b NMRBIRE . HEESCRISIRIRIRAN AT 5 MY, SREERFRIEIE SRR — XSV RERFTTRERD . ETLIEE
HERTMERERE LA TR A XM C B RIEIRA :
o MIRRERIBAIAERRIASREBIRAS -

o WEFEMIRRIBIRS (ABE) . BALIPEAN V" EFSMRARIGEE, MSERHRE.

© g

IRIFRE: BR=ItE (It ) BRSEATF 58277 $3061


https://console.cloud.tencent.com/cam/policy

%) iit=

MPREANRAR, ERIRFHORFMRCHREER . B, IRAMRCHTRRTESRN. FIi0, MREMPRRIRA (AR 2 # hRE 4) , RERNHEH
WA, WERIRAIFCHTEERIRA 1. hBRZA 3. hRA 5. hR7s 6 FIRRAE 7.

IRIRSERE deny RIS

IEEFRATE: 2024-10-1116:11:51

IRIRERE: BR=ITE (1bF) BRSEAE £8278 #3063



@ HE‘.L:HE BREE

SBURREERREIEERF (allow) FES (deny) HEINEDN, FEREEFHIZSHE deny REEXK.
ANBIEIDZFEIIRZEMIRIE. COS R deny FiEAR (EZMAF anonymous ) . iHZEEXIRMESHRMBIZS, FHEIER deny FERBIE.

ERERTIRAERIRME

BNES MRS (action ) ATAMERISHIE. B, . &4 %, HhEgEXTUSHEGENEFEEBENEIELERIIRMEE, EUTHSFTLE
F1E deny A&, BIGTHXAERIEREMER deny, BHEER string_not_equal. string_like S&4H#E

FERIBRIIEE:
1R BRI (allow) FEMAE CVM 526 a. b, ¢, iE4£ (deny) Hiashl d, AEISTFFRAPBEAERS T EE, 2P d BETHEST,

RS “4ELE (deny) I5IESER] d” BISREEFRSER.
plgn: FWINLATERES, APEEE CVM EHIFIRMEHEDARBESEILS do

“vm:ap-guangzhou: :instanceid/a"
ap-guangzhou: :instan

:cvm:ap—guangzhou: :instanceid/c"

R2: BAFFRAPIGESERE T1 SR, EEIBIDIERE T2 WEE, HPEE a BPETFE T1, XYBETFE T2, WELIEE a BRIKEFS
=3 )
pugn: FRLATERE, BATUEEESERIIRIMEESRIER a.

IRIFRE: BRzITE (165 ) BRSEAS 88279 #3063




BREE

7R3 PURKREEEE condition B, SZiSEHRITERISREESE(ER string_equal. ip_equal. ip_not_equal SA &4, HithZERISHE (N
string_not_equal &) F£4E¥,
Blan: SARLATERRE, APIBARTAEERIXETIRE T &R,

1nR4: FEHERAIFLIEMA resource, LARIESIHIAMHEIEEREMNZRAT, EEHDTREEEY, BINREEERXEK T IZIRENER.
pugn: FRLATRE, AREEERERIIRNHENATRESREWS TRENEIR.

IRIFRE: BRzITE (165 ) BRSEAS 55280 #3063




O BHE

COS R deny FiEAF (E&AR anonymous)

£ COS #9 Bucket ACL 5% Bucket Policy & deny FiERF (E&RF anonymous) i5id, {BIIRREEESIMEE allow E4MARF, # allow B9
FPBRSARILLAIE COS ZiEtE o

THERERERME

ME—PFHFXEET AdministratorAccess 8 QCloudFinanceFullAccess %k, RRIEXEET— deny action finance:xx B, XN FHPE
action finance:xx (AT LAERED , FARHELIHT

IRIFRE: BR=ItE (It ) BRSEATF 55281 #3063



O BHE

RERHrER

RIEE#HAGE: 2024-06-26 10:55:52
EREHE, BTOTEIRERRN JSON 50, RTINS, HPaOESsNEe. SEMEN, TUSHERSENARSTHRMIZEE,
version

1. S\EiR—&RD version

EBA=EHaTh, FROFRNERIETA: BIR—HRD version, version 2HEiRE&IE% (version) IRA, ZwE2XIER,
RRRENR: Version RIEREIEERA . iZwcx2WIER. BaifXAiFHER “2.0” 8¢ “3.0” (Version 3.0E/HIE3|) . EFAREURARENE, Hi§
LATF Version TtEBEEREREPH Statement TEZRI. 8— 1M REMNAIF— version T,

BXESE: T===ik,
2. {\iR—HAY version

EBNEERETD, RIOTSRIERIETA: BI2—FKWA version, version 2fEIRKIIEL (version) IRAE, ZTEE2VER, BEIRAIFHE

H “2.0” 5 “3.0” ,
fERER: Version BIEREIIEERA . ZTE2HIER, BEINAIFER “2.0” 8 “3.0” (Version 3.0FEMIE5|) . EEAMREUAEIEINEE, T8
PAT Version TEGSEREEEEHR Statement TEZ R, 8—MEEERAIF— version T=.

e TeE: TESEmA,
3. {iR—7U® version
ERNSEHAn, SRORSIERETA: BIE— % version, version SIRFEEE (version) IRA, ZTRRUER, S—1EBNATF—

version {Bo
BREER: Version BIEREIRIEERS . iZw=20EH, BEXRIFES “2.0” 5 “3.0” (Version 3.0EF153]) . EFERAMEURA%IENE, T§
LATF Version tXBEEREREPH Statement TEZFT. 8— 1M REMNAIF— version T,

B TeE: TES=mA,
statement

4. \|iz—RYD statement

EEA=ERast, RESTSENERIETR: BiI2—RD statement, statement R2ifiA—RHSEBURIFEEE.
BRER: statement BifA—SHBSEBUREAIEE . iZ7tE=EIE principal. action. resource. condition. effect EZ/E{thrtERIRTHAR
&8, —FRBERNE— statement TE,

EXETSE: o=k,
5. {\iR—HM statement

EBN=ERaTh, SEROmSENERIETA: BIZ2—TH statement, statement 283#E principal. action. resource. condition. effect ££4*
Eithio R RSARES
BREIR: statement BER—EFHSEIURIFMEE . iZTEEIE principal. action. resource. condition. effect S/ E{thTTZEAREIRE
B, —FREERNE— statement 7T&E.

BXXESE: T==5iHk,
6. fHiE—Ti&k statement
EEN=EEaTh, REOTSNERIETR: HiR—NSR statement, statement A —RFZEMURNIFHAEE, —KRIBEERNE— statement
ﬁ;o
BREER: statement BIfA—FHSEBURIEAIEE . iZ7t=E4E principal. action. resource. condition. effect EZ/E{thrtZ=ERIIRHAR
g8, —£REERNE— statement TEH,

BRTSE: TEs=mA,
effect

7. #iz—D effect

EBAzEtas, RIRSITSRNERETR: BR—RY effect, effect RBAFIFFEMNERE “AIF” £ “BUEL" .
MRFEIR: effect RIARIAFEMNSERRE “AIF” ER “EVER” . 81F allow (#iF) M deny (EBEL ) AHER. ZTER2UET.

IRIRERE: BR=ITE (1bF) BRSEAE £5282 #3063
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O BHE

HBXXEEE: T==Eiik,
8. E\iR—XTH effect

EEASEHAaT, RESSRINERIETN: BiR—TEW effect, IZTTHRRYER, effect (N&EE allow (5tiF) #l deny (BB ) HHIHER.
MRFEIR: effect RIEARIIFEMNERRE “AIF” B2 “EBVEE” . 8IF allow (#iF) M deny (EBUEL ) BHER. ZTE2VER.

XSS TESEmA,
principal
9. fEiE—RY principal

EEN=EHET, FKEOTSENERIETRR: HiR—HRY principal, principal 2R EEEINAISLE, EFESENREYRES principal T&,
fERER: principal 2IEARIERIZE ., BIFAF (EWS. TS, A6, BRABNARSTE) . EFSENRIESRES principal T&.
BXXESE: T==2iHk,

10. f5iE—FHRY principal

EEA=IEHET, REOITSRNERIETH: BHiE—FT principal, principal 2EiRRIEERAIER
RRRERIR: principal 2IEREIEIENAIE, SIFAF (EKS. FKS. A, BEBMAPEXE) . (R EETFERIVRIEDERIZTE,
~pi:

in/100000000001:uin/100000000002"

BXReE: TE=Eiit,
11. & —SCP F3%# principal

EEN=EET, FKEOTENERIERA: Ei8—Organizations IRSZEHIHE (SCP) #3%#F Principal.
RREER: Organizations BRS3IEHIZERE (SCP) &32#% Principal 75X, i&#ik& Principal 7t&X.

EXSE: TESEE . RESEEE,
12. @i—principal %

EBNzEFaT, RESTRERIETN: B)—KIEE principal.
BRER: FECASHEERBHNETERNREEPRER Principal t&. EFERINRBREERANZRPIIELE . Z@H Principal T&A=, 0%
REEBERIREXIN, EEENEIEEER.
|xXieE: EFERNER. TE2SEE.

resource

13. EiR—RR resource

EEA=IEHEYT, FEOTSENERIETA: &8 resource, resource SR HIEFEIE.
RREER: resource 2ERIENNEREIE, SREAAERIEIR, ZTER2SER. SHERNERENFBEEEMX.
BXESE: =ik . SREERN

14. iR —resource A=

ERREEHAT, BRSITROERIBTA: HiE—resource A2, resource RIMAEIIEGMIR, ZTRR2LER.
WERSER: resource RISABINNANMIE, BREMAARIEE. ZTRRUAR. SH-RIEREHERBMES.
BRSNS TESTWA. FEEAET .

15. HiR—RRARAE—RER

EEARERET, RESTENERETN: BE—&RABRAE—REER, BREABRLHEEERS qes.
RRER: FRARAFBETEN qes, qcloud service HIEHR, XEEBNZHNZER. SEARR:
qcs:project_id:service_type:region:account:resource.
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O BHE

BEMBE: THESWA . FREASS .
16. HiR—RRA BB _RER

ERREEHAT, BESTEIOERIETN HiE SR RIS RER.
MR FEARKE_RER, SRARIE_RVEATEER, (MRS CAV RISE, YMRIEARILASZES, BSU6.
BEXMBE: TEESSHA . FREAST .
17. EZ— R R E =R TS
ERREENAT, FIESTEOERIETN: HE SR RSB RIS TR .
BIRUER: BRARIESRAOEATREN, FMTSE 355 CAV 975 B “CAM HEH" .
BATMSE: TRESWA. HREASN . XIF CAM BFER.

18. {HiR—HiRAARA SRR MhN

EEN=EFaT, RESTSRNERETA: BR—RE RS MRTHA M.
BRER: SRARAENRHAMIGESR, EaSARNESN hifdlE . EhSMIHERRAEIE.
|xkigd: T=sTihe . ERERs . hidgslR.

19. #HiR—RFARARRRIBAY uin

EENSEHad, RESTRNERETR: BR—ERRAFARTYEI uin.
ERER: BREARNEARAERERREENERSES, BRsFAMAERERAEE, vin fluid 5=, uin A=, BIEKRSHKF ID, RRH
uin/${uin}. uid 5L, BIEWSH APPID, %7 uid/${appid}, X COS #1 CAS IRSBIIFRAEEERZAEIR . EAHZMHIHERTCIZERR
CAM RFFRERIES o

BETMSE: TS, SRS .
20. HiR—HR/A R BERTEBHY uid

EBNEFaD, FROTREERETR: B —SRARASARTHA uid.
BRER: SRARAEARAEAERAEENERSER, Bastsmua USRS RIEEE, vinfluid 5=, uin 5=, BIEWSHKF ID, FRH
uin/${uin}. uid 5L, BIEWSHI APPID, %A uid/${appid}, X COS # CAS IRSHIERAEEERZAREIR. EAZHIHERTCIZRAZM
CAM FFFRIIERS o

BEXSE: THESEWA . FEEASS .
21, HR—RRA R TARTHRIMFERN

EBNzERa®, RESTRNERETH: HR—ER R EARTHAWFEN.
ERER: BRARNEARAERERAEENERSES, BEFAMAMERERAEE, vin fluid 5=, uin 5z, BIEKRSHKF ID, RRH
uin/${uin}. uid 5L, BIEWSH APPID, %7 uid/${appid}, X COS #1 CAS IRSHIFRAGEERZAEIR . EHTMEHERTCIERRM
CAM BFFREREKS .

BATMSE: TRESWHE . EREASN
22. HiR—HRRA R BARTBABFEN

EEAREREP, RESFENERETH: BE—&ARABAEABRTHIERFEN,
BRER: ZEARAEARSERZSTRNEFRERES, BaistiEmiaNmiEREES, resource_type/${resourceid} #l
<resource_type>/<resource_path>,
resource_type/${resourceid}: resourcetype HEFRIZR, WAFRLER, FMATESE 25 CAM HSSED h=RERARR;
${resourceid} BEFIER ID, AIRIEEIMFERIZFHEEE, Bh * BAKRZEREFNMEER,
<resource_type>/<resource_path>: resourcetype A&ERRIZ, HWIAKFFESEE; <resource_path> AHEFERE, ZHRAT, HSERRAVFE
ZFIES, FATEE i CAM B ED PrERasEiEAERR.

BTSN TRESEWA ., BREAST . ¥ CAM SO,
23. #HiR—HRFABRABARERAHR

EEA=ERES, RESTSRNERETR: BE—aR B EARBERTHER.
BRER: FEARAEABRAINREZTRNEFZRES, 7T qes::ckafka:bj:check:/ckafka-37zqnevtest 8 qcs::ckafka:bj:check:[* ¥z
BXXESE: t==2imk . SRERSN.

24. HR—EFRABRXBARENEN, S=RIESFENE

IRIRERE: BR=ITE (1bF) BRSEAE 55284 #3063


https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10588
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10588
https://cloud.tencent.com/document/api/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/api/213/15692#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/67350
https://cloud.tencent.com/document/product/598/67350
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/67350
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606

O BHE

EEN=EFaT, BROTSENERETA: B —ER RIS RENEN, S=RIRSTEIZ.
o BRER: BEARNEARAERASFRNEFERERS, BRARIEAREHEN, FSRUFASIERNRSER.
o HEXEEE: TESTME. ERERLGN.

25. Hix—RiR/ R ER

EBNEERED, RESTSREBRIETA: BiR—FRABRAERIER.
o BRER: ZEARIALAEE 6 MERHGELUITEN: ges:project_id:service_type:region:account:resource,

o BESE: TEEEWA . FREASS .
26. #Hid—RiR/ RV KEBR

EENSEHaT, RESRIERETN: BR—ERRIKEER.
o MBRER: FEARNKELRB500FH

o BRTBE: TEESSWE . FEEAHD .
27. @Y—HiRR

EBN=EEET, RESTRERETH: B—FRRR.
o MERER: mIANEERRSRRERGT “” TR,
° Z_KM:

ERflR, EENTFEABRAEHARA rolename &R, HittA& admin. readonly EEEEERFT “*”
o EXHESE: TSR, SRERAR

action

28. {\iz—ERY action

EEN=ERIET, RESTSENEIRIETR: BIE— action, action 2HERRIFHIELERNRIE,
o BRREER: action SIWRAIFERIELANRIE, BIETLAR API (LA name BIgEA ) XETNREE (—EIFERI API, L actionName FigdEiR ) . iZtE2
BT,
° ZT(M:

IRIFRE: BR=ItE (It ) BRSEATF 55285 #3063


https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606

O BHE

o BB TEESHA.
29. fHiR—FMM action

EBNEERATD, RIEOTSEIERIETA: BI2—FEWM action,
o MRIUEIR: action 2IRAIFIEEANEIE, WA action TH, BEEEEAR action BIZEH] action BFR,

o HAXEEE: 215 CAM BISEiED
30. {#i®—action PEHMRSEIR

EB=EGIad, REDSENERIETA: HBiR—action PLTRIRSHIZ
o BEREHR: action REARAIFEIEEIIRIE, action RIRSEIREY, BEEEMAR action BIZ,
o EXNHSE: 5 CAM ASESEO,

31. @il—action &K

HEBN=EFET, RIESTRERIETH: Bil——action TR,
o MEREIR: action BTUR, ISEM action SEEF “*” TR,
° Z_KM:

EFpIch, BEMF"cam:Get*"ERBE T Getrole R,
o EXNEE: TESEMA. FFERASGN .

condition

32, {ER—EimAR TR

EENZEHEaT, RESTRIERIETR: BiR—RIRKERIE,
o BRER: MANKHENSHEET . RERERPHBIEERERTE,
o HXREBE: FHENRMHEER .

33. {HR— A RRAR

EEARERET, RESFSRIERIETR: BIR— TR,
o BIGER: SREHBRENE qos: BIBNEMLR, BRI qes:current_time. qcs:ip. qcs:resource_tag. qcs:request_tag M LERHRE,
o EXHEEE: ZHENEGHEET .

34. SER—TRIBRSS R

EENREHaT, RESTRERETN: B —TRRIRS SR,
BRER: RSFHRETERSHIROFS, FIW vpc: FIZRIRMEE.
HXESE: FERNETEER .

35. HiR— GBS H/RE

EBNEtaT, FESTSRERET: HR
o BEREER: HREPEEFHHS—IMRE,
o HEXEBE: FHENREEER.

36. {#if——condition KE#ER
EBASEAT, BIEAEIERIETN: BiE—condition KERR.

FFFS I HRE.

IRIRERE: BR=ITE (1bF) BRSEAE 55286 #3063


https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/67350
https://cloud.tencent.com/document/product/598/67350
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10606
https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/10608

O BHE

MRREER: condition KERAZIF4095FF .
XS E: SHHBNSHEED

37. HiR— RIS H R

ERASEHAT, RIESTSRIERIETN SR —TRNRHEEN.
WIUER: SUEHHRATY, BER SERIIKHENG
BB E: REHRNEHEET.

38. Bi—FRHENFHERN TR

EEN=EFaT, RESTRENERETH: B —FHRENSMEEF TR,
RRGEIR: REENKMPEERAER, E2R SHENRFEER .

EXTBE: SORASHEES .
Hftb

39. HiR—TWAIRRETTR

EBNEERES, RESITSIERIETA: BIE—TRRETE.
EIEIR: RESEOIFRA (version) | B4 (statement) . EEA (principal) . ##F (action) . &R (resource) . £¥EMH
( condition) LA ( effect) Tk,

BEXBE: THRESEWA,

40. #HiR—JSON &R

ERASEHAT, RESTBOEHRRTN: HiZ—JISON EBLHER.
WSER: CHRIEEAIEAER. SRS JSON iFik,
BANISE: JSONKIEERR . TESEHA.

4. SER— RIS RE

EBNzERaD, RERSTRNERIETN: B —RRKEBIR .
RFGEIR: REBREBIRE, RRKERAXF6144,
HXEeE: tESEA

42, $iR—ACL SRR R

EBNEtaT, FRSTRIERIETN: HR—ACL KRB KEEIRE.
fRFEIR: ACL REBKEBIIRG, RIKERAXIF20480,
HXEeE: tESTHR

43. HiR—EAEXRIENEET LR

EEN=EFaT, RROTREERETN: HiR—BERBYEET LR
RIEIR: BANZKSHERIERE ERHI15005,
|xkigs: T=sEi.

44, BE—IHMBAHIE

EBN=ERED, RESFSENERERR: E5—XTRRBABE,

BRI Unix Epoch RiiEli#Ei28 1970 &£ 1 B 1 BUARBERIZZMATER, BWEEH . Epoch MiEa s MBFEIGEIEEIHRATE . BIl=EIET B
HATEENER W3C iR, flan, EaTLUEE— =2, M YYYY-MMM-DD (1997-07-16), tBaTLASRIarMImnzIRs, N YYYY-MM-
DDThh:mm:ssTZD (1997-07-16T19:20:30+01:00) .

HBXESE: \W3C BHIfafiaE .

IRIRERE: BR=ITE (1bF) BRSEAE £5287 #3063


https://www.w3.org/TR/NOTE-datetime
https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/10603
https://jsonlint.com/#google_vignette
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/product/598/10603

O BHE

kS
AR

BRI S SR

mIEEHAYE: 2024-12-10 17:36:54

BEKSEREECENZSHMKSHRHTRE, NTISEMKSERCEENNIKS (KR ) RE. ESAKHEBAZ CAM FRHF, BRfZSHS
|4

RIEIAR

WNREHEIERARAPEMEREWRE, ANFEAARMRIEERERABARER, BlaSSRBERXSIKSREXKENELME. BETUSERXY, '8
EURHERRICEE, AIFEERRNERENRERABAZNTFAER, BUBEEELHESANGSEERERNELRHERZMES AR AENZTH
A, HHREEEEAZNKS, MEEENERBNZER.

RMES R
RS X RIE

© a:
ETBS U TSRS SEMENEWRIEXE, FEERNZTRIMXBEEVHENEEER, MaEE. BRSREERENTEEK
BRI REAYER IR RIER (FEBIFMAESHRER ) . MESEXBETRWME, TRRARERT BICULHESAFEN,
IESBHB RV HERREER, RIHEERSERMAEELMEREIIRNEREER, MBTFEBREER, BEN EERIEE.,
BTFBAZNEAR “BASBF FEH “BASEWES” , MENELHIEEERRET ‘BA=HTE , BERACWHISSERNIR, Mt
th “EBAmEIFE” MAR, BERUTSE. IRMNRESR BEUEXREWHIE
— M EWVRIENESE—BAENS; —PMEBAZWSTAGES M EWRHE.

1. BRIHDSEEHE, TENSHED, EEREKS > SUHIE, PEUEIFRE.

LESHFTECWRETRATE, FREEFEAINE
VREEEREESIUTECIMEEE, EINERREIIEE.

hva: i

IRIRERE: BR=ITE (1bF) BRSEAE 55288 #3063


https://console.cloud.tencent.com/cam/qywx
https://cloud.tencent.com/document/product/598/36287
https://open.work.weixin.qq.com/help2/pc/20578?person_id=1&is_tencent=
https://cloud.tencent.com/document/product/598/36315

O BHE

2. ARSI EERSHRE.

« s LAV ERIS RN

© zimzmsp > >

@) BAEREIREHREKSE, BERERECIIMMIEEEREHEE, RIEERSH.

)
l ‘ ]
» a
BOEALERETE, SBEF SRR LA SRS
3. ERIIEERBHRE, B HEEARSERNSIHIEEPIRM_4E, S HEEPIREEMASRERBHIGE, HAREMEFERHE,

4. mpAEEENE-RRMEFRE, EEtIHEEREERNSIMEEFRAE"AD, EEVREEFIRPSHEMBA, #NMEFRE .
5. EBN=EWRSRE, ®ENARLEER, BEZRE, PEEELER, FHm, mTERR:

et 1

XA AR

BRI 4009100100

ERBRAERT
ANEE

ERR

IRIFRE: BR=ItE (It ) BRSEATF ££289 #3061



O BHE

2 MAZELES . (4_2, RS & WBRS

3.6 ok ddr
Bl
BIRARLES, HAPRUS0RIETRIRWE i
S—wRAR. ERUNL. ER. NEESFER
B, REENTLRRAR, BHEURLERIN
PR,
R AR
RS RABRS i!%_!! o 7
T F
= i
R e @ A DO

HINEE

HHTEABEEN ., "TEEM S8l RHE
MEREVRSRE, AECREFP—XERNE
.

6. FMEEINE, PEITHRA.
6

A DNBLIh

MACHMEIES

IHNA

HNELFEER

IRIFRE: BR=ItE (Ib5R) BRSEAR £6290 #306&



O BHE

7. EHEEEENE-RRIVEFRHE, PERERM, BAXKIKSREE.

€ DR

© uiemnsn > @ saes > @) xewus

® BrlHE=ESEE B
SEBULEIEATRS
||
u
| " n

HAADERE aTE. SEF breals

SIS SRS

8. EIHIIEEEH A -XEWSRE, EdtIHEEREERNAIMNEEFIRIE "D, PUMEEFIREEMAER, SHXBRELMERS.

@ KEXEELD

9. BRILIERHAEEEHE, #A BUHE SEREEESRMPELRHERER.

BYELRESAFHAR

ZAES RV RESAFRRPHIRERIMEFRAFISIR, tIREFRPESERGHNIREENSEEIHNS THER. BMRMESER Bt IHESATH
F o

IRIFRE: BR=IE (16F) BREEAR 55291 #3061


https://console.cloud.tencent.com/cam/qywx
https://cloud.tencent.com/document/product/598/36287
https://cloud.tencent.com/document/product/598/36287

O BHS

RE W HETREE

RIEEHASE: 2024-10-10 18:20:01

R{FinR

BREE

AN BT R BN AR KE U RENERTEE, BUNEE. BRSRIESRENHIILEERIIRAE IRRER (FERIEERESERE

2) .

RMES R

B AL R EEE R SR

EIREERRFLNET Web inig B IMERT IEE, #EINT:
1. BR tURIEEEES, pEEAEE,

sa

E

O

@EEE

IRIFRE: BR=ItE (It ) BRSEATF

a EER FIIHATER

SEREREE &

2= nE
= TR

L EEE

HINE=FRA

BRI - = NER

. AleiE THesET

EETS FHyRAk

FIEM

ABEIF

58292 306


https://work.weixin.qq.com/wework_admin/frame

O BHE

2. EHAEERE, P ‘WA THERSEWLES.

= BifZE e NFREE ER5 T EERIRE TETE Frgedk
esiltic:} i

Tlk7sE

Hil
m fsi=g n EER . FIFHER D FIEM
=EiE
RERAER
LIVE i=ti:§ A [ ﬂ T+ E =itk
hERE
A= D= @ e

2% HE GE=s) D T 1 B

m- Q-

a =T THEIE

== a=
Py mRzcLEsS | Emm=swEE
e

!-- A ‘+|@JEF_\2FH-§3@J\§I$

IRIFRE: BR=ItE (Ib5R) BRSEAR £293 #3061



O BHS

3. ABN=RWIRSHFER, B “IEE" THEM.

Bm Bl e MREE EFRS LT
<« iEE ER RS

@ EER=EIARS -

BHTUWRERA R, EhEEsSRas =R,

Agentld

BT BN (EE

oIFEER 1220

EER

8 AsEigE & FEs
E=H ) RERS S SRR R TSTE R

EBEEE

RIiERSEEE ==

TEEEENET
Tiea s\ IETATERER,
PP SRS

ZaEs: FEE

BE N

3¢ EmEIHATA:E
I EETERSEMATAE, S8
EFEEIEREEEE,

AFIFG RS IRSERMSETE, ETRn—TE

=zl

i
ujn

=
BEs5E Biflz=

ZEE=E 4009100100
4. BEEmM x, AERe SR IER.

Agentld s

AINGERE LM [x]  Loee x [Em

BN HE

EERIhEE BETS Eu:)

. EE. MEXSTENE,

e
>

M

e EE

{5

o~

il

= BRI

B NEFNEESEE

O iRhN: ERENAR L EEREEFEEINEA RIS DM ERSRMARE, B, SR IERIER,

O x: MR EHESEIA R R IREE R AVARSAATE .
5. k5, SEREH.

B R EFHARIRIE
UMESERAUERWHIE App FHIRTEICEEIRE:

IRIFRE: BR=ItE (It ) BRSEATF

BREE

55294 #3063



& WifiE

1. BREWRIE App FHIR, SERERIBHOIES.

<« EERWV
ItE&
O BiERETE *B85
© =
TRRHE BIEFH & SHEUREE WEGTRH e
e W ifl
0 " & i

s HRSHIEE
BRI AN EHFE ERES

JLE BRRIA
[

BRENASER o :

iy MEEBIF
FF 52 BIRA — 34— . '

k n ShERERER A

e 2] SEEERARREE
EFrBERSEE

gz}

p (3

D0 B 0 .

BEFEKEER EPFPH EFRERE RS
U mpem O
0 66 O © = wazan

MESE  BRME  BHEDF 23EH
[® ItkeER

o+ = gasm
w
#hn
i
P S N '
He F prg =] IfEs i

1 G

IRIFRE: BR=ItE (Ib5R) BRSEAR £295 #3061



O BHE

2. iRk EEAW > NAEE > BREEWIRS > ATIEE.

& BRnRERS e
(% R E LRSS

ThEEN B BiAZeUESE, ARPRH300EHETSR
meBE—tEn, selmel. 5E.
M LS R EMER, RO EaTLERS
Z, BhhtUZeSUREFHHE.

ERRBIE

R AR

o] [SEE

Sz FA A PR

XM= A

REE, RATEIHEMFEERENATRIPE. T

EENRFmN

il Bk

3. A EERIBIE, ERLARINSEMRE ST IERE o

< B RSEE iR
] A

O RN MR, EIRENAYIEEREEEEEMSN RIS NARRNARE, LA, SR IBEERE.
O kR mEARIE, EARMATERISHT W , RIBFEHTHR.
4. RERMNRE, RASEHMFRFIMRE.

IRIFRE: BR=ItE (It ) BRSEATF ££296 #306%



O BHE

« — , =3 “sle A —

Bl =k S BGE XX RS

mIEEHAYE: 2024-10-10 15:15:09

B {Eia=

AXENBUNEEGEEBAZWS SEIWRISHIKEE, BUEZ BB EREE W RISHISEIIIIRRER

RMES R
© M
o BEKSHNEMBXAEIUNME, BESR BIERSS SRENZERSG.
o EUERBEWRIER, FEBRNEXBEEURESANELMETHER, MEBHNRHEESR BEFHEF .

1. BR tURIEEEENS, pENAEE,

Er ERE e WEEE =FRs5 T EeRIEs =@ £
Ptk =z
A
Tl

a REEE FIGMEIER FIE

R AER
LIVE g=t::] ~EEE B 1+ Eitd
MEE
iCie SWE = ASBEF
BELE GE= Tl ] B
o- 2= Mm@~ O

fIEEE

s=5 @3
| @ B =S RS =75
=2
1
HEA BB TR

MEEET IFESTEAMEELE, Tt HeaET

IRIFRE: BR=ItE (It ) BRSEATF $5297 #3063


https://work.weixin.qq.com/wework_admin/frame
https://cloud.tencent.com/document/product/378/53911
https://cloud.tencent.com/document/product/598/36259

O BAT

BREE

2. ANAEERE, B “$Z57 THBRZEWES.

B R i
AR NS
Ha
TR
@~
=T
HEAAER
0 ==
NERE
B=
BELE

WFREE EFS T

g SR
AmEE
[] ==
A=E
£160

k=i i

‘ + ‘ s =R

‘ =+ ‘ BN - R

[Skraul=-

wEs

EETE

g FHEIH
0=
B AZ=EF

Iz

feniall

IRIFRE: BR=ItE (Ib5R) BRSEAR

55298 #3063



O BAT

3. ABENZEWIRSHFER, BHEA LABNRMER, EFHIRENTSAEUEXRBEWRHERS

Bl BE e RIFEETE ERSETRE

|«ﬁ@|

(-(b ERREIVARSS -

BR=mES, AAFPERE00SAF=SEBES s, Eolael. 28, fErSIRmneE, 2Er2

AT iRS

BUTILERRAE, bl EHa R,

Agentld

REFRREEAT NN 153
oSG £

=ER

59 Wrzies
FEomNERENEEERINESSEER

smEes
EiEESEES
3¢ mEIWFTELE

BEFNERSREETEE,
EFNEETEENER.

i

ot f
&

D FHUEE
BTN TR

TIFEEEMNET

BN

AP RS REERIEEENE, EREE— g

=2l ==
Rss BRz=

=hEsEiE 4002100100

IRIFRE: BR=ItE (It ) BRSEATF

RERIRE BEETER

EP mE TR

RHIRA

Hips N 2E

BREE

§5299 #3063



O BHE

BUPRIA R

IEEFRATE: 2024-10-10 17:54:01

=

RLRZENZATHFURS/ASRENRERN—HMSRNE. SEREFHKS/ABISIRARN, ZFKS/ABRENTFIKS/ABXEBRIEMEMRRRR
BI3ZEERSY » RBFRIRFEIFIKS/AEBRENRXIIREE, FEATREFIKS/ABXEIIR, #METEZEESNTE:

FKS/AE
A AR

MG R

FRILMERTNR RIS A E X R A FKS/ABIRENIR, ZRRAFKS/ABHRAIIR AEU— P HEBRGLHREN T BINAERIIRIRIEEFIKSH
RARIR.
BRARBAEZSREEREENGEER TIRENR, BHEUTHEK:

2TERMEHR T, SRFEBRIFA Dev_tianyu. Dev_rinaling BN FIKS .

BEFUWS Dev_tianyu MRTIXREESEEWRS TEEE MySQL RIFFEIR.

HBEFHS Dev_rinaling BMRTNFESEEMWS TEH ID H ins—1 FIIRSZZZEUR o

AEHEMEFRSHTERS TRRSEE. ZHIEE MySQL BBXANRIEEUREATFRERER (10.217.182.3/24 =& 111.21.33.72/24 ) 1#F,

BEPE
FS Dev_tianyu BRI E

. BRAFEERKS, #A AFYIFREE.
. EAPYIRRTHE, ®ERFRA Dev_tianyu BFKS, REAFRIFHABPIEERET,
. TEBUR-PURSERSIZ(ERS, BEXBEET%E QcloudCDBFullAccess %, AFWS Dev_tianyu iIRBZEIBE MySQL BIFFEHUR
. ERUR-PPRBFIREE, PRIGEDR, HASSHIRILFRTE,
 ERENRLRRE, PEMBAENERE, HAREEEERERE.
. ENEEENRIETRE, RIESTREES boundary-tianyu,
. ERIMCRARE SRS, AEUFLATER:
¥R (Effect) : EIRAIF.
B33 (Service) : EF=HIRE MySQL.
12(F (Action) : EIZ2EIME, PEE.
&R (Resource) : FKIAALIER (*)
£1% (Condition) : @iERIE IP, #EIP{EH10.217.182.3/24, 111.21.33.72/24,
8. BEAIE, HNRESIRLRRE,
9. ERENIRNRRE, RBRIIRREETAELIZINBE R,
10. BEHFREBR, =HEFWS Dev_tianyu HRIRIRE .

F¥S Dev_rinaling SURIRE
1. BRADSERKS, SEUTERELMRERSHA CVM_ins_1 MEENEIES, BMESEESN B EImsE0RaE Y ER,

IRIRERE: BR=ITE (1bF) BRSEAE 55300 #3063

N O o~ WN S


https://console.cloud.tencent.com/cam
https://cloud.tencent.com/document/product/598/80789

O BHE

2. 7 FIF3IETHE , $#FRFRA Dev_rinaling BIFIS, SHEAFRRHNAFEERE .
3. EUR-PUPREEREIR(FEE, A XBRIE Q% CVM_ins_1 %R, HIFIKS Dev_rinaling IREZ=ARSZEE ins—1 BIIR{ESUR
4. ERBR-BBRIOFIEIEE, BERREBR, HANRERLRREE.
5. R ENIRINFARE, REMEEENER, HAFRAEGRIERE,
6. EMEBAENRIENE, KEAMZEN boundary-rinaling.
7. EARRER LRSS, AIEMTUTER:

O MR (Effect) : &EIZRIF

O FRS3 (Service) : iEF=RIEE.

O $2E (Action) : EIFERE, PERE.

O &R (Resource) : EIARLAER (*)

O #{¥ (Condition) : @iERIR IP, #+7IP{E10.217.182.3/24, 111.21.33.72/24.,
8. BEAIE, HNREMRNRRE.
9. EIRENRINARE, REEFIFRIFIZTAiE boundary-rinaling 5.
10. BHREBR, THEFKS Dev_rinaling RIZE

A FRE:
IR R GRS EESIREEO,

IRIFRE: BR=ItE (It ) BRSEATF £5301 #3063


https://console.cloud.tencent.com/cam

O BHS

HEPREIE
MTRIE A PRS2 eI PR R ER

IEEFRATE: 2025-06-09 11:48:12

RMFimR
AXENEHSATRETUREDURIVRRDE, B2 ETRSHEMmSENREEN SRS TR
RET B

Zi#%E QcloudCVMReadOnlyAccess REEHIFKS Sk iHTERTIRS[EIPSHITUTIRIE:

BB BIE
@ ELERIHIEE [BE instancel ﬁiﬁ;ﬁ&iﬂvs] ISR

TR SHRE?
BRI MEEEEATHSHESRETHANEETRF, ThEEE CAM R SR INEN IR
?&/_g i BE
User (uin: 1 05) is net authorized to perform operation (cvm:Describelnstances) ]
resource (gcs:cvm:gz-uin/10 ] ....«3;lﬂ§lﬂ.D§e? has no permission [request id
Debd45c4-Teb5-4e28-2313-61844ab 1 14zalw
EFEaE &R

MERETTUREEEIRERE? [@

* RERFEER.

MREEEENF IS HEHITIRE, TULURESIHREERDEUBH XK B BRI
PR
FREWSHIAEHISELIEENIR (QcloudCamFullAccess ) BIFWSIEIE,
MES R

1. A CAM B9 ZEE-1=5l5 , BEREEENRE.
2. FERHAEFEIRANEOD, PERRRERRRE, HARERERHE.
3. EHRIBERTE, $RUTES:

IRIRERE: BR=ITE (1bF) BRSEAE

BREE

£8302 #3063


https://console.cloud.tencent.com/cam/policy

O BHE

@ s

IR R RS JSON

i
-
A
i
i
i

 HEEES
B (Effect) - Q seiF EE
FEE (Service) + HiEREE
EIE (Action) +

¥iE (Resource)

£Zi& (Condition)

+ B I0R

R (wik) @ IRIBIEINE, SBERIPERIES . EARARREP, ®F [ RiF]
BRSS (Wi ) : RBEFRENEFEREEFNNER. ERRREID, REREEEM operation HRY [ cvm | , BISNFRIIREIEE [ RS
#:lo
BE (it ) : EREERPIIRIE. ERXTEID, MRHRIEESE operation H#Y [ Describelnstances | .
BR (piE) @ ENEREERETRRBEESHER, BINEAERRTR, TERSERE, mERNEEARY, BE5SRRISMNER. E4K
IR, MRIRIEEEH [ resource | , BENMFERREN, EFFERHR, REFNERARN, BUEESH
[ gcs::cvm:gz:uin/100***3:instance/* | REIFIEFIZREN
FMF (EE) @ RELMSRNERSEG . HHERIESR E8FEG,
=B: 4R (key) B [ qesirequest_tag | , EE & (ope)# [ for_all_value:string_equal | , 48 (value) 7 [ server&1024 | s
[a&b ] .
4, pET—¥, BAXBKBEF/BAFEARE,

5. EXBAF/APARE, FERESMR. R, EhRBSRBEtHaamhER.
© A
SRERZFREIAS "policygen” , RRMFIRIECIZBAER . EAHITEEN
RS I3 MIRSTHRIENR, SAMRIELIRRRHITIEN

6. PE5ERE, STRUIRSRES G AlEE Ol B E SORBRHIIRIE
7. EER BEREXEAR AFWSEIR, FINENE, FIKSISRGBMAIRE, BIRSE.

IRIRERE: BR=ITE (1bF) BRSEAE £5303 #3063


https://cloud.tencent.com/document/product/598/10602#.E9.80.9A.E8.BF.87.E7.AD.96.E7.95.A5.E5.85.B3.E8.81.94.E7.94.A8.E6.88.B7.2F.E7.94.A8.E6.88.B7.E7.BB.84
https://cloud.tencent.com/document/product/598/10608
https://cloud.tencent.com/document/product/598/38350#3

O BAT

THREESIRS

RIEEHATE: 2024-12-1017:36:54

IRMEER

BREE

FEAEE FRAFPSIEHREREESAZIE FRSRERFPFIERS, S5EHIaSRE0. HBBNKSRERE .. BULERZRSETEREREIT.

RMES R

1. BR HiaEEE6E , #ARERE.

2. ARESDIRSER, PETRAPSILRS, RBRTHITESMNRIE, RASBNEMBEXIRE.

3. RERM THZGE, EAmEFHES.

© R

B4NERILERHSER—HH CSV EXMAREIERE, MREE E—HREERBEIREANG, WEERESEERNRS, FEBER

RS

REHEN

AFEIEHRERA CSV X, ELUERAEABFRIGRMEITH CSV XHUMTHR, ALWSZNAERIRESIER CSV XHHMTEEX SR .

CSV X#+aELUTER:

FEB
AccountID

Username

UserType

CreationTime

PasswordEnabled

PasswordLastRotation

LoginConsoleActive

LoginProtectionActive

OperationProtectionActive

IRIFRE: BR=ItE (It ) BRSEATF

ax
%S 1D

FAR&TR

eUEERTE

EHa%nEaRER

FIBREIEMRAE

REXSERENG

ERRIPEBER

RERIFESER

EN{EisiAR
FKS ID
FIKSAPER

o Sub-user: FHF

o Collaborator: #MEE

o WeWork-Sub-user: &IHEFHAR

o Message-receiver: EHEEWA, BiFHBIEE2R AR%E

[+

~fl: 2019/8/16 9:25:56

» TRUE: BiZH

o FALSE: XEH, CEREH&HE, REERED

o not_supported: Fi#R, WeWork-Sub-user ( BIEIEFAR)
FERAGLHEABES, TEREM; Message-receiver (iHEEIL
A) (RBETFEKES, TERE; Collaborator (1MEE ) ERAEWS
BREFEBR, FiERiZIR

o FALSE: BZMEEHI&IHD, RSBEEREN

not_supported: FiHk, WeWork-Sub-user ( &I RHIEFRAF)
{ERARWLHERES, TEREM; Message-receiver (iHRIEIR
A) RBFERERS, TEREM; Collaborator (HMEE ) FERAEKS
BREREE, FiSRIZR

o TRUE: %5
FALSE: F3z#5

not_supported: Fi#k, Message-receiver (iHEIEIA ) 1B
FiEMEE, TERE; Collaborator (HMES ) EREWSBHE
®, FiPRIZRN

« TRUE: EEH
o FALSE: ki2H

not_supported: Fi#k, Message-receiver (iHEIEIA ) 1XH
FiEWER, TERER

» TRUE: EiEH

55304 #3063


https://console.cloud.tencent.com/cam/overview
https://cloud.tencent.com/document/product/598/13665

O BAS

MFADeviceActive

Abnormal
LoginsNumWithin30Days

AccessKey1Secretld

AccessKeylMayBeAtRisk
AccessKey1CreationTime
AccessKey1Status

AccessKeyllastUsedDate

AccessKey1CreatedOver90
Days

AccessKey1CreatedOver30
Days

AccessKey2Secretld

AccessKey2MayBeAtRisk
AccessKey2CreationTime

AccessKey2Status

IRIFRE: BR=ItE (Ib5R) BRSEAR

MFA 2&EH

30XAREER

#$A1 Secretld

BMREEFEHRRE

HA1eUEATE

BHIRE

BR1RRE—XERE

FH1REEEZ0X

FH1REEEE30X

#4$H2 Secretld

FH2RERFERNE

HEA20UZATE

BH22RE

o FALSE: kiZH
» not_supported: Fi$k,
FEWEE, TEREN

« TRUE: ERFHA
o FALSE: kiEH
e not_supported: FigkK,

BREE

Message-receiver (EBIEIA ) RE

Message-receiver (iHEIEKA ) XA

FEWHS, TEREE; Sub-user (FAR) RIEHRAR (F

. E)

o TRUE: FEREER
o FALSE: RFEREER

N/A: TE$A

o TRUE: FEittiEMER
o FALSE: TX&
° N/A: %’E%m

» not_supported: Fi¥K,
FiEWEE, TEREE

o N/A: THA1
« not_supported: Fi¥kK,
FizWHE, TEREE

o Active: EEH
o Disable: BZH
o N/A: &A1

« not_supported: Tk,
FiEWHE, TEREE

o N/A: TEH1
o not_supported: Fi$RK,
FiEWEE, TBREN

o N/A: TE=H1
« not_supported: T8k,
FiEWEE, TERER

o N/A: TZ$A1
e not_supported: FigkK,
FizWiHE, TEREE

N/A: TE$A2

o TRUE: FiEittimiiiE
o FALSE: TX[E
o N/A: TE$H 2

» not_supported: Fi$K,
FEWHE, TEBREH

o N/A: T#$H 2
« not_supported: FigkK,
FizWHE, TEREH

o Active: EEH
o Disable: BZH
o N/A: T=$A 2

e not_supported: FigkK,
FizWHE, TEREE

Message-receiver (EBIEIA ) RE

Message-receiver (GHEIZEKA ) X8

Message-receiver (EE2IEKA ) IXH

Message-receiver (EEIEIA ) RE

Message-receiver (EEIEIA ) RFE

Message-receiver (iHEIZEKA ) 18

Message-receiver (EBIEIA ) RE

Message-receiver (iHEIEKA ) XA

Message-receiver (EEEIRA ) XA

$5305 #3063



O BHE

o N/A: XE5H 2

AccessKey2lastUsedDate FiA2RE—R{EFATE » not_supported: FiEK, Message-receiver (;EEZEIA ) XA
FiWEHE, TEREH

AccessKey2CreatedOver0 o A EEiR2

D:c:ss eychreatedbver FR20IEREBIITI0X » not_supported: FiER, Message-receiver (;HEZEIA ) XH
Y FRIGHE, TERED

AccessKey2CreatedOver30 o NI EER2

DZCESS eyshreatedbver BHA2OEREBITI0E « not_supported: F#%&, Message-receiver (EBIZKA ) B
Y FRIES, TEREHE

o . o N/A: Eig®
LastConsoleLoginTime =Hle LxERaTE

o not_supported: FZIFEHAEER

IRIFRE: BR=ItE (Ib5R) BRSEAR ££306 #3061



