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IESRHIRFIFIX SAML BXE LR T R BN NSO RERmA R AITFERLAE,

ABEERERRAMT:

: "name/sts:AssumeRoleWithSAML",
: "allow",
A
ol

"gcs::cam::uin/10001:saml-provider/idp_name"

|

: "https://cloud.tencent.com/login/saml"

2. HEERIEN A EESIIRER . XTHIRRIBESN 5
3. A cam:CreateRole EORZESHIRHHAE.

fEF

SANML BRISZIFHISMHINT:

Fitig ax BEYIE 5E8

WRIFRE: BRRITE (bR ) ARSEEAE SB77 H#247Tw
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& BT

saml:aud BWS bei=| SAML BiSiE3EIRLiRT = URL, IRBAYERBEFSARY SAML Recipient FE&, MIA=2
Audience FE&,

saml:iss ¥R i =} LA URN F5, WEERBESHAI SAML Issuer FE&.
X2 ? »y R . I_\‘z\i gIIJ\ 1 y o i g
cambcub s D | mm E:%E;zummhz, Hh SR —RRERATEMNERIE. EREESS SAML NamelD 5
- o
. ) E3
Z:m"su'“—ty gnrsm;:- 2 am iSRS SMAL NamelD § Format /Ett.
OIDC BRIISHSHIT:
St avx SEME
" SCTE | SRR R RER string_equal, FHHEREEEIE OIDC SHHRHHRNSHS MR
olde1ss (lssuer) URL. FRiHERAEM OIDC SHFMissTRELTRBZRHISHER, R8T RIFREE.
deaud C(’fcfﬁ in HIBERRER string_equal, SEHEREEAE OIDC BHIZHEIRBN— ES ERE
olde:au N udienc ID. FAsRiHEMEL OIDC SHEHAY aud FREVFHTZRISHER, AETRIFRIE.
_— ‘?fi.ﬂ: -~ HIRESEAETEMERNENT string XMSHRERE, BSMHERSTLIRE04 OIDC ik, FkiH
orde:su ubjec = RGN OIDC St sub FREXNAHBZIRISHERE, BB RIFRIEE.

)

WRIFRE: BRRITE (bR ) ARSEEAE SB78 #247:



(552);5;%%*1%3& hinER
Eme

EIEEFRATE: 2023-05-2212:21:29

RMEER

AXENBAIREER A SXHERRAERE. ENRNE, HOGRELEERGNUREEN SRS FHAE.
PR

ESRHAERENG, #A BE SIERE.

RMET R

SRR AR & XX SR

1. ERBJIRTE, PEHESEINABRR, HABBHEER,
2. ERBIFIETTRIINER > INBREERET, EREILAJI R G KB REIRRER

1R BERIE (1) SR e

v 1UPRERES

EEERLUGEEESSNRFR. BRERECEZEESSNEFIR.

e

Q e
HERE ik mEEDY AiFkEEa @ SRR E] BIE
AdministratorAccess EEEMEEEERPAR.. TSRS - 2022-05-12 11:47...
o0, #113 10y =/5 1 /1T
KBRS
1. BRESRBRERIE .

2. FEBHRRIESIRE N, ARTEERLIASETMRE.
3. BERE, TRREABXIBZE,

FRIRERNS

1. TESRERSIFRP, PBEHRIEFIRRER.
2. BRI SRIRE O, BREREARR, BITJRGMRMRLRIREE.

© kM
BRI DES M RIEE, Pt RINRRRRE, RIS R,

RERERE

1. ERBJIERRNH, REEEENNABEN, BABBERER,
2. ZRBFER, REAGRE, HARSHIMEER,
3. BEEERE, EAAGBHNIERE.

WRIFRE: BRRITE (bR ) ARSEEAE SB79 #247]


https://console.cloud.tencent.com/cam/role

A BT

R e (1) EIE

EHEEK

FAEeE

fih

gcs:cam::uin/ ‘root

4. ERBEKRHE, ZAULMRESRESLUTER:

RS HEN: BEFMEFFINKS (NTAAERS ) (EHSFASHABHINE, HEMIMAMNIKSIFEISENRBEIFRER.

f

=

il

10w =/I

IBEEE

FTIRSSHIEE: BRI RIESS, EHHNEOAEFRIRSEASAIABHAGHN, HEINHEIEHENN=RRSEENBBRIENBR.

5. BTN, TRURIERBHRINEE.

WRIFRE: BRRITE (bR ) ARSEEAE

5880 #247:



& BT -
ERAE

mRIEEFATE: 2023-07-14 16:59:43

RMEER
BREZHEBTEHATN AP BHARERREG, AU~ REROLHEEATBNAERRS.
PR

BIRTHEL T4

2E A B—NEETRRIFERG, IMESRAE B, HEFEZIRWUANIREAT A I HtIRFE=IRSEER.
S8 A BEUKS CompanyExampleA B ownerUin 312345,

228 B B2 dikS CompanyExampleB £ ownerUin 73 67890,

27 B B —1NFUWS DevB, FEH DevB TRXIRTIIE,

RMES R

FBARETRE, SEXMAEERE.
BEEHaERAS

1. AT A AAE B IgfReE (2% tlEmE) .
EIZEREWPEARBHAE—1AE, W DevOpsRole, $ABHEKZIEINT B IRWIKS “67890” , 373 DevOpsRole f&HiiN Ly
ERE] A Tt e =ERS 2R RRAIUR

2. AT B AAE B FHSER (8% HFRSHFHEAEER ) .
72F) B B9FUS DevB EFaIRiEAR A (ownerUin 53 12345) K DevOpsRole A&, FEE “sts:AssumeRole” EORIR.

© M
SRR EWSERTISIIEERAE, FHABHMFNEKS THFHRSIENAS.

3. »F B PHSEHABEREFHE
AT B 7S DevB BRizHa, EEHALETIEREH, EiF “NigRe” , #ARAERE;
BMAAT AMEKRS “12345” , LIRABEM “DevOpsRole” , MERBEIAINEALE A (ownerUin /3 12345) #9 DevOpsRole A543,
EEMGEMABHER, IEEFHELETRSRESP, #F Ditfme” , EADEAeRENiEEbAE,
EHatirfAeERE, ESREFEFAF, EHalgThEEd, #ig “BREFAF” ITELASEEERFRF,

A ER
FIKSNEENRERENE, BASHEAZRFNAE, EtRIENNABTAIIIR,

iBd API EFHAS

AT AS%E Bid AP| G 34, BUTLATIRE:

1. iE—1AE, HEReHiFRENAT B HEWKS CompanyExampleB.

2. iAMA CreateRole #O8IEZHESZ (roleName ) J3 DevOpsRole, FHAiZE&EHINEEREAR A IiitiSRE =RS B EREISUR
AT B &% HFWSHFNEAEER X, MITUATERE:

1. EIF S DevB #3i# CompanyExampleA i DevOpsRole i,

2. @A AssumeRole &0, Hi5EAE DevOpsRole WIIGATEIE. MASEINT:

© %
&7 B (CompanyExampleB ) FEEIFREAT A (CompanyExampleA ) &R, tBaLlEiSRiERA BN EERITIRE,

roleArn=qcs::cam::uin/12345:roleName/DevOpsRole,

roleSessionName=DevBAssumeTheRole,

WRIFRE: BRRITE (bR ) ARSEEAE $81#247m


https://cloud.tencent.com/document/product/598/19381
https://cloud.tencent.com/document/product/598/19422
https://cloud.tencent.com/document/product/598/19381#.E9.80.9A.E8.BF.87-api-.E5.88.9B.E5.BB.BA
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%) iiil=

BEOPITRI, WERESRISNTRR:

{
"credentials": {
"sessionToken": "5e776c4216ff4d31a7c74fe194a978a3ff2a42864",
"tmpSecretld": "AKI***PCI",
"tmpSecretKey": "Vpx***MqD"

9
"expiredTime": 1506433269,
"expiration": "2018-09-26T13:41:092"

}

3. EEIEEREAR, RIBLREER, DevB MAF A HITHIREREIRRIRE.
f5ign, @it APl EE=IRSSEE5IR, A Describelnstances #0000, 18 API #$B Secretld 1 SecretKey B{EEi&) tmpSecretid I
tmpSecretKey B8, EINE A=% Y Token 28/ sessionToken HIfE,

O EE
a5 A BEIEYAE B B9EIES, MERAE DevOpsRole BIA

WRIFRE: BRRITE (bR ) ARSEEAE 5882 #247:
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@ H%i:ﬁ_ﬁ hinER
il 32z) =)

mRIEEFATE: 2023-07-14 16:59:43

RMEIDR
AN BITHISRE . BIRE, HESTHRIRUREEEKS AR,
RMESHR

1. ERFIIEE (CAM) =HE , HA A& JIRRTHE,
2. FRBSIRRTHE, EREENRNAE.
3. BERETIRIMRG > R, TRBIISAEIRE,

© #m
HrAmes—HlRSASHENENER, (FHZABHNABRFNRIRSHERSHETLIBERLZAE.

WRIFRE: BRRITE (bR ) ARSEEAE 5883 #247:


https://console.cloud.tencent.com/cam/role

& BT -
AFRSWFRinEABRE

RIEEHATE: 2023-07-14 16:59:43

ERABHRANERSITUATFEHFHSHASHTINE, RER(BEI— I ROLLEENT BT FHSIEHR FinER GRS,

BigINTiASR, A8 A E—NMEEIRIEM, HEFBISZIIIMGELT B, ZIMUSEIRMEAT A I iltSrE=REEER.

27 A IS CompanyExampleA (EMS ID 7312345) , flEZ— M AGHIEABHEFRIENLNT B L UIKS CompanyExampleB (E£MKS ID 5
67890) . & A (CompanyExampleA) iiF CreateRole EO8IE—1"A&&ETR (roleName ) 73 DevOpsRole I, A7 A tUIKS
CompanyExampleA 78IZ#fEE& DevOpsRole MM TR, LiASEES N @i API 8JE,

227 B IS ( CompanyExampleB ) #iEH0XNMAGE, FERFWS DevB RKREXIMTIE, 247 B (CompanyExampleB ) SEFNFIKS

DevB TSR EAT A (CompanyExampleA ) i9f& DevOpsRole:
1. #27 B M UKS CompanyExampleB (EMS ID J3 67890 ) TEIiE%ME AssumeRole, RFIMNTF:

: "allow",

: ["name/sts:AssumeRole"],
: ["gcs::cam::uin/12345:roleName/DevOpsRole"]

2. BIZEBFRNAE TS DevB. FUWSEIEIETF TiEME DevOpsRole BIRIR
3. FIkSHENEASHNIRGWEER, 20 FEHAS,

WRIFRE: BRRITE (bR ) ARSEEAE 5884 247\


https://cloud.tencent.com/document/product/598/19381#.E9.80.9A.E8.BF.87-api-.E5.88.9B.E5.BB.BA
https://cloud.tencent.com/document/product/598/19419

A BT

ABREEREHS

mRIEEFATE: 2024-01-09 16:08:51

RMEER

IBEEE

FXHENBNTEL A BSHHREERIEF SINEIMANFMRE . HRMEBRER): SERESMRENZATRSRENEASTENEER, BEFTESRE

M= BAEMRSEF G TEEREE BSRSHSITAS, BEAEHTRERUES= iR ERERBNZAREFHERE

iR{Fiars

AERBERBNTRIE
et s s BRES
STSHRS BREE ELeE
1L ElYsEraeERe L
e
>
< .......................................

2. EEfRIRR EE

3. ERABIERES
EMERER

4. Eﬂﬁi@%& BHI T TE R

W

5. BFAI

PR

1. BREUE—ABHFAKSHAS, BAFHERENE . AXHEBZABRKIZGEA MyRole. SIZABESH tEHE - API X,

2. SRENSRIAFRYRIEER . IMTREUSA A, TSI SRIAFRIREITESR o

RMESHR

A FE
REPUREFEUTRIE, 2SR5 NHTIRE:
IGRTZESAERERBEDIREIG K, BIUKETE b 28I, WiEid AssumeRole £# DurationSeconds #&5E.
BESHpIEEEZRMNE ( https://cloud.tencent.com/login/roleAccessCallback?algorithm... ) {EIRTBEELNM o
BRUATFERERIBINRATREER, HIINARMSHRIE, E2REEATFRIEE.

1. APERTIHESRY 2 hIRIRINAREERA AssumeRole #M, HEEIHRSEMG 1 PRFHLIEIFIAE MyRole BIGITESA,
2. AFAR AssumeRole #EOKINE, KEEIHE MyRole BYIERIZEE
3. APEEiZAGHNIGISBAEREREZER . FHTSEUTSE:

3.1 2HHIF: WERESHSHRBFERABFREBINFNERE, KEEE—AFE, THERANBERTERESAFE, MU, SOLUEREES

AOtEXHERRER SRS IIX —TI08E, 40 PHPH B9 ksort B# . HPEZSHEEUTHS:

SHBM Wik i) fik

WRIFRE: BRRITE (bR ) ARSEEAE
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https://cloud.tencent.com/document/product/598/36225
https://cloud.tencent.com/document/product/598/37140
https://cloud.tencent.com/document/product/598/33164
https://cloud.tencent.com/document/product/598/33164

& BT -

action = String 1#{EzhE, BEER roleLogin
timestamp 2 Int HpiRdiaEE

nonce = Int FEtNEEE, BYE 10000-100000000
secretld 2 String STS iREIRIEET AK

3.2 gHESH: BIEL—SHFEFNERSY, & ‘SHSM-28E" HE, fim:

action=roleLogin&nonce=67439&secretld=AKI***PLE&timestamp=1484793352

3.3 PHEERE: & BRGE + BEREN HERER + 7 + BRFHR HRNBHEES S,

2 Wik i
ERENFNEE 2 EEJ cloud.tencent.com/login/roleAccessCallback
BREE = %45 GET 8 POST

BERRRA:

GETcloud.tencent.com/login/roleAccessCallback?

action=roleLogin&nonce=67439&secretld=AKI***PLE&timestamp=1484793352

3.4 &SRR EH HVAC-SHA1 EiEMFRRES, BRIt HMAC-SHA1 #1 HMAC-SHA256., E4ti3NT, LA PHP iE=7fi:

<?php
= 'Gu5***1gA";
= 'GETcloud.tencent.com/login/roleAccessCallback?
action=roleLogin&nonce=67439&secretld=&timestamp=1484793352";
= ( (‘shal’, : ) ));
echo
7>

PHPIRFRGUEHE:

<?php
= “AK|.+ +’W';
= "GuS**+PLE";
= "ADE*¥*fds";
"nonce"] = 11886;
"timestamp"] = 1465185768;
"secretld"] =
"action"] = "roleLogin";
)i
= "GETcloud.tencent.com/login/roleAccessCallback?";
foreach ( as == ) {
LS &Y

, 0, -1);
( ("shal",

4, HESBEREEURENTIEILRTER, S8EREE urlencode HiB,

https://cloud.tencent.com/login/roleAccessCallback
?algorithm=<E¥ZMINBHE, BRIRZHshalfllsha256 , FiEEKIAshal>
&secretld=<Z&ZRfsecretld>

&token=<IIEAFEEEAtoken>
&nonce=<&E&ZHRtnonce>
&timestamp=<&EZAttimestamp>

WRIFRE: BRRITE (bR ) ARSEEAE 5886 #247:



& BT -

&signature=<EZH>
&s_url=<EZFFHAIURL>

5. BN ZERRSHITISRERERSE, EEAEBA=ENR.

BETFRFIRS A6

WRIFRE: BRRITE (bR ) ARSEEAE 5887 #2477,



@ Hﬁ i:H_E IBEEE

RMER

ABERE—ENURNENSE . BTFHASHEEFENZPIRS . BENESRLNR. SUUSHBXBIIZERY, EBRAMBETENZRZSEIER
$5 STS IERIERIHAR M= RE AP (IGRIZEHTEABEER) o BLTFERBRAZHHTIIRE, BEUAXATE—SRIEKS FRSARHERE, tb
AR T ABXEK RS IE ISR ERIFISURERE.

ThRetkEs

AZTRGPE CAM B/, KESUTIERMKS:
B STS I EAATMAZ B RIRS , #EESI STS 18X AP O
THFRANEFRE TS TEERENAE, FEHENFRNERESEGTRMNDIR, LB ERIRES .
EELTELFIRRESRAEE, BN AGORINEITERR, REMMENRSRRAESDRR,

RETR

0l ABBLABERSAE

THRR: AIFAEEEH LiEAERBEMRS .

1. RN role-tke—cls.
1.1 BABAZ=EHE, HROEE > 56 "E.
1.2 PEFIEEEN RN, SRR R,

RIREEA

Fo HoREEEREOlE

@ ERYRERMB R

RO

@ AR

1.3 tERIF LIERTHIBEXER (iF: UREGHRETRE, WFRBTRENER) fET—F.

WRIFRE: BRRITE (bR ) ARSEEAE 5588 #247m


https://console.cloud.tencent.com/cam/policy
https://cloud.tencent.com/document/product/1312/48197

@ Hﬁ i:HE IBEEE

< IRERBRLEREEIRNE

@ swen >

T ERR Nk EE JSON

v BESIESS (1 4NEE)

W (Effect) + Q niF Fi=t ]
BEE (Service) = BERS (cls)
HE (Action) + SEF &8
pushLog
HERE

= R ) - . oy
e esoures O 2Fas BEEE

#{% (Condition)

+ER

1.4 EXEAP/AFA/ABRHE, BENERSTA role-tke—cls.

i
®
IS

< {RRERERERONE

Q smm > @ xwmemPane

X2

| FEEETR~ role-tke-cls I

XBAFEFEAE

2 cEs mERR
= cFEFE EEAPE
S LA HERE
Lt Ak
1.5 BESEREANAT .
SREE can
0]

20231227 113123

2. #@faa instance-role,
21 BABA=ENEG, BHOEE > A6 R\,
2.2 pEFISAE, EEBRETRIRS.
2.3 EEAEHEHIZRSE (CVM) .

WRIFRE: BRRITE (bR ) ARSEEAE 589 #247,


https://console.cloud.tencent.com/cam/role

A BT

< FRERNAE

© swrmeapms >

ERE— TS (csip)

I (as)

ERMIZAEFE (bm)

SRR (cdcs)

FHEEPEKEH (cge)

Tl IDE icloudstudic)

‘CODING DevOps (coding)
TR E (ovm)

HHEREISEH (dsge)

M (faceid)

TEMERRE (otsuite)

ZHIERF MariaDB (TDSQL)  (mariadb)

R FMongoDE (mengodb)

EFTEA (pai)

FARER RS (ssm)

EEREMS (tosg)

BEf.= T F& TI-ONE (tione)

ERZITTE (tes)

PR RS B2 E (wedata)

ZE1A) (advisor)
TIFRS BS54 TF (asw)
i2EF (bpaas)
R TR (cdevops)
HERR ()

S (cls)
FTEFE (cos)
FHEZE (cwp)
HIEREES (dts)
LB R (gse)
B R RS S (iotvideo)
WA EHE (md))
WESEER (mps)
TRE (scf)
TITA (teb)
HHEEPE (tam)
EENEHNEE (s)
E 44| (dasb)

FMall (wemall)

HEEZ 2 (aegis)
BBl S (X4 (tbaas)
TiEZERE (casb)
AEDERME (cdn)
SHERATY CKafka i (ckafka)
Web GIFEAE (waf)
FHMX (csg)

BT EEFE (devops)
FIHDE (eb)

AERTI (facerecognition)
EHABTHTE (s
Wit EE (mdp)
EBEEFE (msp)

T HAES (scs)
BEERE (ted)

BB M

EmpEE (tw)
MIFNERE (vm)

T4 5% (workorder)

RS
¥ RIRSE HRGSER RS RRER

TRESSEE - MEH TR

ZERSE - LAEBEI

2.4 #PERIEAIREE role—tke—cls.

<« MEEENAEL

@ srmeasce > @ mmsesm > >

R (11%)
oleko-ds
e

et

RERNGRSE (CWM) BBSHEAME, ZAESRECARRERREEALRTNEGERS

RERNGRSE (CWM) BBHHEAME, ZABRECARRRNRBEEALRITNERERSER.

R T
ole-tke-cs

TS

2.5 PERFE, EEHEFETERRET—Y, BELSR,

<« MEEENAE

@ sanesnce > @ mEsews > @ mmsesz >

RS ERUERTITAE LESANIE, £ EET (KoyValo) .
el RUSNHE, 0, B, EES, EH

+An ©uEREE

2.6 H5ABEW, SHABLIE,

WRIFRE: BRRITE (bR ) ARSEEAE

IBEEE
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@ Hﬁ i:HE IBEEE

¢ MEEENAE

@ srnennze > @essere > @ emsesz > @ e

instance-role

BE35-cvm.qeloud.com

ERiRE
SR i1 L ES-)
role-tke-cls B S
&G FERL
3. AEBLPHERE.
31 HABA=EHE, SREFI5IRRHE,
e EEREST
o/t nE #E A AR Pr2T srRE 4
ekaci i =T CWF; ‘2?5 R 1P 2022512165, 12:25:28 B BR Ex v

3.2 PEIERhl, IRIEERRGR, RERBELISH
3.3 £ CAM R824, EFEAICIZMAE instance-role, HZMIE.

< glEEsefl

QD szomr > @ ez >

E=p 11 O) Always v
SRE v B3]
Bk e v ek v 0
SRERR n¢ v stdout X
TRIREREZ

KRR stdout" (R REM AR L)L R, /B, STREBREN, DR

CAVI&E v | () FECAMAE

AEHABHGKEN, FEATREHSEXRNAE (UCVMAEE) , AWCLSIKRS, NELSEABRMNMERAE, REISER

BRTESRIE AW IP bid=]

RtETFHENESAS

MEBEAENARES-ARIFLERS, SR HEFLONERS,
MEFBNENZRY-RYRSZHPERS, FEN AESER-LERS
MEFBENENRRSH-ZENHERS, FSN SELIIRE .
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A BT

Biniitn
SSO #ifEs

EIEEFRATE: 2023-09-12 15:33:01

IBEEE

BN =SHFET SAML 2.0/ OIDC B9 SSO (Single Sign On, BRER) , Bl IdP SHFEIERSNIAFTERSIENEBNZER. Bz Bassmi

SSO x5 AF SSO. A& SSO,

SSOEAHS

18R

[

S{nittE (1dP)

IRS3IRME (SP)
R2WERCIES (SAML 2.0)
SAML #7= ( SAML assertion)

{58 (Trust)

oIbC

OIDC <#&

EPiR ID

il 31424

B{piRfE URL

RGP ER

S§SO 5
BIRSIREIU A SSO Bzt:
FiF SSO

AR

— M EEEXINISPRUBETRIENIE, SHRHEBITLURHSHEIRRS.
o Ikl IdP: Microsoft Active Directory Federation Service (ADFS) . Shibboleth &,

e Cloud IdP: Azure AD. Google Workspace. Okta. OneLogin &,

A IdP SN EIRINEE, ARPIRHEFIRSINA, SP &M IdP RHIAPER . —L4E SAML
PHYEISBER S (HlEN: OpenlD Connect) , tBIEIRSZIZMHAIRE IdP BIEHS .

ST RRARSHIMERNIRENY, E2 SP #l |dP Zi@XIF@EHRARLIMANZ—. SAML 2.0E4&
=ERSEIEIE SSO K—FhEsEiRE.

SAML MY FsREERIMESRFAMENRAZ OTTER. BN ARRRARERSSENERRAINS
EO

#377E SP 1 |dP ZiBMEENE, ERBAABEFAARIM. SP BiZrASA975 VIR IdP B SAMLITE
17, THERES IdP % SAML MSHERIIEAH, SP NERAQEREIIMSTEL,

OIDC ( OpenID Connect) 2377 OAuth 2.0E EAI—AMAENY

OAuth 2#EMHY, 1 OIDC £ OAuth tHY EHET—ESME, T OAuth IZHANEINEED, B
ARFEFIREFISIERIFAFNS%, ARSI OIDC thYa APl (HTTP RESTful 6:¥ ) SXEREFE
MER.

OIDC TR MAZERNRERAFINSHSHE, B OIDC < (OIDC Token) . OIDC <HERAFIXEY
EFRAPHERER.

RN FRTESNED |dP EMREYEHER, REM—1EFiR ID (ClientID) o H&MIMEB IdP BRiEER OIDC €
IR ERIZE PG ID, E&RHER OIDC SEtbEEE aud FRIEFZEFIK ID. £E/Z OIDC &
R HAERIEEZZE PR ID, AGTERER OIDC ShHREY STS Token i, EMZ&RKIEOIDC ShEH
aud FERFEHRIZFIR ID 5 OIDC SHIRUFHEENZEFK ID 28— RE—E0, FRIFHHE
2]

ATHLIENEE URL #EShiTaEN, BFEEEEIMND IdP B9 HTTPS CA IEBERMMISIHEN . Bifl
ZRBNZEHTEIZINIEEY, E2ENEEFEESIHE—X (fli0: (ERE OpenSSL itHEXK) , 5
BRI EEHTEL . MNREMILERMAR, WikRiZAE URL AJREEEZAWE, BRSLEIRH
W\, FHESIEMRRIER.

OpenlD Connect SRR
IR EHIRAEESIRIAY OpenlD Connect F#UEXISHAY "issuer” FER(E,

OpenlD Connect S35z CAM FRAPZMETRIZFE,
HiESPIRHEESIRMAY OpenlD Connect F&UEM A "claims_supported" B9E, LfFIH{ER
name FEME CAM i username,

38 OpenlD Connect S{312{4# ID Token EZRIXNH,

RSB REEIREE OpenlD Connect JTiESEH "jwks_uri" FERPSEHEMNAS (TENEEPITH
HHERBAE)

ATIENKSRE, BIUEEHRREZEAH,
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A BT

IBEEE

BR=EE |dP fA&R SAML BiSHERIAFSERR CAM AFRIMEXER . BWAIES dP PEERTER, tURTAiEiEEEHEERIEN
=, tUARERE, EHiZ CAM BFHEIBAEER. EBER, 581 AP SSO fiiit,

fats SSO

BRz=EE IdP 5AR SAML BiSs; OIDC SHHRERI ARSI CAM BFHMRXER, BIWAFRSRE, EHi% CAM BRHIEENE, STFET

SAML 2.0%1 OIDC KA SSO:

SAML &8 SSO: BB IdP ik SAML MSHERILAFEENZ EALUERRN CAM A, BIWARERE, /A SAML BiSHiEERN CAM

ABHEENZER. E2E8, H3R SAML £& SSO ik

OIDC &8 SSO: fRFAFER IdP E&#Y OIDC <kg (OIDC Token) , AMAENAZ APl IBEIEEABHIZNAGIGISHIEIE (STS Token) , AF
fEF STS Token Z2MFHABAZER. ESER, iH2R OIDC HE SSO ik o

SSO FRLL
$SO Bzt SP %2 SSO IdP % SSO
MR SSO X 25
fat8 SSO %HF ¥

WRIFRE: BRRITE (bR ) ARSEEAE

ey ZBAEKS
P2 P2 F32Hs
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@ H%i:ﬂﬁ hinER
SSO HIiERmS

mRIEEFATE: 2023-07-27 15:41:12
BN=Brs St SSO Bl: AB SSO MR SSO. AXNENBXMHANAIERARIISEEE, BUMEMRERIAWSTRERESIERN SSO B
fAeBSsSSo

48 SSO ERTFUTER:
HFEEEAER, BFFEERIRENEERF, NTBtARRSHERIOIES,
SHREEEM SSO MR, MARE—NS=LFMAR, AUEBAZERER. =LA MARPNARRTRHINEENT. MEHEW IdP KRS
AERHBRE.
ZHRBIREAFEFL IdP PIMANESERFPHEMIGER, RESZ ERENIR. SHTIRRERE, IREEAMHTSENEENEN.
RSN EBNZWSEFERR—EY IdP, FEERW AP BEE—X, MAUUSRISMEN=WSH SSO,
SN OZNEEESA AP, BREHAR—BAZKS, EREE—NBNZKSHEES S IdP #17 SSO.
IRTERE, ShFEERERHIINGERET SSO.

FARSSO

FF SSO EAFIATiAR:
EHRENENZNEIRNAREER, MIEERHIIE P HERRTHE.
EREERNEFRPENSERTZISAGIHE, FAGIHE (M@ STS ihiE) NEFRiEER ZiFAerls.
1209 |dP FZIFERNBEXEMEE.
ZieBE LIAFEERAAS SSO MUSHR, MNFEREHK IdP BEE.
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@ H§ i:HE IBEEE

PR SSO
FAR SSO i

EIEEFRATE: 2024-02-20 15:38:12

RMEIDR

BR=SE#H{TAF SSO i, B=2RSRME (SP) , Mt EENSHERRANRSMHIRMEE (IdP) . BEAFSSO, tURTIHEERRE, Bl
CAM FHFILEERZ

RMES R
REiRE

ATEUBAZSEW P ZENEEXER, FEXMENZ SP #1T SAML BEE, FEiBEEI IdP #17 SAML &8, MilitESmMEA8EHTHAF SSO.
1. Bk IdP BEERIBNE.

BERR: HTEIBREW IdP BIEE.
BEERE: B3R Bifl= SP #1T SAML BE .
2. TRV IdP HECESINZ RIS SP Hi#{T SAML HiS/EERIEE .
BEERY: HTEIEN IdP MEREEE.
BiECEIEE: B3R &l IdP #1T SAML BE .
3. RUKERE CAM =FlE Hidd AP ERLESE IdP hEfRE£ iR CAM FHF.
RMEB: NTERAFRPETRESREE.
BFEERE: 520 HEFRAF

ERWIERE

SERk LiRFIF SSO MIEXEER, £l IdP PRIAFETER SSO MARNERBNZFHREMIRIEIR. LA usert! Jafl, HEAHNZERISIERZNT:
1. userl EEN=FRAFERRAAEMAF SSO &R,

. BI=18 SAML INEBRIEEISREEES

. RISEEISIRIREINT SAML INEBREREREW IdP,

. 2k IdP IMIERIF usert, FEIMEBEEER SAML INRHREILSAEEES .

. MEEERISIEIEIRY SAML MR RSN E

. Bifl=iE" SAML BESEE, IBIE SAML BiSrIEMhINTEM, H&EE SAML K=+ NamelD T&EE, EEIEAZKSHE CAM FHF.
. WIEARERING, BRaEERREE SR URL FRINESR.

N O o~ WODN
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A BT

EBifl= SP i#1T SAML fc&

mRIEEFATE: 2023-08-3109:45:12

RMEER

IBEEE

BN=(ERIRSRME (SP) , FHTEWSHIZME (IdP) 89 SAML BE, ELBAZMEW IdP #EE, SERid dP BFREZAF SSO MARER

BRE.

RMES R

1. BREKSER HOEEEE .

2. EENSHIES, SHEHARME > PSSO,

3. T£AF SSO EENHYEESAIAF SSO KEHEERER.
4. BEiRE, BE SSO BERREEXER.

SSO BRinE
550 @ o
SSOHHY * O samL oIDC
SRS
@ «©
RF il

BEAP SSO BRI XRE, AIFREHXAMF SSO.

FERE: LA CAM FRFFREEBEEKSZBNANERENR, A CAM FRPSR—HEZIE IdP ERTEEITEMBINE.

KRS 1tE CAM FREFPHLIEIKSZBHANERENS, AR SSO REFSER.

SHMRRTTHEIEAY: BEEE R, HER IdP RIEMTEIE, HERMBEERX G AEERLE.

© R

FOEIE AR IdP 2, —ARB XML 1§, 85 IdP HERIRSILIR X.509 AAIEH (BFRIE IdP FisiRR SAML BFERE-

) .

Al IdP RigttcauEipiait, TERIERENEERITR, FREL XML SXXGEBLE,

EEEE (W) : FEBMES, TRE— HIES.
NFIRBWANHZ: SAML BiS I NamelD TS LAERLHEEIESERESE

MFREREMWAES: SAML BiS$HI NamelD T8 REEERSRIIKSHIF AR SIRTE

5. BERTF
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https://console.cloud.tencent.com/cam/overview

@ H%i:ﬂﬁ IGaEE
iBiflz= SP i#17 OIDC Et&

mRIEEFATE: 2023-06-29 21:05:52

RMEER

BRZ(ERIRSIRME (SP) , B#TEWSHIRERE (1dP) ROIDC BE, MEIZEA=MEW IdP BEE, SEMal IdP BREBEZAF SSO AR ERE
iﬂfo
AN LSR8 Azure Active Directory 56,

© A
&E OIDC ihiEEIER . (=4 Azure Active Directory > RiFRiERM > #2453 > OpenlD Connect Fo&IE A RISERE, FERISEEEPITFLAR
SEARERER)
RMESR

1. BRZWSER HiaEEEHE .
2. FEMSHER, BHEBRMAR > AFSSO.
3. EFIF SSO ERREIEESRIAF SSO KEMEERER.

SSO BFHEE

H
Juil;

SSOHAM = oIDC

Redirect URL b=t

4. BERP SSO R XIRE, AIFEHXHAMAR SSO,

WRIFRE: BRRITE (bR ) ARSEEAE SB97 #247]
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@ Hﬁ i:HE IBEEE

SSO ¥#HigE

! ]
©
o

¥
o

SSOHHY = saML  Q olDc

i
1

1
[}
i

i
©

Scope * openid v

Response mode = | form_post v

R S A T s s e s e e

-

FR=rUABY T HTZan D TRAN™ "n™ s fg X MY WH-

kbt_yg-
6Z23ulodgRpkWnrixlhgzDn12£1H s ZonkkeNgaxiWxR2KECPbSEYS

L PR VAR o TLOIN . U MY |l WYT- (e 17 TWRL = JOd

FRIRZS: LR CAM FHRPAREEIWSEBNARNERBINE, FiF CAM FRPSH—HERIELW P BERREETIHIALE.

XK ILE CAM FEFILIEEKSEBHNARNERBINZE, AP SSO REFASEY.

SSO Y &EEOIDCEE,

B2 URL: OpenlD Connect SA1REFEIRR . SRS HIZHEIRMHAY OpenlD Connect FTTHUEMIEHH "issuer” FE{H.
EPi%ID: 7£ OpenlD Connect &A1 MIZ Fi% ID, 7£ Azure Active Directory > f2AVRFETER > OIDCSSO RFMGARTTIRET o

FFISIFE: OpenlD Connect B31RHEHSEINZ CAM FHRPZMIINFE . AliESHIRHEREA OpenlD Connect Ft#iEX 4H
"claims_supported" B9{&, ttREIHER name FERMET CAM Y username,

EIUAERKENdpoint: OpenlD Connect B/1RHFEIEMNIEKRIE . M RBHIRHFEGIZMHAI OpenlD Connect FTTEUESEFRY
"authorization_endpoint" ZE&{E,

{8iliEXKScope: OpenlD Connect B REEIEIIERIERTEE. HKiAXiE openid.
EiliEKResponse type: OpenID Connect SA1REFEISIISKIREISEEE, HKiAkiE id_token,

EiEKResponse mode: OpenlD Connect SR HRGIFIUERREIER, Wik form_post 1 fragment FEfpiE=, #HEFIEF form_post 1#&
Ho

FEZ N I8IE OpenlD Connect B3R5 ID Token EZMAH, WREHIRHERIRMEAY OpenlD Connect FTHUEIN EH "jwks_uri" ZEHiE
ERE (ENSSERITEERIAE ) . ITENKSRS, BINEEHRES AN,
5. 58 GRFEFRNE]

il
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& BT -
el |dP #1T SAML Bt&

m=IEEFATE: 2023-09-22 09:51:36

RMEER

I EEHNSHERAEHSBRMUE (1dP) , FHTHENZ SP i SAML BE, LEiidl IdP MEBA=IEE, B IdP AFETHF SSO MAXER
Bz,

RMES R

1. MESRZ=IREY SAML FRSS1R MR TEEE URL.
1.1 BAZWSER HiaEEENS .
1.2 EEMSHED, BESHBEMARK > AP SSO.
1.3 #AF SSO EREREIEEHSHLRIAFH SAML RS RHETEIE URL.
@ SHHBHE( 0P (ERENS
FRZSEFET SAML2.0 89 SSO (Single sign On, #AER) |, @i (0P SHRIEYHSRAFTESSISOSR=ER. BR=EREETH SS0 B

1. A2 SS0: RUAILIEF 0P PERSTESE, TRHTEA=ME 0P FRAFRE, U8 THETET CAM A2 BRERE;
2. FAF SS0: FEifl=lid P SR SAML BTEEY OIDC SIB@ERF SEiflz: CAM BPERIREER, RURPERE, ERiE CAM RREHEHE,

S5O HFigE
O sAML oloc
hitps./icioud tencent comisamiiSphetadata xmi?ienantiD=
R

2. fEfedk IdP HelE—1 SAML SP HigN =i ENRIERAIRSRME, BSEESXTRER |dP RISEIREREEATUR:
Ak 1dP 3285 URL BEE: S B1PREARIRSIEHETEIE URL BEERSEHZIRW IdP fhif{TEiE.
Mk 1dP 325 LIEXHEE : S BR1PRIBTZ RS IZMHEATEARE URL SRIZINESRTAHETD XML 180094, RAEEIEXHLESIEW IdP F
HiTECE.
EidmipNiEd IdP B73ZE: XMER, BEER IdP EFAEENTESH:

2¥ BEiIE gz}

Entity ID WAk TEHATEIE XML s, EntityDescriptor 7t&HY entitylD BI+E,

ACS URL WAk THA9TEUE XML R, AssertionConsumerService 57tZ Location EH{E.
© iR

WMEEEREMEBNZAEMSTE, o#A https://cloud.tencent.com/login/saml?s_url=xxxx FIBE, HFP xxxx HEBISERHE
ht, HEf# urlencode,

WRIFRE: BRRITE (bR ) ARSEEAE 5899 #247;


https://console.cloud.tencent.com/cam/overview

A BT

1Mk IdP i#17 OIDC Ec&

mIEEFATE: 2023-07-07 16:43:41

RMEER

IBEEE

I EENSHERAENSBRME (1dP) , F#H{TENZ SP MOIDCEE, EEL R IdP MERZMEE, SSHE IdP BFREBZARF SSO WARNBERE

W=,
© HREB: AXLAS{BIRME Azure Active Directory #fil,

RMES R
) IdP shelRRA

1. EBRAPER Azure Active Directory (I,
2. #A Azure Active Directory > feA\RIFITRRF > FRERIBER
3. BERNAER.

+ mewmes (O /F L FEGH) @ msEs ) & FuskmsE & sRRE

EE, R R EHEAA Azure AD

RSP RRS IR T I RESTR.

[ umesamEug 0 2R = X EEEEDFRs X v EmEsE
222 MIRES
£l T mRID SRR D ERURL a3z | RS
L]
4. sFARFRECHNARERE.
T B | RUAES > RUNRRS | RELEEE >
WES Azure AD &
& mame
B S SSORIEHASTR. l SHTEET. BEER Aure AD ELUSEASETIAGER, ALERL FOESFAGTREEER £,
p EELAES 2BR 28 FREHEER: Al #3): 28
(23]
Amazon Web Services (AWS) Google Cloud Platform Oracle SAP
Google Cloud 0

5. EAMEHNEOP, BAESHANSETR, FHEFEMREREPRINETREBRPIEREE).

MNESRZ=IREY OIDC BRSSiRBtR TR URL
1. BREHSER HEEEEHE .

A EE:
Bl =EE OIDC B2 [5ifl= SP i#17 OIDC & .

2. FEMSHEERSHBRME > AFRSSO, FRMT:

WRIFRE: BRRITE (bR ) ARSEEAE
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J
=]
S]
3]

3. 8%, FKEY Redirect URL 158,

KBMEBR=IXERY Redirect URL IS ZERV IdP

1. # A\ Azure Active Directory > RIF3iE# > FER AR,
2. ERREFETRE, BEOLIRIFAINA,

3. EEMSHE, BHE—8F,

4. ERFR—ERHNPEERR , MTERFRR:

IETEEAFNAPEBRER T HOER N JERS MIREE, EAPER Azure Active Directory FRAIH)

ERESOISNTERIFIERNE. BRERIINFEERS, REECRTRIIFEINREEGNEER. THEEE

RS RITIA

n
e
it

® BEA
FERE—BR. AFSLINES

RCF AR,

5. IS MBIl =IXENAY Redirect URL .

¢ Epe—ueEn

EUsEsER, SAPTESRIFEANAR Office 265 [P=IEENA, TAILIESSITUE.

EEEFURL

EERTRAPSMZILAMIER URL 0IDCSSO

{3 SAML
EA SAML (ERREET

e et S e

=4
BTER (a) =533
B (R web ISTERY FEARERIALATL BEEE)BRIMAH)/ Office 365 KA
i, B ATIER, e e

AT eRNREFRne SR, SNBEFESNERS—MNARRERESFRH TR U, BTSN, TRES O

ERURLO

6. BEREFE
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@ H%i:ﬂﬁ hinER
ADFS FR SSO f{ERi%HA

mIEEFRATE: 2024-03-0516:17:51

RMEER

Active Directory Federation Services (ADFS) 2 Microsoft's #H#9 Windows Server i&Z1BREEAIRSS (ADFS). ADFSE2—H&EEATF—RE&IE
FEPE 4 Web RABPIMERIFHEAR . EaILUERRBR SSO 1§ ADFS SR =i#{TER, Mt ADFS IkFEEEAREH ASEEA=NER.

AR

1. ##B—& Windows Server [R5, NETEEWZRSEE, 520 =IRSHE-EIERD
2. ERSH/AHTIUTERIE,
DNS BRS528: 1SSHIMEERETEIIERAY Federation Service k.
Active Directoryiz#fRs3 (AD DS) : RHIHEAFMHIRSSHUROEIE . E@FHEREINEE,
Active Directory Federation Service (AD FS) : 12#E & SSO Efi5RIIhEE, HUEBEIFRISHRGIRE SSO AL,

BEPER
FFEPE Microsoft AD

© Hin:
WEBREEE Microsoft AD, FAIZEESE1-5, M P16 FHAERE,

1. E=ARSEEM, #A Server Manager > Dashboard, i Add roles and features, ITEFfR:

(=1 Server Manager - |

Server Manager * Dashboard © Manage Tools  View

{8 Dashboard

B Local Server

ii All Servers

WELCOME TO SERVER MANAGER

o Configure this local server

ii File and Storage Services P

QUICK START
3 A ~ c r fa -
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW — =
& 4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
= File and Storage -
[ i 9 1 # Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
uE H s 3:49 PM
H%“ = = BRI 30

2. —E&iF Next EEIRF Install TR, INTEFR:
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5 E H%EH_E hREE

DESTIMATION SERVER
adserver

This wizard helps yeu install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website,

Server Selection .
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Befare you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The maost current security updates frem Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

- - DESTINATION SERVER
Select installation type =
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

@ Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server selection

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext = | | Install | | Cancel

WRIFRE: BRRITE (bR ) ARSEEAE 58103 #247:\
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Before You Begin

Installation Type

Server Roles

Features

Select destination server

Select a server or a virtual hard disk on which to install roles and features.

® Select a server from the server pocl
O Select a virtual hard disk

Server Pool

DESTIMATION SERVER
adssrver

Filter:

Name IP Address Operating System

adserver 192.168.102.155 Microsoft Windows Server 2012

atacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collectien is still incomplete are not shown.

5

<Previous | [ Net> | | nstall | [ Cancel

Select server roles

Before You Begin

Installation Typs

Server Selection

Features
AD DS

Confirmation

Select one or more roles to install on the selected server.

DESTINATION SERVER
adserver

Roles Description
A Active Directory Domain Services
(AD DS) stores information about
ctive Directory Domain Services objects on the network and makes
e e et : this information available to users
[ Active Directory Lightweight Directory Services EElE fk e f&D bs
uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted
[] Application Server - resources anywhere on the network
[] DHCP Server through a single logen process.
[] DNS Server
[] Fax Server
p [m] File and Storage Services (1 of 12 installed)
[ Hyper-v
[ Metwark Palicy and Access Services n
[ Print and Document Services
[ Remote Access %
[[] Remote Deskiop Services —
%
< Previous I| Mext > | | Install | | Cancel
B —
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Select features

Before You Begin
Installation Type

Server Selection

Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server.

Features

| >

LNET Framework 3.5 Features (1 of 3 installed)|

[» [m] .NET Framework 4.5 Features (2 of 7 installed)
I+ [] Background Intelligent Transfer Service (BITS)

[[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[] BranchCache

[ Client for NFS

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[[] Failover Clustering

Group Policy Management
[] 1S Hostable Web Care
[] Ink and Handwriting Services

—_ . - - W

< " [ ]

DESTIMATION SERVER
adssrver

Description

NET Framewerk 3.5 combines the
power of the NET Framewerk 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

|<Previuus|

| [ mstal || Cancel

3. REEHESE Promote this server to a domain controller, W1TFEFR=:

Installation progress

View installation progress

o Feature installation

DESTINATION SERVER
adserver

Configuration required. Installation succeeded on adserver.

Active Directory Domain Services

Remaote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

[>]

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

Export configuration settings

| < Previous | | Mext =

Close || Cancel |

4. 7£ Deployment Configuration &% Add a new forest #3 Root domain name {E87% testdomain.com, I TER:

WRIFRE: BRRITE (bR ) ARSEEAE
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Review Options

Frerequisitas Check

Domain Controller Options
Additional Cptions
Paths

Select the deployment operation

O Add a domain controller to an existing domain

Specify the domain information for this operation

Root domain name:

More about deployment configurations

TARGET SERVER
adserver
testdomain.com
Iy
| < Previous | | Next = | Install | | Cancel |

5. £ Domain Controller Options H#7 Password 158, WM TEFR, TEE—EHSEHNext, 2F Install BRi&E

DNS Options
Additional Cptions
Paths

Review Options

Prereguisitas Chack

6. RETME, RSF|SER, ER5MAE, #A Start Menu > Active Directory Users and Computers, W TEFR:

Deployment Configuration

Domain Controller Options

Select functional level of the new forest and root domain

Farest functional level: | Windows Server 2012 R2

|v|

Domain functional level: | Windows Server 2012 R2

|Y|

Specify domain controller capabilities
Domain Name System (DNS) server

Glebal Catalog (GC)
[] Read only domain controller (RODC)

TARGET SERVER
adserver

Type the Directory Services Restore Mode (DSRM) password

Password: sesesnee

Confirm password: sesesnen

Mare about domain contreller options

|<Pneviuu5|| MNext = |

Install

|| Cancel |
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File Action View Help
e Z EIEEEN EEYE Y A e
] Active Directory Users and Com || Name Type Description
o] Saved Queries [ Builtin builtinDomain
4 test e ool c | = ntainer Default container for up...
p elegate Centrol... ganizational... Default container for do...
| Find... ntainer Default container for sec...
b =] Change Domain... ntainer Default container for ma...
b g Change Domain Controller... ntainer Default container for up...
b -
N Raise domain functional level... ganizational..
= Operations Masters... ganizational...
Exl | New » Computer
All Tasks 3 Contact
View » Group
Refresh InetOrgPerson
Export List... mslmaging-PsPs
MSMO Queue Alias
Properties T -
Organizat ﬂl‘l‘ql Unit
Help Printer 8
User
Shared Folder
<] [ [ [>]

Create a new object...

7. £ Active Directory Users and Computers T3H, & Org & Users {58, He Users—First name SimSREER=ZNFRAFHES—,
WMTERR:

File Action View Help
LI IEEIEERER EE Y YR K
] Active Directory Users and Com || Name Type Description
b [] Saved Queries [ Builtin builtinDomain
4 E test = ntainer Default container for up...
p & Delegate Control... ganizational.. Default container for do...
| Find... ntainer Default container for sec...
b = Change Domain... ntainer Default container for ma...
b & Change Domain Controller... ntainer Default container for up...
E g Raise domain functional level... gar‘lizational...
= Operations Masters... ganizational...
@ | New 3 Computer
All Tasks 3 Contact
e » Group
Refresh InetOrgPerson
Export List. mslmaging-P5Ps
PSMO Queue Alias
Properties A -
Or ati 'uﬁl Unit
Help Printer 8
User
Shared Folder
<] [ [ [>]

Create a new object...
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& Create in:  testdomain.com/Group0

First name: |test | Initials: | |
Last name: |user0‘l |
Full name: |lest userll |

User logon name:
|lestuser01 | | @testdomain.com W |

User logon name (pre-Windows 2000):
|TESTDOMNN\ ||testu5efﬂ1| T |

| <Back || Mem> | [ cancel |

& Create in:  testdomain.com/Group1

Password: |........ |

Corfirm password: |uouuo |

[] User must change password at next logon

[w] User cannot change password

RECA

1. E=RZEEA, #A Server Manager > Dashboard, i Add roles and features, dITFEFfR:
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& BT o

oard YeEre T

Dashboard 'WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

0 Configure this local server

QUICK START

2 JAdd roles and fgl\*_»;ures

3 Add other servers to manage

4 Create a server group

5 Connect this server to cloud services

Hide

ROLES AND SERVER GROUPS
Roles:0 | Servergroups: 1 | Servers total: 1
# Local Server 1 ii All Servers 1
@ Manageability ® Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results

05 R [

2. —E&i Next % Server Roles IR, Roles i&#%E Active Directory Certificate Services, W TEFf:

DESTINATIOM SERVER

Select server roles B e e

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Szlaction

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related

ctive Directory Certificate Services

Fealures [[] Active Directory Federation Services rale services that allow you to issue
ADCS [] Active Directory Lightweight Directory Services a”‘? manage ct_!rtlflcates usedlina
variety of applications.
Role Services [ Active Directory Rights Management Services
Confirmation [ Application Server =

[] DHCP Server
DNS Server (Installed)
[1 Fax Server

[» [m] File and Storage Services (2 of 12 installed)
[ Hyper-v %
[] Network Policy and Access Services

[] Print and Document Services
[ Remote Access
[] Remote Desktop Services

| < Previous. || Mext > | | Install || Cancel |

3. —E&F Next 5% AD CS-Server Roles IR, Server Roles i&#% Certification Authority. Certification Authority Web Enrollment, T
EFfrR:
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Select role services s o

adserver.testdomain.com

Before You Begin Select the role services to install for Active Directory Certificate Services

Installation Typs Role services Description

Server Selection ificati i
Certiation Authorty Web

Enrallment provides a simple Web
e
SR =2 [] Certificate Enrollment Policy Web Service interface that allows users to

perform tasks such as request and
= o . a T ificates, retrieve certificate
AD C5 B Certificati \uthority Web Enrollment] renew certi
Srhcation PuUtnonty T en nro men revocation lists (CRLs), and enroll for
1 Metwerk Device Enrollment Service emart card certificates.
Web Server Role (1I5) [J Online Responder

Features

Role Services

Confirmation

| < Previous | | hext » | | Install | | Cancel

4. —E%F Next BZ Results TWH, BETEIESEE AD CS Configuration, INTFEFR:

= Add Roles and Features Wizard = = =2

Insta |Iati0ﬂ prog resg DESTINATION SERVER

adserver testdomain.com

View installation progress

o Feature installation
. __________________________________________________________________|

Configuratien required. Installation succeeded on adserver.testdomain.com.

Active Directory Certificate Services -
Additional steps are required to configure Active Directory Certificate Services on the

Configure Active Directory Certificate Services on the destination server
Certification Authority

Remote Server Administration Tools
Role Administration Tools
Active Directory Certificate Services Tools %
Certification Authority Management Tools

Web Server (IIS) >

You can close this wizard without interrupting running tasks, View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Mext = | | Close | | Cancel
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DESTINATION SERVER

adserver.testdomain.com

Specify credentials to configure role services

Role Services

Te install the following role services you must belong to the lecal Administrators group:

* Standalone certification authority
* Certification Authority Web Enrollment I
* Online Respondear
Teo install the following role services you must beleng to the Enterprise Admins group:
* Enterprise certification authority
* Certificate Enrollment Policy Web Service
* Certificate Enroliment Web Service
* MNetwork Device Enrollment Service

Credentials: TESTDOMAIM\Administrator

More about AD CS Server Roles

| <Previous|| Next » |I | Configure || Cancel

5. B Next , 7£Role Serverives, @i TEIEE, 2 Next,

) DESTINATION SERVER
Role Services adservertestdomain.com

Credentials Select Role Services to configure

Setup Type Certification Authority

CA Type Certification Authority Web Enrollment
) W
Private Key [] Metwerk Device Enrollment Service
Cryptography [] Certificate Enrollment Web Service
CA Mame [[] Certificate Enrollment Policy Web Service
validity Period Ly

Certificate Database

Confirmaticn

Maore about AD CS Server Roles

< Previous MNext = | Configure | | Cancel

6. 7£ Setup Type IH, i&#F Enterprise CA, MITFEFR:
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DESTINATION SERVER
Setu p Type adserver.testdomain.com

Credentials Specify the setup type of the CA

Role Services

Enterprise certification autheorities (CAs) can use Active Directory Domain Services (AD DS) to
] simplify the management of certificates. Standalone CAs do not use AD DS to issue or manage
CATyp certificates.

Privata Kay

® Enterprise CA

Enterprise CAs must b§ domain members and are typically oﬁne to issue certificates or
CA Name certificate policies.

Walidity Period

Cryptography

O Standalone CA

Certificate Database Standalone CAs can be members or a werkgroup or domain. Standalone CAs do not require AD
group q
Canfirmation DS and can be used without a network connection {offline).
More about Setup Type
< Previous | | Next » | | Configure | | Cancel

7. 7 CA Type IR, i%#E Root CA, WITEFFR:

DESTINATION SERVER
CA Type adservertestdomain.com

Credentials Specify the type of the CA

Role Services

Setup Type When you install Active Directory Certificate Services (AD CS), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its.
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI

Private Key hierarchy.

Cryptography ® Root CA

CA Name Root CAs arefthe first and may be the only CAs configured in a PKI hierarchy.

Validity Period

! O Subordinate CA
Certificate Database Suberdinate CAs require an established PKI hierarchy and are authorized to issue certificates by
Confirmation the CA above them in the hierarchy.
Meore about CA Type
| < Previous | | MNext > | | Configure | | Cancel

8. £ Private Key TUH, i&#E Create a new private key, IMTEFFXR:
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. DESTINATION SERVER
P riva te Key adserver.testdomain.com

Credentials Specify the type of the private key
Role Services
< to clients, a certification autherity (CA) must have a private key.

Setup Type
CA Type

(®) Create a new private key

Use this option if you de nof have a private key or want to create a new private key.

Cryptograph
Ll () Use existing private key
CA Name Use this option to ensure continuity with previously issued certificates when reinstalling a CA.
validity Peried () Select a certificate and use its associated private key
Certificate Database Select this option if you have an existing certificate on this computer or if you want to
. import a certificate and use its associated private key.
Confirmation

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to
use a private key from an alternate source.

More about Private Key

-(Previuus| Next » | | Configure || Cancel

DESTINATION SERVER

Cryptography for CA adserverstestdomain.com

Credentials Specify the cryptographic options

Role Services

Setup Type Select a cryptographic provider: Key length:

T e [ RSA#Microsoft Software Key Storage Provider [+][2048 [~]
Private Key

Select the hash algorithm for signing certificates issued by this CA:

SHA256

CA Mame SHAZS4

Validity Pericd SHAS512
Certificate Database SHAT
MDS

Confirmiation
[] Allow administrator interaction when the private key is accessed by the CA.

Mare about Cryptography

< Previous MNext > | Configure | | Cancel
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CA Name

Cradentials
Role Services
Setup Type
CA Type

Private Key

Cryptography

Walidity Period
Certificate Database

Confirmation

Validity Period

Credentials
Role Services
Setup Type
CA Type

Private Key

Cryptography
CA Name

i LY
Certificate Database

Confirmation

DESTINATION SERVER

adservertestdomain.com

Specify the name of the CA

Type a common name to identify this certification authority (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
be modified.

Commen name for this CA:

testdomain-adserver-CA

Distinguished name suffix:

DC=testdomain,DC=com

Preview of distinguished name:
CM=testdomain-adserver-CA DC =testdomain, DC=com

More about CA Name

< Previous | Next = | | Configure || Cancel

DESTINATION SERVER

adserver.testdomain.com

Specify the validity period

Select the validity peniod for the certificate generated for this certification authority (CA):

5 Years H

CA expiration Date: 12/13/2023 4:52:00 PM

The validity period configured for this CA certificate should exceed the validity period for the
certificates it will issue,

Maore about Validity Period

| < Previous || MNext > | | Configure || Cancel

9. 7£ Certificate Database &H, # %58, BHET—F, WTEFMRT:
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DESTINATION SERVER
CA Data ba se adservertestdomain.com
Credentials Specify the database locaticns
Role Services
Setup Type Certificate database location:
CA Type CAWindowshsystern32\Certlog
RGiEley Certificate database log location:
Cryptegraphy CAWindowsh\system32\CertLog
CA Name
Walidity Period
Certificate Database
Confirmation
More about CA Database
< Previous | | Next = | | Configure | | Cancel
DESTINATION SERVER
Results

The following roles, role services, or features were configured:

#  Active Directory Certificate Services

adservertestdomain.com

More about CA Configuration

More about Web Enrollment Configuration

Certification Authority o Configuration succeeded

Certification Authority Web Enrollment Q Configuration succeeded

Qse Cancel

10. i5i@ http://localhost/certsrv  Hfff CA LRI, WMTFEFR:

WRIFRE: BRRITE (bR ) ARSEEAE

115 H247]



@ Hﬁ i:HE IBEEE

e@l@ http://localhost/certsrv/ P~ ” & Microsoft Active Directory ... ‘ ‘ 0} bag £

Microsoft Active Directory Cerlificate Services — testdomain-adserver-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Aclive Directory Certificate Services
Documentation.

Select a task:
Request a certificate
View the status of a pending certificaie request
Download a CA certificate, certificate chain, or CRL

&% ADFS %S

HERENEHEAITENREEENAPRETEIRINERMAL . ¥3X ADFS §, RECEMREITE, AXHET IS #HITEHERE.
1. EERSEN, B B, EAENFOSETIR, #IF ‘IS SE28” .
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ADSI iR
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Internet Information Services (I15) B8
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Microsoft Azure 25
ODBC HEER(32 i)
ODBC #EiF(64 )

2. IS BEEP, pERSHIED, MTEFRR:
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Microsoft Active Directory ifBlE% -- testdomain-ADSERVER-CA
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4 O EERE Device Registration Service £ WS—... wrnims-drs:adserver. testdoma... -
[ EERIEEAEE cloud. tencent. com 2 #S—... https://cloud tencent. con/10... EERSEE.
= 1= BN ERS AT
| B85
O men]  BINERBEEA.. ==
b [ SHRIEY I ERBE RIS N)... MiasrEEn
=5V) 4 & B
MNEBgIESEOW) ZE)
R
ZEH) MERATTHIEES.
REFEAN..
E=32)
Bts
K e
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o7 IS S g SR X A S ORI aEELER- 7
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A BT

IBEEE

¥ RS ERS -L;
B HIRE )
55\ RS SR T RR A IS AR IR &=L
o KR © SAEETEFITENFE -SRI 0
o ERHIRR R AR MTE ST R4S A B A T A S S R0 S L BB -
83— A
o FuARBS R A TARNIL (EH B3 L) (F): .
o MRS ERAN |https://cl oud. tencent. com/saml /SpMetadata xml?tenantID=. re._ = .. | o
@ ﬁﬁ’k}iﬁbﬂ%ﬁ- H_iﬁﬂ fs. contoso. com EE httpsi//www. contoso. com/app IEI—J
° =H O MEHENEEEHHHEIE0)
PR M I S R B A B S S RN S L BRI - BRIk
il B st
TR B (R)
S8 (8).
O FEhghAEXEMAAEHE (D)
R AIRE A S TR0 B AR o
<E—%® || T—$m> || BnE |
4 RESE, JENTERR:
V) #0w) EEIH) ;
ER5EE 2B
Emee=ia == A R0 {EHHEE 5
Device Rezistration Service 2 = ms— <.
[ cloud. tencent. com 2 WS—... https://cloud. tencent. com/10. .. BRI ..
EIEEE A AN EA ST
== »
MiabsrEsn
o B&R
H =8
cloud.tencent.com -
MNEATEEES ..
REEEEEAN...
=5
)=i3
K B
H =8

ZSR= SP KR SAML B mit

FAIRIEENZ SAML IMREMEEREIFRAR, SAML B985 NamelD FREFEZEREAZFAFRS. SAML EiEHEI NamelD BRAMEAT
(TESTDOMAIN\FRRF® ) &, BENFRERNERFEBES TESTDOMAIN, URBFHFSE (TESTDOMAIN 2FIHEAIEIA NETBIOS &)
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HIEBEFEEAS. EEILEESTHMEaES,

— P BEREEE SRR

| CaUsers\Administrator\Desktop\cert.bd

= BT L TSI AR ESIAHER - HERE A S SIS SRS -

o AT A BRI ()

® FRERARHAN |ﬁm§ikﬂﬂ£§ﬁ% v |
A ERAMHEARHEA

1]

17

3]

ﬁgﬁ%

3
=
o
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L

E LDAF i TFIEETRERA
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IBEEE

L) B =|=E A% A =|=B SQL =|=E 2300 o 7 o
ARSI, e LI S SR B
AEBRHMIEFR(C)

NameId
MR 58 E XN ER
BREX A () :

c:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccount
name"]

=> issue(Iype =
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier™,

Issuer = c.Issuer, Originallssuer = c.0Originallssuer, Value =
regexreplace (c.Value, " (2<domain>[~\\]+)\\(2<user>.+)", "&{user}™),
ValueTlype = c.ValueIype, Properties
["http://3schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
"] = "urn:casis:names:tc:S5AML:2.0:nameid-format:persistent”);

© kA
HHMFRELL, TikeliE SSLITLS Z2iEBER, AliET powershell ITHXNEERRSHMBER
32fut=8:
Set-ltemProperty —Path 'HKLM:\SOFTWARE\Wow6432Node\Microsoft.NetFramework\v4.0.30319' ~-Name
'SchUseStrongCrypto' —Value "' -Type DWord
64fIHNEE:
Set-ltemProperty —Path 'HKLM:\SOFTWARE\Microsoft.NetFramework\v4.0.30319' ~-Name 'SchUseStrongCrypto' -Value 1' -
Type DWord

P SSO &%

1. NESE8HAN https://adserver.testdomain.com/adfs/Is/idpinitiatedsignon o
2. MABP&E. BBER, IURRER, WTERFR:
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iexplore
IEfEEEE) adserver.testdomain.com,

ltestuseﬂ ]
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O BE=ssE

BN

© 2013 Microsoft

WRIFRE: BRRITE (bR ) ARSEEAE 58135 #247R



@ H§ i:HE IBEEE

At SSO
ABSSOtfid

EIEEFRATE: 2023-08-31 09:45:12

MREHEIHARCHEEACHKSHR, INFEERERNRIERBAZER, Bl SERSMIRME (Identity Provider, |dP) IEERMASES
HSNZIKFRAE—(UEARELIE CAM FHF, (EASHRMEE (I1dP) , SRSEBAINIAFRSS, TLIRXLESNRE P S 518 FIRE AR
BR=ER.

BEREEXERNMAHTERIGIE, SRR (IdP) RIHTSHINIE, SMISHEHEFBELEMNSHRER (1dP) SHKIER, SERREHTEIEE
Fo, EULRSHRESASEFERENBNZERIE, IMISHAFSEABHERIREERHTER SN, EMSHARERBNRRBANEAS,
ASERNRIGIEN, SrBeERKIERZS (FlilE APl EH) , SERISEZAREESIE EESHNRIDN,

(EMiAR

MRENEVRERASEIHCHKSHRRAF, HEXEAFRFELEBNZER, SRUERBASHEIER (CAM) MSHIRME (1dP) hEE, ToER
MEMFPiXLEAFEE CAM FRF . ERSHRHERE (IdP) hEE, SRIUESEBARINIAR, HERRBMRENSHRER (IdP) #HITHREIMERARF
IBEBRZRERARR

LhREHFE

TR AZKS

W EFTHHARRTIERLEEAENS, BRRAFPRORIKESIEES (FiNz API %40 ) tEfmSKNRRIN,
R#tESERER (SSO)

TIEFSESHIRIEFRMNERT, BESHRHETIHHRARRESR (SSO) .

S RHRRIEEFRE
ESHRHERHERNE, tUEFEBREFERSEBNRNKESMHIE, EEER,

WRIFRE: BRRITE (bR ) ARSEEAE 58136 #2471



@ H%i:ﬂﬁ hinER
SAML At SSO #iss

mRIEEFRATE: 2023-11-2217:30:52

BA=SEH{TAE SSO i, Bi=2RSRME (SP) , MtUEEHNSHERRANRS MM (IdP) . BEAE SSO, hIELIER IdP HEE
RIER, TRHTEAZMEY IdP BNEFRRY, iR TEEREEN CAM ABERIBINZR.

EXiRE
U R TABS AR IRAE.
B EHabEERE

LEERASHAESSONEXERER, tURTTLEIUTAZERIBNE. EXRENT:

. ERRSREIdPHERTEPERENENBIRRS.

. |dPER—4"SAMLIBRFRELEEEEE .

. MR EEMEISSOIRSTIE, HIERSAMLITELESSOMRSS .

. SSOBRS3EASAMLINMN AR ZSTSIRSSIERIGRIZSIEIE, HER— M TUERIGHZESETIERBNREHSHURL,.
. SSORSIEURLIR RIS o

. ISR EE@EIZURL, IEECAMABERIBNRERNES.

I EFDRERE

o 0 h WDN

U RTESRSRERRGEELS, EXRENT:

1. EREFEEW IdP REERIER.

2. |dP &p—4 SAML gk, HPESXFERAFH SAML IS, FSLINAIRELSTER
3

. EFARBBN= STS IRS312MHAY APIAssumeRoleWithSAML, FHEBUTER: B=hSBIREER PrincipalArn (I3EEHEIAS ) . EINEN
BB RoleArn (A&iFDERS ) URkBELRL IdP B SAML HSER.

4. STS BRS318#5E SAML BiSHREIGIT R EIEAER .
5. R ERIGRZSEERMABNE APl

KEPE

ATEUBAESEW P ZENEEXR, FEHITENE(EN SP Y SAML EEHEI IdP B SAML BE, RERKEA#E#HTAE SSO.
1. ATRUBAZEW IdP BEE, FEEEW IdP BERIE=. E3ER, B2R G SAVL SHiRiE.

2. RFEEE CAM EHIGHEFLEZAT SSO B CAM B8, HEFRXNIR. ESER, BERE AemifhEhiRHEE CAM A8,
3. ATEIENW IdP MEBAZEEE, FEERI IdP PEEBNZIEE SAML SP #i#{T SAML BiSE I8 E .

EERH

Azure Active Directory B SRS =IERE

WRIFRE: BRRITE (bR ) ARSEEAE 137 #247R


https://cloud.tencent.com/document/product/598/30290
https://cloud.tencent.com/document/product/598/19381
https://cloud.tencent.com/document/product/598/35713

& BT -
OIDC A& SSO #i

RIEEFATE: 2023-08-04 17:12:42

OIDC ( OpenlID Connect) 23z OAuth 2.0&H ERI—MAENNY, Bilz CAM ZIFETF OIDC K& SSO.

EARME
m= A8
OIDC (OpenlID Connect) 2&37E OAuth 2.0 Eiti EAI—MAIEY. OAuth 2
oIDC MY, i OIDC 7 OAuth MY EMEBT—ESBE, BT OAuth I2HRIIEINEES,

EERTEFIREEBINELRIRFAFNSE, MRER OIDC s API (HTTP RESTful
) SREAREMER.

OIDC A HAERNRERAPNSHSHE, B OIDC <k (OIDC Token)

2
OIDC <## (OIDC Token) OIDCS AT RIESAPNEASE,

RS G =iE STS (Security Token Service ) 2Bil=i2HA—FIGEHRNIREERS, @
o STS FREXRILAE & XA SFNAIaARAYIERT SR 4EIE (STS Token) o

fk#E URLESMER 1P 124, 335 OIDC Token 9 iss FEfH.
& E URL fERE URL ©7LL hitps sk, #&1RE URL 830, (BFRIFHE query 28 (L1 ? iR
iR) .« fragment FER (LA # #5iR) FIBRER (M@ RR) -

BRI FATESMNER IAP iERRRIRHE, SER—ZEFE ID (ClientID) .

HIEMIMNEB IdP BRiEEA OIDC ShERt % RERZEFE ID, F&HRA OIDC $HEths
B aud FEIEHIZEPR IDo

LI OIDC By HRIRIELEIZZ ik 1D, $AGTEER OIDC $HEEEY STS Token
B, BIl=4#38 OIDC £hgd aud FERFFEHAIZ IR ID 5 OIDC S31RihEiE
HERR ID 25—, I8—80, FTRiFrnERS.

ZERiR ID (ClientID)

RIF3iG=R

LW AREREIHABNZE, NREREENLIDES (AccessKey ) , BR2FGIPIEEARER, FEESE AccessKey ittEMHRELIE. HTHR
BAERE, AilSNAERERLERNEE=FEE OIDC NS MRS (fli: Google G Suite & Okta %) , LUEEN OIDC S{niRfiiEa
BENRFRALERL OIDC <2 (OIDC Token) . FEXMIERT, EEIENZE CAM RIHEIAE SSO gEH, BWMATLIERFER OIDC SRS =G
BISHAEIE (STS Token) , NiiZ&iHIEAEA=ER.

ok, BEMAFRESPNENATFRTERETE LM (G0 H3xmiG) EERSHRERBAE, MBXLEMiEZIFER OIDC Sh2, WEILAERER
= CAM E(=ET OIDC R SER.

EXiRE

1. 7E5MEB 1P HRiERRRIF, SKEXRFBRYZEFiR ID (ClientID)

2. EBifl= CAM HeIE OIDC BiRitas, EEBN=SIME IdP BEEXR. BINRE, 52K I OIDC SiRHE .

3. fEBiflz CAM el OIDC B1iRHAH CAM B2, #73 CAM B&IEIN. BIARME, 520 €2 OIDC SpiRHE CAM it
4. 12558 IdP ##% OIDC €42 (OIDC Token) o

5. {5 OIDC Token #&BY STS Token, EUKEIE, i55MW AssumeRoleWithWebldentity o

6. {EMA STS Token AN =ER.

R

Azure Active Directory BB RN =i5m
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https://cloud.tencent.com/document/product/598/93430
https://cloud.tencent.com/document/product/598/19381
https://cloud.tencent.com/document/product/1312/73070
https://cloud.tencent.com/document/product/598/35713
https://openid.net/connect
https://oauth.net/2
https://cloud.tencent.com/document/product/1312/73070

<£Ei’m§fﬂi§ hiDETE
HF SAML 2.0 BX&B{pIEIE

IEEFRATE: 2023-05-22 15:25:40

BRZSHFET SAML 2.0 (Z2MSIRCIES 2.0) HEXSSHIEIE, SAML 2.0 BIFSSHIIERME (Identity Provider, IdP ) ERI—FFFRITE,
ASHRHERIINBRSERER (Federated Single Sign-on, SSO) , AFALMEREEKESHIGEBESHNAFRERBNZEREFHSHFRENE API
B(E, MAwHEWHARPHE—HERELIE—1 CAM FHF. FEI SAML 2.0 BERAFKINY, EFLREEEXSHRERS, aEEEdER
SANL REHEBN RS SBIIENEE,

SAML S{piR#tHEs

SHRHEFBZIFIEE (CAM) FEI—AEF, ALLAKRIMNIHEEWSES . BT SAML 2.0 BESHIRIENSHREE (1dP) #id Tk SAML 2.0 (£
LWSIRICIES 2.0) IRENSHIRHE (I1dP) RS, MREHEET SAML 2.0 HEGESHSH1RHE (5 Microsoft Active Directory BX&SBIIER
53 ) SEN=ZENEE, MERWSBRNMEREBHIDBAZER, WEZLE SAML SHREE. XFEIE SAML SHRHE, B3I tIEShmiRME.

SiRttERe

B SAML RitfifE, B MEE— HS 1L SAML SHREBEIASHRENSHRHEAS . AERAT—AIRRENISS, BITERLRNERINSE
IERREIEH . & SAML 2.0 BiS LTXH, ABAISERAZSMHRAE (IdP) RIESHNRSSHAFER. KASRTSHRHERIGIRSIEBRITER
ZEFHE. IWASBXBRIKIERETHRESMHAFIEENZERNLER. XTAEETF SAML 2.0 KESHEIINSRIRERNAE, B2 tIgRe,

I ARKS SENZEE
=y -~ Bz

P e .! I""'"_T%"
SE :

5
ol E:
MR=EHS £ X
B d
A &
B | B CAM
i :
g e AVAS T H H
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn t h. O
% - >
2 BHSHE =1 =
i B4R (dP) fyt5(Role)
Vo) i)
SER S50 SAML/OIDC
KASABRSSO (FHSAML/OIDC) e,
P B B4R R (STS) . —

(EAETF SAML 2.0 XS SBRIEGEERZ API
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https://cloud.tencent.com/document/product/598/30290
https://cloud.tencent.com/document/product/598/19381

A BT

IBEEE

USER IDP LDAP

STS

1: Request to IDP

; » 2 : Auth User o
: (SREEEPTP T CTET PP CORCTREE ] |
AL L L ket deebr e il e 3 Auth Result :

4 : Reply Assertion

cAuth

5:: Apply Secret With SAML Asseftion

S S S A I N A RS S S A A 1<
' ' 8 : API Secret ' v

. eIEAARFEREFiREREWR SR MHEHTRBIE.
. SO RUBIRERWAIBHSIMNERRH#HTISIE
. IREIFAPEIERER .

. STS &3 SAML 2.0 HiSfER.
. RERIEER.
. IRIBREISERABIREHER, FEREZRIZEPG.

0 N O O NN WN

. BPRUEHIREIGITER, £l—MRER SAML 2.0 BiSXtE, FHEEEZIZRE,
. BEFIRIRIE SAML 2.0 S . SHHRMHEISIRERMERNSHEHEABREIRIEARR sts:AssumeRoleWithSAML iEREBIFIGIHIRZEEH

(EFETF SAML 2.0 XS SSIRIESCHESERER (SSO)

1: Request Login

. 2 : Reply Redirect

I 3 AuthReguest

4 Auth User

i I 5 Auth Result

B SAML Assertion i

H 7 2 login with SAMLRespense o
S et 190 PO SO S A R PO

10 UIN :Skey

11 : Redirect Console

| 8 Auth Assertion |
"""" 9 Auth Result |—|:

6 : Auth Assertion

7 : Auth Resuit

Console

1. e AR R P ERRE R RIDEN SRS .
2. B RRSIREIMEFREEES
3. MREREEERIMIARMSHIRERE (1dP) .
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@ Hﬁ H:I.E Pl =

. RASIER PSS .

. RWARSSISIERT, BEAFEREISHRME (1dP) .

. BBREE (IdP ) EHiRHER SAML2.0 #iS, REIZIRSEE.
. MILEERIE SAML 2.0 S EEEEBAZ.

. FaETEIN = SSO ERIRSS, 1ER cAuth HIRIERPES.
. REERRIGESR .

10. BGIERLD, REIERIRES.

M. EE@IBARERERS

© 0 N O 0o b
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@ H%i:ﬂﬁ hiEE
{5 SAML 2.0 XS8R BREBNaEREHS

mRIEEFATE: 2023-05-22 15:51:49

RMEER

BRZSHFET SAML 2.0 ( Z2MSIRICIES 2.0) MEXESHIIE, SAML 2.0 BIFSSHIIERMA (Identity Provider, 1dP) ER—MARITE.
ERLAEEETF SAML 2.0 BASHIRIHESHIRHESENRHTER, MNUTIHSHRUESHAFEm0HESR (2—52) BIzENAEEBNZNER, ¢
AiEdEARRS— R EEIE—1 CAM FAF,

RMES R

EEAILET A S EUR— A RE A EENSHREEENSFESBISSERNE, EFURETNEREERE NS S EEKS FHEE.

1. BN ESIREREIARE, FeE RSN R,

. E I RIS AT PS5 .

. BIERINE, iIIFRISSER—F SAML 2.0 SHRIENE, EhaFRsARs = RERIEXER . %R ESS RS E PR,
. REFHR SIS REE RS - S RER T EHER SAML S,

| REB SR EARERIGHRSEE, FoR—MERREEENRAER URL,

. BREISES URL (ENERRREERE,
ZEFRSESEENIBASEEENEA . MR SAML 2.0 SHRENNESMETHESS CAM SR, NRASSEETRRAFSEERTHOENE
MR,

MERRRERE, BARELEHNARET: AREESLAANREIFMETHLRE, ERASSREHNASRRE, TERUTARASESE, SXmT
BREITHHAL RIS ME B, ESALTES.,

HERWARTEEET SAML 2.0 HSBEAE

EELIAATH, BEESHEE (50 Azure Active Directory ) LAERETF SAML 2.0 HSH12(47S, $1a1 Azure Active Directory. Onelogin.
Okta &, B ERSHIRMRE, ATER— TR, ZESENEERIERHESSHIIEERNSHIRMHE, SIBEEWARNIIFMNEESE RIS
BT = SRS A APERIEHEBASRIFET S, EER SAML 2.0 BrSi#TEMIRIT. IMUEREEHNSIEHEERER metadata.xm| SIHEURTFE
HIBIRERE . SIS IdP SHELRSIER, SSRUTXE,

Azure Active Directory BRI =ISE

Onelogin EREREN =g

Okta BB RN =IEE

ADFS BaE RSN =isE

# CAM rhej@ SAML S{oiRftE

EAILAMERIUEE (CAM) IEHIGIE— SAML 2.0 SBIRHE, ZSBRUBRIGDER (CAM) PE—P L, TLUARRIMMIEKSES. BT
SAML 2.0 BX&SHIEERNSHIRHERHIA T ZS SAML 2.0 (REMEINCIES 2.0 ) inENSMIRMHERS . EIBTED, Bl EERTREET
SANL 2.0 HISH1EHE P LESBIRHUETEIENE, FMESRA tIEShEMHE .

HEBR=HAH SAML REtEHFREIER

FZatlE— e, RTECEEWARTHSHRUETEBAZNERXER. £ SAML 2.0 IS L TXH, ABASERASHIRHUERIESHNRSSBRERP
£, ABAITFSHPRUMERIGHNEZSIEBHTENAZERGT. EREESR, BTUNZASXEREIIREAGHIERRMY, NURERSSHEHPEER
ZEFLTEERERRY . #HESHA HEHRERLERAS,

EESHRMUBHE—SF

THIHFREBNZIXSTTEIE XML http://cloud.tencent.com/saml.xml, @ ARGISHIREEBEEMSIZIBAZNENE, BrEellamh
S HREBTNENAZNEREXR . KRZHNARERTFENSDRME . —LRUBDERMTENZ URL AOEIR, LR, SHRUEISHERINHZRZ
X, BLEREENEREMIZ URL L TEHIZXE, ARISEEAA R BESREM IdP XHELUREETR, HSRAMTXHE,

Azure Active Directory ERERBN=ISE

Onelogin BB RN =g

Okta BRI =R

ADFS B RE RN =isR

SAML IR G

SAML BN

N OO o~ WON
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https://cloud.tencent.com/document/product/598/35713
https://cloud.tencent.com/document/product/598/35817
https://cloud.tencent.com/document/product/598/37658
https://cloud.tencent.com/document/product/598/42702

IBEEE

<samlp:Response>
<saml:lssuer>...</saml:Issuer>
<ds:Signature>

</ds:Signature>
<samlp:Status>

</samlp:Status>
<saml:Assertion>
<saml:lssuer>...</saml:Issuer>
<saml:Subject>
<saml:NamelD> </saml:NamelD>
<saml:SubjectConfirmation>

</saml:SubjectConfirmation>
</saml:Subject>
<saml:Conditions>
<saml:AudienceRestriction>
<saml:Audience> </saml:Audience>
</saml:AudienceRestriction>
</saml:Conditions>
<saml:AuthnStatement>

</saml:AuthnStatement>
<saml:AttributeStatement>
<saml:Attribute Name="https://cloud.tencent.com/SAML/Attributes/RoleSessionName">

</saml:Attribute>
<saml:Attribute Name="https://cloud.tencent.com/SAML/Attributes/Role">

</saml:Attribute>
</saml:AttributeStatement>
</saml:Assertion>
</samlp:Response>

£ SAML BiEHY AttributeStatement 5o+, HRESLATERZERR Attribute FT3:
1. Name E1#EH https://cloud.tencent.com/SAML/Attributes/Role B Attribute 72, ZTEARE, AUES/ . HEBEH AttributeValue 7t&
BERRATFSAFRENAE, NENSXERAeRIRAESMRIRHUEBABSTRN, PEBEREES (,) FH.

© A
MEZRSH, HEREHEERN, BEERELIILREAGHARIERE,
LA F2—1 Role Attribute jtZ=Rfl:

<Attribute Name="https://cloud.tencent.com/SAML/Attributes/Role">
<AttributeValue>qcs::cam::uin/{AccountIiD}:roleName/{RoleNamel},qcs::cam::uin/{AccountID}:saml-

provider/{ProviderNamel} </AttributeValue>
<AttributeValue>qcs::cam::uin/{AccountIiD}:roleName/{RoleName2},qcs::cam::uin/{AccountID}:saml-

provider/{ProviderName2} </AttributeValue>

</Attribute>

MRZE—BHIRMHE, BIUEHI—FK, FEAE ARN ZEEREXSS (;) BH.

<Attribute Name="https://cloud.tencent.com/SAML/Attributes/Role">
<AttributeValue>qcs::cam::uin/{AccountIiD}:roleName/{RoleName1l};qcs::cam::uin/{AccountID}:roleName/{RoleName2},qcs:
:cam::uin/{AccountID}:saml-provider/{ProviderName} </AttributeValue>

</Attribute>

© g
£ Role iE@EtE+ {AccountID}, {RoleName} , {ProviderName} $S3I&ERET:

WRIFRE: BRRITE (bR ) ARSEEAE $143 #247R




& BT -

O {AccountID} EiEREHEAZEWKRF ID, AIaIE KSES - 258 BEE.
O {RoleName}EREEET = HSHRIRUBEFAZNABER (REEBNOEBNZ HEHREHEIENAS ) , HESWITFE A6 - EHae &
&
O {ProviderName} i EEBA=CIZRA SAML SHIRMEEMR, TaiE SHIRMHE - EHa &5,
2. Name EH{E7 https://cloud.tencent.com/SAML/Attributes/RoleSessionName 9 Attribute 7T, ZTEAVEEREE— . ZFBEHAFE
EY, KERBIE3290E®H. LFE—1 RoleSessionName Attribute 5TExl. iZwFld, “userName” TEEHEHEENES.

<Attribute Name="https://cloud.tencent.com/SAML/Attributes/RoleSessionName">

<AttributeValue>userName</AttributeValue>
</Attribute>
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https://console.cloud.tencent.com/cam/idp

@ AT ShiaEE
Bl SAML Sp12trs

BiEEALE: 2023-07-14 16:59:44
fIE SAML S{p1R#tE

TS RHEERTAN: ERHREEESSE CAM AP,

EiEHaelE

1. BRENSHRMEE (IdP) IREEXETEIEN, FEECIE SAML SHIRHE, ZaBENEEERHESIR. WIENSHRHEFERE SAML SIS
%HO

© i
TR ERAREFHIRFIRT (BOM) B9 UTF-8 #8zURE3HY XML 1830, SUEA/NMRHEIFIA0KB, Stk , FESTiEsds, R
B ERRIRI5TEREDR .

2. ERIHAERE (CAM) =HIE, #HA BHIRHE > ABSSO A, SLMmERMtE.
3. RS MREEIRE, EFIRMREREN SAML HEERHERER, BEHT—%.
BSHRHUESR: BASDRHESR.
HEER: BAEHSRSBRMENERER.
FTEIENE: EREETEIESE LESBIR TR SAML THIEX, STHiE RSN SRR HEmMIN.

@ ===emes >

HEEHEE . O samML o]l a]e
TR - it

4. HIRBMANSHIRHEEXES, WALIRE, RERR, IESHRES.

& AP 8l
QU SHIRHFSF LETTMIBXIR, HER JESAVLS KRR (CreateSAMLProvider) &0,

WRIFRE: BRRITE (bR ) ARSEEAE 58145 #247R


https://console.cloud.tencent.com/cam/idp
https://cloud.tencent.com/document/product/598/34567

@ H%i:ﬂﬁ hinER
8l OIDC B{piHrs

mIEEFATE: 2023-06-29 21:05:52
RSP RMEERTEN: ERHEEEESSE CAM AP,

EdEHatE
1. ERENSEHRME (1P ) LREEBXATTHIBER, 4012 OIDC BHIRMA. RTREXSELHESR. Bk ID. SHIZHE URL. BIEMSH
RHREIN RS A,

© A
AN LABHREEAzure Active Directory /i,

2. BFHIAERE (CAM) =&, #A SHRMHE > ABSSO mm, BEiERatE.
3. LIRS MIRMARE, EIRIRHEAEN SAML HEBRESER, 2ET—¥.
BSIMZHAZH: MASPIRMESEMR.
Sn12HEURL: OpenlD Connect SHMEHEIRR. WRSHIZMHAIREA OpenlD Connect FTEESEPAY "issuer" FERE.
ZPiFID: 7 OpenlD Connect BHARILESEMMAIZ Fi% ID, 7£ Azure Active Directory > iR\ RIFITERE > OIDCSSO RIFHERTTIREY
BENA: WIESHIZHRES ID Token EEMAH . MREEARMEATREAY OpenID Connect Fo&iiE N S "jwks_uri" FERHDIEHENAZE (1ENHED
FFEHERIANS ) . ATENKSRE, BETEHIIREZRH,

o RERUGES O

i samL @ oibc

4. BET—F, HASAANNSHRHBEXER, WAKRE, RERMK, ESMHRHEE,

s API SIE
IS MRHEEH LIETTRIEXAY, AR eJE0IDCE IR (CreateOIDCConfig) M.
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https://console.cloud.tencent.com/cam/idp
https://cloud.tencent.com/document/product/598/73473

@ Hﬁ i:HE IBREE
BB niR s

mRIEEFATE: 2023-07-14 16:59:44

R SAML SH{oiREtE
CEESHRUBEHMAR: ERSIEEEHAS CAM AP,
EEE AR

1. BRIHEHEE (CAM) iZHIE, #A SRRl > A8SS0 RA.
2. EERFHSHIRMETIRT, EREENRNSHIRME, ERMEFISENR.
3. HSSHHIRHEE, FEEBRHASSHMEXSHIRME, SEWE, BUBMRSHIRME,

i API iR

(T ) ERTIFILFRE IdP BSE, &AM ListSAMLProviders o
(3% ) EFMEXSEIRHUBNIEMAESR, BAM GetSAMLProvider o
EffiF® SAML S1pi2d, iBAA DeleteSAMLProvider o

g2 SAML SHBRHtE
CERSHRUBEBHAR: ERSIEREAS CAM AP,
EEHEEN

1. BRIHIDEE (CAM) iFHIE, #A SRRl > A8SS0 RA.
2. EIERPHSORUETIRSD, EREEEEHNSHIRER, PERHBSTENFER.
3. B LIS TSRS E I E X SRISHARIE, ST RiRiRITTaIESA .

iEig API &3
B SAML BpiRHrsiiidekE iR s, BIER UpdateSAMLProvider o
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@ Hﬁ i:HE Pl =

Azure Active Directory B ERB =g

mRIEEFATE: 2023-09-27 18:17:41

RMEER

Azure Active Directory (Azure AD) =2 Microsoft #HENEF=IFHRILGASERS, TEMRISENIIMNIER. BI=S$ETF SAML 2.0 (€2
KFSHRICIES 2.0) HIBXABHAISIE, SAML 2.0 BiFSSHISIERME (Identity Provider, IdP) {ERN—FFRITE, EAIUETETF SAML 2.0 X85
15I8IEYS Azure Active Directory S Z#TER, MM Azure AD IRFEER (2—5F ) BIZEHASEBARNER, FoARERAMa8
B HREHLE— CAM FAF,

BEPER
t& Azure AD fRIVRIFRER

(OF ']
ZEES AL B Azure AD RN FRIER, MEEEEIEEERNNBER, T2BARE, #T BE CAM.

1. #A Azure AD [IF:R, BEENSH=H Azure Active Directory. S TFEFfR:

==
<o SRS

4 Azure Active Directory

S wmE

2. pERUREER, EEMENBER. WTEFRR:

) =
i EEEE B OAEEEEs
m BEHEES B EREsRE
B oiEESs 0 E5eoE
0 aE

LRI
B AEEE

3. BHARRECHNAERFITH ‘CRRECHNARER" 80, SFEEMREEPRINHTEMNAREFRGEE) . NTEFRR:

> oot | CAURER > CUMEES | FELEET > SE(RE IR EER X
NS Azure AD
A sEEE
+ elRrECKNERR | A SRR
QRRE SRIEF RS OIS, WS 5, NELEL
Azure AD fiZF F4 EESE—EF(SSOMBNAFTE. WIFRERSNAN, aTFIEREMERISH A, TEI ¢ © AMEIEET
!

LT EFARARIS RS R A,
TR A7

[o maumEs | swsem FPKEEE: Al #3028 B
=¥E B NER R
O mmumesrE, | DITDIE
Amazon Web Services (AWS) Google Cloud Platform Oracle SEIFHERLUSES Azure AD (RIEAESERINA) £l
ﬁ ® ST AR CIE)
Google Cloud 0

4. SR, BEFMN, BT Azure AD RFEIEFRICIE, INTEFR:

WRIFRE: BRRITE (bR ) ARSEEAE 5148 247w


https://portal.azure.com/#home

& BT -

EIiE(RE CRNMRRERF X

& 153

NEMRIEERNAEFETZE CRIN RS, SEEERARETRINAER, el
ShelE B ORI ER.

R IREAA?

I Tencent Cloud v

BEENE R

O EENFEFRE, RN AERL ST hE
() THARIERRELUEELS Azure AD (RIEFESREAIN ) 5%
(®) ErphAh AR N FARREER)

EMLATRRERIESFIFRE LR

ENE R EHEREN R,
e Cintoo Cloud
Cintoo

xpant  X-point Cloud
SXUE Lyve Cloud

SYNCLUD SynCI oud

? Ideagen Cloud

&K CAM

© ke
ZRINBE AL EERE Azure AD HIBR=ZENEEXREZHEEREE.

1. EEMSHES, i#F Azure Active Directory>f\VRIBEER> ZEIZENNBRER , HANBEFHERE,.
2. pERP—8F, 1T “ERR—EFR5X” 1@,
3. TEITFRY “EIRE—ERS5E” W@, #F SAML. NTERR:

WRIFRE: BRRITE (bR ) ARSEEAE 58149 247w



@ Hﬁ i:HE IBEEE

« -

_— BEE—BRAE s
< AN
== ! ® o=A {E SAML ¥R

| AP RAFEA S ST, R SAML [ERAFTEIFCAE S 8 web TSR EaEAAES
em | AR B RAESSHRIE. TS,
i mie
& FEE i
! |
o

' 5
o TR | O $527 Azure Active Directory ISR
e | AL/ Office 365 LAERSEAES
o omEEsiE : =TS,
C =mES '
=

4.1 “SAML 2—&R" MiERE, FTHSAMLESITEHBHIESTTEIE XML 4. INTEFFR:

© SAML EZiF+ 4
br =z
e
o 2022/6/26 F10:54:11
BT HME
EIFERSITEHE URL | https://legin.microsoftonline.com/ |E
iEH(basesd) T
IEH(Raw) T
BraoEns xviL T

5. ZERNE 02 SAML SHIEHERAE, HMREESE (ESHIEHE . ARG -HSHREEIERE.
EE Azure AD HEa—E5

© i
ZAEE LTS Azure AD AREFREMMSIZIBAZIEY, 2% Azure AD HREFHBAZNEREXR.

1. £ “SAML B2—&F” HSR@E, $F “BF SAML B&” 5L/ 7 . MTEMR:

RE SAVL BB—EF - TR
FiE BEEEE ¢ RTHEISE test.

o =4 SAML BES rd

FRERHEDE ID)

EIE URL (Bi={ERAEES URD
TS URL

R

FE URL

2. & “BF SAML BBE” RERMESITER, HoEEF. NTEMRR:

WRIFRE: BRRITE (bR ) ARSEEAE 5150 #247:)
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& BT s

B SAML B & X
& g

FRIRFFCEIR ID) *» O
/&l Azure Active Directory ¥R FFFEERIE—ID, IHETE Azure Active Directory FEF RIS B BREFHL i alE—(E, A
FRIRfHEE IDP 2R SSO AY SAML NaATEAR,

FHAME
| cloud.tencent.com »/l |:| 0} ]
FRINPRR
[B£ URL BiEERERS URLD* O
[BI5 URL EEEEFieTSHIHFSHTUE, X7 SAML PITA BiSEEE RS (ACS) URL,
| EHAE
| https://cloud.tencent.com/login/saml \/I ‘ \/| |Z| 0]} I
FRIAEIS URL
A LMRIB ST =R SR R TEE .
FRiEuSE FRREF (X4 1D) EIS URL (Bi=ERERSS URL )
rhE cloud.tencent.com https://cloud.tencent.com/login/saml
EPRib intl.cloud.tencent.com https://intl.cloud.tencent.com/login/saml

© %A
EIS URL (BiSERAERS URL ) ABEHBEAZRE, NEFEEEHMRE, a{EMhttps://cloud.tencent.com/login/saml?s_url=xxxx
RezliEE, HAP xxxx AESiEERIMNE, FZE# urlencode.

3. £ “SAML B—&R” SR E, B ‘BUNERE LA, T ‘AFREMESR KIERE. NTERFRT:

9 EEFEREE

s wE
givenname user.givenname
surname user.surname
emailaddress user.mail
name user.userprincipalname
RoleSessionName "Azure"
Role "qeszcamzuin/1IIIII2 I IGroleName/ter ot oo
stcamzuin/1C2 2220 122D sisaml-provider/tom momtlae A
HE—FFTRS user.userprincipalname

4. £ “EBENEE" FIERE, PEFEMNOENE, #A “SESBE” TE. NTEFRR:

WRIFRE: BRRITE (bR ) ARSEEAE 58151 #247%


https://cloud.tencent.com/login/saml
https://intl.cloud.tencent.com/login/saml

& BT -

BIEFIZRNE

+ nErvReE | + SnERseE == B & SRR

5. & “EEFAFFR" W, EMTHESER, HRkEF.

E=4 i BR=iE i REE

Role https://cloud.tencent.com/ = gcs::cam::uin/{AccountID}:roleName/{RoleName},qcs::cam::uin/{Acc
SAML/Attributes {3 ountID}:saml-provider/{ProviderName}

RoleSessionNa https://cloud.tencent.com/ B Azure

me SAML/Attributes %

© %

£ Role j&EH {AccountID}, {RoleName} , {ProviderName} 3 3I&IRRET:
{AccountID} B AEHIBER=F ID, TEIE KSER - EfE &E.
{RoleName} HEEBAZTHSHIREFBFIOZNAGEN (REEBNAEBNE HEGRUEEIENAS ) , ABSKTRE A6 - =4
& BE, NEEFNESTIREZEXRM: ges::cam::uin/f{AccountID}:roleName/{RoleName} , I ; FF
{ProviderName} Zi&ZEE N =CIZER SAML SR RHUBEI, TaiE SHEHE - =258 B&F.

EE Azure AD AIR

© i
FERILIEE AL BRI EAFIBIONIR, [ Azure AD AFPSEREINZR SSO IAEIEilR,

1. BHEEMNSHE Azure Active Directory, =P > FRBHERF.
2. B4 FRHRAP > AR, £ ‘AP TEESES. APE, 9BTE0, ERTEERETHUETHKIE,

©
APEEH: BREQESE. BAUBEEXARSE, BETeEANSHE Azure Active Directory, 3THHELAR, BEEZAIZEMAIMHEER
8. BANSHREFERFS. ZHRE8EH.

3. EEMSHES, & Azure Active Directory>fE I RIFBRERF> BEZMIN AR, HANPBEFRERE, FoEAPNE, WTERR:

==
I Ei=
w FEE

D =T
h B

4. BEFMARIAE, #®F £152 SBEENAR, BERE.
5. MR “RMSE” TE, WIAGRESE. MTEMR:
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https://console.cloud.tencent.com/developer
https://cloud.tencent.com/document/product/598/19381#.E9.80.9A.E8.BF.87.E6.8E.A7.E5.88.B6.E5.8F.B0.E5.88.9B.E5.BB.BA
https://console.cloud.tencent.com/cam/role
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@ Hﬁ i:HE IBEEE

Ey) 1ba fiT7

test

A\ EETREI Active Directory HEIREIMATHE, (RALUSRARFSESNEERS,

FF
Ct® 1 AR,
AT

6. EEMSHiES, % Azure Active Directory>E VR FIERF> EOENNEER , HANAEFTERE.
7. BEE—ER, T “SAML B—&F" #ERmE, pHK. TEFRR:

o {&H Tencent Cloud Y Test B—& %

Test MRS —EFEIEERIET. APV HIFINE BFE, AETaEE,
Test

8. £ “Mide—&R" FE, EEURMAPNSHER.
9. M T2 REFNAFS. B8, EREN=ENSE.

WRIFRE: BRRITE (bR ) ARSEEAE 58153 #247w



2 RS i
OnelLogin EERB N =15

mRIEEFRATE: 2023-10-1114:33:41

RMEER

Onelogin 2—FR=EMH5DEEFRAGERMUE, TUBTEHSHMNIRA—REREUNNAERTENRATE . BASIFET SAML 2.0 (ZLSIFC
i85 2.0) HEXSSMHIRIE, SAML 2.0 2 Onelogin FFZSHIIEREE (Identity Provider, |dP ) (ERI—HMFRiRE,
EASHIRMATINBRSHERER (Federated Single Sign-on, SSO) , EEETLENESKSSHINENAFERENZEEEHSXERBAR
APIH2(E, MALHEWHARPIE— HRELIE—F CAM FRAF.

AN Onelogin BnEREBN=RIEEREE.

BETH
6Z OneLogin RV FEER

© i
ZRILLEE AL REE Onelogin IR BER . NBESTIEEERNNAER, BRKAERE, #T & CAM,
AXPRBEFSRIL “test” BRbl,

1. ER¥iBiE Onelogin Wiy, BE Applications, #ARASEER,
2. EHAEER, BEG LA ADD APP,
3. EETERHMA “SAML” , & “Enter” , HELRFIRPEE Pilot Catastrophe SAML(IdP )*. #NTFEIFfR:

Find Applications

l Q samL|

JIRA/Confluence (with Resolution SAML SingleSignOn) SAML2.0

- re:solution

A— Pilot Catastrophe SAML (IdP) SAMLZ2.O
"\ CneLogin, Inc.

@ SAML 1.1 Test Connector (Advanced) SAML1
\ COnelogin, Inc.

4. 7 “Display Name” HHIARFAE , HHEHH LHASave, BIUERMARFNIE. TEMRR:

App Listing /
Add Pilot Catastrophe SAML (1dP) cancel m

| configuration Portal

Display Name

| test

visible in portal

(@ Upload an icon with an aspect-ratio of 2.64:1 as ‘ (® Upload a square icon at least 512x512px as

either a transparent [PNG or .SVG either a transparent .PNG or .SVG

KK CAM
© 8

ZRILABE AL REE Onelogin M ZENEEXREZIHEREE.
Ffish SAML SBREHEBEIURAGBEREN “test”

WRIFRE: BRRITE (bR ) ARSEEAE 58154 #247R


https://app.onelogin.com/login

& BT -

1. £ Onelogin AEER , EERSLEMNAtest.
2. A EfB More Actions, i#ZSAML Matedata, T IDP =EUEX 4. MTEFR:

More Actions -

Vendor Homepage

Reapply entitlement mappings

@ SAML Metadata

Delete

3. QEESTLE CAM SIMEHBIRAS, HMREESN AESHIZHE . ARAS ISRIEHEHRAG.,
iHE OnelLogin BmER

© i
FEAEE AL Onelogin NBERREIERGZIESNZMENE, EiZOneLogin MAEFHEAZNEEXR.

1. 7£ Onelogin AEER , BEEEIEN “test” WA, MEENARIBR.
2. i%&#E Configuration m%, HMALLTHS, 8 Save., MNTFEFR:

Applications / s
Pilot Catastrophe SAML (IdP) ore Actions m

Info Application details

| configuration SAML Consumer URL

https://cloud.tencent.com/login/saml

Parameters

Rules SAML Audience
https://cloud.tencent.com

880

Access SAML Recipient
https://cloud.tencent.com/login/saml

Users

Privileges SAML Single Logout URL

ACS URL Validator

() Regular expression - Validates the ACS URL when initiated by an AuthnRequest

R LMRIEERES N KSR R TECE :

FRTEiS= SAML Consumer URL SAML Audience SAML Recipient

S ::Itps://cloud.tencent.com/logm/sa https://cloud.tencent.com ::Itps://cloud.tencent.com/logm/sa

R https://intl.cloud.tencent.com/login https://intl.cloud.tencent.com/login https://intl.cloud.tencent.com/login
. /saml [saml [saml

© B
SAML Recipient ABERST=E, MIETEEEHMRIE, aIf#ERttps://cloud.tencent.com/login/saml?s_url=xxxx f¢iEE, Hep
XXxXX REEiEERMNIE, FEM urlencode.

3. B Parameters, g£F * , ifIMLATHRERERER.

Field name Flags e EEE

WRIFRE: BRRITE (bR ) ARSEEAE 58155 #247})
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A BT

https://cloud.tencent.com/
SAML/Attributes/Role

https://cloud.tencent.com/
SAML/Attributes/RoleSessi
onName

© #ig:

4. %% L Save (REERE.
ficE OneLogin AR

Include in
SAML
assertion

Include in
SAML
assertion

Mac
ro

Mac
ro

1. ER¥ihiE Onelogin Wiy, BE Users, NAFEERE.
2. kA LA New User, BlEEHRZERFR,

3. 8N “Firstname” . “Lastname” .

Users /

& New User

Active
First name *
test

Username

Company

© e

“Email”

Last name *

IBEEE

gcs::cam::uin/{AccountID}:roleName/{RoleName1};qcs::cam::uin/{Ac
countID}:roleName/{RoleName2},qcs::cam::uin/{AccountID}:saml-

provider/{ProviderName}

Test

» £ Role iE@EH+ {AccountID}, {RoleName} , {ProviderName} BHIEIRHNET:

» {AccountID} Ei&HEHENZ=KF ID, AlFiE KSER - EHla 85,

» {RoleName} Bi&EEBNZEZNAEER, AaE A6 - EHa BEE,

» {ProviderName} Bi&/E/ERSN=CIZER SAML SHIZEEER, TaiE SHEHE - E6Ha &5,

“Username” , BFSave Useri®F. MNTFEFRR:

Email

Phone number Manager

Department

Choose a manager

Title

IIKkF#Z B RIEE Email, 583 More Actions i%i% change password {E2%H3

4. BEAPYRIER Applications, EFGAMA + . NTEFRR:

ganeel m

Users/

a» testtest

User Info
Roles

Authentication

| Applications

Activity

Default

Applications

5. TR HEEEFEECOER SAML A “test” , B Continue. MITEFR:

WRIFRE: BRRITE (bR ) ARSEEAE

More Actions ~
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https://app.onelogin.com/login
https://console.cloud.tencent.com/developer
https://console.cloud.tencent.com/cam/role
https://console.cloud.tencent.com/cam/idp

& BT -

Assign new login to test test

This login will override any apps assigned via roles.

Select application

test -

Cancel Continue

6. £ Edit test login for test test @A, ¥ Save. M TEFFR:

Edit test login for test test

Show this app in Portal

SAML ID

Reset login ( What's this? )

Cancel Delete

7. (EM 3 SEERIWFER Onelogin , 5iE LiRGIE2AI SAML A “test” . BIRIBLEEENREEE

WRIFRE: BRRITE (bR ) ARSEEAE 58157 #247R



A BT

Okta BRERBN =S

mIEEFRATE: 2023-09-27 18:17:42

RMEER

IBEEE

Okta 2S#iREISHIASEBRS RIZME . BAZSET SAML 2.0 (ZLHSIRCIES 2.0) HXSSHIGE, SAML 2.0 BiFSSHIEIERHE
(Identity Provider, IdP) {ER—MFMInE, ERTLLIBEZET SAML 2.0 BESHIIEE Okta SEN=HTER, MMM Okta WREmER (82—

BF) BA=EHAEEBNENER, FehtlsARhs—REEHIE—1" CAM FAF,

RMES R

@& Okta RIFHTERF

© e

FBAIEE AL ELZE Okta NBER, NECEREEERNNARER, FRBAEE, #iT 6GE CAM.

1. BRHA Okta Mif, BEAEAAPSER > Your Org, MTFEFR:

les ~

oo
o
oo

Your Org

a

Support

P

Logout

<@

|/0\|
b 4
Community

2

Training

2. £ Okta £, pFALAEER, HASERFE,

3. EEERNA, &F Applications, #HANBAEERE, INTEMR:

WRIFRE: BRRITE (bR ) ARSEEAE
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https://www.okta.com/

& BT -

okta

Dashboard A
Directory v
Customizations v
Applications ~
Self Service
Security v
Workflow v
Reports v
Settings h

4. ENFAEERE, 8F Add Application, HARINKARE.
5. fE IR FTI@E, B Create APP Integration. IMNTFEFR:

Applications
| (o]

6. fE3gHRYEIEE R FIf2F/Create a New Application Integration B0, &% Platform & Sign on method, E Sign on method i8&7% SAML
2.0, &k Create, WNTFEFR:

Create a new app integration

Sign-in method QIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
Learn More [

endpoints. Recommended if you intend to build a custom app integration with

the Okta Sign-In Widget.

O samML20
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

cancel m

7. {TiBAigE/General Settings THE, #3€ App name. App logo (TJi&) . App visibility (&) {58, 2E Next, tRBAREFEILARFHEAZHT
€5k, £ Okta KFPBmESR (B—EF ) BA=EHSSEEBN=NER,

7 Okta RIFIf2FFECE SAML
© 8

EALABE AL RIS Okta RFAEFREMRGZIBAZIENE, &z Okta MBaZBNEEXREZBEREE.
WMERSE 8iE Okta NAER UERNMER, TEERETRE P53,
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A BT

1. i NAREETRE , REEERINBERSR.

2. EiBA/GENERAL &M, $& SAML Settings #=ThY Edit, #&iAZi81 App name. App logo (Ti%) . App visibility (T ) 58, 8 Next, i
AE2&E SAML/Configure SAML R,

3. 7£E2E SAML/Configure SAML TWEI$ GENERAL T Single sign on URL #1 Audience URL(SP Entity ID)# %A TER, WMTERR:

A SAML Settings

General

Single sign-on URL @

Audience URI (SP Entity ID) @

Default RelayState @

IBEEE

o Configure SAML

What does this form do?

This form generates the XML needed
for the app's SAML request.

| https://cloud.tencent.com/login/saml |

Use this for Recipient URL and Destination URL

Where do | find the info this form
needs?

cloud.tencent.com

| The app you're trying to integrate with

should have its own documentation on

using SAML. You'll need to find that
doc, and it should outline what

information you need to specify in this

If no value is set, a blank RelayState is sent

form.

Name ID format @ Unspecified .

Application username @ Okta B4, .

Update application username on oz .

EAILMRIB SRS =M S FREib s TR E -

FRTEuS = Single sign on URL Audience URL(SP Entity ID)
thEiY https://cloud.tencent.com/login/saml cloud.tencent.com

EPrib https://intl.cloud.tencent.com/login/saml intl.cloud.tencent.com
© B

Single sign on URL AMEHNBN=RE, MNEETEIEEEMIME, fJ#ERA https:/cloud.tencent.com/login/samli?s_url=xxxx FRIEE, Hep

XXXX AEEIEEMMNE, FEM urlencode.

4, 7£EeE SAML/Configure SAML ®RE# GENERAL T ATTRIBUTE STATEMENTS #Z&AUTER . MNTFEFR:

Attribute Statements (optional)

Name

https://cloud.tencent
https://cloud.tencent

Add Another

Name

WRIFRE: BRRITE (bR ) ARSEEAE

Name format

(optional)

Unspecified

Unspecified

SHUW AUVAlILEU JELLHYS

LEARN MORE
Value
v ges:cam:uin/200019630736:roleNa v
v okta v
Name Value
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format
https://cloud.tencent.com/SAML/Attribute Unspecifi gcs::cam::uin/{AccountID}:roleName/{RoleName},qcs::cam::uin/{
s/Role ed AccountID}:saml-provider/{ProviderName}
https://cloud.tencent.com/SAML/Attribute Unspecifi
. okta
s/RoleSessionName ed
© i

7£ Value # {AccountID}, {RoleName}, {ProviderName} $33I&i8AST:

{Account|D} HiAEHEAZWS ID, FEIE KSER - 258 BE.

{RoleName}E I EEBA=HSHIZHEMUZNABER (BEEBNTEBNE HEMHRERIEZNAE ) , AGIHAE A6 - =4
& BE, NEERNESTIREIZEXRM: ges::cam::uin/f{AccountID}:roleName/{RoleName} , I ; [FF .

{ProviderName} EREFEIM = EIER SAML SHREEER, WAt SHIZWHE - =58 5.

5. B8 Next, #ARI%/Feedback I, EFUTERZREEE Finish, TaEE CAM (. MTEMR:

# Create SAML Integration

e Feedback

3 Help Okta Support understand how you configured this application

‘Why are you asking me this?

Are you a customer or partner? I'm an Okta customer adding an internal app This form provides Okta Support with
o I'm a software vendor. I'd like to integrate my app with useful background information about
Okta your app. Thank you for your help—we

appreciate it.

Once you have a working SAML integration, submit it for Submit your app for review
Okta review to publish in the OIN.

Frevious m

7 Okta RIFFEEFFECE SAML £ERE

[OR 1

ZAES AL EERE Okta MM ZENEEXREZHEREE.

1. BREN SEZFRE, ®F Applications, H#ANAEERME,
2. EHAEERHE, 2EEUENNPERSIR, #ANBIEER, 82E Sign On. MTEFR:

Test

: View Logs Monitor Imports

n Once you have a working SAML integration, submit it for Okta review to publish in the OAN. Submit your app for review
General Import Assighments

3. 7£ Sign On IWA, 2EHETH View SAML setup instructions E&5 5312 TEIE. MMTEFR:

WRIFRE: BRRITE (bR ) ARSEEAE 161247,


https://console.cloud.tencent.com/developer
https://cloud.tencent.com/document/product/598/19381#.E9.80.9A.E8.BF.87.E6.8E.A7.E5.88.B6.E5.8F.B0.E5.88.9B.E5.BB.BA
https://console.cloud.tencent.com/cam/role
https://console.cloud.tencent.com/cam/idp

@ H§ i:HE IBEEE

SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an IdP.

3 View SAML setup instructions

4. KRS HiRMUETHEZ FUEEEREARREER,
5. EBN=GIE SAML SHIRHUERAS, FRIFMAESR tIESHEHE .

icE Okta AR

© i
FEAES AL ESERFIBIEMER, [ Okta ARSEEAZRI SSO HiEiiR.

1. BREN SERFE, 8 Directory THY People, ##ANAFEERE ., WTEMR:

Directory ~
Groups
Devices
Profile Editor
Directory Integrations

Profile Sources

2. ERAFEENH, RIEEESNER,
3. BEAPER, #ANARFER, PEAE R Assign Applications. SITFEFR:

Applications Groups Profile Devices

Assigned Applications

Assign Applications Search...

Application Assignment & App Username

4. [EHERRESOG, 8k Assign, i%E User Name /5, i Save and Go Back > Done, =rificE Okta FAFIR(E. WTTFEFFXR:
Assign Applications x

Search...
°

5. BifE MAEERNHE , PHEENNBEFSR, HANMBFERER,
6. TERAIFIER, ##F GENERAL, £ App Embed Link #2T# EMBED LINK, BREBR=EF&.

WRIFRE: BRRITE (bR ) ARSEEAE 58162 #247R


https://cloud.tencent.com/document/product/598/30290

@ Hﬁizﬂﬁ hinER
ADFS BnEREBN=iarR

mRIEEFATE: 2023-09-04 17:06:32

RMEER

Active Directory Federation Services (ADFS) 2 Microsoft's #H#9 Windows Server i&Z1BREEEIRSS (ADFS). ADFSE2—HEESAF—X&iE
BERSNWebRABFIMERFRAR . BAZXSET SAML 2.0 (RLHSIRCIES 2.0) MBSSHIGIE, SAML 2.0 RiIFSSHIIERME (Identity

Provider, IdP) {ER—MABIRE. SRILLUBEETF SAML 2.0 BX&SHISIEE ADFS SIS =#HITER, MMSEM ADFS IKFEHESR (B—EF) i
A=EHESEBNRNER, FehtlsARhis— RREBLIZE—" CAM FAF,

PR

HE—& Windows Server =iR58E . MNBEEWERSEE, BH2N =RSE-TEED .
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RE— 1 ERMIRANINES ., MEEEWLRS, BE20 & -WEiER

o
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;Jﬁfﬁg ERieEE. ARRSEIE ST TER

EarflEaaiiEas
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* BEEAWRAERNREEE

* B 1P i SR A B RS

* 2M Windows B =R F1IS2 8

MRS EES O EMIEREY | BRARS . SliEEFE | ARERETES.
B TR,

[ BAEA TSR

2. EFIASHIRESRE, RENERAMEE, —HREHT—¥, ERSHASBER[EDIE Active Directory 1RSS5 . DNS RS . WTERMR:
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https://cloud.tencent.com/document/product/213/2179
https://docs.microsoft.com/zh-cn/windows-server/administration/server-manager/install-or-uninstall-roles-role-services-or-features#install-roles-role-services-and-features-by-using-the-add-roles-and-features-wizard
https://cloud.tencent.com/document/product/242/18873
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Hyper-V
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2. EMHRIFRREANEOP, PHETRNERRENRAE, #\ERESEERHE.
3. ERCERSEETE, *ARESES.

4. EIFIRGBA;BUSEIZIRS R, BEHT—F, #AABSIRRE.

© M
AIEEFEETRE . IES RN,
XHEBik.

5. EFEPIRRE, SEERFBNNESIRFXERIFARRE, HoET—8, #AXBNRRE.
6. EXBIRIE, PEXRBUR, EEFESXBHUR.
7. g5, SRR RINAECIE B E SCRIEIRE

Qunsxz > @mmm > @ xmus

E=)

EREEIE ListTopic ListTopicDetail EAURRERE R

RIMB PRI

T

RIMBEHSIRAIERIRE, SEE—XNERENERREREAPHARE,

. NSRS K RE, PEELANREREEHEE.

. SRR S XSO, BERTmIbERTEMREIE, i \RERSAERTE,

. ARERSAERTHE, BAKES, AEERRSERETIENEEE, 25T—F, #EAFBSRRHE.

. ERESURRE, RiIELRER, REREEEDE,

A WN =

MEEEEE CON HXRESAE, 5% “=@ cDN LvEmaEn==E n (I ess @.

NEEESEHMtFRNEXRESAE, B ‘eErewsmaEn=sr n (Ol ieEn @.
5. EXBRREAE, BEXBUR,

6. EXERIE, SIFEMBAEE, DEBEXHKONR, PERA.
7. BEseRk, SRHRIREINREIEEE SGRIRIRIE.
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@ H% i:HE hinER
RIS

mIEEFATE: 2024-02-20 09:46:52

RMEIDR
QURAPIRMER, WNSEETIR, GBI IRCKER, SR FRERE R,
PR

e tEFAF | BP4E.
MRFEXREREENER, 5% IEEENER

RMES R

EEIABI R AR ARG, SEBTHEFAFEXKER, BHESMEADERE, SMHEERES.
BRI REXRF/RFE

B SRR
1. WHREEEHI SR 56 M, SRR,

© kM
FRBIAFORERE6, ST LLiEE A B R

2. BT RTGEREEINITLRE, RHIRETXEBAF/E//AG.

) 0 alx s
2]
BBSER T fEik st iplo) I

QcloudCVMAccessForNullProject = R (CWM) LS T ASRESSaER/R 2020-09-29 11:37:49 REAFAERE
QcloudCVMFinanceAccess = =8 (CVM) IISEUR 2020-09-29 11:37:49 ARAFARe
QeloudCVMFullAceess =t ZHSH (CVM) SESWENIR, SECVMBENACLE, VPC, SRR 2020-09-29 11:37:49 SRR
QeloudCVMInnerReadOnlyAccess =IRER FHEERR (CVM) SiSimais 2020-09-29 11:37:49

QcloudCWMOrderAccess =hESEEE ZHBEES (CWM) WsE FovmillchsP=apey TR 2020-09-29 11:37:49 EFAFERS

3. ERHN “XBAF/AFEAE” B0, 9EEXENAR, PERE, SREERIEXIKAFIEE,
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B

RAr
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AP

AR

BisiE (1) 4
Q &
BAS_IER
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v

ARG 6, SaLliEE B E SR

2. B RGEREEINITL R, RHIREFRNXBAF/E//RE.

QcloudCViMAccessForNuliProject

QcloudCVMFinanceAccess

QcloudCVMFUIACCESS

QcloudCViMInnerReadOnlyAccess

QcloudCVMOrderAccess

f=e
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=SS

=S

RSz

Jek

ZEER (CWM) ST RsREa-Ra=aR

EhesE (CVvM) MSHR

FHESE (CVvM) SESHIENR, SIECVMRIERCLE, VPC, HETR

ZESEH (CVM) SEASTR

F=EEE (CVM) ks FovmillcbsF=aaaT PR

3. EELHE “XEEF/AFE/AS” B0, REIRRAFESRES, EFAPE.,
4. DEBEXBOAFE, PERE, SHBTREXXAFARE,
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IBEEE
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A BT

XHAPBPERE %
EHEEMMAPA (2140 SiE (1) 4
Q & =
(e
b £ =1 Q
b= ] EEE ‘o
b
o -
B AR/ P X SRl
BT AP KRB R

1. EHIEBEHANAR > BFIE THE, #FIFEENAR, REREFIREIR, #ENXBERIERE.

IS PP ¥21D oIE2E LB 1
» =kE 2017-09-18 16:51:26 EIO E BEgfE
» FH~ 2021-04-26 11:46:21 = %5?&1? -

2. EXRBRIRESTRME , WEIRIREERE,

(OF ]
RIART AR, SRLIFEEENX RIESIURRE, HESREEIRIEER.

3. WIEREZNVRE, BLRE, TAHiBEAFXBRTRIZRIRRE,
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HEHEEE (HT9E) BiEE1E
Q HHES F2yi i)
QcloudAAFullAccess e
QcloudAAFullAccess = IR (A8 ZESHETR T “
SRR (AA) SESHETR AR o
CQecloudABFullAccess — e
RIBEH (AB) SESHER e -
QcloudABReadOnlyAccess = e
RIBEK (AB) CESHAER s
CQeloudAdviserFullAccess — e
ZEE (Advior) SESHENR e
QcloudAFCFullAccess — M
(3
B F P RBR R
1. HiHDEBEHEN FFE RE, PEEFHEFRESH, #ANAREFER.
2. EEPAIFER, PEXBERE, HEAXBKRERE.
ARR
FEFeHz - e
FBFAD .
& -
LIEERNE + 2022-12-27 10:47:23
PR (0) HF ()
G HEWXBE, %A P ARSI RIEAAIAUR
KEXTRBS
Q
IR Epuy KEXRT[E] 1R1E

gt
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3. EXRBXRESTIE, WEIRRIERE,

©

4. DETEENAKEE, PERE, SSHEE AP XKL RIRRIE.

SRR

EERE (LR

hi
s
1Ky

Q

=] @)

QcloudAAFullAccess
AR (AA) 2ESIHEEER

T EERG

KBRS

QcloudABFullAccess
HEICH (AB) ZESHELRE

QcloudABReadOnly Access
B0 (AB) HEipEiR

QcloudAdvisorFullAccess
ZHE (Advisor) SESHEIR

QcloudAFCFullAccess

WMREET RERESIES, BER REEHEXEY

T EERg

T EERE

bres

-

O Ex
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& BRE e
PR 1P /1a]

EIEEFRATE: 2024-02-20 15:10:28

RMEER

RENBIMTED BERERGEFWSHR 1P, REMNE, FRSISEIFMIEN IP SEEEWSTRER, XEEEFHKSELIREN IP EEEKSTE
iRo

RRR
FEQENTREHE P RGNS, $ETSR S0,
RMESHR

1. #A ik BERE, PEELANREEENHER.
2. FERHAERCESNEOP, PHERRBEMRECRE, HNERRSTIRERA .
3. HEIEFIRSTHRERE, #RUTER.
O WR: WEIR, EF "R Wk B, APSAFETEREURN.
O BRS3: WHER, EEHEERMAm.
O B WER, RIBEHTERIE R,
O @WiR: WER, BALSE FiREaEI HS.
O Fi: RIFEEOERIEESM, WA IP bk, WLURINSRIRH . Hla0, BRER"RITF", (VREMZ P titA AR aREREUER

e 5

T REIZFTAPSBHRE 10.217.182.3/24 & 111.21.33.72/24 MEZA&ERMAZ= AP i5id cos:PutObject, WNTFE:

AL SRR AR JSON

v SR (1 NRE)

WME (Effect) - O »¥ B

fR%5 (Service) * I 517 (cos)

#E (Action) * SR 8
PutObject
LEX%

AR (Resource) * ZEBER ()

£+ (Condition) SEEIP (D

10.217.182.3/24 X 111.21.33.72/24 % [EWANIPE (R) , %40 210.75.12.75/16, REIEHIA.

IR

REEEZIT:

: "allow",
: "cos:PutObject",
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"10.217.182.3/24",
"111.21.33.72/24"
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& BT -

ImEIZiE
T
EIEEFRATE: 2023-08-04 17:55:31

%REg (policy ) BETTHIGR, FARERENHNEREE. ROTEREEZRIEA (principal) . ##F (action) . &R (resource) . £8&EH
(condition) AR (effect) . TERBFNZIIFNG,, BlilfEEA LIREIRFER, WFRELEHFESMHLIRIBER, condition TTEEMIER,

1. i&% (version)
HAEIGE AR . ZTEEER, BARAIHER “2.0” .
2. 181 ( statement)

R —EESEPURINFEMESR . iZ7TEEIE principal. action. resource. condition. effect SN HitTTENBIRSRBIRES . —RREEENE—
statement 7TX.

3. & A (principal)

HRSRESIBINMSEIE . WIEAR (WS . FKS) , FRLAEAHE. BASRAPSESIG., (CIRERSHNISERIET cos REMMMMPERIZTE.
4. ##4€ (action)

R ARV EEERIRIE . ETILE API (1L name IR ) SETIAE (—EISEM API, 1L actionName BIfRHER ) o %TREHER.

: "allow",

ol
"ES:CreateServerlessSpace",
"ES:CreateServerlessinstance",
"ES:DescribeServerlessinstances",
"ES:CreateServerlessinstanceUser",
"ES:DescribeServerlessinstanceUsers",
"ES:CreateServerlessDi",
"ES:DescribeServerlessDi",
"ES:DeleteServerlessinstanceUser",
"ES:DeleteServerlessDi",
"ES:DeleteServerlessinstance",
"ES:DescribeServerlessSpaces",
"ES:SearchServerlessData"

5. &R (resource)
HATSEAMIE . BEEAABRER, SRERISRENEHELEMEE, $HEEN SREAS . TTRRWER,
6. &£3FEH (condition)

TR ERRILR TS . RESBRET. RERMNEFEEN. FHETRERE. P IHEE . BLRSAITEERMGPIEEEME, ZTR2IEVIER, #
HESN FHRNFHEET .
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IBEEE

"10.9.189.79"

7. 387 (effect)
WA ENERE ‘Al B2 “BRIEE” . GIF allow (#iF) Ml deny (EEE ) HRIER, ZTRSMER,
8. SEREREM

ZEEpIEIRS . RFRTEWS APPID (f&# UID) 1238423 TFHIFWS ID (f&#R UIN) 3232523, Mitmitifiy COS =#E bucketA Frithigiag
COS #i#tE bucketB TRIFSR object2, TEifiE IP 7310.121.2.*MERAT, HHEFRE COS i API ISR SXIRAIUR, LARALURIEEESIEIIR.

gl

"gcs::cam::uid/1238423:uin/3232523"

: "allow",

il
"cos:PutObject",
"cos:GetObject",
"cos:HeadObject",
"cos:OptionsObject",
"cos:ListParts",
"cos:GetObjectTagging"

311
"gcs::cos:ap-beijing:uid/1238423:bucketA-1238423/*",
"gcs::cos:ap-guangzhou:uid/1238423:bucketB-1238423/object2"

|
|
:"10.121.2.10/24"

el
"gcs::cam::uid/1238423:uin/3232523"

: "allow",
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MRFEBTHE CAM ER (resource) HidEEIESR EiFEAS .
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AT S -+
18ikEs
BIEEHAE: 2023-08-04 17:55:32

BAREAEXEMINTERRR. RE§ policy BRRZA version #ligA statement #35% .
iEf) statement EHETMNFEDER . ERFIEDEIBIRE action. FiF resource. E£FH condition AR effect M4 e, HPEMFEG
condition. ZEAEE principal 2IE%EIR,

policy

-
Statement :

e ] e

D GO

€

D

JSON #&z

SREGIEIELL JSON 8= 0E . SIREEIRIRIERRE JSON #8=0RY, SEEIREMIN, FLAAFPURZERER JSON SUEM. JSON HEzURETE
RFC7159 HiEX , EBrRILAEAELZ JSON RIEREFISE RIS

BRI

IBEERPENTAOE:
o UTFH2EaERIGE LTI JSON Fif:

{1,

o UTFHEATHARELTINHERN, FTESEREH:

o H—AIREAFSMEN, ERESHRGHNEHRSHITRT. fli:

[<resource_string>, < resource_string>, ...]

<principal_map> = { <principal_map_entry>, <principal_map_entry>, ... }

RFSMER, BRAILRES—ME. STRRE—NMERN, EHSNESY LR, BHES"[I"fRoaEE. Fin:

"resource": [<resource_string>]

"resource": <resource_string>

o TEENAS (?) RTZTERABER. Fign:

<condition_block?>

o TEENEENERT, KBEZEAREL " =7, FA"()" BSENEENER. fi:
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@ H§ i:H.E IBEEE

("allow" | "deny")
o FHHRTEAWGISBIERER. fln:

<version_block> = "version" : "2.0"
Bk

policy = {
<version_block>
<principal_block?>,
<statement_block>

¥
<version_block> = 1 "2.0"
<statement_block> = : [ <statement>, <statement>, ... |

<statement> = {
<effect_block>,
<action_block>,
<resource_block>,
<condition_block?>

}

<effect_block> = : ("allow" | "deny")

<principal_block> = : (""" | <principal_map>)

<principal_map> = { <principal_map_entry>, <principal_map_entry>, ... }

<principal_map_entry> =
[<principal_id_string>, <principal_id_string>, ...]

<action_block> = :
("*" | [<action_string>, <action_string>, ...])

<resource_block> = :
("*" | [<resource_string>, <resource_string>, ...])

<condition_block> = : { <condition_map> }

<condition_map> {
<condition_type_string> : { <condition_key_string> : <condition_value_list> },
<condition_type_string> : { <condition_key_string> : <condition_value_list> }, ...

}

<condition_value_list> = [<condition_value>, <condition_value>, ...]
<condition_value> = ("string" | "number")

iELiRR:
o —REE policy ILABEZKiED statement,
KEHEAKER44NMNZFH (FEEZHE) , BIMSRBESIA Rl
EMR block MERIRFLIRE . FIa0, EREEH, version_block aILARTE effect_block BEZ .
o HEISZISANEIERAD 2.0,
» principal_block FtEIXZIFHEABRISIERRET cos MTFiEMEEIEPEER.
» ¥2{E action #1&iE resource #ZiFFIR.

o EVFHELURENFRY, FEBBESIFRURNSEBES . BNMEIFHSREFMHHEESR condition_type. F## condition_key, FHE
condition_value,

» BRIET statement 1931 effect 73 deny T allow . HREFESIEIFDHESEE allow XEBEE deny BT, &1 deny K5EEREN .
FFRIRA
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EXERNTTRF T RIRBMT:
action_string

ERfEAEFE . ARSI EBIFRIERTRAERY o

Lk

TET]

Meogk!

:"cos:GetBucketPolicy"

:"cos:*Bucket*"

:["cos:GetBucketPolicy","cos:PutBucketPolicy","cos: DeleteBucketPolicy"]

resource_string

BiREE R o

qcs: project :serviceType:region:account:resource

TR

qcs::cos:ap-shanghai:uid/10001234:bucket1-10001234/object2

gcs::cmqgqueue:sh:uin/12345678:queueName/12345678/queueNamel

qcs::cvm:sh:uin/12345678:instance/ins-abcdefg

MBERT BRSO RIYMOBRENERS, B8 ZISCAM B9 7 PHR~RIISEXE,
condition_type_string
SIHRER, BRNHSMEAI2ER, 0 string_equal. string_not_equal. date_equal. date_not_equal. ip_equal. ip_not_equal.

numeric_equal. numeric_not_equal &, REIUNTAR:

"condition":{
"string_equal":{"cvm:region":["sh","gz"1},
"ip_equal":{"qcs:ip":"10.131.12.12/24"}

condition_key_string

£M4E, TNSYEERBFHFRIEFHITRE, LERERHEEHE. CAM EXT—HEME-RPERLUERNSRMEE®, 81F qes:current_time.
gcs:ip « gcs:uin 1 gcs:owner_uin &, BASEIESIA £8EE

principal_id_string

¥F CAM S, AFtIRENER. EWEFEA principal thRA/RRNER . THWT, BMSEIESHA SEEASG .

"principal": {"gcs":["qcs::cam::uin/1238423:uin/3232",

"qcs::cam::uin/1238423:groupid/13"]}
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@ Hﬁ i:HE IGaEE
FhiZig

mRIEEFATE: 2023-07-14 16:59:44

BAZAREREEEN, CAM EZUFHHSIERERIFHIES.
Biikdeny

AN AT AP R
HY PR SR

BEEH 2
deny 5564 BRANERdeny

S

=T5H _
allow S Bg mEFERallow

ol

£

BEHENHdeny

1. BUAMERT, FREEREBISHIES.
2. CAM B LRI XEXAFREREE
2.1 HER RSB TEREE, SNHTT—LFE; BUREFHETA deny, FAFLEZER.
2.2 HIEFRBE A deny %, RURLHER deny , FRIFHDZER; BUHITT—SHIE.
2.3 ¥R RAAIE allow KE&, SNREFEA allow , AFHEDZER; BUREHERN deny, FAFHTZER.

o FEE
MFEKRS, RABEHSTRERIENLGERIR; BBFIX COS/CAS FRiFEIKSHZIREIE.
BLBAERE, SBIAXEFRE CAM BF. EFiBER TR BREEES .
Hiti SRR MR R RIEE, 81F allow #1 deny %,
MFZFEWSERHENLS, FENREZNES, BEKS A BIEKS B FTHENFIKRSHEZRIHEIMNR . XMHE CAM SREATHEES
ERIEINE B iZIURLAR B EREIETFWSZIUR, mEEHEWEIRET, B NFWSAENAE A HWER,

BeiisRiBARERINT

REgIRAR REEEN
{
"principal":"",

5 - . "action":"account:QueryKeyBySecretld",

EWHAE %

BiZHAEE MFA it "resource":™,
"condition":{"string_equal":{"mfa":"0"}}
}

IRESURHRIERE MFA IBIE {

"principal™:"",
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& BRE

o,

"action":"account:SetSafeAuthFlag",
"resource”:™
condltlon".{"string_equal":{"mfa“:"O"}}

}
{

"principal™:"",
"action":"account:BindToken",
"resource”:™
"condition" .{"string_equal":{"mfa":"O"}}

}
{

"principa
"action": "accoun t:UnbindToken",
"resource":™

"condition" .{"string_equal":{"mfa":"O"}}

}
{

"principa
N "action":" ccount :ModifyMail",
& FE MFA I8k
(EMHBERE i "resource™™
"condition" .{"string_equal":{"mfa":"O"}}

}
{

"principa
"action":" ccount :ModifyPhoneNum",
"resource”:"™
condltlon".{"string_equal":{"mfa“:"0“}}

}

#B3E token BE MFA I8IE

||| nn

f#48 token FTE MFA I8E

||| nn

||| nwn

ERFNSHFE MFA I
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& BRE e
FiFERLI

EIEEFHATE: 2023-06-29 21:05:52
&R (resource ) TEER—ANHBSMEEWR, 1 CVM &R, COS Fi#iEE ., AXEEENE CAM HZRERER .

FRrAEREX

o &R (resource) 1 * RMAKRFIEEIR, BIAIIESTIRE action BIFFEZERINRIERIR

o BFEIRAIRSS I E IR S Rk FrIZIARSSHRIE action STRANEEH ROKAY, BR (resource) FIE *, AR FIZRIRSHZIRSZIRE action HIFFE
BIFIR

PRSI FREX

BFRISNERSIRMNARATROARNERSGR, SHEREREESBENERIIMMINEREEX*E.
AREXEN BRI TRAR:

qcs:project_id:service_type:region:account:resource

BEABRREEUTANER, FHESYRTGIMNT:

=1~ o
FEREM BXREE EFE i
qcs gcloud service BIETR, TFREBNZHN=ER. = qcs
project_id BHARBER, (X3S CAM BHiiZiE, HaikiEzZIHESZER, E=H, & BE
service_typ [ ] ;EEFE‘:%W, iifﬂlﬁlﬁg iﬁ CAM E"JFI% ‘F‘E‘J “CAM ':Fi"ﬁffﬁ” o - L] EHE%%% cvm
e o EAEHERFEER. - o WESRMER cdn
. . o #]LitX (165) 7 ap—beijing
reqion HAMRER, RGEANESR HigFI=E - ER ()% ap-
9 EHSHEHER TR = © e P
guangzhou
EHAEFRRAEENERSER, Baiismia iR REEEE, uin fluid AR,
i S RN FH ui in} .
uin 7.'3'it’,, BNERSAIMFID, %Tﬂj_ul‘n/ﬂum} . o uin tl: uinA2345678
account o uid A=, BIEMSHI APPID, FFJ uid/${appid} , {X COS 1 CAS Wz & id 0: uid10001234
M RIAEE LA R . o s
o [EATHRHERTEEREH CAM BFFREIEWKS
R ERIEATIRES, Eﬂﬁ%ﬁf¢ﬁiﬁ#ﬁi&ﬁiﬁf§§, o ZERSE: instancefins—1
resource_type/${resourceld}. Finl <resource_type>‘/<risourci_‘p’a:‘h;°u o REERE MySQL:
o resource_type/${resourceid}: resourcetype EFERIE, HEAERER, instanceld/cdb—1
HFETES i CAM psEN PERERARR; ${resourceid} HEE . WS COS:
resource BEIE ID, IEESITRIZFHEES, BF * BARIZEREZRNMEER. =2 prefix/10001234/bucket!/*
s <resource_type>/<resource path>: resourcetype J¥&IEEIS, HHREE %= bucket! FRIFFEX 1,
ESiTH COS &iE (resource ) XiFs
o <resource_path> HAEME, EHRT, XIFERRWAELE. HETSE FIEl, HERSN COS B
B % CAM HALSSIE0 ch= AR L. AR E RS
CAM IBRENX

CAM 88 7THF. 4. RBFER, CAM ZRIIEAGINTRR:

gcs::cam::uin/164256472:uin/164256472
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qcs::cam::uin/164256472:root

gcs::cam::uin/164256472:uin/73829520

gcs::cam::uin/164256472:groupid/2340

gcs::cam::uin/12345678:policy/12423

HiRRYER

o BENATEE—ERERS. MREFESFHWSEEN, EREENNERT, FEENBEERINLINRE, FERFRBEERIN.
o COS. CAS HUSZHFEWSENERITHIIE . FENWSTUBEIIREESSTRIENEHFERS .

RERICE

MRERTHREN RN MAERENERE, B8R 5255 CAM 197 & PYR~RISEXE.
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%) it -
RIGTE

EIEEFRATE: 2023-07-26 14:36:11

[EFiER

HERER: BRELE1) CAM ARETFHEZEZRHIMR. fiN, SBERE COS BRILIEERMEBIZZRIHITIR.

MRBEEFAEE (XKS ) BEREMENATRUEE, BAARS, TENSHERMRSRIEHEINANEE . EXMERT, SULIESERRIEEE
SELMBAIT/R . ERIEAVFRE X FIEMNSMHEREZANFKS uin, ZSUFENREREE, HENN, RREEBRERIREERFINLETIER.
BT tEEERADSRA RIS ARG T :

: "allow",

: "cmgqueue:*"”,
: "gcs::cmagqueue::uin/1000001:queueName/uin/${uin}/*"

o REEEESNRRNEEPHE LAZANFES uin, WFKSuin 73125000000 HFKS (WEEMKS uin 21000001) IR TEH
queueName/uin/125000000 KIREEBItE cmq iHEASI, MEXSRAYEFEREIAS A

gcs::cmgqueue:ap-chengdu:uin/100 :qgueueName/uin/125000000

o FUS uin 7125000000 KIFWSIHIEIZEIFRT, ERIRPSIENMAIRIEEDRSUHFERAIERE, B

gcs::cmgqueue::uin/1000001:queueName/uin/125000000

o HEEhEYEIE ges::cmagqueue::uin/1000001:queueName/uin/125000000 wILAEIS I ICER ISR
qcs::cmqgqueue:ap-chengdu:uin/1000001:queueName/uin/125000000 .

REEROGE

BWRCRUE : RIRTEULAE SRSES BRE—KR.
FHTRAUE . RETSTLRERHED.
IITFREERT VPC I ERELIINR

:"2.0",
il

"allow",
"name/vpc:*",

:"gcs:ivpc:iuin/12357:vpe/*",
{ o M${uin}"}}

© %A
IIKREFE COS RIEEEBXA qcs::cos:$region:uid/$appid:$bucketname-$appid/$ResourcesPath , Ef $ResourcesPath JAEKRIEIRES
&, H $ResourcesPath FRAEEER LIARIEEE, A COS =i Bucket HIEIEARNINT:
qcs::cos:ap-guangzhou:uid/1250000000:examplebucket-1250000000/path_1/path_2/pic.jpeg o

RIEERSIR

WRIFRE: BRRITE (bR ) ARSEEAE 58214 #247R



& BRE e

BRI AR ESIRNT

TEZ TEEX
${uin} LHENSIENFWS uin . WFHAEREWSHER, SHNEKS uin —,
${qcs:user} HEnhIENFHRSHARSE .

${owner_uin} HEPhREFEREWS uin .

${app_id} HETSIEAEREIEWRSH APPID .
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FEBFH
FEBFE
eIEEFRATE: 2024-02-20 15:36:48

EREHINEEREN, SULISERBREZIIRMY (Condition) . EXRMEAEL, RER, YAFAENZRUERN, RRASERBER L TXPHISRMLE
MSRMHESSEREPIEENERFRHNRMEEMFHEHTIOE, JERMGITERI, MRASIRKREA2EX.

SRR

EYFREH-ANHBIEEFOEE . — I FEFORSER. SEFNFRGEER, —MSEFRTLUEE— 1SN RIHHE.
"condition" : { "{condition-operator}" : { "{condition-key}" : "{condition-value}" }}
FHTFaT6

BRIP A 192.168.1.1 , HiFERAENF2022-05-31 00:00:00, Condition #1TF:

"condition": {
"ip_equal": {
"gcs:ip": "192.168.1.1"
Y

"date_less_than": {
"gcs:current_time": "2022-05-31 00:00:00"

}
}
R ITECEE
SRR HATEEBEINT:
FhiZiE WiBA
PR —NEERETLUEE—NESIRME, ERHREN, NESGENESEEEPHNE—MER, BIaHE
:.v:ﬁ:ﬁﬂ poy
FHHER.
FHFOHE F—SHRMERBENEGFIT, E6S1EMHE, WAEEHRYRERNERE, FeHEzRHFaiHt.
RIRHER SR THFREREFIENHEENERT, ZeHEZRERHEE.

FAHERM (null_equal BR5M) MLER oo | oot o pnEr A T RO E AR

& if_exist

for_all_value REFBEFFEEER, RRLTXEEPRHFENSNEHESHEERNZTEY,
for_any_value REFRERFEETER, XRLTXEEPFEHENEIE— I SHERRERFNHTLAEL .
© W

BAIRERIULZHF for_any_value, BIFERINESE EFHrEEEREER.

&R

|

:"192.168.1.1"

BERPYSHERSEFRRT, EWREISA qes:ip. BLTXEESHEENAMERYE#ITILE, fli0 192.168.1.1 , BH{THLRERHEHEZHFIEE
(&7 ip_equal ) o
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& BT -

ERLERT, EELRSHIGDBERRRELFRER, XEETLERE Condition B, EES/FMHERE, FItN: BFPYHRE 10.217.182.3/24 =E
111.21.33.72/24 MERZEELIEIR (cos:PutObject) , IIRERIEARINT:

: "allow",
il
"cos:PutObject"

"10.217.182.3/24",
"111.21.33.72/24"
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& BT
FHENFRGEEN

IEEFRATE: 2023-12-08 14:48:51
fimid CAM =HIGRY REREMERERE Y, BULMRERERERBERSR M.

iR

BARBRRMEGEER: gcsi<condition-key> , HREIRSZTIFOMEME, FHENABTRIERNT:

A ESid] 1234
. Date and I o - — = N
gcs:current_time time Web Server 1ZIEIEREIATE, LA ISO8601 tRERDZ, HEE[EM UTC R3iE.
gcs:ip IP address AiSiEREY IP bt , EFS CIDR #E.
qcs:resource_ta Strin EF &R MRS ERRNIAE .. aiGRIEPIEEIGERE/EX S EEEE L RR/EX#TIE,
g 9 024 U A B I

erenuest ta strin ESAIMEE R SBILEIRS . TSRS SR R SIS RSB BT, (XA ITRA
qesirequest_tag g AR RANTE
O X

. LERHRATNATERS, BAURATSEES.

. SERRAKNS,

R
TEER S (Condition) PERRMHEEARISRIEPIOREENKRHESIER L TP EHRITIE.

RBERISSMEENS HT7E: ZFRER (String) « HFHER (Number) . BHi2E! (Date and time ) « #/R%EE! (Boolean) 1 IP k280 (1P
address) . ZHHISHHEE® (Binary ) « E&EEIEERF (Null)

SEETHER 8T iR
string_equal FHRETF (RDKRIE)
string_not_equal FHBEARET (RHKNS)
FHRRHEER
string_equal_ignore_case FHRETF (FRHANE)
string_not_equal_ignore_case FHEFST (FROANE)
numeric_equal HEST
numeric_not_equal BEFST
numeric_less_than HENF
HFRIZET
numeric_less_than_equal HEMNEFT
numeric_greater_than BEXTF
numeric_greater_than_equal BEXTFTET
date_equal HERRSIEETF
date_not_equal BHAREIAETF
date_less_than BHARTENF
BEIRMEEE
date_less_than_equal BHIREINFSETF
date_greater_than BEARTEIATF
date_greater_than_equal BHAREAFEF
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HREFREEAT bool_equal H/RETE
—HHRIREES binary_equal HEST
ip_equal IP itbhtEF
IP bt e E T
ip_not_equal IP st FEF
EEHREET null_equal KR AT=IE

BREIXR

EEBEDR, TLMERSEMY (Condition ) BURTFIEFMNFRME, FHRSIEHMHMSIXRUT:

© e
1IBEF string_like # string_not_like WRMEMHERZS XIMSFE . #F . - . _ , FZFFIRSEED, FIREEOTLIEL 255 CAM B
WSENO &b,
452 EEA
string_equal
string_not_equal
string_equal_ignore_case
gcs:resource_tag/qcs:request_tag
string_not_equal_ignore_case
string_like
string_not_like
date_equal
date_not_equal
date_less_than
qcs:current_time
date_less_than_equal
date_greater_than
date_greater_than_equal
ip_equal

qcs:ip
ip_not_equal
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& BT -
RRizS

EIEE#RATE: 2023-07-14 16:59:44

EES H IS =6l
#F VPC SIRISRINSIER, VPC MitBERE =6
REEREE— M RERN—REE
RSN RIS RO TER =6
RHEHREE— M RERNS RHE RIFHEEAN IP QOFFIAI =60
BES RGEEPNGR feiFERE IP MR ERIRORIFIAI =6
ENRPERRESS MR BEN R RINBIE N FEHEERN =6
R ERHE BRI FRPBYIE token FATHIR AP| 243 =6
FHERTas— I FHRN— P REE
oy

% CAM HFTERR VPC XEi&EE API B, FRTHREHE CAM AFEEHENEER AP INSEERTRIGHEDMNRS, ERERHA CAM AFREERENSE
EREREARY VPC RYHIARR -

SEAZEN
ITFREIERRIT VPC SEIEERNNEERE, VPC Mt vRig Lig.

: "allow",

: "name/vpc:AcceptVpcPeeringConnection”,
1 "qes:iivpce:sh::pcx/2341",

 {
: {

mRiRAE2
% CAM RFIGIIRERRR, RERIAFXASEEEERENER.
ERTHI2

T REIHERAR REETHPERE “BRI&ARED" HZIRSBXLAIHITER (cvm:Rebootinstances) .

: "allow",

L

"cvm:Rebootinstances"
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FERFES— I FERNS/ REE
o gl

BAFHEEFEE I RSO RME, WRAIZBE OR IMEZREEN, S/FHENEEFERESEETSET.
CAM HFAM= API B, FEIRFIAFIBIEKE, WERENGRIEENM ENLE 1P &4,

R

TROSRBASRE 10.217.182.3/24 =¢#F 111.21.33.72/24 RERARELIENSR (cos:PutObject) o

:"2.0",
Il

: "allow",
: "cos:PutObject",
L
:
i {
ol
"10.217.182.3/24",
"111.21.33.72/24"

RES/®HERFER

o L
MBEMRBEES A REIZEG, WERSE AND SR,
SEFH

MTrfIEREFZRER IPJ 192.168.1.1 , iERAHANF2022-05-31 00:00:004 AT LAIED

|
:"192.168.1.1"

|
: "2022-05-31 00:00:00"

BEPMFHERTas SR

o gl

MBEHRBREE N REEEHRES M RIRINEIS N FIOESHUERSE AND SR
fERRE
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T REER SRR "SR I&ARER", BiERIFE 8B I& A" A rILARLES o

|

"EBIJSERAER"

BRI SERAER"

REFRERTRIRA

oy

FRPEAVE token FATHIR AP| 248,

fERE

LUTRBIE, EIRERNTRR, BEMVE token 15, ZTHIR API 2.

: "allow",
ol

"cam:DeleteApiKey"
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SREhR A2l

EIEE#RATE: 2024-02-20 16:10:14

g

SIBRENRENRRFMFEER, RATESRGRBENEENHE—FMIRE. FFE, SUMETBTRRNRFZENIARE, REEIREIFRLRAR
R

REBNASRIEAR A RIIUIR

EkEsk&EHER cam:ListPolicies. cam:GetPolicy. cam:UpdatePolicy 1EOMIRAIFIKSTLUREIRBEIARIEIRA
EWSTLUBET L T REEEERE FUSIEBEEIARIBIRAAIUR :

: "allow",

o
"name/cam:ListPolicies",
"name/cam:GetPolicy",

"name/cam:UpdatePolicy"

il

REEE S RERAIARE

EA LS B E X RIRREP—MRAIRERROARE, BIEBRE. REMINZE, FEXKZEEXERIFISISRINSRIENARAIREIIR o
1. ERpEEEEHE, #A FiE SERE.

2. ERREERE, PEFERENEERESR, #NRBIEER,

3. TEREBIFIETR, IR,

4. HEFERENRE, TEEMISFE, LERBHIIN, SHIREEESCRIEEGARFIRE,

(EF A FIRR A ElERE

EAIERIRE B E CREERIFNAMR S LAEIRIZRIEN . flt, SEUTHS:

- AT FIKSHERIRSH ins—1 ESURMNBEXHE . G2, SRBEXRIERE—MRE (FRCHRE 1) , ZIRFERRERBIARE . iZRIERIE
EIk.

HIEEINZEENREE, ERAREEN EFERRSESE ins-2 MR, REFEZE, RASCEMIVRIIRA (FRCHIRE 2) . BIRA2 RERKAMREZE,
FIKSRIRRLO ZIRS[EENR, EWERT, STLUSHFIREEREIATERS TIERRIBIRES IRA 1, BALUSIRE 1 1RBABIARE, FKSETIRSSER
aniRSSER.

TEIRERBEIRA 2 PRMEIRHEHZE, RASCBZ KBS —NHIRE, RCHIRE 3. BRILUSHRA 3 IREREARFUEEFRSHERSRIRSE ins—1
Flins—2 RER . LERT, EATLARIPREEIRAISRBEARAARA 2.0

RRAPRE

— T EEXRBRSRE b MRIERA . HEECRIBMRIBIRASEIAT 5 M, SREBREFRBEIGASENR— I XSV NERFDTARERD . SRR
HASRRMEREE I TR A XIS Ea RIERA
o MFRERIBAIIERRIASRREARAS -

o DEFEMIRRIRERRA (IS ) . BEAILBEEN ‘v’ EEFMRFRIEGEES, GEHERE.
(OF ']

BFREAhRAES, ERRARRAFCHARSES . B, IRAFMCHFIRERETESEN. FIa, MREMERRIEARAIRA 2 70 iRAE 4, ARRMAHIR
&, WERIRAIFCFHAIRERIRAE 1. IRAF 3. IRAF 5. IRF 6 FIRAE 7.
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https://console.cloud.tencent.com/cam/policy

@ E%H:I.E BRI EE
PUREREE deny FEHIG=

EIEEFRATE: 2024-02-20 15:35:46

LIURREENEREERIF (allow) FHEE (deny ) BSIEAR, FERIEEFIARIN deny REEX.
ANBIEIAZRETIRSENIEIE. COS R deny FRIERARF (ESREF anonymous) « itEBXIFME=XMENGS, FHNEER deny FERRIZIE,

ERERTIRERIRIE

BREE MRS (action) ALAMERIS AL, #l. . & 4 %, HPSHENTUSHEREMEREBNEOELERIIR, SOREEFIIXRE
5. ELATIASHATEETRTE deny FEX, BIGHXER(ERRMERM deny, BHEA string_not_equal. string_like S,

TSRS

s ERRiF (allow) FAPIGE CVM 6l a. b, ¢, E% (deny) i5i@%E6 d, BRXIEFFAFBEDHERE T IER, HPE d SETHFET,
AT “4E%E (deny ) IGIEER] d” HISREEFSER.
fugn: FARLATERES, APEES CVM IHIFIRMBHE{GARESEERIE d.

::cvm:ap-guangzhou::instanceid/a",
::cvm:ap-guangzhou::instanceid/b",
::cvm:ap-guangzhou::instanceid/c"

el

::cvm:ap-guangzhou::instanceid/d"

mR2: ERAFFRFIBIRPERE T1 SR, EEHD4ERE T2 (ER, HPER a BBETHFE T1, NEPETIRE T2, WEESE a BROREFS
™o
fugn: FARLATERES, BARLEEERRIIRNIHMEZEEIER a.
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IBEEE

"key&T1"

1%33: PURKIEEE condition B, SZi5HEHITEAIRIERBEER string_equal. ip_equal. ip_not_equal A &%, EthZERIRME (Fln
string_not_equal %) R&4EH.
Blan: ERLATREE, APNBATREERIXKTIRE T &R,

17R4: RAERENAIFBIEE resource, LARIBEISIISPEIRERSEIEER, BELITRETEEY, BMIREEERIXRE TIZIFENER.
fugn: FARLATEREE, AREEEERIIRNIHRDATRESSEWS FTARENER.
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COS R deny FrEARF ( E&AR anonymous )

7£ COS #Y Bucket ACL &% Bucket Policy HEt& deny FREREF (E&REF anonymous ) i5id, {BINRRHEESZIMEE allow EANAEF, # allow B
FBPBSAEILLSIE COS ZFiEiE.

THERERIRME

MBE—NFHEFXET AdministratorAccess 8 QCloudFinanceFullAccess %88, ERHEXET—4 deny action finance:xx BIEEE, XM FHARE
action finance:xx BATLIENED, FEWIELHIT,
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@ Hﬁ i:HE IBEEE

XSS

RS

BNRKS KIS

ERIEE#RATE: 2024-01-02 18:18:41
ARSERREIBNZSHMKSARHTXE, MUTIISHEKSHERECEERNKS (KR ) RiE. ESAKBEBAE CAM FAF, BRIZEKES

Ak,

RMEmR

MRENEWVRERREMERELRHE, ANFRANNRREENERBNZER, BlZXSREERKEIKSHREXKENEIRME. ETUSERNY, RE
EUHERRIEICERE, AVFEERNRREMBERAENZNFRR, AMESEWRESANASEERRNELMERRMESARIBNZFA
A, itHREEEEAZKS, NEEENERBLZSERE.

RMES R
RS KBRS

© i
FZAER A TS ESENESEMRENEIREXRER, FREBARARIXEEIMENETER, BILEE. BRZSIREZRENTIERER
BV RIAUERI JFIEERIER (AR BIEIMMESHRER ) - MESEXBT RIS, TRBARMERT EItVRESAFHEF .
ISR EUHEGEREER, EUMEEREERNAETELHERENRIMEREER, NEEF2EREERR, 20 EERIRE,
BTEN=NAR “BR=EF ARP “BRAREWRS” , MENELHEEERET “BANzBF” , SERCUNEESERMUR, BRElHE
F BRAREF NMAR, BERAUTSE. BRNAESD BEXBREHE .
— P EUHEREBE—NBAZKS; — NSRS LBES I EWRIE.

1. BRIGAERENEG, EENSHESR, EEBRAKS > CURIE, PEURFFE.

LESHFTECURNETFRAEE, BRRSHEATINE
WREEESAEEIUHEMVAMESIE, BIolERiREE.

SZEhE

2. ARSI EERSERE.
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https://cloud.tencent.com/document/product/598/36315

& BT

& s VISR @

(1 JEs R >

@ BABHEUREHARSE, BEREARCUNMIIREERERSHEE, REEERSIH.

a
P
"" .
YA
EAAALRIEHIATER, EET R R LsEE SabE

3. ERIIERRSMHRHE, Bt RHEEREERNEVREEPIRABITER, EUMEEFPIREERNERTRSHINIE, #ARRMEFRE,
4. FEhNEEEHE-RRMNEFRE, BERWREEBRERSNMIHEEFIRIE 45, ERUMEEFIRPERNEE, #NMEFRE .
5. EEA=CWRSRE, #EMNARLERRE, BEZRE, $EREMLER, #HEm, wTERmR:

MRS

BREEE

HEAIE 4009100100

BB R
FREE

EIRR
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& BT

Oy g wnzeuss
36k kkdr

= — ARseE
BRAEWRS, HAPRHI00APEFRINELR
S, ERLHY. BB, MRASTRNR
B, RESENTURRER, BHRURSBERAY
FhHAR,
AR FNR
BREEUES S » )

O HIRRUEMER

ZRASEBEEAN, Fa AL L HES

$FINEE 2022-05-19
R TSR EEER. " THER SEURAn
HNERELESAE, FEEREF—SIEANE

H#,

6. IRMMEINE, PETHRA.
e

AR DNAKTh

MABHNH IS

THNA

AETIFEESR

7. EHEERENA-RFVEFRE, PERERE, #AXBEWKSTHE.
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@ sizEmse > @ smess > @) xmus
O BoLEESERES, AASREASIS,
SRR SERATES
|
| o

i

ERAASMEERATE, SEF AR SN ST

8. AiISIEREHA-XKIKSRE, BERWREEBRERRNEWRETFIRIE S0, PUREEFIRESHIANER, THXKELVRIEKS.

@ SKEXAETh

9. ZRILIERSNEREHE, #A EUVHIE EENESEEERNELRIEER.

AnER

CUNERRERASSES. BAERCLNEERERLSE

EIEVRESNTFEF

ZAESEWRESAFRPHRERVREFRFPIRIR, EUMEFRFBEREHIREENEEEIKS THER. BMRMESER BIEUHMESATH
F o
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A BT

RERIRHERIEE
IEEFRATE: 2024-01-02 18:20:01

RMEER

IBEEE

AN BINMTIR BRSA R AREK B RV REHESER, BIREE. BAZSRESRENH EERIIRAEIMNREER (FSRIEMEESERE

8).
RMES R

B AL R SR

RS EIRRATLAEE Web imigBEWRIERIEE, #I1EI0T:
1. B8R tUREEEENS , phENAEE,

B ERE e AR ERS5ETFHE SRR
£l RFE ==
f=tad

a MEER FISHGER
REREEE I+

Ok EWE

¥
o

BELE B Tl

|- =) - [ =
(EHE

g=5 @8
| @ EBAECLES ENE=A A
=13

HIE-IN SRR - B

UWERETHESHESFNESE, Fad THESSR

2. ANAEERE, 8 “NA” THEBR=EEWLES.
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B ERE e REEE =RE T SR =ETE Ezoo el
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ERaERSS -
BRZEWES, ABPRH300AHETSOCES TR, T 28, ABESEARNER, =BErz
EHTIERAE, BhESRSSRevEs=FER.

Agentld
fvdc g BN S
AlEEE (=
=ES
B8 WrsipE @ Euss =P EETImRR
S EEESE SRR SR ST TR : T £2
EBREEE
HE SRS == EE
3¢ EmEIWETEE TiEaEENET
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EHE EA

BFREN SEEN REERIEEERE, FEhEn—T8
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df
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|| e Biflz=
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4. g x, AERERENTER.

Agentld veee
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O iR0: EIRENATNEEREERSEENZTREERNARINGE, PERIA, STHULEEERE.
O x: WFRZEIENENZ TREUS B RERSRIAMRE
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