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1. #iE—& Windows Server k5. NEFTEWLRSRE, BE2R =RSE-WLEH.
2. EIRSBRHITLATRETE.
2.1 DNS BRr$328: 1SBMMEBRBIAEIERR Federation Service ko
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1. E=IR$SEEA, A Server Manager > Dashboard, ¥ Add roles and features, MTEFFR:

= Server Manager - |

Server Manager » Dashboard ) Manage Tools  View

128 Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

0 Configure this local server

B§ File and Storage Services B

QUICK START

Add roles and features

M

3 Add other servers to manage

WHAT'S NEW — =
B 4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Servergroups:1 | Servers total: 1
= File and Storage -
[ ] ) 9 1 # Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results
}7] = — 3:49 PM
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2. —E&8F Next BZI8 X Install Bpi%zE, MTEFR:

Before you begin

Installation Typs

Server Selection

Before You Begin

Server Selection

DESTIMATION SERVER
adserver

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hasting a website,

To remaove rales, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current secunity updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again,

To continue, click Next.

[[] Skip this page by default

| < Previous | Next > | | Install | | Cancel |

DESTIMATION SERVER

Select installation type —

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

<previous [I[ Nea> | || nsal | [ cancel
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Select destination server —
Before You Begin Select a server or a virtual hard disk on which to install roles and features,
Installation Type ®) Selact a server from the server pool
() Select a virwal hard disk
Server Roles Server Pool
Features
Filter: |
Name IP Address Operating System
adserver 192.168.102.155 Microsoft Win Server 2012 Datacenter
1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
<Previous | [ Next> | | nstal || Cancel
DESTINATION SERVER
Select server roles adservr
Before You Begin Select one or more roles to install on the selected server,
Installation Type Roles Description
Server selection Active Directory Domain Services
— (AD DS) stores information about
omain Services| objects on the network and makes
Features this information available to users
AD DS [] Active Directory Lightweight Directory Services and ne‘lwork itz rors qu B
. ) i X uses domain controllers to give
Confirmation [] Active Directory Rights Management Services network users access ta permitted
[] Application Server resources anywhere on the network
[] DHCP Server through a single logon process.
[] DMS Server
[] Fax Server
[®] File and Storage Services (1 of 12 installed)
[ Hyper-¥
[] Netweork Policy and Access Services
1 Print and Document Services
[] Remaote Access %
[] Remeote Desktop Services
< Previous I| Mext » | | Install | | Cancel
IRIFRE: BR=ItE (Ib5R) BRSEAR %11 #85;|
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Select features

Before You Begin
Installation Type

Server Selection

Server Roles

AD DS

Confirmation

Select one or more features to install on the selected server,

Features

| >

I [] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[ BranchCache

[ Client for NFS

[] Data Center Bridging

[[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management

[] 1S Hostable Web Care

[] Ink and Handwriting Services

—_ - v
< ] |

DESTINATION SERVER
adserver

Description

.NET Framework 3.5 combines the
power of the .MET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

| {Previuu5|

Install | | Cancel

3. K#ETRER T Promote this server to a domain controller, $NTFEFFR:

Installation progress

View installation progress

o Feature installation

DESTINATION SERVER
adzerver

Configuration required. Installation succeeded on adserver.

Active Directory Domain Services
onal steps are require

Promote this server to a domain controller

Remote Server Administration Toels
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center
AD D5 Snap-Ins and Command-Line Tools

Export configuration settings

[>]

<]

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Netifications in the command bar, and then Task Details.

< Previous | | Mext >

Close | | Cancel

IRIRFRE: BiRAITE (165 BIRSEAS

$£12 #£85m



O BAS

BREE

4, 7z Deployment Configuration REi%#% Add a new forest #+7 Root domain name {27 testdomain.com, ¥TFERR:

ient Configuration

Domain Controller Options
Additional Options

Paths

Review Options

Prereguisites Chack

Deployment Configuration

Select the deployment operation

(O Add a domain controller to an existing domain

(J _Add 2 new domain to an existing forest

@ Add a new forest

Specify the domain information for this operation
Root domain name: I testdomain.com

5

More about deployment configurations

TARGET SERVER
adserver

| < Previous | | Next > | | Install

|| Cancel |

5. 7£ Domain Controller Options H# % Password {58, MTEMT, BRiE—E%8ENext, B Install TRz

Deployment Configuration

DNS Options
Additional Options
Paths
Review Options

Prereguisites Chack

6. BERTHIE, RS|ISER, EFBHAE, #A Start Menu > Active Directory Users and Computers, iTFEFfx:

Domain Controller Options

Select functional level of the new forest and root domain

Forest functional level: | Windows Server 2012 R2 | = |

Domain functional level: | Windows Server 2012 R2 | A |

Specify domain controller capabilities
Domain Name System (DNS) server

Global Catalog (GC)
[] Read only domain controller (RODC)

TARGET SERVER
adserver

Type the Directory Services Restore Mode (DSRM) password
Password: ssssseee

Confirm password: ssssssee

Maore about domain controller options

| <Previous | | Net> | | nstal

|| Cancel |

IRIRFRE: BiRAITE (165 BIRSEAS
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File Acticn View Help
G EIEEE RS Y R
] Active Directory Users and Com|| Name Type Description
p 7] Saved Queries [ Builtin builtinDomain
4 test = ntainer Default container for up...
b & Delegate Control... ganizational.. Default container for do..
p & Find... ntainer Default container for sec...
b 5] Change Demain... ntainer Default container for ma...
b & Change Demain Contreller... ntainer Default container for up...
E % Raise domain functional level... gan?zat?onal...
= Operations Masters... ganizational...
& | New ] Computer
All Tasks ] Contact
Mg b Group
Refresh InetOrgPerson
Export List... msimaging-PSPs
MSMQ Queue Alias
Properties T Oraanizational Unit
[ i
Help Printer s
User
Shared Folder
(<] m [ []

Create a new ochject...

7. 7£ Active Directory Users and Computers &H, #i Org & Users {52, Hrh Users—First name &5 EEEA= IR FRAPRE—
H, MTEFR:

File Action View Help
I IEEIEEEI ER Y YR 2
] Active Directory Users and Com|| Name Type Description
b (] Saved Queries [ Builtin builtinDomain
a [ test : - c : = ntainer Default container for up...
» elegate Control... ganizational... Default container for do...
b Find... ntainer Default container for sec...,
b Change Domain... ntainer Default container for ma...
b % Change Domain Controller... ntainer Default container for up...
B _—
b Raise domain functional level... ganizational...
= Operations Masters... ganizational...
ew L4 omputer
& NI Comp
All Tasks 3 Contact
View C Group
Refresh InetQrgPerson
Export List... mslmaging-P5Ps
MSMQ Queue Alias
Properties [ A Ny
[ Olgamzailorﬁl Unit
5y Printer
User
Shared Folder
(<] [ | [>]

Create a new ohject...
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& Create in:  testdomain . com/Group01

First name: |lest | Initials: |:|
Last name: |u5er0'| |
Full name: |l35t user(1 |

User logon name:

|te5tu5erﬂ‘| | |@testdomain.com A |
User logon name (pre-Windows 2000):
|TESTDOMNN\ | |testuserﬂ'l| i |

| <Back [ Ned> | [ Cancel

& Createin:  testdomain.com/Group01

Password: |ououoo

Confirm password: |ououoo

[] User must change password at next logon

[w] User cannot change password

R¥CA

1. E=RSZEA, #AN Server Manager > Dashboard, & Add roles and features, ITFEF=:

IRIRFRE: BiRAITE (165 BIRSEAS
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Server Manager * Da ( ) Manage

B8 Dashboard WELCOME TO SERVER MANAGER

B Local Server

ii All Servers

0 Configure this local server

QUICK START

2 | Add roles and fgd*:v}ures

3 Add other servers to manage

4 Create a server group

5 Connect this server to cloud services

Hide

ROLES AND SERVER GROUPS

Roles: 0 | Servergroups:1 | Servers total: 1

# Local Server 1 i All servers 1
® Manageability @ Manageability
Events Events
Services Services
Performance Performance | |
BPA results BPA results

(ks B 2

2. —BE¥F Next 5% Server Roles IR, 7 Server Roles Tumi%#F Active Directory Certificate Services, M TEFRR:

DESTIMATION SERVER
Select server roles adservertestdomaincom
Before You Begin Select one or more roles ta install on the selected server.
Installation Type Roles Description
Server Selection ~ Active Directory Certificate Services
] (AD CS) is used to create
cirve DIrectory Lomaln senices (Installed) certification authorities and related
Fealures [] Active Directory Federation Services role services that allow you to issue
ADC5 [] Active Directory Lightweight Directory Services and manage certificates used in 3
variety of applications.
Role Services [] Active Directory Rights Management Services
Confirmation [ Application Server -
[] DHCP Server
DNS Server (Installed)
[] Fax Server
> [ File and Sterage Services (2 of 12 installed)
[ Hyper-v %
[ Network Palicy and Access Services o
] Print and Document Services
[] Remote Access
[] Remote Desktop Services
W
| <Previous | | Net> | | nstall || Cancel |

3. —E& Next EZI AD CS > Role Services I, i%#F Certification Authority. Certification Authority Web Enrollment, #1TFEIffxR:

IRIFRE: BR=ItE (Ib5R) BRSEAR
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- DESTIMATION SERVER
Select role services N
Before You Begin Select the role services to install for Active Directory Certificate Services
Installation Type Role services Description
Server Szlection ificati i
Certification Authori Certification Aui?mnty "‘f“"b
Seryver Roles . . ) Enrollment provides a simple Web
[] Certificate Enroliment Policy Web Service interface that allows users to
Features i i perform tasks such as request and
= . . . T ificates, retrieve certificate
AD CS FilCertification Authority Web Enrollment renew cert
Srmeaton ALTnomy Te0 Arm men revocation lists (CRLs), and enroll for
] Network Device Enrollment Service smart card certificates.
Web Server Role (lI5) [ Orline Responder
Role Services
Confirmation
| <Previous | | Net> | | nsall || Cancel

4, —E5F Next BF) Results WA, s TEESEE AD CS Configuration, INTFEFR:

= Add Roles and Features Wizard = =] =

DESTINATION SERVER

Installation progress adserver sestgomaincom

View installation progress

o Feature installation
. ______________________________________________________________ |

Configuration required. Installation succeeded on adserver.testdomain.com.

Active Directory Certificate Services ~
Additional steps are required to configure Active Directory Certificate Services on the

Configure Active Directory Certificate Services on the destination server

Certification Authority

Remote Server Administration Tools
Rele Administration Tools
Active Directory Certificate Services Tools %
Certification Authority Management Tools

Web Server (lIS) ™

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous | | Next = | | Close | | Cancel
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DESTINATION SERVER
adservertestdomain.com

Specify credentials to configure role services

Role Services

To install the following role services you must belong to the local Administrators group:

* Standalone certification authority
+ Certification Authority Web Enrollment I
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

» Network Device Enrollment Service

Credentials: TESTDOMAIN\Administrator

More about AD CS Server Roles

| <Previous|| Next > |I | Configure || Cancel

5. B Next, 7£ Role serveries i, @it TEIEE, & Next,

B DESTINATION SERVER
Role Services adservertestdomain.com

Credentials Select Role Services to configure

Certification Authority

Setup Type
CA Type Certification Authority Web Enrollment
Private Kay [] Metwork Device Enroliment Service
Cryptography [[] Certificate Enrollment Web Service
CA Name [] Certificate Enrollment Policy Web Service
validity Period Dy

Certificate Database

Confirmation

More about AD CS Server Roles

< Previous Next » | Configure || Cancel

6. 7£ Setup Type &R, i&#F Enterprise CA, I TFEFR:

IRIRFRE: BiRAITE (165 BIRSEAS 5818 #3855,
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Setup Type

Credentials Specify the setup type of the CA

Role Services

DESTINATION SERVER

adservertestdomain.com

Enterprise certification authorities (CAs) can use Active Directory Domain Services (AD DS) to
simplify the management of certificates. Standalone CAs do not use AD D5 to issue or manage

SANYRe certificates,
Private Key
h ® Enterprise CA %
Cryptography Enterprise CAs must bd domain members and are typically ornfline to issue certificates or

CA Mame certificate policies.
Validity Period

() Standalone CA

Certificate Database Standalone CAs can be members or a workgroup or domain. Standalone CAs do not require AD

Confirmation DS and can be used without a network connection (offling).

More about Setup Type

| Configure || Cancel

< Previous | | MNext » |
7. £ CA Type IR, %% Root CA, MNTEFR:
CA Type
Credentials Specify the type of the CA

Role Services

Setup Type
- public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
SR own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
Private Key hierarchy.
Cryptography ® Root CA
CA Mame Root CAs arefthe first and may be the only CAs configured in a PKl hierarchy.

Validity Period
Y ) Subordinate CA

Certificate Database Subordinate CAs require an established PKI higrarchy and are authorized to issue certificates by

Confirmation the CA above them in the hierarchy.

Maore about CA Type

DESTINATION SERVER

adserver.testdomain.com

When you install Active Directory Certificate Services (AD C3), you are creating or extending a

|<Pnzviuus|| Next = |

| Configure || Cancel

8. £ Private Key &, i%#% Create a new private key, M TEFfR:

IRIRFRE: BiRAITE (165 BIRSEAS
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Private Key

Credentials

Role Services

Setup Type
CA Type

Cryptography

CA MName

Validity Period
Certificate Database

Confirmation

DESTINATION SERVER

adservertestdomain.com

Specify the type of the private key

(®) Create a new private key

Use this option if you do nof have a private key or want to create a new private key.

O Use existing private key

s to clients, a certification authority (CA) must have a private key.

Use this option to ensure continuity with previously issued certificates when reinstalling a CA.

() Select a certificate and use its associated private key

Select this option if you have an existing certificate on this computer or if you want to

import a certificate and use its associated private key.

() Select an existing private key on this computer

Select this option if you have retained private keys from a previous installation or want to

use a private key from an alternate source.

More about Private Key

-:Previuus| Next > | | Configure || Cancel

Cryptography for CA

Credzntials
Role Services
Setup Type
CA Type

Privats Key

CA Name
validity Peried
Certificate Database

Confirmation

DESTINATION SERVER

Specify the cryptographic options

Select a cryptographic provider: Key length:

adservertestdomain.com

| RSA#Microsoft Software Key Storage Provider [~][ 2048

Select the hash algerithm for signing certificates issued by this CA:

SHAZ56
SHAZB4
SHAS12
SHA1
DS

[] Allow administrator interaction when the private key is accessed by the CA,

Mare about Cryptography

< Previous | Next = | | |Conﬁgure || Cancel

IRIRFRE: BiRAITE (165 BIRSEAS
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DESTINATION SERVER
CA Name adserver.testdomain.com
Credentials Specify the name of the CA
Role Services
Setup Type Type a common name to identify this certification autharity (CA). This name is added to all
certificates issued by the CA. Distinguished name suffix values are automatically generated but can
CAYNYRS be modified.
Private Key
Commen name for this CA:
Cryptography
testdomain-adserver-CA
Validity Period Distinguished name suffix:
Certificate Database DC=testdomain DC=com
Confirmation
Preview of distinguished name:
CMN=testdomain-adserver-CA, DC =testdomain, DC=com
More about CA Name
< Previous | Next > | | Configure | | Cancel
o i DESTINATION SERVER
VEJ | |d |ty Pe I’IOd adserver.testdomain.com
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the certificate generated for this certification autherity (CA):
CA Type 5 e H
Private Key CA expiration Date: 12/13/2023 4:52:00 PM
Cryptography The validity period configured for this CA certificate should exceed the validity period for the
CA Name certificates it will issue,
Certificate Database
Confirmation
Maore about Validity Period
| < Previous | | Next > | | Configure | | Cancel

9. £ Certificate Database &, #3752, B Next, MMTEFR:
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DESTINATION SERVER
CA Data base adserver.testdomain.com
Credentials Specify the database locations
Role Services
Setup Type Certificate database location:
CA Type CAWindows\system3\Certlog
privaiclisy Certificate database log location:
Cryptography CAWindows\system32\Certlog
CA Name
Validity Period
Confirmation
More about CA Database
< Previous | | Next > | | Configure | | Cancel
DESTINATION SERVER
Results

adservertestdomain.com

The following roles, rale services, or features were configured:

~ Active Directory Certificate Services

Certification Authority o Configuration succeeded
Maore about CA Configuration
Certification Authority Web Enrollment Q Configuration succeeded

More about Web Enrollment Configuration

< Previous Mext = Cl Cancel
| | | o [oe ]

10. 3508 http://localhost/certsrv Hfaff CA RERIN, WMMTFEMR:
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a@|@ http://localhost/ certsrv/ P-a ” (& Microsoft Active Directory ... | | o * {é"}

Microsoft Active Directory Cerlificate Services — testdomain-adserver-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the-type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Certificate Services
Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA certificate, certificate chain, or CRL
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FRBRIRMIEFR(C) :
| NameId

5ale

MR A BEXANEESR
BEX A () :

c:[Type ==
"http://schemas.microscft.com/ws/2008/0&6/identity/claims/windowsaccount
name”]

=> issue (Iype =
"http://schemas.xmlscap.org/ws/2005/05/identity/claims/nameidentifier”™,
Issuer = c.Issuer, Originallssuer = c.Originallssuer, Value =
regexreplace (c.Value, " (2<domain>[~\\]+)\\(2<user>.+)", "§{userl}"),
ValueType = c.ValueIype, Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
"] = "urn:oasis:names:tc:SAML:2.0:nameid-format:persistent”);

© RAR:
EHMEREIL, kol SSLITLS R2EER, TJ& T powershell 1iTHXERBIRSSBMR
o 32futNzs:

Set-ItemProperty -Path 'HKLM:\SOFTWARE\Wow6432Node\Microsoft.NetFramework\v4.0.30319"'
'SchUseStrongCrypto' -Value 'l' -Type DWord

o BAfuNEE:

Set-ItemProperty —-Path 'HKLM:\SOFTWARE\Microsoft.NetFramework\v4.0.30319"'
'1'" -Type DWord

—Name

—Name 'SchUseStrongCrypto' -Value

AR SSO B&:
1. FENESEEMIAN https://adserver.testdomain.com/adfs/ls/idpinitiatedsignon o

2. BANBAPE. BBER, IRAER, WTEFMRR:

IRIFRE: BR=ItE (Ib5R) BRSEAR 5840 H85%;
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@ @ https://adservertestdomain.. © ~ @ X || O [FEESS adserver.testdo... X A {3’}

iexplore
IEEEES) adserver.testdomain.com.

ltestuseﬂ

A s — .

##: TESTDOMAIN
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EEERR
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O BHE

A OnelLogin #1T7HAE&B SSO AI=H!
EiEEFATE: 2025-04-17 17:33:02
BIETR

Onelogin 2—R=BMERSEFRARIZMUE, AIBETESMHANERA—RERCVRTAETENRATE . BNESET SAML 2.0 (REESR
ICIES 2.0) XS SHIRIE, SAML 2.0 2 Onelogin FFSSHIGIERER (Identity Provider, |dP) {ERI—FFBIRE

AxRflh, BIRAE—MEBAEEKS. —{ OneLogin EB2RAFHMZE4 OnelLogin ZiBEARF ., RIFHEEZIEE, (& OnelLogin ZERAFEEFER
Onelogin WSi@d A& SSO WARBRENE, FREEEAZERIEKS.

OnelLogin BSFMAER, 152 Onelogin #EI3ZHE o
BRESH
6Z OneLogin {2V FHER

© i588:
BT LAEIZ AL )2 Onelogin AN BER . MNBREREIEEERNNBER, BREAEE, #1T & CAM,
AXHRMEEFRSHIL “test” FR61.

1. &F¥ihiE Onelogin Wik, gF Applications, H#ANAEER,
2. ERAEER, g4/ ADD APP,
3. [EERIEHMA “SAML” , & “Enter” #, HIELERIIFPEE Pilot Catastrophe SAML(IdP ). NTFEIFfR:

Find Applications

[ Q saML|

JIRA/Confluence (with Resolution SAML SingleSignOn) SAML2.0

- re:solution

A Pilot Catastrophe SAML (IdP) SAMLZ2.0
K OnelLogin, Inc.

A SAML 1.1 Test Connector (Advanced) SAMLILI
\ OnelLogin, Inc.

4. 7£ Display Name Hisi\R % , FEEH LA Save, BTN AEFRNEE, NTERFRR:

App Listing / ‘
i G
Add Pilot Catastrophe SAML (IdP) ancel “
| Configuration Portal
Display Name
| test
visible in portal

either a transparent .PNG or .SV6

(&) Upload an icon with an aspect-ratio of 2.64:1 as () Upload a square icon at least 512x512px as
either a transparent PNG or SVG

ficE CAM

IRIRERE: BR=ITE (1bF) BRSEAE 5542 H85m


https://onelogin.service-now.com/support?id=kb_article&sys_id=296c5c6bdb1c889024c780c74b9619f0&kb_category=60231113dbff4700d5505eea4b9619a9
https://app.onelogin.com/login

O BHS

© 588:

o IZRILABE AL REE Onelogin MBNZZ BRSEXREZBAREE.
o KRfI SAML SFREBIURAEBERTA “test”

1. & Onelogin AEER , EFEECIENA test.
2. BE5 B/ More Actions, %% SAML Metadata, T IdP =&iE3XE . MNTERRR:

More Actions ~

Vendor Homepage

Reapply entitlement mappings

@® SAML Metadata

Delete

3. tEEENZ= CAM SHIRUFBLIRAS, FMREEFSR ESMIRIUE . (2A8 HENRIHEIRAS.

&E OnelLogin SR

© iRAR:

BREE

ERILABE AL BIE Onelogin AEEFEHMSZIEN=AENE, B3 OneLogin AEFNBA=ZNEEXER.

1. 7£ OnelLogin NAEER , BEEEIEN “test” MA, MEEMNARIER,
2. i%#%E Configuration T3%, MALTRZE, ¥ Save, MM TEFR:

Applications /

Pilot Catastrophe SAML (IdP)

Info
Parameters
Rules

sso
Access
Users

Privileges

Application details

SAML Consumer URL

https://cloud.tencent.com/login/saml

SAML Audience

https://cloud.tencent.com

SAML Reeipient

https://cloud.tencent.com/login/saml

SAML Single Logout URL

ACS URL Validator

(i) Reqular expression - Validates the ACS URL when initiated by an AuthnRequest

ERILMBR SRS Z St R TR E :

FRfEiL=

R

Ex i

© i88:

SAML Consumer URL

https://cloud.tencent.com/logi

n/saml

https://tencentcloud.com/logi

n/saml

SAML Audience

https://cloud.tencent.com

https://tencentcloud.com/login/saml

More Actions - “

SAML Recipient

https://cloud.tencent.com/login/sa
ml

https://tencentcloud.com/login/sam
|

SAML Recipient ABERNBSTA=ZRE, NEEEIEEEMEIE, AIfER https://cloud.tencent.com/login/saml?s_url=xxxx HSTIE

E, Hr xxxx AEEEEMNMNE, FEM urlencode,

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/document/product/598/30290
https://cloud.tencent.com/document/product/598/19381

O BHS

3. B Parameters, #E + , HINUTRAREEES.

Field name

https://cloud.tencent.com/
SAML/Attributes/Role

https://cloud.tencent.com/
SAML/Attributes/RoleSes
sionName

© BA:

4. BFEA LA Save REEE.
icEE OneLogin AR

Flags

Include in
SAML
assertion

Include in
SAML
assertion

Value

Macr

Macr

1. BFHiAE Onelogin Mif, 8 Users, HANBFEERA.
2. BFxA A New User, BHEEHBAFPR.

3. N “Firstname” . “Lastname” .

Users /

g New User

Active
First name *
test

Username

Company

© i5RAB:

“Email” .

BREE

RREtE

gcs::cam::uin/{AccountiD}:roleName/{RoleName1};qcs::cam::uin/{A
ccountID}:roleName/{RoleName2},qcs::cam::uin/{AccountID}:saml-
provider/{ProviderName}

Test

» 7£ Role i@ {AccountID}, {RoleName} , {ProviderName} #BIEIRHNET:

o {AccountID} BN EHIEA=W, ID, TaHiE KSEE - EHa &5,

o {RoleName} BiREEBNZIEZNAHBZR, TaiE AR - EHE BEF.

» {ProviderName} Ei&E{ES T = IR SAML SMHIZEEEM, TaiE SHEHE - Efa &&.

“Username” , B Save User 1#7F. MTFEFR:

caneel m

Last name * Email

Phone number Manager

Choose a manager -

Department Title

Lk RS A &S Email, sk&d More Actions i%#% change password {E8%8 .

4. BEAPYRIER Applications, EZFEAMK + . WTEFR:

Users /

& test test

User Info
Roles

Authentication

| Applications

Activity

Default

IRIFRE: BR=ItE (It ) BRSEATF

Applications

More Actions ~

5544 H85m)


https://app.onelogin.com/login
https://console.cloud.tencent.com/developer
https://console.cloud.tencent.com/cam/role
https://console.cloud.tencent.com/cam/idp

O BHE

5. e A HBRIEIRIEIRC 6UEEAY SAML A “test” , B Continue. MMTFEFRR:
Assign new login to test test

This login will override any apps assigned via roles

Select application

test - |

Cancel Continue

6. £ Edit test login for test test &, & Save. M TEFR:

Edit test login for test test

Show this app in Portal

SAML ID

Reset login ( What's this? )

Cancel Delete m

7. (£ £1R3 QUERIMFER Onelogin , HiE LAEIZERI SAML KA “test” , BNAIBHEEEAREHSE.

IRIRERE: BR=ITE (1bF) BRSEAE 5545 #8653



O BHE

ZiFRITERRREERE
tikiE
IEE#RATE: 2025-01-22 17:56:12

S—PMERSTESMUSH, SMUISHEECHER, tUEEESFERTHEERA CAM FRSER, FRLSHR TSR FIEERR.
fizas, SUMEDEDEE (CAM) MWAEFIIRRERD (RIRER ID 81, REBIFEEN ) RTNEFNRERD.

ezl

U=RSE (CVM) =Rk, BSESLEMAERSSH, MHESWT:

&R ID R& 1D FRIEWREE FrEIRE
ins—dugxxxxx img—ebxxxxx game:webpage webpage
iNS—ijxxxxx img—ebxxxxx game:app app

ARTEIE CAM FHF CvmDev_zhangsan, &id Lidm#RRIZE AL Cvm_Resource_ins_dugxxxxx REeEE ins—duglsqg0 B9 FiFEH
O SR

PSR

o EREERWSEE CVM I HREHFIRBE:

Il ©rms HewEe) v GBS @ BREy D RESVER SAERIEE
@ APZA: RLERECMESMTIHRS/ SS A EORRALY, BEONEE! ShEs B coeo X
EIRME - MRERENE O 0 L

Q BEESERLH

RE

ID/BFR ity REY "AAX Y SIHIRE Y ZHRE FIPvaititit ® IHTERERX Y RETHEX Y FiRmE Y (key:value) B
ins-dLg 5y i ) BAR TNAR ITEESE 21% 2GB OMbps - REITH - webpage 1 &5 @5 v
KB AAR: BUETES (M) 2022-05-19

W% Default-VPC 10:17:5181E
ins-ij. N i @ EBTR THEX HRAERISA2 f§ 13 1GB OMbps - REITH - app 1 &5 T v
R ROE: BURETRER (M) 2022-05-19

W% share-3-10 10:13:458132

o {f CvmDev_zhangsan &%& CVM I X1FIFRHER:

SEf © M1 HeiE v ‘ BRIVE, RAREHRTH @ HREEF  LH RNTER  SGIERER v
@ FAREH: WSERSBVOVMBEBERZES, BRASS. LEAME &2 ceoo X
BERME v DRERENE O 0 L

Q BERFEKSES

ID/ZFR mE REY AHEE Y LHIXE Y XpIRE FIPvatteht ® EHtRES Y METRERX ¥ FiRmE ¥ B{E
" Lo W @) BATH ILVACS IRREISE 21% 2GB OMbps - BB - webpage By BS v
Kvd AR SUETER m— () 2022-05-19
M4 Default-VPC 10:17:516l2
#1 % 20v /] 1 /17

LS5

o BFX—: RERZIR ID &
o BT IREBIREEIN

IRIFRE: BR=ItE (It ) BRSEATF 5546 H85m


https://cloud.tencent.com/document/product/598/69910
https://cloud.tencent.com/document/product/598/69910
https://cloud.tencent.com/document/product/598/74183
https://cloud.tencent.com/document/product/598/74184

& WifiE

IRERZFIR ID 2
mRIEEHATE: 2025-01-22 17:56:12

RMEER

ZESIESHRIRENE ID &1, TMFAF CvmDev_zhangsan REEEE ins—duglsqg0 9 EERHIED R,
sl EEFMIREGS .

REAE

IRIREIR ID 91N, REESCH LIRTRHAGSRAT, WRAIRIEASNT:

MES R
$B1: (ERIEERMKS URRREFHRN

IRIFRE: BR=ItE (It ) BRSEATF 5847 H85m)


https://cloud.tencent.com/document/product/598/69910
https://cloud.tencent.com/document/product/598/74104

O BHS

BREE

1. EREERKSEILEERENEG, £ Xk TE, RERBEMRCIZEENKRE (F20 Bl R EMEIEEENER ) .

IR SRR AL AR JSON
v BHRSH (ERIE)
MR (Effect)

B (Service) *

H24F (Action) *

suns

TFD FRENRERED ©

Z (Resource) *
i

ARINERNERE X

FRAR 2 ATRE—EAEATNZRNR

RS cvm
frlsh + Pt v
g - Ui/ S -

B

volume s 10 2 DRFEIERE volume BB D BEEEUERER S
. AR img-eb30mz89
ps isasterRecoverGroupQuota 911 9 MAFIETE ps FR B D HAREBAR
=t SEIRAAIE
; r % DescribeDedi b0 1 MRFIETE prepinstancepack ZFAEE HHBERAR
TR KRS
It 9 CreateLaunchTemplateVersion 4Mil 4 MREIEE It 2R D IRTIEEER
MRS ORI
instance 3 DescribeDiagnosticReports 5111 5 MA{FHEE instance Zf &zt O HAERAR .
SRR IR ®
image # Deletelmages Sl 4 M{EHE image Zif7 Bt ® HHEREBRR
MRS RIRHAI) @
ar 3 DescribeDiagnosticReports 511 1 MAFIEE dr ZE7 & O TR log]
TR KRB
R B HEREBER =
G5 s | WRRERER

RN R YRR SRARHIAIE

R
BRS3:
#BRIE:
BiR:

FF

Z=ARSSEE cvm

SAMRE

BEZR - FIIEEXERERI

SRNES: FRFIS: instance MER ID: ins—duglsqg0, MRERRIE:

© A8:

image FIi&E ID: img—eb30mz89.

MITRERRRIRIE: DRSS CAM BROPERIRSH[MMAIFR RN, BFESR ZRSEE52E CAM 890 .
=IRSHFFRIRERTIEA CVM f8XiEN5, &R VPC HHEOA, XHAITLISERE, SEEEmmRE, EEMmRERHEEER

CAM RYRRimINBXIEN

2. RT3, IBEEERIIBIRA Cvm_Resource_ins_duglsqg0, HigEIEFFUS CvmDev_zhangsan,

3. BE5ERE, SRS

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/cam/policy/createV3
https://cloud.tencent.com/document/product/598/37739
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O BHS

< {RERREERERREE

Qs > @ xmArRrase

EFER

RS EFR Cvm_Resource_ins_duglsqg0
RESOEEE, RBERTSs e

ik A\ B EA

REXAFPRPHERS

BRSSP CvmbDev_zhangsan
ESREERS

BIHAPRIEUARFE SRR

BIAFRER AR E R

SW2: EATFHKSTRIGIENR

1. BREFHFRER =RSHEFS, HAZFFIRREE. I CVM RESRTHRS VPC =M@ DescribeVpcEx LAR I R RAINIR o
2. RIENERTHRE, BRREEINSERBERRINIGMIEN .

WETERIHRIFRR, BRI ARG HEHRIE

WEIARIETCAR RS S EIEAURREE? (A

TARERENE: SHIUAT™MER
1 User (uin: %) is not authorized to perform operation
(vpc:DescribeVpcEx)

2 resource (qcs:vpc:gz:uin/ :vpc/*) has no permission
3 [request id: e429079c-5191-48e9-8148-bf224d6c5dce]

SH3: EHEERKSREREANE
1. EREISEE VPC 3% CAM R9E0 {B&eh, #2) DescribeVpcEx MEROINIRIFERAINEN

==y DescribeUserGw BIER
DescribelserGw\Vendor BIER *
DescribeVpcClassicLink BIER -
DescribeVpcEx BIER -
DescribeVpclnstances BIER *

2. EFOSEEH AR EiE [Wm, $#E%E Cvm_Resource_ins_duglsqg0, BHHERSHNEKIZES.
3. TERRGIBZPEERE, KRIRMEREONENBERAEREFBERRINEO/™IL,

IRIRERE: BR=ITE (1bF) BRSEAE

BREE
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https://cloud.tencent.com/document/product/598/70069
https://console.cloud.tencent.com/cam/policy
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O BHS

BREE

4  Cvm_Resource_ins_duglsqg0

Cvm_Resource_ins_duglsqg0 SiEHE

2023-09-25 17:39:58

2023-09-25 17:43:19

BRI HBERRA (3) HIBRA%

IR {}JSCN

Q

e

I (18RS

LARSSEE (ovm)

O @Izl

2

Ex

1 {

2 "version": "2.0",

3 "statement": [

4 {

5 "effect": "allow",

6 "action™: [

7 "evmix"

8 I,

9 "resource": [
10 "gesiicvmituin/ e ‘wwiiinstance/ins-duglsqg@”,
11 ‘'gcsiicvm:iuin/ e { v image/img-eb30mz89"
12 1
13 ¥
14 1
15 i

O mmZE:

4 {

5 "effect": "allow",

6 "action": [

7 ovm: k"

8 1,

9 "resource": [

10 "gesiicvm: tuin/f R ‘"%iinstance/ins-duglsqg@”,
11 'qesiicvm:tuin/ e #%:image/img-eb36mz89"
12 1

13 1

14 {

15 "effect": "allow",

16 "action": [

17 | "vpc:DescribeVpcEx"

18 1,

19 "resource": [

20 !

21 1

22 1

23

24 ]

25 1

IRIRERE: BR=ITE (1bF) BRSEAE

4. FMZBEE £52, ERAFKS CvmDev_zhangsan BIRIGIE, RIMPERE, # VPC T DescribeNetworkinterfaces AR EiERTAIE
PR, BEE FAEMESEE CAM 19iED #E DescribeNetworkinterfaces J2{EREIEO
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O BHE

EETHBIRIENR, BRI T IR RS AR IE
WMEIARIETAN BRIE D BUERANBR R ? [2
TARIE RS SHIUTER
1 User (uin: *#% s ) is not authorized to perform operation
(vpc:DescribeNetworkInterfaces)

2 resource (gcs:vpe:gz:uin/ ~ :eni/*) has no permission
[request id: 58b729ef-8998-41f1-91ff-4ae216043076]

5. igfR £IR3 REFRREAS, EERRRFIRE.
RERIRHIASNT:

w

5 "effect": "allow",
6 "action": [
7 evm: k"
8 1,
9 “resource": [
10 "gcs:icvm: tuin/t R ‘" iinstance/ins-duglsqg@”,
11 "gesircvm: uin/ T aew ‘Wi image/img-eb3@mz89"
12 ]
13 +
14 {
15 "effect": "allow",
16 "action": [
17 "vpc:DescribeVpcEx",
18 "vpc:DescribeNetworkInterfaces",
19 "cvm:DescribeCbsStorages"
20 1,
21 "resource": [
22 k!
23 1
24 }
25 1
26}
© AA:

5 CAM REERY, EEEIFEEFERN, BRFMNEOSNFEENMRMERSAESE, SMRMEREOTUEEE—E,

$B4: BIFLEFE

{EAFARP CvmDev_zhangsan BIRIGIE, AZEIFREIHE
ZE|lt, FBAF CvmDev_zhangsan TAILMEFH#THXN .. BER. B8, ESETRFIEE.

ZH @Mt memi S @ HEKY D WEGHER SONBRIEE v

@ HRBEF: ASERSVOMAREREZDS, FRASS, LAME 2 ceoo X

m BHIRME v PHERENE O & L

Q BEREIKEER

ID/ZFR BE RSY AR Y EHIRE Y LHEE EIPvaitiit @ IFRTRER Y RMBTRER ¥ FimmE ¥ BRI
i WEFR AR TRTSE 21% 2GB OMbps = RRITR - webpage 55 B2 v
RAYR: BUERER ——— () 2022-05-19 - )
W#: Default-VPC 10:17:518132
1 5 20 v %/ 1 Ak

IRIFRE: BR=ItE (It ) BRSEATF 551 1853



O WifiE

IRERIREE RN
mIEE#RATE: 2025-01-22 16:14:43

RMEER

ZISIESHRBITEEN, TMFRAF CvmDev_zhangsan REEEE ins—duglsqg0 B9 EERIED MR,
sl EEFMIREGS .

REAE

IRIBIREIEN, RETH ERMISRMN, MREARBASNT:

RMES R
SW: SUEERRFHEN

IRIFRE: BR=ItE (It ) BRSEATF $552 H85m
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O BHE

1. EREERKSEIHEEENE, £ X TE, REBITSZEENRE (F20 BdirEENEZEEER ) -

(1 JTE R

RIS B JSON

WRIBRSSIRME A

v GRS (ZERIF) LIl
BB (Service) + ARS8 (cvm)
#fE (Action) ~ ZEDIRIE ()
v AERE (2 MRIEF) il
BRSS (Service) FhBEME (vpo)
$#{E (Action) * IRIRME GR1E
DescribeVpcEx

EWHEMEIIR

FIFRIRIE 4iE

XFRERD
DescribeNetworkinterfaces
EWHMMFES G
<
i#$E iR (resource_tag) (O o
game v webpage v x

+ 70
MIMERERFEBOTR, FIERERNAMERE B

O $##¥HF: CvmDev_zhangsan
O 4BEIRE: game: webpage
O BERUR: =IRSSEHSIRIESRF VPC B9 DescribeVpcEx #1 DescribeNetworkinterfaces (8 Tixf@ESROEMIZON, EFSW &
BBEE ID S-S B 3MTIBERM ) .
2. BET—, ESRIEEMR.
3. BEHHREF, RRIER.

Q sz > @ smErmEPame

EXER

SREEEFR* ‘ Cvm_Resource_ins_duglsqg0|
REEOIRE, REBMAZIFBN

Ei::p

XEXRAF/AFE/AE

BUARBAR G R ez

BULAREAARFE EERPE

B REIARE HEAE

T
&
dt
g
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O BHS

$W2: LR

{EAFRAF CvmDev_zhangsan B& =iESEEEHE , GIO0XHI5IREE, XZIFREIKE,
ZE|lt, FBAF CvmDev_zhangsan TLMIEFIH#THXN . BER. B8, ESETRFEE.

X Ot HewE

@ BARAEF: HESERSVBOVMAREBENS, RRRES. URIAE 2

ID/&FR iR REY TRR Y THXER Y ZLHEE

W 4) BATHR TMARE ARERISE Y 2t% 2GB OMbps
RER: BUESER
4 Default-VPC

IRIFRE: BR=ItE (It ) BRSEATF

FIPvatteht @

EERHEREH
oiling i g
REH

2022-05-19
10:17:516)2

' EEEEEESE

& RE ¥

20 v /T

@ HRHF L0 REYER ZEERES v

cOeo0o0 X

DRERENE O O L

FiRmE ¥ RIE

webpage By B v

BREE
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& WifiE

I SKSINREE

tikik

EIEE#ATE: 2024-10-11 09:44:41

REEWEBAZ L2ESNERS, KSHES, WSTIRNSERSEER . XNEIWEREFERBERKSEEZTRUR, ROSENERE. RATMRTE

BIFRSNERS, FEREBHL CAM FIKSHMEMERNE.
LRGSR, BARRMHERAKS . ASMIMEE=MAX#TEWSISRMEE, —HANMNLNT, STLURELRIRIEFESE RIS :

EEFN $5145ER

EHKS BERAREREES, RER— M EARNEWSIRKSER.
)o:) =) REEBMMEEIRSTUEAS, BEREENKIK.
tMEE R EWSIEAIMENR.
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O BHE

ERIKS

mIEE#RATE: 2024-11-28 15:34:01

SEESETT

ERANSEEREN = LAREAZFNSKSEET R, HEATERR—SEERARMTFARNBNZERS, REKS. M3, RLFNEEEN, B
SHBEEN SRARSEE

HEERAKSEETD, SEWSALIN CAM FIKSERHEFS I IZIMRIKSHEENR, #iE, % CAM FRSIFRER—IR, MAILUEERR, 5@
EESIREKS.

IHEAR PRI E fellf=

e T EEHEEKSA

|

|

I l
m—————— t —————— 1 ettt |
| smmmsn ! plz | RS !
I ] |
| - : |
: | — BAS - kS8 i
I WIEREYE I : !
1 1 Y |
| HFWHSI |
| R2Eh R e B s > FAT - KSC !
I I '} '

|
| RSB : ! :
[ I B > FA32 - KSD .
]

I I 2 | |
: 1 EARSEERTm ! |

R{FinR

BIZREAEBLZENRS A IIKSB, EFEKS A (FHSEKSHBIRKSERE R, SENEGFATNNFAR2, SAENS C kS D. SARNEREE
HERT m, FEEBRNESHEEEAREFARNKS.

XEERASEEWSALIART m 82 CAM AP, HEFIS B, C. D WRLEHNR, WRITET CAM FRAFIERBAZRIZNERE, JLEETRA
RS HITIHRNMITRESHIBXIFE, TREBIMKSTORNRIENE CAM FAF,
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IRNERR3: BIRAFINIEIM— H5 XMNME, ZMEREIREEREE

AFHIE H5 INAJG, MRFEAIFTEEN HS MENFRINR, WEEXREFSHTEE, NFE:
1. 73 H5 EMAFRRSELERIIFRAP

2. AFAPHE HS MEXMMNAFE, XB access—assume-role HEEIF,
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O BHS

AR SR ST (N AR

mIEE#RATE: 2024-10—1111:55:22

FIEN BIMTAEHFHRS EFRMRE TRBEZRIURIA R INMTE T F IS REE B ER MR ERAIIR.

© 88:

BREE

resource_tag BFEMIETHREERENSIR, request_tag EFFKEREEHER MIZRIBUR, MFEFHIETIRRBX APl FEK.

P XBEENMGERTRERFEIBER (resource_tag)
RN

BENARAVITSHENZEE, SRIBIGESHERE, FERBEFXREMIERTHEEREIIR (resource_tag) -

BRISFELAT &4
o 1IIKS CompanyExample TEAMFWS Operator,
o IS CompanyExample FEMNHEENIGFERE,
o 1RUKS CompanyExample FEBLAFWS Operator BRIFERIEE FHIFAE SR,

RMETR

1. ERLWKS CompanyExample R i5aSEEHE .
2. {ERIETE, PERERENER > EREREEE,
3. EEIEREE TSGR EIER, BET—F, BARIERERE.

@ srmmer
iR

ZFBER v Q

R HE

SEEEE (566

AdministratorAccess
0 ==&HR
EERAFESERCHAEEPRENR. MEEX
QCloudFinanceFullAccess ReadOnlyAccess
EEEAFEEERAAESERNAE, B A3 FE R EHEAANCAE SR RENEER
QcloudAAFullAccess QcloudABFullAccess
EIAR (AA) SESHERR HIFCHE (AB) 2ESHIENE
T

4. HNRIEREEE, HSINTRE:

O RIEETR: BAA policygen-HEiHH , HEEETEX— M AESHEE ARSI, B0 Operator-resource_tag o

O R Wik, BITRS.
O RBEAE: EHUTRBHES. HA, 5 HIFERSTR, AR,

false AEERIFEE.
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5. BdiseRl, STRSRISAICIR. ERAYRIRIS R RERIESIRR
6. 7 Iz PIEZIREINIA ECUZRIREE, PEAMIRIESITHIXEBR/IH/B8,

@ RPAEMPASHERXKE, RIRIREEMAHARIERNR,

R R DA FRIR RS B SRS
RIS BEXR Y R ERigenE

Operator-resource_tag - - 2023-09-26 17:19:06

7. ERERNXRBEAR/APA/AGEOT, BRIEFKS Operator, BERESSHIZHURIE.
FIS Operator SABEIREIEE FATE SRR .

XBRF/AF4E/fAe
EEFRMGAF (328 1) 2% (1)
Q & s
B BF PRmAF e T
Operator BF
Operator mr
e s
[ AP <
, P
AP
IS
HE BE

BRI FUS REPERMFERIR (request_tag)
- 1430

EENATVET SHEBNZER, ZRNEBEIFESEEE, FEABEFITUSREMER MIZRIUR (request_tag) o
FRISFELATRM:
o IIKS CompanyExample TN FWS Developer,

« £IIKS CompanyExample FEMNAFRIIFSE,
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o 1AKS CompanyExample FHEELAFUWS Developer 1%&FREL4PEFFRITERENBUR (request_tag) o
REP TR

1. ERLUKS CompanyExample B2 iH0EBEHIE o
2. ESRIERE, pEEBRAENE > EERIEEE
3. EIEFEIRSER TREEAER, BET—, HARIEREEE.

@ wzmmes >
EIREE smEn v Q

SRR

SEBEAE (35566

AdministratorAccess
O ==t

B LR P R R, 1

QCloudFinanceFullAccess

ReadOnlyAccess

SR A RS R, S

i
o
i)

1
Al

QcloudAAFullAccess QcloudABFullAccess

EIEE AR

(AA) SHESTHEHUR RESCHK (AB) SESHANER

T

4. HN\RIEREE, HSMTRE:

O ZREEEHR: BAAA policygen-HaiAH , HEEBRBTEXN N FESEEEXNMIRIEETR, HI21 Developer-request_tag.
O R Wik, BiITHRS.

O REEAE: SHLTRBHES., Hi, 7R HITERSTR, TARNHNEL, false HEERIFEE.

5. BadiseRl, STRURISAICIER. ERIVRIRISERTERIESIRR
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6. 7 HEEFIZE PIEFIRTINIA ECBRRIEE, PEAMRIESITHXEAR/E/IBE,

R AR SR - TSR ERE Q| o

&=

IR RSER Y Fiiip ERIEEREE) B

Developer-request_tag - - 2023-09-25 17:09:16 M XEXFRF/H/RE

7. fERERXBAP/ARA//ABEOTS, EEIEFIKS Developer, BHEMRESSHIEIURIE.
FIkS Developer $iRE REENEFRITZZHBUIR,

XBAF/BAFRA/RE X
ERRMOAF (327 19) Bi#E (1) 1
Q & s
-l LA ERAE Y
Developer BF (x)
Developer BF
[ | BF
1 <
- P
- RF
] BF

KBRS

MRERT BT ERIIRERIXRXR, F2R BERE
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B FIRE RS ERERER(E

FHENBIMTAENFRSEFEFHRSCRER, EHAERPER SRS REIURRE .

© i5B8:
IEHISERE: RIEMPALLEE CAM SRERRE, IBEFRFPSAGELIEEFENIHE, YRIPEFIRRIEERISEANTEIREABERE, 748
EFE R EPEEMITESHEEEY,

RMEER:

EEFEENTUS (Operator ) EWEZARSEE (CVM) BRES, REEHPERMTERRERIDIR,
BIRFEUTRM:

A IKS CompanyExample TEMNFUS Operator o

AIES CompanyExample TEMN I (App&Dev ) BIFERIE.

IS CompanyExample FE24FWS Operator 1&F REE40E ( App&Dev ) REEEAINUR .

RMES TR

1. FRALIMS CompanyExample ER iFiaEEEHE
2. ERETmE, PHERERENERE > REREXCRE.
3. EEFERIRER A mAFEAER, fET—F, #HARBRERE,

SREA: emEE v Q
iaeai=nE Sl
SEPENE (35660
AdministratorAccess
O =Hi#EkE
BRSSPI A PR LR EREE
QCloudFinanceFullAccess ReadOnlyAccess
BRI AR S IEENAS, B G35 FE BRI
QcloudAAFullAccess QcloudABFullAccess
EIR (AN) LESHDUR RIEFDH (AB) LESHATR
T

4. EREERRE, HE5TIIRS:
O REEEHR: BiIAA policygen-ZHaiHH, #HEERITEXN—NFESHEENHIRIESHR, 51a Operator-request_tag.
O fEiR: Tk, BiTHRS.
O KRB SHUTREHES,

IRIFRE: BR=ItE (It ) BRSEATF S877 #85m


https://console.cloud.tencent.com/cam/policy

O BHE

© ¥e8:
» 183 qcs:resource_tag #F4: aILAGIAFREEIRE (App&Dev) HIEIR.

o B qcs:request_tag iEHl: ERIEEFRIIHESRGERE (App&Dev ) Z ek,

o HtRHIFERESIEORTEERE 1 ffect BEMINES, FKEIZMT cvm:CreateSecurityGroup #l tag. vpc ¥R,
AIEER.

5. BadiseRl, STRURERAICIRR. IERAVRIRISERTERIESIRR
6. TEREESIRPETIIINIA SEIRAIREE, PEANIREFIRIXEAR/E/IBE.

R B E SR SHEPERAE FRIZREE B SGRIE Q & i
IR RSERY i ERigeRediE BRE
Developer-request_tag - - 2023-09-25 17:09:16 Mipg XEXBF/A/RE

7. {E R REAP/ARA/AGEOY , EEIIXEFWS Operator, BEHMRETHIBIUEE. FUWS Operator 1$HERE4E (INEBHR&Dev ) iR
ERIRUR
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XBRAF/APE/SE X
BEZRMGAF (328 1) Bi&E (1)1
Q &5 s
|— Wiy IRAAPERAE T
Operator AP [x]
Operator AP
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8. BRFMS Operator , EFRBIFFHFZEMMNITE (App&Dev) HERT, SiXWERSE.
FRERERERT, WEXY,
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O BAS

——— (BUFAHMIE (BB instance/”) has no permission resource
© (qos BIREEHVE] BHLR

MR
WA TERAEE T KSR RE R EFAEP, TR CAM PRGHIERIIA

th or withou L:]
sitequest_tag)

r_any_value:string_ equal)
value: (App&Dev)

AFRRE IR

TIREMRHRE (App&Dev) ERT, BWEEM.
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AR R BA 1 SOVl 2 S WHAPHR R

[E REFE
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O BHE

BUATRAEMRIE (B8 instance/*) has no permission resource
© (acs GIRTEMV3] KA

AERERR?
A FEELE XS+ 8 AR FEE

request_tag)
for_any_valuestring_equal)
value: (AppaDev)

SOEIREFEAIREE O SRR B

EigEMRRE (App&Dev) ERT, MERKN.

App Dev g

+

© BEWEE

RF IREEE 17 EDRBR B8R BRERERB

EL) s, A CAZRL Aofa F8F 3% el CVMiT

S A BAPHR T

=2 B safa

] 2 ®@FsE

& waAm

«

EWREAE (ENE. CAM BB, BYEHE. BESE

i  SAS.MEDIUMZ (HISAS, 21%2GB) HE 1TA 23 s= 1 % T—%: BARERS
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O BAT

| =gime
SRR (1) BT
FREH EE F] 26 i i TREN
FWTRSE B Ei x1 1A
R
SA5.MEDIUM2 (2#&CPU. 2GHF)
OpenCloudOS Server 9
AR (506B WALSSOEHER)
EHBITR (HH0Mbps)
#E
Rz
—#, F—{{CDN—EdgeOne = -
FihR, EEPRESWERS, TAMSAMS0CERLME+I00HARENR
MySQLS.0RE1#%-1G-50G -
BT &
TURE--60GBEH, SATA
IRUASCHIEM, MBS, BT IR Lot &)
Bt BRI SRedis — @
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O BHE

£ MFA £RiF API i5K

mIEE#ATE: 2025-04-1115:17:12
FIENBIMTAEHFHRSEIFR AP B, ERE#HT MFA SERAEEBRIFER APl

RMEIER

AN BMIBEIBAZIHAESE (CAM ) HWEENER, REIREIIE MFA SEZAMENSHIEREUE AP RE, Bid RGN MFA £
“gcs:mfaPresent” , AIERAPIEEA API 8iei MFA IZFINE, EAKSZ2H,
YA SRG):
o ERBRSERGIYRED MFA AL,
o IREIRGE MFA BIAPLLEZIRSEE (CVM) 5261,
o BRIPSURMEIE (BIENIER COS 7Fi5M8. IEXEUIRERRS)

AR

o IRBZE: BiF APHREERSHE qes:imfaPresent $&4H#, ¥IEESR 215 CAM 1ks31E0 (323% ges:mfaPresent BIEOEES “i5 IP IR
#” p9EOEERRE )

o MFA i%%&: BPHIREISE MFA RS, ERHaERNEPSEABEREP. (MX4E, 520 S8 1: H@EEI MFA HABESFEP)

FEEEEI

MFA iRERH

o {EF APIREFERY, GZIFEN MFA 8% (#i0 Google Authenticator. Microsoft Authenticator. BR=EIF/MER) , BERITFENSIEES.
RISHARIIIE .

o FEREFHASERE, SABERFRP, ERFRPHIGESIARTFEIN MFA. FNSIGES. HISEBIEE.

RMES R

$]|1: BEEH MFA HARESREP

1. EERRME
O HNBAEEEHE > AFYIE, ®EREFHEP, ERPFERET, SHABARPERIRIP, FEREN MFA BIESR. #HEEER hFKESE
BER2FRF .
O HMEMAR MFA SERTE, BRIBERE.
O MREHHEHEIRNFRRARTERRIP, ERERMIBIE MFA $E0<.
2. FRP#EE
O KREPEEM MFA IRENFAF, SERENZTHE, BIBESISEERM MFA I2E,
O CEPEEM MFARENFAR, SRENZEHE, BIEESIHA MFA iSOS#TRBIGIE,

S 2: GIE MFA RIPERREE

1. SEHEEE
7£ CAM g, i&id condition ZERIN gecs:mfaPresent £+, REl AP AR AME MFA SAIE.
OISR (PRFILELE CVM 6 ) :

"version": "2.0",
"statement": [
{
"effect": "allow",
"action": "cvm:TerminateInstances",
"resource": "*",
"condition": {

"bool_equal": {

"gcs:mfaPresent": "true"
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& WifiE

2. SRREREX
BERXBKERFAP/APE, BFRURES.

SR 3: @A MFA B9 API
APSEILATARKEUGIHEIEFFEAR API:
5% 1: GetSessionToken ( 3XEX MFA IEEHEiE )

o ISR HAIMKSASZREERIPE APIHEIE (5 COS #@MikR) -
o APl REZHI:

curl -X POST <https://sts.tencentcloudapi.com> \

—-H "Authorization: TC3-HMAC-SHA256 ..." \

-d '{
"Action": "GetSessionToken",
"Name": "temp_token",
"Policy": "{\"version\":\"2.0\", ...}",
“SerialNumber”:"qgcs::cam:uin/12345678: :mfa/softToken", # HWINEPIMFAFESIS
"MfaCode": "123456" # HMIAEHl vra FEOS

SEFRGY
ins: SR COS TFIEMRIIRIE MFA
1. SRR

{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": "cos:DeleteBucket",
"resource": "qgcs::cos:ap-guangzhou:uid/12345678:bucket/example-1250000000/*",
"condition": {

"bool_equal": {

"gcs:mfaPresent": "true"

2. BRRE
» AR GetSessionToken EOFKEUGRTEIE ( FBFH MFA #1350<) -
o {ERIGRTEIERAR cos:DeleteBucket 1EOMIBETEEE

[al = H
EAFRIMEETIER, HiRiEERZSSIREKRPR effect". "action". "resource"HEE ., BBIRM COS i, EMILSRE,

%30 2: AssumeRole (&N )

o ISR BRSHiOXABER.
o APl AREZHI:
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O BHE

curl -X POST <https://sts.tencentcloudapi.com> \

-H "Authorization: TC3-HMAC-SHA256 ..." \

-d '{
"Action": "AssumeRole",
"RoleArn": "qgcs::cam::uin/12345678:role/TestRole",
"RoleSessionName": "test",

"DurationSeconds": 7200,

u“

SerialNumber”:"qcs::cam:uin/12345678: :mfa/softToken", # HWANEM vra RIS
"MfaCode": "123456" # WMAEH vFa $FEO<S
po
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