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BIB9S (18X) ABRHERERSHEN, SMFERNEHNRSITEDHRESEXASNBEFPERETHERE. FENEREESEXASHERGRRBXINIR
SRREMER

CAMHF=Z3 ABEMN 2] =B fReHE
=iRSH CVM_QCSLinkedRolelnCbslnit RSEXAE cbsinit.cvm.cloud.tencent.com
=R CVM_QCSLinkedRoleInCVMSmartDiagnostic RSEXAE cvmsmartdiagnostic.cvm.cloud.tencent.com

CVM_QCSLinkedRolelnCbsinit

GEFRIAR: LRIABHIERSE (CVM) RSIEXAS, ZABEECXBEREINUIREERNIEDENHBZRSER.
A BRERRE

« $EEERETR: QcloudAccessForCVMLinkedRolelnCbsinit
- KBRS

{

"version": "
"statement": [
{

"effect": "allow",

"resource": [

nkn

Il

"action": [
"tat:RunCommand",
"tat:Describelnvocations",
"tat:DescribelnvocationTasks",

"tat:DescribeAutomationAgentStatus"

]
3
]
}

CVM_QCSLinkedRoleInCVMSmartDiagnostic

GEFRIAR: LRIABHITRSE (CVM) RSBIEXAS, ZABEECXBRENUIREENIEDENHBZRS ER.
A BRERRE

- $REEETR: QcloudAccessForCVMLinkedRoleInCVMSmartDiagnostic
. REEAE:

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus”,
"tat:RunCommand",
"tat:DescribelnvocationTasks",
"cwp:DescribeMachinelnfo",

"cwp:DescribeMalWareList",

"cwp:DescribeHostLoginList",
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"cwp:DescribeBruteAttackList",

"cwp:DescribeRiskDnsList",

"cwp:DescribeBashEvents"

Il
"resource": "*",

"effect": "allow"
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mIEEFATE: 2024-03-27 09:29:56

BESs (18x) ABRHERZRSHEN, SAFEREENRSITEDHRESEXASNARERETHERE. FENEREESEXASNERGRRAXUR
SRREER.

CAVH=mE ReSH REXE AeHE

;EF_\'ZFEEE% Lighthouse_QCSLinkedRolelnBasic gi*ﬁ* basic.lighthouse.cloud.tencent.com

gﬁﬁiﬁiﬂﬁ% Lighthouse_QCSLinkedRoleInCOSANndCI gi*ﬁ* cosandci.lighthouse.cloud.tencent.com
;%F_\'ZFHEE% Lighthouse_QCSLinkedRolelnDnsAndSsl zi*ﬁ* dnsandssl.lighthouse.cloud.tencent.com
:“;%EZFHHE% Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic gi*ﬁ* lighthousesmartdiagnostic.lighthouse.cloud.tence

Lighthouse_QCSLinkedRolelnBasic

GEER: LEiRERNRENAIRS:E (Lighthouse) IRBEXAE, ZABISECXERBIIIREENILRDEHNEBERS SR,
A BRERRE

- $REEETR: QcloudAccessForlLighthouselinkedRolelnBasic
- REERE:

{

"version": "2.0",
"statement": [

{

"action": [

"vpc:*k",

"cvm:*",

"tat:*"

1,

"resource": "*",

"effect": "allow"

Lighthouse_QCSLinkedRoleInCOSANdCI

ERER: LRiReRRBRENMAIRSE (Lighthouse) RSBIEXAS, ZAGBIEEEXKRENIIREERHIEHEBZIRSER.
AU PRERRE

» %BEER: QcloudAccessForLighthouseLinkedRolelnCOSANdCI
- REERA:

{

"version": "2.0",
"statement": [

{

"action": [

"cos:*",

nejn
1,

"resource": "*",
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Lighthouse_QCSLinkedRoleInDnsAndSsl

CEFRIGR: LRIABNEENARSE (Lighthouse ) IRSIEXAER, ZAGISHEEXBRBINIREENISDENHBZRSER.
A BREFRE

- $REEETR: QcloudAccessForlLighthouselLinkedRoleInDnsAndSsl
- REEAA:

{

"version": "2.0",
"statement": [

{

"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:BindCloudResource",
"kms:UnbindCloudResource",
"ssl:x",

"tat:*",

"dnspod:*",

"domain:*"

Il

"resource": "*",

"effect": "allow"

Lighthouse_QCSLinkedRolelnLighthouseSmartDiagnostic

ERER: LRIABRRENAIRSE (Lighthouse ) IRSBIEXAS, ZAGBIEEEXKRENIIREENHIEHEBZIRSER.
A PRERRE

+ RBEER: QcloudAccessForLighthouselLinkedRolelnLighthouseSmartDiagnostic
- EEERA:

{

"version": "2.0",

"statement": [

{

"action": [
"tat:DescribeAutomationAgentStatus",
"tat:RunCommand",
"tat:DescribelnvocationTasks",
"cwp:DescribeMachinelnfo",
"cwp:DescribeMalWareList",
"cwp:DescribeHostLoginList",
"cwp:DescribeBruteAttackList",

"cwp:DescribeRiskDnsList",

WRIFRE: BRRITE (bR ) ARSEEAE
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"cwp:DescribeBashEvents"
Il

"resource": "*",

"effect": "allow"
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EIEEHATE: 2024-03-27 09:29:42

BESs (18X ) ABRHERZRSHMEN, SAFERNEHNRSITEDHRESEXASNARERETHERE. FUENEREESEXASHERGRRBXUR
SRREER.

CAMHAF=R3 RBER )::1=ESic) ReHEE
HETE BATCH_QCSLinkedRolelnAcrossService RSEXAE acrossservice.batch.cloud.tencent.com

BATCH_QCSLinkedRolelnAcrossService

GERIAR: LRiAmeRftEitE(BATCH)RSEXAS, Z2ABKECXKRBNIIREERLENEM RS ER.
A BRERRE

- $REEETR: QcloudAccessForBATCHLinkedRolelnAcrossService
. REEAE:

{

"version": "2.0",
"statement": [

{

"action": [

"cvm:Runlinstances",

"cvm:ModifylnstancesAttribute",

"cvm:Resetlnstance",
"cvm:DescribelnstancesStatus",
"cvm:Describelnstances",
"cvm:Terminatelnstances",
"cvm:Describelmages”,
"finance:trade",
"kms:BindCloudResource"

1

"resource": "*",

"effect": "allow"
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EIEEFRATE: 2024-03-27 09:30:02

RS (18X ) ABRHERZRSHMEN, SAFERNEHNRSITEDHRESEXASNAFRERETHERE. FUENEREESEXASHERGRRAXIUR
SRREER.

CAMAHF=RE ABEm ) =ESis) hz:)=t=%N
B =85tBF TAT_QCSLinkedRoleInCommand RSEXAE command.tat.cloud.tencent.com
B =8a{tEF TAT_QCSLinkedRolelnUploadlnvocation RSEXAE uploadinvocation.tat.cloud.tencent.com

TAT_QCSLinkedRoleiInCommand

fERER: LRIAeRBR=aMLEF (TAT RSEXAS, ZABKECSXKERINURERRLENEMZRS TR
A BRERRE

« HEEBR: QcloudAccessForTATLinkedRolelnCommand
- RIBRA:

{

"version": "2.0",
"statement": [

{

"action": [

"cvm:Describe*",

"lighthouse:Describe*"

Il
"resource": "*",

"effect": "allow"

TAT_QCSLinkedRolelnUploadinvocation

AR LEAeABREaMEF (TAT)RSEXAS, ZABKECXKERIMURERRLRSNEMERSER.
AU BREFRE

« FEEFR: QcloudAccessForTATLinkedRolelnUploadinvocation
. RIERA:

{

"statement": [

{

"action": [
"cos:HeadBucket",
"cos:GetBucket",
"cos:PutObject"

I

"effect": "allow",

"resource": "*"
}
1
"version": "2.0"

}
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BE9s (18X ) ABRHERZRSHMEN, SAFEREHNRSITEDHRESEXASNARERETHERE. FUENBREESEXASHERGRRBXUR
SRREER.

CAMHAF=R3 ABEm )::)=ESic) =) =E=40
=it ETES THPC_QCSLinkedRolelnAcrossService RSZEXAE acrossservice.thpc.cloud.tencent.com

THPC_QCSLinkedRolelnAcrossService

CERIAR: piAmehEitEitETS (THPC) RSIEXAR, ZABSECSXBREINIIREE RSN E=RS TR,
A BRERRE

- $REEZTR: QcloudAccessForTHPCLinkedRolelnAcrossService
- REEAE:

{

"version": "2.0",

"statement": [

{

"action": [
"tat:RunCommand",
"tat:DescribelnvocationTasks",

"tat:DescribeAutomationAgentStatus",

"as:DescribeAutoScalingGroups",

"as:ScaleOutlnstances",
"as:DescribeAutoScalingActivities",
"as:ModifyDesiredCapacity",
"as:Removelnstances",
"cvm:Runlinstances”,
"cvm:Describelnstances",
"cvm:Terminatelnstances",
"cvm:Describelmages",
"tat:Describelnvocations",
"cfs:CreateCfsFileSystem",
"cfs:DescribeCfsFileSystems",
"cfs:DescribeMountTargets",
"goosefs:DescribeFileSystems",
"cvm:CreateLaunchTemplate",
"cvm:DeleteLaunchTemplate",
"cvm:DescribeLaunchTemplateVersions",
"finance:trade",
"kms:BindCloudResource",
"cos:GetObject"

Il

"resource": "*",

"effect": "allow"
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EIEEFATE: 2024-03-27 09:30:05

Bss (18X) ASRAEASRSTEN, SRAFEGENRESDTEDHNRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER .

CAMH T3 REZm fAEER fRaHik
BERS TKE_QCSLinkedRolelnTDCC mEtExme  C/m-dcloud.com

tdcc.tke.cloud.tencent.com

cvm.qcloud.com

B TKE LinkedRolelInEKSL

B —QCSLinkedRoleInEKSLog xRS ekslog.tke.cloud.tencent.com

BEERS TKE_QCSLinkedRolelnEtcdService RSEXAG cvm.qclo.ud.com
etcdservice.tke.cloud.tencent.com

BERS TKE_QCSLinkedRolelnEKSCostMaster WstExme  C/m-dcloud.com
ekscostmaster.tke.cloud.tencent.com

BERS TKE_QCSLinkedRolelnPrometheusService RSEXAG cvm.qgcloud.com

prometheusservice.tke.cloud.tencent.com

TKE_QCSLinkedRoleInTDCC

SRR LRIABASHRS (TKE) RSIEXAS, ZAGSECXERIENIREERHENE RIS ER.
U BREFRE

« $REEZTR: QcloudAccessForTKELinkedRoleInTDCC
- RERAA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [

"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",
"cls:getConfig",
"cls:getindex",
"cls:modifylndex",
"cls:ApplyConfigToMachineGroup",
"cls:CreateConfig",
"cls:Createlndex",

"cls:CreatelLogset",

"cls:CreateMachineGroup",
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"cls:CreateTopic",
"cls:DeleteConfig",
"cls:DeleteConfigfromMachineGroup",
"cls:DeletelLogset",
"cls:DeleteMachineGroup",
"cls:DeleteTopic",
"cls:DescribeConfigMachineGroups",
"cls:DescribeConfigs",
"cls:DescribelLogsets”,
"cls:DescribeMachineGroupConfigs",
"cls:DescribeMachineGroups",
"cls:DescribeTopics",
"cls:ModifyConfig",
"cls:Modifylndex",
"cls:ModifyMachineGroup",
"cls:ModifyTopic"

Il

"resource": [

nxn

]
}
]
}

TKE_QCSLinkedRolelInEKSLog

SERER: LRIABABHERS (TKE) RSAS, ZABKECRBERIEIIREE RSN E=IRSER.
AU PRERRE

+ %RBEEMR: QcloudAccessForTKELinkedRoleInEKSLog
- FREERA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [

"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup”,
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",
"cls:getConfig",
"cls:getindex",
"cls:modifylndex",
"cls:ApplyConfigToMachineGroup",
"cls:CreateConfig",
"cls:Createlndex",

"cls:CreatelLogset",
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"cls:CreateMachineGroup",
"cls:CreateTopic",
"cls:DeleteConfig",
"cls:DeleteConfigfromMachineGroup",
"cls:DeleteLogset",
"cls:DeleteMachineGroup",
"cls:DeleteTopic",
"cls:DescribeConfigMachineGroups",
"cls:DescribeConfigs",
"cls:DescribeLogsets",
"cls:DescribeMachineGroupConfigs",
"cls:DescribeMachineGroups",
"cls:DescribeTopics",
"cls:ModifyConfig",
"cls:Modifylndex",
"cls:ModifyMachineGroup",
"cls:ModifyTopic"

Il

"resource": [

nxgn

]
}
]
}

TKE_QCSLinkedRolelnEtcdService

SRR LEABHEHERS (TKE) RSAS, ZABKECXBERBIIREERBEENEIM RS ER.
AU BRERRE

- HEEEBTR: QcloudAccessForTKELinkedRolelnEtcdService
- RIBRA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

Il

"action": [
"cos:DeleteBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:HeadBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects"”,
"cos:ListMultipartUploads",
"cos:AbortMultipartUpload"
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TKE_QCSLinkedRolelInEKSCostMaster

SRR LRIABASHRS (TKE) RSIEXAS, ZAGSECXFEREIIREE RSN E=IRSER.
AU BREFRE

« HEEEBIR: QcloudAccessForTKELinkedRolelnEKSCostMaster
- RIBRA:

{

"version": "2.0",

"statement": [

{

"action": [
"monitor:DescribeMidDimensionValuelList",
"monitor:DescribeStatisticData",
"monitor:GetMonitorData"

Il

"resource": "*",

"effect": "allow"

TKE_QCSLinkedRolelnPrometheusService

CEFRIAR: LRIABHARRS (TKE) RSAL, ZABEECXFERBINTIREENILDSNEBZRSER.
A BRERRE

- $REEETR: QcloudAccessForTKELinkedRolelnPrometheusService
- REERE:

{

"statement": [

{

"action": [

"cos:DeleteBucket",

"cos:GetBucket",

"cos:PutBucket",

"cos:HeadBucket",

"cos:GetObject",

"cos:HeadObject",

"cos:PutObject",

"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:ListMultipartUploads",
"cos:AbortMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"monitor:DescribePrometheusinstances",
"monitor:DescribeRecordingRules",
"monitor:DescribeAlertRules",
"monitor:DescribeAlarmNotice",
"monitor:DescribeAlarmNotices",
"monitor:DescribeAlarmNoticeCallbacks",
"monitor:DescribeAlarmHistories",
"monitor:CreatePrometheusMultiTenantinstance",
"monitor:TerminatePrometheusinstances”,
"monitor:ModifyPrometheusinstanceAttributes",

"monitor:CreateRecordingRule",
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"monitor:DeleteRecordingRules",
"monitor:UpdateRecordingRule",
"monitor:CreateAlertRule",
"monitor:DeleteAlertRules",
"monitor:UpdateAlertRule",
"monitor:UpdateAlertRuleState",
"monitor:CreateAlarmNotice",
"monitor:DeleteAlarmNotices",
"monitor:ModifyAlarmNotice",
"monitor:ModifyAlarmPolicyNotice",
"monitor:CreateManagedEKSAgent",
"monitor:DescribeManagedEKSAgent",
"monitor:CreateAlertRuleReceiverNotRequired",
"monitor:UpdateAlertRuleReceiverNotRequired",
"monitor:DescribeExporterintegrations”,
"monitor:CreateExporterintegration”,
"monitor:UpdateExporterintegration”,
"monitor:DeleteExporterintegration",
"monitor:CreateGrafanalnstance",
"monitor:CreatePrometheusMultiTenantinstancePostPayMode",
"monitor:BindPrometheusManagedGrafana",
"monitor:DescribeGrafanalnstances",
"tdcc:DescribeExternalClusters”,
"tdcc:DescribeExternalClusterCredential”,
"monitor:UpgradeGrafanaDashboard",
"monitor:UninstallGrafanaDashboard",
"monitor:DescribePrometheusAlertGroups",
"monitor:CreatePrometheusAlertGroup”,
"monitor:UpdatePrometheusAlertGroup",
"monitor:DeletePrometheusAlertGroups",
"monitor:UpdatePrometheusAlertGroupState",
"tke:DescribeTKEEdgeExternalKubeconfig",
"tke:DescribeTKEEdgeClusterCredential",
"tke:DescribeTKEEdgeClusters",
"tke:DescribeClusters”,
"tke:DescribeClusterSecurity"

Il

"effect": "allow",

"resource": [

nxn

"version": "2.0"

}
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BE%s (18X ) ABRHERZRSHEN, SAFEREHNRSITEDHRESEXASNERERETHERE. FUENEREESEXASNERGRRAXUR
SRREER.

CAMAF=@E AR i ==bsis e

ERENHBREPO TDCC_QCSLinkedRolelnOps REELAE cvm.geloud.com
ops.tdcc.cloud.tencent.com

TDCC_QCSLinkedRolelnOps

CEER: HEABHZRESHAZHO (TDCC) RSEXAS, ZASKECXBERENSIREERHENEMZIRSER.
A BRERRE

- $REESZTR: QcloudAccessForTDCCLinkedRolelnOps
. REERE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cls:listTopic",

"cls:getTopic",

"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",
"cls:getConfig",

"cls:getindex",

"cls:modifylndex",
"cls:ApplyConfigToMachineGroup",
"cls:CreateConfig",
"cls:Createlndex",
"cls:CreatelLogset",
"cls:CreateMachineGroup",
"cls:CreateTopic",
"cls:DeleteConfig",
"cls:DeleteConfigfromMachineGroup",
"cls:DeleteLogset",
"cls:DeleteMachineGroup",
"cls:DeleteTopic",
"cls:DescribeConfigMachineGroups",
"cls:DescribeConfigs",
"cls:DescribelLogsets",
"cls:DescribeMachineGroupConfigs",
"cls:DescribeMachineGroups",
"cls:DescribeTopics",
"cls:ModifyConfig",
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"cls:Modifylndex",
"cls:ModifyMachineGroup",
"cls:ModifyTopic",
"cls:GetChart",
"cls:CreateChart",
"cls:GetDashboard",
"cls:ListDashboard",
"cls:ListChart",
"cls:DeleteDashboard",
"cls:DeleteChart",
"cls:CreateDashboard",
"cls:ModifyDashboard",
"cam:ListMaskedSubAccounts",
"cam:GetUserBasicInfo"

Il

"resource": [

nkn

]
3
]
}
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EIEEFRATE: 2024-03-27 09:29:43

RS (18x) ABRHERZRSHMEN, SAFERNEENRSITEDHRESEXASNARERETHERE. FUENEREESEXASHERGRRBAXUR
SRREER.

CAMAF=@E )=k )b feHE

NAEEFE CAMP_QCSLinkedRolelnDefault [RBEXAE default.camp.cloud.tencent.com

CAMP_QCSLinkedRolelnDefault

EFRIAR: LRiABHINAEETS (CAMP) RSEXAER, ZABSECXBREINIIREERIGISNEMZRS TR,
A BRERRE

- $REEETR: QcloudAccessForCAMPLinkedRolelnDefault
- REEAE:

{

"version": "2.0",

"statement": [

{

"action": [
"tag:DescribeResourceTagsByResourcelds",
"tag:TagResources",
"tag:UnTagResources",
"tag:DescribeTagValues",
"tag:DescribeResourcesByTags",
"tag:DescribeResourceTags",
"tag:DescribeResourceTagsByTagKeys",
"tag:ModifyResourcesTagValue",
"monitor:CreateAlarmPolicy",
"monitor:DeleteAlarmPolicy",
"monitor:BindingPolicyObject",
"monitor:UnBindingPolicyObject",
"monitor:UnBindingAllPolicyObject",
"monitor:ModifyAlarmPolicyInfo",
"monitor:ModifyAlarmPolicyCondition",
"monitor:DescribeAlarmPolicy",
"monitor:DescribeAlarmPolicies",
"monitor:ModifyAlarmPolicyStatus",
"monitor:DescribeBindingPolicyObjectList",
"monitor:DescribeAlarmHistories",
"monitor:ModifyAlarmPolicyNotice",
"monitor:DescribeAlarmMetrics",
"tag:CreateTag",

"tag:CreateTags",
"clb:DescribeTargets",
"clb:DescribeTargetHealth",
"clb:DescribeLoadBalancers”,
"monitor:DescribePolicyObjectCount”,
"cls:CreatelLogset",

"cls:CreateTopic",

"cls:DeleteLogset",

"cls:DeleteTopic",
"cls:DescribelLogsets",
"cls:DescribeTopics",

"cls:ModifyTopic",
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"cls:ModifyLogset",
"monitor:CreateAlarmNotice",

"monitor:ModifyAlarmNotice",

"monitor:DeleteAlarmNotices",
"monitor:DescribeAlarmNotice",

"monitor:DescribeAlarmNotices"

Il
"resource": "*",

"effect": "allow"

WRIFRE: BRRITE (bR ) ARSEEAE

IBEEE

5829 #156m)



@ E%H:I_E e
=[R&E etcd

EIEEFRATE: 2024-03-27 09:29:46

BE%s (18X ) ABRHERZRSHMEN, SAFERNGHNRSITEDHRESEXASNARERETHERE. FENERERESEXASHERGRRBXUR
SEREER.

CAMAI=G@& ) =Rt faBsR e

cvm.gcloud.com

= H a2
=REETCD Cetcd_QCSLinkedRolelnDefault IRSBHEXAE default cetod.cloud.tencent.com

Cetcd_QCSLinkedRolelnDefault

GEFIAR: ZRIMEBHITEEETCD (CEted) RBEXAS, ZABKEEXBKRERISIREERIFIZNEMZIRS TR,
A BRERRE

- $REEZTR: QcloudAccessForCetcdLinkedRolelnDefault
. KEERE:

{

"version": "2.0",

"statement": [

{

"action": [
"monitor:CreatePrometheusinstance",
"monitor:DescribeGrafanalnstances”,
"monitor:UpgradeGrafanaDashboard",
"monitor:DescribePrometheusinstances",
"monitor:ModifyPrometheusinstanceAttributes",
"monitor:CreatePrometheusMultiTenantinstancePostPayMode",
"monitor:CreateGrafanalnstance",
"monitor:TerminatePrometheusinstances",
"monitor:DestroyPrometheusinstance",
"monitor:DeleteGrafanalnstance",
"tag:DescribeResourceTagsByResourcelds",
"tag:TagResources",
"tag:UnTagResources",
"tag:DescribeTagValues",
"tag:DescribeResourcesByTags",
"tag:DescribeResourceTags",
"tag:DescribeResourceTagsByTagKeys",
"tag:ModifyResourcesTagValue",
"tag:DescribeTags",
"cos:AbortMultipartUpload",
"cos:DeleteBucket",
"cos:DeleteMultipleObjects",
"cos:DeleteObject",

"cos:GetBucket",

"cos:GetObject",

"cos:HeadBucket",

"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:PutBucket",

"cos:PutObject",

"cos:ListParts",

"cos:UploadPart",
"cvm:CreateSecurityGroup",

"cvm:DeleteSecurityGroup",
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"cvm:DescribeSecurityGroups",

"cos:InitiateMultipartUpload",

"cos:CompleteMultipartUpload"
Il
"resource": "*",

"effect": "allow"
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EIEEHATE: 2024-03-27 09:30:03

BIB9S (18X) ABRHER=RSHEN, SMFERNEHNRSIITEDHRESEXASNBEPERETHERE. FENTEREESEXASRERGRRBXINIR
SRREMER

CAMHF=RZE ABIN ARexs [AeHEE
HE . R 5 S
'I'?DIVBI)gIJ TDMQ_QCSLinkedRoleInTDMQRocketMQVPCdomainbinding 221@* tdmqgrocketmqvpcdomainbinding.tdmg.cloud.te

TDMQ_QCSLinkedRoleInTDMQRocketMQVPCdomainbinding

AR LRiAEREENS TDMQIRSEXAS, ZABKECXKERIURERNSIENEMN SRS SR
UBRERRE

» REEEFR: QcloudAccessForTDMQLinkedRoleInTDMQRocketMQVPCdomainbinding
- RERAA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"privatedns:ModifyPrivateZoneRecord",
"privatedns:ModifyPrivateZoneVpc",
"privatedns:CreatePrivateZone",
"privatedns:CreatePrivateZoneRecord",
"privatedns:DescribePrivateZone",
"privatedns:DescribePrivateZonelList",
"privatedns:DescribePrivateZoneRecordList",
"privatedns:DescribePrivateZoneService",
"privatedns:ModifyPrivateZone"

I

"resource": [

nxn

]
}
]
}
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BIB9S (18X) ABRHERERSHEN, SAFSRNEHNRSITEDHRESEXASNEFPERETHERE. FENTEREESEXASHERGRRBXINR
SRREMER.

CAMPF=@E p::j=E=4 pzj<E-Sic] p:zj<<E=an

HERERSS TEM_QCSLinkedRoleInTEMAPI RSEXAE temapi.tem.cloud.tencent.com

MRS TEM_QCSLinkedRoleInTEMLog REEXAE f;’nTIS';'t"e“ni'glzT | tencent.com

MERARSS TEM_QCSLinkedRolelnAccessCluster RSEXAE accesscluster.tem.cloud.tencent.com
EERIRSS TEM_QCSLinkedRolelnAccessResourceService RSBHEXAG accessresourceservice.tem.cloud.tencent.com

TEM_QCSLinkedRoleInTEMAPI

GERtAR: LRIMERMMRIRSS (TEM) RSIEXAS, ZABKECRBERIEIIREERBEEN R =IRSER.
AU BREFRE

+ %EEETR: QcloudAccessForTEMLinkedRoleInTEMApi
- REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

e

Il

"action": [

"apm:CreatePAASInstance",

"apm:DescribeApmAgent",
"apm:DescribeTopology",
"apm:DeletePAASInstance",
"apm:DescribePAASTopology",

"tcb:CreateCloudBaseRunServerVersionWithMicroService"

]
}
]
}

TEM_QCSLinkedRolelInTEMLog

ERER: LRIAERRHERERSS (TEM) RSIEXAS, ZABKECKBRIENIIREERBEEN R =IRSER.
A BREFRE

« %BEEWR: QcloudAccessForTEMLinkedRolelInTEMLog
- REERA:

{
"version"

"statement": [

{

"effect": "allow",
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"resource": [

I

"action": [

"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:listMachineGroup",
"cls:getMachineGroup",
"cls:createMachineGroup",
"cls:modifyMachineGroup",
"cls:deleteMachineGroup",
"cls:getMachineStatus",
"cls:pushLog",
"cls:agentHeartBeat",

"cls:getConfig"

]
3
]
}

TEM_QCSLinkedRolelnAccessCluster

GEFRIAR: LRiAEIEERIRS (TEM) RSEXAS, ZABKECXKERNSIREERBENEMERSER.
A BRERRE

- $EEEETR: QcloudAccessForTEMLinkedRolelnAccessCluster
- REEAE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"tse:DescribeSREInstances",
"tse:DescribeSREInstanceAccessAddress”,
"tse:DescribeSREGIlobalConfigs",
"tke:DescribeClusters",
"tcr:CreateNamespacePersonal”,
"tcr:DeleteNamespacePersonal”,
"tcr:DescribeRepositoryOwnerPersonal”,
"tcr:DeleteRepositoryPersonal",
"tcr:DeletelmagePersonal”,
"tcr:CreateRepositoryPersonal",
"tcr:BatchDeleteRepositoryPersonal",
"tcr:BatchDeletelmagePersonal”,
"tcr:CreatelnstanceToken",
"tcr:DescribelnstanceToken",
"tcr:DeletelnstanceToken",
"tcr:DescribeRepositories",
"tcr:PullRepository",
"tcr:PullRepositoryPersonal",
"cls:searchLog",

"cls:getTopic",

"cls:getindex",
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"cls:Createlndex",

"cls:modifylndex",

"cls:Deletelndex",
"cfs:DescribeCfsFileSystems",
"cfs:DescribeMountTargets",
"vpc:DescribeSubnetEx",
"vpc:DescribeSubnet",
"apm:CreateApminstance”,
"apm:ModifyApmInstance”,
"apm:TerminateApminstance”,
"apm:CreatePAASInstance",
"apm:DeletePAASInstance",
"apm:DescribeApmAgent",
"apm:DescribeTopologyMetricLineData",
"apm:DescribeMetricLineData",
"apm:DescribeServiceOverview",
"apm:DescribeMetricRecords",
"cam:GetRole",
"tcr:DescribelnternalEndpoints",
"tcr:DescribelnternalEndpointDnsStatus",
"tcr:CreatelnternalEndpointDns",
"tcr:DuplicatelmagePersonal”,
"tcr:Describelnstances",
"tcr:Createlnstance”,
"tcr:DescribeNamespaces",
"tcr:CreateNamespace",
"tcr:CreateRepository",
"tcr:DescribeRepositories”,
"tcr:ManagelnternalEndpoint",
"tcr:PushRepository",
"tcr:PushRepositoryPersonal",
"monitor:DescribePrometheusinstances",
"monitor:UpgradeGrafanaDashboard",
"vpc:CreateVpc",

"vpc:CreateSubnet”,
"vpc:DescribeVpcEx",
"vpc:DeleteNatGateway",
"vpc:CreateNatGateway",
"vpc:CreateRoute",

"vpc:EnableRoutes",

"vpc:DeleteRoute",
"vpc:DescribeNatGateways",
"vpc:DescribeRouteTable",
"cvm:ReleaseAddresses",
"monitor:TerminatePrometheusinstances",
"monitor:CreatePrometheusMultiTenantinstancePostPayMode"
Il

"resource": [

nxkn

]
}
]
¥

TEM_QCSLinkedRolelnAccessResourceService
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(ERtER: LRIAERMRIRSS (TEM) RSIEXAS, ZABKECRBRIEIIREERBEEN R =IRSER.
A BRERRE

- $REEETR: QcloudAccessForTEMLinkedRolelnAccessResourceService
- KEAA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"tcb:DescribeCloudBaseGWAPI",
"tcb:DescribeCloudBaseRunServer",
"tcb:DescribeCloudBaseRunServers",
"tcb:DescribeCloudBaseRunServerVersion",
"tcb:DescribeEnvLimit",
"tcb:DescribeCloudBaseRunPodList",
"tcb:DescribelCPResources"”,
"tcb:DescribePostPackage",
"tcb:DescribeCloudBaseGWService",
"tcb:DescribeCurveData",
"tcb:SearchClsLog",
"tcb:DescribeCloudBaseRunimages"”,
"tcb:DescribeCloudBaseRunServerFlowConf",
"tcb:CreateCloudBaseRunServerVersion",
"tcb:CreateCloudBaseGWAPI",
"tcb:ModifyCloudBaseGWAPIPublicAccess",
"tcb:ModifyCloudBaseGWAPIAccessType",
"tcb:ModifyCloudBaseRunServerVersion",
"tcb:CreatePostpayPackage",
"tcb:DeleteCloudBaseRunimageRepo”,
"tcb:DeleteCloudBaseRunServer",
"tcb:DeleteCloudBaseRunServerVersion",
"tcb:EstablishCloudBaseRunServer",
"tcb:ModifyCloudBaseRunServerFlowConf",
"tcb:RollUpdateCloudBaseRunServerVersion",
"tcb:DescribeEnvs",

"tcb:DestroyEnv",

"tcb:CheckTcbService",

"tcb:ModifyEnv",
"tcb:DescribeCloudBaseRunVersionException”
I

"resource": [

g

]
3
]
}
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Bss (18X) ASRHAEASRSTEN, SRAFEGENRESDTEDHNRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER

CAMAHF=Z3Z h==1=E24 7 fABxR =1 =E=77
MRIFME COS_QCSLinkedRolelInCOSAcc IRStEXAE COSAcc.COS.cloud.tencent.com
IRFE COS_QCSLinkedRolelnLighthouseMounting IRSHEXAE Ihmounting.cos.cloud.tencent.com

COS_QCSLinkedRoleInCOSAcc

GEFRIAR: LRiAmeRNKEE (COS) RSBEXAR, ZABEECSXERIKINIUREERNIFTIENEZRS TR,
A PRERRE

- $EEEETR: QcloudAccessForCOSLinkedRolelInCOSAcc
. REEAE:

{

"statement": [

{

"action": [

"cos: "

I

"effect": "allow",
"resource": "*"

}

Il

"version": "2.0"

}

COS_QCSLinkedRolelnLighthouseMounting

ERIAR: LRiABRINKRE (COS)RSEXAR, ZABSEEXBRIEISIREERHIENEMRIRS TR,
A BRERRE

» KEEEFR: QcloudAccessForCOSLinkedRolelnLighthouseMounting
- EEERE:

{

"statement": [

{

"action": [
"tat:DescribeCommands”,
"tat:RunCommand",
"tat:InvokeCommand",
"tat:Describelnvocations",

"tat:DescribelnvocationTasks",

"tat:DescribeAutomationAgentStatus",

"tat:Cancellnvocation",
"tat:DescribelnstancesFeatureStatus"
Il

"effect": "allow",
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"resource": "*"
}
1

"version": "2.0"

}

= HDFS

EIEEATE: 2024-03-27 09:29:47
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Rss (18X) ASRHERSRSTEN, SRAFEGENRESDTEDHRRSEXAGHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER .

CAMAHF=RE =R bS] AeHE

=HDFS CHDFS_QCSLinkedRolelnMetaMgmt RSEXAG metamgmt.chdfs.cloud.tencent.com

CHDFS_QCSLinkedRolelnMetaMgmt

fEFIAR: ZRIAEHIZHDFS (CHDFS) RBEXAS, ZABKEDXKEIRISIRERERBNEHNEMRIRS TR,
A BRERRE

« $REEETR: QcloudAccessForCOSLinkedRolelnMetaMgmt
. REERE:

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject",
"cos:AppendObject",
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:OptionsObject",
"cos:PostObjectRestore",

"cos:InitiateMultipartUpload",

"cos:UploadPart",

"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:GetBucketLifecycle",
"cos:PutBucketLifecycle",
"cos:DeleteBucketLifecycle",
"cos:PutObjectTagging”,
"cos:GetObjectTagging",
"cos:DeleteObjectTagging"

Il

"resource": "*",

"effect": "allow"
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BE%s (18X) ABRHERZRSHMEN, SAFEREENERSITEDHRESEXASNARERETHERE. FENEREESEXASNERGRRBXUR
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CAMAF=@E RBRM b feHE

HiRnniEzS BRS5HEX A

GooseFS GooseFS_QCSLinkedRolelInManageCloudService & managecloudservice.goosefs.cloud.tencent.com

GooseFS_QCSLinkedRoleInManageCloudService

GEFIAR: ZRiAERNHIENEREGooseFS (GooseFS) IRBEXAE, ZABBECXKRBRNIIFEERBENEMRRSER.
A PRERRE

- $REEETR: QcloudAccessForGooseFSLinkedRolelInManageCloudService
. REERE:

{

"version": "2.0",

"statement": [

{

"action": [
"vpc:DescribeVpcEx",
"vpc:DescribeVpcPrivatelpAddresses",
"vpc:DescribeSubnetEx",
"cvm:Runlinstances”,
"cvm:Terminatelnstances"”,
"cvm:DescribelnstancesStatus",
"cvm:Describelnstances",
"cvm:Describelmages”,
"tat:RunCommand",
"tat:Describelnvocations",
"tat:DescribeAutomationAgentStatus",
"cos:GetBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject"”,
"cos:AppendObject”,
"cos:GetObject",
"cos:HeadBucket",
"cos:HeadObject",
"cos:DeleteObject",
"cos:OptionsObject”,
"cos:PostObjectRestore",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"tat:DescribelnvocationTasks",
"cvm:DeleteSecurityGroup",
"cvm:CreateSecurityGroupWithPolicies",

"cvm:DescribeSecurityGroups",
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"cvm:DescribeSecurityGroupAssociationStatistics"
I

"resource": "*",

"effect": "allow"

+

{

"effect": "allow",

"action": "finance:*",

"resource": "qcs::cvm k!
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BE%S (18X) ABRHER=RSHEN, SAFSRNEHNRSITEDHRESEXASNEFPERETHERE. FENEREESEXASHERGRRBXINR
SRREMER

CAMHF=mE ABsn AEkR pzlz<E=ae S

BERS CLS_QCSRolelnAnonymousSharing RSEXAE console-sharing.cls.cloud.tencent.com

CLS_QCSRolelnAnonymousSharing

GEFRIAR: LRIAERIFCLSESSZHHERISINN, CLSRMSZRE (MRI/INERER ) HATRHIE
A BRERRE

- $REEETR: QcloudAccessForClsRolelnSharing
. REERE:

{

"version": "3.0",
"statement": [

{

"effect": "allow",

"action": [

"cls:SearchLog",
"cls:DescribeTopics",
"cls:Describelndex",
"cls:DescribeLogHistogram",

"cls:DescribeDashboards",

"cls:QueryRangeMetric",

"cls:QueryMetric"

1

"resource": "*"
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BEs (18x) ABRHERZRSHEN, SAFERNEHNRSITEDHRESEXASNARERETHERE. FENEREESEXASHERGRRBXUR
SRREER.

CAMAI=G@& ABRN )b ek

HHERERIEE SMH_QCSLinkedRolelnHosting [RSEXAE hosting.smh.cloud.tencent.com

SMH_QCSLinkedRolelnHosting

GEFIAR: LRIAEHERESEEE (SVMH) RSEXAS, ZABEECXFERBIIREENILISNEBERSER.
A BRERRE

« $REEETR: QcloudAccessForSMHLinkedRolelnHosting
- REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [

"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",
"cos:GetBucketIntelligentTiering",
"cos:GetBucketinventory",
"cos:GetBucketLifecycle",
"cos:GetBucketLogging",
"cos:GetBucketPolicy",
"cos:GetBucketVersioning",
"cos:GetBucketWebsite",
"cos:GetObject",
"cos:GetObjectACL",
"cos:HeadBucket",
"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:OptionsObject”,
"cos:AbortMultipartUpload",
"cos:AppendObject”,
"cos:CompleteMultipartUpload",
"cos:DeleteBucketCORS",
"cos:DeleteBucketDomain",
"cos:DeleteBucketlinventory",
"cos:DeleteBucketLifecycle",
"cos:DeleteBucketPolicy",
"cos:DeleteBucketWebsite",
"cos:DeleteMultipleObjects",
"cos:DeleteObject",
"cos:InitiateMultipartUpload",
"cos:PostObject",
"cos:PutBucketACL",

"cos:PutBucketAccelerate",
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"cos:PutBucketCORS",
"cos:PutBucketDomain",
"cos:PutBucketintelligentTiering",
"cos:PutBucketinventory",
"cos:PutBucketLifecycle",
"cos:PutBucketLogging",
"cos:PutBucketPolicy",
"cos:PutBucketVersioning",
"cos:PutBucketWebsite",
"cos:PutObject"”,
"cos:PutObjectACL",
"cos:PutObjectCopy",
"cos:UploadPart",
"cos:UploadPartCopy",
i:Describe4XXResponse",
i:DescribeCDNAccelerate",
i:DescribeClBuckets",
i:DescribeDocProcessBucket",
i:DescribeDomain",
i:DescribelmageAdvancedCompression",
i:DescribelmageBlindWatermark",
i:DescribelmageGuetzli",
i:DescribelmageStyleSeparator",
i:DescribelmageStyles",
i:DescribeOriginProtect",

"ci:CreateClIBucket",

"ci:CreateDocProcessBucket",

"ci:CreateMediaBucket",
"ci:DeleteClIBucket",
"ci:DeleteDocProcessBucket",
"ci:DeleteMediaBucket",
"ci:Set4XXResponse",
"ci:SetCDNAccelerate",

"ci:SetDomain",
"ci:SetimageAdvancedCompression”,
"ci:SetimageBlindWatermark",

ci:SetimageGuetzli",

ci:SetlmageStyle",

ci:SetlmageStyleSeparator",

"ci:SetOriginProtect",

"ci:DescribeMediaBuckets",
"ci:CancelAuditingExistTask",
"ci:CancelMediajob",
"ci:CreateAuditingAudiojob",
"ci:CreateAuditingExistTask",
"ci:CreateAuditingjobs",

"ci:CreateAuditingPicturejob",
"ci:CreateAuditingTextjob",
"ci:CreateMediajobs",
"ci:CreateMediaTemplate",
"ci:CreateMediaWorkflow",
"ci:DeleteMediaTemplate",
"ci:DeleteMediaWorkflow",
i:DescribeAuditingAudio",
i:DescribeAuditingAudioFiles",
i:DescribeAuditingAudiojob",

i:DescribeAuditingBlockRule",
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i:DescribeAuditingCallback",
i:DescribeAuditingExistTasks",
i:DescribeAuditingjobs",
i:DescribeAuditingPicture",
i:DescribeAuditingPictureFiles",
i:DescribeAuditingText",
i:DescribeAuditingTextFiles",
i:DescribeAuditingTextjob",
i:DescribeAuditingVideo",
i:DescribeAuditingVideoFiles",
i:DescribeMediajob",
i:DescribeMediajobs",
i:DescribeMediaQueues",
i:DescribeMediaTemplates",
i:DescribeMediaWorkflowExecutions",
i:DescribeMediaWorkflows",
"ci:SetAuditingAudio",
"ci:SetAuditingPicture",
"ci:SetAuditingText",
"ci:SetAuditingVideo",
"ci:TriggerMediaWorkflow",
"ci:UpdateMediaQueue”,
"ci:UpdateMediaTemplate",
"ci:UpdateMediaWorkflow",
"monitor:GetMonitorData",
"ci:CreateAuditingVirusjob",

"ci:DescribeAuditingVirusjob"
Il

"resource": "*"
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CAMAHF=ZE =1 =E=4 =] =ESid] AeHE
EBRSFES MSP_QCSLinkedRoleInMIGtocos IRSBHEXAE migtocos.msp.cloud.tencent.com

MSP_QCSLinkedRolelnMIGtocos

GERIAR: LRiABRIEBRSTS (MSP)RSEXAL, ZABKECXEREBNIIREENLDSHEB RS ER.
A BRERRE

- $REEETR: QcloudAccessForMSPLinkedRolelnMIGtocos
- REERE:

{

"statement": [

{

"action": [
"cos:GetService",
"cos:PutObject",
"cos:GetObject"

1

"effect": "allow",

"resource": "*"
}
Il
"version": "2.0"

}
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SRREMER

CAMHF=RE  ABSEM RBxRE AeHE

TAERE VPC_QCSLinkedRolelnEipTat RSEXxAE eiptat.vpc.cloud.tencent.com

FAERSE VPC_QCSLinkedRolelnSnapshot IRSHEXAE snapshot.vpc.cloud.tencent.com

TAEMILE VPC_QCSLinkedRolelnVpcflowlog RSHEXMAE  vpcflowlog.vpe.cloud.tencent.com

FAERSE VPC_QCSLinkedRolelnPrivateLink RSBEXAG privatelink.vpc.cloud.tencent.com

TAERE VPC_QCSLinkedRolelnFlowLogAdvanceAnalysis RSHEXAE flowlogadvanceanalysis.vpc.cloud.tencent.com

VPC_QCSLinkedRolelnEipTat

AR LEIAERTAENS (VPC) RSEXAS, ZABKECXKRBINURERRLENEMERS TR,
ASUBRLSRRE

» 3REEEFR: QcloudAccessForVpcLinkedRolelnEipTat
- RERAA:

{

"statement": [

{

"action": [

"tat:DescribeCommands",
"tat:Describelnvocations",
"tat:DescribelnvocationTasks",
"tat:CreateCommand",
"tat:DeleteCommand",
"tat:InvokeCommand",
"tat:RunCommand"

Il

"effect": "allow",

"resource": [

"version": "2.0"

}

VPC_QCSLinkedRolelnSnapshot

GERIAR: LRiAeRTAENE (VPC) RSIEXAS, ZABIEECXBFREINIREENILDEHNHEBZRSER.
A BRERRE

- $REEETR: QcloudAccessForVPCLinkedRolelnSnapshot
- REERE:

{

"version": "2.0",
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"statement": [

{

"effect": "allow",

"action": [

"cos:GetService",
"cos:HeadBucket",
"cos:GetBucket",
"cos:PutBucket",
"cos:ListMultipartUploads",
"cos:GetObject*",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:OptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject"”,
"cos:PostObjectRestore",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:DeleteMultipleObjects",
"cos:AppendObject"

Il

"resource": "*"

VPC_QCSLinkedRolelnVpcflowlog

fERER: LRIRBRTAENLE (VPC) RSEXAS, ZABRKECXKERIURERRLRENEMERS ER.
AU PRERRE

+ %REEEMR: QcloudAccessForVPCLinkedRolelnVpcflowlog
- REERA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"resource": [

Il

"action": [
"ckafka:Describelnstances”,
"ckafka:DescribeTopic",
"ckafka:DescribeRoute",
"ckafka:DeleteRoute",
"ckafka:DescribelnstanceAttributes",
"ckafka:DescribelnstancesDetail",
"ckafka:CreateRoute"

I

}
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VPC_QCSLinkedRolelnPrivateLink

fERER: RIABRTAENE (VPC) RSEXAS, ZABKBESXKERINURERNLENEMERS TR,
A PRERRE

- ®HBEBIR: QcloudAccessForVPCLinkedRolelnPrivateLink
- RIERA:

{

"version": "2.0",

"statement": [

{

"action": [

"redis:Describelnstances",
"cdb:DescribeDBlInstances",
"clb:DescribeGatewaylLoadBalancers"
Il

"resource": "*",

"effect": "allow"

VPC_QCSLinkedRolelnFlowlLogAdvanceAnalysis

AR LEIAEATAENS (VPC) RSEXAS, ZABKECXKRBIURERRLENENERS TR,
U PREFRE

« HEEEFR: QcloudAccessForVPCRolelnFlowLogAdvanceAnalysis
- FREBRA:

{

"version": "2.0",
"statement": [

{

"action": [
"cls:DescribeLogsets",
"cls:CreatelLogset",
"cls:CreateTopic",
"cls:DescribeTopics",
"cls:DeleteTopic",
"cls:Describelndex",
"cls:ModifyIlndex",
"cls:Createlndex",
"cls:Deletelndex",
"cls:GetDashboard",
"cls:CreateDashboard",
"cls:DeleteDashboard",
"cls:ModifyDashboard",
"cls:ListDashboard",
"cls:pushLog"

Il

"resource": "*",
"effect": "allow"

}
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CDN5hniE
K& &M% CDN

EIEEHATE: 2024-03-27 09:29:44

WRIFRE: BRRITE (bR ) ARSEEAE

5550 #1563
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B3 (18X) ASRHERSRSTMEN, SRAFEGENRESDTEDHRRSEXAGHAPERETHERE. FXUNTERGRSEXASHERERRIBXUR
SRREMER

CAMAHF=RE ABSMm RexRE e

RERERILE CDN_QCSLinkedRolelnRecordListDNSPod IRSBHEXAEE recordlistdnspod.cdn.cloud.tencent.com

CDN_QCSLinkedRolelnRecordListDNSPod

ERIAR: RIRBHIAESEME (CDN) RSEXAS, ZABKECXKERNSIFEENBENEMRRSER.
A BRERRE

- $REEZTR: QcloudAccessForCDNLinkedRolelnRecordListDNSPod
- REEAE:

{
"version": "2.0",
"statement": [

{

"action": [

"dnspod:DescribeRecordList",

"dnspod:DescribeDomain"
1l
"resource": "*",

"effect": "allow"
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SIRRANNE

mIEEFATE: 2024-03-27 09:29:53

BESs (18X) ABRHERZRSHEN, SAFERNEHNRSITEDHRESEXASNAPERETHERE. FENEREESEXASHERGRRBXUR
RREER.

CAMAF=G@E REER b e

S ERE NN GAAP_QCSLinkedRolelnCrossBorderCheck RSEXAE crossbordercheck.gaap.cloud.tencent.com

GAAP_QCSLinkedRoleInCrossBorderCheck

GEFRIAR: LRIABHSERMANE (GAAP) IRSEXAE, ZABISHEEXBREIIIREERIHIENEMZRSER.
A PRERRE

- $REEETR: QcloudAccessForGAAPLinkedRolelnCrossBorderCheck
- REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

sk

Il

"action": [

"vpc:DescribeCrossBorderCompliance"

]
}
]
}
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HERE

KRBIBUERE
TDSQL-C MySQL k&
BIEEHATE: 2024-03-27 09:29:50

Bss (18X) ASRHAERSRSTEN, SRAFEGENRESDTEDHRRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER

CAMAHF=RE =21 =4 2] =ESic] AeHE
=REHIEE TDSQL-C CynosDBMysql_QCSLinkedRolelnKms RSBEXAE kms.cynosdb.cloud.tencent.com
=REHIERE TDSQL-C CynosDBMysql_QCSLinkedRoleInClslog RSHEXAE clslog.cynosdb.cloud.tencent.com

CynosDBMysql_QCSLinkedRoleInKms

GEFRIAR: LRIABHEREREETDSQL-C (cynosdb ) IRBEXAS, ZABKECXKERISIRERRBNEHNEMRIRS TR,
A PRERRE

- $REEETR: QcloudAccessForCynosDBLinkedRolelnKms
- REEAE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"kms:GetServiceStatus",

"kms:ListKeyDetail",

"kms:CreateKey",

"kms:GenerateDataKey",
"kms:Decrypt",
"kms:BindCloudResource",
"kms:UnbindCloudResource"
Il

"resource": [

nxn

]
}
]
}

CynosDBMysql_QCSLinkedRolelnClslog

ERER: LRIRBARFEESIEE TDSQL-C (CYNOSDB RSHEXAR, ZABKECXKKERIIRERRSDENEZIRSER.
A BRERRE

 $RB8E#: QcloudAccessForCynosDBLinkedRolelnClslog
- HREERS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [
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"cls:Describelndexs",
"cls:DescribeTopics",
"cls:Describelndex",
"cls:Createlndex",
"cls:Deletelndex",
"cls:Modifylndex",
"cls:pushLog",
"cls:CreatelLogset",
"cls:CreateTopic",
"cls:DescribeLogsets",
"cls:DeleteTopic",
"cls:DeleteLogset"

Il

"resource": [

nkn

]
3
]
3

WRIFRE: BRRITE (bR ) ARSEEAE 5854 #156%:
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=HIEE MySQL

EIEEFATE: 2024-03-27 09:29:44

BES%s (18x) ABRHERZRSHEN, SAFEREHNRSITEDHRESEXASNARERETHERE. FENBREESEXASNERGRRBXUR
SRREER.

CAMeF=RE ABEN =] =Bl p=)=E=77
Z=EIREE MySQL CDB_QCSLinkedRoleInCdbwan RSEXAE cdbwan.cdb.cloud.tencent.com

CDB_QCSLinkedRoleInCdbwan

GEFRIAR: LRIABHEHIERE (CDB) RSEXAS, ZABKEEXKRIERISIREERIBNZNEMRIRS TR,
A BRERRE

- $REEZTR: QcloudAccessForCDBLinkedRolelnCdbwan
- REEAE:

{

"statement": [

{

"action": [
"clb:DescribeLoadBalancers”,
"clb:CreateLoadBalancer",
"clb:DeleteLoadBalancer",
"clb:ModifyLoadBalancerAttributes",
"clb:ModifyLBOperateProtect",
"clb:CreateListener",
"clb:DescribeListeners",
"clb:DeleteListener",
"clb:RegisterTargets",

"clb:BatchRegisterTargets",

"clb:DeregisterTargets",

"clb:BatchDeregisterTargets",
"clb:ModifyListener",
"clb:DescribeTaskStatus"

Il

"effect": "allow",

"resource": [

"version": "2.0"

}

WRIFRE: BRRITE (bR ) ARSEEAE 5655 #156%:
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=HUEE MariaDB

mIEEFATE: 2024-03-27 09:29:56

BES%s (18x) ABRHERZRSHMEN, SAFEREHNRSITEDHRESEXASNARERETHERE. FENEREESEXASHERGRRBXUR
SRREER.

CAMeF=RE ABEMN pZ] =B AaHE
Z¥ERE MariaDB (TDSQL) MariaDB_QCSLinkedRoleInTSE RSEXAE tse.mariadb.cloud.tencent.com

MariaDB_QCSLinkedRoleInTSE

CERIAR: LRiABRIEEIEE-MariaDB (MariaDB) IRSHEXAE, ZABSEEXBREISIREERBIZNEMZRSER.
A BRERRE

- $REEETR: QcloudAccessForMariaDBLinkedRoleInTSE
. REERE:

{

"statement": [

{

"action": [
"tse:CreateGovernanceStrategy",
"tse:DescribeGovernanceMainToken",
"tse:DescribeGovernancelnstances",
"tse:DescribeGovernanceServices",
"tse:CreateGovernancelnstances",
"tse:DeleteGovernancelnstances",
"tse:ModifyGovernanceServices",
"tse:DescribeGovernanceStrategies",
"tse:DescribeSREInstances",

"tse:ModifyGovernancelnstances",

"tse:DescribeGovernanceNamespaces",

"tse:DescribeGovernanceAuthStrategies"

1
"effect": "allow",

"resource": "*"

}
I

"version": "2.0"

}
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Z=HUREEE PostgreSQL

mIEEFATE: 2024-03-27 09:29:59

BESs (18X ) ABRHERZRSHMEN, SAFERNEHNRSITEDHRESEXASNEFRERETHERE. FENEREESEXASHERGRRBXUR
SRREER.

CAMAHF=RE ABEMR p::)=ESic) pz) k=%
=HIREPostgreSQL Postgres_QCSLinkedRolelnPostgresKms RSHEXAE postgreskms.postgres.cloud.tencent.com

Postgres_QCSLinkedRolelnPostgresKms

EFRIAR: LRIABIEHIEREPOstgreSQLIRSIEXAR, ZABISESXBFRIINUIREERILDENHBZRSER.
A BRERRE

- $REERETR: QcloudAccessForPostgresLinkedRolelnPostgresKms
- REEAE:

{

"version": "2.0",
"statement": [

{

"action": [
"kms:Decrypt",
"kms:GetServiceStatus",
"kms:ListKeyDetail",

"kms:CreateKey",

"kms:GenerateDataKey",

"kms:BindCloudResource",
"kms:UnbindCloudResource"
Il

"resource": "*",

"effect": "allow"
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AR N EIERE
TDSQL MySQL k&
EIEEHATE: 2024-03-27 09:29:51

BESS (18X ) ABRHER=RSHEN, SAFERNEENRSITEDHRESEXASNEPERETHERE. FENBREESEXASNERGRRBXINIR
SRREMER

CAMAHF=ZE pz) b= pz)=ESic) RBHEE
TDSQL MySQL ki DCDB_QCSLinkedRolelnKMS [RSEXAE kms.dcdb.cloud.tencent.com
TDSQL MySQL kg DCDB_QCSLinkedRoleInTSE IRSHEXAE tse.dcdb.cloud.tencent.com

DCDB_QCSLinkedRoleInKMS

GEFRIAR: LiEifaEJ TDSQL MySQL iR (DCDB) IRSBHEXAS, AT XKRBNIIREERLRSHRM RS ER.
A BRERRE

- $EEERZTR: QcloudAccessForDCDBLinkedRoleInKMS
- REEAE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

sk

Il

"action": [
"kms:GetServiceStatus",

"kms:CreateKey",

"kms:GenerateDataKey",

"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt",
"kms:EnableKey",
"kms:EnableKeyRotation",
"kms:ListKeyDetail",
"kms:DescribeKey",

"kms:ListKey"

]
3
]
}

DCDB_QCSLinkedRoleInTSE

GEFRIAR: LRiAmeRSHIEEE TDSQL MySQLER (DCDB) IRSIEXASR, ZABISHEESXBRIEINIRERRIEDENHBZRSER.
A PRERRE

- $REEETR: QcloudAccessForDCDBLinkedRoleInTSE
. RKEERE:

{

"statement": [

{

"action": [
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"tse:CreateGovernanceStrategy",
"tse:DescribeGovernanceMainToken",
"tse:DescribeGovernancelnstances",
"tse:DescribeGovernanceServices",
"tse:CreateGovernancelnstances",
"tse:DeleteGovernancelnstances",
"tse:ModifyGovernanceServices",
"tse:DescribeGovernanceStrategies",
"tse:DescribeSREInstances",

"tse:ModifyGovernancelnstances",

"tse:DescribeGovernanceNamespaces",

"tse:DescribeGovernanceAuthStrategies"

1
"effect": "allow",

"resource": "*"

I

"version": "2.0"

}
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NoSQL HiREEE
Z=HUIEE MongoDB

EIEEHATE: 2024-03-27 09:29:57

BESS (18X) ABRHER=RSHEN, SMFSRNEHNRSITEDHRESEXASNBEPERETHERE. FENTEREESEXASHERGRRBXNR
SRREMER

CAMHF=Z3 Rasn fABxR ek
M HEEIEEMongoDB MongoDB_QCSLinkedRolelInKMS [RSEXAE kms.mongodb.cloud.tencent.com

MongoDB_QCSLinkedRoleInKMS

GEFIAR: ZRIABHZEIERE (MongoDB) REEXAE, ZABEEEXBRIEISIREERIFIZNEMRIRS TR,
A BRERRE

- $REEETR: QcloudAccessForMongoDBLinkedRoleInKMS
- REERE:

{

"statement": [

{

"action": [
"kms:GetServiceStatus",
"kms:ListKeyDetail",
"kms:CreateKey",

"kms:GenerateDataKey",

"kms:Decrypt",

"kms:BindCloudResource",
"kms:UnbindCloudResource"

1
"effect": "allow",

"resource": [

"version": "2.0"

}
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HUERE SaaS RS
HIEESE

EIEEHATE: 2024-03-27 09:29:51

BESS (18X ) ABRHER=RSHEN, SAFERNEENRSRITEDHRESEXASNBEFPERETHERE. FENEREESEXASNERGRRBXINIR
SRREMER.

CAMHF=mE ABsm Ak 22k

HIRESE DMC_QCSLinkedRoleInWorkOrderReview RSHEXAE dmc.cloud.tencent.com

DMC_QCSLinkedRoleinWorkOrderReview

ERIAR: LRiREHHIEEEE (DMC)RSEXAE, ZABSEEXKRRISIREERIBIZNEMRIRS TR,
A BRERRE

- $REEETR: QcloudAccessForDMCLinkedRolelnWorkOrderReview
- REERE:

{

"statement": [

{

"action": [

"cam:ListUsersForGroup",
"cam:ListGroupsForUser",
"cam:DescribeSubAccounts",
"cam:ListGroups",
"cdb:DescribeAccounts”,
"dcdb:DescribeAccounts”,
"cynosdb:DescribeAccounts",
"mongodb:DescribeAccountUsers",
"mariadb:DescribeAccounts”,
"postgres:DescribeAccounts”,
"sqlserver:DescribeAccounts"”,
"sts:AssumeRole",
"cam:ListAttachedUserAllPolicies",
"cam:GetGroup",

"cam:ListUsers",
"cvm:Describelnstances"”,
"vdb:Describelnstances",
"vdb:DescribelnstanceProperties",
"vdb:DescribeEmbedding",
"redis:Describelnstances",
"keewidb:Describelnstances",
"mongodb:DescribeDBInstances”,
"ctsdb:DescribeDBlInstances",
"tdach:Describelnstances",
"cdb:Describelnstances"”,
"sqlserver:DescribeDBlInstances",
"mariadb:DescribeDBInstances",
"postgres:DescribeDBInstanceAttribute",
"postgres:DescribeDBInstances”,
"dcdb:DescribeDCDBInstanceDetail",
"tdmysql:DescribeDBInstanceDetail",
"tbase:DescribelnstanceDetail",
"vpc:DescribeDirectConnectGateway",

"vpc:DescribeVpnGateways",
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"cam:GetAccountSummary",
"cam:GetUserPermissionBoundary",
"cam:ListCollaborators",
"cam:GetUser",

"cam:GetPolicy",
"cam:ListAttachedGroupPolicies",
"cam:ListAttachedUserPolicies",
"cam:ListEntitiesForPolicy",
"cam:ListPolicies",

"cam:GetRole",

"cam:GetRolePermissionBoundary",

"cam:ListAttachedRolePolicies"

1
"effect": "allow",

"resource": "*"

I

"version": "2.0"

}
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HLSTHARSS

WSnARSS

SERTE SR

EIEEFATE: 2024-03-27 09:30:06

B3 (18X) ASRHEASRSTEN, SAFEGERESDTEDHNRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER

CAMAHF=Z3Z =) =b =) =E-id) fAeHE
SERY LA TRTC_QCSLinkedRoleInCOSAccess IRSBHEXAE cosaccess.trtc.cloud.tencent.com
SERT ST TRTC_QCSLinkedRolelntrtcCloudRecording IRSBHEXAE trtccloudrecording.trtc.cloud.tencent.com

TRTC_QCSLinkedRoleInCOSAccess

{EBIAR: TRTCIEMAEcos
IBRERE

- $REEETR: QcloudAccessForTRTCLinkedRoleInCOSAccess
- REEAE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cos:DeleteBucket",
"cos:PutBucket",
"cos:GetBucket",

"cos:PutObjectCopy",

"cos:DeleteObject",

"cos:PostObject"”,
"cos:PutObject",
"cos:GetBucketOrigin",
"cos:GetObject",
"cos:DeleteBucketOrigin",
"cos:AppendObject"

Il

"resource": "*"

TRTC_QCSLinkedRolelntrtcCloudRecording

ERER: LRIAGHIEEIA (TRTC) RSIEXASR, ZAGEAEXKRENIIREERGIEHEMZIRSER.
AU BRERRE

« $RBEETR: QcloudAccessForTRTCLinkedRolelnCloudRecording
- KBRS

{

"version": "2.0",

"statement": [

{
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"action": [

"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:OptionsObject”,
"cos:ListParts",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject"”,
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",

"cos:AbortMultipartUpload",

"cos:AppendObject"
Il

"resource": "*"

"effect": "allow"
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TRE

mIEEFATE: 2024-03-27 09:30:06

BES%s (18X ) ABRHERZRSHMEN, SAFEREHNRSITEDHRESEXASNAFRERETHERE. FENEREESEXASHERGRRBXUR
SEREER.

CAMAHF=RE )=k ] ==bsis B
E=t VOD_LogToCLS RSEXAE logtocls.vod.cloud.tencent.com
=B VOD_QCSLinkedRolelnHosting RSHEXAE coshosting.vod.cloud.tencent.com
=t VOD_QCSLinkedRoleInManageSSL Certificates RSBHEXAE managesslcertificates.vod.cloud.tencent.com
VOD_LogToCLS
CEFRIGR: HEIABHIERE (VOD) RSEXAS, ZABKEEXKERISIRERERBENEM RS ER.
PR
« 3REEETR: QcloudAccessForVODLogToCLS
- REERA:

{

"version": "2.0",
"statement": [

{

"action": [

"cls:pushLog",

"cls:listLogset",
"cls:getLogset",
"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:deleteTopic",
"cls:createlLogset",
"cls:modifyLogset",
"cls:deleteLogset",
"cls:getindex",
"cls:modifylndex",
"cls:Createlndex"
Il

"resource": "*",

"effect": "allow"

VOD_QCSLinkedRolelnHosting

AR YFABAESE (VOD) RSIEXAS, ZAGSECXKRBIIREERAENEM=IRSER.
A BREFRE

« %BEEMR: QcloudAccessForVODLinkedRolelnHosting
. REERE:

{

"version": "

"statement": [
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"action": [

"cos:GetService",
"cos:GetBucket",
"cos:HeadBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject"”,
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:OptionsObject",
"cos:PostObjectRestore",
"cos:PutObjectACL",
"cos:GetObjectACL",
"cos:PutObjectTagging",
"cos:GetObjectTagging",
"cos:DeleteObjectTagging",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts"

Il

"resource": "*",

"effect": "allow"

VOD_QCSLinkedRoleInManageSSL Certificates

ERIAR: RIABHIERHE (VOD) RSEXAS, ZABKECXIKERISIREERBENEMIRSER.
A BRERRE

- $REERETR: QcloudAccessForVODLinkedRolelInManageSSL Certificates
. REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

I

"action": [
"ssl:UploadCertificate",
"ssl:DescribeCertificates",
"ssl:DescribeCertificateDetail"
I

}
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RixabiE
MAZ=ER

EIEEHATE: 2024-03-27 09:29:43
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& BT s

Rss (18X) ASRHAERZRSTEN, SRAFEGENRESDTEDHRRSEXAGHAPERETHDRE. FXUNTEREGRSEXASHERERRIBXIUR
SRREMER

CAMAHF=RE RSN i) =ESidl AeHE

MAZ=ESR CAR_QCSLinkedRolelnCloudStorage RSBHEXAE cloudstorage.car.cloud.tencent.com

CAR_QCSLinkedRolelnCloudStorage

ERAR: RIRBHINARIER (CAR) RSEXAER, ZABEECXHERBIIIREENSHSNEMZRSER.
A BRERRE

- $REEZTR: QcloudAccessForCARLinkedRolelnCloudStorage
- REERE:

{

"statement": [

{

"action": [

"cos:PutObject",
"cos:InitiateMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:UploadPart",

"cos:CompleteMultipartUpload",

"cos:AbortMultipartUpload",

"cos:HeadObject",
"cos:GetObject"

Il

"effect": "allow",
"resource": "*"

}

Il

"version": "2.0"

}
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$
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B
=RE

RIEEHATE: 2024-03-27 09:29:49

BESS (18X) ABRHER=REHEN, SMFSRNEHNRSITEDHRESEXASNEPERETHERE. FENTEREESEXASNERGRRBXINIR
SRREMER

CAMPF=@E ABEM pzj<E-Sic] p:z1<<E=

p~N-=—11:1) CVD_QCSLinkedRolelnEIP RSBHEXAE eip.cvd.cloud.tencent.com

=EH CVD_QCSLinkedRolelnVPC RSEXAE vpc.cvd.cloud.tencent.com

=EH CVD_QCSLinkedRolelnSubnet RSBHEXAE subnet.cvd.cloud.tencent.com
=EH CVD_QCSLinkedRolelnNatGateway RSHEXAG natgateway.cvd.cloud.tencent.com
p~-11:1) CVD_QCSLinkedRolelnRouteTable RSEXAE routetable.cvd.cloud.tencent.com

CVD_QCSLinkedRolelnEIP

ERiER: piAekzsm (CVD) RBEXAR, ZABSECSXBREINIUREERFISNE=RS TR,
A BRERRE

- $REEETR: QcloudAccessForCVDLinkedRolelnEIP
- REERE:

{

"statement": [

{

"action": [

"cvm:AllocateAddresses",
"cvm:ReleaseAddresses",
"vpc:DescribeTaskResult",
"cvm:DescribeAddresses",
"cvm:ModifyAddressesBandwidth"
Il

"effect": "allow",
"resource": "*"

}

I

"version": "2.0"

}

CVD_QCSLinkedRolelnVPC

ERER: YEAeA=SE (CVD)RSEXAS, ZABKECXBRIRNIRERRLDENEM RS SR
AU PRERRE

« 3RBERZFR: QcloudAccessForCVDLinkedRolelnVPC
- REEAE:

{

"statement": [

{

"action": [

"vpc:DescribeVpcs",

"vpc:DescribeVpcEx"
Il
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"effect": "allow",
"resource": "*"

)

1

"version": "2.0"

}

CVD_QCSLinkedRolelnSubnet

ERER: Lpifmelhzsm (CVD)RSEXAR, ZABSESXBRIEINIUREERNIH SN E=RS TR,
A BRERRE

- $REEETR: QcloudAccessForCVDLinkedRolelnSubnet
. REERE:

{

"statement": [

{

"action": [
"vpc:DescribeSubnets",
"vpc:DescribeSubnetEx"
Il

"effect": "allow",
"resource": "*"

}

Il

"version": "2.0"

}

CVD_QCSLinkedRolelInNatGateway

ERIAR: Lpifel=RE (CVD) RSEXAE, ZABEECSXBREINIIREE RIS EZRS TR,
A BRERRE

- HBE/TR: QcloudAccessForCVDLinkedRolelnNatGateway
- REEAE:

{

"statement": [

{

"action": [
"vpc:InquiryPriceNatGateway",
"vpc:CreateNatGateway",
"vpc:DeleteNatGateway",
"vpc:DescribeNatGateways",
"vpc:AssociateNatGatewayAddress",
"vpc:DisassociateNatGatewayAddress",
"cvm:ModifyAddressesBandwidth"

Il

"effect": "allow",

"resource": "*"

}

Il

"version": "2.0"

}

CVD_QCSLinkedRolelnRouteTable
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AR LRIRBA=SEE (CVD) RSHEXAS, ZABKECKKERINURERRLDENEM RS ER.
A BRERRE

« $REEEFR: QcloudAccessForCVDLinkedRolelnRouteTable
- REEAA:

{

"statement": [

{

"action": [
"vpc:CreateRouteTable",
"vpc:DeleteRouteTable",
"vpc:DescribeRouteTables",
"vpc:DeleteRoutes",
"vpc:CreateRoutes",

"vpc:DescribeRouteTable",

"vpc:CreateRoute"

I

"effect": "allow",

"resource": "*"
}
Il
"version": "2.0"

}
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zZE

RELZE

DDoS BiiFR
BEEHATE: 2024-03-27 09:29:41

IRss (18X) ASRHERSRSTEN, SAFEGENRESDTEDHRRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXUR
SRREMER

CAMAF=Z3Z ABEN pz] =B BeHE
DDoS 5P AntiDDoS_QCSLinkedRolelnSafeEip RSEXAG safeeip.antiddos.cloud.tencent.com
DDosS iR Antiddos_QCSLinkedRolelnLogDelivery [RSEXAE logdelivery.antiddos.cloud.tencent.com

AntiDDoS_QCSLinkedRolelnSafeEip

GEFRIAR: ZiRifAEJIDDoSkEF (AntiDDoS ) IRBHEXAS, ZAGBSECRKERISIRERERBNENEMRIRS TR
A BRERRE

- $REEETR: QcloudAccessForAntiDDoSLinkedRolelnSafeEip
- REERE:

{

"version": "2.0",
"statement": [

{
"effect": "allow",

"action": [

"cvm:DescribeAddresses",
"cvm:ModifyAddressAttribute”

I

"resource": [

nxn

]
}
]
3

Antiddos_QCSLinkedRolelnLogDelivery

fEFtER: ZRIAEADDOS B (Anti-DDoS) RSBHEXASR, ZABKECXKRBINIREENTZNEBERSER.
AU BREFRE

« HEEFR: QcloudAccessForAntiddosLinkedRolelnLogDelivery
. RIBRA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:pushLog",
"cls:searchLog",
"cls:listLogset",

"cls:getLogset",

"cls:listTopic",
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"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:deleteTopic",
"cls:createLogset",

"cls:modifyLogset",

"cls:deleteLogset",

"cls:downloadLog",
"cls:getindex",
"cls:modifylndex",
"cls:Createlndex"
Il

"resource": "*"
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BEREMEEST EO

mIEEFATE: 2024-03-27 09:30:04

RS (18x) ABRHERZRSTMEN, SAFERNEHENRSITEDHRESEXASNARERETHERE. FENEREESEXASHERGRRBXUR
SRREER.

CAMHF=@E ABEM AEBKE A

BERLSIMEFES EO TEO_QCSLinkedRolelnCertlist RSSEXAE certlist.teo.cloud.tencent.com
BEZREMEES EO TEO_QCSLinkedRolelnUpstreamgw IRSSEXAE upstreamgw.teo.cloud.tencent.com
WERLSIMEFES EO TEO_QCSLinkedRolelnRealTimeLogCLS IRS3EXAE realtimelogcls.teo.cloud.tencent.com

TEO_QCSLinkedRolelnCertlist

AR YRIABRLERLIETS (TEO) RSEXASR, ZAGBEECXKRBINIIREENTIZNEBZRSER.
AU BRERRE

« 3REEETR: QcloudAccessForTEOLinkedRolelnCertlist
- REEAA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"resource": [

nxgn

1
"action": [

"ssl:DescribeCertificate",
"ssl:DescribeCertificateDetail",
"ssl:DescribeCertificates",
"ssl:DownloadCertificate",
"ssl:ModifyCertificateAlias",
"ssl:UploadCertificate"

TEO_QCSLinkedRolelnUpstreamgw

CEFRIZR: LRIABHNERLMETFA EO (teo) RBEXAG, ZABKECXKERIIIREENHENEMEIRS R,
UBREFRE

- HIEEFR: QcloudAccessForTEOLinkedRolelnUpstreamgw
- REBRA:

{
"statement": [
{

"action": [

"vpc:DescribeVpcs",

"vpc:DescribeSubnets"

I

"effect": "allow",

"resource": [

WRIFRE: BRRITE (bR ) ARSEEAE 5£74 #1563



& BT -

"version": "2.0"

}

TEO_QCSLinkedRolelnRealTimeLogCLS

EFRIAR: RIABHINERLMEFE (TEO) RSEXAS, ZABKECXKERISIRERERBNENEMRIRS TR,
A BRERRE

- $REEZTR: QcloudAccessForTEORealTimeLogCLS
- REERE:

{

"version": "2.0",
"statement": [

{

"action": [
"cls:pushLog",
"cls:searchLog",
"cls:listLogset",
"cls:getLogset",
"cls:listTopic",
"cls:getTopic",
"cls:createTopic",
"cls:modifyTopic",
"cls:deleteTopic",
"cls:createLogset",

"cls:modifyLogset",

"cls:deleteLogset",

"cls:downloadLog",
"cls:getindex",
"cls:modifylndex",
"cls:Createlndex"
1,

"resource": "*",

"effect": "allow"
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NAZE
Web RiFEB5XIE

EIEEHATE: 2024-03-27 09:30:07

BIB9S (18X ) ABRHER=RSHEN, SAFSRNEENRSIITEDHRESEXASNBEFERETHERE. FENEREESEXASNERGRRBXINR
SRREMER.

CAMHF=mE ABSMN ) =E Sl fReHE

Web RiFF5 XS WAF_QCSLinkedRoleInCLS [RSEXAE cls.waf.cloud.tencent.com
Web RZFIB5X % WAF_QCSLinkedRolelnAccess RSEXAE access.waf.cloud.tencent.com
Web RzRBAAXEE WAF_QCSLinkedRolelnCKafka RSSHEXAE ckafka.waf.cloud.tencent.com

WAF_QCSLinkedRoleInCLS

fERtER: LRIMEAWebRMA KR (WAF) RSEXAS, ZABBESXKERIURERNLRSNEMERS TR,
A BRERRE

- HEEZTR: QcloudAccessForWAFLinkedRoleInCLS
. RIBRA:

{

"version": "2.0",
"statement": [

{

"action": [
"cls:getLogset",
"cls:listLogset",
"cls:getTopic",
"cls:listTopic",
"cls:UploadLog",
"cls:SearchLog",
"cls:searchLog",
"cls:pushLog",
"cls:pullLogs",
"cls:GetLog",
"cls:CreatelLogset",
"cls:createLogset",

"cls:CreateTopic",

"cls:createTopic",

"cls:Createlndex",
"cls:Modifylndex",
"cls:modifylndex",
"cls:Describelndex",
"monitor:GetMonitorData"
Il

"resource": "*",

"effect": "allow"

WAF_QCSLinkedRolelnAccess
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GEFRIGR: LRIABRIWebRMAMKE (WAF) RSEXAS, ZABKECXKRBNSIREERLENEM SRS ER.
AU BRERRE

« 3REEETR: QcloudAccessForWAFLinkedRolelnAccess
- REEAA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"dnspod:*",

"ssl:x",

"clb:*",

"vpc:DescribeAddress",
"vpc:CreateAddress",
"cvm:DescribeSecurityGroups",
"cvm:CreateSecurityGroupPolicy",
"cvm:CreateSecurityGroup",
"cvm:DescribeSecurityGroupPolicys",
"cvm:Describelnstances”,
"cvm:AssociateSecurityGroups",
"cvm:ModifylnstancesAttribute"

Il

"resource": [

nxgn

]
}
]
}

WAF_QCSLinkedRoleInCKafka

fERtER: LRIAEAWebRMA AR (WAF) RSEXAS, ZABKESXKRRIURERNLRSNEMERS TR,
A PREFRE

« HEEBIR: QcloudAccessForWAFLinkedRolelnCKafka
- RIBRA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"resource": [

Il

"action": [
"ckafka:DescribelnstanceAttributes”,
"ckafka:DescribeTopicAttributes",
"ckafka:DescribeUser",
"ckafka:GetlnstanceAttributes",
"ckafka:GetTopicAttributes",
"ckafka:DescribeTopicDetail",
"ckafka:GetInstanceAttributes”,
"ckafka:GetTopicAttributes",

"ckafka:Describelnstances",
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"ckafka:DescribelnstancesDetail",
"ckafka:DescribeRoute",
"ckafka:DescribeTopic",
"ckafka:ListRoute",
"ckafka:ListTopic",

"monitor:GetMonitorData"

]
}
]
}
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HiERe
E2H
EIEEHATE: 2024-03-27 09:29:50

BESS (18X ) ABRHER=RSHEN, SRFERNEENRSITEDHRESEXASNEPERETHERE. FENEREESEXASHERGRRABXINR
SRREMER

CAMHF=mE AesR AeaxR pzlzcE=ae S

E21 DASB_QCSLinkedRolelnUserasset RSEXAE userasset.dasb.cloud.tencent.com

DASB_QCSLinkedRolelnUserasset

EFiAR: ZpiMmeRE2M (DASB) RSEXAS, ZABKECXKERINSIRERRBENEMRIRS TR
A BRERRE

- $REEETR: QcloudAccessForDASBLinkedRolelnUserasset
- REERE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"cvm:Describelnstances",
"cvm:DescribelnstancesStatus",
"cdb:DescribeDBlInstances",
"sqlserver:DescribeDBlInstances",
"cynosdb:Describelnstances",
"cynosdb:DescribeClusters",
"mariadb:DescribeDBInstances”,
"postgres:DescribeDBInstances",
"redis:Describelnstances",
"mongodb:DescribeDBInstances",
"vpc:CreateVpcEndPoint",
"vpc:DescribeVpcEndPoint",
"vpc:DeleteVpcEndPoint",
"dcdb:DescribeDCDBInstances”,
"ckafka:Describelnstances",
"ckafka:DescribelnstancesDetail",
"ckafka:DescribelnstanceAttributes",
"ckafka:DescribeTopic",
"ckafka:DescribeTopicDetail",
"ckafka:DescribeRoute",
"ckafka:CreateRoute"

I

"resource": [

nxn

]
3
]
}
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HIERZ2HIT

EIEEFATE: 2024-03-27 09:29:44

BE9%s (18x) ABRHERZRSHMEN, SAFERNEHNRSITEDHRESEXASNARERETHERE. FENEREESEXASHERGRRBXUR
SRREER.

CAMAI=G@& )=kt ] b meHE

HiERLHIT CDS_QCSLinkedRolelnAudit RSEXAE audit.cds.cloud.tencent.com

CDS_QCSLinkedRolelnAudit

EFRIAR: LRiABIHIERLHEIT (CDS) RSEXAS, ZABEESXFERBITIREENISISNEBERSER.
A BRERRE

- $REEZTR: QcloudAccessForCDSLinkedRolelnAudit
. REERE:

{

"version": "2.0",

"statement": [

{

"action": [

"cvm:Describelnstances",
"clb:CreateLoadBalancer",
"clb:DeleteLoadBalancer",
"clb:CreatelListener",
"clb:DescribeListeners",
"clb:DeletelListener",
"clb:DeleteLoadBalancerListeners",
"clb:RegisterTargets",
"clb:DeregisterTargets",
"vpc:CreateVpcEndPointService",
"vpc:DescribeVpcEndPointService",
"vpc:ModifyVpcEndPointServiceAttribute",
"vpc:DeleteVpcEndPointService",
"vpc:CreateVpcEndPointServiceWhiteList",
"vpc:DescribeVpcEndPointServiceWhiteList",
"vpc:DeleteVpcEndPointServiceWhitelList",
"vpc:EnableVpcEndPointConnect",
"vpc:CheckVpcEndPointServiceExist",
"vpc:CreateVpcEndPoint",
"vpc:DescribeVpcEndPoint",
"vpc:ModifyVpcEndPointAttribute",
"vpc:DeleteVpcEndPoint",
"vpc:DeleteVpcEndPointAndServiceAll",
"vpc:DescribeSubnetEx",
"cdb:DescribeDBRoutes",
"cdb:DescribeDBlInstances",
"mariadb:DescribeDBInstances”,
"sqlserver:DescribeDBlInstances",
"postgres:DescribeDBInstances”,
"redis:Describelnstances",
"mongodb:DescribeDBInstances",
"dcdb:DescribeDCDBInstances",
"sms:SendSms",
"tat:DescribeAutomationAgentStatus”,

"tat:RunCommand",
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"tat:Describelnvocations",
"tat:DescribelnvocationTasks",
"ckafka:Describelnstances",
"ckafka:DescribelnstancesDetail",
"ckafka:DescribelnstanceAttributes",
"ckafka:DescribeTopic",
"ckafka:DescribeTopicDetail",
"ckafka:DescribeRoute",

"ckafka:CreateRoute",

"cynosdb:DescribeClusters",

"cynosdb:Describelnstances"
Il
"resource": "*"

"effect": "allow"
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SRR

EIEEFRATE: 2024-03-27 09:29:44

BEgs (18X ) ABRHERZRSHMEN, SAFEREHNRSITEDHRESEXASNARERETHERE. FENEREESEXASHERGRRBAXIR
SRREER.

CAMAI=G@& )=k faBsR faeHE

RS Cdsmask_QCSLinkedRolelnAssets [RSEXAE assets.cdsmask.cloud.tencent.com

Cdsmask_QCSLinkedRolelnAssets

GEFRIAR: LRIABRHHIERS (Cdsmask) RSEXAS, ZABKEEXKREISIREERIBNENEMRIRS TR,
A BRERRE

- $EEERETR: QcloudAccessForCdsmaskLinkedRolelnAssets
- REEAE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cdb:DescribeDBRoutes",

"cdb:DescribeDBlInstances",

"mariadb:DescribeDBInstances",

"sqlserver:DescribeDBlInstances",
"postgres:DescribeDBInstances”,
"cvm:Describelnstances"

Il

"resource": [

nxn
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Z2IRSS
Z2HERS

EIEEHATE: 2024-03-27 09:29:58

BES%S (18X) ABRHER=RSHEN, SAFERNEENRSITEDHRESEXASNBEFPERETHERE. FENEREESEXASHERGRRBXNR
SRREMER

CAMHF=mE ABSMN AERkR pc]2E=37 3

RERERS MSS_QCSLinkedRolelnAuth [RSEXAE auth.mss.cloud.tencent.com

MSS_QCSLinkedRolelnAuth

CEER: LAIABHRLIEERS (MSS) RSHEXAR, ZABEECXKRERINIIREERILDENEMZRS R,
A BRERRE

- $REEETR: QcloudAccessForMSSLinkedRolelnAuth
. REERE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"cvm:DescribeAddresses",
"cvm:Describelnstances",
"cvm:DescribelnstancesStatus",
"vpc:DescribeVpcEx",
"vpc:DescribeNatGateways",
"vpc:DescribeVpnGw",
"clb:DescribeLoadBalancers”,
"bm:DescribeDevices",
"antiddos:DescribeResourcelList",
"waf:*",

"cfwx",

"wss:CertGetList",

"yunjing:*",
"cvm:Describelnstances",
"cvm:DescribelnstancesStatus”,
"cvm:DescribeAddresses",
"vpc:DescribeVpcEx",
"vpc:DescribeNatGateways",
"vpc:DescribeVpnGw",
"clb:DescribelLoadBalancers",
"dcdb:DescribeDCDBInstances",
"cos:GetBucketPolicy",
"cos:GetService",
"cos:GetBucketACL",
"es:Describelnstances",
"emr:Describelnstances",
"cvm:DescribeAutoSnapshotPolicies",
"cvm:DescribeCbsStorages",
"postgres:Describe*",
"postgres:Inquiry*",
"antiddos:Describe*",

"cwp:Describe*",
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"cwp:Export*",

"cwp:Check*",

"cos:GetBucketReferer",
"cos:GetBucketLogging",
"cos:GetBucketEncryption",
"cos:GetBucketReplication",
"cos:GetBucketPolicy",
"cdb:DescribeDBlInstances”,
"mariadb:DescribeDBlInstances",
"redis:Describelnstances",
"postgres:DescribeDBInstances",
"dcdb:DescribeDCDBInstances",
"cynosdb:DescribeClusters",
"cynosdb:DescribeClusterDetail",
"emr:Describelnstances”,
"emr:DescribelnstancesList",
"tke:DescribeClusters",
"tke:DescribeClusterAuthenticationOptions",
"tke:DescribeEKSContainerinstances",
"cvm:DescribeDiskAssociatedAutoSnapshotPolicy",
"cvm:DescribeSecurityGroups",
"cvm:DescribeDiskAssociatedAutoSnapshotPolicy",
"vpc:DescribeAddressTemplates",
"vpc:DescribeAddressTemplateGroups",
"tse:DescribeSREInstances",
"tse:DescribeSREInstanceAccessAddress",
"monitor:GetMonitorData",

"tcss:Describe*”,

"tcss:Export*!

1,

"resource": [

nxn

I
}
I
3
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KEUE
BB
2%1% MapReduce

ERIEEFRATE: 2024-03-27 09:29:52

B3 (18X) ASRHERSRSTEN, SAFEGENRESDTEDHRRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER

CAMAF= RS =k ) =B RBHE

#EMapReduce EMR_QCSLinkedRolelnApplicationDataAccess RSEXAG applicationdataaccess.emr.cloud.tencent.com

EMR_QCSLinkedRolelnApplicationDataAccess

SERGR: Zpifs&kiEitMapReduce (EMR)IRSEXAE, ZABSECXHERBIITIREENILDSNEMZRSER.
ASUBRLER R

- HBEETFR: QcloudAccessForEMRLinkedRolelnApplicationDataAccess
- RIERA:

{

"version": "2.0",
"statement": [

{

"action": [
"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject",
"cos:HeadObject",
"cos:OptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject"”,
"cos:PutObject",
"cos:InitiateMultipartUpload",

"cos:UploadPart",

"cos:UploadPartCopy",

"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:AppendObject",
"cos:HeadBucket",
"cos:RenameObject”,
"cos:TruncateObject",
"cos:PutSymlink",
"cos:GetSymlink"

Il

"resource": "*",

"effect": "allow"
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Elasticsearch Service

EIEEFATE: 2024-03-27 09:29:52

BE%S (18x) ABRHERZRSHMEN, SAFERNEHNRSITEDHRESEXASNAFRERETHERE. FENEREESEXASHERGRRBXUR
SRREER.

CAMHF=@E ABSMN pz1 =S paz1z:E=4

Elasticsearch Service ES_QCSLinkedRolelnAccessCos RSZSEXAE acesscos.es.cloud.tencent.com
Elasticsearch Service ES_QCSLinkedRolelnDatalmport RSHExXAE dataimport.es.cloud.tencent.com
Elasticsearch Service ES_QCSLinkedRolelnBeatsCollector RSHEXAS beatscollector.es.cloud.tencent.com

ES_QCSLinkedRolelnAccessCos

ERER: LRIAEGANRIRS (ES) RSIEXAS, ZAGEEEXKRENIREERHEHEBZIRSER.
AU PREFRE

- $REEETR: QcloudAccessForEsLinkedRolelnCosAcess
- REEAE:

{
"statement": [
{

"action": [

"cos:GetBucket",

"cos:HeadBucket",
"cos:GetObject",

"cos:HeadObject",

"cos:PutObject",
"cos:PostObject"”,
"cos:InitiateMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:UploadPart",
"cos:CompleteMultipartUpload",
"cos:DeleteObject",
"cos:DeleteMultipleObjects"
Il

"effect": "allow",

"resource": "*"

}

Il

"version": "2.0"

}

ES_QCSLinkedRolelnDatalmport

GEFRIAR: LiEIFAER Elasticsearch Service (ES) IRSIEXAE, ZAGEECXBERBIIRBERNILDSHEBERSER.
A BRERRE

+ %BEEMR: QcloudAccessForESLinkedRolelnDatalmport
- HREERA:

{

"version": "2.0",

"statement": [

{
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"action": [
"ckafka:DescribelnstancesDetail",
"ckafka:Describelnstances",
"ckafka:CreateTopic",
"ckafka:DescribeTopicDetail",
"ckafka:DescribeTopic",
"ckafka:DescribeRoute",
"ckafka:CreateDatahubTopic",
"ckafka:DescribeDatahubTopic",
"ckafka:CreateConnectResource",
"ckafka:DescribeConnectResource",
"ckafka:CreateDatahubTask",
"ckafka:DescribeDatahubTask",
"tat:RunCommand",
"tat:Describelnvocations",
"tat:DescribeAutomationAgentStatus",
"tke:DescribeClusters",
"tke:DescribeClusterReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"ckafka:DeleteDatahubTopic",
"ckafka:DeleteConnectResource",
"ckafka:DeleteDatahubTask",
"ckafka:DeleteDatahubGroup",
"ckafka:ModifyGroupOffsets",
"ckafka:ModifyDatahubResource",
"cvm:Describelnstances",
"emr:DescribeClusterLoglnfo",
"emr:NotifyEmr"

Il

"resource": "*",

"effect": "allow"

ES_QCSLinkedRolelnBeatsCollector

ERER: HRiABA Elasticsearch Service (ES) RSHEXAE, ZABKECXBRBHSREERADENEMEZRS ZEE.
IUBREEE

- HEEZTR: QcloudAccessForESLinkedRolelnBeatsCollector
- RIBRA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"tat:RunCommand",
"tat:Describelnvocations",
"tat:DescribeAutomationAgentStatus”,
"tke:DescribeClusters”,

"tke:DescribeClusterReleases",
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"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CancelClusterRelease",
"cvm:Describelnstances",
"emr:DescribeClusterLoginfo",
"emr:NotifyEmr"

Il

"resource": [

nkn

]
3
]
}
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BH=#iEeRE TCHouse-P

EIEEFATE: 2024-03-27 09:29:45

BESs (18X ) ABRHERZRSHEN, SAFEREHNRSITEDHRESEXASNAFRERETHERE. FENEREESEXASNERGRRAXUR
SRREER.

CAMH=52E p:z1=E=4 o 2] =ESid] fAaHE
BA=EIEEE TCHouse-P CDWPG_QCSLinkedRolelnPGCOS RSHEXAE pgcos.cdwpg.cloud.tencent.com

BR=IEEE TCHouse-P CDWPG_QCSLinkedRolelnPGKMS IRSHEXAE pgkms.cdwpg.cloud.tencent.com

CDWPG_QCSLinkedRoleInPGCOS

SERtER: LRIABAZEIREHE PostgreSQL (CDWPG) IRSBIAXAS, ZAGBEACXKRENIIREENIGZNEBZRSER.
AU PRERRE

- HEEBIR: QcloudAccessForCDWPGLinkedRoleInPGCOS
o RIERA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [
"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",
"cos:GetBucketEncryption",
"cos:GetBucketlIntelligentTiering",
"cos:GetBucketinventory",
"cos:GetBucketLifecycle",
"cos:GetBucketLocation",
"cos:GetBucketLogging",
"cos:GetBucketNotification",
"cos:GetBucketObjectVersions",
"cos:GetBucketOrigin",
"cos:GetBucketPolicy",
"cos:GetBucketReferer",
"cos:GetBucketReplication",
"cos:GetBucketTagging",
"cos:GetBucketVersionAcl",
"cos:GetBucketVersioning",
"cos:GetBucketWebsite",
"cos:GetObject",
"cos:GetObjectACL",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:GetObjectTagging",
"cos:GetObjectVersionAcl",
"cos:GetService",
"cos:HeadBucket",
"cos:HeadObject",
"cos:ListMultipartUploads",
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"cos:ListParts",
"cos:OptionsObject”,
"cos:AppendObject",
"cos:CompleteMultipartUpload",
"cos:InitiateMultipartUpload",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutBucket",
"cos:PutBucketEncryption",
"cos:PutBucketintelligentTiering",
"cos:PutBucketinventory",
"cos:PutBucketLifecycle",
"cos:PutBucketLogging",
"cos:PutBucketReplication",
"cos:PutBucketVersioning",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PutObjectTagging",
"cos:UploadPart",
"cos:UploadPartCopy",
"chdfs:DescribeMountPoint",
"chdfs:DescribeFileSystem",
"chdfs:DescribeAccessGroups",
"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",
"chdfs:CreateAccessGroup",
"chdfs:CreateAccessRules”,
"chdfs:AssociateAccessGroups",
"chdfs:DisassociateAccessGroups",
"chdfs:DeleteAccessGroup",
"chdfs:DeleteAccessRules",
"chdfs:DescribeFileSystems",
"chdfs:DescribeMountPoints"

Il

"resource": [

nkn

]
3
]
}

CDWPG_QCSLinkedRoleInPGKMS

GEFRIAR: LRiAEREA=EECE TCHouse-P(CDWPG)IRSIEXAE, ZABISHESXBRIEINIRERNISNEBZRS TR,
A BRERRE

- $REEETR: QcloudAccessForCDWPGLinkedRoleInPGKMS
- KEEAE:

{

"version": "2.0",
"statement": [

{

"action": [
"kms:ListKeyDetail",

"kms:CreateKey",
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"kms:GenerateDataKey",

"kms:Decrypt",

"kms:BindCloudResource",
"kms:UnbindCloudResource"
Il

"resource": "*"

"effect": "allow"
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EIEEFATE: 2024-03-27 09:29:51

BE%s (18%) ABRHERZRSHMEN, SAFEREHNRSITEDHRESEXASNARERETHERE. FENEREESEXASHERGRRBXUR
SRREER.

CAMAI=G@& RBEM z] b e

HUE#RITE Data Lake Compute  DLC_QCSLinkedRoleInCheckDLCResource  [ER$S#EXAE®  checkdlcresource.dlc.cloud.tencent.com

DLC_QCSLinkedRoleInCheckDLCResource

GEFRIAR: LRifEREIERITHE Data Lake Compute (DLC) IRBHEXAS, ZABSEEXBREISIREERHIENEMZRSER.
A BRERRE

- $EEEETR: QcloudAccessForDLCLinkedRolelnCheckDLCResource
- REEAE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cos:GetService",

"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject*",

"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:OptionsObject",

"cos:ListParts",

"cos:DeleteObject",

"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:DeleteMultipleObjects",
"cos:AppendObject",
"cos:HeadBucket",
"vpc:DescribeRouteTable",
"vpc:CreateRoute",
"vpc:AcceptVpcPeeringConnection",
"vpc:CreateVpcPeeringConnectionEx",
"vpc:CreateVpcPeeringConnection",
"vpc:DeleteVpcPeeringConnection”,
"vpc:DeleteVpcPeeringConnectionEx",
"vpc:AcceptVpcPeeringConnectionEx",
"vpc:DescribeVpcPeeringConnections",
"cloudaudit:DescribeEvents",
"cos:GetBucket*",

"cos:PutBucket*",
"cos:DeleteBucket*",

"cos:RenameObject",
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"monitor:GetMonitorData",
"chdfs:DescribeMountPoint",
"chdfs:DescribeFileSystem",
"chdfs:DescribeAccessGroups",
"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",
"chdfs:CreateAccessGroup",
"chdfs:CreateAccessRules",
"chdfs:AssociateAccessGroups",
"chdfs:DisassociateAccessGroups",
"chdfs:DeleteAccessGroup",
"chdfs:DeleteAccessRules",
"vpc:DescribeAssistantCidr",
"vpc:DescribeVpcEx",
"chdfs:DescribeMountPoints",
"oceanus:DescribeWorkSpaces",
"oceanus:DescribeClusters",

"oceanus:DescribeCHDFSAccessGroups",

"oceanus:CreateCHDFSAccessGroup",

"vpc:DescribeVpcEndPoint",
"vpc:CreateVpcEndPoint",
"vpc:DeleteVpcEndPoint"

Il

"resource": "*"
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@ H% i:H.E BRI EE
Bil=#EE€E TCHouse-C

EIEEFATE: 2024-03-27 09:29:45

BE%s (18%) ABRHERZRSHMEN, SAFERNEHNRSITEDHRESEXASNAFRERETHERE. FENERERESEXASHERGRRBXUR
SRREER.

CAMHF=52E p:z1=E=4 =] =ESid] pz] K270
BR=&IEEE TCHouse-C CDWCH_QCSLinkedRoleInCKCOS RBEXAE ckcos.cdwch.cloud.tencent.com

B =EEEE TCHouse-C CDWCH_QCSLinkedRoleInCKLOGSHOW RBEXAE cklogshow.cdwch.cloud.tencent.com

CDWCH_QCSLinkedRoleInCKCOS

EFRIGR: LRIABRIEHIEEE ClickHouse (CDWCH ) IRBIEXAS, ZABISEEXKRIEIIRERRHNENEMZIRSER.
A BRERRE

- HEEBTR: QcloudAccessForCDWCHLinkedRoleInCKCOS
- RIBRA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [
"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",
"cos:GetBucketEncryption",
"cos:GetBucketlIntelligentTiering",
"cos:GetBucketinventory",
"cos:GetBucketLifecycle",
"cos:GetBucketLocation",
"cos:GetBucketLogging",
"cos:GetBucketNotification",
"cos:GetBucketObjectVersions",
"cos:GetBucketOrigin",
"cos:GetBucketPolicy",
"cos:GetBucketReferer",
"cos:GetBucketReplication",
"cos:GetBucketTagging",
"cos:GetBucketVersionAcl",
"cos:GetBucketVersioning",
"cos:GetBucketWebsite",
"cos:GetObject",
"cos:GetObjectACL",
"cos:GetObjectTagging",
"cos:GetObjectVersionAcl",
"cos:GetService",
"cos:HeadBucket",
"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:OptionsObject”,

WRIFRE: BRRITE (bR ) ARSEEAE 5894 #1563,




IBEEE

"cos:AppendObject",
"cos:CompleteMultipartUpload",
"cos:InitiateMultipartUpload",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutBucket",
"cos:PutBucketEncryption",
"cos:PutBucketintelligentTiering",
"cos:PutBucketinventory",
"cos:PutBucketLifecycle",
"cos:PutBucketLogging",
"cos:PutBucketReplication",
"cos:PutBucketVersioning",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PutObjectTagging”,
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:DeleteMultipleObjects",
"cos:DeleteObject",
"cos:GetVodPlayList",
"cos:DeleteObjectTagging"

I

"resource": [

nxn

]
}
]
}

CDWCH_QCSLinkedRoleInCKLOGSHOW

CEFRIGR: LRIABRIEHIEEE ClickHouse (CDWCH ) IRBIEXAS, ZABISEEXKRIEIIRERRIHIENEMZIRSER.
A PRERRE

« HBEBR: QcloudAccessForCDWCHLinkedRoleInCKLOGSHOW
- RIBRA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cls:DescribeConfigs",
"cls:Describelndex",
"cls:DescribeMachines",
"cls:GetAccount",
"cls:DescribeTopics",
"cls:GetLog",
"cls:SearchLog",
"cls:getConfig",
"cls:getConsumerGroupCursor",
"cls:getCursor",
"cls:getindex",
"cls:getLogset",

"cls:getMachineGroup”,
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"cls:getMachineStatus",
"cls:getShipper",
"cls:getTopic",
"cls:searchLog",
"cls:ShowContext",
"cls:ApplyConfigToMachineGroup",
"cls:CreateConfig",
"cls:Createlndex",
"cls:CreatelLogset",
"cls:CreateMachineGroup",
"cls:CreateTopic",
"cls:Deletelndex",
"cls:DeleteConfig",
"cls:DeleteMachineGroup",
"cls:Modifylndex",
"cls:ModifyMachineGroup",
:createlLogset”,
:createMachineGroup",
:createShipper",
:createTopic",
:modifylndex",
:modifyLogset",
:modifyMachineGroup",
:modifyShipper",
:modifyTopic",
"cls:pushLog",
"cls:deleteMachineGroup",
"cls:deleteShipper",
"cls:DescribeAgentConfigs",
"cls:DescribelLogsets",
"cls:listLogset",
"cls:listMachineGroup",
"cls:listShipper",
"cls:listTopic",
"cls:agentHeartBeat",
"cls:DescribeMachineGroups",
"tag:TagResources"
Il

"resource": [

nxn

]
}
]
}
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EIEEFATE: 2024-03-27 09:29:45

BE%s (18X ) ABRHERZRSHMEN, SAFERNEHNRSITEDHRESEXASNARERETHERE. FENERERESEXASHERGRRBXUR
SRREER.

CAMAHF=RE bl ==E i =E i AeHE

BR=&IEEE TCHouse-D CDWDRS_QCSLinkedRoleInDORISES [RSBEXAE dorises.cdwdrs.cloud.tencent.com
Bl =EEE TCHouse-D CDWDORIS_QCSLinkedRolelInDORISCLS RSEXAE doriscls.cdwdoris.cloud.tencent.com
BR=#IEEE TCHouse-D CDWDORIS_QCSLinkedRoleInDORISCOS RSBEXAG doriscos.cdwdoris.cloud.tencent.com

CDWDRS_QCSLinkedRoleInDORISES

ERIER: LpiAGAZEIEEE for Apache Doris (cdwdoris)IRSHEXAE, ZAGKECXERIENIIREERILIIENEZRS ERE,
IUPREEE

« $REEEFR: QcloudAccessForCdwdorisLinkedRoleInDORISES
- KRS

{

"statement": [

{

"action": [

"es:CreateServerlessSpace",

"es:CreateServerlessinstance",
"es:DescribeServerlessinstances",
"es:CreateServerlessinstanceUser",
"es:DescribeServerlessinstanceUsers",
"es:CreateServerlessDi",
"es:DescribeServerlessDi",
"es:DeleteServerlessinstanceUser",
"es:DeleteServerlessDi",
"es:DeleteServerlessinstance",
"es:DescribeServerlessSpaces",
"es:SearchServerlessData"

1

"effect": "allow",

"resource": "*"

}

Il

"version": "2.0"

}

CDWDORIS_QCSLinkedRoleInDORISCLS

CEFRIAR: LRIABREHIEEE for Apache Doris (CDWDORIS) [RSIEXAES, ZAGEECXBFRBIIREERNILDSNEBZRS ER.
A BRERRE

- KEEETR: QcloudAccessForCDWDORISLinkedRolelInDORISCLS
- HEERA:

{
"version": "2.0",

"statement": [

{

"effect": "allow",
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"action": [
"cls:DescribeConfigs",
"cls:Describelndex",
"cls:DescribeMachines",
"cls:GetAccount",
"cls:DescribeTopics",
"cls:GetLog",
"cls:SearchLog",
"cls:getConfig",
"cls:getConsumerGroupCursor",
"cls:getCursor",
"cls:getindex",
"cls:getLogset",
"cls:getMachineGroup",
"cls:getMachineStatus",
"cls:getShipper",
"cls:getTopic",
"cls:searchLog",
"cls:ShowContext",
"cls:ApplyConfigToMachineGroup",
"cls:CreateConfig",
"cls:Createlndex",
"cls:CreatelLogset",
"cls:CreateMachineGroup",
"cls:CreateTopic",
"cls:Deletelndex",
"cls:DeleteConfig",
"cls:DeleteMachineGroup",
"cls:Modifylndex",
"cls:ModifyMachineGroup",
:createlLogset”,
:createMachineGroup",
:createShipper",
:createTopic",
:modifylndex",
:modifyLogset",
:modifyMachineGroup",
:modifyShipper",
:modifyTopic",
"cls:pushLog",
"cls:deleteMachineGroup",
"cls:deleteShipper",
"cls:DescribeAgentConfigs",
"cls:DescribeLogsets",
"cls:listLogset",
"cls:listMachineGroup",
"cls:listShipper",
"cls:listTopic",
"cls:DescribeMachineGroups",
"cls:agentHeartBeat"
Il

"resource": [

nxn

]
}
]
3

WRIFRE: BRRITE (bR ) ARSEEAE 5898 156,




@ H§ i:H.E IBEEE

CDWDORIS_QCSLinkedRoleInDORISCOS

CEFRIGR: RIABHIEHIEEE Doris (CDWDORIS) RBEXASR, ZABISEEXKRBIIREERIHIENEMZRS TR,
A BRERRE

« HBEBTR: QcloudAccessForCDWDORISLinkedRoleInDORISCOS
- RIBRA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [
"cos:AbortMultipartUpload",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketAccelerate",
"cos:GetBucketCORS",
"cos:GetBucketDomain",
"cos:GetBucketEncryption",
"cos:GetBucketIntelligentTiering",
"cos:GetBucketinventory",
"cos:GetBucketLifecycle",
"cos:GetBucketLocation",
"cos:GetBucketLogging",
"cos:GetBucketNotification",
"cos:GetBucketObjectVersions",
"cos:GetBucketOrigin",
"cos:GetBucketPolicy",
"cos:GetBucketReferer",
"cos:GetBucketReplication",
"cos:GetBucketTagging",
"cos:GetBucketVersionAcl",
"cos:GetBucketVersioning",
"cos:GetBucketWebsite",
"cos:GetObject",
"cos:GetObjectACL",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:GetObjectTagging",
"cos:GetObjectVersionAcl",
"cos:GetService",
"cos:HeadBucket",
"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:OptionsObject",
"cos:AppendObject",
"cos:CompleteMultipartUpload",
"cos:InitiateMultipartUpload",
"cos:PostObject"”,
"cos:PostObjectRestore",
"cos:PutBucket",
"cos:PutBucketEncryption",

"cos:PutBucketintelligentTiering",
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"cos:PutBucketinventory",
"cos:PutBucketLifecycle",
"cos:PutBucketLogging",
"cos:PutBucketReplication",
"cos:PutBucketVersioning",
"cos:PutObject"”,
"cos:PutObjectCopy",
"cos:PutObjectTagging”,
"cos:UploadPart",
"cos:UploadPartCopy"

Il

"resource": [

nxn

]
}
]
3
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EIEEFRATE: 2024-03-27 09:30:02

BESs (18 ) ABRHERZRSHMEN, SAFEREENRSITEDHRESEXASNARERETHERE. FUENEREESEXASHERGRRAXUR
SRREER.

CAMAF=G@E AR i) =B e

=HIRCE TCHOUSEX_QCSLinkedRoleInTCHOUSEX RSSEXAE tchousex.tchousex.cloud.tencent.com

TCHOUSEX_QCSLinkedRoleInTCHOUSEX

EFRIAR: LRiABHIEHIECE (TCHOUSEX)RSIEXAS, ZASEECXFRIINIREENILDESHNEBZRS ER.
A BRERRE

« $REEETR: QcloudAccessForTCHOUSEXLinkedRoleInTCHOUSEX
. REEAE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [

"cos:GetService",
"cos:GetBucket",
"cos:ListMultipartUploads",
"cos:GetObject*",
"cos:HeadObject",
"cos:GetBucketObjectVersions",
"cos:OptionsObject",
"cos:ListParts",
"cos:DeleteObject",
"cos:PostObject",
"cos:PostObjectRestore",
"cos:PutObject*",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:DeleteMultipleObjects",
"cos:AppendObject",
"cos:HeadBucket",
"cos:GetBucket*",
"cos:PutBucket*",
"cos:DeleteBucket*",
"cos:RenameObject",
"chdfs:DescribeMountPoint",
"chdfs:DescribeFileSystem",
"chdfs:DescribeAccessGroups",
"chdfs:DescribeAccessRules",
"chdfs:ModifyFileSystem",
"chdfs:ModifyAccessRules",
"chdfs:CreateAccessGroup",
"chdfs:CreateAccessRules",
"chdfs:AssociateAccessGroups",

"chdfs:DisassociateAccessGroups",
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"chdfs:DeleteAccessGroup",

"chdfs:DeleteAccessRules"
1

"resource": "*"
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BESS (18X ) ABRHER=RSHEN, SMFERNEHNRSITEDHRESEXASNBEPERETHERE. FENBRSESEXASNERGRRBXINIR
SRRE(ER

CAMHF=Z3Z =) =E= fAExR p::)==E=7%
AL ESRES R Bl_QCSLinkedRoleInDLCDataSource IRSBtEXAE dlcdatasource.bi.cloud.tencent.com

BI_QCSLinkedRolelnDLCDataSource

GEFAR: ZpifmekmlEaestt (Bl) RSEXAS, ZABKEEXBKREISIREERIGIZNEMZRS TR,
A BRERRE

- $REERZTR: QcloudAccessForBlLinkedRolelInDLCDataSource
- REERE:

{

"statement": [

{

"action": [

"dlc:CreateTask",
"dlc:DescribeTables",
"dlc:DescribeViews",
"dlc:DescribeTable",
"dlc:DescribeDatabases",
"dlc:CreateTask",
"dlc:DescribeTasks",
"dlc:CancelTask",
"dlc:QueryResult",
"dlc:DescribeLakeFsTaskResultAccessInfo",
"dlc:DescribeLakeFsTaskResult",
"cos:GetBucket",
"cos:GetObject",

"cos:HeadBucket",

"cos:HeadObject",

"cos:GetService",
"cam:PassRole",
"dlc:DescribeLakeFsPath"
Il

"effect": "allow",
"resource": "*"

}

Il

"version": "2.0"

}
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IRss (18X) ASRHEASRSTMEN, SRAFEGENRESDTEDHNRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER

CAMAF= RS RBSM AExR e

EEHRIGENF Cll_QCSLinkedRolelnFileStore RSEXAG filestore.cii.cloud.tencent.com

Cli_QCSLinkedRolelnFileStore

GERIAR: RIAEHEERRIEHF (Cll) RSAXAL, ZABBECXHERBINIIREENILDENEMZRSER.
A BRERRE

- $REEZTR: QcloudAccessForCliLinkedRolelnFileStore
- REEAE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

sk

Il

"action": [
"cos:PutBucket",
"cos:HeadBucket",
"cos:DeleteBucket",
"cos:GetObject",
"cos:HeadObject",
"cos:PutObject",

"cos:DeleteObject"
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BIB9S (18X ) ABRHERERSHEN, SRFSRNEHNRSITEDHRESEXASNBEPERETHERE. FENEREESEXASNERGRRBAXNIR
SRREMER

CAMeF=R& ==1=E24 7 @R fAeHiE
PSRE BEIREE IVLD_QCSLinkedRolelnVideoLabelStorage [RSEXAE cos.ivld.cloud.tencent.com

IVLD_QCSLinkedRolelnVideoLabelStorage

GEFRIAR: LRIAERINEEITRE (IVLD) RSEXAS, ZABSECXFERBIIIREENILISNEBERSER.
A BRERRE

- $REEZTR: QcloudAccessForlVLDLinkedRolelnLabelStorage
. REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

sk

Il

"action": [
"cos:GetService",
"cos:GetBucket",
"cos:GetObject",
"cos:GetObjectTagging”,
"cos:HeadObject",
"cos:ListMultipartUploads",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PutObjectTagging",
"cos:InitiateMultipartUpload",
"cos:UploadPart",

"cos:UploadPartCopy",

"cos:CompleteMultipartUpload"
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CAMHF=RE ABSR 2] =ESic] AeHE
SSLIE#H SSL_QCSLinkedRolelnCertificateWaf z%ﬁ*% certificatewaf.ssl.cloud.tencent.com
N . . IRSSHEXA .
SSLit$ SSL_QCSLinkedRolelnCertificateDependence & certificatedependence.ssl.cloud.tencent.com
. . . IRSSHEXA .
SSLIE#H SSL_QCSLinkedRolelnReplaceLoadCertificate & replaceloadcertificate.ssl.cloud.tencent.com
N . . . IRS3HEXA . .
SSLIE#H SSL_QCSLinkedRolelnCertificateCloudMonitor & certificatecloudmonitor.ssl.cloud.tencent.com
. . . IRSSHEXA .
SSLit$ SSL_QCSLinkedRolelnDescribeDeployedResources & describedeployedresources.ssl.cloud.tencent.com

SSL_QCSLinkedRolelnCertificateWaf

GERER: LRIMEASSLIEE (SSL) RSEXAS, ZAGEEEXKREINIIREENHEHEMRIRSER.
UBREFRE

» REEEFR: QcloudAccessForSSLLinkedRolelnCertificateWaf
- RERAA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"waf:DescribeSpartaProtectionList",
"waf:DescribeSpartaProtectioninfo",
"waf:DescribeUserInstances",
"waf:DescribeUserQPS",
"waf:DescribePeakPoints",
"waf:AddSpartaProtection",
"waf:DeleteSpartaProtection",
"waf:ModifySpartaProtection",
"waf:ModifyProtectionStatus",
"waf:DescribeDomains"

Il

"resource": [

nxn

]
}
]
}

SSL_QCSLinkedRolelnCertificateDependence
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fERtER: LRIMEGASSLIEE (SSL) RSEXAS, ZAGEEEXEREINIREENHEHEBZIRSER.
AU BREFRE

« HIEEFR: QcloudAccessForSSLLinkedRoleInCertificateDependence
. RIBRA:

{

"statement": [

{

"action": [
"dnspod:CreateRecord",
"dnspod:DescribeDomain",
"dnspod:CreateDomain",
"dnspod:DescribeRecordList",
"dnspod:DeleteRecord",
"dnspod:DescribeDomain",
"dnspod:ModifyRecordStatus"
Il

"effect": "allow",

"resource": "*"

1
"version": "2.0"

}

SSL_QCSLinkedRolelnReplacelLoadCertificate

fERtER: LRIMEGASSLIES (SSL) RSBIEXAS, ZAGEEEXEREINIREENGSHEZIRSER.
A PRERRE

- $REEETR: QcloudAccessForSSLLinkedRolelnReplacelLoadCertificate
- REEAE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribeLiveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribeL7RulesBySSLCertld",
"antiddos:CreatelL7RuleCerts",
"clb:DescribeLoadBalancerListByCertld",
"clb:DescribelLoadBalancers",
"clb:DescribelListeners",
"clb:ModifyListener",
"clb:ModifyDomainAttributes",
"clb:DescribeTaskStatus",
"cos:GetBucketDomain",
"cos:GetBucketDomainCertificate",
"cos:GetService",
"cos:PutBucketDomainCertificate",
"tke:DescribeClusters",

"tke:AcquireClusterAdminRole",
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"tke:AcquireEKSClusterAdminRole",
"lighthouse:DescribeSupportHttpsinstances",
"lighthouse:InstallCertificate",
"lighthouse:DescribelnstallCertificateTasks",
"vod:DescribeVodDomainsByCertlds",
"vod:ModifyVodDomainCertBindings",
"vod:UpdateCertForVodDomains",
"clb:DescribeLoadBalancerCount",
"teo:ModifyHostsCertificateByHosts",
"teo:DescribeHostsByCertID",
"tcb:DescribeEnvs",
"tcb:DescribeCloudBaseGWService",
"tcb:DescribeHostingDomain",
"tcb:BindCloudBaseAccessDomain",
"tcb:CreateHostingDomain",
"tcb:ModifyCloudBaseAccessDomain",
"tcb:ModifyHostingDomain",
"tse:ModifyCloudNativeAPIGatewayCertificate",
"tse:DescribeCloudNativeAPIGatewayCertificates",
"tse:DescribeCloudNativeAPIGateways",
"cdn:DescribeCdnDomainsByCerts",
"cdn:UpdateDomainHttps"

I

"resource": [

nxn

]
}
]
}

SSL_QCSLinkedRolelnCertificateCloudMonitor

fERtAR: LRIME@ASSLIES (SSL) RSBIEXAS, ZASEEEXKREINIREERNGIEHEB=RSER.
A PRERRE

- HEEBIR: QcloudAccessForSSLLinkedRolelnCertificateCloudMonitor
- RIBRA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"resource": [

Il

"action": [
"monitor:CreateAlarmPolicy",
"monitor:DeleteAlarmPolicy",
"monitor:DescribeAlarmPolicies",
"monitor:ModifyAlarmPolicyStatus",
"monitor:BindingPolicyObject",
"monitor:UnBindingPolicyObject",
"monitor:ModifyAlarmPolicyNotice",
"monitor:CreateAlarmNotice",
"monitor:DeleteAlarmNotices",

"monitor:ModifyAlarmNotice",
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"monitor:DescribeAlarmNotices",

"monitor:UnBindingAllPolicyObject"

]
}
]
¥

SSL_QCSLinkedRolelnDescribeDeployedResources

GEFRIAR: ZiRifaeds SSLIEH (SSL) RBEXAE, ZABSEEXBRIEISIREERIGIENEM=IRS TR,
A BRERRE

- HBEETR: QcloudAccessForSSLLinkedRolelnDescribeDeployedResources
- RIERA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"clb:ReplaceCertForLoadBalancers",
"waf:DescribeCertificatedDomain",
"waf:ModifyCertificatedDomain",
"live:DescribeLiveDomainsByCerts",
"live:ModifyLiveDomainCertBindings",
"antiddos:DescribeL7RulesBySSLCertld",
"antiddos:CreateL7RuleCerts",
"clb:DescribeLoadBalancerListByCertld",
"cdn:UpdateDomainsCertificate",
"teo:DescribeHostsByCertID",
"teo:ModifyHostsCertificateByHosts"

Il

"resource": [

nxkn

]
}
]
¥
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2ot HTTPDNS

mIEEFATE: 2024-03-27 09:29:54

RS (18%) ABRHERZRSHMEN, SAFEREHENRSITEDHRESEXASNARERETHERE. FUENERERESEXASHERGRRBXIUR
SRREER.

CAMAI=G@& ) =R faBsR faeHF

i@tk HTTPDNS HTTPDNS_QCSLinkedRolelnCustomdns [RSSEXAE customdns.httpdns.cloud.tencent.com

HTTPDNS_QCSLinkedRoleinCustomdns

GEFRIAR: LRiAmeRBaET (HTTPDNS ) RSEXAS, ZABKESXERBNIIREERLISHEMERSER.
A PRERRE

- $REEZTR: QcloudAccessForHTTPDNSLinkedRolelnCustomdns
- REEAE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

sk

Il

"action": [
"scf:GetFunction",
"scf:GetAlias",
"scf:ListFunctions",
"scf:CreateNamespace",
"scf:ListNamespaces",
"scf:InvokeFunction",
"scf:ListVersionByFunction",

"scf:ListAliases"

]
}
]
}
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FAB 1% fFtr Private DNS

mIEEFATE: 2024-03-27 09:29:59

RS (18x) ABRHERZRSTMEN, SAFEREHNRSITEDHRESEXASNARERETHERE. FENEREESEXASNERGRRBXUR
SRREER.

CAMHF=R & ABEM Aexn ReHF
FABE LB Private DNS PrivateDNS_QCSLinkedRolelnPL RSHEXAE privatedns.cloud.tencent.com
FABIEREHT Private DNS PrivateDNS_QCSLinkedRoleInCls RSHEXAE privatedns.qcloud.com

PrivateDNS_QCSLinkedRolelnPL

GERtER: LRIRE@RTARERR Private DNS (privatedns ) IRSSIEXAS, ZABISEEXKREISIREERGEHEMZIRSER.
A PRERRE

- HEEBTR: QcloudAccessForPrivateDNSLinkedRolelnPL
o RIBRA:

{
"statement": [
{

"action": [

"vpc:CreateVpcEndPoint",

"vpc:DeleteVpcEndPoint",

"vpc:CreateVpcEndPointService",
"vpc:DeleteVpcEndPointService",
"vpc:CreateVpcEndPointServiceWhiteList",
"vpc:DeleteVpcEndPointServiceWhitelList",
"vpc:DescribeVpcEndPointService",
"clb:DescribeLoadBalancers",
"clb:DescribeLoadBalancersDetail",
"clb:DescribeListeners",
"clb:DescribeTargets"

Il

"effect": "allow",

"resource": "*"

}

Il

"version": "2.0"

}

PrivateDNS_QCSLinkedRolelnCls

GERIAR: RifmeRiAEEMAE(privatedns)RSIEXAE, ZAGEECXBFREINIREENILDESNEBZRSER.
A BRERRE

- $REEZTR: QcloudAccessForPrivateDNSLinkedRolelnCLS
- REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [

"cls:DescribeConfigs",

"cls:DescribeDashboards",
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"cls:DescribeTopics",
"cls:GetChart",
"cls:GetClsService",
"cls:GetDashboard",
"cls:getCursor",
"cls:getindex",
"cls:getLogset",
"cls:getTopic”,
"cls:searchLog",
"cls:CreateChart",
"cls:CreateDashboard",
"cls:Createlndex",
"cls:ModifyDashboard",
"cls:createlLogset",
"cls:createTopic",
"cls:downloadLog",
"cls:pushLog",
"cls:DescribeLogsets",
"cls:ListChart",
"cls:ListDashboard",
"cls:listLogset",
"cls:listTopic",
"cls:DescribeAgentConfigs"
Il

"resource": [

nxn

I
}
1
}
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®IliEE
TEAEERID
EIEEHATE: 2024-03-27 09:29:43

BESS (18X ) ABRHER=RSHEN, SMFENEHNRSIEDHRESEXASNBEFPERETHERE. FENBREESEXASNERGRRABXINR
SRREMER.

CAMAHF=ZE ABEMR faEE pzZ]=E=70
Z=IERY iy CCC_QCSLinkedRolelnRecordsCopy RSEXAE recordscopy.ccc.cloud.tencent.com

CCC_QCSLinkedRolelnRecordsCopy

GEFRER: piAmeRHzFMFS (CCC) RSEXAL, ZABKECXKREBNIIFEERLRENEMRSER.
A BRERRE

» ®KEEEFR: QcloudAccessForCCCLinkedRolelnRecordsCopy
- FREERA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"cos:GetService",
"cos:PutObject",
"cos:PutObjectCopy"
Il

"resource": [

nxn

]
}
]
3
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ZLYNOIE
BR=ZT
EIEEHATE: 2024-03-27 09:30:01

BESS (18X ) ABRHER=RSHEN, SMFSRNEHNRSITEDHRESEXASNEPERETHERE. FENBREESEXASNERGRRBXINUR
SRREMER

CAMHF=Z3Z Rasn p==)=E il ek
Bi=Z=LT TAndon_QCSLinkedRoleInARTCA RSEXAE artca.tca.cloud.tencent.com
BR=ZLT TAndon_QCSLinkedRolelnServiceAllaround RSEXAE serviceallaround.tandon.cloud.tencent.com

TAndon_QCSLinkedRoleInARTCA

GEFRIAR: LRIABRIBAERIT (TAndon) IRSIEXAR, ZABIEECXBREINIREERIHISNEZRSER.
A PRERRE

- $EEEETR: QcloudAccessForTAndonLinkedRolelnARTCA
. REEAE:

{

"version": "

"statement": [
{

"action": [

"trtc:GetUserList",
"trtc:DescribeAppStatList"”,
"trtc:GetRoomlList",
"trtc:DescribeTrtcInteractiveTime",
"trtc:DescribeTrtcMcuTranscodeTime"
Il

"resource": "*",

"effect": "allow"

TAndon_QCSLinkedRolelnServiceAllaround

GEFRAR: ZRIABRIEAARIT (TAndon) RSBEXAE, ZABSESXBRIENUREERNIEIENEZRS TR,
A BRERRE

- $REEZTR: QcloudAccessForTAndonLinkedRolelnServiceAllaround
- REERE:

{
"statement": [
{

"action": [
"tandon:*"

I

"effect": "allow",

"resource": "*"
}
1,
"version": "2.0"

}
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Rss (18X) ASRHERSRSTMEN, SRAFEGENRESDTEDHRRSEXASHAPERETHERE. FXUNTERGRSEXASHERTRRIBXIUR
SRREMER

CAMAF=ZE 21 == 2 =ESic) G
HEROETN SOE_QCSLinkedRolelnCosDelivery RSBEXAE cosdeliveryforsoe.soe.cloud.tencent.com

SOE_QCSLinkedRolelnCosDelivery

GEFIAR: ZRIAEHEROETEN (SOE) RSEXAS, ZABKECXKERINSIREERBENEMRIRS TR
A BRERRE

« $REEETR: QcloudAccessForSOELinkedRolelnCosDelivery
- REERE:

{

"statement": [

{

"action": [
"cos:PutObject"
Il

"effect": "allow",

"resource": [

"version": "2.0"

}
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HEX AR SS
DS RA 5| %
mIEEFATE: 2024-03-27 09:29:53

BESs (18X ) ABRHER=RSHEN, SAFERNEHNRSITEDHRESEXASNBEPERETHERE. FENTEREESEXASNERGRRBXINR
SRREMER

CAMAF=ZE ABEM faE@EE pZ] K70
bias 2 g el GME_QCSLinkedRoleInGameMedia RSEXAE gamemedia.gme.cloud.tencent.com

GME_QCSLinkedRoleInGameMedia

GEFRIAR: LRIABRIISERSIE (GME) RSIEXAE, ZABSHEEXBRIEISIREERIGIENEM=RS TR,
A BRERRE

- $REEZTR: QcloudAccessForGMELinkedRoleInGameMedia
. REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"resource": [

sk

Il

"action": [
"cos:HeadBucket",
"cos:GetBucket",
"cos:HeadObject",
"cos:GetObject",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:RenameObject”,
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",

"cos:ListMultipartUploads",

"cos:ListParts",
"cos:GetService",

"cos:PutBucket"
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iVEBRSS

DabY= 7o SmTE £
HeESETER
mEEHAE: 2024-03-27 09:30:01

BESS (18X ) ABRHER=RESHEN, SMFSRNEHNRSITEDHRESEXASNBEPERETHERE. FENBRSESEXASNERGRRABXIIR
SRREMER.

CAMHF=Z& )b )::1=E5ic) ReHEE
HBEERERTS SVCP_QCSLinkedRolelnDatalnject RSEXAE datalnject.svcp.cloud.tencent.com

SVCP_QCSLinkedRolelnDatalnject

GEFRIAR: LRIABHEEISERTE (SVCP) RBSEXAR, ZABSEEXBRIEISIREERIFIENEMRIRS TR,
A BRERRE

- $REEETR: QcloudAccessForSVCPLinkedRolelnDatalnject
- REERE:

{

"version": "2.0",
"statement": [

{

"action": [

"cos:GetObject",
"cos:GetObjectACL",
"cos:GetService",
"cos:GetSymlink",
"cos:HeadBucket",
"cos:HeadObject",
"cos:AppendObject",
"cos:CompleteMultipartUpload",
"cos:Createjob",
"cos:DeleteMultipleObjects",
"cos:DeleteObject",

"cos:InitiateMultipartUpload",

"cos:PostBucketinventory",

"cos:PostObject"”,
"cos:PutObject",
"cos:PutObjectCopy",
"cos:RenameObject”,
"cos:UploadPart"

Il

"resource": "*",

"effect": "allow"
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Ef7iRS
BENEREFES
EIEEHATE: 2024-03-27 09:29:58

BESS (18X) ABRHERZRSHEN, SRFERNEHNRSITEDHRESEXASNBEPERETHERE. FENBREESEXASNERGRRBXIR
SRREMER

CAMAF= @& AR AERkR pzlzsE=ae S

BiEREZFS  Omics_QCSLinkedRolelInManageCloudResource [RS31EXMAE  managecloudresource.omics.cloud.tencent.com

Omics_QCSLinkedRolelnManageCloudResource

GCEER: LEiAERBIREEZFS (OMICS) RSIEXAS, ZABKECXBERENSIREERBIENEMZIRSER .
A BRERRE

- $REEETR: QcloudAccessForOmicsLinkedRolelInManageCloudResource
. REERE:

{

"version": "2.0",

"statement": [

{

"action": [

"vpc:DescribeVpcEx",
"vpc:DescribeVpcPrivatelpAddresses",
"vpc:DescribeSubnetEx",
"vpc:CreateVpc",
"vpc:CreateSubnet",
"vpc:CreateAddress",
"vpc:CreateAddressGroup",
"vpc:CreateAddressTemplate",
"vpc:CreateAddressTemplateGroup",
"vpc:DeleteSubnet",
"vpc:DeleteVpc",
"vpc:DeleteAddress",
"vpc:DeleteAddressTemplate",
"vpc:DeleteAddressGroup”,
"vpc:DeleteAddressTemplateGroup",
"tke:CreateCluster",
"tke:DescribeClusters",
"tke:DeleteCluster",
"monitor:DescribeStatisticData",
"monitor:GetMonitorData",
"cvm:Runlinstances",
"cvm:Terminatelnstances",
"cvm:DescribelnstancesStatus”,
"cvm:Describelnstances",
"cvm:CreateSecurityGroup",
"cvm:CreateSecurityGroupPolicy",
"cvm:AssociateSecurityGroups",
"cvm:Describelmages”,
"cvm:ModifySingleSecurityGroupPolicy",
"cvm:ModifySecurityGroupPolicys",
"cvm:ModifySecurityGroupAttributes",
"cvm:DescribeSecurityGroupPolicys",

"cvm:DeleteSecurityGroup",
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"cvm:DeleteSecurityGroupPolicy",
"cfs:CreateCfsFileSystem",
"cfs:DescribeCfsFileSystems",
"cfs:DescribeMountTargets",
"cfs:DeleteMountTarget",
"cfs:DeleteCfsFileSystem",
"cos:GetBucket",
"cos:GetBucketObjectVersions",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject",
"cos:AppendObject",
"cos:GetObject",
"cos:HeadBucket",
"cos:HeadObject",
"cos:DeleteObject",
"cos:OptionsObject",
"cos:PostObjectRestore",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListMultipartUploads",
"cos:ListParts",
"cos:GetObjectTagging",
"cos:RenameObject",
"cos:GetObjectTagging”,
"cos:GetService",
"cos:GetBucketCORS",
"cos:PutBucketCORS",
"cos:DeleteBucketCORS",
"cynosdb:CreateClusters",
"cynosdb:DescribeClusterDetail",
"cynosdb:CreateAccounts”,
"cynosdb:DescribeAccounts",
"cynosdb:GrantAccountPrivileges",
"cynosdb:DescribelnstanceSlowQueries",
"cynosdb:DescribeResourcesByDealName",
"cynosdb:lsolateCluster",
"cynosdb:OfflineCluster”,
"tat:RunCommand",
"tat:Describelnvocations",
"tat:DescribeAutomationAgentStatus",
"tat:DescribelnvocationTasks"

Il

"resource": "*",

"effect": "allow"

%

{

"effect": "allow",

"action": "finance:*",

"resource": "qcs::cvm:*!
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@ H§ i:H_E BRI EE

el e
HMEARES
E=IEEFATE: 2024-03-27 09:29:57

BIB9S (18X ) ABRHERERSHEN, SAFERNEHNRSITEDHRESEXASNBEPERETHERE. FENEREESEXASNERGRRBXINIR
SRREMER

CAMHF=Z3Z Ream p==)=t2id ) 2E=7"
MEARES MRP_QCSLinkedRoleInSimulate RSEXAE simulate.mrp.cloud.tencent.com

MHEERRES MRP_QCSLinkedRolelnCloudShell RSEXAE cloudshell.mrp.cloud.tencent.com

MRP_QCSLinkedRolelnSimulate

BRI LRiABRMEEARTS (MRP) RSEXAS, ZABKEEXKERISIRERRBNENEMRIRSER.
A BRERRE

- $EEERETR: QcloudAccessForMRPLinkedRolelnSimulate
. REEAE:

{

"version": "2.0",
"statement": [

{

"action": [

"cos:PutBucket",
"cos:GetBucket",
"cos:HeadBucket",
"cos:DeleteBucket",
"cos:PutBucketACL",
"cos:GetBucketACL",
"cos:PutBucketCORS",
"cos:GetBucketCORS",
"cos:DeleteBucketCORS",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject",
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:OptionsObject",
"cos:PostObjectRestore",
"cos:PutObjectACL",
"cos:GetObjectACL",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListParts",
"cos:ListMultipartUploads",
"cvm:Describelnstances",
"cvm:DescribelnstanceVncUrl",
"cvm:InquiryPriceRuninstances",

"cvm:InquiryPriceRenewlnstances",
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"cvm:InquiryPriceResetinstance",
"cvm:InquiryPriceResetinstancesType",
"cvm:InquiryPriceResizelnstanceDisks",
"cvm:Runlinstances”,
"cvm:Startinstances",
"cvm:RebootInstances",
"cvm:Stoplnstances”,
"cvm:Renewlnstances”,
"cvm:ResetIinstance",
"cvm:Terminatelnstances",
"cvm:ResetInstancesType",
"cvm:ResizelnstanceDisks",
"cvm:ResetInstancesPassword",
"cvm:ModifylnstancesAttribute",
"cvm:ModifylnstancesProject",
"cvm:ModifylnstancesRenewFlag",
"cvm:DescribelnstancesStatus”,
"cvm:Describelmages",
"cvm:DescribelmageSharePermission”,
"cvm:Createlmage",
"cvm:ModifylmageSharePermission”,
"cvm:Syncimages”,
"cvm:ModifylmageAttribute",
"cvm:Deletelmages",
"batch:TerminateComputeNodes",
"batch:TerminateComputeNode",
"batch:ModifyComputeEnv",
"batch:Detachinstances”,
"batch:DescribeComputeEnvs",
"batch:DescribeComputeEnvCreatelnfos",
"batch:DescribeComputeEnvCreatelnfo",
"batch:DescribeComputeEnvActivities",
"batch:DescribeComputeEnv",
"batch:DeleteComputeEnv",
"batch:CreateCpmComputeEnv",
"batch:CreateComputeEnv",
"batch:Attachinstances",
"tke:ModifyClusterEndpointSP",
"tke:ModifyClusterAttribute",
"tke:DescribeClusterSecurity",
"tke:DescribeClusters”,
"tke:DescribeClusterEndpointVipStatus",
"tke:DescribeClusterEndpointStatus",
"tke:DeleteClusterEndpointVip",
"tke:DeleteClusterEndpoint",
"tke:DeleteCluster",
"tke:CreateClusterEndpointVip",
"tke:CreateClusterEndpoint",
"tke:CreateCluster",
"tke:AcquireClusterAdminRole",
"vpc:DescribeSubnetEx",
"finance:trade",

"batch:Describejob",
"batch:Deletejob",
"batch:DescribeJobSubmitinfo",
"batch:Describejobs",

"batch:Retryjobs",
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"batch:Submitjob",
"batch:Terminatejob",
"cam:PassRole"

Il

"resource": "*",

"effect": "allow"

MRP_QCSLinkedRolelnCloudShell

ERER: LRIABRMHIRTS (MRP) RSEXAS, ZABKECKBRIRNURERRSDENEM RS &R
A PRERRE

- HEEBIR: QcloudAccessForMRPLinkedRolelnCloudShell
- RIERA:

{

"version": "2.0",
"statement": [

{

"action": [

"cos:PutBucket",
"cos:GetBucket",
"cos:HeadBucket",
"cos:DeleteBucket",
"cos:PutBucketACL",
"cos:GetBucketACL",
"cos:PutBucketCORS",
"cos:GetBucketCORS",
"cos:DeleteBucketCORS",
"cos:PutObject",
"cos:PutObjectCopy",
"cos:PostObject"”,
"cos:GetObject",
"cos:HeadObject",
"cos:DeleteObject",
"cos:DeleteMultipleObjects",
"cos:OptionsObject",
"cos:PostObjectRestore”,
"cos:PutObjectACL",
"cos:GetObjectACL",
"cos:InitiateMultipartUpload",
"cos:UploadPart",
"cos:UploadPartCopy",
"cos:CompleteMultipartUpload",
"cos:AbortMultipartUpload",
"cos:ListParts",
"cos:ListMultipartUploads",
"cos:GetObjectTagging",
"vpc:DescribeVpcEx",
"vpc:DescribeVpcLimits",
"vpc:DescribeSubnet",
"vpc:DescribeSubnetEx",
"vpc:CreateVpc",

"vpc:CreateSubnet",
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"cvm:DescribeSecurityGroups",
"cvm:DescribeSecurityGroupLimits",
"cvm:CreateSecurityGroup",
"cvm:CreateSecurityGroupPolicy",
"cvm:ModifySecurityGroupPolicys",
"cvm:Describelmages",
"cvm:Runlnstances",
"cvm:Describelnstances”,
"cvm:DescribelnstancesStatus”,
"cvm:InquiryPriceRuninstances",
"cvm:InquiryPriceRenewlnstances",
"cvm:InquiryPriceResetinstance",
"cvm:InquiryPriceResizelnstanceDisks",
"cvm:Terminatelnstances",
"cvm:ResetInstance",
"cvm:Startinstances",
"cvm:Renewlnstances",
"cvm:ResetInstancesType",
"cvm:ResizelnstanceDisks"

Il

"resource": "*",

"effect": "allow"

I

{

"effect": "allow",

"action": "finance:trade",
"resource": [

"qcs::cos: ",

"qcs::cvm:k!

]
3
]
3
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FESiEH
R
=% CloudBase

mRIEEFATE: 2024-03-27 09:30:08

IRss (18X) ASRHERSRSTMEN, SRAFEGENRESDTEDHNRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER

CAMAF= RS ABEN i) =ESidl e

=R TCBMonitor_QCSRole [i5E5y:2)=: tcb.cloud.tencent.com

TCBMonitor_QCSRole

fEMER: tcb default role
PR SERE

- $REEZTR: QcloudMonitorAccessForTCBRole
- REERE:

{

"version": "2.0",

"statement": [

{

"action": [
"monitor:GetMonitorData"
Il

"resource": "*",

"effect": "allow"
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ZRIFERE
FiFwHE TIC

mIEEFATE: 2024-03-27 09:30:04

BIB9S (18X) ABRHERZRSHMEN, SRFERNEENRSIITEDHRESEXASNBEPERETHERE, FENEREESEXASNERGRRBXNR
SRREMER

CAMAF= @& AeEMn AexR ]2t

HRmEHETIC TIC_QCSLinkedRolelnInfrastructureAsCode RSHEXAE infrastructureascode.tic.cloud.tencent.com

TIC_QCSLinkedRolelninfrastructureAsCode

GEER: LEiAReREREHE (TIC) RSHEXAE, AT TIC fH CVM. VPC. COS $=ER, THEAFRKESRN, RIFESY. EX2, ZABEHEDS
REARERRISUREEPIBIERIE M ZIRSS EIF o
A BRERRE

- $REERBTR: QcloudAccessForTICRolelnInfrastructureAsCode
- REERE:

{

"version": "2.0",
"statement": [
{

"action": [
"cvm:*",
"vpc:*',
"clb:*",

"as:*",
"cmqtopic:*",
"cmqgqueue:*",
"ccsir!,
"scf*",
"tag:*",
"monitor:*",
"cfs:*",
"cos:*",
"ckafka:*",
"apigw:*",
"cdb:*",
"mongodb:*",
"redis:*",
"cynosdb:*",
"dcdb:*",
"tcaplusdb:*",
"cdn:*",
"gaap:*",
"es:*",
"gme:*",
sms:*",
"ss|x",
"cam:*",
"bgpip:*",
"waf:*",
"finance:*",
"cloudaudit:*",

"sqlserver:*",
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"postgres:*",

"vod:*",

"cls:x",

"sls:*",

"ter:*",
"ecdn:*",
"kms:*"

Il

"resource": "*",

"effect": "allow"

WRIFRE: BRRITE (bR ) ARSEEAE

IBEEE

5127 #1567



@ H§ i:H.E IhiDEE

— »!
ran 1G]]
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BESs (18 ) ABRHERZRSHMEN, SAFEREHENRSITEDHRESEXASNAFPERETHERE. FUENEREESEXASNERGRRAXIR
SRREER.

CAMAF=G@E ) =R faBxR feHE

Z=Ria) Advisor_QCSLinkedRolelnBusinessContinuity RSHEXAE businesscontinuity.advisor.cloud.tencent.com

Advisor_QCSLinkedRolelnBusinessContinuity

GEFER: LFiAREHRTME (Advisor) IRSIEXAR, BTFEM Advisor i5il CVM. VPC. COS Si=ER, TEAFREEH, RIFERY. ER2. ZA8
BHECSXKERIIREERIGRENEMZRS EIR.
A BRERRE

- HBEETR: QcloudAccessForAdvisorLinkedRolelnBusinessContinuity
- REEAE:

{

"version": "2.0",
"statement": [

{

"action": [
"cvm:Describe*",
"cvm:Inquiry*",
"vpc:Describe*",
"vpc:Iinquiry*",
"vpc:Get*",
"monitor:Describe*",
"monitor:Get*",
"cam:ListUsersForGroup",
"cam:ListGroups",
"cam:GetGroup",
"clb:Describe*",
"cos:List*",
"cos:Get*",
"cos:Head*",
"cos:OptionsObject",
"cdb:Describe*",
"mongodb:Describe*",
"redis:Describe*",
"redis:Get*",
"redis:Inquiry*",
"es:Describe*",
"emr:Describe*",
"emr:Inquiry*",
"emr:Check*",
"emr:List*",
"emr:Describle*",
"emr:Synchronize*",
"cloudaudit:LookUpEvents",
"cdn:Describe*",
"cdn:Get*",
"cdn:List*",
"ssl:Describe*",
"tag:Get*",
"ckafka:Get*",
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"ckafka:List*",
"ckafka:Describe*",
"tdmq:Describe*",

"scf:Get*",

"scf:List*",

"cam:GetRole",
"cam:ListAttachedRolePolicies",
"cls:getLogset",
"cls:getTopic",

"cls:listTopic",
"apigw:Describe*",
"apigw:GenerateApiDocument",
"cmqtopic:GetTopicAttributes",
"cmqtopic:GetSubscriptionAttributes",
"tsf:Describe*",

"tsf:Get*",

"tsf:List*",

"tsf:Search*",
"tsf:Download*",

"tsf:Find*",

"tsf:RunMsApi",
"tsf:InitializeApm",
"tsf:ImageUserlsExists",
"tsf:iImageGetRepositoryList",
"tsf:DscribeTasks",
"tbase:Describe*",
"tdach:Describe*",
"tdapg:Describe*",
"dcdb:Describe*",
"tke:Describe*",
"live:Describe*",
"im:Describe*",
"im:CheckIfIMNewUser",
"im:UpdateNewUserStep",
"cfw:Describe*",
"waf:WafGet*",
"waf:WAFGetUserInfo",
"waf:WafDownloadAlerts",
"waf:WafPackagePrice",
"waf:WafAreaBanGetAreas",
"waf:WafFreqGetRuleList",
"waf:WafAntiFakeGetUrl",
"waf:Waflnterface",
"waf:WafClsOverview",
"waf:QueryFlows",
"waf:WafDownloadRecords",
"waf:WafDownloadlogs",
"waf:WafSearchLogs",
"waf:WafDNSdetectGet*",
"waf:BotGet*",

"waf:Get*",

"waf:Search*",
"waf:BotV2Get*",
"wss:CertGetList",
"waf:Describe*",
"tag:DescribeResourceTagsByResourcelds",

"mariadb:Describe*",

WRIFRE: BRRITE (bR ) ARSEEAE

IBEEE

129 #1567




IBEEE

"antiddos:Describe*",
"cam:DescribeSafeAuthFlagColl",
"cam:ListUsers",
"cam:DescribeSubAccounts",
"ccs:DescribeCluster",
"sms:SmsPackagesStatistics",
"domain:*",
"sms:CallbackStatusStatistics",
"sms:SendStatusStatistics",
"cam:PassRole",
"dc:DescribeDirectConnects"”,
"dc:DescribeDirectConnectTunnels”,
"trtc:Describe*",

"trtc:Get*",

"trtc:ShowRoomlList",
"trtc:ShowUserList",

"trtc:VerifySig",
"trtc:RemindBalance",
"trtc:HardDescribeMixConf",
"trtc:VerifySecretUserSig",
"memcached:Describelnstances”,
"cynosdb:DescribeClusterDetail",
"cynosdb:DescribeRollbackTimeValidity",
"cynosdb:DescribeRollbackTimeRange",
"cynosdb:DescribelnstanceSpecs",
"cynosdb:Describelnstances",
"cynosdb:DescribelnstanceDetail",
"cynosdb:DescribeDBSecurityGroups",
"cynosdb:DescribeClusters",
"cynosdb:DescribeClusterinstanceGrps",
"cynosdb:DescribeBackuplList",
"cynosdb:DescribeBackupConfig",
"cynosdb:DescribeAccounts"”,
"dnspod:DescribeDomain",
"dnspod:DescribeDomainList",
"dnspod:DescribeDomainLogList",
"dnspod:DescribeDomainPurview",
"dnspod:DescribeDomainSharelnfo",
"dnspod:DescribeRecord",
"dnspod:DescribeRecordLinelList",
"dnspod:DescribeRecordList",
"dnspod:DescribeRecordType",
"dnspod:DescribeUserDetail",
"cvm:ModifylnstancesRenewFlag",
"redis:Modifylnstance",
"cdb:ModifyAutoRenewFlag",
"mongodb:RenewDBInstances",
"vod:DescribeCDNStatDetails",
"vod:DescribeSubApplds",
"vod:DescribeDefaultDistributionConfig",
"vod:DescribeVodDomains",
"cwp:DescribeVulList",
"cfs:DescribeCfsFileSystems",
"cfs:DescribeAutoSnapshotPolicies",
"cfs:DescribeCfsSnapshots",
"sms:DescribeAppList”,

"sms:DescribeVerificationCodeStatistic",
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"sms:DescribeAntiBrushThreshold",
"tke:Createlnstantinspectjob”,
"tke:DescribelnstantinspectTask",
"cloudaudit:DescribeEvents",
"clb:DescribeQuota",
"cdb:QueryCDBProxy",
"clb:DescribeClusterResources",
"ssl:DescribeCertificateBindResources",
"monitor:GetintegrationProductList",
"monitor:DescribeOneClickAlarmConfigs",
"monitor:DescribeAlarmPolicies",
"antiddos:DescribeListProtocolBlockConfig",
"cloudhsm:DescribeVsms",
"kms:GetServiceStatus",
"as:DescribeAutoScalinginstances",
"billing:DescribeCostSummaryByProduct",
"finance:DescribeBillSummaryByProduct",
"tke:ListClusterlnspectionResultsltems",
"tke:ListClusterlnspectionResults",
"dnspod:DescribeSnapshotConfig",
"dnspod:DescribeDomainFilterList",
"dc:DoDcHealthinspection”,
"teo:DescribeDefaultCertificates",
"teo:DescribeHostsSetting",
"teo:DescribeRules",
"teo:DescribeZones",
"csip:DescribeRiskCenterAssetViewVULRiskList",
"csip:DescribeRiskCenterAssetViewPortRiskList",
"csip:DescribePubliclpAssets",
"csip:DescribeDomainAssets",
"csip:DescribeCVMAssets",
"csip:DescribeClusterPodAssets",
"csip:DescribeDbAssets",
"lighthouse:Describelnstances",
"dbbrain:DescribeDBDiagEvent",
"dbbrain:DescribeDBDiagEvents",
"live:CheckLiveHostBackupOriginSite",
"tse:DescribeCloudNativeAPIGateways",
"tse:DescribeSREInstances",
"dbbrain:DescribeSqlFilters",
"postgres:DescribeDBInstanceAttribute”,
"postgres:DescribeDBInstances",
"postgres:DescribeZones",
"tdmq:DescribeRocketMQCluster",
"ckafka:DescribelnstanceAttributes",
"teo:DescribeSecurityPolicy",
"teo:DescribeDDoSPolicy",
"gaap:DescribeProxies",
"teo:DescribeZoneDDoSPolicy",
"tdmq:DescribeRabbitMQViplnstances",
"tcb:DescribeBillingIinfo",
"tcb:DescribeQuotaData",
"tcb:DescribeBaasPackagelList",
"vod:DescribeTranscodeTemplates"

Il

"resource": "*",

"effect": "allow"
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CAMHF=RE ABSMm bS] =) =Eo gt

hREE CAM_QCSLinkedRolelnEkslog RSEXAG ekslog.cam.cloud.tencent.com
Pal=g CAM_QCSLinkedRolelnEkslog002 RSEXAE ckmlog.cam.cloud.tencent.com
hiaEE CAM_QCSRole [sE=p=] = cam.cloud.tencent.com

CAM_QCSLinkedRolelnEkslog

fEMRIAR: test
IUBREEE

+ $REEE#: QcloudAccessForCAMLinkedRolelnEkslog
. KBRS

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [

"vpc:CreateAddress",

"sts:ListAccessKeys",

"sts:UpdateAccessKey",
"sts:DeleteAccessKey"
Il

"resource": "*"

CAM_QCSLinkedRolelnEkslog002

{ERER: test002
IUBRERE

- $REEZTR: QcloudAccessForCAMLinkedRolelnEkslog002
- REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"kms:CreateKey",

"clb:DescribeTaskStatus",

"vpc:CreateAddress"
Il

"resource": "*"

CAM_QCSRole
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A PRERRE

- HEEBTR: QcloudAccessForCAM_QCSRole
- REEAS:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [

"cloudaudit:LookupEvents"
Il

"resource": "*"
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EeEHIT Config_QCSLinkedRolelnConfigRecorder [RBEXAE configrecorder.config.cloud.tencent.com

Config_QCSLinkedRolelnConfigRecorder

GEFRIAR: LRiAmEREERHIT (Config) RSEXAS, ZABKEEXKREISIREERIBNENEMRIRS TR,
A PRERRE

- HBEBIR: QcloudAccessForConfigLinkedRolelnConfigRecorder
- RIERA:

{
"version": "2.0",
"statement": [
{
"effect": "allow",
"action": [
"cvm:Describelnstances",
"cvm:DescribeCbsStorages”,
"cvm:DescribeSecurityGroups",
"cvm:DescribeSecurityGroupPolicys",
"cvm:AssociateSecurityGroups",
"cvm:DisassociateSecurityGroups",
"vpc:DescribeVpcEx",
"vpc:DescribeVpclnstances",
"vpc:DescribeSubnetEx",
"cam:ListUsers",
"cam:DescribeSafeAuthFlagColl",
:ListAccessKeys",
:ListGroupsForUser",
:ListAttachedUserAllPolicies",
:ListGroups",
:ListUsersForGroup",
:ListAttachedGroupPolicies",
:DescribeRoleList",
:ListAttachedRolePolicies",
:ListPolicies",
:ListEntitiesForPolicy",
"cam:GetRole",
"cam:GetUser",
"cam:GetPolicy",
"cam:GetGroup",
"cos:GetService",
"cos:GetBucket",
"cos:PutObject",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:GetBucketVersioning",
"cos:GetBucketLogging",
"cos:GetBucketEncryption",
"cos:GetBucketTagging",
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"cloudaudit:DescribeEvents”,

"cls:pushLog",

"cls:DescribeTopics",
"organization:DescribeOrganizationMembers",
"organization:CreateOrgMemberProductServiceRole",
"organization:DescribeOrganization",
"scf:ListFunctions",

"scf:Invoke",
"cvm:DescribeSecurityGroupAssociatelnstances",
"clb:DescribeLoadBalancers",
"clb:DescribeLoadBalancersDetail"

1l

"resource": [

nxn

1
}
1
3
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CAMAF=ZE RBSR =1 =ESid] fAaHE
ERRSEIE Organization_QCSLinkedRolelnDefaultMng IRSHEXAE defaultmng.organization.cloud.tencent.com
ERAKSEE Orgnization_QCSLinkedRolelnServiceControl RSBEXAE servicecontrol.orgnization.cloud.tencent.com

Organization_QCSLinkedRolelnDefaultMing

ERER: RIABRERAWSERE (Organization) RBEXASR, ZAGBBECXKRBENIIREENGIZNEBZRSER.
A BRERRE

« KEEETR: QcloudAccessForOrganizationLinkedRolelnDefaultMng
- REERA:

{

"version": "
"statement": [
{

"action": [

"finance:DescribeBillSummaryByProduct",

"cam:GetAccountSummary",

"intlpartnersmgt:DescribeBillSummaryByProduct"
Il
"resource": "*",

"effect": "allow"

Orgnization_QCSLinkedRolelnServiceControl

GEFRIGR: LRIABREEAKSER (Orgnization) IRSIEXAR, ZAGBIEECXBREINIREERIHIBNEZRS TR,
AU BRERRE

« 3REEETR: QcloudAccessForOrganizationLinkedRolelnServiceControl
- REAA:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"resource": [

sk

Il

"action": [
"cam:CreateServiceLinkedRole",
"cam:DeleteServiceLinkedRole",
"cam:GetRole",

"cam:CreateRole",

"cam:AttachRolePolicy",
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"cam:DeleteRole"

]
}
]
¥

R

EIEEATE: 2024-03-27 09:30:01
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CAMHF=RE ABSMN Ak A

& Tag_QCSLinkedRolelnTagPolicy RSBHEXAE tagpolicy.tag.cloud.tencent.com

Tag_QCSLinkedRolelnTagPolicy

EFRIAR: LRIABRHITE (Tag) RSEXAS, ZABKECXKKERNSIREERBENEMIRSER.
A BRERRE

+ REEE#: QcloudAccessForTagLinkedRoleInTagPolicy
- EREERA:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"action": [
"cos:PutObject",

"cos:HeadBucket"

I

"resource": "*"
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IBEEE

BIB9S (18X ) ABRHER=RSHEN, SMFERNEHNRSIITEDHRESEXASNBEPERETHERE. FENTEREESEXASNERGRRBXNR

SRREMER
CAMAF= @& RBRM AERER

BR=TWUTES CM_QCSLinkedRoleInTMP IRSStEXAE

EBA=TWAES CM_QCSLinkedRolelnQuerylnstance IRSHEXAE

CM_QCSLinkedRoleInTMP

CEER: LEIABHTEE (CM) RSHEXAS, ZABHTENESRLENEFRER.
A BRERRE

- $REEETR: QcloudAccessForCMLinkedRoleInTMP
- REERE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"monitor:DescribeBaseMetrics",
"monitor:GetMonitorData",
"cvm:Describelnstances",
"ckafka:Describelnstances",
"cdb:DescribeDBInstances",
"clb:DescribelLoadBalancers",
"mongodb:DescribeDBInstances",
"redis:Describelnstances",
"redis:DescribelnstanceNodelnfo",
"memcached:Describelnstances",
"cvm:DescribeAddresses",
"cvm:DescribeCbsStorages",
"dc:DescribeDirectConnectTunnels”,
"dc:DescribeDirectConnects",
"vpc:DescribeNatGateways",
"sqlserver:DescribeDBlInstances",
"mariadb:DescribeDBInstances",
"es:Describelnstances",
"postgres:DescribeDBInstances",
"lighthouse:Describelnstances",
"dcdb:DescribeDCDBInstances”,
"tdmq:DescribeRocketMQNamespaces",
"tdmq:DescribeRocketMQTopics",
"tdmq:DescribeRocketMQClusters",
"vpc:DescribeVpnConnections",
"vpc:DescribeVpnGw",
"tse:DescribeSREInstances”,
"cynosdb:Describelnstances",
"cos:GetService",

"cdn:DescribeDomains",

WRIFRE: BRRITE (bR ) ARSEEAE
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"tse:DescribeNacosReplicas",
"tse:DescribeZookeeperReplicas",
"vpc:DescribeDirectConnectGateways",
"tat:RunCommand",
"dts:DescribeSyncjobs",
"dts:DescribeMigratejobs",
"dts:DescribeSubscribes",
"vpc:DescribeCcns",
"vpc:DescribeCcnRegionBandwidthLimits",
"gaap:DescribeProxylnstances",
"gaap:DescribeProxies",
"gaap:DescribeListenerRealServers",
"tat:Describelnvocations",
"tat:DescribelnvocationTasks",
"gaap:DescribeTCPListeners",
"gaap:DescribeUDPListeners",
"gaap:DescribeHTTPSListeners",
"gaap:DescribeHTTPListeners",
"gaap:DescribeNoneBgplpList",
"gaap:DescribeProxyGrouplList",
"cdwch:Describelnstances”,
"cdwch:DescribelnstanceMonitorPort",
"waf:DescribeDomains",
"waf:Describelnstances",
"cfs:DescribeCfsSnapshots",
"cfs:DescribeCfsFileSystems",
"ckafka:DescribelnstancesDetail",
"emr:DescribelnstancesList"”,
"emr:DescribeClusterMonitorinfo",
"vpc:DescribeBandwidthPackages",
"ckafka:DescribeConsumerGroup",
"ckafka:DescribeTopic",
"trocket:DescribelnstanceList",
"trocket:DescribeTopicList",
"tdmq:DescribeRocketMQClusters",
"tdmq:DescribeRocketMQTopics",
"tdmq:DescribeRocketMQNamespaces",
"tdmq:DescribeRocketMQGroups",
"vod:DescribeSubApplds",
"vod:DescribeDomains",
"vod:DescribeCdnBillingAreas",
"scf:ListNamespaces",
"scf:ListFunctions",
"scf:ListVersionByFunction",
"scf:ListAliases",
"cdn:DescribeMonitorDomains",
"emr:DescribeClusterNodes",
"clb:DescribeExclusiveClusters",
"apigw:DescribeServicesStatus",
"apigw:DescribeServiceEnvironmentList",
"apigw:DescribeApisStatus",
"cls:DescribeTopics",
"cdb:DescribeCdbProxyInfo",
"vpc:DescribeNetDetects",
"tcaplusdb:DescribeTables",
"tcaplusdb:DescribeClusters",

"clb:DescribeListeners",
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"clb:DescribeTargets",
"tione:DescribeModelServices",
"tione:DescribeBillingResourceGroups",
"tione:DescribeNotebooks",
"tione:DescribeTrainingTasks",
"ctsdb:DescribeClusters",
"ctsdb:DescribeAccessPool",
"ctsdb:DescribeAccounts”,
"ctsdb:DescribeDatabases",
"trocket:DescribeConsumerGrouplList",
"tione:DescribeTrainingTaskPods",
"tione:DescribeModelServiceGroups",
"lighthouse:Describelnstances",
"lighthouse:DescribeDisks",
"vpc:Describelp6Addresses”,
"tse:DescribeCloudNativeAPIGateways",
"tse:DescribeCloudNativeAPIGatewayNodes",
"teo:DescribeZones",
"teo:DescribeHostsSetting",
"tag:GetResources”,
"tdmq:DescribeRabbitMQVipIlnstances"
Il

"resource": "*"

CM_QCSLinkedRolelnQuerylnstance

CEER: LEABHTEE (CM) RSHEXAS, ZABHTENEERLNENEFRER.
A BRERRE

- $RBEEZTR: QcloudAccessForCMLinkedRolelnQuerylnstance
- REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"resource": [

Il

"action": [

"cvm:Describelnstances"

]
}
]
}
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BEEGFES CFG_QCSLinkedRolelnChaos RSEXAE chaos.cfg.cloud.tencent.com

CFG_QCSLinkedRolelnChaos

GEFRIAR: LRIABRREEETS (Chaotic Fault Generator ) IRSBHEXAE, ZABSEEXBREISIREERIHIZNEMZRSER.
A PRERRE

« $EEEETR: QcloudAccessForCFGLinkedRolelnChaos
. REERE:

{

"statement": [

{

"action": [

"clb:DescribeTargets",
"clb:BatchModifyTargetWeight",
"clb:DescribeLoadBalancers",
"clb:SetLoadBalancerSecurityGroups",
"tat:DescribeAutomationAgentStatus",
"tat:DescribeCommands",
"tat:InvokeCommand",
"tat:Describelnvocations",
"tat:RunCommand",
"tat:DescribelnvocationTasks",
"redis:Describelnstances",
"redis:KillMasterGroup",
"cdb:DescribeDBInstances",
"cdb:SwitchDBInstanceMasterSlave",
"cdb:DescribeTasks",
"cdb:ModifylnstanceParam",
"cdb:DescribelnstanceParams",
"cdb:DescribelnstanceParamRecords",
"cvm:Describelnstances",
"cvm:RebootInstances",
"cvm:Stoplnstances”,
"cvm:Startinstances",
"monitor:CreateAlarmNotice",
"monitor:DescribeAlarmHistories",
"monitor:DescribeAlarmPolicies",
"monitor:DescribeBaseMetrics",
"monitor:GetMonitorData",
"vpc:ResetNatGatewayConnection",
"vpc:DescribeNatGateways",
"vpc:ModifyNatGatewayAttribute",
"cvm:CreateSecurityGroup",
"cvm:DeleteSecurityGroup",
"redis:DescribelnstanceZonelnfo",
"redis:ChangeReplicaToMaster",
"redis:DescribeTaskInfo",

"redis:DisassociateSecurityGroups",
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"redis:AssociateSecurityGroups",
"redis:ModifyDBInstanceSecurityGroups",
"redis:DescribeDBSecurityGroups",
"cvm:DescribeSecurityGroupAssociatelnstances",
"cdb:DisassociateSecurityGroups",
"cdb:AssociateSecurityGroups",
"cdb:ModifyDBInstanceSecurityGroups",
"cdb:DescribeDBSecurityGroups",
"cvm:AssociateSecurityGroups",
"cvm:DisassociateSecurityGroups",
"tke:DescribeClusterSecurity",
"dbbrain:CreateKillTask",
"dbbrain:CreateProxySessionKillTask",
"tke:DescribeClusters",
"clb:ModifyLoadBalancerAttributes",
"redis:Describelnstances",
"redis:DescribelnstanceNodelnfo",
"redis:DescribelnstanceParams”,
"redis:KillMasterGroup",
"redis:SwitchProxy",
"cdb:DescribeDBInstanceConfig",
"mongodb:DescribeDBInstances",
"mongodb:RestartNodes",
"mongodb:DescribeDBInstanceNodeProperty",
"mongodb:SwitchDBInstancePrimary",
"mongodb:DescribeAsyncRequestinfo",
"dc:ModifyDirectConnectTunnelUpOrDown",
"dc:DescribeDirectConnectTunnels”,
"cvm:DescribeSecurityGroupLimits",
"cvm:DescribeSecurityGroups",
"cdb:InjectFatalErrorintolnstance”,
"cdb:DescribeAsyncRequestinfo",
"vpc:DescribeSubnets",
"vpc:CreateNetworkAcl",
"vpc:AssociateNetworkAclSubnets”,
"vpc:DisassociateNetworkAcISubnets",
"vpc:DeleteNetworkAcl",
"vpc:DescribeNetworkAcls",
"dcdb:DescribeDCDBInstanceDetail",
"dcdb:SwitchDBInstanceHA",
"dcdb:DescribeFlow",
"dcdb:DescribeDCDBInstances”,
"cynosdb:DescribeClusterDetail",
"cynosdb:DescribeFlow",
"cynosdb:SwitchClusterZone",
"cynosdb:DescribeClusters",
"cynosdb:DescribelnstanceDetail",
"ckafka:InjectDownAttack",
"ckafka:DescribeAttackAsyncRequestResult",
"ckafka:DownAttackRollback",
"ckafka:DescribeRollbackAsyncRequestResult",
"pts:Abortjob",

"pts:Startjob",

"pts:Describejobs",
"ckafka:DescribeAsyncResult",
"ckafka:DescribelnstancesDetail",

"ckafka:DelayMessage",
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"ckafka:DelayMessageRollback",
"ckafka:BurnCPU",

"ckafka:BurnDisklO",

"mariadb:Describe*",
"mariadb:SwitchDBInstanceHA",
"ckafka:Describelnstances",
"tag:DescribeResourcesByTagsUnion",
"clb:DescribeTaskStatus"”,
"postgres:DescribeDBInstances",
"postgres:DescribeDBInstanceAttribute",
"postgres:DescribeDBInstanceHAConfig",
"postgres:SwitchDBInstancePrimary",
"tse:DescribeCloudNativeAPIGatewayServices",
"tse:DescribeCloudNativeAPIGatewayNodes",
"tse:DescribeCloudNativeAPIGateways",
"tse:DescribeCloudNativeAPIGateway",
"tse:DescribeNativeGatewayServerGroups",
"tse:RestartNativeGatewaylnstanceNode",
"tse:DescribeCloudNativeAPIGatewaylLatestTaskPhases",
"sqlserver:DescribeDBInstancesAttribute",
"sqlserver:DescribeDBlInstances”,
"sqlserver:DescribeFlowStatus",
"sqlserver:SwitchCloudlnstanceHA",
"sqlserver:DescribeHASwitchLog",
"sqlserver:DescribeReadOnlyGroupList",
"sqlserver:DescribeReadOnlyGroupDetails",
"advisor:CreatePushHunDunArchitecture",
"advisor:DeletePushHunDunArchitecture",
"advisor:DescribeArchitectureBindNode",
"advisor:DescribeArchitectureNodelnstances",
"advisor:DescribeArchitectureTaskSummary",
"advisor:DescribeTaskStrategyRisks",
"advisor:DescribeRoleStatus",
"advisor:CreateScanMapTask",
"advisor:DescribeArchitectureDiagram",
"advisor:DownloadReportFileAsync",
"advisor:DescribeDownloadTask",
"advisor:DescribeConfig",
"advisor:DescribeGroupAndProductinfos",
"cdb:RestartDBInstances",
"cdb:DescribeDBInstanceRebootTime",
"redis:ModifylnstanceParams",
"advisor:CreateArchScanTask",
"advisor:DescribeArchitectureNodeRiskinfoV3",
"advisor:DescribeNodeStrategyRiskinfo",
"advisor:DescribeArchTaskStrategyRisks",
"advisor:CreateArchScanReportFile",
"advisor:DescribeArchAsync",
"advisor:DescribeArchTaskResult",
"advisor:DescribeNodeResources",
"advisor:DescribeArchList",
"advisor:DescribeArchScanlsFinish",
"advisor:DescribeArchSvg",
"advisor:DescribeArchSync",
"clb:SetLoadBalancerStartStatus"

I

"effect": "allow",
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"version": "2.0"

}
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RS (18%) AGERRSRZRSTEY, SHFRIUGHERNRSIAED R RESIEXAGNBFERHTHDRME. F VN BRIFIRSHEXAEHERIZRREXIER
RIEER
CAMHF=Z& ABREM =) =B 3] )=t =%

EBl=EFRES TCMPP_QCSLinkedRolelnUserManage RSBHEXAE usermanage.tcmpp.cloud.tencent.com

TCMPP_QCSLinkedRolelnUserManage

CEER: LEiReRBR=IMERTES (TCMPP) RSIEXAS, ZABKEEXERENSIREERHIENEMEZRSER.
A BRERRE

+ KEEE#R: QcloudAccessForTCMPPLinkedRolelnUserManage
- EREERA:

{

"statement": [
{
"action": [

"cam:DeleteUser",

"cam:UpdateUser",

"cam:AddUser"
1,
"effect": "allow",

"resource": [

"version": "2.0"

}
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EIEEFRATE: 2024-03-27 09:29:48

RS (18x) ABRHERZRSHEY, SAFEREHENRSITEDHRESEXASNARERETHERE. FENEREESEXASHERGRRBXUR
SRREER.

CAMARF=GRE ) =Rt faBsR faeHE

=A CLOUDAPP_QCSLinkedRolelnDeployResource IRSHEXAE deployresource.cloudapp.cloud.tencent.com

CLOUDAPP_QCSLinkedRolelnDeployResource

GEFRIAR: LRiAmBRI=RA (Cloudapp) RSBEXASR, ZABEEEXBREIIIREERIGIENEMZRSER
A BRERRE

» KEEETR: QcloudAccessForCLOUDAPPRolelnDeployResource
- EEERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"resource": "*",

"action": [

"vpc:CreateVpc",
"vpc:CreateAssistantCidr",
"vpc:DeleteVpc",
"vpc:DescribeVpcEx",
"vpc:CreateSubnet",
"vpc:DescribeSubnetEx",
"vpc:ModifySubnetAttribute",
"vpc:ReplaceRouteTableAssociation",
"vpc:DeleteSubnet",
"cdb:CreateDBInstanceHour",
"cdb:lsolateDBInstance",
"cdb:OfflinelsolatedInstances”,
"cdb:DescribeDBlInstances",
"cos:PutBucket",
"cos:PutBucketACL",
"cos:GetBucket",
"cos:GetBucketACL",
"cos:DeleteBucket",
"cos:HeadBucket",
"cos:PutBucketCORS",
"cos:GetBucketCORS",
"cos:GetBucketWebsite",
"cvm:Describelnstances",
"cvm:DescribelnstancesStatus",
"cvm:Describelnstances”,
"cvm:Terminatelnstances",
"cvm:Runlnstances”,
"cvm:TerminateDisks",
"cvm:DescribeCbsStorages",
"cvm:CreateCbsStorages",
"cvm:AttachDisks",
"cvm:DetachCbsStorages”,

"cvm:CreateSecurityGroup",
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"cvm:DescribeSecurityGroups",
"cvm:DescribeSecurityGroupAssociatelnstances",
"cvm:DeleteSecurityGroup",
"cvm:Describelmages",
"tke:DescribeClusterReleases",
"tke:DescribeClusterPendingReleases",
"tke:CreateClusterRelease",
"tke:UpgradeClusterRelease",
"tke:UninstallClusterRelease",
"tke:CreateCluster",
"tke:DescribeClusters",
"tke:DescribeClusterReleaseDetails",
"apigw:CreateService",
"apigw:UnReleaseService",
"apigw:DeleteService",
"apigw:DescribeService",
"apigw:DescribeApi",
"apigw:CreateApiApp",
"apigw:UnReleaseService",
"apigw:DeleteApiApp",
"apigw:ReleaseService",
"apigw:BindApiApp",
"apigw:CreateApi",
"apigw:UnbindApiApp",
"apigw:DeleteApi",
"clb:DescribelLoadBalancersDetail",
"clb:CreatelLoadBalancer",
"clb:ModifyLoadBalancerAttributes",
"clb:DeleteLoadBalancer",
"clb:SetLoadBalancerSecurityGroups",
"clb:DescribeTaskStatus",
"clb:DescribeListeners",
"clb:DeleteRule",

"clb:CreateRule",
"clb:DescribeTargets",
"clb:DeregisterTargets",
"clb:DescribeRewrite",
"clb:DeleteRewrite",
"clb:CreateTopic",
"clb:ModifyTargetGroupAttribute",
"clb:RegisterTargetGrouplnstances”,
"clb:DeregisterTargetGrouplnstances",
"clb:DeleteTargetGroups",
"clb:DescribeTargetGroups",
"clb:DescribeTargetGrouplnstances",
"clb:AssociateTargetGroups",
"clb:DisassociateTargetGroups",
"clb:ModifyTargetGrouplnstancesWeight",
"clb:DescribeLoadBalancers",
"redis:Createlnstances",
"redis:Describelnstances",
"redis:Modifylnstance",
"redis:DescribelnstanceSecurityGroup",
"redis:DestroyPostpaidinstance",
"cvm:CreateSecurityGroupPolicy",
"tke:DeleteCluster",

"tag:TagResources",
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"tag:UnTagResources",
"cam:PassRole",
"cdb:CreateDBInstance",
"tke:DescribeClusterinstances",
"redis:CleanUplnstance",
"redis:DestroyPrepaidlnstance”,
"es:Createlnstance",
"es:Deletelnstance”,
"es:Describelnstances",
"postgres:Createlnstances”,
"postgres:lsolateDBInstances",
"postgres:DestroyDBInstance",
"postgres:DescribeDBInstanceAttribute",
"cetcd:CreateEtcdInstance"”,
"cetcd:DeleteEtcdInstance",
"cetcd:DescribeEtcdInstances”,
"tke:DeleteClusterinstances",
"tke:AddExistedInstances",
"tke:CreateClusterinstances",
"privatedns:DescribePrivateZoneService",
"privatedns:SubscribePrivateZoneService",
"privatedns:CreatePrivateZone",
"privatedns:DeletePrivateZone",
"privatedns:CreatePrivateZoneRecord",
"privatedns:DeletePrivateZoneRecord",
"privatedns:DescribePrivateZonelList",
"privatedns:DescribePrivateZoneRecordList",
"privatedns:ModifyPrivateZoneVpc",
"redis:DestroyPostpaidilnstance",
"clb:CreatelListener",
"clb:DeleteListener"”,
"mongodb:CreateDBInstanceHour",
"mongodb:CreateDBlInstance",
"mongodb:DescribeDBInstances",
"mongodb:IsolateDBInstance”,
"mongodb:OfflinelsolatedDBInstance",
"sqlserver:CreateBasicDBInstances",
"sqlserver:CreateDBInstances",
"sqlserver:DescribeDBlInstances",
"sqlserver:CreateReadOnlyDBInstances",
"sqlserver:DescribeOrders",
"sqglserver:DescribeReadOnlyGroupByReadOnlylnstance",
"sqlserver:TerminateDBInstance",
"sqlserver:DeleteDBInstance"
I
}
{
"effect": "allow",
"action": "finance:trade",
"resource": [
"qcscvmek!,
;:postgres:::*",
"qcs:iredis:*!,
"qcs::es:k,
scdb:ix!,
::mongodb:::*

::sqlserver:::
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IRs3 (18X) ASRHEEARZRSTEN, SRAFEGENRESDTEDHRRSEXAGHAPIRETHERE. FXUNTERESRSEXASHERTRRIBXIUR
SRREMER

CAMHF=@mE AeSiR p:zjE-Sic] =237
=im IDE CLOUDSTUDIO_QCSLinkedRolelnHaiws RBHEXAE haiws.cloudstudio.cloud.tencent.com

CLOUDSTUDIO_QCSLinkedRolelnHaiws

GEER: LEiAEHTIR IDE(cloudstudio)lRSHEXAE, ZABEECKIKRIEINIIREERILDENEMZRSER.
A BRERRE

- $REEETR: QcloudAccessForCLOUDSTUDIOLinkedRolelnHaiws
. REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"hai:Terminatelnstances",
"hai:Describelnstances",
"hai:Stoplnstance",

"hai:Startlnstance",

"hai:DescribeServicelLoginSettings"
Il

"resource": "*"
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B3 (18X) ASRHEASRSTEN, SAFEGERESDTEDHRRSEXASHAPERETHERE. FXUNTERGRSEXASHERTRRIBXIUR
SRREMER

CAMAF= RS RBSMm )= Esi) o) =E=0

MBERALZES loTExplorer_QCSLinkedRolelInDBRoute IRStEXAE dbroute.iotexplorer.cloud.tencent.com

loTExplorer_QCSLinkedRoleInDBRoute

CEER: LEIABHYBEMARES (loT Explorer) IRSEXAE, ZABKECKERBNUIREERBDSNEMZRS SR,
A BRERRE

- $REEZTR: QcloudAccessForloTExplorerLinkedRolelInDBRoute
- REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",

"resource": [

nxkn

1

"action": [

"cdb:DescribeDBRoutes"
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EIEEHATE: 2024-03-27 09:29:55

BE%S (18X ) ABRHERERSHEN, SMFERNEHNRSIITEDHRESEXASNEPERETHERE. FENEREESEXASNERGRRBAXR
SRREMER

CAMHF=RE =) =E AExRE AeHRE

PP NE A2
%H*Wi%au?ﬂ!ﬁﬁ iotvideoindustry_QCSLinkedRolelInMessageForward BRSSHEX messageforward.iotvideoindustry.cloud.tencent.com
BRS5 (17 ULRR) <) =)

iotvideoindustry_QCSLinkedRolelInMessageForward

ERIAR: LpiAGAYELRESEESRIRS (17ULiR ) Internet of Things Video (Industry Version) IRSZHEXAE, ZABEBECXEKRIENSIREERIFRENE
t=RSBEE
IR SERE

- $REEETR: QcloudAccessForiotvideoindustryLinkedRolelInMessageForward
. REERE:

{

"version": "2.0",
"statement": [

{

"effect": "allow",
"action": [
"ckafka:CreateRoute",
"ckafka:DescribeRoute"
Il

"resource": [

nxkn

]
}
]
}

WRIFRE: BRRITE (bR ) ARSEEAE 58154 #1561



@ H§ i:H.E IBEEE

=TARS
FLIRS
LI

mRIEEFATE: 2024-03-27 09:29:53

Rss (18X) ASRHEASRSTEN, SAFEGENRESDTEDHNRSEXASHAPERETHERE. FXUNTERGRSEXASHERERRIBXIUR
SRREMER

CAMH=RE RABER AExR e

453 FINANCE_QCSLinkedRolelnModifylnstancesOwner  BES#EXAEE  modifylnstancesOwner.finance.cloud.tencent.com

FINANCE_QCSLinkedRolelnModifylnstancesOwner

GEAER: FIAEBHWUSS (Finance) IRSBIEXAR, ZABKECKKRRINIFEERILDENEMZRS IR,
A BRERRE

- $REESZTR: QcloudAccessForFinanceLinkedRolelnModifylnstancesOwner
- REEAE:

{

"version": "2.0",

"statement": [

{

"effect": "allow",

"action": [
"ssl:ModifyCertificateProject",
"ssl:DescribeCertificate",
"tag:UnTagResources",
"tag:DescribeResourceTags",
"tag:TagResources",
"tag:AddProject",
"tag:UpdateProject",
"cdb:ModifyDBInstanceSecurityGroups",
"cdb:DescribeDBSecurityGroups",
"cdb:ModifyDBInstanceProject"”,
"cdb:DescribeDBlInstances",
"cfs:DescribeCfsFileSystems",
"ckafka:DescribelnstanceAttributes",
"ckafka:Describelnstances",
"clb:DescribeLoadBalancers",
"clb:DescribeListeners",
"clb:SetLoadBalancerSecurityGroups",
"clb:ModifyLoadBalancersProject",
"cvm:Describelnstances",
"cvm:ModifylnstancesProject",
"cvm:DescribeSecurityGroupPolicys",
"cvm:AssociateSecurityGroups",
"cvm:CreateSecurityGroup",
"cvm:DescribeAddresses",
"cvm:DescribeCbsStorages",
"cvm:ModifyCbsStorageAttributes",
"dcdb:DescribeDCDBInstances",
"dcdb:ModifyDBInstancesProject",
"dcdb:ModifyDBInstanceSecurityGroups",
"dcdb:DescribeDBSecurityGroups",
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"mariadb:ModifyDBInstancesProject",
"mariadb:DescribeDBlInstances",
"mariadb:ModifyDBInstanceSecurityGroups",
"mariadb:DescribeDBSecurityGroups",
"mongodb:DescribeDBInstances",
"mongodb:AssignProject",
"mongodb:DescribeAsyncRequestinfo",
"mongodb:DescribeSecurityGroup",
"mongodb:ModifyDBInstanceSecurityGroup",
"redis:Describelnstances",
"redis:Modifylnstance",
"redis:ModifyDBInstanceSecurityGroups",
"redis:DescribeDBSecurityGroups",
"vpc:DescribeVpcEx",
"vpc:DescribeNetworklInterfaces",
"vpc:DescribeNatGateways",

"cvm:DisassociateNetworkInterfaceSecurityGroups",

"cvm:AssociateNetworklInterfaceSecurityGroups",

"cvm:DescribeSecurityGroups"

I

"resource": "*"
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