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API 328
EES Al

RITEFTATE : 2020-01-10 09:59:33

B 1RKRM

A& fpAdE : 2020-01-10 09:58:54

FREHBEITIUTRE
MECBRI.
g0 -

CreateCallBack
DelVirtualNum
DeleteCallBack
DescribeCallBackCdr
DescribeCallBackStatus
DescribeCallerDisplayList
Get400Cdr
GetVirtualNum

FIEEUEAS
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CallBackCdr
CallBackPhoneCode
KeyList
RreCallerHandle
VirturalNumCdr
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=N
18]7 |
B EFAYE : 2020-01-10 09:59:32

SHERIF API AR 3.0 [RF. £H#iR9 AP EOXEEMMEESHNLSE  A—RNSHRETIQILERED , £—9 SDK/CLI BRFS API XX
R, SIEHERERRENERGRE. SSStdRmIEEN LSS REEEN =~ 5m.

SHRRFETARRAFFSHELFHENRSBERRSE  BRTNG. 1%, XRUKIIMESSR. BRiSBRPFEREARS
(B3R ) FIFES (Eik ) RMTTE.
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https://cloud.tencent.com/product/api

@ EEI:HE SR
API #E5S

RITEFATE : 2020-01-10 09:59:32

REISHEXERO

BOER #EOIhEE
DelVirtualNum EikRFES
Get400Cdr BERIERIREEN
GetVirtualNum BIRFREES

RERSHEXEN

OB BEOThEE

CreateCallBack EHRIFILER
DeleteCallBack EHRIFIYEH
DescribeCallBackCdr EHRIRERSREEN
DescribeCallBackStatus B RIEIEIRSIRE
DescribeCallerDisplayList EHRHENENESSHRES
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https://cloud.tencent.com/document/api/610/40978
https://cloud.tencent.com/document/api/610/40977
https://cloud.tencent.com/document/api/610/40976
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ARSI
5K

RITEFATE : 2020-05-11 09:53:58

1. BRSS3tuE

SR

AP| STHEFRIRHBEIEN |, AF=RatiribtliE N5 5 npp.tencentcloudapi.com , B3ZIFEEMEIESIRZSA |, FIa07 MHiBEARE 5

npp.ap-guangzhou.tencentcloudapi.com ,

HEFEAMTEEEANGE. RERAREONEPIRFIENE  SEFTEIRERNE N BAIERRSES. fIIiENAREKR &
BRI MAYIRSS 2. | RERFNIERE npp.ap-guangzhou.tencentcloudapi.com 2—ZHI,

TS ORRESURAYILSS | BiEETIRINAYEE.
BRI IR IR

Bt

BULHEIEAN (#EF | RS FERX )

LERgHBX (JM)

R (i)

et (AEm)

FaRgHEX (piER)

FargitX (EFK)

BREHX (TEEHE)

TP AZRFaE (HrOni)

T K%RFE(E8)

VA RgER(&SE)

TAZRAL(ER)

TAFAL(EFER)

SEE/REB(FEERIL)

EEFEER(EER)

EER (E1e%)

RUMHEX (Z=521@)

RRMHEX (RERRY)
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npp.tencentcloudapi.com
npp.ap-guangzhou.tencentcloudapi.com
npp.ap-shanghai.tencentcloudapi.com
npp.ap-beijing.tencentcloudapi.com
npp.ap-chengdu.tencentcloudapi.com
npp.ap-chongging.tencentcloudapi.com
npp.ap-hongkong.tencentcloudapi.com
npp.ap-singapore.tencentcloudapi.com
npp.ap-bangkok.tencentcloudapi.com
npp.ap-mumbai.tencentcloudapi.com
npp.ap-seoul.tencentcloudapi.com
npp.ap-tokyo.tencentcloudapi.com
npp.na-ashburn.tencentcloudapi.com
npp.na-siliconvalley.tencentcloudapi.com
npp.na-toronto.tencentcloudapi.com
npp.eu-frankfurt.tencentcloudapi.com

npp.eu-moscow.tencentcloudapi.com

57 #1091



@ A SRR

IR BF =R EMNFEMEXEREATIERN , BltZihREMRESE ( 2454 Region AERXibE ) , FEREEGERXM
lskaoi%® . RIFH Region ROMUR RIS —HI,

ERIX b SRIXIEE
HIRIBX (EEEE) npp.ap-shanghai-fsi.tencentcloudapi.com
HEHX (RY &R npp.ap-shenzhen-fsi.tencentcloudapi.com
Nz SN
2. BIEN

Bifl= AP NRTEIZEOIYEE HTTPS #HTIE(E | Rt B EREE,

3. 15K AE
T HTTP 53k

e POST (#7F)
e GET

POST #&k37#E#9 Content-Type 38! :

o application/json (5 ) , WRERASEA v3 (TC3-HMAC-SHA256 ) ,
o application/x-www-form-urlencoded , XR{FERAEHZSE vl ( HmacSHAT 8 HmacSHA256 ) ,
e multipart/form-data ({XEbn#EOSE) | WIRERERAE v3 ( TC3-HMAC-SHA256 ) .

GET iBKANSRE A/NAEREIT32KB, POST iERFEALEZ 5% vl (HmacSHAT, HmacSHA256 ) RS AE#Bid1MB, POST i5k{sEH
&&755% v3 ( TC3-HMAC-SHA256 ) Fis73510MB,

4. FRFmE

t9{EA UTF-8 4mA3.
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https://cloud.tencent.com/document/product/304/2766

@ A SRR

NHBH

s\N=
SIREEZATE : 2020-05-27 08:01:21

AHSRERTRAAFIEOSE0SE , MIELE | ESMENBRNEI R RENXES TR , BSRTRIIBERH
s

XESH , ARIERKIEIER,

BRBHIE V3
BEE V3 ( BEEFRIE TC3-HMAC-SHA256 ) HELbE R 54 v ( BREXRARESEIMEE AL ) | B%E , FEANBEKE , X
5 POST JSON 18, , MEBeE—Ei=H | HEERZERHATEE R, TENBFEN i,

IR ZFOXEPRIRGRTENRREOSHAE  BUER  (ERNESRTTE v GET 5K , NRKIFEFERERSE v B
ETXET.

FERSESE V3 BT, AESHESESH—HEI HTTP Header i53KLERH , 40T :
SHEWR eS| Wik AR

X-TC-Action Strin = BEREOER. ESEEOSETEMASE AT SE Action AUIREE, FlIII=IRSEEHY
d = EFsLAIFIZREO |, BUES Describelnstances,

IR SEN , FRImRA B R MEIRAIEUE. BOESAEEEESEZOXETmAS
X-TC-Region String - HHSE Region fUiKEE. FE : REEOATEEZIZSE , EOXXEPESITLIFHIR
BB , LAIEN(EEEZSHBEARESER.

X-TC- Integer & 2457 UNIX BHER , FliCRARE APl EKAIRTEL, a0 1529223702, & : MR SIRSSEE
Timestamp HEEERES 2% , 2clREZTHER,
X-TC-Versi . = 1BERY API BORRAS. BUESEROXEPANSLAHSE] Version B9, FIAN=ARSS2RAR
ion String =
2~ 2017-03-12,
HTTP tRESDINIESLERFES |, a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3 request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrp,
Authorization String = - TG3-HMAC-SHA256 : =750 , HIRIEIERIZ(E ;
- Credential : &%4EiF , AKIDEXAMPLE £ Secretld ; Date 2 UTC #rE&RTEIRIEER , BX
EFEFAHESE X-TC-Timestamp #ERY UTC FRERTBIHER—EL ; service AF=&4 |
BEARZFR  Fla0E=E cvm.tencentcloudapi.com BWREFREE cvm, AF=REE
A npp;
- SignedHeaders : £25&Fi+ERISLERER |, content-type F1 host JawmsEskEd ;
- Signature : EFW/E , ITEILIEFEN 3714,
X-TC-Token String = IGRTUERFTRERY Token , EEESIGIIZESE—EEERA. IGRTZ$EF Token FERNHFIDEE

IRSEAZORE. KEIZHPAFE Token,

RiRFAFEEEA MIbERZRSIRLAFIR  NEBSREMIZIRIER URL, B3EE. BRIREILT:

HTTP GET i&kESHI=~ 1A
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https://cloud.tencent.com/document/api/610/40971
https://cloud.tencent.com/document/api/610/40971
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https://cvm.tencentcloudapi.com/?Limit=10&80ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_reque
st, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dba16cbccf174c
474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST ( application/json ) i&EREHIRA) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST ( multipart/form-data ) ISxREMARMEI ({IFEAHEOSTF ) -

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402
Content-Disposition: form-data; name="0Offset"

0
--58731222010402
Content-Disposition: form-data; name="Limit"

10
--58731222010402--

RS : BB UE (bR ) BREEAH 5510 ££109™



@ HEI:HE SRR
BRBHIE VT

FEREEEE V1 (BIRFSTRE HmacSHA256 1 HmacSHAT) |, ARSHEBR—HENSKEF , SSENMEFN Y

e C St Wik fEiR
Acti , = BERRORTR. RESEROXETRASHAHSE Action AIREA. HIII=RSS
ction String =

BRRERSLAIFIZFREED , BUEZ Describelnstances,

MRS, FRINRARR I MERAOEE. BOESAMIREESEE SR
Region String - ABHAHSE Region RUEE. FE : REHEOATEERIZSH , BOXEPER
IEIS5ER | LR EEEIZS M AR,

A1 UNIX BHEIRY , AJiCRAGE APl iEKRIRTIE]. #1401529223702 , 4N5RS=HR0RTE)

Timestamp nteger = gmivk , AalsadmEE,
Nonce Integer 2 BEHLIERESEY , 5 Timestamp BXSi#ek , TR LEERINE.
Secretld Strin = £ =APIZSH _FERBARREMAEY Secretld , —4 Secretld SR ME—AY SecretKey |,
9 = M SecretKey S FIsRERLIER &R Signature,
Signature String o BRER |, ARSI RIEKRIE R | EEAPIREIRIEMASEITESH, BiK
= HEAEST SR,
Version Strin o BERY AP B9RRAS., BUBESEZEOXREP NS ATESEL Version BUIREA. FIIN=IRSES
9 | = (9B 2017-03-12,
K25, BEisgE HmacSHA256 #1 HmacSHAT, RBEIEELSEHS
SignatureMethod  String & HmacSHA256 B , A{8F HmacSHA256 ESEIGIFESS , BfttiEaEm
HmacSHA1 IS4,
Token String = IGRHERRTERY Token , EELESIGRIIZE—REA. IGTE4AF0 Token BEZiA)

EERSEAZEARE. KEIEEFFEE Token .

BRIRFAFEESIA NSRS ERLAIFIR | EIEREMHZIRIER URL, BRAEL. iBRARAINT:

HTTP GET i&kESHI=~ 1

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&T
imestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d028&Regio
n=ap-guangzhou&Nonce=238232238&Secretld=AKIDEXAMPLE

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

HTTP POST i&3KEM41
https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature

RS : BB UE (bR ) BREEAH 11 #1097


https://cloud.tencent.com/document/api/610/40972
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/610/40972

@ A SR

=37ac2f4fde00bOac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=238232
23&Secretld=AKIDEXAMPLE
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@ HEI:HE SRa{RP
ERIEE V3

EITEHATE] : 2020-08-11 08:01:40

&BR/73E V3 (TC3-HMAC-SHA256 ) Thag B 7 LIRIRERT5E v |, MEERE , SFFERRIEK , 328 json 180, MaeE—EiR
Tt EEERZERTATEER.

BUREEAR | EINGER API Explorer FRRY" SR ERAERLTHRE | IEFERIRAN"API 3.0 &% v3" , JLAERSEIIEHTIONE , eI EEE
B% SDK 73, HEFERETH = AP BBER 7 MENNRZES SDK , EEHETEZMERIRE , I98FFR , S7hF Python, Java,
PHP, Go, NodelS, .NET, C++,

BBz AP B NMERFITEMHINIE , BRFEEARZEEIE  SIEENLSEXEKHITER (Signature ) , BMNEXREFEER
HERSHPIEEZERERALUEERN S TAEIURIERZ K.

gL e FEilE
A (FERNLEEI RN |, Z5AE4E Secretld 1 SecretkKey, BMNAFPRZELIRAEMITEHE,

o Secretld : BFHRR APIEBEESY , AILEERENARFSE.
o SecretKey : FBFIRIE AP ERERSH , aTLAfEERASEEL A%,
s BRPYATIRFRERLEIE , BRlE  SWEERUFRL. SR  BuZAZEAZELEIE.

REREFIENERSERAT

1. BF BA=EEHh0EHE,
2. HifE =APIZ2H BUI=H & TUE,
3.7 =APIZH TumE |, Btk [FE=4E] B LABIE—XI=54A.

ERUE

== AP| 3735 GET #0 POST i3k, XFGETAE , R37# Content-Type: application/x-www-form-urlencoded Y&z, X3FPOST
75i% , BEIsz#EF Content-Type: application/json LAK Content-Type: multipart/form-data FEFIHAEES |, json & ASEIEON
3FF , multipart IS RBRFEROSF | WHHZIEOAREEER json 18IVEA , 25 BIRISEOMAIRE, #E5ER POSTEX ,
NBENERALES | (B GET i5k R 32 KB LARAYiEKE.

TEUZRSSFEAT MNEEHFIREAFF , SEBRNMEBERTEIRE. FANEFZEOZES

1. ZIRSZHBIAETE , ZEORER
2. ZIFORREN , FRXERERRIRTE |
3. RONESNSETRS | LIS~ LIRSS B ER.

I, MEAHSHEERONSY , RNRBEESZILEER. ECrERRORN |, SRIECRERR , 8 MNEONSEFR
1R, FERDXMIFRISEE.

BRIZFFHY Secretld 71 SecretKey 582 : AKIDz8krbs)5yKBZQpn74WFkmLPx3*****+* F[]
GU5t9XxGARNpPQq86cd98joQYCN3***++*+ = FFIBEEI X =IRFZEEE N R MENIRE | RIREI—FEHIE. WIiEKkaT8ek

RS : BB UE (bR ) BREEAH 513 #1097


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
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curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc3 requ
est, SignedHeaders=content-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d
7652c¢" \

-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com” \

-H "X-TC-Action: Describelnstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap-guangzhou" \

-d '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

THIFEFFRSSITEIRE.

1. fHEHEE RS
BRI FHENDEIEXE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + '\n" +

HashedRequestPayload

FEER R

HTTPRequestMethod HTTP i53k755% ( GET. POST ). Lt=FIEYES POST .
CanonicalURI URI 2%, API 3.0 EENIERIAT (/) .

&H#S HTTP &3k URL RUEEZRFER |, X3 F POST Bk , EEAEE/E"" , JF GET 5K, WA
URL (a5 (?) FEAIFFRFEARZ , FI40 : Limit=10&Offset=0,

& : CanonicalQueryString FE£% RFC3986 #17 URLEncode , =55 UTF8 , ¥ (EARIZE
SR |, FTERFRFRAIIERG , K5,

CanonicalQueryString

S5ZALEMER , ZDEE host # content-type FEANLER , tBRIIIABEXHIELES 5EZLA
REBEEIERE—MMZEE.
A
1. 3k&P key #0 value Zi—4RUNG | FEIRERTIE | 1K keyvalue\n 18xiHHE ;
. 2. AR | =ARLER key (/N ) B ASCI TRt T,

CanonicalHeaders
IWRHTELEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\n .
iER : content-type MFILIRAIXAVERS | BLmiEIE S MEERFERIEEESEIRMN
charset {8 , {IRSBRFRENFA—E , RB[BSIRESERILKM.

RS : BB UE (bR ) BREEAH 5514 109


https://tools.ietf.org/html/rfc3986

A BT

FREM

SignedHeaders

HashedRequestPayload

SR

R

BE5FZHLIBER | RBLKIEKEMLELES 5 TER | fl CanonicalHeaders B&HISLEBAE
B—XIRAY. content-type F host JWFkESLER.

PN

1. LB key Ze—8R/NG ;

2. ZMLER key (/B ) $2EB ASCH FHdHTHEE , HELSE () 9R.

L7 =~f5178 content-type;host

BKIEX ( payload , B) body , Itt7=f5I7 {"Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BEE , HEHEBA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , BIXY HTTP 15KIESf# SHA256 14
&, ARTNAHIRE  RERESEEIER/NSFE. T GET 5K , RequestPayload EENTF
7, WRPTEERRE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b11f7f689887f1398934064 ,

HRIELA LRI, A ERIRIHEEIRREBINT

POST
/

content-type:application/json; charset=utf-8
host:cvm.tencentcloudapi.com

content-type;host

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f68988711398934f064

2. PHESGERFTEH

BRAITMBTFHERS SR T
StringToSign =
Algorithm +\n +
RequestTimestamp + \n +

CredentialScope +\n +
HashedCanonicalRequest

FERAETR

Algorithm

RequestTimestamp

CredentialScope

R
ER2EL , BRIEES TC3-HMAC-SHA256 ,

ERAER | BIESCLERRI A4 X-TC-Timestamp BUE , EXRIAE) UNIX BB , #5582
. LRBIEES 1551113065 .

EIFBE , #8209 Date/service/tc3 request , @S HHA. FMEKAIIRSIIRIEFHFH
(tc3_request) ., Date J3 UTC imERIEIAIAHD , BEZTEMAHSE X-TC-Timestamp RERY
UTC iR ERIEBE—3 ; service AF-m& , WARSERANFRIEE—H. HREITEERE 2019-
02-25/cvm/tc3_request,

RS : BB UE (bR ) BREEAH 5815 #1097



@ A SRR

FREMR R

BIASSBHHEMENSEIBRBNEHE , ITEHAREA
HashedCanonicalRequest =~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), IRt ELERE
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031 .

1. Date X/RMBTIEJEL X-TC-Timestamp itE152) , BRfXA UTC+0, MEMARFEAMIXESR , HIIIFE/\X |, BESEEXM
B EVARERRT | (BERERERTERNERM. BIZAEEAS 1551113065 , 4/ \XAJAdEIRE 2019-02-26 00:44:25 , (EREITEE
ZlpY Date EX UTC+0 RIBHRARZ/ 2019-02-25 , MIA4E 2019-02-26.

2. Timestamp W/RESRIRFATE , BREHRZFEMNEREZESH  MREEETA D PNOERY. NRKAIEAF
tERTEIRY | AIRESEUET—RITEE  ERGELRY , IREERTHER.

HRIELA AN, RBIPERIRGERFRRNT

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031

3. itEER

1) HEIRESZER | (pRBBIT :
SecretKey = "GU5tIXGARNpq86cd98joQYCN3*******"
SecretDate = HMAC SHA256("TC3" + SecretKey, Date)

SecretService = HMAC SHA256(SecretDate, Service)
SecretSigning = HMAC _SHA256(SecretService, "tc3 request”)

IREHAYZSA SecretDate . SecretService #1 SecretSigning 2THHINEUE , AIREEARAHIENZER , AR RHELER.

BER  FRNFHEIES  HMAC EREHSHIRFRIRER—R | bR EIRSEEE | BIULIMREIES Nk, BREINEER
HoRMTHFRITTEE | hEIMERRY | ESREUTERFRIHNHEBITEE | BETEH BEREREA.

FERBR Rz

SecretKey JR#RAY SecretKey , Bl Gu5tIXGARNpPQ86cd98joQYCNI*###***
Date BP Credential #f Date FEER. WREIBYES 2019-02-25,
Service BP Credential Hf§ Service FERER., HRFEUESN cvm,

2) itBER , (BT

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

IHRFITELERE 2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d7652¢
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4. $##%E Authorization
RO & HHE Authorization :

Authorization =
Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope +', " +

'SignedHeaders=" + SignedHeaders + ', ' +

'Signature=" + Signature

FEREBR fERR

Algorithm B&75E , EEAN TC3-HMAC-SHA256

Secretld ZEAXIHAY Secretld , B AKIDz8krbs) 5yKBZQpn74WFkmLPx3**xrxi* |

CredentialScope  WEX , FIBBE. WWRATELERE 2019-02-25/cvm/tc3 request
SignedHeaders R, 258EBREER. WRHIEUES content-type;host .

BRE WRIHEERZ

Signature 2230eefd229f582d8b1b891af7107b91597240707d778ab3738F756258d7652¢ .

HRIELA LRI, RIS ZIRIEDS

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc3_request, SignedHeaders
=content-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d7652c

RETEIBERERNT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc3 request,
SignedHeaders=content-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d765
2¢

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

5. XRET

TESCIREAE API 3.0 BT , HETEHFERCENIBSTLE SDK 3.0 , SDK SR TERMTE , FFANRSIF- RSNSOI, Hmsa
&I SDK iy, HEIFNREIES

e Python

e Java

o PHP
e Go
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go

A BT

¢ NodelS
o NET

o C++

SR

ATEERNBRERTRE , TEULIRMREES A0, B EANERSEEARSI. BREE. BRNEOMSEEEERL Lk

BiTfEE , MBRABRERTE , AAESERN | SIRTRIBRE/MA SDK.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF 8;

private final static String SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3#****xxxt
private final static String SECRET_KEY = "Gu5t9xGARNpq86cd98joQYCN3*+****x",
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.tencentcloudapi.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) ERRX , BNEZHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp

@ A SRR

// *kkkkkkkkkkkk ig% ‘] D ;#g;mﬁi%*% *hkkkkkkkkkkkk

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printIn(canonicalRequest);

// *kkkkkkkkkkkk ﬁg% 2 0 ?#g%gg?ﬁ% *hkRkkRkRRRRRK))

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkKkkkkkkkk ig% 3 .H.%ég *kkkkkkkkkkkk

byte[] secretDate = hmac256(("TC3" + SECRET KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *RkRkRkKkkkkkhhkk ig% 4 0 ?}“"l’}‘% Authorization L T e
String authorization = algorithm + " " + "Credential=" + SECRET ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);
headers.put("Content-Type", CT JSON);

headers.put("Host", host);

headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();

sb.append("curl -X POST https://").append(host)

.append(" -H \"Authorization: ").append(authorization).append("\"")
.append(" -H \"Content-Type: application/json; charset=utf-8\"")
.append(" -H \"Host: ").append(host).append("\"")

append(" -H \"X-TC-Action: ").append(action).append("\"")
append(" -H \"X-TC-Timestamp: ").append(timestamp).append("\"")
append(" -H \"X-TC-Version: ").append(version).append("\"")
append(" -H \"X-TC-Region: ").append(region).append("\"")
.append(" -d '").append(payload).append("");
System.out.printIn(sb.toString());

}

}
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Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3****xxx"
secret_key = "GU5tIXGARNpg86cd98joQYCN3I*******"

service = "cvm”

host = "cvm.tencentcloudapi.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u"K&% "1}]}

# *RkRkXkKkkkkkkkhkhk i% 1 0 T#?%%m;ﬁi%*% L
http_request method = "POST"

canonical _uri ="/"
canonical_querystring =
ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)
signed_headers = "content-type;host"

hashed request payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()

canonical request = (http_request method + "\n" +
canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed request_payload)

print(canonical request)

# kkhkkkkhhkkkkhk i% 2 o ?#?%?%g ?ﬁ% Fhkkkhkkkkhhx

credential_scope = date + "/" + service + "/" + "tc3 request”

hashed canonical_request = hashlib.sha256(canonical request.encode("utf-8")).hexdigest()

string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +
credential_scope + "\n" +
hashed_canonical_request)
print(string_to_sign)

# *hkkkkhkkhhkkkhk 5% 3 0 'H'%\%% *kkhkkkkkhkkhk

# ITES B RHERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)
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secret_signing = sign(secret_service, "tc3 request”)
signature = hmac.new(secret signing, string_to _sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkkkkkk ig;'% 4 D ;ﬁg Authorizatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘'curl -X POST ' + endpoint
-H "Authorization: ' + authorization +
-H "Content-Type: application/json; charset=utf-8"'

-H "Host: ' + host + '™

H "X-TC-Action:' + action + '™

-H "X-TC-Timestamp: ' + str(timestamp) + '™
-H "X-TC-Version: ' + version + '™

-H "X-TC-Region:" + region + '

-d'" + payload + "'")

+'
+'
+'
+'
+'
+'
+'
+ "

Golang

package main

import (
"crypto/hmac”
"crypto/sha256"
"encoding/hex"
"fmt"

"time"

)

func sha256hex(s string) string {
b := sha256.Sum256([]byte(s))
return hex.EncodeToString(b[:])
}

func hmacsha256(s, key string) string {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([]byte(s))

return string(hashed.Sum(nil))

}

func main() {

secretld := "AKIDz8krbs)5yKBZQpn74WFkmLPx3***xx+x"
secretKey := "Gu5t9XGARNpq86cd98joQYCN3*rrrxxx"
host := "cvm.tencentcloudapi.com”

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances”

region := "ap-guangzhou"
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//var timestamp int64 = time.Now().Unix()
var timestamp int64 = 1551113065

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI :="/"
canonicalQueryString :=
canonicalHeaders := "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n"
signedHeaders := "content-type;host"

payload := {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}’
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

// step 2: build string to sign

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3 request”, date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

// step 3:sign string

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

// step 4: build authorization

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf('curl -X POST https://%s\

-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\
-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\
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-d '%s", host, authorization, host, action, timestamp, version, region, payload)
fmt.Printin(curl)

}

PHP

<?php

$secretld = "AKIDz8krbs)5yKBZQpn74WFkmLPx3#*##**xx",
$secretkey = "Gu5tIXGARNpPg86cd98joQYCN3*#*x+*",
$host = "cvm.tencentcloudapi.com”;

$service = "cvm”";

$version = "2017-03-12";

$action = "Describelnstances”;

$region = "ap-guangzhou";

// $timestamp = time();

$timestamp = 1551113065;

$algorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

$httpRequestMethod = "POST";

$canonicalUri = "/";

$canonicalQueryString = "";

$canonicalHeaders = "content-type:application/json; charset=utf-8\n"."host:".$host."\n";
$signedHeaders = "content-type;host";

$payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}’;
$hashedRequestPayload = hash("SHA256", $payload);

$canonicalRequest = $httpRequestMethod."\n"

.$canonicalUri."\n"

.$canonicalQueryString."\n"

.$canonicalHeaders."\n"

$signedHeaders."\n"

.$hashedRequestPayload;

echo $canonicalRequest.PHP_EOL;

// step 2: build string to sign

$date = gmdate("Y-m-d", $timestamp);

$credentialScope = $date."/" $service."/tc3 request”;
$hashedCanonicalRequest = hash("SHA256", $canonicalRequest);
$stringToSign = $algorithm."\n"

S$timestamp."\n"

$credentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3:sign string

$secretDate = hash_hmac("SHA256", $date, "TC3".$secretKey, true);
$secretService = hash_hmac("SHA256", $service, $secretDate, true);
$secretSigning = hash_hmac("SHA256", "tc3 request”, $secretService, true);
$signature = hash_hmac("SHA256", $stringToSign, $secretSigning);

echo $signature.PHP_EOL;

// step 4: build authorization
$authorization = $algorithm
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." Credential=".$secretld."/".$credentialScope
.", SignedHeaders=content-type;host, Signature=".$signature;
echo $authorization.PHP_EOL;

$curl = "curl -X POST https://".$host

. -H "Authorization: '.$authorization.""

. -H "Content-Type: application/json; charset=utf-8"'
."-H "Host: ".$host.""

. -H "X-TC-Action: ".$action."™

. -H "X-TC-Timestamp: ".$timestamp.
. -H "X-TC-Version: '.$version.""

. -H "X-TC-Region: "$region.""

" -d "".$payload."";

echo $curl.PHP_EOL;

ruby

-*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'digest’
require 'json’'
require 'time’
require 'openssl’

# BIPSH
secret_id = 'AKIDz8krbs)5yKBZQpn74WFkmLPx3**#***+!
secret_key = 'Gu5t9IXGARNpg86cd98joQYCN33*******!

service = 'cvm’

host = 'cvm.tencentcloudapi.com’

endpoint = 'https://' + host

region = 'ap-guangzhou’

action = 'Describelnstances’

version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to_i

timestamp = 1551113065

date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

# *kkkkkkkkkkkk _/ljg% 1 : ;ﬁg;mﬁiﬁ*% *kkkkkkkkkkkk

http_request method = 'POST'

canonical uri ="'/

canonical_querystring ="

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\n"
signed_headers = 'content-type;host'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name’, 'Values' => ['>kK&p&'1 }] }
# payload = JSON.generate(params, { ‘ascii_only' => true, 'space' =>""})

# json will generate in random order, to get specified result in ******* we hard-code it here.
payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed request payload = Digest:SHA256.hexdigest(payload)

canonical_request = [

http_request_ method,

canonical_uri,
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canonical_querystring,
canonical_headers,
signed_headers,

hashed request payload,
Jjoin("\n")

puts canonical request

# *kkkkkkkkkkkk _/ljgélﬁ 2 : ;#?%%%g?ﬁ% *kkkkkkkkkkkk

credential_scope = date + '/ + service + '/' + 'tc3_request’

hashed request payload = Digest:SHA256.hexdigest(canonical request)
string_to_sign = [

algorithm,

timestamp.to s,

credential_scope,

hashed request_payload,

ljoin("\n")

puts string_to_sign

H FRExRFE KR ARk i%‘g 3: .‘L.l_%gg *kkhkhkkhrhrk

digest = OpenSSL:Digest.new('sha256')

secret date = OpenSSL:HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL:HMAC.digest(digest, secret date, service)
secret_signing = OpenSSL:HMAC.digest(digest, secret_service, 'tc3 request')
signature = OpenSSL:HMAC.hexdigest(digest, secret signing, string_to _sign)
puts signature

# kkkkkkkkkkkkhk ./IJJEES_E 4 : m;% AUthOI’izatlon kkkkkkhkkkkkkhk

authorization = "#{algorithm} Credential=#{secret_id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature
=#{signature}"

puts authorization

puts ‘curl -X POST ' + endpoint\
+ ' -H "Authorization: ' + authorization + '™\
+ ' -H "Content-Type: application/json; charset=utf-8"" \

+'-H "Host: ' + host + """\
+ ' -H "X-TC-Action: ' + action + """\
+ ' -H "X-TC-Timestamp: ' + timestamp.to s + """\
+ ' -H "X-TC-Version: ' + version + """\
+'-H "X-TC-Region: ' + region + """\
+"-d'" + payload + """
DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class Application {
public static string SHA256Hex(string s)

{
using (SHA256 algo = SHA256.Create())
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{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();

for (inti = 0; i < hashbytes.Length; ++i)

{

builder.Append(hashbytes[i].ToString("x2"));

}

return builder.ToString();

}

}

public static byte[] HmacSHA256(byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static void Main(string[] args)

{

/] BREE
string SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3******x"
string SECRET KEY = "Gu5t9xGARNpq86cd98joQYCN3***xxxx".

string service = "cvm”;

string endpoint = "cvm.tencentcloudapi.com”;

string region = "ap-guangzhou®;

string action = "Describelnstances”;

string version = "2017-03-12";

string algorithm = "TC3-HMAC-SHA256";

string contentType = "application/json”;

double RequestTimestamp = 1551113065; // AtiE)& 2019-02-26 00:44:25 Lt S¥UEAI , LSRR
// long timestamp = ToTimestamp() / 1000;

// string requestTimestamp = timestamp.ToString();

string date = new DateTime(1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc).AddSeconds(RequestTimestamp).ToString("yyyy-MM-
dd");

//FERK , BUESZHE

// *kkkkkkkkkkkk _/lfgélé ’I : m;&%ﬂﬁiﬁ*% *khkkkkkkkkkkk
string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";
string canonicalHeaders = "content-type:" + contentType +"; charset=utf-8\n" + "host:" + endpoint + "\n";

string signedHeaders = "content-type;host";

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name
\"H}"

string hashedRequestPayload = SHA256Hex(requestPayload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

Console.WriteLine(canonicalRequest);
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Console.WriteLine("---------------==-----cc oo oo ");

// *kkkkkkkkkkkk ig% 2 0 ;ﬁ%%%g?fg% *kkkkkkkkkkkk

string credentialScope = date + "/" + service + "/" + "tc3_request”;

string hashedCanonicalRequest = SHA256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
Console.WriteLine(stringToSign);

Console.WriteLine("--=--=-===========mommmmmmmemev ");

// *kkkkkhkhhkkkhk 59% 3 0 .‘L.l_ggg *kkhkkkkkhhkkhk

byte[] tc3SecretKey = Encoding.UTF8.GetBytes("TC3" + SECRET KEY);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(date));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3_request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();

Console WriteLine(signature);

Console.WriteLine("-------==========mmmmmmmmemeoo ");

// *kkkkkkkkkkkk ig% 4 0 ;ﬁ&:ﬁz Authorizat|on *kkkkkkkkkkkk
string authorization = algorithm + " "

+ "Credential="+ SECRET ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "
+ "Signature=" + signature;
Console.WriteLine(authorization);

ConsoleWriteLine("--------=----=------———--——————- ");

Dictionary<string, string> headers = new Dictionary<string, string>();
headers. Add("Authorization", authorization);
headers.Add("Host", endpoint);

headers.Add("Content-Type", contentType + "; charset=utf-8");
headers.Add("X-TC-Timestamp", RequestTimestamp.ToString());
headers. Add("X-TC-Version", version);

headers. Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);

Console.WriteLine("POST https://cvm.tencentcloudapi.com®);
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console. WriteLine(requestPayload);

}

}

NodeJS
const crypto = require('crypto’);
function sha256(message, secret ="', encoding) {
const hmac = crypto.createHmac('sha256', secret)

return hmac.update(message).digest(encoding)

}
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function getHash(message, encoding = 'hex’) {

const hash = crypto.createHash('sha256')

return hash.update(message).digest(encoding)

}

function getDate(timestamp) {

const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear()

const month = (‘0" + (date.getUTCMonth() + 1)).slice(-2)
const day = ('0' + date.getUTCDate()).slice(-2)

return “${year}-${month}-${day}’

}

function main(){

/] BERSE

const SECRET _ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3******"
const SECRET KEY = "Gu5t9xGARNpPg86cd98joQYCN3####iis"

const endpoint = "cvm.tencentcloudapi.com”
const service = "cvm”

const region = "ap-guangzhou"

const action = "Describelnstances”

const version = "2017-03-12"

//const timestamp = getTime()

const timestamp = 1551113065

//RSTEIRbER, SREX tH FREE) HEA

const date = getDate(timestamp)

// *hkkkhhhkkhkhk ig% ‘I o ?#;%;m;ﬁiﬁ*% Fkkkkhkkkkhkx

const signedHeaders = "content-type;host"
const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = getHash(payload);
const httpRequestMethod = "POST"

const canonicalUri = "/"
const canonicalQueryString =
const canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + endpoint + "\n"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload
console.log(canonicalRequest)
consolelog("---------=======------------ ")

// kkkkkhhkkkkkhkkk 59;[& 2 : ;#;%1%5%?%% *kkkkkkkkkhkkk

const algorithm = "TC3-HMAC-SHA256"

const hashedCanonicalRequest = getHash(canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request”
const stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest
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console.log(stringToSign)
console.log("------------------ooommoo--- ")

/ kkkkkhkkkkkhkkk 59;[?( 3 : .L-l_%Eg kkkkkkkkkkhkkk

const kDate = sha256(date, 'TC3' + SECRET_KEY)

const kService = sha256(service, kDate)

const kSigning = sha256('tc3 request’, kService)

const signature = sha256(stringToSign, kSigning, 'hex')
console.log(signature)
console.log("---------------------------- ")

// *kkkkkkkkkkkk ig% 4 B-_‘l_;i-; Authorization ****#xsrsixsx
const authorization = algorithm + " "
"Credential="+ SECRET ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log(authorization)
consolelog("----------=-==--moooooooee-- ")

+

const Call_Information = "curl -X POST ' + "https://" + endpoint
-H "Authorization: ' + authorization +
-H "Content-Type: application/json; charset=utf-8"
-H "Host: ' + endpoint + '

H "X-TC-Action: ' + action + '™

H "X-TC-Timestamp: ' + timestamp.toString() +
H "X-TC-Version: ' + version + '™

H "X-TC-Region:"' + region +

4
4
4
+ ' -
e
+ ' -

e

+"-d" + payload +
console.log(Call_Information)

}

main()

C++

#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>

#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

using namespace std;

string get_data(int64 t &timestamp)

{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
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utcDate = string(buff);

return utcDate;

}

string int2str(int64 t n)

{

std:stringstream ss;

ss << n;

return ss.str();

}

string sha256Hex(const string &str)

{

char buf[3];

unsigned char hash[SHA256 DIGEST LENGTH];
SHA256 CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std:string NewString = "";

for(inti = 0;i < SHA256 DIGEST LENGTH; i++)

{

snprintf(buf, sizeof(buf), "%02x", hash[i]);

NewsString = NewString + buf;

}

return NewsString;

}

string HmacSha256(const string &key, const string &input)

{
unsigned char hash[32];

HMAC CTX *h;

#if OPENSSL VERSION NUMBER < 0x10100000L
HMAC CTX hmac;

HMAC_CTX_init(&hmac);

h = & mac;

#else

h = HMAC CTX new();

#endif

HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC Update(h, (unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION _NUMBER < 0x10100000L
HMAC CTX cleanup(h);

#else

HMAC CTX free(h);

#endif

std:stringstream ss;

ss << std:setfill('0");

for (inti =0;i < len; i++)
{

ss << hash[i];
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return (ss.str());

}

string HexEncode(const string &input)

{

static const char* const lut = "0123456789abcdef";
size tlen = inputlength();

string output;

output.reserve(2 * len);

for (size ti =0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lut[c >> 4]);
output.push_back(lut[c & 15]);

}

return output;

}

int main()

{

/] RS

string SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3*###**".
string SECRET KEY = "Gu5t9xGARNpg86cd98joQYCN3******+".

string service = "cvm®;

string host = "cvm.tencentcloudapi.com”;
string region = "ap-guangzhou®;

string action = "Describelnstances”;
string version = "2017-03-12";

int64 t timestamp = 1551113065;

string date = get_data(timestamp);

// *kkkkkkkkkkkk _}jg% 1 0 ;#E;m;@iﬁ*% *kkkkkkkkkkkk
string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";
string canonicalHeaders = "content-type:application/json; charset=utf-8\nhost:" + host + "\n";

string signedHeaders = "content-type;host";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

cout << canonicalRequest << endl;

COUt << "-mommommmoooooooooe << endl;

// *hkhkhhkhkhrk ig% 2 ;ﬁgﬁgg?ﬁ% *kkkkhrhhkhrk

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3_request”;

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;
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COUt << "-mommmmmooooo " << endl;

// *kkkkkkkkkkkk ig% 3 0 .L.l.%%g *kkkkkkkkkkkkkk

string kKey = "TC3" + SECRET KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3_request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));
cout << signature << endl;

GO << endl;

// *kkkkkkkkkhkk ig% 4 0 ?}“"l’}‘% Authorization L e

string authorization = algorithm + " " + "Credential=" + SECRET ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

COUt << Mommmmmmmmoooo oo << endl;

string headers = "curl -X POST https://" + host + "\n"

+ " -H \"Authorization: " + authorization + "\n"

+ " -H \"Content-Type: application/json; charset=utf-8\
+"-H\"Host: " + host + "\n"

+ " -H\"X-TC-Action: " + action + "\n"

+ " -H\"X-TC-Timestamp: " + RequestTimestamp + "\n"
+ " -H\"X-TC-Version: " + version + "\n"
+
+

+"\n"

" -H\"X-TC-Region: " + region + "\n"
"-d'" + payload;

cout << headers << end|;

return O;

b5

SRR

FEUTERRWRIEIRS | iBSRIELIRERLER,
FHIRAS SRR
AuthFailure SignatureExpire EBRIIHA. Timestamp SHRSSFEWEIERNEEENMSFEI RS,
AuthFailure SecretldNotFound  ZAARFE. BEHEHIEEERAREHER  BRAVEH TFRNES 7FH.

ERER. TREESEITERR  BEERSLMAENRBMENS |, BETRERR

AuthFailure.SignatureFailure
9 SecretKey $£IRSHH.

AuthFailure.TokenFailure EAHIES Token (&R,
AuthFailure.InvalidSecretld 2L (A2 AP BEEERY ) |
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Cox YRl

SIEEZATE : 2020-08-11 08:01:41

BERITEV BRZA | RPN SHEAMER A v3 | #HEFERSERTE v3.

BN , EER AP| Explorer RN &E AR THRE | GRS EIRA AP 3.0 £ v1" , JLIAERSZISFBHITION , FHEM TEE
DRRESHEEZ 6 , b EEER SDK (X8, HEFEABH S AP BBER 7 MERNANREES SDK , BRHETEZNERIIRE |
¥WEFFER , 2 Python, Java, PHP, Go. NodeJS. .NET,

Bl APl £33 E/MNAEERETEMIIE , IS NEREEEEATLESRSHTEEEREE (Signature ) LESIEERESD. &2
SEHRLZ2EITER , T2EITEIE Secretld 1 SecretKey ; ERAFPIERELREEILL | iBRI1E =APIZHTE B , UL EER=
APl £,

sgE \
1. iRt
HEEIXERZ= APl Z81 , 1BRI{E = AP| ZHTIE RiFReEIE. TEEUFEHE Secretld # SecretKey :

o Secretld BFHmR APl ARESHD
e SecretKey FIFINEE R FRARFRS e mNIESE R
s APYITBIREREEIE , BEEE,

E

%H o

REREFIENERSERNT

1. &R B =E8EPEHIE.
2. BIfE = AP| 248 AUEHIGTRE
3.7 = API %30 TiE , BB [FrE%5A] BIRJLAGIEE—3T Secretld/SecretKey,

TR BN IKSHEZTLURERNT Secretld/SecretKey,

2. PR

BT ZeFEiESecretld 7 SecretKeyfs , iAJLAEREEERT . LITREMES BROFEMITE
BRIZFFHY Secretld 70 SecretKey SBIE :

o Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3****+*
e SecretKey: Gu5t9xGARNpPq86cd98joQYCN3*******

8 XBRETE , iBRIEAPEERERIEHY Secretld I SecretKey H1TIFLEHRE !

LRSS eeEELNIFIZR (Describelnstances)iEk Al , HEFERX—ZAON , HiEkasEmT8euT:

SRR B3z BHE

Action Vakr Describelnstances

Secretld 248 1D AKIDz8krbs)5yKBZQpn74WFkmLPx3*****+*
Timestamp RIS 1465185768
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi

A BT

SR HR3Z B8
Nonce BB IEEEEL 11886
Region SCAIRFERK 1 ap-guangzhou

Instancelds.0

FEIRRYSLA) 1D

ins-09dx96dg

SR

Offset w2 0

Limit RASIFEH 20

Version EORAS 2017-03-12
2.1. WSHHE

BN AERSERSHBNTERF ( ASCI D) FtiFdr. 8 1) RIESHSHTHR | SHEREGNEIE , A&5K0
2)) #& ASCII FBEEAV/N , 40 Instancelds.2 ZHEE Instancelds.12 [ , AERFERE , BARKEE. BRULUEMREESTIMEX
HEFF R ECRSCINX—TI08E , 40 PHP 5hE ksort BiE, EARRBISERHEFERNT:

{

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : 'AKIDz8krbs) 5yKBZQpn74WFkmLPx3*******!
'Timestamp' : 1465185768,

'Version': '2017-03-12,

}

EREEEFRINESITARN , X EERAIPRISEETHR | SEIRNER R,

2.2, HHEERF IR

WS BARIERFRTER, BIE L —SHIRFINER SIS SEBFR=28E "R , 10%T Action 221 , HSEEFR9 "Action”
, 8BS "Describelnstances" , EIIEXLEHA Action=Describelnstances . F& : “S&(E"HEIAETIE url HEEHE.

BB ENS N SHA" & HRE—R | REENRNERFFFHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&0ffset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******&Timestamp=1465185768&Version=2017-03-12

2.3. HHEERBIREXF/TE

P BRERSERFHE, SERIFRHBHUTISEEM:

1.753K73i%: 35 POST #1 GET /530 , iXEBfER GET 5K , IFBEHIEAEAE,

2. i5KENEEXLAIFIZFR(Describelnstances)ANIEKIHZ /9 : cvm.tencentcloudapi.com, SERRANERENERIERE BRI R
A, FEREREORA.

3. KRR HEIRATAPIRERBREEN / .

4 iEKRFFE: B E—SAERANERFRIE,
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ERFEEHERIFHERND © BRTE + BRI HBEKERE + 7 + BRFRES .
THIRIHHELERA
GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offse

t=08&Region=ap-guangzhou&Secretld=AKIDz8krbs) 5yKBZQpn74WFkmLPx3*******& Timestamp=1465185768&Version=2
017-03-12

2.4. EpERH

P RAERE R R, BITER HMAC-SHAT 8iE3 E—P ik EHNERRNFHBRATER | REBEMNER B Basebd HITH
13, BIAERIERENER A,
B30T |, LLPHP EES A6
$secretKey = 'Gu5tIXGARNpPQB86cd98joQYCN3I*r#*s",
$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******&Timestamp=1465185768&
Version=2017-03-12";

$signStr = base64_encode(hash_hmac('sha1’, $srcStr, $secretKey, true));
echo $signStr;

RLBEINSEEN

zmmjn35mikh6pM3V7sUEuX4wyYM =

EREEEFRINESTAR , IR LERAIPRIRSGHTERIIE , BRIRNSRBSHFH—EE0A.

3. R ERIWT

ERERBFAREERIENBRSE , FEXHHTT URL FHiS.

W E—EERHIESE SRS zmmjn35mikh6pM3V7sUEUX4AwyYM = |, SREERINERZ ERIEKESEL ( Signature ) 9 :
zmmjn35mikh6pM3V7sUEuX4wyYM%3D , BEBFERBLHIER URL,

FE  NRAPEBERAER GET , 5i&Ei5KAiE7 POST [EAY Content-Type 7 application/x-www-form-urlencoded , M&zi%
BRIEERSHNEIITEM URL &S , SHEN=-SSATERPE. IE ASCI F/FE URL BEEIFEELLL UTF-8 #1343,

iR . FERETSHNEESEMARBESHHT urlencode , FTEXMERT , MARTEXWEZHRi#HTT URL i3 T , FNFEIX URL
RESSHERRY.

ite : HittSHEHTEZHTRED , H3RMA RFC 3986, ER %XY MFHFRHGINLNFHITESILRE , B X" Y B+7\#5F
F (0-9 MIXSF8 A-F) , ERNSIEEIRIER,

4. FZHKW
IRIESCIREIR | FELATERLMAYEIRD |, iBIRIESCIRIE R IR,

B RRIEA
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http://tools.ietf.org/html/rfc3986
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et FERAmA

AuthFailure SignatureExpire BEIIH

AuthFailure SecretldNotFound BSRAFRE

AuthFailure SignatureFailure BEEIR
AuthFailure.TokenFailure token &R
AuthFailure.InvalidSecretld AL (2= API BA%R )

Il S 3 —

R AN

fESCRRER API 3.0 B, #EF(EFRECERIBSINZ SDK 3.0 , SDK 2 7TERAISE , AFANRX T~ miR BRI, FHAER
20 SDK Fly, SRISFFRIRIZIESR ¢

e Python
e Java

e PHP

e Go

e NodelS
e NET

AT EFRNBRSEE , THEUSRMREES A0 B EANERTEEARSTI. BERAEE. ERROMSHRIRERRLL LA
BN  MBRNERERTRE  AAESERN | SIRTABRERR SDK.

B&ESHAY url BJRES © https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=11886&0ffset=08Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******&Signature=zmmjn35mikh6pM3V7sUEuX4wyYM %3D&Time
stamp=1465185768&Version=2017-03-12 ,

TR BT RAHRREHEEEME | MEEEARRFALEINE , FIttanSREIL url BRI HEE B curl EH<SEBISIREIEN
Bix | ERITH, ATEE—NMTLUEEIREIA url |, EEEXMAIFEY Secretld §1 SecretKey AESEAIZER |, FHERR SRR B2
£ Timestamp ,

IR A TENREY , ARREES EERESSRIVTEEIR url STREEEMAR |, RUASHENIRFAR |, BIXFAFNIER
. REFESHENME , BERITEIEREIE.

TR LATMUBUERT API 3.0 , FREERATHRMNERIME , AIERIERN APl |, BFFEATEFBRSHERITERR | Bl
XS R AYSERR SR ST E .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet

@ A SRR

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/] EBRERSSEHITFHAR | ALATreeMap{RIEIiF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

/] EFRERAur P SEIRF B EK

for (String k : params.keySet()) {

/] BEXSERB#H Turlencode , BT keyZBRENFE , HULAMNXIHvaluert Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LABzhHER

// SChREFRRT R 2R FERENLES , IR0 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // ~NH&E]

// SEFREFBRY R X {EFR RS F0YE] , 440 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp”, 1465185768); // ~HE#

params.put("Secretld”, "AKIDz8krbs)5yKBZQpn74WFkmLPx3****++x"). /7 /) L 255G

params.put("Action”, "Describelnstances"); // "HE#

params.put("Version", "2017-03-12"); // AHS#

params.put("Region”, "ap-guangzhou"); // ~NHS#

params.put("Limit", 20); // \WESE

params.put("Offset", 0); // WES#

params.put("Instancelds.0", "ins-09dx96dg"); // WE&4;

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpq86cd98joQYCN3******** "HmacSHA1")); // S
%

System.out.printIn(getUrl(params));

}

}

Python

TR QNERETE Python 2 IMEHNETT , BEHZEE requests (KERE :  pip install requests ,
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# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3**+rxt
secret_key = "GU5tIXGARNpq86cd98joQYCN3I*******"

def get _string to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query str = "&"join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac str)

if _name_ ==' main_ "
endpoint = "cvm.tencentcloudapi.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

'Nonce' : 11886,

'Offset’ : 0,

'Region’' : 'ap-guangzhou’,

'Secretld’ : secret id,

'Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get string to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.sha1)
print(data["Signature"])

# IWAhSCRRRR | BERTRer=4Eit 2

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

Golang

package main

import (

"bytes"
"crypto/hmac”
"crypto/shal"
"encoding/base64"
"fmt"

"sort"

)
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func main() {

secretld := "AKIDz8krbs)5yKBZQpn74WFkmLPx3**rxxt
secretKey := "Gu5t9XGARNpQq86cd98joQYCN3* "
params := map|[string]string{

"Nonce": "11886",

"Timestamp": "1465185768",

"Region": "ap-guangzhou”,

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances”,

"Instancelds.0": "ins-09dx96dg",

"Limit": "20",

"Offset": "0",

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

// sort keys by ascii asc order
keys := make([]string, 0, len(params))

fork, :=range params {
keys = append(keys, k)

}

sort.Strings(keys)

fori := range keys {

k := keys[i]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)

hashed := hmac.New(sha1.New, [[byte(secretKey))
hashed.Write(buf.Bytes())

fmt.PrintIn(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
}

PHP

<?php

$secretld = "AKIDz8krbs)5yKBZQpn74WFkmLPx3*#**#x=",
$secretKey = "Gu5tIXGARNpPg86cd98joQYCN3**+ri*",
$param["Nonce"] = 11886;//rand();
$param["Timestamp"] = 1465185768;//time();
$param["Region"] = "ap-guangzhou";
$param["Secretld"] = $secretld;
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$param["Version"] = "2017-03-12";
$param["Action"] = "Describelnstances”;
$param["Instancelds.0"] = "ins-09dx96dg";
$param["Limit"] = 20;

$param["Offset"] = 0;

ksort($param);

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as $key => $value) {
$signStr = $signStr. $key . "=". $value . "&";
}

$signStr = substr($signStr, 0, -1);

$signature = base64 encode(hash_hmac("sha1", $signStr, $secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// $param["Signature"] = $signature;

// $url = "https://cvm.tencentcloudapi.com/?" http_build_query($param);
// echo $url.PHP_EOL;

// $ch = curl_init();

// curl_setopt($ch, CURLOPT URL, $url);

// $output = curl_exec($ch);

// curl_close($ch);

// echo json_decode($output);

Ruby

-*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'time’
require '‘openssl’
require 'base64'

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3**xxxxx"
secret_key = "Gu5t9XGARNpP86cd98joQYCN3***ikk*"

method = 'GET'
endpoint = 'cvm.tencentcloudapi.com’
data = {

'Action' => 'Describelnstances’,
'Instancelds.0' => 'ins-09dx96dg’,

"Limit' => 20,
'Nonce' => 11886,
'Offset' => 0,

'Region' => 'ap-guangzhou’,

'Secretld' => secret _id,

'Timestamp' => 1465185768, # Time.now.to i
'Version' => '2017-03-12',

}

sign = method + endpoint + '/?'

params =[]

data.sort.each do |item|
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params << "#{item[0]}=#{item[1]}"

end

sign += params.join('&')

digest = OpenSSL:Digest.new('sha1')

data['Signature'] = Base64.encode64(OpenSSL:HMAC.digest(digest, secret key, sign))
puts data['Signature']

# require 'net/http’

# uri = URI("https://' + endpoint)

# uri.query = URl.encode www_form(data)
#puri

# res = Net:HTTP.get_response(uri)

# puts res.body

DotNet

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {

public static string Sign(string signKey, string secret)

{

string signRet = string.Empty;

using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))

{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));

signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string MakeSignPlainText(SortedDictionary<string, string> requestParams, string requestMethod, string req
uestHost, string requestPath)

{

string retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr +="?";

stingv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);
}

retStr += v.TrimEnd('&");

return retStr;

}

public static void Main(string[] args)

{
/] BIREH
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string SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3***xskxr,
string SECRET_KEY = "Gu5t9xGARNpG86cd98joQYCN3##xx.

string endpoint = "cvm.tencentcloudapi.com”;

string region = "ap-guangzhou”;

string action = "Describelnstances”;

string version = "2017-03-12";

double RequestTimestamp = 1465185768; // AiE)& 2019-02-26 00:44:25,ttS¥EARAI , LASSRRME
// long timestamp = ToTimestamp() / 1000;

// string requestTimestamp = timestamp.ToString();
Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

// param.Add("Nonce", Math.Abs(new Random().Next()).ToString());

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);

param.Add("Secretld", SECRET ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodelJS
const crypto = require('crypto’);

function get_req_url(params, endpoint){
params['Signature'] = escape(params['Signature']);
const url_strParam = sort_params(params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam.slice(1);

return strSign;

}

function shal(secretKey, strsign){

let signMethodMap = {"HmacSHA1": "sha1"};

let hmac = crypto.createHmac(signMethodMap['HmacSHA1'], secretKey || "");
return hmac.update(Buffer.from(strsign, 'utf8')).digest('base64')

}

function sort_params(params){

let strParam = "";
let keys = Object.keys(params);
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keys.sort();

for (let k in keys) {

//k = k.replace(/ /g, '.");

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}

return strParam

}

function main(){

/] BERSEL

const SECRET _ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3**+xx"
const SECRET KEY = "Gu5t9xGARNpg86cd98joQYCN 3 ik

const endpoint = "cvm.tencentcloudapi.com”

const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "Describelnstances”

const Timestamp = 1465185768 // Bdia&k 2016-06-06 12:02:48, WEEHERRE , LASERRAME
// const Timestamp = Math.round(Date.now() / 1000)

const Nonce = 11886 // BBt/ IEEEL

//const nonce = Math.round(Math.random() * 65535)

let params = {};

params['Action’] = Action;
params['Instancelds.0'] = 'ins-09dx96dg’;
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] = Nonce;
params['Region'] = Region;
params['Secretld'] = SECRET ID;
params['Timestamp'] = Timestamp;
params['Version'] = Version;

/1 1. ISEHE R A RERT &

strParam = sort_params(params)

/] 2. BHEE B IR FRE

const reqMethod = "GET";

const path ="/";

strSign = formatSignString(reqMethod, endpoint, path, strParam)
// console.log(strSign)

// 3. R R
params['Signature'] = sha1(SECRET_KEY, strSign)
console.log(params['Signature'])

// 4. #iTurlgmrEHH#HEF R U

// const req_url = get_req_url(params, endpoint)
// console.log(params['Signature'])

// console.log(req_url)

}

main()
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IR[AIZ5EER

RITEFATE : 2020-06-12 08:01:31

IR BRREERBIRSIRIERLET | WMNAT HTTP RE&A3189200, HILERERGHECEANERIBEER R , B HTTP KEB2
200 , MA2401.

1EFfIR[Bl4,
LIRSS SERIEZEOEESLBMAESSIZE (DescribelnstancesStatus) 2017-03-12 i a5l , ZEAEMKID , ETaERNREINTA -

{

"Response": {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6c1c"
}

}

 Response REMKERH Requestld REERFE , TiCEKRMINSE , REAPIQHET , MHERIRE,

e Requestld FBF— APIiEKEIE—HRR , N API HILRE |, STLABKERTA] , FHEALZ ID KARREIRR,

o MRTEENFRI , ERIIAEFREOENNFE , AREOMRENFRSNEONEPIEN., HFIFRY TotalCount #
InstanceStatusSet 15759 DescribelnstancesStatus #OEXNFE , BT ARBEKNBFRERMEEE=IRSEELA , Fit
TotalCount FEIIER FHIRENES 0, InstanceStatusSet FIRAZS,

TEIRIREIEER
EVRFI , EREHERI T -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
}I

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

o Error IHIMEE ZBERBRLY. Error ZEHEREMERRY Code F1 Message FEITEAKMAET 20 ERERY,

o Code FRE/MHEAEIRD , MiE kBB LA RIBIZ S RIDE A T IR X 5 ORI M AEIRDS R B E X MR EFfER
YsER

e Message TR TIXMBEIREENERRR |, MEVSEESAREIM X ATRESEBFERIFTENEN , AR AKX MRE
&.

o Requestld FBF— APl iIEKHIME—HRR , N API HIISE |, aTLABRERTA] , FHEMZ ID skffkia)E,
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RHIEIRD

SR

IREIZERFINRIFE Error FE , NFREA AP OIS,  Error 19 Code FRRFRNEIRMG , AR SSEAsEHIAYEIRIS AT

IRE , TRIIE T R HEEIRD,
HiRtD
AuthFailure.lnvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation

UnsupportedProtocol

RS : BB UE (bR ) BREEAH

FEREIA
ZERAEER ( A2 API BHAZERY ),
MFA &R,

BRTIE,

3

SRITH.

%

SRR,
token $HiR,

imRAR CAM AL,

DryRun #(F , RFBERISZEMIN , RESET DryRun &4,

SIS STV
BRI,
EORFE.
SHIER.
SHEVEEIR.
BT ECERBR .
BROSEGER,
BEOMARFE.
IERAREE 7 SRR,
BRI G,
BIRARE.
RIFAFE.
BRI,
RIRBUR(F.
RASEGEIR.

BMEARST.

HTTPS {575 HIR , 32 GET #0 POST i53K.
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RS TERTmA

UnsupportedRegion BEOARIFATE I,
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SR ERREO

A E RS SHEES

RITEFTATE : 2020-07-13 08:01:13

27 A
1. #EOfA
EOEKER : npp.tencentcloudapi.com
EHRHENENESSHRES
EUABERITERIRE : 200R/70,

#ETZ(3A8 APl Explorer
R

SR

AP| Explorer IRt T LA, SRWIE. SDK ABEMMREIGZRENFEN. BUEEERARNERASIIRESRUN B4

B% SDK &R,

2. NS

LATFBRESEGIRNGIE TEOERSEF DD A HESH , TBRAHSHGIRN NHiERSEH
SHETR WhIE g i) R
Action = String NHESE, AEOBYE : DescribeCallerDisplaylList,
Version =2 String nHEE&#, AZEOBYE : 2019-08-23,
Region B String AHBY , AEOFFTEEBILSH,
BizAppld = String A$Zappid
A Me
3. IS
SHBR et fER
. appid
Appld Strin — N
PP "o HER  IPERETARRE null , FoRIUREIE AL
Arrav of FNBSSHEES | codelist[0..*] EHaAEAE  MRWSEEWUER |, 1ZFER
CodelList y A=

CallBackPhoneCode

ErrorCode  String

Msg String

RS : BB UE (bR ) BREEAH

FE  FERATRERE null , RREAZIBKIE.
THIRED

ERERR
IR WWFERATAGRE] null , RREARIEYIE.
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https://console.cloud.tencent.com/api/explorer?Product=npp&Version=2019-08-23&Action=DescribeCallerDisplayList
https://cloud.tencent.com/document/api/610/40970
https://cloud.tencent.com/document/api/610/40985#CallBackPhoneCode

@ A SRR

SHEWR ESid fik

Requestld  String W—iEK ID , BRiEKEPSIRE., BT EERMZRIEKE Requestld,

4. 7:45)

1 R

AT

https://xxx.tencentcloudapi.com/?Action=DescribeCallerDisplayList
< RNHIFTKSE>
&BizAppld=xxx

Lk ]

{

"Response": {
"Appld": "65535",
"CodelList": [

{
"Nation": "0086",

"Phone": "025xxxx"
}I

{
"Nation": "0086",

"Phone": "025xxxxx"

}

I

"ErrorCode": "0",

"Msg": ",

"Requestld": "3f166c9c-595e-47cf-ba43-58b3e8f1dd5b"
}

}

5. FRERIR
API Explorer

ZTRIRETELRAA. ERWIE. SDK BERTIRERTIEOSM | EREIXRMERZ AP RIMEE | #EEER.

e API 3.0 Explorer

SDK
= AP 3.0 R TECERIFPA RS (SDK) |, ISZMYRIEIES | BEE S ERIEMR APL.

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java
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https://console.cloud.tencent.com/api/explorer?Product=npp&Version=2019-08-23&Action=DescribeCallerDisplayList
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java

A BT

Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

WwSTIR
e Tencent Cloud CLI 3.0

6. THIRAS

ZEOERTSBERRAERT | BthERADFER A HERE,

RS : BB UE (bR ) BREEAH

SR
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https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/610/40973#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ A SRR
B RIETEIAZSIREY

SIS FATE : 2020-07-13 08:01:13

32 A
1. FORA
ZEOBEKER : npp.tencentcloudapi.com,
B RIETEIRSIREN
FRAZEOIERIRRS] : 200R/70,

HETZ(EF3 API Explorer

R

API Explorer It TTELAM. SRWIE. SDK RIBAMAREETIZEOS. CEESERNERABIIRELERIARBHE
A% SDK AR,

2. NS

UTNBERSHFIRGH TEOBRESHFIMO AHSH , TELAHSHGIRN NHEERSE,
SHETR Wik KRB A
Action = String &3, AEOBYE : DescribeCallBackStatus,
Version =2 String NS, AEOBYE : 2019-08-23,

iy

Region String AHBH, XEOFAFTEELBISEH,

BizAppld 2 String  AlZSappid

Callid =2 String  [ERkIEKIERFIRER] callld

Src = String FNY=E

Dst & String  #IUSH

Calistatus | 75 String BIEREIRE 0 REPRZ 1 : E0Im§eh 2 : EHEIR 3 #WIUmEeh 4 : ER@IET 5 @ EE

L

3. S

SHETR ESid 3%

ErrorCode String  $HIREG

Msg String HiR{ER
Appld String  AlZZappid
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https://console.cloud.tencent.com/api/explorer?Product=npp&Version=2019-08-23&Action=DescribeCallBackStatus
https://cloud.tencent.com/document/api/610/40970
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SHETR ESig 1%

Callld String  ERkiEXRIBASIRERY callld
Src String  FWESRG
Dst String WS

CallStatus  String  BESREIRZ : 0 REPRZE 1@ E0i@sseh 2 : ENHE0T 3 : HIIsech 4« IEEBIETD 5 BEER

Requestld String  ME—iEK ID , ®RIEKRESIRE], BRI EERMEZRIEKRA Requestld,

4. 7-45)

Bl el

NG

https://xxx.tencentcloudapi.com/?Action=DescribeCallBackStatus
B <NHIFTREEL>

&BizAppld=xxx

&Callld =xxxx

ik ]

"Response": {

"Appld": ",

"Callld": "",

"CallStatus™: "",

"Dst": "",

"ErrorCode": "-201",

"Msg": "callid not exist",

"Requestld": "138441d5-0d13-47be-84b5-00c0d7b6fe07",
"Src": "

5. FRERIR
API Explorer

ZTRIRMTELRMA. ERWIE. SDK BEMRTRERTIEOSEE | EREIXRMERZ AP RIMEE | #EEER.

e API 3.0 Explorer

SDK
= APl 3.0 It TECERIFFAT RS (SDK) |, SHFEMIRIZIES | BEE /S ERIERA APL,
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https://console.cloud.tencent.com/api/explorer?Product=npp&Version=2019-08-23&Action=DescribeCallBackStatus
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e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

WwSITIAR
e Tencent Cloud CLI 3.0

6. tEHIRAS

ZEOERWSBEERAERID , BthERADFER A HERE,
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https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/610/40973#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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Bl &G EIREE

BIAEHAE : 2020-07-13 08:01:14

ARy N
1. FORA
ZEOBEKER : npp.tencentcloudapi.com,
[EIHLIERIREEO
FRAZEOIERIRRS] : 200R/70,

HE7=(5F3 APl Explorer

REIER

API Explorer f2fit THEZVERA. £8WIE. SDK ABARMMRECTEOSEN. SEEEXERINEKRASIIREIZERARBaiE
A% SDK &R,

2. NS

UTNERSEHFIRNGIH TEROBRSHSNOAHSH , REAHSHIIRN AHERSH,

SHETR Wi et fEA

Action = String &2, AZEOBYE : DescribeCallBackCdr.
Version =2 String NS, AZOBYE : 2019-08-23,

Region & String NHBY  FEOTFEEGBLSH.

BizAppld 2 String A$Zappid
Callld & String ERIEKRIMAFIRER] callld , 12 callld EEZIERIFMHES
Src ) String EFFMAFPFERIFINER |, MESFRREUX ML EREIEER
StartTimeStamp & String TRERFTIART AR
EndTimeStamp B String TR ERLETRAT R,
A A\ 4
3. HIHS4Y
SR ESic) )4
Cdr Array of CallBackCdr }E$§U§E

IR WFEATRERE] null , RREAZIEHIE.

w#%

Offset String SR I ERETASEE null | EREUREIEE.
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https://cloud.tencent.com/document/api/610/40985#CallBackCdr
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SHETR ESic 3%
HiRtD

ErrorCode  String SER - I ERETABRE null | EREURESIA.

Msg String RIXRE
IR WFERATRERE null , RREAZIEHE.

Requestld String HE—I5K ID , BRiEKESIRE, EARMATEERREZRIEKE Requestld,
4. 7~f5
1 e
PG

https://xxx.tencentcloudapi.com/?Action=DescribeCallBackCdr

<NHIFTREH>

&BizAppld=xxx

& Callld=xxxx

&Dst=xxxx

&StartTimeStamp=1577030400
&EndTimeStamp=1577116799

Lk )

{

"Response": {

"Cdr": [

{

"Bizld": ",

"CallEndStatus": "1",

"Callld": "xxxxx",

"CallType": "3",

"Dst": "00861 3xxxxxxXx",
"DstAcceptTime": "1577082673",

"Duration": "13",
"EndCallTime": "1577082678",
"Orderld": "",

"RecordUrl": "url",

"Src": "00861XXXXXXX",
"SrcAcceptTime": "1577082658",
"StartDstCallTime": "1577082658",
"StartDstRingTime": "1577082658",
"StartSrcCallTime": "1577082644",
"StartSrcRingTime": "1577082644"
}

1

"ErrorCode": "0",

"Msg": "Call Details",

"Offset": "0",
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"Requestld": "e72179b7-9e82-4bcf-a62d-523d5baf571f"

}
}

5. FRARIR

API Explorer

ZTEIRMHTESRR. SRE. SDK KBERMREIEIIEOSEED |

API 3.0 Explorer

SDK

= API 3.0 IRt TECERIFFA RS (SDK)

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

wS{TIR

Tencent Cloud CLI 3.0

6. TR

ZEOERUSBIEEXAIERID , HAERDER

RS : BB UE (bR ) BREEAH

, S TNRIE

HEEIRAS,

R EITERE AP RIMEE | EFE(ER.

e
=11

BESETI{ERTVER AP,

SR
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https://console.cloud.tencent.com/api/explorer?Product=npp&Version=2019-08-23&Action=DescribeCallBackCdr
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/610/40973#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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Bl IFEIYEGH

RITEFATE : 2020-07-13 08:01:15

ARy N

1. FORA

ZEOBEKER : npp.tencentcloudapi.com,
B IFEIEGE

FRAZEOIERIRRS] : 200R/70,

HE7=(5F3 APl Explorer

REIER

API Explorer f2fit T LA, £8WIE. SDK ABARMMRECTEOSEN. BEEEXERNEKASIREIZERARBaiE
A% SDK &R,

2. NS

UTNERSEHFIRNGIH TEROBRSHSNOAHSH , REAHSHIIRN AHERSH,

SHETR Wik KB TR

Action = String nHEE&#, AZOBYE : DeleteCallBack,
Version =2 String “NHEESE, AZOBYE : 2019-08-23,
Region & String  AHBH, XEOFFTEEBULSH.

BizAppld 2 String  Al'%Zappid

Callld 2 String  [ER&IEKIEMNFIREIRY callld
c - . 0 : FEBIERSEERFE (30N 1 EMBRLUSIREARFE 2« EMEIRLISIRS AR
ancelFlag & String

3 : HWUNSLURIRE AR 4 © WIUEITLUSIRS AR

3. IS

SHETR ESic) R
ErrorCode String RS
Msg String %E}g . — "
A IFERATAERE] null , RRINAZIERE.,
. jr==le!
callid T ——
Requestld String H—iEK ID , BXIEKEPSIRE], EMOIRATEERAZXIEKA Requestld,
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4. 7:451

a1 BRI 35
BNTGI

https://xxx.tencentcloudapi.com/?Action=DeleteCallBack
<R HERSE>

&BizAppld=xxxx

&Callld=xx

ik )

{

"Response”: {

"Callld": "xxxxx",

"Requestld": "b6b0716b-b90f-436d-b520-cfdd2c998c93"
}

}

5. FRERIR
API Explorer

ZTRIRMTELRAMA. ERWIE. SDK BEMRTRERTIEOSEEN | EREIXRMERZ AP RIMEE | #EEER.

e API 3.0 Explorer

SDK
= APl 3.0 I TECERIFFAT RS (SDK) |, SHFEMIRIZIES | BEE /5 ERIERA APL,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodelS
¢ Tencent Cloud SDK 3.0 for .NET

WS IR
e Tencent Cloud CLI 3.0
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ZEROE R SBIEEXRAERTD | ARG AHER60,
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1. FORA
ZEOBEKER : npp.tencentcloudapi.com,
E&IFEIYER
FRAZEOIERIRRS] : 200R/70,

HE7=(5F3 APl Explorer

REIER

API Explorer f2fit T LA, £8WIE. SDK ABARMMRECTEOSEN. BEEEXERNEKASIREIZERARBaiE
B% SDK Rz,

2. NS

UTNBERSHFIRGH TEOBRESHFIMO AHSH , TELAHSHGIRN NHEERSE,
SHETR Wik KB )%
Action = String nNHE&2# , AZEOBYE : CreateCallBack
Version =2 String nNHEE&E , AEOBYE : 2019-08-23.
Region & String AHBY , AEOFFTEELBILSH,
BizAppld 2 String sFappid
Src = String FYSRBWA 11 fIFH1S |, SHER1AN 0086 , 41 008613631686024)

WIS (F 11 (FHEEE S, S350 0086 , 40

Dst
° 008613631686024 , [&iE4N : 0086075586013388)

fim

String

SrcDisplayNum

o

String FUEFRRADENEESHS , INMEE RS E S

DstDisplayNum

o

String WMB RS EAEIESH , INNEERTRREN DSBS

Record

iy

String BERE 0 FZFARE | 1 T3R8, WANFRE

MaxAllowTime

i

String FVFERAIBIERE , ANEEIAS 30 280 (B : D)

FIARIFIPAE 1 HIEEFIRT : 256 IR 2 #EIIEEtk
512 ENPEIPIRE - 4 HWHIUEEIRIRES © 1024 ENEAIZITIRE - 8 #RIUiE
YEREIMIRAS © 2048 ENUTEEIENIRE © 16 HIUEREEENIRE : 4096 F0ynEny
BE 32 #EIFNFE : 8192

g0 : HEH 0 : FIBREAFTENEE ; HBEN 4 TrREHEEEER
KE ; HER 16191 | RRAMTERSESEEX(LEmArEEN)

iy

StatusFlag String

StatusUrl

i

String WESEEERLELL |, IERMERT AR EEIAfEX It
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SR

SHER Wik KRB it
HangupUrl B String IREREEEEEIE , ERXINERT AR EEBOA X b
RecordUrl B String RE URL BlE@AtEItE , IERXIERTLABCEEAREE I
WSSRA key , W55HEZ key AILAR S AERLSEEFF=R% | 1% key HIRIE
Bizld & String ffiZ appld T2BElE— , RAKEREY 64 M= |, bizld REEaHE. =
&,
] - . =E—RFY callld , # EiZzFBRUE , FESEEZ callld DB | (U5t
astCallld a String . N NN . PIDINGN
AHttiz callld BIELEE (OF  EEER  XNSFMEREAE )
PreCallerdandle = RreCallerandle 50K, ENUIFIUFIMRERE | tRIERERIERIARSERY. FEeER .
- KRERFES keylist FEAAECEER | HAHXFNSEER AT
Orderld = String TR ID , RAKERNBEMANTT |, WF—LEITEIRE App 18X AR
- (SMEAESEN App M) | ZFRRAKRESH E, HERERHTEZTR
A Me
3. BiHEE
SHER it A
. E==ATe|
Callid St !
: "I R WREEBEE null | TREUREEME.
SrcDisplayNum String FMERREFDENEIESHS
IR IWFBRAEERE] null , FREAZIEHE.
DstDisplayNum String WINEREF D ENEIE S
A WFERAEERE null , FREVREIEIE.
ErrorCode String R
Msg String RIRRH
IR IWFBRAEERE] null , FREAZIEHE.
Requestld String HE—iEK ID , ®RiEREFRE. EfInRNFEERAZRIEKRE Requestld,

4. 7:45)

611 BHAIERZG
ARG

https://xxx.tencentcloudapi.com/?Action=CreateCallBack
B <PNHIFREE>

&BizAppld=xxx

&Src=xxxx

&Dst=xxxx

&Bizld =xxxxx

RS : BB UE (bR ) BREEAH
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Sl

"Response”: {
"Callld": "xxxx",
"DstDisplayNum™: "",
"ErrorCode": "0",
"Msg": "",

"Requestld": "0629205c-aa43-46ce-9251-1cc83b383eef",

"SrcDisplayNum™: ""

5. FRERIR

API Explorer

ZTEIRHTES AR, SRE. SDK KBERMREIEITIEOSEED |

API 3.0 Explorer

SDK

= API 3.0 IRt TECERIFF A THRS (SDK)

O
ap

ZEOGRUSBIEEXAERID , HAERIFER A5

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

S{7I8H

Tencent Cloud CLI 3.0

6. TR

RS : BB UE (bR ) BREEAH

| HFETRIEIES | RS RAVERA API,

TRIRAD.

R EITERE AP RIMEE | EFEER.

SR
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1. EZOfEE

EOEKIEE © npp.tencentcloudapi.com,
EiGREFES (App ERLARE)
BONZOEISRZRE © 10000%/70,

HE7=(5F3 API Explorer
rEVE

SR

API Explorer IRt T LA, SRWIE. SDK KBEMMREICZENEFEN. BUIEESRARNERASIIRESRUAR B4

B% SDK &7,

2. MNSE

IUNERSEFIRNGIH TEROBRSHSTOAHSH , TEAHSHGIRD AHERSH,

SHER Wik 2R U
Action =2 String NS ANEOBYE : GetVirtualNum,
Version =2 String &2, AZEOBYE : 2019-08-23,
Region & String AHBH , FEOAFTEEBILSH,
BizAppld = String  Ml$appid
Dst 2 String  #NUSH3(SFIEIN 0086 , tN 008613631686024)
o . FENYSEI(SHIHIHN 0086 , 7N 008613631686024) , xb HHX FTEFRMIES , axb #HXT
Src &= String = i
ZE' \
Arra {"accreditList":["008613631686024","008612345678910"]} , =EHRTF N-1iz= , 3
AccreditListN - of y WPEIEHERIM SR |, 18T dst IMEFPEISELE , accreditlist FRXMFIFRRLREATLA
' - String IRFT dst 48 BRUFIEIS |, BOAMEAT | FFESEBEALULGTRSEFESYE |, &
KRESARIFHET 30 14, (NERTFxbiED
AssianVirtualNum | & Strin IBEHES (183 1 008617013541251) , tNERiZFESCHFERANIREILSERM. w0
g = I RN RTINS EEHSE
Record = String BARE O ARE | 1F-RE. RWAAFRRERS | FEURFTERZ0NE |, BiEs
. REEESE—RAE , KEIRSEEZE  BRSTRS.
Cityld - String TS SSHEEHE , IBEZ2ERBEESREZNT , IRKEIZHHSBEbEE
[

RS : BB UE (bR ) BREEAH

B—MEhEE EaEEIRE107 , REFHFER (BEiR-iES-tgid.xlsx)
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SEER
Bizld

MaxAssignTime

StatusFlag

StatusUrl
HangupUrl

RecordUrl

3. iS4

SHER

ErrorCode

Bindld
RefNum
VirtualNum

Msg

Requestld

4. 7:45)

=

iy

iy

e

String

String

String

String

String

String

String

String
String

String

fhik

HiRtg

SR

1503
RZA—#l55 1D , bizld FRIEEX appld T2BME— , RAKEARET 16 MNF15.
STEHERAGEE , AMEERIAS 24 /N8, RIKIBERTELZ 168/N\0 , BAAIFD

FEAYACIFAPRTE - 1
WALRAIFINATS © 256
FEMIEEAIRE - 2
WAYIEERRTS © 512
FERITPIRE - 4
WAL © 1024
FIRBREITAE : 8
WALBLBRITIAE © 2048
EMIEBENIRES - 16
WAYIEFFEENVAT : 4096
FEnrFEnyEE ;32
HAYIFAYSE - 8192

fUan -

ER 0 : RRFrERSATERX

BER 4 TRREEEEEITRES

ER 16191 : FRAAMEIRSEHTEEE ( E@mArEEN)
BiESstatusFlagHiREE |, IKESEVEEFIELUE , IENRE TR S ERAHEIXEIE
IREREEEANLE | FRGRE T AR EEAMEE B

RE URL EEEALIE , IER AR AT ARG E RO EE L

4rE ID , i% ID 25—
R IWRERAESRE] null , EREREIERIE,

SPIEISIERIS TR, QR 0 SAES
TR WFERATRERE] null , RREAZIBEHIE.

HES

FE - FRATRERE null , RREAZEIEHIE.

ERIRE

TR IWWFERATREIRE null , RFREARIEMIE.

E—EK ID , BRIEREIRE., EAERNEERAZRIEKR Requestld,

RS : BB UE (bR ) BREEAH 5862 1097



A BT

651 axb4BE

DN

https://npp.tencentcloudapi.com/?Action=GetVirtualNum
&BizAppld=65535

&Src=008615602455708

&Dst=008613927437352

<N HERSE>
ik e ]|
{
"Response": {
"Bindld": "14b3eb00-f75a-4181-8138-1d453cca995a",
"RefNum™: "1",
"ErrorCode": "0",
"Msg": ""

"Requestld": "2004112214134693726",
"VirtualNum": "17130896805"

5. FRERIR

API Explorer

ZTRIRETELRAM. ERIIE. SDK UBERMRENTIEOSEE | EREIHRMERZ AP RIMEE | #EFER.

e API 3.0 Explorer

SDK

= AP 3.0 RHTECERFFATERS (SDK) |, IHFEMRIEIES | 88

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

wSITIR

e Tencent Cloud CLI 3.0

6. THIRAS

ZEOERSBERRAERTD | BMtERADFER A HERE,

RS : BB UE (bR ) BREEAH

E75{ERERA API,

SR
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1. FORA
ZEOBEKER : npp.tencentcloudapi.com,
BEikiERREEO
FRAZEOIERIRRS] : 200R/70,

HE7=(5F3 APl Explorer

REIER

API Explorer f2fit THEZVERA. £8WIE. SDK ABARMMRECTEOSEN. SEEEXERINEKRASIIREIZERARBaiE
A% SDK &R,

2. NS

UTNERSEHFIRNGIH TEROBRSHSNOAHSH , REAHSHIIRN AHERSH,

SHETR Wik KB fER

Action — String RIS, NEOEYE : Get400Cdr,
Version =2 String NS, AZOBYE : 2019-08-23,
Region & String RIS, MEOFFTEEBULSH.

BizAppld = String $Zappid
Callld & String  WIEME—RR callld , BIEHRIEAUNE R SREIAY callld
Src = String  EHAEMAFPFERFILER (0086FFk ) , BREATRRNUBIZATEERAREIER

StartTimeStamp & String  IRERFFIARTEIEL

EndTimeStamp & String  IEERLEERAVIEIEL

3. mHESE

SEER =il i

ErrorCode  String FHIRAS
Hix 7N

Msg String =RRE

IR WFERAIEERE null , RRBAZIBHIE.

%

Offset String rE . R ETAGRE null | ERAURESA.
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SHETR it Ak
Cdr Array of VirturalNumCdr

THEAGIZR
IR - WFERATRERE] null , RREAZIBHIE.

Requestld String H—iE3k ID

4. 7~151
501 SKENhESEE
NG

https://npp.tencentcloudapi.com/?Action=Get400Cdr

&BizAppld=65535
&StartTimeStamp=1586729400
<NHIFRSH>

Lk )

"Response": {
"ErrorCode": "0",
"Msg": "",
"Offset": "0",
"Cdr": []

5. FRERIR

API Explorer

ZTEIRETESRR. S]/IE. SDK KBERMRERTIENSEH , §

e API 3.0 Explorer

SDK

= APl 3.0 IRt TECERIFFATRE (SDK) |, STHFEMRE

D

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

S{TIR

RS : BB UE (bR ) BREEAH

EIHEER= API ROEE |, EEERA,

, BEEESERYIER API,

SR

KEB=IRE], EfIA-E TR HZIRIERKRY Requestld,
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HE7=(5F3 APl Explorer

REIER

API Explorer f2fit T LA, £8WIE. SDK ABARMMRECTEOSEN. BEEEXERNEKASIREIZERARBaiE
B% SDK Rz,

2. NS

UTNERSEHFIRNGIH TEROBRSHSNOAHSH , REAHSHIIRN AHERSH,

SHETR Wi E3id) A

Action = String NS, AZOBYE : DelVirtualNum,

Version =2 String NS, AEOBYE : 2019-08-23,

Region & String QB FEOLFTEEGBLSH.

BizAppld 2 String SZappid

Bindld 2 String WSS + iES4EE ID |, iz 1D £BHE—

Bizld & String MAZHKIES ID , bizld BRIEEZ appld T2BElE— , BAKEFRETD 16 MNF19,

3. S

SEER St IR

ErrorCode String fEIRAD
ors

Msg String RIR(ER

IR FRATRERE null , RREAZEIBEHIE.

4 ID , % ID 2FME—

Bindld Stri
in "9 R UPRETEERE null , FREUREASAE.,
- Sing | TIBSEREIEHE MR 0 2R

R WFERATRERE] null , RRENAZIBHE.
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SHER ESid) fik

Requestld String W—iEk ID , 8Xi5

4. 7:45)

THI1 axbfRen
ARG

https://npp.tencentcloudapi.com/?Action=DelVirtualNum

&BizAppld=65535

&Bindld=14b3eb00-f75a-4181-8138-1d453cca995a

B <NHIBERSH>

Lk ]

"Response": {

"Bindld": "14b3eb00-f75a-4181-8138-1d453cca995a",

"ErrorCode": "0",

"Msg": ",

"Requestld": "2004112214134693726",
"RefLeftNum": "0"

5. FRERIR

API Explorer

ZTRIRMTELRAA. ERWIE. SDK BERTRERTIENSEEN | EREIXRMERZ AP RME | #EEER.

API 3.0 Explorer

SDK

= API 3.0 IRt TECERMFFRTES (SDK) |, SRS

o
Ap

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

SITIR

Tencent Cloud CLI 3.0

RS : BB UE (bR ) BREEAH

KEPIRE], EAERFREREIZRIERA Requestld,

EEJ31ERYER AP,

SR
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CallBackCdr

IEERIFE

AN T#EOS| A ; DescribeCallBackCdr,

BT

Callld

Src

Dst
StartSrcCallTime
StartSrcRingTime
SrcAcceptTime

StartDstCallTime

StartDstRingTime

DstAcceptTime

EndCallTime

CallEndStatus

Duration

RecordUrl

CallType

Bizld

Orderld

String

String

String

String

String

0

IFAYiETE 1D
ESH3
WISt

YO FF4RRT A
EAYIEL TR
E AT AT IE)
YO FF4aR A
YNBSS TR )
WAL IR 1)
P BIE SRR

BIEREATS 0 RS 1 - IEREIE 2« EAYREE 3« EIHERIT , HIUREE 4« EKREE
5 1 HRONRIEE

AT ZRAT 1)

x®5 URL, IRAREHRELM , ZEIT

BIEREY(1: VOIP 2:IP TO PSTN 3: PSTN TO PSTN) , SNRIFEFILBIZFER | BUAMEAERE 3
(PSTN TO PSTN)

IR FEETAERE] null , RREAZIEMIE.

EEAIBERTFR] bizld , SIREKIERFT bizld BZFEIRE]
IR FEATEERE] null , RREAZIEMIE.

8 IDEARKERNET 64 MF1H , WT—LEITHRIRE App BXRMNA (IHAAFEN App M
) ZFRRAEKETH L, EERERHHEZFR
IR | WFERATRERE] null , RREAZIBHIE.

CallBackPhoneCode

ERSTEFER

RS : BB UE (bR ) BREEAH
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WU TEOS|A : DescribeCallerDisplayList,

EFR il DU

Nation String ExR , Z5—LA 00 Frk

Phone String 515 (ENEXSHEI0 0, 40075586013388 )
KeyList

STRHEZSERE AR B SR B E IR IR ER P IRELUSEM interruptPrompt E5IE
WA TEEOS| 8 : CreateCallBack,

R St Wik fig
Key String 2 FAF#Z#E (0-9. *. #. A-D)
Operate String 2 1: [EE#EAY 2 : interruptPrompt EIBIRR 3 © IFLk

RreCallerHandle

ZEH0K , ENUIFIUTRAIERGE | ARIBAREHRMFARSIFER. WHEER  FEEREFES keylist SRKESHER | LIHXA NS
Sl

WA TEEO2| 8 : CreateCallBack,

EFR KR Wik R
ReadPrompt String = FFIMEMLUE | REMBFRIESRT  BIZIER I B RE I
InterruptPrompt  String 2 BIFRlfTiRR | RO |, AR
KeyList Array of = Xﬂ‘ﬁ.‘ﬁﬁ?@i‘ifﬁﬂﬂ%iﬁﬁ CEMIRER T SRR IR EF R LS EBM interruptPrompt
KeyList BRI
RepeatTimes String 2 REESREIREY , TR
KeyPressUrl String 2 PP EIEEAEI , R ATRERE
PromptGender String = RAEBEREE | 14FE |, 28/, BUALE
VirturalNumCdr
EIRIERIFE
WINTHEEOS1F : Get400Cdr,
EFR KB iR
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@ H§ i:HE STBRP

BIR RE ik

Callld String  IFNYiELE ID

Bindld String  XFSH + FESEHE D, % ID £5E—
Src String  FMYSEE

Dst String  #AUSHB

DstVirtualNum String  FIBARBEREIRIFST

CallCenterAcceptTime = String  EHMFIPSIEFEEIEIFFIYATE

StartDstCallTime String  #XAYRPAUFFAERTIE]

StartDstRingTime String  #OYNESSFHHARTIE

DstAcceptTime String  #EAYEE0RADA)

EndCallTime String  FFENIBEIEERE

CallEndStatus String ﬁlﬁﬁﬁh’ﬁ :0: EE%EIH(:’? 1: IE\'“-%T‘@% 2: Eiﬁ.ll]?ﬂ%\ﬂi%?&m{%%ﬁ 3: i&‘f‘@ 4 RIE0T
5:1EEEH 6 X7 =58 BiEgHh 9: X&E 10 . ZEREKRHTFEFE

SrcDuration String  EMESEREHRIFSEEIEEERIBIENE

DstDuration String MU B R ER LA RIEBIEAT A

RecordUrl String REH URL, IRAREHREXM , ZBEHZ

RS : BB UE (bR ) BREEAH 5872 #109™



A BT

AR

SIEEZATE : 2020-05-11 09:54:01

TRERR

SR

SNRIREIEERPIFE Error FE |, NIZRRJAR API #2015, Fln

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure®,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

}

}
}

"Requestld": "ed93f3cb-f35e-473f-b9f3-

0d451b8b79c6"

Error F9 Code FREIRIB , Message FRZIBIRIIENER.

HIRIS5IZR
2HEIRE
FEIRD
UnsupportedOperation
ResourcelnUse
InternalError

RequestLimitExceeded
AuthFailure SecretldNotFound

LimitExceeded
NoSuchVersion
ResourceNotFound

AuthFailure.SignatureFailure
AuthFailure.SignatureExpire

UnsupportedRegion

UnauthorizedOperation

188

BT,

R G A,

RBREIR.
TERAOREGED 7 SREPRE.

BT, REEFHORERRAESCHMRESR  WREER | BRERRR
BESIEH , i TRREAMEETS.

B ECERBR .

EORAAREFE.

BT,

EaBR. SRTEER  BYRBRLPHNERSAEREERITEITRE.

ERIH. Timestamp MIRSZH/EEEAMGEIOSHW , BFEEANEREINE
IR,

RO EHEE.
RIZRURLE,

RS : BB UE (bR ) BREEAH 5873 #£109%



@ Hﬁ i:HE SHOFP

FEIRIG iER
InvalidParameter SHEEIR.
ResourceUnavailable RIFEAAT A,
AuthFailure. MFAFailure MFA f&iR.

AuthFailure.UnauthorizedOperation  iEkFKFIN. BESE CAM AEXTEINATIRER.

AuthFailure.InvalidSecretld BRIEE (RER= API AR )

AuthFailure.TokenFailure token X,

DryRunOperation DryRun #E , KRBEFRELSZMINN , REZET DryRun £,
FailedOperation BERL

UnknownParameter RANSEGEIR.

UnsupportedProtocol HTTP(S)iEKRIMMNEEIR , R3HF GET #1 POST iE3K,
InvalidParameterValue SHEYEER.

InvalidAction BEORFHE.

MissingParameter ROSHEER,

Resourcelnsufficient RIFARZ.

RS : BB UE (bR ) BREEAH 574 109


https://cloud.tencent.com/document/product/598

EHBAT

E15{FF API 2017

AP 1A

RIEEHAE : 2019-11-06 17:24:33

1E R R E]

BERRERS ([ER ) BXEORFNTERR

Rk S

RS : BB UE (bR ) BREEAH

yourserver pstn.ave.geloud.com EEH phonel phone2
1. WENY ik
{phonel. phone2)
callBack =
2. i Hcallid
b Attt 3. #lifphonel
4, EElUphonel
5, invite
}"'x S T E——
6. ’T'”."‘E‘H Ko---— - 7. phone1 3G
src inute
< e g, ringing Siatalininieiatelciety
i‘ﬁé‘ﬁfﬂf S iniaintaideitittty 10. phone 12587
- oRssSsss s 11, answer Entiai ity
12. fiFEEH e —
SrC answer
s mesisms s an 13, #Mifphone2
14, FElphones
. T
15, invite -
16. FRFEEH R T T —— - iz
dst imite 17. phonie237 5
< -----m--- 18, ringing Pttt Bl
19, BRI T —— .
dst ringing 20. phore2 5247
< -------=--- 71, answer crmalea bl Bl b
22, s EiE T ——
< dst answer
23. 1 B1F
T
24, AL
25, disaccept T---------—
26. iEEH e mmmm e m -
src disaccept
. iniiaiiaiellbt 27. hangup
28.EEME [ TTTTTTooTT
=== 2g, record
0. FoudlEE Koo

SR

2575 #1091



@ A ST

{ ____________
T O
: 05, disaccept ] e |
| 26 RAEEHE - oo ] |
| dst disaccept |
| sttt 27. hangup I
: 28, EREE LT TTT T |
I Camiatibtt bty 79, record I
I 0. FBudEr [T |

____________ |
L_Ei _____________________________________ J
ERTES (B ) BXEONFNTERR :
» =
18] 5
Yourserver pstn.ave.geloud.com EEH phonel phone2
1. EENF
getVirtualNum
2. EEFx
PR —
3. FRx
4, TP Sx
5 feEan (ST T TTTTT
ST ——
B, & o] £y
T FRRAEEDEA
T
-~
5. HIUES
9. ringing St bleiaity ettt
10, fiFEE#Eingng =TT T T T T T T T TS
o= s =asc==n 11, F AU
12, answer f-:‘ __________________
13. fid=@iganswer o T T T T T T T T 0T~
K=o 14, EE
T
15, =41
16, disaccept o ——————————-
17. R T
disaccept
e 13, hangup
19 FERE [T
f—-——————-—- 20, record

RS : BB UE (bR ) BREEAH 5876 H£109T



22, #E

delVirtualNum

23. B RTh

W

As

EO%IR

REkS (Ei%) 8XE0O

e~

FrE#EO32E JSON #IERES— A= fF& (String) .

API
[EF& PSS
[E3R A EGH
EHRIREHEX
EHREIERSHEX
E&RE URL X
[ FE R EHEX
EHRIEERIREX
EHAIEIRIAIREX

EHRAENEN B SSEES

hES (Ei%) BxEO
API
EixEFAES
BEiREHTES
EIRERHEX

ThRefEik

ThRERA
FAFERRIFEILER
FAFEHRIFIYEGH

BT ELERAEX
RTFEIREIERSHEE
FAFEHRRE URL #EiX
TR EEEE
FAFEIRIEERE

T EREIEIASIRE

BTFEIRAIREMESS

RTEESEFAS (App ERLAIE)

RTEKESFAES (App ERLAIE)

AT ERIEREX

RS : BB UE (bR ) BREEAH

(EES=)

SR

2577 #1091


https://cloud.tencent.com/document/product/610/11851
https://cloud.tencent.com/document/product/610/11850
https://cloud.tencent.com/document/product/610/11895
https://cloud.tencent.com/document/product/610/11897
https://cloud.tencent.com/document/product/610/11896
https://cloud.tencent.com/document/product/610/11853
https://cloud.tencent.com/document/product/610/11854
https://cloud.tencent.com/document/product/610/11898
https://cloud.tencent.com/document/product/610/11852
https://cloud.tencent.com/document/product/610/12009
https://cloud.tencent.com/document/product/610/12068
https://cloud.tencent.com/document/product/610/12011

@ A SRR

API ThREiEA
BERBIERSHE RTEKRBIERSHEE
BIRFE URL X FATEKRRS URLH#EE
EIRIERIRE AT ERIESIRE

RS : BB UE (bR ) BREEAH 5578 109


https://cloud.tencent.com/document/product/610/12067
https://cloud.tencent.com/document/product/610/12010
https://cloud.tencent.com/document/product/610/12066

@ A SRR

RHIERER

BIAEHATE : 2019-07-10 11:26:38
AU
ARG NBNBEFER AP| BISFEREIRIATHERLES , TUREIRSLEEZ FRIER AP SUEFAREBENIA,

F—imRBANIRFER

FEREBR Fr(E

Host pstn.avc.qcloud.com

Accept application/json;
Content-Type application/json;charset=utf-8;
Content-Length PR body KE

AFER:

HOST =Eiiiim b, IERNIMEIR N D & iksE HOST ==E& AS 1R51.,

RS : BB UE (bR ) BREEAH 5879 109%™



@ A SRR

RES ([EiR ) #ZO
[EHRIFAL SR

IR EEFAYA) : 2020-03-12 12:23:57

1. ZOEE

TheE : EHAMFALER

EOMBIE @ https://HOST/201511v3/callBack?id=xxx
iBEKAR - POST

R
EiAREROtbERY 1D ENLEAT BB S — o Ee.
TS EEERRFRFEREAY (string ) .

2. ZE5A

SHA Bk &%
appld Wik TS EAIME—TRRD
. session buffer , FHFBRRKIKEAEITI8FT |, i% requestld FEEEIEHLIEKIEAFIEEFESER
requestld 13-
FERE]
src %SV FUSE (BRANAEFENS , SH280I00086 , 5181008613631686024 )
dst DA WIS ( IR TAEFYEEIESES,SH8aE100 0086 , FHS3=/5 : 008613631686024 , EiE~

f : 0086075586013388 )

srcDisplayNum A FUERERESENEIESHE , INMERRENSESE  ESEEXTERSEL, 517002131264133
dstDisplayNum A WUERERFESENEIESE , INERTRMEN SRS  BSEEXTETSEL, $17002131264133
record i BERE XA ARE  1EFr-RE. WAFRRE
maxAllowTime Ak ARFEANEIERE , ANEEIAS 30 o8 (84 5F)
FIARIFINAT : 1, HIUARIEIAE | 256 , EMUIIEIRE : 2, MRS : 512, Uiy
RS 4, WIUEITIRZS © 1024, EIIELEITAE © 8, HIUIELARITIRG | 2048 , FIUIEFEENL
statusFlag A% RS 16, WIUIESEENIRZ : 4096 , EMUIFIYEE : 32, HOYKEIEE : 8192
Bla0 , BENORTIERSAEERE | BENIRTSREHEEFEIPRES | H¥EN16191FRT
BWSEFEERX ( LmArEEZM)
statusUrl e CRESEEERIE , ECAE R LABCE B MEX L
hangupUrl e IEREVEEMNE , ERXIMETT AR ERIA R

RS : BB UE (bR ) BREEAH 5880 109



@ A SRR

e gk  &FF
recordUrl " RE URL EE@EIELE , IEXMERT AR E B AKX B E
bizld Tk ASRIF key , MSSAIZ key RAILAR S AEBISHEFTRE | i% key HIRIUEEZ appld T2EHE
2 BAKEBI6ANTY | bizld REMEARE. E
. RE—REWY callld , W E1Z=FEBRUE |, FES5%EZ callld D& | LeAoEeiZ callld @iEsk
lastCallld A%

i EEIRER  REZSHSVINEIREE

Colertiandle | mye | O, PSRN | RETESEIRARTIBER, NEER , MEUARES keylist
pretafierniandie R sepmarsm | WAHXE NS ETR
iTE D, BAKERBIT64NTT | T —LAiTERT App HXRAER (MAAEEN App 5

yvir
orderld TE @) pemRiEkets | HCEE R SR

preCallerHandleZ5#3{% :

TEE ST
readPrompt Sting  FRIMEMLUR , SEWRFWESIES , BREERAE RN

interruptPrompt String  AIHRHRS , ERIZIERET , PRI LURE

keyList gk YINARRBIRMEANRIQB SR EE IR IR FRFIRIELUSEBM interruptPrompt EHTHEN

repeatTimes String  RZESERURE  BHRERE

keyPressUrl String  FAFRERE@AILE , (1RATAEE

promptGender String  IBTAEBEEEE  14FE , 285, BWALE
keyList&513(k :

TER ESig) i8R

key String FAF#Z#2 (0-9. *. #. A-D)

operate String 1: @AY 2 : interruptPrompt E#EER 3 © f&k
3. IR[EIEER

2%E fEiR

0 B

-1 MRS

-2 SHRE

-3 EERLESE

-5 BRI HOST FE&

RS : BB UE (bR ) BREEAH 5881 109%™



@ A SRR

= fik
-101 S src 7, dst ERRATEN
-102 234 displayNum SRAREESHNY
-103 24 statusUrl 8¢ hangupUrl & recordUrl A& URL #5B
-104 2% bizld RHEANY
-105 322 appld REFE
-110 ERBHEIESTT
-401 appld 5%
-402 URL AL
-403 IP AERER
-423 RS EFMLCER AR BN REE RHEE)
-501 SFRLMBEEREE (WS HMERLIE )
4. 7~
B

{"errorCode":"0","callld":"123456789","requestld":"xxxxxxxxx","srcDisplayNum™":"4001360123","dstDisplayNum™":"400123678
9}

K

{"errorCode":"-1","msg":"version not supported”,"requestld":"xxxxxxxxx"}

RS : BB UE (bR ) BREEAH 5882 H#£109™



@ A SRR
Bl &IFEIYEGH

BIEESATE : 2020-03-12 12:24:35

1. ZEOER

TORE : EHAITFIYELHE
EFOMIE @ https://HOST/201511v3/callCancel?id =xxx
BXA : POST

5=
EEEOERY 1D &K R R s —D .
FRESERBERR F TR (string ) ,

2. 2R
sam  BR @
appid B TR R TR
callld Wik [ERRIEKIEA FIREIRY callld

0 : FMEBIRRSEREFE (0N ) 1 EMSLUSRERFE 2 « EMRITLUSIERFE 3 © #IHIEse

Vit
cancelflag  BIE )y racrines 4« BUBTLUSREARS

3. R[4
8%E A
0 BXZh
-1 HRAA Sz
-2 BHRE
-3 IEERXIREE
-201 callld FRIRAIENYAZAE
-401 appld 3%
-402 URL ZRICfg
-403 IP REREHR
-423 RS =REFULLIER (RS RNRSEFHERE)

RS : BB UE (bR ) BREEAH 5583 109



@ A SRR

&%E(E fik

-501 FEMEEREE (A SHMERLEE )

4. 7~151
TN

{
"appld": "65000",
"callld": "xxxxxxxxx"

}

i -

{

"errorCode": "-201",
"msg": "callld not exist"

}

RS : BB UE (bR ) BREEAH 5584 ££109™



A BT

[E]35 15 ERHEIR

BIAEHATE : 2020-03-12 12:24:54

1. ZEOER

ThRE : EHRIEERMEX

SR

EOMUE . FERERIFINEREIZO S hangupUrl 5 EXIMEIEIEBIEE 2 FEEF AL

5k : POST

2. ZEEA

282

appld

callld

requestld

src

dst
startSrcCallTime
startSrcRingTime
srcAcceptTime
startDstCallTime
startDstRingTime
dstAcceptTime

endCallTime
callEndStatus
duration
callType
bizld

orderld

iR TR

X

o

&

&t

e XS ERIME—RRED
BB A FIRERY callld
EFRIERATERETH requestld , JRHIRE]
ESHH

WISH5

MY IFAYFFEARTE)
FEMMEELFHEARTIE)
EMEZOTATE)

OO FF4ART )

WAYMBES FFEARTE)
LN A 1)
PP EIE S ERAT )

BIEREIRE @ 0 KRR 1 : IEFI\EIE2 : EOURSER 3 FRIT , HOURE 4 EUREES ¢
WAUREE

EIETTZRATIE) ( BRI )

BIEZEA (1: VOIP 2:IP TO PSTN 3: PSTN TO PSTN ) , aNSRiFEAEEIZFER , TRAMEAEE
3 (PSTNTOPSTN)

EE&iIERFAY bizld , MREKIERFH bizld 2BEIZFRIRE]

J8 D, RAKEAREY 64 M1, WTF—LHITRIRE App BXNA (MNEARBEAN App i
B) | ZFRARAEKREGHE L, HEREAMTZFR

RS : BB UE (bR ) BREEAH 5885 #£109T



@ A SRR

HTTP/1.1 200 OK
Content-Type: text/plain;charset=utf-8
Content-Length: 0

RS : BB UE (bR ) BREEAH 5586 £109™



A BT

(B3R TR IR HEX

BIREHAE ; 2020-03-12 12:25:34

1. ZEOER

TORE : [EFRIETEIREHEE

EOMUE . FERERIFINEREIZOSEL statusUrl 75 EXIMEIEIE#BIEE 2 FECEF AL

5k : POST

2. ZEEA

S4E

Xl
X

appld WhISE
callld WAL
requestld WA
src O%Svid
dst WAL
userFlag Witk
callStatus 0%Svid
errorCode Ak
timeStamp W%
callType Elpvic
PN DA s

HTTP/1.1 200 OK

/T

XS ERIE—RRED
ELIEKIE A FIRER] callld
[ERIERAHERIETH requestld , SRIFFEEERE]
ESHH

WISH5

BFXSRESEFEM/40 src @ 1Y dst @ #AY

SR

invite : &HEIFENY ringing : M answered : #E0T refused : 3845 disaccept : IEFEHEEH failed : IFIUEE

sip MBRZAS

RS AELERY UNIX A EE%

BIEZEEL(1: VOIP 2:IP TO PSTN 3: PSTN TO PSTN) ANERIEEFSEIZFER . BHAENEL 3 (PSTN TO

PSTN)

Content-Type: text/plain;charset=utf-8

Content-Length: 0

RS : BB UE (bR ) BREEAH

2587 #1091



@ A SRR
ElikRE URL #EX

BIREHATE : 2020-03-12 12:26:00
v H-A s

1. FORA

IhgE : [EHRRE URL X

EOMUE - FEEFRIFINEREEOS4L recordUrl 5 EXIMAIRIEbUEE 20 FECEROAMBIE
BRI - POST

2. ZEEA

SHE Kk &

appld Wk TXED ERIE— RS

callid Wik ERRIEKIEAHIRERT callld

requestld Wik [ERRIEKRENERIETRY requestld |, [REEHRE]

src Wik ESHE

dst Wik WIS

recordUrl Wik RETEURL

callType T ®BiE2E8Y ((1: VOIP 2:IP TO PSTN 3: PSTN TO PSTN ) JNRIERFIREIZFER , BUAMENEIR

3 (PSTNTOPSTN)
RIFBRFIRBIZER (15K ringRecognition {E91) 0 : KA ( RIRBIHEFEFRFIRS 5 )

ringRecoResult a1 :XH2: =53 BEF4: TEEE S : REEN 6 . WREE 7 : #WO3ERE 8 : MR 9 : iz
EREMIRE 10 . HERHE

iR R B IR B

HTTP/1.1 200 OK
Content-Type: text/plain;charset=utf-8
Content-Length: 0

RS : BB UE (bR ) BREEAH 5888 H£109™



@ A SRR
[Blt& FE P HEX

BIAEHATE ; 2020-03-12 12:26:22
v H-A s

1. FORA

Ihge : [k REEEX

EOMAE @ B callBack BSABFH_ LSS IHELF
BRI - POST

2. ZEEA

2HE =k '\F
appld Wk SRS ECAIE—IRRAD
callld ik EERIERIENHIRERY callld
requestld Wik  ERRIERANEKETH requestld , fRIFRIFHRE]
phone Wik FPSHB
key Wik PR (0-9. *. #. A-D)
allfype i EIEZREY (1: VOIP 2P TO PSTN 3: PSTN TO PSTN ), #NRIERFIEHZFER . BIMEAEIL3 (PSTN
TO PSTN)
AN R B R ER

HTTP/1.1 200 OK
Content-Type: text/plain;charset=utf-8
Content-Length: 0

RS : BB UE (bR ) BREEAH 5589 109



A BT

[E]35 15 ERFREN

BIREHATE ; 2020-03-12 12:26:43

1. ZFOER

ThRE : EHRIRERIREEN (3% callld BFENURTEIERAIEN )
EOMeHE 0 https//HOST/201511v3/getCdr?id=xxx

5k : POST

pET=

EEEOERY 1D &K R R s —D .
FRESERBERR F TR (string ) ,

2. ZEEA

BB

appld

callld

src
startTimeStamp
endTimeStamp

compress

3. IR[AIZER

callld

src

dst
startSrcCallTime
startSrcRingTime

srcAcceptTime

=K &t

DAy I XIR D ECHIME—TRIRADS

Ak [ERiEKIIRA HIREIRY callld |, # callld EiFZIERIFMES

Ak BEREMAFFERFINESR | IIESRRABX M EREIER

HREK TEERFFIRRT AR,
MRERX TEERLATRAT AR,

ATk EREYE (0 AEYE 1 (£ zlib E48 ) BOAARESS

RE Lz

String  FEOYEIE ID
String  EMSHG

String  #XAYSH3

String  EMYIFOYFFEARTE
String  FEMYIPETFIARTIE]

String  EMYEEIRATE

RS : BB UE (bR ) BREEAH

SR

2890 109



A BT

TR
startDstCallTime
startDstRingTime
dstAcceptTime

endCallTime

callEndStatus

duration

recordUrl

callType

bizld

orderld

=

St Rzl

String  #AUIFAYFFYRRTIE]
String  #XAYIESSTFARRTIE]
String  #RAYIEOTASIE)

String  FAPENUBIRERATE

SUING o nikiE

String  BiEIHERATE

String  RE URL, IRAREHRERM , ZEHIT

3 (PSTNTOPSTN)

Ak BEE&IERFA] bizld , MNREKIFRFH bizld 2BIZFRIRE]

HERRTEIRTHERS © yyyy-MM-dd HH:mm:ss

&%&(E

-201
-202
-203
-401
-402
-403
-423

-501

WRAASZH

BHEE

callld &

RIEESHEE

MEFE

appld 3EX

URL APtEg

IP FEBRER

IRSBFERUER (BRBRNEESEFEERE)

REHFE

RS : BB UE (bR ) BREEAH

SR

BIERERES 0 KRGS 1 : IERIEIE 2 ¢ USRS 3« BT, #IUKREE 4 EIUREE

1E81EZEEY (1: VOIP 2:IP TO PSTN 3: PSTN TO PSTN ) , 4ISRIERFIREIZFER , BUAMEAER

T8 IDBRAKERET 64 MF1H , }WT—EHEITRIRE App BXNA (INEAREEAN App &
) | zFRARAEKEGHE L, HEREAMTEZFR

2691 #109™



@ A SRR

4. 7151
BT

{
"cdr": [
{
"bizld": "",
"callEndStatus": "2",
"callld": "12-190123-2773afbbe32943668a2fb98exxxxxx",
"callType": "3",
"dst": "008613631234568",
"dstAcceptTime": "0",
"duration™: "0",
"endCallTime": "1548235118",
"orderld": "",
"recordUrl": "",
"src": "008613500000000",
"srcAcceptTime": "0,
"startDstCallTime": "0",
"startDstRingTime": "0",
"startSrcCallTime": "1548235059",
"startSrcRingTime": "1548235062"

}

1

"errorCode": "0",
"offset": "0",

"result": "Call Details"

}
L

{

"errorCode": "-1",
"result": "version not supported"

}

RS : BB UE (bR ) BREEAH 5592 109



@ A SRR
[BIFRIETEIAZSIREY

BIEEATE : 2020-03-12 12:27:05

1. FOER

ThRE : EHRIBIEIATIREX
EOMBIE @ https://HOST/201511v3/getStatus?id=xxx
BXA : POST

5=
EiRECOEIERY 1D ENXAT RERRE—E.
FRESEERBERR F TR (string ) ,

2. 2
BB =K =ZE
appld Wi T IHED ECRIME—RRED
callld Wiz [Ef&RiERIBAFIRER] callld
src String FNUSH3
dst String  #OUSH3

callStatus ~ String  BIEREIRE : 0 REPIAZS 1 0k 2 : ENYEENT 3 : IR 4 : IEEBIET 5 | BIEER

3. IR[B)45
SEE )4
0 BXZh
-1 MRAA TS
-2 SHEE
-201 callld tRIRRIENYATZE
-401 appld 6%
-402 URL 7RETEZ
-403 IP AEREE

RS : BB UE (bR ) BREEAH 5893 109%™



@ A SRR

%8 iR

-501 EEEEKRERE (ASHERLIE )
4. 7~
I

{

"errorCode": "0",

"appld": "xxx",

"callld™: "xxxxxxxxx",

"src": "008613612345678",
"dst": "008618912345678",
"callStatus": "4"

}
K

{

"errorCode": "-201",
"msg": "callld not exist"

}

RS : BB UE (bR ) BREEAH 5894 109%™



Q) IR SR

Bk ENF I 2 SSBES
SIRSESRATE : 2020-03-12 12:27:28

1. EORAR

ThAE . EIRRIENEIRESEES

EFOMBIE @ https://HOST/201511v3/getCallerDisplayList?id =xxx
5k : POST

5=
EEEOERY 1D &K R R s —D .
FIESERBERR F TR (string ) ,

2. ZEEA

TEEZ St 1288
appld String S TR BCHIME—RRD
codelist Gljis FIEESEMHES |, codelist[0..*] EIAEE , MRIFSEFHUER | ZFRAT

codeListZ5131as -

TEZ ESic) iBH

nation String EZREE , 4—LA 00 Fk

phone String S13 ( EiEXSHEIN 0, 41075586013388 )
3. IR[EIZR

&E(E A

0 fan)

-1 RRAARS

-2 BHERE

-401 appld 3Ei%

-402 URL ARECER

-403 IP AEHZ R

RS : BB UE (bR ) BREEAH 5895 109%™



@ A SRR

sE(E ik
-423 RS ERERIER (HREAHANESESEIRE )
-501 FAREBEREE (S HETE )

4. 73~

BkID :

{

"errorCode": "0",

"appld": "xxx",
"codelist": [

{

"nation": "0086",

"phone": "008613192669272"

}
]
}

L0

{
"errorCode": "-1",
"msg": "version not support"

}

RS : BB UE (bR ) BREEAH 5596 £109™



@ A SRR

FES (EBik ) &®ZH
BEIRGEFIES

RITEFTATE : 2020-03-12 12:28:42

EOfER

ThRE - EFREBETAIS (App ERTAILE )
EOfBIE © https://HOST/201511v3/getVirtualNum?id =xxx
ik - POST

R
EiAREROtbERY 1D ENLEAT BB S — o Ee.
TS EEEUERR FFERAY (string ) .

SENRBA
SH 57 Ek &
appld Wk S NAHED ERE—IRRED
. session buffer , FRIERAKEABIT42FTS | % requestld FEFHEBERIEKIINFIEEFESR
requestld ;g
HIRME]
src ok FNUSERS(SREEIHN 0086 , #1 008613631686024) , xb I, FERAIETS , axb & FEWMi%E
dst W% #NUSHE(SR2R0I0 0086 , 40 008613631686024)
{ "accreditList” :[ "008613631686024" ,” 008612345678910" 1} , FEMRTF N-1ig5 , 53
e . HEIFHEEMEE | 1I8E T dst MEFEISYPE , accreditlist FRX NIRRT LILIT dst 4B
accreditList aJi%

ENFES , BAMEAZT , RATESTEREA LRI TR G B FEISHE , RAESARIFET 30
A ERTXbIET

assignVirtualNum BT fEEFES (#8300 : 008617013541251) , ANRixFESCHERNIRRIFERY. WRAHZF
RSN St BaoE
BERE  ORTFARE | 1R-RE. MAAFRRE  TRNRTEREEA , BlE<HEREES

d 1%
recor TE e e, KEISEEESE | BRATEE,

FHWIESSHEN , FEZSHRBESHEZET | MR HHSIOSRETIE— M5

ityld 1%
city TE aEEARESEI07 , EEER (B2 i)
bild miE MATHRUS D, bizld BEEEX appld TEBK— , BAKEREE 16 A5F.
maxAssignTime Wt SEEAYYERE , FEEAN 24 1T , BRUSERTER 168 , SR

RS : BB UE (bR ) BREEAH 5897 109%™


https://mc.qcloudimg.com/static/archive/445a5ee035950ed3a5e71068cf972e70/archive.xlsx

statusFlag

statusUrl
hangupUrl

recordUrl

U{EIEES

SEE
0

-1

-2
-101
-102
-103
-106
-107
-108
-109
111

-401

Bk BFE

EMAFRIFIPAE : 1
ISR - 256
FYIEIRE : 2
WA - 512
FEFITIRTS - 4
FAUEZITIRT 1024
ENIEEEITAES - 8
FAUIELEIEITIATS © 2048
A EMIEEENIRES ;16
I TEFEIENIRT : 4096
FYRFIFE : 32
HUEFIYSE : 8192

fign
187 0 | FRAEREARERE

B 4 RRREEXEMRITRE
18 16191 : FFrERSEREE ( LEFEEMN)

i iBESstatusFlagHREE , INSEIEERIE , ERENRRT AECEROAEE b
Ak IRREIEERE , ER MR R AR EROAREE L
% RE URL BiE@AIE , ERARER] AR E BOAM X E

fEig

20|

AR

SHEE

S src 5 dst EBREESHNY

244 displayNum SHEAFERNY

24 statusUrl 8¢ hangupUrl &; recordUrl % & URL #5B
EEFESTEYHE  EEFERW

SEFESKEY , PIESSHERIE

£H bindld R SHEBISRATIFIBERE

DEHIESEM , EWUSBHERE | W 1 NFTRSEEERED 30 X
accreditList §E5iR

appld 3E%

RS : BB UE (bR ) BREEAH

SR
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@ A SRR

&%&(E fik

-402 URL A<t

-403 IP AEARER

-423 IRSSEREMULCER (BASRNESERBIRF)

-501 FEMIFERFE (SRR )

TEZ RE iBH

virtualNum String DERIEILS

bindld String WHSH + HES4E ID |, % ID £3HE—
refNum String HEcEFIES S| Rt

requestld String requestld [FEER[E]

ANl

R

"appld":"65500",
"requestld":"requessstid”,
"src":"00861 35xxxXxXxxxx",
"dst":"0086135yyyyyyyy",
"record":"1",
"maxAllowTime":"31",
"statusFlag":"16191",
"statusUrl":"http://test1111111°",
"hangupUrl":"http://test2222222",
"recordUrl":"http://test3333333",
"cityld":"0086"

}

I

{

"errorCode": "0",

"virtualNum": "01012345678",

"requestld": "vultureli123456",

"bindld": "XXXXXXXX=XXXX=XXXX=XXXX~XXXXXXXXXXXX"

}
K

{

"errorCode": "-1",

RS : BB UE (bR ) BREEAH 5899 #£109™
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"msg": "version not supported"

}

RS : BB UE (bR ) BREEAH £5100 ££109™



@ A SRR
BikESIES

BIREHAE ; 2020-03-12 12:29:23

EOER

TheE . BEIREEEHEIS (App EREARRE )
EFOMBIE @ https://HOST/201511v3/delVirtualNum?id=xxx
BXA : POST

5=
EEEOERY 1D &K R R s —D .
FIESERBERR F TR (string ) ,

SER

SHA =K BFE
appld Wik L FAHRSECAIE—IRRED

. session buffer , FRIBRAKKEAET 42 F15 , 1% requestld EEHEIBEKIERIIMFEEFESFEFIR
requestld @ik

@o

bindld gk WHSHE + RESEE ID , % ID £FH—

bizld e NMATZISS ID |, bizld FRIUEEZ appld T2EH— , BAKEARRBT 16 M=E.
IREIZER

SEE R

0 I

-1 hRAARSZ

-2 SHEE

-204 bindld R7ZE

-205 SR7ERYT™ 7 bizld , BEEPBRIRE bizld FE&

-501 SEEEERFE (ASHERLE )

TER e bi=]:Jz!

RS : BB UE (bR ) BREEAH 55101 109



A BT

TR s
bindld String
refLeftNum String
requestld String

ANt
ERTH

{
"appld": "65655",
"requestld": "123456",

Al
4B%E ID , i% ID £FE—
SIEJSIARIS IFTHEL . AR 0 24D

requestld REERME]

"bindld": "8b5a2ae9-55e0-4752-b7b3-17de15760b7c"

}

A BN
AkIh

{"errorCode":"0","requestld":"vultureli123456","bindId":" XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX "}

L0

{"errorCode":"-1","msg":"version not supported"}

RS : BB UE (bR ) BREEAH

SR
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A BT

BRIGERHEX

BIAEHATE ; 2020-03-12 12:29:43

EOER

ThRE : EikiERMEXED

EOiE : EERIREGEIFEIS A0S0 hangupUr 5 EXSRAEEEN R E 26 NECEBIALBIE

5k : POST

SEURER

282
appld
callld
requestld
bindld
src

dst

dstVirtualNum

callCenterAcceptTime

startDstCallTime
startDstRingTime
dstAcceptTime

endCallTime

callEndStatus

srcDuration

dstDuration

callEndStatusDetail

iR R B IR B

& &4 & & W
X

o

oY

&t

ST XIS ECRIME—HRRAD

BIEE—IRR , BERIFINE R HRER callld
App #B{E session buffer R
X753 + FESHE D |, iz ID £FE—
EMSH3

WISt

FMBERREREIRIF S
AP ST AR ETE)

AU IFALFFIRRTIE]

AU B FFARRT )

WY EZDTAT )

FAFENBIRSERATE)

SR

BIESRERTS , 0 FRORT , 1 [EBEIE , 2 ERFUEBRIUSES , 3 KE8, 4: K

=T
FI BRI R SRR B IR RIEIERT A
ISR I BB R A A R I A (A)

BIEASRBIER |, 1 BIERTD , 2 1 #IUIT, 3 JWINENE | 4 : #OUERE |, 5 : E0URAIE
M, 6:=5,7: XM, 8: BRITERNT, 9: FHl, 12 THEXRFR , 15 WERH , 16

EfhRWUBER |, 17 - Ty

RS : BB UE (bR ) BREEAH
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HTTP/1.1 200 OK
Content-Type: text/plain;charset=utf-8
Content-Length: 0

RS : BB UE (bR ) BREEAH 55104 ££109™



@ A SRR
BiRBIHINSHEX

BILEHATE : 2020-03-12 12:30:06
EOEA
Ihge | EREIEIRSHEXEO

EOth - EERREUEIIFES OS] statusUrl 75 EXIRAYEEBI S 2 T ECE SAIAMEIE
BRI - POST

SER A
SHE =k &
appld Wk STRES ECRIE—RRD
callld Wik BIEE—RR  RIERIFIYIE A HIRERT callld
requestld i ERIEKEHEKIETRY requestld , (RIFRFIRE]
bindld Wik WITSE+HESHE ID |, % 1D 25—
src Wik EISHE
dst Wik wWIUSED
dstVirtualNum W%  EWEHRERERFSEH
userFlag Wik FATXSWSEFTEM/HI src - 0 dst : 304
callStatus ik inyite : &I |, ringing : M5 , answered : Z0fT re_fused : ?Eé@ , disacceEt L IEEHEN
failed : FENUSE |, callEnd : BIFLEER sendmessage : fB{SHE & RN sender : SB{SEALK
msgBody Wik TREEARS
errorCode A% sip IRRED
timeStamp ik RESRERY UNIX R alEk
callType T ﬁiﬁgk%g (1: VOIP 2:P TOPSTN 3: PSTN TO PSTN 4: Eij% PSTN TOPSTN ), MNSRiESHiZ A
%, BRAEAERE3 (PSTN TO PSTN)
ffTANR R B RS ER

HTTP/1.1 200 OK
Content-Type: text/plain;charset=utf-8
Content-Length: 0

RS : BB UE (bR ) BREEAH 55105 ££109™
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BEik=E URL #EX

SIS FATE : 2020-03-12 12:30:45

EOER

Ih8E : RS URL #EXEEO
EOME - FEERIRBUER RS HEO22) recordUrl 5 EXIMAYEIE B £ FECESIAMEIE
BRI - POST

SEUAA
S8R K &
appld WhIsE SRS BCRIE—TRIRED
callld Whi%E BIEE—RR , BIERIFEAFIREN callld, BEEGEMRIESEE—
requestld A% App #E session buffer JFFEIR(A]
bindld Whi%E WS + FiES4E ID |, % ID 25—
src Whi%E ESH
dst WAk wWAUSH3
dstVirtualNum Wik FUBAREREIMRIPSE
recordUrl WhiE & M URL
iR IR R

HTTP/1.1 200 OK
Content-Type: text/plain;charset=utf-8
Content-Length: 0

RS : BB UE (bR ) BREEAH 55106 ££109™



L — SHERFP
A BT
AN be u vl
ERIGEIREY
SIFEFATE : 2020-03-12 12:31:26
EOEAR
TheE : EIRIEEIAEN
EOMeHE 0 https://HOST/201511v3/get400Cdr?id =xxx
BEXA : POST
E 5= g
EiAEOMRY ID BN RS —o .
FRrESHEBIEBRFRTEEE (string ) .
SR
S K &F
appld WAlsE S XIS BRIE—IRIRED
callld Elpvi BIEHE—HRR callld , BNEHRIFIUIER F3RERY callld
src Ak EHIRFAFF4ERIEILER (0086FFk ) | IREATFNEUZAIBERHIFIEIEER
startTimeStamp HREK TR FHART IR
endTimeStamp SEK TRERLETRAYIEIEL
compress Elpvis BAE4E (0 RESE 1 : (A zlib [548 ) BOARTELE
IR [B]45
S%EE A
0 I
-1 WA I
-2 SHEE
-201 callld 8%
-202 REESHEE
-203 LB FRE
RS - B SITR (IER ) BlREEAR %107 1097



@ H§ i:HE STBRP

&%&(E fik

-401 appld 6%

-402 URL A[ILEE

-403 IP FEREER

-423 RS =BFRRICER CRARSBRNAERNEREBERE)
-501 kS5 RE

TER ESic) WiRH

callld String IENY@EiE 1D

requestld ik App B4E session buffer [FRFEIRE]
bindld String XA SH + FESEE D, % ID 2E5H—
src String NS

dst String  #XOUSH3

dstVirtualNum String  EWBHAREREIMRIFSEE

callCenterAcceptTime  String  EHMRIPSIEFEAIEIFFIURTE]

startDstCallTime String  #AYIEAYFFARTIE]
startDstRingTime String YA FFIARTIE
dstAcceptTime String  #ENU$EIRATIE)
endCallTime String  FAPENUBIESRAT A
BIERERE , 0 KRS, 1. [EREIE , 2 . EEFUERBRISER , 3: K8, 4
callEndStatus String  SRIEDT, 5 iEREHENT, 6 XM, 7 =2, 8 @iFH, 9: K&, 10 . TERLKRTER
w

BERSIRBIEER | 1 BIERTD , 2 #IUIT | 3 @ WL | 4« #IiERs | 5 E0ERD
callEndStatusDetail String W, 6: 5, 7 XM, 8 BRLERENT, 9: FH, 12 TEPEXRK , 15 : RLEIRH
16 : EHRMIERZ | 17 « Ty

srcDuration String  FIEBEIIRIFSREIERERIEERE
dstDuration String MU UEBEEIBIEARBIERTE
recordUrl String  RF URL, NIRAREFHRZRW , ZBEAZ

ANt

iRz

RS : BB UE (bR ) BREEAH 55108 ££109™



A BT

{

"appld": "65655",

"src": """,

"startTimeStamp": "1566262800",
"endTimeStamp": "1566266400"

}

IR E13451
jpane

{"errorCode":"0",
"result":"Call Details",
"offset":"1440820800",
"cdr"[

(ool

{..}}

L

{"errorCode":"-1", "result":"version not supported"}
{"errorCode":"-2", "result":"parameter invalid"}
{"errorCode":"-501","result":"server disabled",}

RS : BB UE (bR ) BREEAH
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