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HCLSHERRmEPHYIEETopic ) , iB{EM CLS Iim SDK BITHEER, MAXEEMW cls—console-

sdk o

ImEN: EAEENRSBE DataSight

ISR
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https://github.com/TencentCloud/cls-console-sdk/tree/main/sdk-modules
https://github.com/TencentCloud/cls-console-sdk/tree/main/sdk-modules

1= EERS
O BAS
https:// B o
datasight-1250000.clsc e L
hitps:/ /test.com/ onsole.tencent- PR
O cls/serch FARE (Ngink) cloud.com/cls/serch -
. » 0] ginx } : _v; - 'k

B =

DataSightiZ#l &

MR
NGINX Bt

+ ISRIEEERRBIR, Bttt B Rl <your-domain. com>, <your-domain-cert>.

<domain-appid> (datasightlBEI4R, SZIFAM/ AMIHE ) 2o

# EEWEAEEEBFBhttps, HiEbhttpihiEEInttps, DBANRREREZSME.

D NEEERERAPAFES o

# MNAFREEHIBERIh costhY, vliERltserverftE
server {

listen 80;

server_name your-domain.com;

return 301 https://ShostSrequest_uri;

server
# WNFEBEEht cotMYiBRE, AIEETTIER
# listen 80;
listen 443 ssl http2;

server_name your—-domain.com;

ssl_certificate your-domain-cert.pem;

ssl_certificate_key your-domain-cert.key;

location ~ ~/(.*) A

# FITELCAMEINEESGHIEHEHRIRES, GliN: PREWSE referer[HARIAIE

#set Smatch "S$1::Shttp_referer";

#if (Smatch !~* ~(.+4)::httpls]l*://[www]*[.]*\1.*S
# return 403;

#3}
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proxy_pass https://datasight-111111111.clsconsole.tencent-
cloud.com;

proxy_set_header Host S$proxy_host;

proxy_set_header Origin https://S$Sproxy_host;

proxy_set_header Referer "https://$proxy_host/$1";

proxy_set_header X-Forwarded-For Sproxy_add_x_forwarded_for;

proxy_set_header X-Proxy true;

proxy_set_header X-Proxy-Host S$host;

proxy_set_header X-Proxy-Real-IP Sremote_addr;

proxy_set_header X-Proxy-Forwarded-Proto S$scheme;

proxy_redirect ~*(.*)/login\?s_url=https?%$3A%2F%2F[a-z0-9\-]+
(.internal) ?.clsconsole.tencent-cloud.com%2F (.*)$ $1/login?

s_url=https%$3A%2F%2Fyour—-domain.com$2F$3;

+ MFERMEBEN Datasight RERIBNZEF (favicon), A
headerSEIl
# proxy_set_header X-DATASIGHT-HIDE-FAVICON true;

# proxy_set_header X-DATASIGHT-FAVICON-URL
https://github.githubassets.com/favicons/favicon.png;
}
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https://cloud.tencent.cn/login/roleAccessCallback?algorithm... ) iBAREEL
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CLSReadOnly o Eﬁﬂ%ﬂlﬁﬂ'\] RoleArn EE\O
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https://console.cloud.tencent.com/cls
https://console.cloud.tencent.com/cam/overview
https://cloud.tencent.com/document/product/598/19381
https://cloud.tencent.com/document/product/614/39331
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QcloudCLSReadOnlyAccess
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2. 3TF HINESIRERE HE, HERENERE, SIFRRIRERSECIRE, HAREGIEE JSON 78, 1ERIERE
FIESLITAS, 218 ${YOUR_UIN} #itAHSH Uin (Resource R AEIEEIAER RoleArn ,
MRREZF—H, HE=ENR) . BFET—F, FHRBIHORERA PlayClsPolicy o

: "allow",

\ssumeRole"
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https://console.cloud.tencent.com/cam/policy

& WifiE

2

"ges::cam: :uin/S{YOUR_UIN}:roleName/CLSReadOnly"

3. {17 #ERF R, ERAENXEE . £RigEHTHNRRFHEKER, AP30gER PlayClsUser ,
iBRB N ARSI, BPSIRIZEN LEBIFENEEE rlayClsPolicy o IRZIHEAPIRIER, SEFRE
4 Rh9%EE Secretld #1 SecretKey o

4. REGEERIZHERFMBND cls-iframe-demo . 2RIRE ReadMe RS, EIREREIE .env X
%, IHE RoleArn, SecretId, SecretkKey 5B, BISMTHYESHENES,

A ER:
KESittEE a2 S Secretld 5 SecretKey ittiE, MNfiMKSREL, ITHRIEKSRSE, TSR
= AP| B L 25 EEE , REERTH. ARRENIR&IVMCEN, FRESRIVERIREIFIKFE
Ao
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BRBIREEWFHRRIEE. MRESIRRIARERS, BRETHRMIMNIRFEESEEHIRFHIENER
RfAliGiE, RREIRMAR A EEZ A .

5. HIZATRSEERBIFMNE s ur1 (FiE, RNGEESERSERRNENEREXHT, HiIRERESEIEE
sHEEAERILEL ) o

o RRSITRE
O BERSIARSHTREELE:

https://console.cloud.tencent.cn/cls/search?region=

<region>&topic_id=<topic_id>

O BERSIARSTRE URL SE65H8:
" % .
SHETR - S5 fEid

Strin bR, FlEN: ap—-shanghai ¥ ik, HEaRAit

region = 9 RSN T it
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https://console.cloud.tencent.com/cam/user/userType
https://github.com/TencentCloud/cls-iframe-demo
https://cloud.tencent.com/document/product/1278/85305
https://cloud.tencent.com/document/product/614/18940
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hideCollect - Bool feig B A B EIE R P PRIRERERSR: FATRREE,
ionMenu = ean true £¥RIEE

hidelndexM .. Bool  ISWES:IURESERANEIIRERE: WAREH,
enu = ean true ¥RIEE

hideMoreM - Bool RS EBREEERAPIESER: AR, true
enu = ean E N L

hideDashb o Bool  ecremmmmysmpm: BATIER, true TTISH
oard ean

hideAlert = S::I ERITEIA S BATISH, true ISR
hideLogDo o BoOl  pecrrmy mFatiam: BARISH, true ETISHE
whnload ean

hideSched = o BoOl  poersoomd SOL 47 1REE: BUARISHE, true RIS
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Z'deFa"”'t & z::' ERIRRIE RS : BARISH, true TRISH
hideHistory & z;’;" SRERIEREE: BARERE, true HTISH

A FE:

o ABEEAEMASRE URL SHhiEERERTRIAEEMR:
O topic_id: #RIEEHEFEERE ID fEEREER,
O logset_name + topic_name: RIEAEEBMRAETERLIMEEAEER, FET
BEMNREATEFAETTREREETHR, RAZHRA URL £5¥.
O ¥ topic_id. logset_name + topic_name 2¥RAIZFTE, ELA topic_id M,
o ERZSETHEERINEER (multiple=true ) , ATRIRIRSIEE20MEE:
O {E[ topic_id: ARMESEERS/IMERE ID,
O {EH logset_name + topic_name: BAENESEESNMNETIRREATESR, FJ
R SFREREESR—3IR, a0
topic_name=WAF HAIAFERAEFTER, con RABTHABEER«1ogset_name=Demo H
HEE, Demo BHEEE,

O [RESHERERIRM MR
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hidePreviewInSea ~  Bool RS EERERE: FARRRE, true X
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1. 21 [EFREFABEINZER PFPRS, EEBN=WSHEERRNN CLS RiZA6. PEABHETENER
. BEBENKBHFHS . BESKEFRFIMAI RoleArn , SecretId, SecretKey {EBo

. B EREFABINEES PFIRE, RIEESFR, KNESRSEERBRIE s_url .
. EEXREITAKERLEARNEE, ERUTLRAS.

. (EFSRENEIRYEESEA, AR STS AssumeRole 0, HiEREAGHIGIIEHR,

. ETRIAMIGRIER, EMERERER.

a bh WD
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https://cloud.tencent.com/document/product/614/45742#8247364b-a836-4c99-ba12-47be106c9aae
https://cloud.tencent.com/document/product/614/45742#8247364b-a836-4c99-ba12-47be106c9aae
https://cloud.tencent.com/document/product/598/33164

& WifiE

5.1 ERSHHIF
HEREZHSHIRRFBRIYGFRBEINFHF, SEREF—1FE, EHRNBERTEREZANF
8, LA, SaLUEERIZES RRIE XHEFRECRTIIX—I08E, flan: PHPH B9 ksort B#l, H
PEZRSUEBSUTAS:

S Wik PR iR
action =2 String #R{E=DIE, EIEF roleLogin
timestamp 2 Int HEiAdiaEE
nonce = Int REHNEEEL, EX{E10000-100000000
secretld = String STS igERYIGET AK
5.2 HHESH

BLE—SHIFRFNERSE, & SHEW-S8E #Hix, fln:

action=rolelLogin&nonce=67439&secret Id=AKI***PLE&timestamp=148479335

2

5.3 HIEERH
B ERAE + BREN (BERERE + 2 + BRETE IRUHHERSEH,

S Wik iR
EREHNEEE = ElE# cloud.tencent.cn/login/roleAccessCallback
BRAE = %45 GET 5% POST

ER&BRA:

GETcloud.tencent.cn/login/roleAccessCallback?

action=rolelLogin&nonce=67439&secret Id=AKI***PLE&timestamp=148479335

5.4 &ERH

A HMAC-SHA1 BiZXFHHER, BRI HMAC-SHA1 #l HMAC-SHA256, Bi{ftig4n
F, LAPHP i&=79f1:
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BEIRSS

= 'GETcloud.tencent.cn/login/roleAccessCallback?
action=rolelLogin&nonce=67439&secretId=&timestamp=1484793352";
- ( ('shal', ’

) )

echo

MAKT AR, //sTs REIAYIGAT 2k
"GUS***PLE"; //5Ts EBREIRYJIEET secret
"ADE***fds"; //sTs IREIRIRE TOKEN
["nonce"] = 11886; //rand (10000,100000000) ;
46

76

["timestamp"] = 1465185768; //time();

["secretId"] = 5
["action"] "roleLogin";
ksort ( ) g
"GETcloud.tencent.cn/login/roleAccessCallback?";
foreach ( as =>

"&".
4

substr ( ; 0, =1)¢

base64_encode (hash_hmac ("shal",

.PHP_EOL;

1. HERBEZEBURENT@EbILR{TES ., S8E®BE urlencode %8,

https://cloud.tencent.cn/login/roleAccessCallback?
algorithm=<BEZMNFTEL, HBEIRXIF shal 1 sha256 , FIEEIA
ssecretTd=<&BZA) secret1id>

stoken=<[GAIE$A token>

gnonce=<&EZ/A nonce>

stimestamp=<FEZA} timestamp>

gsignature=<EZH>

ss_url=<EFREEHB urL>

2. (EAEMIYREHEE, HEBNZESRSERNSRNH. fIIMERSFRERNRERIGEERINT:

https://cloud.tencent.cn/login/roleAccessCallback?
nonce=52055817&s_url=https%$3A%2F%$2Fconsole.cloud.tencent.cn%2Fcls%2Fse
arch%$3Fregion%3Dap-guangzhou%26start_time%$3D2020-05-
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26%25252014%25253A01%25253A18%26end_time%$3D2020-05-
26%25252014%25253A16%25253A18&secret Id=AKID-vHJ7WPHcy_RVIOm-—
QTIktX0£f9S9z_k_JackOp3dyQPIwmDrNLQOJuiNuw9******gsignature=eXeWaDn6iJlc
PplsqgGdeom9%2FQk****stimestamp=1592455018&token=5e4vuBHL7fBOPi1VI9fvSIN
w4Vu7PSr9Ic3de78b86109c171eb4e3ea27c137clfIWKU8JC—
LO01L87sIY1fTSaHHXeHcqim7Jg9hBuN2nbdfgeBUPXhmpyAk4G6e 9bHEFZ—

7yNRig7Y33CQHxh6j0esP4VEhRzQPrWGRECSNOLL y* * * * * * —
aoj_WJhA55oyvgagxw2jtTdh8nx90jJr3t1bIa%90cJde7aZYoPbdpFgrF6Zj1CPPap2yQB_S
kUsWwD1_9BrK2Km3U2TocdvQ70xrW0tslaiBi7xtTSIJRcfkBYPYEV_YoJrtkhYW3E4L471
mA1bfVAIMIF5uKWzVzsDGDT0aCUU9mgdb4viJrY8tm—
wJKKEe8eiyYIEbkH3VWNEV2YocYNDJIGEy JKOWR* * * * #* %

BRI RE

LEEREHNEFREALET Z2FILRS . ERFERER:
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i#1d Grafana {&f CLS

miIEEFRAYE: 2024-12-18 11:11:12

RMFER

BHZEMRSS (Cloud Log Service, CLS) 5 Grafana $Ti8, %i5i@id Grafana BRHEER ISR EEEIEH
BEEERIE. XL CentOS BIERF G, 1I8SEBLENEE Grafana.
FHEESREBR=WSHERE B EIRSRIS KK

= |z:|: == & A — n 4
s T gﬁg”%ﬁ‘ﬂm‘ FETIER KSR EE

%#5 CLS MBE 2§5, MIUEE, &

&1 DataSight s = | dmmaprm: F/EBEAR,
{&F CLS g;fégﬁliﬁx = ;ﬁijﬁﬁﬁéﬂﬁ 7 SEZRE
- =] ¢
iBid Grafana "i‘;” Graiaﬁr;a Bi%, MIEEA EEEE CLS Grafana B91Y
RE EHERE
Hfth5 R
B2 iframe WERBIN=EHSE o
BURRM

B%% Grafana, BEEBESR Grafana ER3E .

BEEBTEREUER, Grafana F8.0KUALIRE, NFHERAFIBEESNR Grafana HEIERE . BEIEIRER
HUBRTIZIRH o

RMEPER
$B—: R¥ CLS iHHT Grafana (Al )

OR'; ;K
Bid Grafana E5AE BB R REZEY, (NEEIEIrERHIBENEERER Y, ThdizLE,

ARS32RIME

1. i8I Grafana BYREBE RS, £ Centos BIHHEZR /var/lib/grafana/plugins/ TiEHHE
=8
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https://cloud.tencent.com/document/product/614/45742
https://cloud.tencent.com/document/product/614/78121
https://cloud.tencent.com/document/product/614/78121
https://cloud.tencent.com/document/product/614/52102
https://cloud.tencent.com/document/product/614/52102
https://grafana.com/docs/grafana/latest/installation/
https://grafana.com/docs/grafana/latest/installation/upgrading/

O BHE

cd /var/lib/grafana/plugins/

wget https://github.com/TencentCloud/cls—-grafana—

datasource/releases/latest/download/tencent-cls—grafana-
datasource.zip

unzip tencent-cls—grafana—-datasource

HEEA—RRERE (RESHIEHREER) !

/bin/bash —-c "$(curl —-fsSL
https://raw.githubusercontent.com/TencentCloud/cls—-grafana—
datasource/master/toolkit/update.sh)" bash
/var/lib/grafana/plugins/

2. (2] Grafana BECE&Xf4, BcE CLS #iEIR ID, EEEXMHIRESE BENE,
O Linux ERBEENHIERE: /etc/grafana/grafana.ini
O macOS ZAEBENHIEE: /usr/local/etc/grafana/grafana.ini

£ plugins Fig& allow_loading_unsigned_plugins £#{:

allow_loading_unsigned_plugins = tencent-cls-grafana-datasource

f£ dataproxy HigE timeout. dialTimeout. keep_alive_seconds £%:

[dataproxy]
timeout = 60
dialTimeout = 60

keep_alive_seconds = 60

3. EE Grafana B33

service grafana-server restart

B

2% Docker %% Grafana iH$iE5| , BEIATHIEETE%R% CLS .
« docker run #p%:

IRIFRE: BR=ItE (It ) BRSEATF £33 #58m


https://grafana.com/docs/grafana/latest/setup-grafana/configure-grafana/
https://grafana.com/docs/grafana/latest/setup-grafana/installation/docker/#install-plugins-in-the-docker-container

BEIRSS

docker run -d -p 3000:3000 —--name=grafana \

—e "GF_INSTALL_PLUGINS=https://github.com/TencentCloud/cls—
grafana-datasource/releases/latest/download/tencent-cls—-grafana-
datasource.zip;tencent-cls—-grafana-datasource" \

—e "GF_PLUGINS_ALLOW_LOADING_UNSIGNED_PLUGINS=tencent-cls—-grafana-
datasource" \

—e "GF_DATAPROXY_TIMEOUT=60" \

—e "GF_DATAPROXY DIALTIMEOUT=60" \

—e "GF_DATAPROXY_KEEP_ALIVE_SECONDS=60" \

grafana/grafana

» docker compose:

version: '3'

services:
grafana:
image: grafana/grafana:latest
container_name: grafana
ports:
- '3000:3000"
environment:

— GF_INSTALL_PLUGINS=https://github.com/TencentCloud/cls—
grafana-datasource/releases/latest/download/tencent-cls—grafana-
datasource.zip;tencent-cls—-grafana-datasource

— GF_PLUGINS_ALLOW_LOADING_UNSIGNED_PLUGINS=tencent-cls-—
grafana—-datasource

— GF_DATAPROXY_TIMEOUT=60

— GF_DATAPROXY_ DIALTIMEOUT=60

— GF_DATAPROXY_KEEP_ALIVE_SECONDS=60

Bz WiNE4E Grafana RS

1. 7£ Grafana ECEPIBINUTES, #IBEEEN GESEE:

[plugins]

allow_loading_unsigned_plugins = tencent-cls-grafana-datasource

[dataproxy]

IRIFRE: BRzITE (165 ) BRSEAS 5534 H58m



https://cloud.tencent.com/document/product/248/87493

O BAS s

timeout = 60

dialTimeout = 60

keep_alive_seconds = 60

YR4ECGrafana.ini X

[server]
root_url=http:, grafana.tencent-cloud.com

[plugins]
allow_loading_unsigned_plugins = tencent-cls-grafana-datasource

[dataproxy]

timeout = 60
dialTimeout = 60
keep_alive_seconds = 64

2. &R tencent-cls—grafana—datasource, FIBia2R Z4EHEHES -

THR_: KESUER
SEES

7£ Data Sources IiH, ¥ Add data source. %% Tencent CLS Datasource, 1&ZBELATFiiABED
BEHURER:

[0 %8R

Security Secretld. SecretKey: APIi&EXK%E$H, AFEHBERN.

Credential KA RN IHNEE . ENEBREMEIE—NFIRS, [FERIZKSHY Secretld &
s SecretKey, tIRFEREDI{ER EFNREREEIE o

IRIFRE: BR=IE (16F) BREEAR £535 #58m


https://cloud.tencent.com/document/product/248/87487
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/68374#cls-.E5.AF.B9.E6.8E.A5-grafana

O BT R

Secretld *

SecretKey

SE
b ]

FFIEAMAPIHE

i={ e

IR ERAFRS Prometheus #UEERIRIE0, TLIEEEN Prometheus #iERIEN Grafana, #H3TF
BMEIFEEERE—1 Prometheus £,
1. SREVEEEIER

1.1 &F HERSENS , EEMSHED, PHEREE.

1.2 EEGTEAEERE, PEFRERNNERERSR, #EANBFEEERSERE,

1.3 EREH, BiIAR > BEER 19 URL fERBRXAE Grafana FiFNEERFIENEERS
B, EFBE PR Secretld & SecretKey FHkEE 15052 RERN . BIEPHMEIE— T
WS, FERIZWSH Secretld % SecretKey, HRREERI{ER HENIERIEEE o

2. £ Data Sources I, i Add data source.
3. i&#F Prometheus, EXEPEHRBNTEE:

IRIFRE: BR=IE (16F) BREEAR 5536 H58m


https://console.cloud.tencent.com/cls/overview
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/68374#cls-.E5.AF.B9.E6.8E.A5-grafana

%) i:ik= R

Data Sources / Prometheus

it Settings

—
& Alerting supported

Name (3 Prometheus Default

https://8271. .._ _ ___ eaDf2..
Allowed cookies

Timeout

Auth
Basic auth ® | With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Basic Auth Details

User AKIDUp~™

Password configured

Custom HTTP Headers

+ Add header

Alerting

Manage alerts via Alerting Ul

URL: BISE1LRIECEIEE PRI URL, Grafana SBEEEIN=AMET ( FIaNEEE CVM 2
TKE &) sIfERARitbit, BEERiEERIMaitbE,

Basic auth: 3THizHx.
Basic Auth Details: BISE1LREECEEEFIENSN, User A Secretld, Password 73

SecretKey.
Manage alerts via Alerting Ul: Xi#@lizH%, CLS #3&& Prometheus Alert #8X#0, &
B2 LAV

4. BFEEB Save & Test MidEBIER RS ERFHRFRE.

$B®=: £ Grafana T E=E¥iF

IRIFRE: BR=IE (16F) BREEAR 5837 #58m



$%) - i}ik=

HEER

f£ Grafana—Explore HEEFRREE

1. #A Grafana—Explore, #iEiFi%&#F Tencent CLS Datasource #fif¥ .
2. iEHREEERABRSS, EEFEBRATERFERS,. BEERESR,

3. ERFEGTHMANIES, BEE LA Run query, BIAIEEHFRRER,

& Tencent CLS Datasource [0 Split 58 Add to dashboard

a8 Last 1 hour

FERBR (EK) CLB Demoia) Hi& H5ER_100001127589 (a85b.. EEA

+ Add query O Query history @ Inspector

#F Grafana—-Dashboard Sh&EEFRKA®E
i#\ Grafana—Dashboard , B2%LiFNMERE.

2. TEFRRIERME, BRFEEIEE Logs., HiREIFEE Tencent CLS Datasource &4,
BRIPRERbEE . BREEESTR.

3. FERBETPEANIETD, PEALANRFRE, IUESATEERS

Fill  Actual Last 6 hours

Panel Title

|> {"request”:"GET /wp-content/uploads/wpdm-cache/ HTTP/1.1","server_name":"demo.cls.tencent.com", "upstream_addr":"10.18.0.133", "upstream_header_time":"8.004", "connection_requests": "’
|> {"request”:"GET /cgi-bin/apcupsd/multinon.cgi HTTP/1.1", "server_name":"demo.cls.tencent.con", "upstrean_addr”:"18.10.8.121", "upstrean_header_time":"-", "connection_requests”:"1", "ss:
|> {"request":"6ET https://ssp.cloud.tencent.con/ckfinder/ckfinder.html HTTP/1.1", “server_name":"demo.cls.tencent.con", "upstrean_addr":"10.10.6.156", "upstrean_header_time":".064", "c¢
|> {"request”:"GET / HTTP/1.1", "server_name":"demo.cls.tencent.com", "upstream_addr":"10.10.8.63", "upstream_header_time":"-", "connection_requests":"1", "ssl_cipher":"-","

> {"request":"GET /debug/default/view HTTP/1.1","server_name":"demo.cls.tencent.com", "upstream_addr":"10.10.8.129", "upstream_header_time":"-","

Panel options

,"stgw_request_ic Logs
connection_requests" 1_cipher”:'

|> {"request”:"GET https://ssp.cloud. tencent.con/test2.txt HTTP/1.1", "server_name" :"demo.cls. tencent.con", "upstrean_addr":"18.10.8.212", "upstream header_time":"8.004", "ccnnectlon _requ
|> {"request":"GET /71634282610 HTTP/1.1", "server_name" : "demo. cls. tencent.con", "upstrean_addr":"10.10.0.85", "upstrean_header_time":"-", "connection_requests":"1","ssl_cipher’:"-", "stgy
|> {"request”:"GET /private-key HTTP/1.1", "server_name":"demo.cls.tencent.com", "upstream_addr":"10.10.0.18", "upstream_header_time":"0.008", "connection_requests":"1", "ssl_cipher":"ECD}
|> {"request”:"GET /.zsh_history HTTP/1.1", "server_name":"demo.cls. tencent.con", "upstrean_addr":"10.10.8.41", "upstrean_header_time":"8.888", "connection_requests":"1", "ss1_cipher" :"ECI Unique labels
|> {"request” :"GET /?rsd=%3C%2Fscript%3E%3Cscript%3Ealert%28document .domain%29%3C%2Fscript%3E HTTP/1.1", "server_name":"demo.cls.tencent.com", "upstream_addr":"10.10.0.178", "upstream_h¢

I) {"request”:"GET / HTTP/1.1", "server_name":"demo.cls.tencent.com", "upstream_addr":"10.10.8.81", "upstream_header_time":"@.808", "connection_requests":"1", "ssl_cipher":"ECDHE-RSA-AEST:

|> {"request” :"GET /mysql.rar HTTP/1.1","server_name":"demo.cls.tencent.com", "upstream_addr":"10.10.0.168", "upstream_header_time":"@.808", "connection_requests":"43", "ss1_cipher":"ECD} ConmRalibes

Time

|> {"request”:"GET / HTTP/1.1", "server_name":"demo.cls. tencent.con’, "upstrean_addr”:"10.18.0.14", "upstrean_header_time" :"0.884", "connection_requests”:"1", "ss1_cipher” :"ECDHE-RSA-AES1:
|> {*request”:"POST /CTCNebService/CTCHebServiceBean/ConfigServlet HTTPH.1”,”server_name“:“demo.cls.tencem.cnm",“upstream_addr“:“m.m.a.ws","upstream_header_ume“ 004", "connect Wrap lines
|> {"request”:"GET /wp-content/plugins/tera-charts/charts/zoomabletreemap.php?fn=../../../../../etc/passwd HTTP/1.1", "server_name":"demo.cls.tencent.com", "upstream_addr":"10.10.8.165'
|> {"request”:"GET /patch-image_name_unique.sql HTTP/1.1", "server_name":"demo.cls.tencent.com","upstream_addr":"10.10.8.15", "upstream_header_time":"8.808", "connection_requests":"49","

|> {"request”:"GET / HTTP/1.1", "server_name":"demo.cls.tencent.con", "upstream_addr":"10.10.8.221", "upstream_header_time":"@.008", "connection_requests":"1","ssl_cipher" :"ECDHE-RSA-AES’ Prettify

1> {*server_name”:"demo.cls.tencent.con", "upstrean_addr":"10.18.8.222", "upstrean_header_time" :"-", "connection_requests’ :"1", "ssl_cipher”:"-", "stgw_request_id" : "2c58fbb14449402985¢072¢

Enable log details
(
B Query 1 form
— Deduplication

Datasource| &> Tencent CLS Datasource (0] Query options  MD = auto Query inspector None Exi

Order.
(Tencent CLS

Newest first

X (EX) BEEE CLB Demoifle] A7 A&R_100001127589 (a85b. REA

IRIRERE: BR=ITE (1bF) BRSEAE

BEIRSS

Q Runquery v

EFERIRESE

Numbers

5538 #58m



O BHS

BEIRSS

33F Grafana v8.3 LA LKRAAR, toliEid Transform IhaEdAY Extract fields IhgE, XtEZRiR[E
RS HITFERIZE, £ Table v&EEBHE.

BiER

Topicld

Panel Title

_TIMESTAMP_

2023-05-3017:18...

2023-05-30 17:18...

2023-05-30 17:18...

2023-05-30 17:18.

2023-05-3017:18...

2023-05-30 17:18...

2023-05-30 17:18...

Tencent Cloud Monitoring v

—LogJson_

region

ssl_cipher

{"request":"GET /... -

{"request":"GET /s...

{"request":"GET /i...

ECDHE-RSA-AESI...

{"request":"GET /c... -

{"request":"GET /p...

{"request":"GET ht...

{"request":"OPTIO...

&5 Transform

Extract fields
Source
Format

+ Add path

Replace all fields

Filter by name

Identifier

_LogJson_

JSON

stgw_request_id v/

sys._datasource v/

ECDHE-RSA-AESI...

ECDHE-RSA-AESI...

ECDHE-RSA-AES]...

request_method v/

connection v/

£ Grafana LERESitEE
1. i# A\ Grafana-Dashboard , gEiEMEZER.

2. FEIERRIERE, ®IFEEREFRIER, #HiERiEE Tencent CLS Datasource &, ®FEIRAEE
RFrEtis . BREEBSR,

3. FRRBIPEASQL 59, BHALANMER, UEERITERER.
SHRFEREDRE

o

AR (ER) v

tepinfo_rtt v

CLB Demoijia) A& #%E 100001127589 (6692171-795-4921-8... v

stgw_request_id

9572092294d141...

73a9b39dc83443...

4bcec380d06347...

c0a3dc9ebbfd4ca...

4c5e7fef3630428...

cd2d8241643444d...

b09159bb32fd44...

_LogJson_ v

http_host v/

select histogram (

timestamp ) , interval 1

as

limit

log_count

1000

group by

SHHEREDRE

EEAMEREGEIR value Options - show %IE All values :

ssl_protocol v/

request_method
GET
GET
GET
GET
GET
GET

OPTIONS

http_user_agent v

minute )

select try_cast (status

upstream _status v

timestamp v/

http_host http_user_agent
17216.0.221
172.16.017

17216.0.247
17216.0.30

172.16.0170
172.16.0.4 Mozilla/5.0 Apple...

172.16.0.193

vip_vpeid v

remote_addr v remote_port v

cast ( TIMESTAMP S

as

analytic_time order

as

varchar )

Mozilla/5.0 (X11; Li... -
Fuzz Faster U Fool...

Nuclei - Open-sou... -
Mozilla/5.0 (X11; U... -

Fuzz Faster U Fool...

Mozilla/5.0 (Macin...

request_time v

time_local v

analytic_time,

upstream_status vip_vpcid
-1 0.000
<l 0.010
-1 0.000
0.000
0.008

0.001

0.218

ssl_cipher v/
sys_address v proxy_host v

bytessent v server_addr v

by analytic_time

as status,

request_time

(*)

Al

Panel options
Title.

Panel Title

Description

Transparent background

> Panel links

> Repeat options

v Table

Show table header

(]
Cell height

Small

Enable pagination

Minimum column width

Column width

Column alignment

E)

IRIRERE: BR=ITE (1bF) BRSEAE
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log_count group by statu

BEIRSS

HRtRERR

1. i#\ Grafana—Explore , ¥iERiEFSE2FIMA Prometheus #iEE.
2. MAERIEG, BHA LA Run query, BIREESIFERIE.

1 6) @® BExplore Prometheusds *
>
A

Metric Label filters

cnt action

|
@ + Operations

Raw query

cnt{action="Be

Options

+ Add query & Query history

Graph

90 -

80

70

60

11:05

== {_name_="cnt", action="

$BM: £ Grafana FEEKISESE

1. i\ Grafana—Alert rules , EFHESERAN
2. HANSFEMNRIETRME, £ AH, HIERIEE Tencent CLS Datasource ffif4,

SEEIRERERIERE

IRIRERE: BR=ITE (1bF) BRSEAE

() Inspector

11:10
A", returnCode="0"}

&) Runquery

Builder

ERR T RTE

5540 #58%



O BAS RS
3. & Avh, EIEBFAEEEFREE. BEEESER.

4. 7£ Ath, TRRETHEA SQLIEED, HERENGEEEZER.

5. £ B Hh, i&iE A PHEEISIFEIE, TFIPRSE—ME.

6. £ CH, RESZEIFENSZEMERY, ~FIPEBSEXTFI00MMEEE,

7. B Preview M HEER . HEZEENEE, BEHFF

A & Tencent CLS Datasource ® O now-10m to now

b2 EEX (EX) BEER CLB Demoij[d) A5 HisE/E_100001127589 (a85b.. EEAN

BAGREY

WRiEG * | select count(*) as count

Classic condition

WHEN  last() ISABOVE v 100 W

+ Add query + Add expression & Run queries

i={ e

1. #A Grafana—Alertrules , S2EFESEMAN, HFIEIRETFES Prometheus Alert X%
O, i5{EA Grafana managed alert.

. BANEEHINRERE, &£ AP, SRREFESE2PRIMY Prometheus HiER-
. £ Ah, HSEGRESIED.

. £ B, i&F A PEEISFEE, REIFERE—ME.

£ C o, RBESERFENSEMARMG, FOPEE/NF1024MEEE.

. B8 Preview MRS EZER ., HESREEBNERE, BERTF.

o o b~ WD

IRIFRE: BR=IE (16F) BREEAR 541 H58%)



Alert rules / Add rule

1  Setaquery and alert condition

Grafana managed alert

L

Prometheus 0)

Metric

mem_available

+ Operations

Raw query

mem_available

Options

5740000000

5738000000

5736000000

11:46:00

Label fitters

now-10m to now

11:47:00 11:48:00

== {_name_="mem_available", host="6c74e00eb825}

B

Funetion  Last

Mode  Strict

Make this the alert condition

+ Add query

Grafana ¥ R
Grafana BRHNERHREELLE?

+ Add expression

5738860544

& Preview

Make this the alert condition

11:49:00

v Alert condition

11:50:00

IS BELOW v

RERE, BEM grafana.ini {49 [dataproxy] BE.
Grafana EGAERIETEN30s, EAEIBENILERERT, 8ESH timeout [@:, #EEEM Grafana proxy
queries timeout after 30s with dataproxy . E{EZE6Os, URARELRIZAERSMEED . EXEEN

T:

[dataproxy]
timeout = 60

dialTimeout = 60

IRIRERE: BR=ITE (1bF) BRSEAE

11:51:00 11:52:00 11:53:00

1024

BEIRSS

Cancel Save Save and exit

Run queries Builder

# Time series

15400 118500 iz

5842 H58m)



https://github.com/grafana/grafana/issues/35505
https://github.com/grafana/grafana/issues/35505

O BAS A

keep_alive_seconds = 60

Grafana I &IES ML ER?

MBEREESTNCER (HIINHE. BRERES) , ERTNNNSSRE grafana ifit .
Bian, SEEREHE (pie panel) , AHITNTHRS:

grafana-cli plugins grafana-piechart-panel

grafana—-server restart

Grafana WfUic KRS AEEEAEE?

f£ Grafana B EtHTESHAEEREE, HEEBRDPSIH. TJLIHEREEROEGIIBEEIHTER, B
BEEENT:

b

= Home > Dashboards ig-H BE % <

#i@R  Tencent Cloud Monitoring v region | PRI (BX) v Topicld  CLB Demoijli) H & B E/.100001127589 (669f2171-79f5-4921-8... v (7 CLB SiFRARX

PV PV

237755 237753

1. #A Grafana {{=REBEE-Variables &, itZMH&E Variables, scfitEltlETE, BEBEATEREE,
2. Variables type %% Query.

3. Query options 7 DataSource i%#F Tencent CLS Datasource #fift .

IRIFRE: BR=IE (16F) BREEAR 5543 H58m)


https://grafana.com/grafana/plugins?type=panel

O BRE

€& Newdashboard Copy / Settings

[ Annotations

I Variables

General

& Links
Name region

O Versions
Label

@ Permissions
Description

<> JSON Model

Query Options
Save dashboard Data source & Tencent CLS Datasource Refresh 0On Dashboard Load

FRs%R RS

Save As...
HFED Region=ap-guangzhou&ServiceType=region&Action=DescribeRegions&payload={"Product":"cls"}
Regex

Sort Disabled

Selection Options

4. Query IRS%EBIEER API, EifiE00T:
i

ServiceType=region&Action=DescribeRegionsé&payload={"Product":"cls"}

Region=${region}&ServiceType=cls&Action=DescribeTopics&field=Topics&id

=TopicId&name=TopicName

BEIRSS

BEEEEE (REXFSMTIRATER, TiRHIEHIITE )

Region=${region}&ServiceType=cls&Action=DescribeTopics&field=Topics&id
=TopicId&name=TopicNameé&payload={"Filters":

[{"Key":"topicName", "Values": ["your topic name"]}]}

5. RESRE, BEEE.
Grafana i{a{E AR R A EHIE?

IRIRERE: BR=ITE (1bF) BRSEAE

5544 H58m)



~ - — HIRS
HERE= R
ff Grafana BEEZE, HiEAIERNEDIEIP, BT EFEFRNEEE, TMHEREUBISIE, LGRS
AR IP 3iEsgn5):

1. # A Grafana {ERBEE-Variables 5§, i*iZ#&E Variables.

2. Variables type %% Query.

3. Query options 1 DataSource i%#% Tencent CLS Datasource ffift .
4. Query IRSEXRIEIZATIRG, TEEDNT (A remote_addr Hffl, SEFHMEREEIRABFRFER) :

* | select remote_addr group by remote_addr limit 1000

5. (di&) Selection options IiEBESLIBIRE, SEMNBEESH: *

Selection options

« Multi-value

" Include All option

Custom all value

*

6. EEAPEANER ${IP:raw} , AITERERRE (HF :rav AEENER, BTSRRI NEEER, BRF
FRTIFSHEEN ) -

A ($(ds})

ol ${region} BEER ${topic} Al

REEY ${IP:raw} || select upstream_status, count(*) as pv group by upstream_statu

FRTEREE Graph, Pie, Gauge, Time Series Panel

Grafana RFEHRES Data is missing a time field i{a4tbE?

IRIFRE: BR=IE (16F) BREEAR 5545 H58%



BEIRSS

E cmd+k @ N

Home > Dashboards > New dashboard > Edit panel d | Save | Apply

Actual @® Lastb6hours v @ O 7 Time series

Panel Title

All Overrides

Data is missing a time field ~ Panel options

Title
Panel Title
H l~

. Description
Switch to table Open visualization suggestions B

Transparent background

( J

v Panel links
B Query 1 &5 Transform (1 4 Alert

+ Add link

Data source &5 Tencent Cloud Monitorir v > Query options MD = auto = 1147 Interval = 20s Query inspector

> Repeat options
A (Tencent Cloud Monitoring)

v Tooltip
ohiE BERS

Tooltip mode

Single All Hidden
Hbigg HERMX (_EiF) 2f7b4c9d-8669-4b4b-a8fb-f6588cb882dc v g

SEEAL coL

v Legend
BARERFH 1000 Visibility

(]
HWRiER * | select\ time_series(__TIMESTAMP__, '1m', '%Y-%m-%d %H:%i', '@') as time,count(*) as cnt group by time
order by time~desc_limi+—10000

fRRIGE:
1. BaENiEE Transform Y Tab &\, &0 Convert field type.
2. figE Convert field type, Field &% SQL ERIATEFEE, as /3 Time 3B,

Table view @ Fill Actual @ Lastbhours v @Q O 7 Time series
Panel Title

1200

All Overri
1000 "/ \«A/\/VV\V/NN\,V,"\/\/\ WA f/\/v\/\”w’\“‘\ ‘N‘ﬁ j’\N"”‘ M VA (A AN A

MAA s~ NUV»V\MVV\\,A;N\ W,m\,mvfm

Panel options

800 ‘

Title
600

‘ Panel Title

‘ Description

Transparent background

()

v Panel links
B Query (1 &5 Transform 1

+ Add link
Convert field type
Field A time as | @ Time Input format ©® > Repeat options
+ Convert field type v Tooltip

Toolti d
+ Add transformation ooltip mode

All Hidden

EESRIRERIE

Grafana iEtRZEE2

IRIFRE: BR=IE (16F) BREEAR 5546 H58m



https://grafana.com/docs/grafana/latest/dashboards/variables/

O Wiz

o BIZAIMNFESEIEFRIRZESINAEE

IRIFRE: BR=ItE (It ) BRSEATF 5847 H58m)


https://cloud.tencent.com/document/product/248/54510

O BHS

MCP Server/Dify Tool HEZEif

IEE#AYE: 2025-07-0115:02:12

RMFER

BEIRSS

i@id MCP Server ( Model Context Protocol Server) 8k Dify Tool ZiflHRSS CLS hiFEREHEE
2, USEHAERES/ TASHSHIENSES . ST ERSSR:
o FHERAESENRE, REASEISRE,
o BEFZHHHERED, SRINERARE.
MCP Server & Dify Tool SZ#FUNTFIhgE:

Thee
=1 =

BREEREEEREE
EifiEq

BiEAEEESRES
H¥E=EM ID

IRisthis =R it
SR

IRV RO )RR

CIE 2

Dify Tool
%5

3285 (KRBERAXERENERIED,
HERRERIIE )

325

3285

255

o WEGATERFHIREFE, BERS =5l.
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"mcpServers": {
"cls-mcp-server": {

"isActive": true,

"name": "cls-mcp-server",

"type": "stdio",

"registryurl": "",

"command": "npx",

"args": |
-yt
"cls-mep-server"

I

"env": {
"TENCENTCLOUD_SECRET_ID": "AKIDz: [ |
"TENCENTCLOUD_SECRET_KEY": "Ibro( N
"TENCENTCLOUD_API_BASE_HOST": "tencentcloudapi.com",
"MAX_LENGTH": "15000"

}
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Search logs based on query parameters
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search topic info by topic name
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search region parameter by region name
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get current timestamp in milliseconds

> TextToSearchLogQuery fllXeqaRnSeDFs5IbXk0]

get cls SearchLog Query with natual language generated by user
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