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[ RRAA=EA ]
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Xt (SRBEXF. 8. BRFRS ) RENSEREBAHE (b5 ) BIRSEQERMAE, REBNZEBREE
e, (HIERFEMETRERESR . B, FH. PR, EERELBHBLRT . AT HERIENZZ(EREE, B
MZBHEREVEEE R ERITE.
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O BRT
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7, BUWSEREBRZREXNFABIRMIBRIE, BARSKERIVEREREZESE.
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ENHDTAEREMEENENWT SRS, REMIRARERRS, (HTEESHKER 40091001008£95716.
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BERE
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REEAENERE
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C SDK Li&EH=E
C++ SDK L&A
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HarmonyOS SDK EfEB*E
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Flutter SDK L{EBE

B Kafka SiEITHEKSRALSHE

MRS
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{f DLC (Hive ) &4 CLS B&

R SQL S

IRIRERE: BR=ITE (1bF) BRSEAE

BEIRSS

3 #170m



o2 - Liiv= R

(EMER SQL BRI RS tmiERT
MBEPREER(Metric)

IRIFRE: BR=IE (16F) BREEAR 4 #170m



& WifiE

SERCHEE

*E Windows HFIEHEZ CLS

IEEHAdiE: 2025-02-0517:42:13

RM{FinR

AXESEER Winlogbeat 5i# Filebeat & Windows FEHE LEZE CLS.

BIRFAF

» BFERFMRS (Cloud Log Service, CLS) , HEIEMIRAIR (0 HESE f1 BEER )
o BT BillzhnERETE KEE Secretld 1 SecretKey.,

RMELT TR

M LogListener Windows h3R&E Windows B{H=&
HEESM R Windows HEEE

&M Filebeat 3£ Windows X#H&

& Filebeat

1. BitE EN , EENRARE, THRERE,
2. B&REE LEZEBIR Windows ENENERIRER, HEBRESE.
3. UEEBREHHTH powershell, cd ERERINXEERD, HHITNTHSEE Filebeat,

.\install-service-filebeat.psl

.\filebeat.exe setup -e

start-service filebeat

LEEHE=ECLS

£ Filebeat £ BFH, #%ZF filebeat.reference.yml X, E#lHGERN filebeat.yml o FJFF filebeat.yml
FiEEPE output.kafka IEAINTRE . ZEEIEIEE Filebeat A& %i%ES CLS Kafka £7/=i%.

output .kafka:
enabled:

9095" ]

hosts: ["${region}-producer.cls.tencentyun.com: 9(
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https://cloud.tencent.com/document/product/614/96678
https://www.elastic.co/downloads/past-releases#filebeat
https://cloud.tencent.com/document/product/614/41034
https://cloud.tencent.com/document/product/614/41035
https://console.cloud.tencent.com/cam/capi

O BHE

topic: "$

version: "0.11
compression: "$
nae

username:

password:

o i5AA

HEANHNE ZAiZ#F SASL_PLAINTEXT.

hosts CLS Kafka ititit . 1RIEEFRS N\ BEEBFAEIEERE, 53R RSAL .

topic CLS Kafka topic&#i. BEEENREERR ID, FliN: 76c63473-c496-466b—XXXX-

XXXXKXXXXXXKX

CLS Kafka isialfiR& ., BEENBEE ID. $40: 0f8e4b82-8adb-47b1-XXXX~-
username

) 9,.9,9,9,0,0,0.0.0.0.0.8
CLS Kafka iBialEmg, 88 S{secret_id}#S{secret_key} o fflt0:
password e e e .
XXXKXKXXXKKXXXXHEYYYYYYYY . ZiRERIRENSREIE ZEHIREY -
BEssSAO
iich R4S wOs RSSAO
2] ] 9095 gz—producer.cls.tencentyun.com:9095
=M
S 9096 gz—producer.cls.tencentcs.com:9096
O FERE:
ASTHELAT it 61, RMRIEEFARRIRORR, HitithigsEieibiteid . #5520 TAlEE-Kaftka £
Eo
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https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/18940#.E5.9F.9F.E5.90.8D
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& WifiE

XE/EFENEAE

IEE#HAYE: 2024-05-29 14:28:51

RM{Fins

EEENEHESET, ASEEAEERERRSHEAMED, BER Linux RRTERR grep HSERAFSERMAS, It
FREUSEFZRAESRN, SHTAEIHEFRNRSSE . SSTRIEFEN. RSSFUREERVSFFERSHASERE
M, TEXNEHYE. SREETATH—LRITITREREE, EEE LM,

AIEN BN RIEED grep fiSERNF AT IR ERFTRSS (Cloud Log Service, CLS) , LRERINITASE:

o BIEEPFRERICE, THERSARSB{HNHTED, ERHINEG. RIRSSEETRAHXRE.

o HEREEATRENERE, SGSTREDNRSSEMREE,

o ETFAE#HTRITOW, KAV SIEIR, 0 PV, #OMMNEE., EOBRES.

o LIMENSEER, BIEE. SNBSS SHA KNS

© B8
MRENETEERERT CLS, AIMEATREMEERSILRE, HiRHT PR3 BFEE,

RMFTR
$B1: HERE

FXIRSEAMABE, TER Loglistener ERIGEEREZE CLS, LogListener Zi&i¥EBEESM Loglistener &85 -
WMBIBHIIRSES B BN = =RSEE ( Cloud Virtual Machine, CVM ) , iFaJLAiBidiEHl&Bm% % LogListener, #i5i52
W CVM iltE86E LogListener,

5kBBRAMATLRR, AT EENAFERHTELEIRFNRITON, ERENTISIHENEREBEHIRISCRIEIE .
BlanRE B

::: [Tue Jan 22 14:49:45 CST 2019 +0800] ::: GET /online/sample HTTP/1.1

::: 200 ::: 647 ::: 35 ::: http://127.0.0.1/

AEASEF :: 18RI\ FR, HFABITFZREXER:

IP: 10.20.20.10
bytes: 35
host: 127.0.0.

length: 647

referer: http://127.0.0.1/
request: GET /online/sample HTTP/1.1

status: 200

time: [Tue Jan 2 14:49:45 CST 2019 +0800]

BIMEEESR SlRHEN . RTERASRAISET, CLS ESFIEN. JSON. £XESHATIISHR, #IHEER R&E
XAHEE

$H2: KBRS
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https://cloud.tencent.com/document/product/614/17414
https://cloud.tencent.com/document/product/614/60593
https://cloud.tencent.com/document/product/614/17420
https://cloud.tencent.com/document/product/614/17418
https://cloud.tencent.com/document/product/614/17418

& WifiE

RERSINENETENBEZEFTENR, FROXBEMX, METEERRAT. WTFASHERGS, JEABMRER
SIThEE, —iEMEE, #IHEER KERSI.

$RE3: IBRKAE
AXIUEFE grep &S H6], MEIEED CLS TMECIHWEFHERE. CLS BEARIBMESES N iS50 > 555

B

THIERBEFA:

[Tue Jan 22 14:49:45 CST 2019 +0800] ::: GET /online/sample HTTP/1.1

: 200 ::: 647 ::: 35 ::: http://127.0.0.1/

£ CLS MMAIERLERE

IP: 10.20.20.10

bytes: 35

host: 127.0.0.1

length: 647

referer: http://127.0.0.1/

request: GET /online/sample HTTP/1.1
status: 200

time: [Tue Jan 22 14:49:45 CST 2019 +0800]

=

1% request H/online/sample BB,
o {EM grep B<:

"/online/sample" test.log

o fEMA CLS &&RA:

request:"/online/sample"

M2

EZTIREY status 72008987,
o {EM grep ©<:

iR L, ARSI —EAET RS (KM T200, (8 status F220009FE ) . IIFERIER, WFEBRSEVRE
o
o f#F CLS & A:
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https://cloud.tencent.com/document/product/614/50922
https://cloud.tencent.com/document/product/614/47044#fac9c9c5-06f5-4083-8675-18cd38363ea5
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O BHE

NOT status:200

CLS iFxZ#EINRBEANETRSG, HIIMEEIAES status XFFTF50009B.

status:>=50C

2HI3

it status 772008 BFEFRH .
o {EF grep H<:

-c -v "200" test.log

o {EM CLS %5

NOT status:200 | select count (*) as errorLogCounts

=H14

EFIKE status 5200, H request B Jonline/sample BIBE .
o {EM grep &<:

"200" test.log |

o fEMA CLS &A=

status:200 AND request:"/online/sample"

HI5

1% request A /online/sample &% /offline/sample BIE.
o {EM grep ©<:

—-E "/online/sample|/offline/sample" test.log

o fEMA CLS 8RB

request:"/online/sample" OR request:"/offline/sample"

516

123 request 7 Jonline/sample, {BEAEXHFE test.log BB,
o {EM grep ©<:

IRIFRE: BR=ItE (It ) BRSEATF 9 #170m



O BHE

ole" —--—exclude=test.log

o f#FM CLS & A:

request:"/online/sample” AND NOT _ FILENAME__ :"test.log"

=H7

182 time 73 [Tue Jan 22 14:49:45 CST 2019 +0800] B9BEMIRIM0THE,
o {EF grep &<

"[Tue Jan 22 14:49:45 CS

o {EM CLS 8%5:

time:" [Tue Jan 22 14:49:45

RRICRNBEEE, A ETXEE 8, UEEZFRATHENEE.
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https://cloud.tencent.com/document/product/614/53248

O BHE

1%% S D K J:1§ E e
BcEIREE
RIEE#AYiE: 2024-12-16 10:02:22

WMERERRERRARFRARGEENEE, BEATEFMHEICERER, EEMBN= CLS i SDK i, #FEEIHREENSR
RIEEZ APl ZiHEE . = AP| BBERIRENERIE AP| ZHERE

A EE:
o FEWEIIEXNAN, BFBEREEERTNIEREN MR, BNETEERZHEEME, BRIMENKSES,
o RERBTEZE, BUUERMERKBHERT, SaSIERSHIERIIMAERE, STEERZSHNBMBIAIE,

Linux #l macOS R&igBH HETR

REFRRER, £HRIRENE, FiRRSSMSZTIFETEPIEENSHE, FISHNATHERARE . 518
YOUR_SECRET_ID #1 YOUR_SECRET_KEY #i#pf&EiraI= APl &8,

export TENCENTCLOUD_SECRET_ID="YOUR_SECRET_ID"

export TENCENTCLOUD_SECRET_KEY="YOUR_SECRET_KEY"

Windows E#RBERFETER

BREWMREER, £HRIENE, RiRRSESSENFETENEENSHE, FIEENATHENYRE . 5%
YOUR_SECRET_ID #1 YOUR_SECRET_KEY #i&pk&EfFI= APl Z$H,

iEiZ? Windows Command Prompt i &

T THSIRERRR

set TENCENTCLOUD_SECRET_ID="YOUR_SECRET_ID"

set TENCENTCLOUD_SECRET_KEY="YOUR_SECRET_KEY"

i Windows PowerShell i2 &

HITUTHSIRERRES:

SEnv: TENCENTCLOUD_SECRET_ID="YOUR_SECRET_ID"

SEnv:TENCENTCLOUD_SECRET_KEY="YOUR_SECRET_KEY"

g Windows B REigE

1. EEEATREIER, EEFERE > BRRFRE > FRER > RATR/AFER > W,
2. FIN= AP ZHEXVFIREE, HPEWE.

@© ikHB:

IRIRERE: BR=ITE (1bF) BRSEAE £11#170%:
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& WifiE

Python SDK Lt{&EB=®
I E#ATIEl: 2025-01-08 17:30:22

AN RN REER B ERSHY Python SDK SERIAE LERRIE. B2 SDK FEMNIFARS, IRBECE
tencentcloud-cls—-sdk-python .

CIE =

o BIEHIKENZ API ZBEE accessKeyld # accessKey, ZHREEXEIERIE AP ZHEE,
o IERERERXBKKSEEHENEY SDK LEBER .

EEFRMR

o iB2M Python EM T#EHHEIE Python AFRFIEZ{FER conda €I Python EIMFE.
o B%EBRSS Python SDK 3z Pypy2. 3% Python2.7. 3.3. 3.4. 3.5. 3.6. 3.7. 3.8. 3.9R%&,
BT TR SRESE] Python BIIRAER

%3 Python SDK

EHSITIARSP, HITLITHSRE Python SDK,

pip git+https://github.com/TencentCloud/tencentcloud-cls—-sdk—

python.git@v1.0.4

I SDK &3%

%% SDK fa, TA TS RIGIEES % %A Python SDK.

pip show tencentcloud-cls-sdk-python

MFREXEBATRES, WRRZERI.

Name: tencentcloud-cls-sdk-python
Version: 1.0.4

Summary: TencentCloud cls log Python client SDK

Home-page: https://github.com/TencentCloud/tencentcloud-cls—-sdk-python

Author: farmerx

RSW

s
>Z

fein
Bk
2
[l
I
i

AR

endpoint String = HEER, HEESR Atk fh APl EEBE Tab hpdiss.
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https://github.com/TencentCloud/tencentcloud-cls-sdk-python
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/68374#.E4.BD.BF.E7.94.A8-api-.E4.B8.8A.E4.BC.A0.E6.95.B0.E6.8D.AE
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O BHE

accessK ¢ = AP| B4AEE, SREEKINEHIE AP BSIE . iSRS E LBk
eyld 9 SEEERN SDK HEREE .
accessK = AP| B4A(EE, BIEERENSHIE AP BHASIE . HiSHIREEL BNk

ey String SEEIARA SDK HERSIR .

topic_id String FETH ID EE,

HE LERHB

PATEBLL Python SDK 73f5l, RRiEdEA SDK 5B EE EERHEE, REUCEBIM TR,
FEWEZT AP ZBERBXFEETLEMRSR, TEIHREENTIRNE AP ZRER, BINEE, B2l RERREE,

import time
from tencentcloud.log.logclient import LogClient
from tencentcloud.log.logexception import LogException

from tencentcloud.log.cls_pb2 import LogGroupList

(topic_id, client):
LogLogGroupList = LogGroupList ()
LogGroup = LogLogGroupList.logGroupList.add ()

LogGroup.filename = "pyXXXX.log"
LogGroup.source = "192.XX.XX.XX"

LogTag = LogGroup.logTags.add ()
LogTag.key = "key"

LogTag.value = "value"

Log = LogGroup.logs.add()

Log.time = int (round(time.time () * 1000000))

Content = Log.contents.add()
Content.key = "Hello"

Content.value = "World"

request = client.put_log_raw(topic_id, LogLogGroupList)
int ("Request ID:", request.get_request_id())
cept LogException as e:
print ("Error uploading log:", e)

if name == 'main':

IRIFRE: BRzITE (165 ) BRSEAS 14 #1703,



https://cloud.tencent.com/document/product/614/113851
https://console.cloud.tencent.com/cam/capi
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O BHE

>ls.tencent

accessKeyId = os.environ["TENC

accessKey = os.environ["TENCENTCLOU

topic_id = '

client = LogClient (endpoint, accessKeyId, accessKey)

upload (topic_id, client)

5iE
BT ST, GAEEREAE CLS # Python SDK sREIRH LSBT, WBEIEMITE, i 555 HENE.

IRIFRE: BR=ItE (It ) BRSEATF 515 #1703


https://cloud.tencent.com/document/product/614/59596

O BHE

GO SDK LtfEH=

IEEHAYiE: 2025-01-08 17:30:22

AN BN REER A ERSH GO SDK EMBAE LIERIRIE, B2 SDK FERNFHARS, JRABEE tencentcloud-
cls—sdk—-go .

BiRaR

o BIEHIKEZ= API ZBEE AccessKeylD #1 AccessKeySecret, ZHEEKEISRIE API ZHEE,
o HiBRIREAXEXMKSEEERMAY SDK LIEREIR,

EEFRMR

o 520 Go EM THHEE Go ARHIER.
o Go RERERBHMERALTE GOPATH, HEEHEEAENHHBER.

% GO SDK

FEH<SITIRYP, HITUTHSEE GO SDK.

go get github.com/tencentcloud/tencentcloud-cls—sdk—go

SIANBEBRS Go SDK
EESIFSRBMARN, BEEN Go KIBHESES|ABZES Go SDK.

(

"fmt"

"github.com/TencentCloud/tencentcloud-cls—-sdk—go"

RS
TE E-3i5 2EpE A
Endpoint String = H&ER, ES5iESR Attt h APl LZBE Tab HaIES
AccessKey String = E £PI ZHRER, BPEERIUEEIE API ZASE ., HiAMIEFEZHAXEN
ID WEEHEHEMA SDK LIEEEFR -
AccessKey String = E =.API ZRER, BPEERINEE AP BHEE . HiSHRZHXBL
Secret WSHEBEHENSY SDK EEBERR -
topicld String = BEEER ID E2.

HE L& A

PATREBIL Go SDK 7f5l, RRiEdiEA SDK 5B HE EEREIE, REUCIBM TR,

IRIFRE: BR=ItE (It ) BRSEATF 516 #1703


https://github.com/TencentCloud/tencentcloud-cls-sdk-go
https://github.com/TencentCloud/tencentcloud-cls-sdk-go
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/68374#.E4.BD.BF.E7.94.A8-api-.E4.B8.8A.E4.BC.A0.E6.95.B0.E6.8D.AE
https://go.dev/dl/
https://cloud.tencent.com/document/product/614/18940#.E5.9F.9F.E5.90.8D
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/68374#.E4.BD.BF.E7.94.A8-api-.E4.B8.8A.E4.BC.A0.E6.95.B0.E6.8D.AE
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/68374#.E4.BD.BF.E7.94.A8-api-.E4.B8.8A.E4.BC.A0.E6.95.B0.E6.8D.AE

& BiE

FEIE= AP| ZRERIBXFHETRENNS, TBEIHREENSIRNE APl ZRER, BIMNEE, B2l GEFREE

package main

n i’mz n
"github.com/tencentcloud/tencentcloud-cls-sdk-go"
"sync"

n 0os n

"time"

0 A
producerConfig :=

tencentcloud_cls_sdk_go.

producerConfig.Endpoint = "ap—-XXXXXXXXX.cls.tencentcs.com"

producerConfig.AccessKeyID = os. ("TENCENTCLOUD_SECRET_ID")
producerConfig.AccessKeySecret = os. ("TENCENTCLOUD_SECRET_KEY")

topicId := "BDbPXXXXXXXXXXXXXXKXXKXKXXXXXXXXXXXXXXX"

producerInstance, err :=
tencentcloud_cls_sdk_go. (producerConfiqg)
if err != {
fmt .

recturn

producerInstance.
var m sync.WaitGroup

callBack := &Callback{}

0; 1 < 10; i++ {

IRIFRE: BRzITE (165 ) BRSEAS 17 #1703,



https://cloud.tencent.com/document/product/614/113851

tencentcloud_cls_sdk_go.

"hello world| I'm from XXX", "

callBack)

ype Callback struct {

func (callback *Callback)
attemptList := result.

for _, attempt := range

0; 1 < 1000; 4i++ {
log :=

(time. () .

content2": fmt. ("sv", i)1})

err = producerlInstance. (topicId, log,

(result *tencentcloud_cls_sdk_go.Result) {

()
attemptList {

fmt . ("%$+v \n", attempt)

(callback *Callback)
fmt . (result.
fmt . (result.
fmt . (result.
fmt . (result.
fmt . (result.
fmt . (result.

5ia

B PR, SaLlREFERBINZI CLS /Y Go SDK R EFRI LIEIRE, tHESNTDR, 5 BRI REVER.

IRIFRE: BR=ItE (It ) BRSEATF

(result *tencentcloud_cls_sdk_go.Result) {

(), map[string]string{"content":

BEIRSS
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https://cloud.tencent.com/document/product/614/59596

& WifiE

Java SDK H{EBE

IEEHAYiE: 2025-01-08 17:30:22

AN B RIEFERABEIRSSH Java SDK SEMBE LERYNEE. B2 SDK ERMNFHANS, aJXBekE:
tencentcloud-cls-sdk-java .

PR

o BIEHIKEZ API (52 secretld 1 secretKey, ZREEIXEERIE AP ZHEE
o HiBRIREAXEXMKSEEHEMAY SDK LERFIR .

EEFRMR

o 52N Java EANLL FTHHZRE Java FRIFE,
« AFERSS Java SDK Xi#F JRE 6.0%LA LR Java iE1THE . BaUMTIATHSESELAT Java A

java —version

% Java SDK

EEFEEE Maven BRI KBRITAISRSIA Java SDK,
£ Maven IiERERBFEIRS Java SDK, RFETE pom.xml RIINERKEEIA, Maven IMBEETESAMTEHEX
JAR 8,

<dependency>
<groupId>com.tencentcloudapi.cls</groupId>
<artifactId>tencentcloud-cls-sdk-java</artifactId>

<version>1.0.15</version>

</dependency>

IRSH

eSS EEYIE AR

]
i

%

endpoint String = IHEER, HEE2N AlklE 4 API EEBE Tab HadES.
cecretd strin _ = AP| ZHASE, BHAEEKINEEIE AP SEEE . HisHRE LRk
s = SE5HERN SDK HERBIE
secretke ¢ _ = AP| SHASE, SAEEREINENIE AP SEEE , HiaHRRE LK
y 9 = EB5ERME SDK HEBBIE
topicld String = BEEDR ID B8,
BE LERGHCHE

LAMER Java SDK 6l, BRiEEEA SDK Bk EE LEaEE, REUCIBINTER.
FENEZT AP| ZBRERBEXFEETLEMRSR, TEIHREENTIRNE AP ZRER, BINEE, B2l RERREE,

IRIFRE: BR=ItE (It ) BRSEATF 19 #1703
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BEIRSS

com.tencentcloudapi.
com.tencentcloudapi.
com.tencentcloudapi.
com.tencentcloudapi.
com.tencentcloudapi.
java.util.ArrayList;

java.util.List;

(String[] args) {

String endpoint = "ap-xxxxxx.cls.tencentcs.com";

String secretId = System. ("TENCENTCLOUD_SECRET_ID") ;

String secretKey Sys 1 ("TENCENTCLOUD_SECRET_KEY") ;

String topicId = "5912XXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" ;

final AsyncProducerConfig config new AsyncProducerConfig (endpoint,

secretId, secretKey, NetworkUtils.

final AsyncProducerClient client

(int 1 = 0; i <
List<LogItem> logIltems
int ts = (int) (System. 1000) ;
bgltem(ts);
tent ("___ CONTENT_ ", "hello world"));
ontent ("city", "guangXXXXX"));
gContent ("logNo", Integer. (i)));
ntent ("__PKG_LOGID_ ",
(String. System. ()))));
logItems. (logItem) ;
client. (topicId, logItems, result —>
(result. ()));
}

client. ) g

IRIFRE: BR=ItE (It ) BRSEATF 5520 #170%:




& WifiE

&SR

BEL LR, SRLREERBTZ CLS /Y Java SDK B EFRI EIERIE, WBEUTTRER, i BXFEIE(] SRENESED.
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O BHE

C SDK L{EB&
IEE#HAYE: 2025-07-07 20:02:32

AN BN REFERBFRSE C SDK LI ERE EIERIR(E. 8% SDK FRAIFARS, AIRRBEE tencentcloud—
cls—sdk-c.

BiRaR

o BIEHIKEN= API ZBEE accessKeyld 1 accessKey, FREEXEIERIE AP| ZHEE
o HiBRREAXEXMKSEEERMAY SDK LIERFIR .

EEFRMR

RE CEEHRWR

IRIBBHIRMER SR, R CIEENRERENVENHRIE, 0, £ CentOS £, EaLMERITHRSRERAZTEMEKES
EE:

yum groupinstall "Dev

yum glibc-devel cmake openssl-devel

yum libcurl-devel

¥ CSDK
1. F# C SDK: 3%k C SDK WEREEIFit.

clone https://github.com/TencentCloud/tencentcloud-cls—sdk-c.git

2. (& demo B,

£ SDK Y demo BRH, EBLKEIRHIE log_post.c, KEBREITN TS . iBRBENTRESTREUCEE, HiBFRSEE
9 Endpoint. Accessld. AccessKey #l Topic 2 BEEIFER

cd tencentcloud-cls—-sdk—-c/demo

3. EZiEAN SDK BR, {#H cmake #l make TEEHiEH L% SDK,

wiEHET IR
HATRIBIZIIER, LIEEE.
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cd build/bin

./post_log_demo

AR

Endpoint String IHRER, HEFESN AlklE  API EEBE Tab HadEES.

= AP| ZRIER, EHEEIRINERIE AP| ZHEE , HiBHHFREHREXAIN

Accessld  String SEEEMAY SDK LIEAEUR .

AccessK Strin = AP| ZiAEE, ZREERIERIE AP ZHEE , HisiRiREETAXEAINK
ey 9 SEEHER’N SDK HEBEIE

Topic String BEERERY ID ER.

HE LEFHIRHE

UTFR2—1Etanptes, BR7TW@EeER C SDK EERF.
FEWET AP| ZAERENFHRETENRS, TEIHREENTIRNE AP BBER, BIMRE, B0 KERE

(const char *config_name, int result, size_ t log_bytes,
compressed_bytes, const char *reg id, const char *message, const unsigned char
*raw_buffer)

{
if (result == LOG_PRODUCER_OK)
{
if (req_id ==
{

req_id = "";
("send success, config : %s, result : %d, log bytes : %d, compressed
bytes : %d, request id : %s \n",

config_name, (result),

(int) log_bytes, (int)compressed_bytes, reqg id);

(message ==

IRIFRE: BR=ItE (It ) BRSEATF 23 H170:
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BEIRSS

message = "";
(reqg_id ==
req_id = "";

("send fail, config : %s, result : % log bytes : %d, compressed
14
bytes : %d : lest i : %S

S, error message : %

config_name, (result),

(int) log_bytes, (int)compressed_bytes, req_id, message);

clslogproducer *

{

(SendCallBackFunc notifyFunc)

ProducerConfig *config =

(config, "ap—-xxxxxxxxx.cls.tencentcs.com");

("TENCENTCLOUD_SECRET_ID")) ;
("TENCENTCLOUD_SECRET_KEY")) ;

(config, "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXKXKX") ;
(config, 4 * 1024 * 1024);
(config,
(config, 64
(config,
(config, 1);
(config,
(config, 15);

(config, notifyFunc,

(LOG_GLOBAL_ALL) != LOG_PRODUCER_OK)

("ClsLogProducerInit init fail \n");
(1);

IRIFRE: BRzITE (165 ) BRSEAS 524 H170;




BEIRSS

clslogproducer *producer = (callback) ;
if (producer == )

{

("create log producer by config fail \n");

(1);

clslogproducerclient *client = (producer,
if (client == )
{

("create log producer client by config fail \n");

char indexStr[32];

(indexStr, "%d", 1i);

(client, 20, "keyl", "value_1",
"key2", "value_2",
"key3", "value_3",
"key4", "value_4",
"key5", "value_5",

-l

"key6

"value_6",

"key7", "value_7",

"key8", "value_8",
"key9", "value_9",
"index", indexStr);

if (rst != LOG_PRODUCER_OK)

{

("add log error %d

(producer) ;

IRIFRE: BR=ItE (It ) BRSEATF 5825 H170;




O BAS RS

BELALELR, EaLREFRER C SDK LEATEIRMRS . HRIECERREMBUENLRE, HMRIEFEEFETHINE.
SMBENHTIEER, 1§ BXREFEA) IRENEEED o

IRIFRE: BR=IE (16F) BREEAR 5526 #1170
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O BHE

C++ SDK LE{EH%

RIEEHAYE: 2025-01-09 14:10:42

AN BN IPEFERBFRSE C++ SDK LM BFE LEMIRE. B2 SDK FRNEHARS, IRABERE tencentcloud-
cls—sdk-c++,

PR

« BIEHIKEN= API ZB(E2 accesskeyid #l accessKeysecret, ZiBEEREUSRIE API ZHEE,
o HiBRIREAXEXMKSEEHEMAY SDK LERFR .

EEFRMR

£%% C++ SDK Zhl, BHREHES C++ iIBSHIARNER, ISBNTHSREFLRTIR.

gcc gcc-c++ automake autoconf libtool

cmake

=% C++ SDK
AT

C++ SDK HIRZEZEWKIT protobuf, BT TS RE protobuf,

https://github.com/protocolbuffers/protobuf/archive/v2.6.1.tar.
-xzf v2.6.1.tar.gz

cd protobuf-2.6.1

./autogen.sh

./configure

ldconfig

TEFHRE SDK
THAREBAZATRSH C++ SDK.

clone https://github.com/TencentCloud/tencentcloud-cls—-sdk-cpp.git

IRIFRE: BR=ItE (It ) BRSEATF 27 H170;


https://github.com/TencentCloud/tencentcloud-cls-sdk-cpp
https://github.com/TencentCloud/tencentcloud-cls-sdk-cpp
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/68374#.E4.BD.BF.E7.94.A8-api-.E4.B8.8A.E4.BC.A0.E6.95.B0.E6.8D.AE

O BHE

cd tencentcloud-cls-sdk—cpp

boost-devel
openssl-devel

libcurl-devel

Ef756l
LAE{7EERS SDK Demo i cls A FHIEE SIS sarple.cop 96, RERITTNTY . LEEAHRBERARES

NEHASERGTET
1. wFRHILE,

g++ -o sample ./cls/sample.cpp -std=c++11 -02 -L/root/tencentcloud-cls-sdk-cpp-main
—lclssdk —-lcurl —-lprotobuf —-1lssl —-lcrypto —-lboost_thread

2. PTLATETRFRIREING, LEERE. SMITEER error while.. ... #H, g2l ERRELNE,

MREFCUATRYL, BRI EERE:

statusCode:200 requestId: content: bodyBytes:49 header:key:Content-Length value:0
header:key:Date value:Wed, 20 Nov 2024 03:37:25 GMT header:key:X-Cls-Requestid

value:e7329d6d-9a48-4091-bb0c-5ceaB8dlc6£f48 header:key:X-Cls-Trace-Id value:

header:key:x-cls—-requestid value:

RSM

TE Ry =EYIE 588

endpoint :;” 2 EEEE, BSEST ARE th APl LEE® Tab RS,
accesskeyi Stri o = AP| Z$AER, BPERIRENERIE AP| ZHHEE . FEHREREHXEKAIN
d ng = SEEHEMNA SDK LERFHUR .

accessKey Stri - = AP| ZAER, ZRERIRENERIE AP| ZHEE . FETRREAXEKAIN
secret ng = SHBHEMNA SDK LIEBFME .

topic i‘;” 2 AR ID 58,
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O BHE

HE LERHB

PATFEE3EA SDK B9 demo XY sample.cpp A6, &EZiAR SDK A& LIERHRE, THUCIEBIMTRZ.
FEWEZ AP| ZBERBENFHETIEMRS, TEIHREENTIRNE AP ZBER, BINRE, F2l RERREE,

#include
#include
#include
include
#include
include
include
include
include
include
~e tencent_log_sdk_cpp_v2;
ace std;

public CallBack

= default;
(PostLogStorelLogsResponse result) override
result. () << std::endl; }

oid (PostLogStorelLogsResponse result) override

::cout << result. () << std::endl;

()

cls_config::LogProducerConfig config;

config. g . .com") ;

("TENCENTCLOUD_SECRET_ID")) ;

IRIFRE: BR=ItE (It ) BRSEATF 5829 H170%:
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BEIRSS

("TENCENTCLOUD_SECRET_KEY") ) ;

::string topic = "XXXXXXXXXXXXXXXXXXXXXXXXX";
client = std::make_shared<ProducerClient> (configqg) ;

0 callback = std::make_shared<UserResult> () ;

client—> () ¢

cls::Log log;

log.

auto content = log.

content—> ("content") ;

content—> ("this my test");

PostLogStorelLogsResponse ret = client-—> (topic, log, callback);
if (ret.statusCode != 0){
cout<<ret.content<<endl;

}

client—>

mRisELE

47 ./Jautogen.sh i, BIEERI-R{EARED
1. 7£ protobuf BRH, FahF# googletest 3%,

https://github.com/google/googletest/archive/release-1.5.0.tar.gz
-xzf googletest-release-1.5.0

googletest-release-1.5.0 gtest

2. 7 protobuf B, #EMIT . /autogen.sh BIFE,

./autogen.sh

ETENETHE . /sample

IRIFRE: BR=ItE (It ) BRSEATF 5830 #170%@




O BAS s

./sample: error while loading shared libraries: libprotobuf.so.9: cannot

object file: No such or directory

1. & protobuf.so MHEHUE, HITIUTHS:

libprotobuf.so.9

2. 1T cat /etc/ld.so.conf BERBBHFI—THEE,

[root@M-0-178-centos tencentcloud-cls-sdk-cppl# ./sample
./sample: error while loading shared libraries: libprotobuf.so0.9: cannot open shared object file: No such file or directory
[root@WM-0-178—centos tencentcloud-cls-sdk—cppl# whereis libprotobuf.so.9

libprotobuf.so:| /usr/local/lib/1libprotobuf.so /usr/local/lib/libprotobuf.so.9
[root@M-0-178-centos tencentcloud-cls-sdk-cppl# cat /etc/ld.so.conf
include 1d.so.conf.d/*.conf

3. &u%ﬁ%iﬁﬁmiﬁ; ?E%—ﬁfiﬁﬁﬂjﬂ?lﬂ%&, MFRMNE 1d.so.conf o LALERA, MWEEBE /usr/local/lib RIIEI

ld.so.conf o

4., &5$17H1T ldconfig MNE3LE

ldconfig
iR
BELLSE, SRLIREFERBITZ CLS /Y C++ SDK Rk EERI LIERE . MEENEUIDE, 15 EXHEF(] RIS
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& WifiE

PHP SDK LEEBE

IEEFAYiE: 2025-07-07 16:15:22

AN RN REER BERSA PHP SDK SEMAE LIERNR(E, B2 SDK (ERNFHRS, BESRRABEE
tencentcloud-cls—-sdk-php

PR

o BIEHIKEN = API ZBEE accessKeyld # accessKey, ZFREEXEIERIE AP ZHEE
o IERFRERXKAKSEBHENE SDK LEEFTIER .

EEFRMR

o {E%RE PHP, #I5iEE2R PHP EN o
o BERRSS PHP SDK 32§5 PHP 5.6.082LA LR, ERILITIN FanStaERERER PHP IRAS.

MATIN T SRR IR

-sS https://getcomposer.org/installer | php

composer.phar /usr/local/bin/composer

% PHP SDK

A Composer &¥&i5ifl= CLS B9 PHP SDK.

require tencentcloud/tencentcloud-cls-sdk-php

RS
=8 e e A L
endpoint String = IHEES, HEFE2N UAlkE f APILEBE Tab PEoiHS.
accessK Strin - = AP ZAEE, BRERIRENEAIE AP ZHEE . FHERIREZHXEKIK
eyld 9 = SE41ERE SDK HERBHUR .
accessK o . _ ZAP| ZAEE, BREEKEUSHIE AP| SHSE , HiSHRS LRk
ey g = SEAIERE SDK HERBHUR .
topicld String = BEEZR ID EE.
roren strin _ 5RIE248 token, WMEEMIGISATEALLSE , 50248 token FKENSS
9 = 0 ERIEAE S
BE LERHHCH
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O BHE

kA PHP SDK 7fl, Rr@&ZEAR SDK T BE LIEERRIE, REICIBINTRARR.
FEIE= AP| ZRERIBXFHEETRENNRS, TEEIHREENTIRNE API ZHER, BMEMESSR REFRESE

' /vendor/autoload.php';
se TencentCloud\Cls\Models\Request\PutLogsRequest;
: TencentCloud\Cls\Models\LogItem;

TencentCloud\Cls\Client;
se TencentCloud\Cls\TencentCloudLogException;

'TestKey' => 'TestContent',

'test2' => 'helloworld'

= 'ap—xxxxxxxx.cls.tencentcs.

(' TENCENTCLOUD_SECRET ID');
(' TENCENTCLOUD_SECRET_KEY') ;

IRIFRE: BRzITE (165 ) BRSEAS £33 #170:
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O WifiE

'YOUR_TOPIC_ID';

BELALELR, EaLAREERBERZ CLS Y PHP SDK R BEZAILIERE. MNBZNTTRR, 5 BXFE] IREVEE.
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& WifiE

NodeJS SDK L{EHE

miEEFHATE: 2025-07-03 17:35:32

AN B RIEFERABEIRSSH NodeJS SDK BB LIERYIEE. B2 SDK ERNFHARS, IJRNABEE
tencentcloud—-cls-sdk-js .

PR

o BIEHIKENZ API ZBEE accessKeyld  accessKey, ZHEEXEIERIE AP| ZHEE
o HiBRIREAXEXKSEEHERMAY SDK EEHFTIER .

EEFEMR

o FHAENAD, 5% FHHEE Node.js. THRIMEIIRIBXIZEESR Node.js BEM.
o LAFEA CentOS 7RFAA, aIERMNTHRSREALRIER

epel-release -y

node’js

3% NodedJS SDK
1. EEFHNREER.

git clone

cd tencentcloud-cls-sdk-js

2. i&i3 npm %% SDK.,

tencentcloud-cls-sdk-js

EREH

TE Ry =EYIE 588

endpoint String =2 H=ES, H5EESN AltlE  API EEBE Tab HadES,

secretld Strin - = API ZRER, ZPEERILSAIE API ZHEHE . FHiBRREAXEXAIM
91 = SEEHERL SDK HERER.

secretKe Strin - = AP| ZAEE, BRERIRENEAIE AP| ZHEE . FERIREHXERIK

y 9 | = SEGHER SDK HEREIR .

sourcelp String B KR P ik,
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O BAT

retry_tim intege
es r

S RE
topicID String BEERER ID 2.

HE LigBa6

PATFEE3EA NodeJS SDK #fil, RRiEIEAR SDK A& LIERHEIE.

BEIRSS

FEE= AP| ZRERIBXFHETRENLS, ABIHREENSIRNE APl ZRER, BIMEE, B2l REFREE

~onst { AsyncClient, Logltem, LogGroup, Content, PutLogsRequest } =

('tencentcloud-cls-sdk-js');

let topicID = "591XXXXXXXXXXXXXXXXXXXXXXXXXXXX";

let client = new As

endpoint: "ap-xxxxxx.cls.tencentcs.com",

secretId: process.env.

secretKey: process.env.

sourcelIp: "127.XX.XX.1",

retry_times: 10,

nctiorn
let item = new
item. lew Content ("__CONTENT__ ", "XEXZMNATAE"));

item. (Math. (Date. () / 1000));

let loggroup = new LogGroup () ;
loggroup. (item) ;

let request = new PutLogsRequest (topicID, loggroup) ;

try {

let data = await client. (request) ;
console. ("REBEKIN: ", data);

IRIFRE: BR=ItE (It ) BRSEATF
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O BHE

catch (error) {

console. ("RIEEREEM : ",

wEE LR, EaLIREFERBRZI CLS B9 NodeJS SDK FptBERI LIEIRIE, SIESNT@RM, 5 EXFIR(] KA.
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O BHE

MEEEE JavaScript SDK EER
I E#ATIEl: 2025-01-08 17:30:22

AN BN RIESEH B EIRSSARIEEEE JavaScript SDK SEHAE EIERYIE(E. 2 SDK ERRNFHARNS, IRNABEE
tencentcloud-cls-sdk-js-web .

B
BRRESEERRE BT,

EEFERR

o FHARENAD, 5% FEHEE Node.js. TRIMEIIRIBXIZEEEE Node.js EM.
o LAFEA CentOS RZ A6, AIERMTHRSTRARIER.

epel-release -y

node’js

3 WYEE JavaScript SDK
1. QEEFHEATEER.

clone https://github.com/TencentCloud/tencentcloud-cls—sdk-js.git

cd tencentcloud-cls-sdk-js

2. @dnpm %% SDK.

tencentcloud-cls-sdk-js-web

RSM

TE 3] ERWYIE 588

endpoint String =2 H2ES, E5EEN AllE  APILEBE Tab hadisE.
;ztry_tim intege = EitRE

Source String B SRR IP Hbhit

topicID String = BEERER ID B2,

HE LERRRH

IRIFRE: BR=ItE (It ) BRSEATF $£38 H170]
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O BAT

ATREBLARIES RS JavaScript 736, RRiEEIEA SDK T BT LIEAYRIE.

onst { Log, LogGroup, AsyncClient, PutLogsRequest } =

sdk-js-web') ;

client = new AsyncCl

ient ({

endpoint: "ap-xxxxxxx.cls.tencentcs.com",

retry_times: 10,

let logGroup = new LogGr

logGroup.

7 Log (Date.
("hello",

("world",

logGroup.

let request = new

let e t client.

console.

catch (error) {

console. (Y

5ia

PutLogsReques

oup () ;

("1.X.XX.XX");

0));
"hello worldl");
"hello world2");

0 A

(request) ;

("Logs uploaded successfully:", data);

rror uploading logs:", error);

('"tencentcloud-cls—

(" BbHXXXXXXXXXXXXXXXXXXXXXXXKXKXXXX", logGroup) ;

BEIRSS

BEL LSRR, SRLIREFERBTZ CLS /Y N8 JavaScript SDK ERAFHIEERIE. thBRHHTRE, 5 B FHI)

FRENESEN o

IRIFRE: BR=ItE (It ) BRSEATF
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O BHE

IMERR JavaScript SDK EER
EIREFRATIEl: 2025-01-08 17:30:22

A BN REER B ERSHY/MER JavaScript SDK SERIAE LERRIE. B2 SDK FERMNEARS, AIRKECE
tencentcloud-cls—-sdk—js—mini .

B
BRRESEERRE BT,

EEFERR

o FHARENAD, 5% FEHEE Node.js. TRIEIRIBXIZEEEE Node.js BEM.
o LAFEA CentOS RZ 6, AIERMTHRSTRARIER.

epel-release -y

node’js

3 MER JavaScript SDK
1. QIEEFHENTEER.

git clone

cd tencentcloud-cls-sdk-js

2. i@&F npm &% SDK.,

tencentcloud-cls-sdk-js-mini

EREH
TE it EEYIE i5E8
endpoint String =2 HEER, HEE2N Akl & API EEBE Tab BadES.
retry_tim intege = EiR
es r
Source String B SRR IP Mkt
topicID String = BEERER ID B2,
A& LERXER6
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O BHE

UTHREBLUMER JavaScript SDKfI, Bri@EidiRm SDK 5erk A& EERRIE.

onst { Log, LogGroup, AsyncClient, PutLogsRequest } = ('"tencentcloud-cls-
sdk-js-mini') ;

client new AsyncClient ({

endpoint: "ap-xxxxxx.cls.tencentcs.com",

retry_times: 10,

let logGroup = new LogGroup () ;
logGroup. ("1.XX.XX.XX");

w Log (Date. ());
("hello", "hello worldl");

("world", "hello world2");

logGroup.

let request = new PutLogsRequest ("8bbfXXXXXXXXXXXXXXXXXXXXXXXXXXXXX", logGroup) ;

0 A

data await client. (request) ;
console. ("Logs uploaded successfully:", data);
(error) {

console. ("Error uploading logs:", error);

BELALSE, SRLIREFERBTZ CLS /Y MER JavaScript SDKSEREER LIERIE . MBENE[IDR, 5 BRI R
ER#RED
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O BHE

HarmonyOS SDK LB

IEE#HAYE: 2024-12-16 10:02:23
AR REER BERSH HarmonyOS SDK SEM A& LIERNRIE

BHRFRAF

o B%% Harmony OS MAAEWIRE. EBER, i8R HarmonyOS F&EEER .
o BIEFIKENZ= AP| ZEB(ER access_secret #l access_key, ZiRERIXKENSHIE AP| ZHEE . FiBHERZHXEKL
WSEBEHEN SDK EIEEFER

%3 HarmonyOS SDK

1. 8U#& Harmony OS AR
2. EABFEIRS Harmony OS &R, EIRE TFHITNTHS,

ohpm @farmerx/tencntcloud-cls-sdk-ohos

3. TRRE, ATLAEIEER ets XIEHPESANBETRSER, #IT5IAHRESHB.

{ TencntcloudLog, LogCallback } from "@farmerx/ten

RSW

T8 ES) EFENE 3408

endpoint String = i%ES, H5iESN nJAlblE  API EEBE Tab HadEES.

access_ o . _ %= AP| BHA(EE, SHREERIUSHIE AP SHEE , FSHRSIXBEK
secret hg = SEAERE SDK HERSHUR .

access_ o . _ = AP| BHB(EE, SBESRINEEIE AP SEEIE . FHSHRIRS XL
key g = SEEERNN SDK LERSUR

sﬁZiss—t String & ISBISE4BH0 token, ANMEFBISATRESEATIEN .

topic_id String = BEERER ID 2.

HE LERHIE

219 Harmony B, SJLAERMTRIRGUCHESEMBE LIEREEN, REUCEMTRR.
ERBHEIZPNERZ= API 8 (access_key. access_secret) REES, HRFRZSH, BNER IGAIEH #17E
(5188

import {LogProducer} from "@farmerx/tencntcloud-cls-sdk-ohos";
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BEIRSS

producer = new

"# [endpoint]", 100,

producer. ((err: Error | null, topicID: string, code: number, request_id:
string, errorMessage: string) => {
if (err==null) {
hilog. (0x0000,
'testTagCLS',
'onLogCallback.topic: %{public}s , code: %{public}d, request_id: %
{public}s, errorMessage: ${public}s',
topicID, code, request_id, errorMessage
)7
} else {
hilog. (0x0000,
'testTagCLS',
'onLogCallback.topic: %{public}s, code: %{public}d, request_id: %
{public}s, errorMessage: S${public}s’',
topicID, code, request_id, err.message

)

producer.

producer. ("#[access_key]", "#[access

function () {
let logs: Record<string, string>[] = [];

let log: Record<string, string> =

log["keyl"] = "valuel";
log["key2"] = "value2";
log["key3"] "value3";
logs. (log)
try {
let rsp = producer. "127.0.0.1", logs)
hilog. (0x0000, 'testTag', %${public}s, S%{public}s",
rsp.requestId, rsp.rspText)
} (e) |
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O BHE

function

let log: Record<string, string> = {};

log["

log["k

log [ "ke

try {
producer.

(e) A

£ia
B LR, SRLIREERBTZ CLS B HarmonyOS SDK R A& EIERIE, tNBEUTTEER, i BRI FRENE
Bho
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O BHE

Android SDK L{&EBE

mIEE#HAYE: 2025-01-2517:08:12
AR REER HERSSHY Android SDK SEHBE _LIERMRIE

BHEFRAF

o BIEHIKENZ= API ZBE2 secretld 1 secretKey, ZHRERIXEERIE AP ZHEE
o IERERERXBKAKSEBHENE SDK LEATIER .
o B&%E Android F&RIIE,

=% Android SDK

1. €l# Android InB,

2. 7£ Android Studio TIEXMERTHI build.gradle &89 dependencies HRAPIEMMEAT&EH ( build.gradle BETE
APP B®T) o

implementation (group: 'com.tencentcloudapi.cls', name: 'tencentcloud-cls-sdk-

android', version: '

RSW

LB C) EEME

endpoint String 2 iRES, BE5i55%E oAt b API LIEBE Tab PiilE=.

eeretd Strin _ 7= AP| SHASE, SiAEERINENIE AP SHEE . HiaRRE LK
g = SE5ERML SDK HEEEHIER .

secretke o _ = AP| ZHASE, BHAESKEINENIE AP SEEE . iSRSk

y g = EB5ERN SDK HERBIE

topicld String = BEEER ID B2,

HE LERHHB

&89 Android B, HLAMERINTRRGCIESEIBEE LERIEEN, REMRBINTAR.
FEWEZ AP| ZRERBENFHELEMRSR, IEEHREENTIRNE API ZRiER, BMRFEESR KERRESE

blic static void

String endpoint = "
String secretId = "";

String secretKey = "";

String topicId = "";
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O BAT

final AsyncProc =rConfig config

secretlId, secretKey, "", ctworkUtils.

\syncProducerClient client

for (int i = 0;
List<LogItem> logIltems
int ts = (int) (Sys

ogltem logItem
ogltem.Pus

ogltem.P

(String. (S

logItems. (logItem) ;

client. (topicId, loglItems,

(result. ()));

client. ();

iR

8

]

IRIFRE: BR=ItE (It ) BRSEATF

BUESE, EaIlMREERBIRZ CLS B9 Android SDK SEEkBERI LIERE. tiESHETRE,

Config (endpoint,

BEIRSS

i5 BEXZEI] IRENEEED.
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& WifiE

|OS SDK L{EBE

IEEHAYiE: 2025-01-08 17:30:22

AR RERER B ERSHY 10S SDK SEMAE EIZRYR(E, B2 SDK FEAFHARS, IRBEE tencentcloud-
cls—sdk-ios .
BIRRM

o BIEHIKEN= API ZBEE accessKeyld l accessKey, ZREEXEERIE AP ZHEE

o HiSHFRZAXHKHKSEBFENE SDK LEREMR
o BREIOS ARIIE, ER(ER, i52MW Apple Developer,

¥ 10S SDK

1. 8J# i0OS Il
2. AL,

3. EEXHkA, SIE Podfile X4, HMASABFTIRS iOS SDK #KkHEHIGHS .

pod 'TencentCloudLogProducer/Core

BREM
TE 3] EEYIE AR
endpoint String = iHER, EEiES R Atk fh APl EEBE Tab hpdisa.
secretld String = E AP| ZAER, ZPERRISAIE API BHEE . FHiSHRBHXBAIM
SHEAEHEMNA SDK LIERFIIR .
secretKe String = E AP| ZBER, BIRERRINSHE AP BHEEE . FHiSHIRZHXERAINK
y SHEAHERNA SDK LIERFIIR .
topicld String = BEEZR ID B2,
BHELERHIHE

FERmES, TLAERIMTAIRFRIBEIRBEE LEREED, RERBIMTAR.
FEE= AP| ZRERIBXFHETRRNNS, TBEIHREENTIRNE APl ZRER, BIMNEE, B21 KEFREE

NSString* endpoint = @"project's_endpoint";
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BEIRSS

tring* accesskeyid = @"your_accesskey_id";

String* accesskeysecret = @"your_accesskey_secret";

NSString* topic_id = Q@"your_topic";

= [[LogProducerConfig alloc] initWithCoreInfo:

[endpoint] accessKeyID: [accesskeyid] accessKeySecret: [accesskeysecret];

[config SetTopic:topic_id];

[config SetPackagelLogBytes:1024*1024];

[config SetPackageLogCount:1024];

[config Set

[config S

[config Se

[config Se

[config Se

[config

[config SetDestrc

[config Set

LogProducerClient *client; = [[LogProducerClient alloc]
initWithClsLogProducer:config callback:nil];
[[Log alloc] init];
ontent :@"cls_key_ 1" value:@"cls_value_1"];
‘ontent:@"cls_key_ 1" value:@"cls_value_2"];

roducerResult result = [client PostLog:log];

BE LSRR, SRLIREFERBINZR CLS /Y i0S SDK e BRI LIERE, MBENTDRER, & BRI SRENE.
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& BiE

Flutter SDK L{EB®&

mIEEFRAYE: 2024-12-16 10:02:23
A rpnfaRiEER SRS AIFlutter SDK SERBAE LIEAHRE,

BHEFRAF

o BIEHIKEN= API ZBEE accessKey #l accessSecret, ZiAEEKEUBRIE API ZHEE,
o HiBHRREAXEXMKSEEHEMAY SDK LIERGR .
o BEE Flutter K15, BBERIBESM Install Flutter,

L2%& Flutter SDK

1. €& Flutter InH,
2. EIMERER THRITUN TR <RI

flutter pub tencentcloud_cls_sdk_dart

3. BEHE, EER Dart XHHhESANBETIRSIER,

age:tencentcloud_cls_sdk_dart/tencentcloud_cl

T8 ES) SFENE 3408
host String = i%ES, HEiESN nJAlbE  API EEBE Tab HadEES,
accessK o . _ %= AP| BHA(EE, SAEERINSHIE AP SHEE , FSHIRS B
ey 9 = SEAERE SDK HERBHUR .
accessS Stri = = AP ZAEE, BIRERIRENSAIE AP| ZHEE . FHERIREHXERIUK
ecret g = SEBHERL SDK LIEEERIER .
topicld String = BEEER ID B2,
f‘)ﬁ:‘f’ST String & IEEIEE4EEY token, ANMEFIISETERARTIEA .
BELERHIHCH

fE2R/Y Flutter IREH, TLAGERMNTRIRGUCHESEMBE LIEEEN, REUCBNTRR.
ERBHEIZIPNERZ= APl 8 (accessKey. accessSecret) RERE, HRFERESME, BiUER IGRTE5H #HITEN.

Future<void>
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BEIRSS

await RustLib.init ();

runApp (const MyApp());

class MyApp extends StatefulWidget {
const MyApp ({super.key});

Qoverride

State<MyApp> createState () => _MyAppState();

class _MyAppState extends State<MyApp> {
LogProducer? _logProducer;

String _consoleText = '';

@Qoverride
void initState () {
super.initState () ;

if (!mounted) return;

’

print ("application started.");

void print (String message) A
setState ( () {
_consoleText += message;
_consoleText += '\n';

)i

void _initProducer () async {
_logProducer = LogProducer (
topicId: '',
accessKey: '',
accessSecret: '',
accessToken: '',
host: 'ap—-XXXXXX.cls.tencentcs.com',

waitSendLogQueue: 1000, addLogQueue: 1000, lingerMs:

print ('init producer client success');

void _callback () asy

if (!check()) {

return;
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BEIRSS

_logProducer?.setCallback (dartCallback: (topicId, requestlId, status,

errorMessage) => print ('SrequestId!, S$status, StopicId, S$errorMessage'));

void _sendLog () async {
if (!check()) {
return;
}
_logProducer?.addLog(log: { 'hello': 'world' });

bool check () {
if (null == _logProducer) {
print ('you should init producer first.');
return false;
}

return true;

Qoverride
Widget build (BuildContext context) {

Color color = Theme.of (context) .primaryColor;

return MaterialApp (
home: Scaffold(
appBar: AppBar (title: const Text ('tencent cloud cls flutter sdk demo')),
body: Column (
children: [
_buildConsoleText (),
_buildButton (color, 'init', _initProducer),
_buildButton (color, 'set callback', _callback),

_buildButton (color, 'send', _sendLog),

Widget _buildConsoleText () {
return Row (mainAxisSize: MainAxisSize.max, mainAxisAlignment:
MainAxisAlignment.start, children: [
Expanded (

flex: 1,

child: Container (
margin: const EdgelInsets.only (bottom: 18),
padding: const EdgeInsets.all (6),
height: 140,

decoration: BoxDecoration (
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BEIRSS

border: Border.all (
color: Colors.grey,
width: 0.67,
)y
color: Colors.black),
child: SingleChildScrollView (
scrollDirection: Axis.vertical,
child: Text (
_consoleText,
style: const TextStyle (
color: Colors.white,
fontSize: 12,
letterSpacing: 2,
wordSpacing: 2,

fontFeatures: [FontFeature.tabularFigures()]),

Widget _buildButton (Color color, String label, VoidCallback? onPressed) /{
return Row (
mainAxisSize: MainAxisSize.max,
mainAxisAlignment: MainAxisAlignment.center,
children: [
Expanded (
flex: 1,
child: Container (
margin: const EdgeInsets.only(left: 16, top: 8, right: 16),
child: TextButton (
onPressed: onPressed,
style: ButtonStyle (
shape:
WidgetStateProperty.all (RoundedRectangleBorder (borderRadius:

BorderRadius.circular (12))),

side: WidgetStateProperty.all (BorderSide (color: color, width:

backgroundColor: WidgetStateProperty.all (Colors.transparent),
padding:
WidgetStateProperty.all (const EdgelInsets.only(left: 12, top:
6, right: 12, bottom: 6))),
child: Text (
label,
style: TextStyle (fontSize: 22, fontWeight: FontWeight.w400,

color),

))
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O BAS RS

H#id Kafka #iEiTIRERSELSHE

miEE#HATE: 2025-07-07 20:02:32

[ 1]

F-EiEED, RIIUTEFERATEFRKSHESERZEAHITERSRL , AENBINTED Kafka HIEITFINEESCH
BKS AR a BEEEFHIBETRALSEKS B /Y b HEER,

IRMEL IR

1. &R CLS i=fl5, EASEMEERD, KIFEWIBRIELH a BEEHE, $F a BEERANBRHNBEERIFE
.

2. ZAFEJFERP, K2FHPE Kafka HGERRE, NMTEMFRR:

BEAER @ ERKafkatMUEBRCLSBHBEM, IAMBIBIBFEHER, NBHERDHLLIE, BRABAD
KR E
REIRE Kafkalfhis K 8
REXSNEDRUE L .
HARE %A

%5BFICOS(0)

$%iBEICKafka(0)

FEALIE iz

##ZIDLC(0) HBEE SR

SHDE B 1t B @O WERE 1o v
ST (0) Topic BB (MB) ©

1FRE(0) 100

80

3. 1§ Kafka tHHESRIREHRE, FHERETERE Kafka HGEE.
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O BHE

KafkatfHE

BRRS " @)

HEHIERE yson v OO #X0
HEAEFR __CONTENT__:AEHBIERS

__HOSTNAME__ __SOURCE__ __FILENAME__ __TIMESTAMP__
__TAG_TtfaR

JSONFHD O JSONFEHD

EATHESNELDEFR, BN @DEFR". FHESL REFE

WEEGES RS Lza

HEATHR —
o
HREBE
IS @ =95, cFAMRERES
BEA® @ sirsEsEmaERESds_service_log, BAETFHAFEHERESEANEE, KASEARN

4. RRRERE, BERERS, BL2EZBAFETEN Kafka j&iZiRkY Kafka Topic ID, Kafka BRS3EE . 1§ Kafka
Topic ID 5 Kafka RSB FHZICR TR,

A =EE:
& a BFEES b AR TG ARRE, EHcFEIMiES; BittEiER, EGCRARES .

« test21m [ HMRAH EBRE v

EnfER @ BTIEFETNGR, TRWICKatkaXH, EAVHANE (EBE) Rit#. AUR—THELE, UfF—7 Kafka Topic Ril#, BALAEMFlnk, BNZO0ceanusFITHIER
RELE
#IRE KafkaliixH e a4
St
RS bit=]
b ey
ST SNAPPY
#3285 CKafka
EABEEL  JSON
RBALIE
BEERHAE
| SERSHE
v EEHRESHQ
KafkalfMiH 3 WREE 1256 _145be @
BiENT [LE2C:
1) ap- o
RE
e hou.cls tencentes.com:9096 @
5]
FHF#  608d063. ... - 201311 B
=8 SERWAR '

. 55 a HEXEFMENATE, FCRTHEE ID.

. Biff API ZAEIE, 58 A WSHIEA ID 5%A KEY, FHicRTE.

. BF B WS, KIFBIBHELMN b BFEER, BE b BEEENZIRENBEETFITR.
. EASERFERD, EFERERERE, $F Kafka BiETREEGUNE, MTEFRR:

0 N O O
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O BHS

pRmE e

LR R/ MEAETREATI, MASNILER (i A /\EAESCREIEE  FZiNGh SO W RRIRAN | SR |

« N
BEAER
—
mIEE R
FKEXIMEREIE » Loglistener%&E&E (01
#385IC0S(0)

> Windows B RERE(0T)
$23#3ICKafka(0)
FE A > COSEUESAEE(0T)
##FIDLC(0) > K8SHEEMREEE(OD)
SERYTH R

Kafkaf/s# 2 (0)
BRI (0) v Kafka¥UEITHREOD)

> MySQL BinlogiT IR E (01)

UFE(0)

EREER BKafkatkdt Kafka TopicHl& HRERE

EREIE

9. EEHEELR, HITMTERE:

SBEE: B Kafkao

BEIRSS

WRHH H

#{E
i)
ki
g
g

i

#iE

W& #ME

ARS3itbit: a BEEREZEIRR Kafka IRSSESE . & a BEERS b BEEBA R, SERIMIES; SittiFER,

ENERAMIES .

YRS sasl_plaintext.

LERUNE: plaintext,

HAF&: a BEEEMAEE ID,

Fi5: AWRSEH ID#A KS%EH KEY

Kafka Topic 5lIz: a BEEREEZERAY Kafka Topic ID.
A AT,

RIS =M%

10. EREHEEE, IREAREEEERINEES a AEEENAE.
M. BETF—F, BREEITANRY, KSIERE. FHEISN BE Kafka HETAES .

12. 5ERE b B

RS
BIEEE
VeSS

#iENT

IRIRERE: BR=ITE (1bF) BRSEAE

Y Kafka $UEITFRESCIES, BIRTETIATEBERST. (NRE. BIEEEFINEE,
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O BHS

MR
o miKERE RS

mIEEFHATE: 2025-07-09 19:04:32

[ 1]

BEIRSS

BNZZERAPOZFIEKEBEFEEI COS, LEALIMN COS SAIKEE CLS. WREIREAR, AIfER CLS RHMENERE
DREHBETROEADHE5ES . AXEGRANKPRABEESTNERENORE, BSEROT:

o FEMKEREI COS ##
o SAMKBHIEE CLS
o (EAMBENERESTIKAEIE

o BEZFRERALESE

BB = RkEST Demo , REFREFRIKBEI .

mE =R

CLS ERMMBNERESITEZTRIIEE . ZnlkEsiT SFEXNMAEH. LANIEM. SaFmidEMmattF.

EERES AP ERBIEREBTE TMENEREHTRE

SERKESN v L 2

< ar EIR vog o xEy

LFIR E)E RS R BERRIS R O BX LRREfIZEH O LA LARKEREE O LA
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HEFRiRAA

tt3 CLB hiIBERHNFERMER, ASITER:

FERE

stgw_request_id

time_local

protocol_type
server_addr
server_port
server_name
remote_addr
remote_port
status
upstream_addr
upstream_status
proxy_host

request

AR

5K ID,

IGIERIATESETX, FiE0, “01/Jul/2019:11:11:00 +0800” , &fEHY “+0800” FFrLART

X3 UTC Z/ERY8/\ET, BIJadtsadial,
iR (HTTP/HTTPS/SPDY/HTTP2/WS/WSS) »
CLB By VIP,
CLB /Y VPort, BpEIRi®O .
MKy server_name, CLB RISIFEEPEBEIES .
ERiR P,
EPFiminO.
CLB iBEISEFiRAIAEE
RS itht
S iB[E|45 CLB RYIASHEE,
stream ID,

iBR1T,

IRIFRE: BR=ItE (It ) BRSEATF

5582 H170m:



O BAT

request_length
bytes_sent
http_host
http_user_agent
http_referer

http_x_forwarded
_for

request_time

upstream_respons
e_time

upstream_connect
_time

upstream_header
_time

tepinfo_rtt
connection

connection_reque
sts

ssl_handshake_ti
me

ssl_cipher
ssl_protocol
vip_vpcid

request_method

IRIFRE: BR=ItE (Ib5R) BRSEAR

BERS

NERIREIRNERF T
RIXFEFIRIIFHE

igRtgZ, B HTTP sL&8+AY Host,
HTTP #1%¢LEY user_agent FE,

HTTP iERER

HTTP i&krh x—forwarded—for header BIRS .

iERGIEE: MERIEFIRNE— I FHFE, BRSEFRREENRE—IMFHAL, 81
EPiwiEKE CLB. CLB #&i5KE RS. RS IN##EEI CLB. CLB #¥AXIEZIZE iKY
SREl, B B,

B RiniERFrEZEiE: NFE CONNECT RS 2N RS ZSTSMERIATE, Bf: 5,

1 RS 37 TCP i&#2Fric#ERdiE: MFEE CONNECT RS EIF#a%&iE HTTP iERAIETE .

M RS #4858 HTTP kEBFREZERTiE: MFFE CONNECT RS EIM RS #U5% HTTP &
SLERAIRTIEL

TCP &ZRI RTT,

&% IDo

&% ERERIN

iCH SSL EFSMEBER, 8= xaxoxxixixix. Hp, ESHRIIEFH, BiEms, §
MAEAERE N TF1ImsURRH0,

o FINMFRRTRES SSL RiEER.

o E2NFRRTENEFIE,

o 3~7FR SSL ZMERFERT,

o FE3IMFERER CLB MIEI client hello El&i% server hello done BIAFiE.

o FANFEFRER CLB N&iX server iEBFIAZEIERIE server iEB5erkkIATE,

o ESNMFERFT CLB MitHEEZEIR% server key exchange SErkRIATIE

o FE6MFERRT CLB MIKEI client key exchange FAZIISE client key exchange
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ip_to_province (remote_addr)
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https://console.cloud.tencent.com/cls
https://cloud.tencent.com/document/product/614/61257#674b6066-feee-4aa2-a07a-a92e446968e1
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= OB Mewa Q XHEILHID, 1P, EHELEER
BERS wERDH {ERAHIE @ , | = D
" m BEEE &t E BESE /Lo v QiEx Oneicg  ([RIE0ER
1 .0. SOURCE__: 127.0.0.1 AND "http/1.0"
2 Es v ©rmsu v BIm B — °
Q ~
[FtrB& FitER
o e - - —
FEIIR = AFB£H1,659
R ’ M ERFREDITNEAZIR RS
S v el o
BREFTR v
PREE . olll Balanlnal
A B N 12-03 00:00 12-04 00:0
:{:\ B | | o | 1
B BEEE R w7 Eas |
@ fEHRESR ’ " o m
55 BEHEQ 4 N
5 HHAERE Ja -
> 1 12-09 17:39:50.021 o]
& EREREE cEam e

TEAPEAUTIED, BFRITFMEEEER QBS MiERAM . HEEREENEFRERIEE “NFE" .

REDH pRaRQ L 0

EEEE @

HOT

BREE EFEE SEEE /haogdt v Nudke Opgics  RE9RK

URE(2)

¥ REEE REEE FOkKE B3v @

o 1 * | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 second) as time, count(x) as "QPS" group by time
©rie v 3EAE K & KRS v i&mvnq
order by time desc limit 10000
Q
]
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[SES BEREE
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v ERER
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O BRE
Nginx iG[@B&E 3

IEE#HAYiE: 2024-10-24 20:59:22

Nginx 2—1"=Ettaer9 HTTP FIREMRE Web RS388, &Eid Nginx BETLUSTEIEREXANE, FIEZEEMMLE, SiEmis
REM, SEMRRITE. AN BINTEZBHERS (Cloud Log Service, CLS) 3 Nginx #7275 BEEIESHE .

ARF
o B4 Nginx BEREZE CLS, #R1 #EE&E.
o AICEEURE Nginx BRSECE :

Sremote_user [$time_local]

log_format main 'Sserver_name Sremote_addr -

"Srequest" '

'Sstatus Supstream_status S$body_bytes_sent "Shttp_ referer"

'""Shttp_user_agent" "Shttp_x_forwarded_for" ';

o MIREEE Nginx B, EALMERABERS2EHRMAI Demo BEEERAFILIZINEE, RELRIFR (EH Demo HER
E#{AIE CLS -

MERER

CLS B3 MIINginXESSH RENINER, GAEBHRLNRRINETRLH Ngin S TRSREHRAPIFIEES .
o Nginx ik, GEERMIE. BRASHSE. BREES.

o Nginxifiaki , G PV, UV RiERIEESHZ,

ENERE RS RRNRRTTE T RE R SRS,
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https://cloud.tencent.com/document/product/614/37735
https://cloud.tencent.com/document/product/614/64538
https://cloud.tencent.com/document/product/614/64538
https://console.cloud.tencent.com/cls/dashboard/d?templateId=nginx-ingress-monitor-dashboard
https://console.cloud.tencent.com/cls/dashboard/d?templateId=nginx-ingress-access-dashboard
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Nginx BiEKE ~ £ # FENEER | | D] 1F v O EE

HExm  EXK/Nginx DemoBFEEME 1~

17926 1922 . ¢

B 1 XA t Infinity % 1 K87  Infinity 1 .346MB

5 1 XAl + Infinity MB
404LE)

10.78, 0.00. 89.15. 0.07.

1 RETE TR 1 KT8 T EIRE 1 REUE TR 1 KBTS TEE

PV

B

ERATHER SXXLLHI

WRRSBH e AREEST WREHH
Percent Percent Value
=400 86.34% = GET 73.37% == default-kubernetes-443 15872
= 308 10.78% == OPTIONS 12.76% -— 1954
= 499 281% == POST 9.31%
== 502 0.07% == HEAD 2.35%
= CONNECT 2.14%
== PROPFIND 0.06%
== SSTP_DUPLEX_POST 0.02%
- TILV 0.01%
- ZOXI 0.01%
PVALV R FEIE(%) e
80 BE—THEEE 100.00 = 404t
WFHH' =y 0 |l|| “” ]
-y 30 = EXXH

AL EIE RN ERINRE
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COS piaAES

RIEE#HAYE: 2024-11-1217:09:22

[ 1]

BEIRSS

H57FfE (Cloud Object Storage, COS) Hi@AFICRT AR COS BERAIFRIER, SFLEXSR (PUT) , BRXSR
(DELETE) , piaX% (GET) &, BES#iAIEE, AFRESEMETER, INMREZRICSR, RthaILASEREIRRD

EESSE e
(s

B4 COS HEREZERFMRSS (Cloud Log Service, CLS) , iFlEESR COS AEZLATEE .
MREHEERBALIAINGE, EaJLAMERBERS R EREA Demo BEEMRAIRIZINGE, IRMESEIER (FH Demo B

MER(FIE CLS -
HEFERREB

f&ﬁ 2R

=

1 eventVersi
on

5 bucketNam
e

3 gcsRegion

4 eventTime

5 eventSourc
e

6 eventName

7 remotelp

3 userSecret
Keyld
reservedFil

9
ed

10 reqBytesS
ent

” .cIeItaDataS
ize

12 regPath

IRIFRE: BR=ItE (It ) BRSEATF

aX

iCRhRA

FhEtEanR

ARt

S4adia) (iEREERAYE, UTC OfY

RiE)E% )

ARG

FHBWN

¥iE 1P

FRikE Keyld

iBRFHE (Bytes)

ITRIIFEEAILE (Bytes)

BRI IR

5l

1.0

examplebucket-1250000000

ap-—beijing

2018-12-01T11:02:33Z

examplebucket-1250000000.cos.ap-
guangzhou.myqcloud.com

UploadPart

192.168.0.1

AKI D********************************

®EFR, B7A -

83886080

808

[folder/text.txt
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https://console.cloud.tencent.com/cos
https://cloud.tencent.com/document/product/614/62137
https://cloud.tencent.com/document/product/614/64538
https://cloud.tencent.com/document/product/614/64538
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13 regMethod

14 userAgent

15 resHttpCod
e

16 resErrorCo
de

17 resErrorMs
9

18 resBytesSe
nt

19 resTotalTi
me

20 logSourceT
ype

21 storageCla
ss

22 accountld
resTurnAro

23 undTime

24 requester

25 requestid

26 objectSize

27 versionld

28 targetStora
geClass

29 referer

30 requestUri

BRGE

HPF UA

HTTP i&[EIF3

EEF5% (Bytes)

EREEN (20, FTHREXFHE
RiE-iEREF T RIAE )

BE5IREE

fFfigss

FhEtarraE 1D

IERRS RN (2R, FTWREF
PRIBE-ERKRF T RIASE )

iBEE

vk ID

FHK (Bytes)

REA ID

BinEFEEE, RRESHIRENERS
IDRIZFH

i5KAY HTTP referer

5k URI

BEIRSS

put

cos—go-sdk-v5.2.9

404

NoSuchKey

The specified key does not exist.
197

4295

USER (BFi5iEiER) , CDN (CDN EiR
iEK)

STANDARD, STANDARD_IA,
ARCHIVE

100000000001
4295

EWS ID: FIKS ID, MERREZHITUETR

o

NWQ1ZjY4MTBfM;jZiMjU4NjRFOWI1N18
ONDBIYTY=

808, MBEEMANR LS, objectSize FE
RATESA EENIIBER, S4A9RLERE
EFRER -

BEtF 5

STANDARD, STANDARD_IA,
ARCHIVE

*.example.com m5&111.111.111.1

"GET
[fdgfdgsf%20/%E6%B5%AE%E7%82%
B9%E6%95%B0 HTTP/1.1"

CLS E%%Mr COS BFESIARMENNERE, EUETZ (LFE RETHEIR COS BRRE.
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https://console.cloud.tencent.com/cls/dashboard/d?templateId=cos-access-analysis-dashboard
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ENERRE LAPEREBMNERTE FRENEREHTRIE,

COS IHABBHTNRE ~ </ RENEE | 1 F153E

I R
BSEE HFE/COS DemoihlHERE ~ iR v
TOP20 {53 &Y bucket e TOP20 %M #fFH) bucket

Value  Percent
10.71%

Value  Percent
= cos-1191

[ = cos-1994 4 105%
== cos-1227 4 7.14% = 0s-1227 4 1053%
= cos-1994 4 Ta4% — cos-1408 2 526%
cos-1083 3 53% cos-1310 2 526%
= cos-1218 3 5% = cos-1100 2 528%
= cos-1790 3 53% = cos-1527 2 5%
= cos-1202 3 5% = cos-1170 2 sae%
= cos-1766 3 536% = cos-1738 2 sae%
= c0s-1446 3 5.36% = c0s-1766 2 5.26%
= cos-1490 3 5.36% - cps-1418 2 5.26%
APRRREST (FE) e APIRRRESH (R
Value Value
- IF& 282 5 HE 883
- 252 WEE 134 - 553 = 5
i Evd 100 R 4
LT 63 v zE 3
mlE 61 HEFE 2
» I 56 ®m 1
15Y 28
iy 20
1 mEE 16 1
L TFE 14 &
@ RftEX
£ bucket 15532
250 = GET
. -_ - puT
200 - —
150
100
50 — —
Yy
15:22 15:24 15:26 15:28 15:30 15:32 15:34
AP EREREES
100 % — ErEmE =
80 %

i o
|RiGR
EAHKRMBART , ERE:

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v <Error>
<Code>AccessDenied</Code>
Message>Access Denied. </Message>

<Resource>ajaxhe-cls-1256238147. cos. ap-guangzhou. myqcloud. com/ json-10g2019-05-09_00645d9a~1118-4d69-8411-cfd57ede9eal 000</Resource>
<RequestId>NFEyNGUzMDh{NzJ jYzNiMGJENGY3Y18xNDcOM2VhNg==</RequestId>

Traceld>06VmYzZiMnQzY jA20WNhODKONTRKMTB1 OWVmMDAxODc00WRKZ jkOZDMINmI IM2E2MTR1Y2MzZDhmNmI 5MFT1OWT2NmQOY j JTkZWE3Njex Y TUzN2QINDQzNFYOZm I 3ZTMyN2MyODMONZ TINDI4MWRKZ jdiZ jJhMDVKM2Y4MzdiZTk=</Traceld>
</Error>

MERITR
BN COS ipRHHRRRNHE, BAMKRISTMEAXBEIERAE.

Json-10g2019-05-09_00645d9a-1118-4d69-8411-cfd57ede%eal_000
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20:00 - 20:30
BEEE 14 D 2021-08-23 20 3301 » BlEE
BEEEN 14

- HifER 300

BEREIRE, SMIXBI4FRATCR. REENFREMR, ITFRESH, AH—SWX145BEE resHitpCode FE

BITRIT O

WESH BERE O FEEE  AitER DEmspEs OANSERE L Ta
7 BEE O ¢ Al
- = t referer
BEEE EiFEE ROES
t remotelp » 3 03-08 20:14:18.058 bucketName: cos-1181 referer: https://demo.cls.tencent.com : PUT ion: 1.8 ! test-2305624021.cos.a
@.& m v §$EO p-shanghai.myqcloud.com deltaDataSize: 571 storageClass: STANDARD sys address: 11.155.142.226 userSecretkeyld: AKID5fdc8e5b-9476
# reqBytesSent -4beb-9f39-c2b1967a9419 qcsRegion: ap-shanghai requestid: 02392821f22d4c30ac3636f22e16205 vpeld: @ eventTime: 2022-04-14T0
Q 3:12:04Z eventName: PUTObject reqBytesSent: 571 sys datasource: sh.5.7.v1.2.19 reqPath: cos-access-log-4ffcdd41-45f8-4c83-b27
¥ reqMethod a-71c5fd371c5f timestamp: 2024-83-08720:14:18+08:00 requester: 100018930774:4611686018430041990 targetStorageClass: - remotel
BT - HIEEE t reqPath p: 101.68.68.234 resHttpCode: 200 userAgent: - requestUri: PUT /cos-access-1og%2F2622%2F04%2F14%2F262204141800_963a281d-d7f0-
474a-2205-b5eac8c751b8.000 HTTP/1.1 resTotalTime: 64 resBytesSent: 319 accountid: 10001478 versionid: MTg@NDUwWOTQxNjc30DUyNDgzN
[ TKER® t reqQcsSource R - ‘jectSize: 571 resEmorCode: - 1 - time: 1 : USER
HitoH
[ CLSE®E t requestid https://demo.cls.tencent.com © GET jion: 1.0 : test-2305624021.cos.a
DataSize: @ storageClass: - sys address: 11.185.1.186 userSecretKeyld: AKID2dc52acd-al6e-439a-a117-
t tUri - en
0 cosE® requeston FREENESLH FRM—EM hanghai requestid: 3a639c70ac8d40f88a6a382fa8984736 vpcld: O eventTime: 2622-84-13T19:15:46Z eve
B TeMBS # requester ']OOOO% 3 JytesSent: © sys_datasource: sh.5.7.v1.2.19 reqPath: cos-access-log-1f8cf822-7bea-4dea-9bec-6816c6
“ T20:14:18+08:00 requester: 100018930774:4611686018431057593 targetStorageClass: - remotelp: 113.13
# resBytesSent serAgent: cos-go-sdk-v5/08.7.25 requestUri: GET /?domain HTTP/1.1 resTotalTime: 325 resBytesSent: 96
a Ty
E‘E’f" Bxf R el 4: - resTumAroundTime: None objectSize: - resEmorCode: DomainConfigNotFoundError resEmorMsg: Buck
<« 't resErrorCode 200 226 68
“ 1000 403 . time: 1789960058058 logSourceType: USER
- t resErrorMsg
N https://demo.cls.tencent.com © PUT ion: 1.0 : test-2385624021.cos.a
smoihial. IBE. L EHHI(PO5) i :
# resHttpCode - 1DataSize: 577 storageClass: STANDARD sys address: 11.155.142.226 userSecretKeyld: AKID1a4c96d7-4bfa
LY BERLdSE 200 403 12.56 « legion: ap-shanghai requestid: b6f69fb3f 591 vpcld: @ eventTime: 2022-04-13T1
A # resTotalTime St reqBytesSent: 577 sys datasource: sh.5.7.v1.2.19 reqPath: cos-access-log-82d717f8-9f99-4cd4-bad
HE \ 4-03-08720:14:1 : : 100018930774:4611 1843004199 . - |
SEM 1 resTurnAroundTime ToPSE SwEs BE 24-03-08T720 6+08:00 requester: 100018930 6116860184306 0 targetStorageClass remotel
de: 200 userAgent: - requestUri: PUT /cos-access-log%2F2822%2F0422F14%2F282204140930_d68702c4-7d@
E. lﬂfn t storageClass resHttpCode BEH ) HTTP/1.1 resTotalTime: 71 resBytesSent: 317 accountid: 10081637 versionld: MTg@NDUwOTQyMDESOTUXODU
N objectSize: 577 resEmorCode: - i - time: 1 1 USER
&it ... B <vs address — L)
U R S R e
. 8 https://demo.cls.tencent.com ¢ PUT ion: 1.0 test-2305624021.cos.a
! : Il sys_datasource DataSize: 571 storageClass: STANDARD sys address: 11.185.1.186 userSecretKeyld: AKID4de2008c-1248-4
—
T t targetStorageClass 403 5 35.71% jion: ap-shanghai requestid: 715e0ff@4dde4837a80d0449a920781 vpcld: © eventTime: 2022-04-13T18:5
reqBytesSent: 571 sys datasource: sh.5.7.v1.2.19 reqPath: cos-access-log-b9@f7edc-1662-424b-af@5-d =
CCN D¢ .. I time - 03-08720:14:16+08:00 requester: 100018930774:4611686018430041990 targetStorageClass: - remotelp: 18 -
- 204 ! 7.14% 3 userAgent: - requestUri: PUT /cos-access-1og%2F2022%2F04%2F14%2F202204140215_7487c02d-5248-4c76
TKE Demo B4 MG £... ! timestamp 1.1 resTotalTime: 68 resBytesSent: 322 accountid: 10001103 versionid: MTgONDUWOTQxOTc1MzYSMjI3MzY re
TK;NEHE%'&E... t userAgent sTurnAroundTime: None objectSize: 571 resErrorCode: - resEmorMsg: - time: 1769900056058 logSourceType: USER A

BT HES S, 65IE20009ERERE, HP55 resHttpCode H40389BFH(EEF1—5% resHttpCode H204HZEER,
BEAEE, BIEREREXFAEA httpcode RIBAE.
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BEmE +

H|
i
djo

b1 08-24 20:16:03.000

BEIRSS

RaEE
reqQcsSource: - bucketName: ¢ referer: -| reqMethod: DELETE
eventVersion: 1.8 eventSource: .ap-guangzhou.myqcloud.com

deltaDataSize: -17854 storageClass: STANDARD

userSecretKeyId: AKIDOINWCcDpQY98YAVLMZyE7H71Igaqcvg2W_D_pAPfkfmIvPmF~™  ~77 "~

qcsRegion: ap-guangzhou requestId: NjEyNGUzMDNfMWIZNTJjMGJFMmMxNTNfMTYwOTc4YjA= vpcId: 0
eventTime: 2021-088-24T12:16:83Z eventName: DELETEObject regBytesSent: ©

regPath: /json-log2819-05-89_080645d9a-1118-4d69-8411-cfd57ede9eal_000

requester: 100004375281:106665586635 targetStorageClass: - remoteIp: 113.188.77.55
resHttpCode: 204 userAgent: tencentcloud-cos-console

requestUri: DELETE /json-log20819-85-09_08645d9a-1118-4d69-8411-cfd57ede9eal_088 HTTP/1.1
resTotalTime: 33 resBytesSent: 148[accountId: 100004 IIversionId: - objectSize: 17054

HBERILASEN, 5%iEiRi879 Access Deny BEMAIGIEMSRAMAE, B resHttpCode 73204R9BERM, AR
1000*****» £8H24H20:16%, i&id COS EHIEHNITTHIER object IBF, SEXIRIHREM

IRIRERE: BR=ITE (1bF) BRSEAE
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FlOWlOg MR BED

miEE#HATIE: 2024-07-15 09:57:01

MBS (Flow Logs, FL) AEREEE. iR, IEHEANURERERS, TISRENMEREHITEHNEFHE. O, &
BFHIEHE .. SMET. 2afit. ZeRNFER, LN EREENEE. REMEEE.
ZEILASEIEERETE (HIINEER-<. NAT RX. ZERBIERE ) HRMEREE, RREZCERENELHNRE

BURaR

SEMERATREZLFRS (Cloud Log Service, CLS) , ¥R #(FiFiE
MBEHFERENERAETREEZELAETRS , EAILUERBSRS 2 EIREADemo BEETRFIRIZINGE, IRMESHIFN FH
Demo BEMRIEFLE CLS o

HEFRRE
SRAE R RO RES

REATGICREEWIREOD, ¥ ‘Al + REREE + REENME” NGEHNER, BREEHREOFFSRN
MRERET, ZREICRATHKNERIERENNERBTCR.
A + KRR + RERER

AycABRE IP il RicO. BRI IP ittt BrYROFERENUZANEAMI—1ES

RERE S RIS R E A& RO .

i 2 B Ry thiaE ZEXRI St S EIA ROt .

iy (]
BEN—ERiFEERTial, EXERINERREATRSEEAHIE, REBRGRAFICHE.. HIREOXLON1oM, HHXRELHk5
paki 8
I
FER Zﬁx 588
version text mBERA
BT text  EREmM,

ccn-id text ZENME—IRR, MRHERHKMAEEIE BRI .

srcadd
r

text EIP,

dstadd
r

text Bitx 1P,

RERFIRO . ZFERIX UDP/TCP HY&EXR, SiRENEHMIMNE, &FRER

srcport text gy «_7

REMNBRED . ZFRNY UDP/TCP &R, SRENEMIMNNET, ZFRETR

dstport long g

IRIRERE: BR=ITE (1bF) BRSEAE 5895 H170m:


https://cloud.tencent.com/document/product/682/18931
https://cloud.tencent.com/document/product/682/18966
https://cloud.tencent.com/document/product/614/64538
https://cloud.tencent.com/document/product/614/64538
https://cloud.tencent.com/document/product/877/59695
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protoc
ol

srcregi
onid

dstregi
onid

packet
3

bytes
start

end

action

log-
status

long

text

text

long

long

long

long

text

text

HfthRpImER A

BEIRSS

mEY IANA RS . E2EE, BEEISHER Internet Y &S.

iR .

fii={=|: bk

HIREODERRSIEGNESE. & “log-status” 73 “NODATA” B, ZFRER
3| “_»

HIREOPEERINFEH. 3 “log-status” 73 “NODATA” B, ZFRER
73 “n

SRR E QWIS — MRS, MRERREONRERY, WERAZHIRE
AaYEssEdiEl, A Unix RIS

SRR EOREIRE— MR ERE, MREHREORNRBIRNY, NWERAZHIR
BERRIERATIE, KA Unix BRI,

5iEXERARIE:
o ACCEPT: BE=BXMIEEELREIIERE .

o REJECT: ERiE#MELEEARBHIRRE

mAENAFCFEIRE:
. OK RTRHIEEEICRIIEEBR.

o NODATA: FrREREORRBEANFUELNZRE, Lt
B “packets” #l “bytes” FEBREETH “-17 ,

REATGICREEWIREOD, BATARNSIEAIRETR.

Al

BRIR IP tbdik . iRixC. B89 IP itbhik. BRYROFERENUASHMI—1ES.

HEn

BP—ER$$EERdiE), EXRIBEARETRSSREGHE, AEBRHGRATICR. HIREOXDAS5M, #XIELSH55
B, RAFCRRUSEIRNFER, RAUTER, FREEEIRF:

version account-id interface-id srcaddr dstaddr srcport dstport protocol packets bytes

start end action log-status

FE
version

account
-id

IRIFRE: BR=ItE (It ) BRSEATF
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-id

interface
-id

region-—
id

az-id
vpc—id

subnet-
id

direction

cross-—
region

srcaddr
dstaddr

srcport
dstport

protocol
packets
bytes
start

end

action

log-
status

R R

BERS

SRR FRESER) 1D o

HMERR IDo

hisg ID o

AKX ID,

FABMLZE ID,

FM 1D,

REBIAGE (ZIRSER/IBIEDIMNEBS out, JMEBIBIRIEIRSEH in) -
EREitlg EIR, B HSCRRREE S, JEStg LR, 25780,

&P,
Bix P,
mENRKRO. HiREN ICMP thiked, ZFERER ICMP 89 id.

nmENBFRO. HiREXN ICMP thiXe, ZFERESR ICMP 8 type (&S8bit) +code ({&8bit)
HE,

RERY IANA RS . BESER, BFREISER Internet Y &S,
HWIREOPEmREIEENSE,

HIREOPERIF

HIREORGhAYETE, RA Unix RIS,

HIREOLRAATE, A Unix RIS,

SRS XEavRE:
o ACCEPT: Z£fm5M%E ACL AIFICRIRE.

e REJECT: f@.ﬂjmég ACL *ﬁﬂ:laiﬂjuwio

ulelu E’JE 13%4#*

o OK: RFRHIBIEEICRENSERF.

o NODATA: FRHERBAOPREEAFELNMERE, LT “packets” 1 “bytes” FBRERT
% “ 1”

o SKIPDATA: RRERFODHE 7 —LiRATCR. TERRSBERFIKAEPEIRS IR

IRIFRE: BR=ItE (Ib5R) BRSEAR £897 #1703,
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CLS ERERNZEMIAEEN-RRATRITMENNER, ErliETXERERE T BFHRINEIRE
o =ELM: https://console.cloud.tencent.com/cls/dashboard/d?templateld=flow—log—ccn-analysis—
dashboard

o 3tERM-K: https://console.cloud.tencent.com/cls/dashboard/d?templateld=flow-log—eni—analysis—
dashboard

ENREA AR EREBARBTE FRENEREHTRIE,
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CON iRB & MADINRE ~ <~ wiEgEs | 0] st AT
HSEM SK/CONDemofi HEHEE v R v Bl v St v Bttt v RO v BRE0 v MRS v TEMID v v HiGHA v BECRAS v
BRE e pmREmR e EmREL -
36; .4; KiB 399.328K O_O %
i BEREER- B ECRRE T T JECT) “+ TOP0MMYEREST e
Value  Percent Value  Percent Value
= ok 3B 50.66% = ACCEPT 367.47KIB  100.00% =1 36842KB
— NODATA 374  49.34%
TOP20FR IPRTRES T8 © BRBRRESE
Value  Percent Value  Percent
— sl i 172160126, ctlP 102168064 466KIB  7.30% — sroRegion - ap-hongkong , dstRegion < na-siliconvalley 19095 KIB  51.83%
— sl 172160131, dstlP : 1921680181 410KIB  6.41% — sroRegion : na-siliconvaliey , dstRegion : ap-hongkong  177.47KIB  48.17%
S0P 1 17216.0.243 , dst £ 192.168.0131 390KIB  6.11%
SrolP :17216.0.79 , dstlP : 192.168.0.169  382KIB  598%
= S :17216.0.58, dstiP 11921680185 367KIB  575%
— SrolP :17216.0120, oSt : 1921680217 344KIB  538%
— SO 1172160190, Ot 192168044 343K 537%
— SOl i 17216.0.170, st £ 192768073 327KIB  513%
— SOl 1172160194, dtiP 192168030 326KIB  5.10%
]
JECTIHE JECTIPPS o
500 kb/s — ACCEPT 700 = e
~ — 600 &= =
400 kb/s - — » P . -\
500 v
300 ko/s 400 E -
200 kb/s 200
200
1,00 kb/s
100
0.00b/s 0
140 42 44 Tt 148 1150 Tt:52 140 a2 aa 46 148 11:50 52
BRETR - BEHPPS
3.00kb/s = sroRegion : na-siliconvalley , dstRegion : ap-hongkong 500 = sroRegion : ap-hongkang , dstRegion : na-siiconvaliey
PN - = srcRegion : ap-hongkeng , dstRegion : na-siiconvaliey = srcRegion : na-siliconvalley , dstRegion : ap-hongkong
. N\ N
250 kb/s ) J — R 400 A
200 k0/s / / , X /
N \ 300 /o
150 kb/s N —— X I — . \
200 /] V/
1.00 kb/s
50000 b/s 0o /
\ / \
000b/s 0
140 fhaz  fh4d 1646 4B fs0 T2 A0 a2z ka4 146 Thds S0 i
Top10BEEIPHHE Top10i§BIPTIPPS
30000 b/s — bandwidth {dstaddr="192.168.0.30", srcaddr="172.16.0.194"} 250 — bandwidth {dstaddr="192.168.0.30", srcaddr="172.16.0.194"}
) — bandwidth (dstadcr="192.168.0.185", srcaddr="172.16.0.58} — bandwidth {dstaddr="192.168.0.172", srcaddr="17216.0.183"}
000 bl bandwidth {dstaddr="192.168.0.169", srcaddr="172.16.0.178"} 200 bandwidth {dstaddr="192.168.0.211", srcaddr="172.16.0.184°}
20000 b/s bandwicth {dstadcr="192168.0.30", srcaddr="172.16.0127 bandwith {dstaddr="192.168.0.172", srcaddr="172.16.0.157}
P = bandwidth {dstaddr="192.168.0.246", srcador- 0 = bandwicth {dstador="192.168.0.21
.
! o0 = bandwidth (dstad
10000 b/s — bandwiith {dstad 7216.0.19°)
. 50 — bandwidth {dstaddr="192.168.0.148", srcaddr="172.16.0.219'}
5000 b/s
000 b/s 0
W40 Tz M44 e n@s  ms0 s M40 w4z a4 46 T8 TS0 TSz
Top10EIPREHE . Top10iEIPiEPPS
50000 b/s — 172160181 70 — 17216056
— 17216056 © — 172160102
40000 b/s 172160243 172160113
‘ 17216058 % 172160104
S00.00 b/e = 172160102 20 = 172160243
20000 b/s = 172160219 a0 = 172160219
= 172160179 o P = 17216068
100.00 b/s . / — 17216068 = 17216010
: — 172160127 o - — 17216047
0.00b/s = 172160120 o T = 172160157
140 142 44 46 148 T1:50 40 52

Top10ERIPREFE

= 192.168.0.39

500.00 b/s.
= 192.168.0.54
40000 b/s 192.168.0.30
1921680211
300.00 b/s. = 192.168.0.169
== 192.168.0.191
/s == 192.168.0.185

200.00 b/s
= 192.168.0.148
= 192.168.0.36

100.00 b/s.
= 192.168.0.246

0.00b/s

11:40 42 44 1046 48 150 52
HREFE .

IRIFRE: BR=ItE (It ) BRSEATF

T1:40

EMNREPPS

= 192.168.0.38
192.168.0.54
192.168.0.211
192.168.0.215
\ 192.168.0.169
192.168.0.30
192.168.0.148
192.168.0.172
192.168.0.19

192.168.0.127
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O BAS RS

mEnEs | DI ISR MEEEE-C R
Actioni8iREK . Action#375 o ERREST o TOPFTHHER
Percent Percent
== ACCEPT 90.32% = 0K  100.00%
REJECT 9.68% eni-0077bec6-33ae-42... 2 108
eni-00af6997-Tafe-4dc... 3 429
ACCEPTRETH . eni-00ecc0e2-beca-de... 2 108
e eni-00fd21a5-ac8c-40c... 2 196
. eni-0133cchb-22ef-49f... 2 204
5 4 | 6 6 KiB
eni-017¢3153-439¢-445... 1 54
eni-018bae6c-8a0e-41... 1 54
ACCEPTHEH <+ REJECTREN e+ REJECTRFHH
eni-01a48147-a597-47 .. 1 143
8 6 1 9 3 5 8 1 eni-0307d54-214e-4de. . 1 54
" KiB eni-03136b5a-d642-45... 1 130
eni-04237204-1a64-43.... 1 54
REJECT Action! -« REJECTS -+ REJECT}
ction REXSLE BB BFPHEL eni-04755ac3-1c28-44.. 1 %
eni-0550eBe2-6ee8-4d... 1 54
n % n % n % eni-07e13291-b560-43.. 2 108
eni-0860e6ef-7ac3-47c... 2 108
H5 HAction/RE FIHREJECT Action/REX
60 == REJECT 10
ACCEPT
50 8
6
4
20
N\
10 2
a @
11:40 n42 11:44 1:46 48 11:50 152 n:54 11:40 142 44 1:46 1:48 11:50 1:52 1:54°
[&]
Top 10F T A E Rithht Top 10FHHAISIEL
192.168.0.107 1084 172.16.0.159
192.168.0.114 82 172160219 726
192.168.0.1 784 172160177 682
192.168.0.245 770 172.46.0.27 643
192.168.0.33 696 172.16.0.191 636
192.168.0.163 695  172.16.0.20 614
Top 10 REJECT Action;X# K it Top 10 REJECT Actiont) B #fititit
17216071 5 192.168.0.173 4
172.16.0219 3 192.168.0.158 3
172.16.0.48 3 192.1680.1 3
172.16.0.198 2 192168022 2
172.16.0.109 2 192168033 2
Top 10EMMNEHIED Top 10 Reject Action 1 #6498 R0
21926 1 21549 4
21349 8 21324 4
21543 7 21151 3
21404 7 21828 3
21835 7 21503 2
21570 7 21459 2
Top 10 Action;REREIEAL . 151 e+ Top 10 ActionREKIEFTIELL, K01
172.16.0.187:11727 3 192.168.0.174:21954 3
172.16.0.7:11931 3 192.168.0.144:21083 @
172.16.0211:11145 3 192.168.0.77:21883 3
172.16.0.159:11851 3 192.168.0.245:21593 3
172.16.0.204:11680 3 192.168.0.114:21905 3
172.16.0216:11271 3 192.168.0.172:21349 3
Top 10 REJECT ActionX¥ ittt . 1801 -+ Top 10 REJECT ActionRMME fFitiht . 1801
172.16.0.71:11316 3 192.168.0.156:21151 3
172.16.0.117:11576 2 192.168.0.84:21324 2
172.16.0.174:11757 2 192.168.0.138:21505 2
172.16.0.198:11321 2 192.168.0.173:21828 2
172.16.0.166:11423 2 192.168.0.1:21538 2
172.16.0.48:11530 2 192.168.0.22:21945 2
EhSIHEN Reject Action& ST HEH
50 = protocol 8 = protacol
total_actions. total_actions.
10 ©
12
£}
20
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O BHE

Top 10 Action;REMFIELE B/ 5 TR REJEGT Action B FIANA RS 575

wﬂa
o

— & 806

no B ?;

EESE

Bl A =BMPEEE-EAEERE THRLR100Mbps, BiEXEFEERER, EE10DHHREAKFEFI5Mbps At

EEE, EEYENMTEE LIRS TEZE,

1. AR EERIRE, BIESBRERN RESERR.

2. FRTIETREALITIED, HSEEERF19H, FiHmoHRNFESE-EAKETRERER. ZRTEaNERS
bandwidth BlA19 5, B{iH Mbps.

log-status:0K AND srcregionid:ap-hongkong AND dstregionid:na-siliconvalley |

select sum(bytes)/60.00%8/1000/1000 as bandwidth

3. MERMINT, BIHEEATFEFETFI5Mbps B, HEEESRM.

S1.bandwidth > 95

4. hiTEAE: BIERE, S19MHiT—IR,
SEEM-SENE: FE10TFHFHERAFHNREMESE, MEE103HHEREXTEFTISMbps HitLSE,
HUMEMNERRPIER, TIUREL LA “FNAEREE SZERPOBIRFINZSERED.

CCN i BE_SHOHNERE ~ <~

H=£H HEF/CCNDemoiHHHE

it

v iFi v B it A NE

BikE @[] .

441 .26k
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O BAS s

TKE #HitBE&591

RIEEFATIE: 2025-07-08 10:25:42

[ 1]

B Kubernetes 1% ( TKE ) 2B=RUNSELE. T BNSREERS, SHARENNENSESSECNA. EER
TKE BidiEH, ERERAENEITEE, XEAEFMCR TEHPIRETH, SEAPRER. RERNE. FREE. 5
IPREER (RBASTFRIRPIESN BE5FERE ) . CLS BERSS TKE £2ER, XiF$ TKE Hit BFCRIRESE
CLS, f&Bh CLS ZAKIBZESHEEN, EaJLITMMERZLEMSMERNIE . BETHNEIT. REEMIMSNLIREIRE
RtER, :

SR RYEA R IR T , EIRIEAY?

Apiserver BITAHSRATS, AEHITRYW, EHPIREETHA?
SEHDRAEET , BEETARHRRIERN?

BEAREER, SR THRINTRS:
K& TKE #HitB&

BE TKE &HitoirERE
KESIF TKE HitBE
SCHIFRRG)
Fa@EELAT Demo, BiEFIE CLS 5 TKE REEXES:
HitEE : WMUEBANEE APlserver #21E.
T EIRIEIEE ¢ FHIET SEXIERE
K8s MSUREHEL : HEE K8s MF (FIMNENTIERE ) RIEXRRR
ZHERFHITORT : WNENMEETHRITASHSHESE

LIREINSS
FERFIEMEITAITINER, NEPES TKE RERENE. MERSEAT. SBREEFSSTER.

¥4E TKE HitB&

W1 HA TKE ZFRPd

1. R HERSENS .
2. #EMSHES, pEEFRPS, #FAZFRPORE,
3. E=FRE®E, KIFBIES TKE, HAGHAERIRS TKE =m0
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https://cloud.tencent.com/document/product/614/61408#.E5.89.8D.E6.8F.90.E6.9D.A1.E4.BB.B6
https://cloud.tencent.com/document/product/614/61408#17d131af-07dc-48d9-a22e-5d6b0a7526d3
https://cloud.tencent.com/document/product/614/61408#5e73b803-3b26-42d9-ad90-451ca4cdd6e8
https://cloud.tencent.com/document/product/614/61408#.E5.A6.82.E4.BD.95.E4.BD.BF.E7.94.A8.E5.AE.A1.E8.AE.A1.E6.97.A5.E5.BF.97.E5.8E.BB.E6.8E.92.E6.9F.A5.E9.97.AE.E9.A2.98
https://clsdemo.qcloud.com/cls/dashboard/d?templateId=tke-event-overview&var-ds=ap-chongqing,9b789e32-0a9f-40a6-8e27-7452177b3f7d&time=now-h,now
https://clsdemo.qcloud.com/cls/dashboard/d?templateId=tke-audit-node-overview&var-ds=ap-chongqing,0b3e8f64-485c-44da-937f-455dd6ee6103&time=now-h,now
https://clsdemo.qcloud.com/cls/dashboard/d?templateId=tke-audit-k8s-resource&var-ds=ap-chongqing,0b3e8f64-485c-44da-937f-455dd6ee6103&time=now-h,now
https://clsdemo.qcloud.com/cls/dashboard/d?templateId=tke-audit-search&var-ds=ap-chongqing,0b3e8f64-485c-44da-937f-455dd6ee6103&time=now-h,now

O BHE

EEREE @ BRES | BHIPKE »
o HESEMLE CON Ei GEig#CcLB @ MEEhscos () =B SCF
EHEWRES ISR HE FREnnaE FEEAE
a5 REBMRS TKE 4 3% MapReduce O DEELIETFES EdgeOne B =42 TencentDB
ERISEET | EFsITEE | EFE.. HiEETHE | I858% ¥EmEH | BERESS | EFIR BHFE | &REF
& z=sHEvoD € XHiFECFs [E A= F A o1 Web BIFFIKIE WAF
Pa=F Elg=F BERERET | sRNERERES wiaBR | HiEBw

SW2: FiE TKE SHEITEERE
1. & TKE @, EENFIR-FREEREe, SREAERTHIRRE, BHRE, RROTREAN.

SERFENND 425 i) SERHAT RERERT EsHE k=] inE B

TEEER BT FRE BE 2025-07-07 19:07:19 s v

O FRE:
RRAEREAMHISEER kube-system EZET, LA DaemonSet G REE—1" tke-log—agent B
pod #1—4* cls—provisioner & pod. iEABNTHRELHREO0.1#Z16MibLA LR BAEIRE.

2. EREAMREHEN, PEEHEST, SANEHFER, HESHFBERPRIIEHHEITES.

<  prl Mg HERmEE

EAER

- | ERLSAE
BEEE
- BIRERSEE, TRRSHEANLAS, FAXAAS, TAXAAS.

RS E

REMMEFR BEEE =8 RIS BUEREIE i
HRAHE

HOE Vv HIM W4 1 AW+ oM

REEITEE
SHEITESBRT M kube-apiserver WAEH, FRTFRRE AL, BARUREEEYWRMYIED,

KHEMEE @
SREHAZERT EHOEI ]
£ ] A
BSEE =

BESABICR T REMH TITRTNREBENETIE BESRE.

3. PEFESHFEITEE, FHANEHHIIOTKRERE.
4. #ANEHITEERERE, fEASEERESED, SEECHHZRTFIERBTHEESER, HELEMPYBEXEREESR 8

HEHE o
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O BHE

¢ BHRRRRE

@ e > @ omesze >

| 5 RIRAF wEnEaEEE O tRESEER

cizn OtmEEE | (ESER
T RIOSIER AR (SN, [ETAEmsaL. MRS, SEIik. HEEs Sriauint
FEME.  BUEEEY — 80 4+ X

ZIBHRRFS KARE, BRARREFR

S () AEE, REEANDRRIRERME, RMLEFEAREIMEEE. NREENSIEFHEERRRE, FEESEAENRE 2

JSeE1~3600K, HABRA T 1R RIFF/2TkE

PN (D AEREZNESSNURBUREHBMRNATRE, ¥EESAEES 1

AR O #ENEABE BB EEE

cloud_cynos_kahinlgin_logset v

+ A @ RERIR

> BRIRE

5. SR HETHRES, BET—FHARSIKE, FSIWEXEEESR =5,
RoBCEPHIEREESWT:
F3IRE: WAREHERS|, UMERBTHERESRINEE.
ENER3|: WARERBREXNNEHK, £33EAF: BRAR"Q&)=";:<>[{}/ \n\t\r", BHARERES
EREEPX: BAEEHE.

BERS|: SURE key BREFHITFRER ., SEAGURESHABRRITSTNES . SETEABRERS, "AHTHAF

éaio

SARENN
REIRA

FEVFRIBMER. R B

«©
FRETN RS TRES T, BreRsline.
«©

AREXSERXBIRRATLN, BN eror REES error £RITH
2R SITIAUAY
SEHRSRET NS RBTRE.
AN
aEHX
B ASCHTRENAIARLIE, BE—DRFRONDAUODFRTRE.
s @O
FREZHEARERRES, FANRNEHIlevelt)FE, HlevelerrorB)a;

i Zlevelmerort) 55, BFBEXERSIN, SMERSIF-EEAMIESRE/FERE.

FREH Faxn @ S @ assx ® Frgit @

EREE

+ RINFER
Xo
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O BHE

& wR:
o MRUAFRRSIRE, BUETEEER.
o EREETASFRARAE, FhRERERS.
o EREETATFRETRITSON, FREREBERS|, HABRIT
o RSIMNBERMNHHEANNBEER, EBBIEFER.

BEE TKE Hit o1&

5ok 72 TKE BEitHERE |/, CLS 3 TKE SEitigSiR M T U EEBNENERE
o HitRB¥W: BAFWNENERE APIserver 21E.

TKERITES_SRMERR - 2

sapEs < 03 e v O oA~
BSEE  EE/TKEDemoWHES. v MED v szme v anme v wsm v mmm v mEER v mEmm

WRURL v Useragent

LWHZRR e RERPR - EETAR e REBEAR

BP® B R

359 533 509 485

1 K30 40.06 %

B 1KA1+6.78 % B1KFI+377 %
wER R e EERAERE o EERMERR e ERAMERR
BRIERM BRIERE RIEREM RIERE
1K 41081 % B1KA 1249 % #1XA4051% 5 1XKA1 4805 %
REBPHS o SEIWHH o RERESE e RERESS
= systemsovicose 1177 — oo 232
o84 pocs Y
s — bjoctacoossror 144
@ oo
u 1 — sorvices \
N e o A\ VY A\ s
[ i —— : —rem—
evesib i 7] N

TKEWitBS_TamfrmEnsg - 2

iiiii 2 < o xm
BSIE  ER/TKEOemoWHEE. v WED v masE cov  meRR v wse v omemm
Pansn o SRMAPREEE
& - van — ik 10002170255%- 16480072 =
o W/ _, AW/
0
20 250 0300 0a10 0320 o oz 0250 0300 a0 0320 033 0340
- delete BEREEYH < patch BERSESE + update BIERSHHTH -
-0 -0 -0
w  w 20 1
c TainUAERSEHE o EERERSEST -
— 20 12m 1 "
'

o K8s MRIRFMMYE: ATHIE K8s MR (HIMEANTIERE ) RIBXIE
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O BHS

TKE Wit BE_KSSHBUREBMNER v 2 WS < B v o xmv
BEEM WK/ TKE DemoWitBE.. v L L v sELE v AN A w58 v RENR b AEan h wEMP v
WERFNS FRAAFREDS
© = pan — tovozmozess-essoorzss
pr sdmin
s = e
s wata s
2 25
A\
@ oo o o 0% a3 @0 osm oo o 0 0340
create RIEABALHH delete IIFRBARHT - update IRIFRBRRHTH patch RIEEBRNIT
Ve - v v
S s e s =Jesones s p— h
cronobs ' '/ cronjobs s igrosses ' cronjobs .
e — B Colon == ; e —
pocitotoame 3 o : [ pocitooolime 5
- - [ — poce s = b 7
oo . voss 2 socus . v ;
create MIFBF % delete IFAFP 2% - update FAFP S patch RIFRF 7
- - v v
— toooznozesa-t 201 SC ! — tooozrozeas-t 2 1
adrin 2 V wisoer b sdmin 2 s
= e . = epombe-s3 8 = s . s
onaragosner 2 omamandoosc 2 opstomapsoner 2 |
= entomuibecor 1 — apvomaervomse 7 — ontomuibecor 1 2
s ! s :
S N
o SHERERITST: BTFUUENMETEHRENS HESE
. ; = °
TKE BitBE_RARENRR Y 2 sagEe < 03 Huhe v o oxav
BEEM  EK/TKEDemoWitBE.. v mEo v SETE v WP v w58 v ey v AENR v i v
WRURL v Usegem o
BEEPSHAR SEIEIHAN
= .
arstomaaniconcconthube-ysamcorsdrs 0 abe-spem
“ == system:serviceaccount:kube-system:cronjob-controller == kube-node-lease
‘system:apiserver 20 Value
20 — systemikube-controlier-manager 100 — prom-i5gadexr
| ‘system:serviceaccount:kube-system:replicaset-controller Pf-700056
o = = b0
20z 2020 w2200 202s0r 20305 202500 202401 202805
BERDSHHE RE\IHBB
= puen o )
0 s 2o
= w00 =1
100 list 200 500
= -
b 100
o s
o = ipie o P
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https://cloud.tencent.com/document/product/614/61407#2d482d38-b41d-4a1e-a976-e0ac9d7db99a

O BHE

WF/ CLS DemoEIHI_100C  ~*8154 / TKE Demoif BB ABEM_100 """18154 &3 © ElEE @

vRERS v QemRx Opgiek QE06E EM2) oW R3ER

—— ® < meone

e AgitES >

FHEE  MHHER © mmmER O RNEERE L TR
2RI = Bssmess © ram
20
L] Q
o
1210:00 1212:00 1234:00 1216:00 121800 122000 122200 12:24:00
| amen £ w7 49 [JOsHE E3ERE v [oE= 1
g clusterd 7% BEEEQ mEES
B evortcount > 12-10 122451482 720c695¢1 10:072 clusterld: cls-c36dafbe-Scod-af
3c-baz : -of Job) Pod o
t eventfirstTimestamp 29392659636 rapisv resh-of
5-J0b-1653275400-91bn. 16£1943931d988b0 sys_address: 9.130.154.208 eventreason: Pulled sys datasource: cq.2.3.v1.2.34 eventinvo
' IvedObjectnamespace: tfusion-prod timestamp: 2024-12-10T12:24: 9.139.41.9
on: 8988 B Bl
¢ SventinvolvedObject e apiVersion: V1 eventmessage: Container image "ccr.ccs. tencent efresh-of Job:_aflow-2622
dpath 83311316" already present on machine refresh-of penids-job-
eventcount: 1 eventiype: Normal refresh-of penids-

eventinvolvedObiect kin
v co: o 1 time: 1 Kwbelet

eventimoedobjectna  * 2 1210 12:24:51.450 2622-05-21720:65:622 clusterld: cls-eb664cad-4dca-ad

me resh-of P 3ob) Node
29353171033 Tapis resh-of:

1ds-job-1653163500-55Fsd. 1613725280431 sys_address: 9.130.144.178 eventreason: FreeDiskSpaceFailed sys datasource: cq.2.3.v

t

event.involvedObject.na
mespace
1.2.34 eventinvolvedObjectnamespace: tfusion-prod timestamp: 2024-12-10T12:24:51+8:00 eventsourcehost: 9.139.1.16 eventinvoved A

29353170604 2622-05-21720:05:622 event frsiTimestamp: 2622-05-21720:65:022 e

HEF R

v{
["event.involvedObject]uid" 1 "@b9ed25725d14c7397118a642ca541dd"

"event.lastTimestamp" : "2022-05-22T04:00:10Z"
wclusterId! o "c15—q,m_iGaG6—3d6c—4a94—acda—588063943795"

"event.involvedObjectfkind" : "Pod"

"event.metadata.resourceVersion" : "29363217651"
"event.metadata.selfLink" : "/api/vl/namespaces/tfusion-prod/events/refresh-offiaccount-openids-job-1653192000-tszt2.16f1515fffadd744"
"sys_address" : '"9.130.144.178"

vent.reaso

"SuccessfulMountVolume"

"sys_datasource" : "cq.2.3.v1.2.45"
[“event.involvedObject] namespace" : "tfusion-prod"
"timestamp" : "2025-06-29T14:37:26+08:00"
"event.source.host" : "9.,139.1.17"
["event.involvedobject] resourceVersion" : '29363217536"

"event.metadata.creationTimestamp" : "2022-05-22T04:00:10Z"
"event.firstTimestamp" : "2022-05-22T04:00:10Z"

"event.involvedObjectlainersion" HE

"event.message" | "MountVolume.SetUp succeeded for volume "default-token-9dkx7" "

: "event.metadata.name" : "refresh-offiaccount-openids-job-1653192000-tszt2.16f1515fffadd744"

"event.count"): "1"
"event.type"|: "Normal"

“event.involvedobject] name" : "refresh-offiaccount-openids—job-1653192000-tszt2"

"event.metadata.namespace" : "tfusion-prod"
"event.metadata.uid" : "adldc@db-d983-11lec-95eb-36868239205"
"time" : "1751179046071"

"event.source.component" : "kubelet"

o 5l (Type) : BERE “Normal” # “Warning” , (ERNREFE, dJLMERBEENHER,
o BWEEB/MK (Involved Object) : HHFRERITR, il Pod. Deployment. Node &,
o HHE (Source) : REUEMHRIAM; HI40 Scheduler. Kubelet %,

o WA (Reason) : HalREEMHRIEERER, —RINEE, TEEEFPIER.

o MR (Message) : HRIRESHOFEBAMER.

HIRE (Count) : BEHRERRE.
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O BHS

#®1: —& Node BTRLEIRE, EMUFHE
B EE TKE SHSHTGER , TAFERRNER, EARISTRARETAER.

=
=

1.

BEIRSS

TKE Bt AS_BRMERE - £

2. BRERET, B

BEER

E[X / TKE DemoFF HEHE. ~

TRR®
B
1363
HBEEE 1 24.02%
TRAEFE

FHH

0

L FNHIEN0

Pod OOM(NPD)

B/E

R -

0

t—EEAMIEN0

B

0

iR 4 -100%

£BID v

FHRERETERE:

BTN - B3 v L v BRER - BEWR 172161813 ¥ BER
Tsm0ooM H TRER
B B
t—-EEmHER —[EERER0
T R AR Y FRPIDFE
BIEH B
HEEE 1 0% L—EEaERO
Pod/Sal%kM o PodiBESM
BB B
t—EmEER LESREEE 4 -100%
24 Volume %M ] Container E&I%H
BHY BB
EEIER b -100% - RBERO

RIENEE

BR2: PRMET a7, AFRENT SURRTEN, DRERGEE
S it [ BIERGE | 958, CA (cluster-autoscaler ) B SIRIBREIKRETIERN TS MBITISR. MBLEE

PRBRRETENY (5) &, AFRUBESEHRERNEN (%) s

1. 20 ESHF TKE S4EE, #A TKE EHETIERRTHE,.
2. EEHERTE, BAUTERGS:

event.source.component

FIH1T N o

o3 T ANotReady

o TIRFDFE(NPD)
o Pod {ERE R
o R

e v o

B

0

EEIER + -100%

P

0

L—-EEEER0

BN

0

t—EEsEx0

BHY

0

F—FEgsEE R0

EIR

3. BRUNTEFR:

IRIRERE: BR=ITE (1bF) BRSEAE

BEmE T

2020-11-25 20:35:43

2020-11-25 20:35:45

2020-11-25 20:35:45

2020-11-25 20:35:45

2020-11-25 20:57:15

2020-11-25 20:57:15

2020-11-25 20:57:15

2020-11-25 20:57:15

2020-11-25 20:57:15

2020-11-25 20:57:15

2020-11-25 20:57:15

2020-11-25 20:57:15

2020-11-25 20:57:15

2020-11-25 20:57:36

event.reason

ScaledUpGroup

ScaledUpGroup

TriggeredScaleUp

TriggeredScaleUp

ScaledUpGroup

TriggeredScaleUp

NotTriggerScaleUp

ScaledUpGroup

ScaledUpGroup

ScaledUpGroup

NofTriggerScaleUp

TriggeredScaleUp

TriggeredScaleUp

NotTriggerScaleUp

event.message

Scale-up: setting group asg-qyi22zfi size to 1

‘Scale-up: group asg-qyi22zfi size set to 1

pod triggered scale-up: [{asg-qyi22zfl 0-gt;1 (max: 3))]

pod triggered scale-up: [{asg-qyi22zfi 0-&gt;1 (max: 3)}]

Scale-up: setting group asg-qyi22zfi size to 3

pod triggered scale-up: ({asg-qyi22zfi 1-&gt;3 (max: 3)}]

pod didn't trigger scale-up (it wouldn't fit if a new node is added): 1 node(s) didn't match node selector

Scale-up: sefting group asg-qyi22zfi size to 3

Scale-up: group asg-qyi22zfi size set to 3

‘Scale-up: group asg-qyi22zfi size set to 3

pod didn't trigger scale-up (it wouldn't fit if a new node is added): 1 node(s) didn't match node selector

pod triggered scale-up: [{asg-qyi22zfi 1-&gt;3 (max: 3)}]

pod triggered scale-up: [{asg-qyi22zfi 1-&gt;3 (max: 3))]

pod didn't trigger scale-up (it wouldn't fit if a new node is added): 1 max limit reached

event.involvedObject.name

eventinvolvedObject.namespace

Just Kub:
Y
Just Kubx
Y
nginx-5abf784b68-1q8rd default
nginx-5dbf784b68-fpvbx default
Just Kubx
nginx-5dbf784b68-vajvS default
K llector-55nwa Kkube-syst
log Y
cluster-autoscaler-status Kube-system
Just Kubk
Y
Just tat Kkube-syst
Y
ccs-log-collector-dgorc Kube-system
nginx-5dbf784b68-v7dn2 default
nginx-5dbf784b68-fdjhm default
nginx-5abf784b68-v7dn2 default
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https://cloud.tencent.com/document/product/614/61408#17d131af-07dc-48d9-a22e-5d6b0a7526d3
https://cloud.tencent.com/document/product/457/43719
https://cloud.tencent.com/document/product/614/61407#5e73b803-3b26-42d9-ad90-451ca4cdd6e8

O BAS RS

Bt EERSERK, TSRS SRERE 2020-11-25 20:35:45 &£H, $BIBA= nginx Pod(nginx-
5dbf784b68-tq8rd. nginx—5dbf784b68—-fpvbx. nginx-5dbf784b68-v9jv5) ik, RENIETINGE, BFLEMN
I aHFRETRENRATREEE MR,
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O BAS RS

CSS =HEHESHh

RIEEFATIE: 2025-04-02 15:20:42

[ 1]

BEAREE, SRLIFENTRITRS:
K& CSS =EEAE
8% CSS zERESTNERE
ESHh CSS =EEIFIIAE

BIERERERG

&taniBidLA T Demo, RIEFIEEER CLS £t CSS.
CSS =EEBAESTNER
RESIT CSS =EEAE

LIREINSS

HELRoH:

CLS BEMZEEHTAIERIRE . %%, TUMATHRNRELR . SITREFHE, BEXBSSIRSIERCIREIEIED
BHRIEE, NREEHHEEERE.

SRR FTFEEIA:

CLS 7 CSS zEERTA AR M T FHERANBESIER, (FPES CSS AFBIESH. REDH. WRER
Eoh. ERERITARERIBEANS , MEES CSS BESFEST, FTEELZEE, BLEERRECE, RAREH
EEEHIT—RIINEBIESRMEIEREEN . X—EERMEERS AT

¥£&E CSS =EIEAE
#EEST SRE CSS ZEERS .

BE CSS =HE T ER

5epk SCRIRSE CSS ZEEHT &, CLS iR EEAIIMEMNERE
CSS mEEREHHTNER: THLRT CSS MAFFEER (AR UV. PV, BRHEESHE ) MiERRERR (10
HIRE, LEF) , BWHBAPIEEMNGEEHHREZSR
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https://cloud.tencent.com/document/product/267/33996#87833394-6d63-434f-b84a-832e147c2c4b
https://cloud.tencent.com/document/product/267/33996#87833394-6d63-434f-b84a-832e147c2c4b
https://cloud.tencent.com/document/product/267/33996#.E5.8A.9F.E8.83.BD.E7.AE.80.E4.BB.8B
https://cloud.tencent.com/document/product/614/117604#43af722e-4104-4b89-89cf-e27df3663c8b
https://cloud.tencent.com/document/product/614/117604#5e73b803-3b26-42d9-ad90-451ca4cdd6e8
https://cloud.tencent.com/document/product/614/117604#a8abbc30-edbb-4120-a5de-7d3dec4aa904
https://clsdemo.qcloud.com/cls/dashboard/d?hideCollectionMenu=true&hideMoreMenu=true&id=dashboard-cca3ded5-61a3-45a9-861f-912ebd795946&var-topic=ap-chongqing,3d7ed047-b391-4d3f-ba0e-7d6a5177e075&var-streamname=*&var-host=*&var-url=*&var-client_ip=*&var-QueryFilter1=eyJpbnRlcmFjdGl2ZSI6W10sInF1ZXJ5IjoiIn0&time=now-6h,now
https://clsdemo.qcloud.com/cls/search?hideCollectionMenu=true&hideMoreMenu=true&region=ap-chongqing&topic_id=3d7ed047-b391-4d3f-ba0e-7d6a5177e075&queryBase64=

O BHS

CsS ZHEEASHIANRE Y & 2
WRERE 3XXALH
73.85:
AXXi5LE 5XXditt
59.06.
HRERESS (5m KiE)
90 %
80 %
70 %
60 %
06:00 0630 0700 07:30 0800 0830 09:00 09:30  10:00
HRERELE (5m HIE)
25.00s
20.00 s
16.00 s
10.00 s
06:00 06:30 07:00 07:30 08:00 08:30 09:00

== P95 processing time

P99 processing time «= P99 processing time

BRI CSS ZHERFE

1. REEAERER, #A =EEZH S, ®RSE > AERS > THEESH, #AZHBAES . BEEE

.

BERS

R ABE ST BETH

O -=%:

BERS
QA 6 Voo o#Ey
Top20 HREIRBHH
302 Value Percent
5.33% - 404 1274 59.06%
500 200 449 20.82%
. o 14.79% — 500 319 1479%
302 115 533%
AN ARSI
404
200
0 59.06%
14.79.
o4
3XX/4XX[5XX #2% (5m HifE)
80.00 %
60.00 %
4000 %
0.00 %
0600 0630 0700 0730 0800 0830 0900 0930  10:00 10:30 11:00 11:30
1080 100 1130 == 5XX Rate (%) - 4XX Rate (%) == 3XX Rate (%)
FHERER POYOIERFER
1 1 " 9 1 S 23 " 733
POOERIER POSIRRFER
09:30 10:00 10:30 11:00 11:30 2 3 . 598 2 2 ] 748

Avg. processing time

BT H iS85

TRERRRSH, ETRE

* ZERSIBATRSEAETRS CLS, BF-EREEEE:
- GRIEAIENE BEMBS (CLS) NEBATESER,

B

g M v BERER c etcn HTEEFRE: 30K
Bl BEER
EEEW/ND RUERE i8]
2024-03-29 16:52:43
| m
#1%

, ¥ TR &, BRZBGMRS CLS RIS, HEREESR CLS IHHi¥E o,

BIEATE 2024-03-29 16:52:09

2. PERRERIEEATHERR, UTRRSHTEE.

IRIFRE: BR=ItE (It ) BRSEATF

&, pEie
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https://console.cloud.tencent.com/live/livestat
https://console.cloud.tencent.com/live/logmanage

i yAtbn

viEags v QueEse Opeicg  ®iB981K NRE() =B R5|RE

1 e.g. __SOURCE_: 127.0.0.1 AND "http/1.0" SLE{EFATESAE:

F#BEs  GitEx

PEIIR =
R Q

BTREEFR v

AT

t _FILENAME__

t _HOSTNAME__

‘'t _SOURCE_

-~

LogParseFailure

-

client_ip

connect_fd

country_id

t hit

host

-~

*

http_code
# isp

t lost_rate

BEFRiRER
. BREE

iE4

10
1"

12
o EBAE

iE4

IRIRERE: BR=ITE (1bF) BRSEAE

Al BEURS £ & EEHH v n

@ mmaEe  Q RNEEER L FE

BE&EK89 © REEX
20

0 T B B B B B B B B B B B B B B B B B B B B B B B B B B B B

1:50:00 1:52:00 1:54:00 1:56:00 11:58:00 12:00:00
) w3 Mas M OsHE ESEE v
BERE © + Ltz

> 1 04-0112:0411023 O referer: http://txxxxr.vxxx.tencent.com/ nodeip: 125.38.214.231 method: GET isp: 1 range: - server_country: 5 lostrate: - type: lvb ua: Mozilla/5.8

(Windows NT 18.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.8.8.@ Safari/537.36 process_time: 12714 url: /live/testStreamlmg_tes
1001-8128623 . ts?txspiseq=34057663796305252626 server_region: H[E hit: miss_first rtt: - http code: 404 size: 290 connect fd: 35083 host: ten.miwyt.fun
client ip: 192.168.108.164 time: 20250401120410 prov: 12 streamname: Stream45reu country id: 1

> 2 04-0112:04:01.023 ZQ referer: http://txxxxr.vxxx.tencent.com/ node_ip: 125.38.214.174 method: POST isp: 1 range: - server_country: 4 lostrate: - type: lvb ua: Mozilla/5.8
(Windows NT 18.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.8.8.8 Safari/537.36 process_time: 12983 url: /live/testStreamlmq_tes
t001-8224513 . ts?txspiseq=17479917580034419191 server region: F[E hit: miss_first rt: - http code: 560 size: 290 connect fd: 43171 host: ten.miyt.fun ¢
lient_ip: 192.168.156.175 time: 2025040112040@ prov: 4 streamname: Stream2 country_id: 3

» 3 04-0112:03:51.024 ZQ referer: http://txxxxr.vxxx.tencent.com/ node_ip: 125.38.214.181 method: GET isp: 3 range: - server_country: 1 lostrate: - type: lvb ua: Mozilla/5.8
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.8.8 Safari/537.36 process_time: 4364 url: /live/testStreamlmq_test
001-4915404 . ts?txspiseq=92311731987495304873 server region: FIE hit: miss_first rtt: - http code: 404 size: 290 connect fd: 57625 host: ten.miwyt.fun c
lient_ip: 192.168.72.57 time: 2025040112035@ prov: 1 streamname: testStreamlmq country_id: 1

> 4 04-0112:03:41.023 ZQ referer: http://txxxxr.vxxx.tencent.com/ node_ip: 125.38.214.219 method: GET isp: 1 range: - server_country: 4 lostrate: - type: lvb ua: Mozilla/5.8

(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.8.8.8 Safari/537.36 process time: 5874 url: /live/testStreamlmg_test
001.m3uB?txSecret=7dec4al9ebed72e4f: xTi A server_region: hit: miss_first rt: - http_code: 484 size: 290 connect fd: 3979
4 host: ten.miwyt.fun client_ip: 111.206.75.185 time: 202504011203408 prov: 47 streamname: Stream2 country_id: 1

BEFER i5iAA

time i5RAESiE
client_ip ERix IP
host #WiBRIRYES

url URL

size HERFHEAN
country_id country_id

prov =101

isp EER
streamname #xID

node_ip HRIP
server_region IRSSEEHhX

server_country IRSBRER

BHEFER AR

BEIRSS
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1 type
2 time
3 client_ip
4 host
5 url
6 size
7 country_id
8 prov
9 isp
10 http_code
11 referer
12 process_time
13 ua
14 range
15 method
16 streamname
17 hit
18 node_ip
19 server_region
20 server_country
21 connect_fd
22 lost_rate
23 rtt
O ER:
BERIFFRIRSIERAIN T :
e 0:
o 4: {EKiERY, ENERSEINAER
o 5: ElFHHERHERER .
o 6: BEPFURENESE.

IRIFRE: BR=ItE (It ) BRSEATF

BEIRSS

BEEE, Ivb ARITHEEE, leb AFRRERE
i5RATiE

ERiR IP
wonhiEAYtES

URL
RRIBIEDFIEAN
country_id

#in

BEEH

HTTP K7&3
Referer {52
LR (M =)
User — Agent (8
Range £#

HTTP Method

ixID

&1F HIT/MISS

= IP (AXEIRENES CDN &85 = IP, ULFERA]
gER=)

IRSSERHEX

IRSSEREZR

connect_fd (E&ixOS)
E8E, X type=leb BAEE

rtt, {¥ type=leb RAHE
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O BHE

BxR (#X) . &%, 558, RSH[EKSER (K ) BTSSR HE T

B EREG

ZAILAETF CSS HEREREHESE, LR CSS HRREFRENRE . UTRH TR,

EHN: S POONERKXF100msi#iTER, HEESEERPRFZHMMERS. url,
client_ip, LAEHRERIMTEEIRIESR o

1. BR HERSENE, A BEEE > SE5E SERm, PEWE, #ASZREER,
2. EEERREH, BEMTHRS.
EXER:
HEEM: CSSIpaEREE,
BRARE: BH
SRR iEPRUZERY CSS AEEM,
IERESS:
PTED: WAUTIES, HESEEER152H, KitiE1553$HPIR99%IERT .

type:* | select approx_percentile (request_time, 0.99) as p99

RSN BRENT, BN99%ERIAF100ms i, HEHERM.

$1.p99 > 100

TR EERE, S19MHhiT—Ro
SHoH: EELESPRTIZZWNES . EPE IP. url, BEFRARBRIEENIDE,

IRIRERE: BR=ITE (1bF) BRSEAE 8125 #1170


https://cloud.tencent.com/document/product/267/33998#.E6.97.A5.E5.BF.97.E4.B8.8B.E8.BD.BD
https://console.cloud.tencent.com/cls/overview
https://console.cloud.tencent.com/cls/alarm/list

O BHE

BT
= Sl O] - [x]
AXERES WERE FERTOPSR ST WETE
time URL group by URL %
ClEsHaEaT, B status:
E#F EEEEE
SEIMEEFAMEN « | WiTEE * ®
=:= host -0
S
B (]
HXFERES METRE FERTOPSRSHSIT MRTE EEMEEAT WETE
FRIFEHL i
El%é*:'é C;S’_'I-EIS
Top5 URL. Top5 time,URL group by URL SHEIE-ME
[iE#aEaT, B status:>499 ZEET
ERER.
= FEMEclient_ip
ERFEFNTES v | imEE > ®
FE client_ip O
B (]
HXFEREE METE FERTOPSRAHST HMETE

FRASHTE

* | select
L group by UR SE
[iE:ksEaT, B status:>499 ZET
EREF.

FRRSITER
Top5 URL. Top5 I]

R EEMBEurl

ERFEFIITES v | HimEE >+ @

B url v Q0

+ BN

O EHSREA: EEXBENREN, RELASBENNANRYR, XIHEE. M. BiE, &S5, EIURE. 5. 8.
BEXEOELE (webhook ) FEMA . #EEESN SEEMERESR,

EH2: FRHOERERERET—ERER, MRS °

&% =1, BF HERSEHE , FHEN BESE > SEXK EERE, DENE, SASERIREIER.
- HiTiER:

O BMAIED1, RETEEEFEE1553%,

type:* | select url_extract_path(url) as url_path , round(count_if (try_cast (

"http_code" as bigint) >= 400)*100.0/count (*),2) as "Request Error Rate (%)"

IRIFRE: BR=ItE (It ) BRSEATF 5126 170


https://cloud.tencent.com/document/product/614/117604#0f37e5de-d5ef-4f76-a85a-2e58367bed1a
https://console.cloud.tencent.com/cls/overview
https://console.cloud.tencent.com/cls/alarm/list
https://cloud.tencent.com/document/product/614/59661

& WifiE

group by "url_path" order by "Request Error Rate (%)" desc limit 100

O BWANIER2, BESEEIEFE153H.

type:* | select url_extract_path(url) as url_path , round(avg( "process_time"

), 1) as "Avg. processing time (ms)" group by "url_path" order by "Avg.

processing time (ms)" desc limit 100

o MRFRE:
RIEWSEREITEN, MEFILEFRHEEREAT3%EEIEZ500msh, MASE,

EEER TE v HATEF1 v Request Error Rate (%) v AFEF v 3 ]
FBER =5 v WiTiEG2 v Avg. processing time (ms) v AXFEF v 500 ]
L 18

o SHDM:
O BERFEBEEENSER URL,.

type:* | select url_extract_path(url) as url_path , round(count_if (try_cast (

"http_code" as bigint) >= 400)*100.0/count (*),2) as "Request Error Rate (%)"

group by "url_path" having "Request Error Rate (%)" >=3 order by "Request
Error Rate (%)" desc limit 100

O RRERBEHERNSR URL,.

type:* | select url_extract_path(url) as url_path , round(avg( "process_time"

), 1) as "Avg. processing time (ms)" group by "url_path" having "Avg.

processing time (ms)" >=500 order by "Avg. processing time (ms)"
100

desc limit

IRIFRE: BR=ItE (It ) BRSEATF 5127 #170;



=

WRHHIED

=

WRDIED

HXREEE BRTE

FRMEIMTEORRZMNRIAES, fla
Error HE I SR EEN, EEEPEENM
HHRES,

It

FERTOPS R L4 BRI

ol

HAMA LB EEANSHAS, REEF
BAESIT SR, RNEMFRERRS
kb, #llTop5 URL, Top5 MMRLRSHEE .

BEMERSH BRTE

HNMRSENEEEANSTAS, HTEE
MRS IIEG. Hla: BT * | select

avg(timeCost) as time,URL group by URL 3REX
SMEOERER, BT status:>499 FREVEEIR

B&.
FIREBYHENTR
1 typeix | select url_extract_path(url) as url_path , round(count_if(try_cast( "http_code" as bigint) >= P

400)%100.0/count(x),2) as "Request Error Rate (%)"

by "Request Error Rate (%)" desc limit 100

RETRE

HXREAE BRTR

RRNEMTEORRRMNRIAER, Hla
Error BRI SR S BN, ESEPEEWN
HHAER.

FERTOPS R ALEAIT BRTE

HufRSENEEERNENER, RIEEF
BAOBESTEERE, REASMFRERR S
kb, fla0Top5 URL, Top5 MAERSIEE .

group by "url_path" having "Request Error Rate (%)" >=3 order

BEXBRSH BRTE

MR EENEEEANETAE, RTEE
XERERDIED, HI30: BT * | select

avg(timeCost) as time,URL group by URL 3REX
BMEOERFEN, BT status:>499 IJREVEEIR

B,
FRBEHENTR
1 type:x | select url_extract_path(url) as url_path , round(avg( "process_time" ), 1) as "Avg. processing time 3

(ms)" group by "url_path" having "Avg. processing time (ms)" >=500 order by "Avg. processing time (ms)" desc

limit 100

RETAR

IRIFRE: BR=ItE (Ib5R) BRSEAR

BERS
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O BHE

INFRE
2 Grafana BY ES #iEiREiEiE/3 CLS #iEiE

mIEEFHATE: 2025-02-28 14:46:22

BR

£B73EMRS3 (Cloud Log Service, CLS) {#Riz=E, MNEHtAEITHEFEE CLS RIEEERWER. B, FEAFER
Grafana fa#kisiZTH, $I40 ES + Grafana BAE . HEUERITER CLS |§, APKIE Grafana FIVERISIMGERE SR
iR, BRNEHTENTEEMESEETIER. hTHEERXERER, TE CLS X% Grafana, #ift ES HiEE,

Grafana¥¥&

Elasticsearch

lé&ﬁ%

R&E

Grafana¥Ea

lgma%

X&RE

2% CLS-Grafana &t

CLS #iRFEHRB N =HERSHEPETHIP, EEEE EHEZIAIE, ALME Grafana iRERNH—#ERE. BIMEANSEES
I CLS X1 Grafana,

fEF CLS HumiREHL ES BiREiR

WimiFiCE XN L

- ES MiER: ZaiE9RmS AR Query MIARFIEREEIMAIIRER . Query MARTMA Lucene i58, BFX
BE#TEE. BEiEAREIREHES, £ DSL AF, BFEHIERS, H4F CLSHISQL.

IRIFRE: BR=ItE (It ) BRSEATF %129 #170;|


https://grafana.com/grafana/plugins/tencentcloud-monitor-app/
https://cloud.tencent.com/document/product/614/52102

o2 - Liiv= R

v A (’&mElasticsearch)

Query *
Metric (1) ® Count +

Group By Date Histogram @timestamp > Interval: Tm

+ Add query & Query history @® Inspector

CLS ¥iEiR: EfiZaRES HigSATEMEZINRRITEDHE I, MiHS HEEMEFRRETAREHTEE
AR, MERSTEIUATEA CLS EifiEa.

CLS &iffiE@% 7 Lucene #1 SQL A4 885, MBI ZEEREER “|” #1709 HE¥ Lucene 84571 ES B9
Query BIAEKAEHER. SQL MARBIRTSIHTHERN SQL i&iXIh, ESTHFAEM SQL B, SQL XIHASH ES A
XAVHENM A RIRSEMIGR. ESESN CLS iEEIN -

(CBERCLSHIER)
o B BREEHED CLB Demoih[B] Hi&H S ER_

HWHRIED * | select

histogram(cast(__TIMESTAMP__ as timestamp),interval 1 minute) as analytic_time,
count(*) as log_count
group by analytic_time order by analytic_time limit 1000

+ Add query & Query history ® Inspector

SCiEaH1
FitBERE

W FEELHIREREELRIEERE, ES HUEREIE Metric i+ Count, GroupBy i&H Histogram. CLS IS ZFiE@ALL
{EM Histogram &&R&EE Count 5BR%. LAY, F Max. Min. Distinct FEfth [EAREHRE FHLBRE2—H,
Hi#f§ Count REu#1TEIRAIT],

IRIFRE: BR=IE (16F) BREEAR 55130 170


https://cloud.tencent.com/document/product/614/47044
https://cloud.tencent.com/document/product/614/60028

Query
Metric (1)

Group By

+ Add query

+ Add query

BEERBES

_+_

Date Histogram (@timestamp > Interval: 1m

) Query history @ Inspector

Lig BELED

* | select

histogram(cast(__TIMESTAMP__ as timestamp),interval 1 minute) as analytic_time,

count(*) as log_count
group by analytic_time order by analytic_time limit 16000

& Query history (@ Inspector

BEIRSS

BERREETEEMNBEE, ES BIBREEIS Metric iH Logs X, M CLS RFBEHAITFHI Lucene iBTEIAT, A

i5aILLXT:

A = jERElasticsearch

Query

Metric (1) ®

action: "DescribeRegions"

Logs > Options

& JERCLSEIER

Hbisg

wRED

B!

L HEDID

action: "DescribeRegions"”

IRIRERE: BR=ITE (1bF) BRSEAE
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\:H o BEIRSS

[ES] BEES [cLs] HEEE

"VM-286-88-cen ,"ref c .tencent.com y {"log HeH e "ht ion=ap-quan
:"VM-286-8 t , "referer": .tencent.com "logType":" t ,"referer” :"htt e ud. C arch?region=ap-guan
tencent.com > gType": R "ht .cloud
.tencent.com » {"log g entlog", ar-:" J e.cloud.tencent.com/c egion=ap-guan
d.tencent.com "logTy :"clie , "referer”:” g il 0 /detail?region=a
.tencent.com
, "host" :"VM-206-80-c - = /e c .tencent.com » {"log :"clie o erer”:" / sole.cloud.te
", "host" :"VM-206-808-centos”, "referer" :"https sole.cloud, tencent.com " y "clientlog”, "re er” . "ht oNso oud . tencent. c overview?region=ap-gu
:"clientlog”, "host" :"VM-286-88-centos”, "re ":"https:/ .cloud.tencent.com > {"log - g eferer” :"https onsole.cloud. tenc ch?hideLeftNav&hi

clientlog”, "host" :"VM-2086-88-centos”, "re " "htt, console.cloud.tencent.com {"logType":"clientlog", "referer”:"https://console.cloud. tenc / arch?regilon=ap-guan

At - \RBatt

RIEEIRIEHTRS, BRSMERBHNAETHE, IaliER, Ea9HhE88%EE $Spath, CLS BB RIGMHH#T T E2INEEM
1BXERe, fﬁt’FEEﬁFﬁ Grafana BIZE=8E1,

LFIHERANERIEREEE ValueOptions—AllValues,

& Elasticsearch

urlPath h AND region:S$reg AND action:$action AND returnCode:SreturnCode
Metric (1) ® Count ar

Group By Terms returnCode > Order by: Term value (desc) +

LSRR Disabled
L BEERID H IEEm EE A

urlPath:Spath AND region:Sregion AND action:$action AND returnCode:S$returnCode
| select returnCode, count(*) as log_count group by returnCode order by log_count limit 10600

[ES] HiRBALE [cLs] EiRB&L

VERIFY_USER_FAILED §

RE%IT - TopSiERIMEIFLIER

IRIFRE: BR=IE (16F) BREEAR 5132 170



O BT R

ES #iEIE+H, GroupBy REEMAIFES Size (#, TFEHPHIAERSAI N ME, BHITRS,
ILERE CLS iR SQL %, aJLUEE having iEGOEERBREFEIEISEH,

*|select histogram( cast (___TIMESTAMP___ as timestamp), interval 1 hour) as
analytic_time, "action", (*) as count group by analytic_time, "action" having
"action" in (select action group by action order by (*) desc limit 5) order by

analytic_time limit 1000

v A 2 jBTElasticsearch

Query
Metric (1) ® 4L
Group By action v Top 5, Min Doc Count: 1, Order by: Doc Count aF
Order Top
Size 5
Min Doc Count 1
Order By Doc Count
Missing

o Date Histogram @timestamp > Interval: auto

ERCLSBURR
L B&EEMID [ | [ | [
* | select histogram( cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, "action", count(*) as count
group by analytic_time, "action"

having "action” in (select action group by action order by count(*) desc limit 5)
order by analytic_time limit 1680

EERALIER, BPEAoRME,.

[CLS] TopSiCRBMSELIR

S : S L ol
— . T : - - . - . . . + - —
e £ . J - M A ——

13:00 14:00 15:00 1600 7.0 1801 19:01 2001 21:00 22:00 01:00 02:00 03:00 04:00 D600 07:00 800 09:00 0:00 11:00

B EAEERER, EETUREABSWRRSIAS.
FiHEOFERRS R

£ ES #RRINERRET, B ERERES, BHREA 1R6: RIEFRNIEIER, SHEX M HEEENEREE.
XANEH, FitTEOEO0FI500ms, 500msEl2s, 2sF5s, LARAFSRIERIH .

IRIFRE: BR=IE (16F) BREEAR 5133 #1170




07:00 07:30 08:00

== (-500ms == 500ms-2s == 2s-55 == >5g

B Query 4

Datasource = JEimElasticsearch

f R e e
. (& TElasticsearch)

0]

08:30

(ES] #O#FEESR

M |

|| \‘ ‘ | “u
” Il ”H' \” |J \MI |||’ \ |
|'\||IJ "‘\", W' \”l “

v |
Py

I

09:00 09:30 10:00 10:30 11:00

> Query options  MD=auto=1089 Interval = 20s

Query timeCost:[® TO 508] AND action:$action

Metric (1) @ Count

Group By Date Histogram

search)

@timestamp > Interval: auto

Query timeCost:[560 TO 2088] AND action:Saction

Metric (1) ® Count

Group By Date Histogram

search)

_+_

@timestamp > Interval: auto

Query timeCost:[2666 TO 5808] AND action:Saction

Metric (3) @ Count

Group By Date Histogram

Elasticsearch)

+

(@timestamp > Interval: auto

Query timeCost:[5088 TO *] AND action:Saction

Metric (1) ® Count

Group By Date Histogram

MRZRY, iEiEEI CLS HiElR, BallERXUNSFETHRT

FX—% SQL iE@

IRIRERE: BR=ITE (1bF) BRSEAE

+

@timestamp > Interval: auto

k'| |

11:30

12:00

BEIRSS

Query inspector

D @

500ms-2s

2%, {8 CLS 889 SQL #EHER, AILUSIEXIRITESH
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BEIRSS

EmEEES

oy WMWW\}VJ\ MWW W”\Ww\ WWMM AMWN W W& W\M MW WVWWWMW Il
b P At o o b

12:00 13:00 14:00 15:00 16:00 17:00 18:00 19:00 20:00 21:00 22:00 23:00 00:00
= 0~500ms == 500ms~2s == 2s5~55 == {Bii5s

8 Query

Data source &5 Tencent Cloud Monitorit ©] Query options Query inspector

RakRSS

PRt X (EK) BEER CCN Demojfi ik A E£RE_100001127589 (eb5d@8..

urlPath:$path AND region:$region AND action:$action AND returnCode:SreturnCode | select histogram(
cast(__TIMESTAMP__ as timestamp),interval 1 minute) as analytic_time ,count_if(timeCost<=508) as "@~500ms"
,count_if(500<timeCost and timeCost <=2000) as "50@ms~2s" ,count_if(200@<timeCost and timeCost <=5800) as "2s~5s"
,count_if(5000<timeCost) as "#Bid5s" group by analytic_time order by analytic_time limit 1009|

urlPath:S$path AND region:S$region AND action:S$action AND returnCode:SreturnCode |
select histogram( cast (__TIMESTAMP__ as timestamp), interval 1 minute) as
analytic_time ,count_if (timeCost<=500) as "0~500ms" ,count_if (500<timeCost and
timeCost <=2000) as "500ms~2s" ,count_if (2000<timeCost and timeCost <=5000) as
"25~5s" ,count_if (5000<timeCost) as "#@iI5s" group by analytic_time order by
analytic_time limit 1000

ERpas, HBUTLISHERGERLE approx_percentile S HAEIMEXER

urlPath:$path AND region:S$region AND action:S$action AND returnCode:SreturnCode
select time_series(_ TIMESTAMP_ , 'S$_ interval', '$Y-%m-%dT%H:%1i:%s+08:00', '0') as

,avg (timeCost) as avg ,approx_percentile (timeCost, 0.50) as P50
,approx_percentile (timeCost, 0.90) as P90 ,approx_percentile (timeCost, 0.95) as P95
group by order by limit 10000

RiREREEND

FELALERIZEFIG, FREEHEIT Grafana 3 EIJJ‘E‘EE’J%E«O JFLTEINEE, Grafana TEAIRBAFEEE , EEHR,
Textbox MANEXEBZSEHIFRERN, ERSHERY, THEHITERE, XBEENBUEATRE Query EBITS,
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%) i:ik= R

ES &/ $action TM: AFEFHMASOMSE, ES HIBRAIRASEA DSL #TiEiR, BN EREIIFS query £4
73 urlPath:$path AND region:$region BIRZ, BikE action FER, FHEEHIUAEHIR

General

Name action

Label #&OA™M

Description

Query Options
Data source 2 j#ERElasticsearch Refresh ®  Ontime range change

Query {"find"; "terms", "field": "action’, "query" "(urlPath:$path AND region:$region )", "orderBy": "doc_count",
"min_doc_count":1}

Disabled

Selection options

Multi-value

Include All option

Custom all value

CLS [a#a9 $action TM: EAKE ESEERBIBMBMAITAL, RIS, EERSERHEAFTRSFEPIMYAETE
Bfa, WA SQL B, HAAEHERER. #IFEER % Grafana BLEZE .
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https://cloud.tencent.com/document/product/614/52102#.E6.8F.92.E4.BB.B6.E5.85.B6.E4.BB.96.E4.BD.BF.E7.94.A8.E6.8C.87.E5.BC.95

BEIRSS

O BT

General

Name action

Label OB

Description

Query Options

Data source & ETRCLSEUER Refresh @  Ontime range change

RS%R S e
L AEEED L

urlPath:$path AND region:$region
| select action, count(*) as c¢ group by action order by c¢ desc

Disabled

Selection options

Multi-value
Include All option

Custom all value

B??EFE CLS MERIEAHITEESTH, i Tl«lﬁﬁiﬂ%ﬂu_}u‘ﬂﬂ"“ RREHNEE, BEAZ ERNRSER, (FAFIRA
HITRT . WEEXAEFS N BNz FEaiERERZENE . WMERIED:

Namespace=QCE/CLS&Action=DescribelInstances&Region=: on&display==5{

TopicId}

EREERIIE:

IRIFRE: BR=IE (16F) BREEAR 137 #1170


https://cloud.tencent.com/document/product/248/54510

$%) - i}ik= R

Query Options
Data source & ${datasource} Refresh @  Ondashboard load

SRR oHE ATHKRS

Hifjigea Namespace=QCE/CLS&Action=Describelnstances&Region=3$region&InstanceAlias=TopicName

Regex ®

Sort ® Disabled

Selection options

SHFRBREREIERS

FEEFREMP, B9 ARSFEMBERIEHEFHEER— ES E6I ERER. #£ER CLS 25, RAMEENEZET S/ MEE
E&E, Ih, APYUERSEZES/AEEERESHIEIEERF.
HF3FREFRMHIAETER:

Datasource &5 SERCLSHIEE ® Query options  MD =auto=1434 Interval = 1m

LB EXHEID

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, count(*) as shanghai
group by analytic_time limit 1660

M BFEEMD

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, count(*) as guangzhou
group by analytic_time limit 1080

IR ABEMID

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, count(*) as beijing
group by analytic_time limit 1666

FAiIJRILAER Transform &IR, SCIEIERMONE, HEATENEREITRETR.

IRIFRE: BR=IE (16F) BREEAR 55138 170



o2 - Liiv=

analytic_time

2022-03-25 11:00:00

2022-03-25 13:00:00
2022-03-25 14:00:00
2022-03-25 15:00:00
2022-03-25 16:00:00

2022-03-2517:00:00

\ Transform 3

Outer join

Field name

v Add field from calculation
Mode Reduce row
Field name analytic_time
Calculation
Alias

Replace all fields

~ Filter by name

Identifier analytic_time +

B&

shanghai
1316
3600
3600
3600
3600
3600

3600

shanghai v

[CLS] SithisiFRIERE

guangzhou

guangzhou v beijing v

1316

3600

3600

3600

3600

3600

3600

Total v

BEIRSS

MFFER ES (NFRE, ESULNTEBLSE, MILUS— ES HIRRRNER, 2% CLS BiERINERR

ES % CLS #iERrIER, AILLEAFRPMEE ELK EBEIBNZBERSE, RENTRETRSEIEENFIA,

B ERINERR, MMUEREN LREIME ES BIEFIRAE, ErILAS SRR —LEHMEED (MBI SEIRE

g) , EiFtSBNESHITHS

IRIRERE: BR=ITE (1bF) BRSEAE
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O BHE

AR ER
nﬁ?ﬁin%

IRATIEER S AR B S E AN
miEE#HATIE: 2024-05-29 14:28:51

[ 1]

HAVSHRERE, RESEREN, EEHPNARFERSREFAFNSSMASE, flan: TIEREEE (095 -1852) &
& “error” WEEEBITM100£MESE, JET(ERTIE (1952 - XHO08=) 88 “error” WIABEIT10SZMAZE,

KRS

RESERE BER, EENMTHTEORMAESRMG:

WIES
1 #yHEes
[x]
1 error | select count(*) as error_count
1558 v
MAER Q error_count
1156
2 mmEa2
%]
1 % | -select -hour{now()) as hour limit 1
1594 M
MAER G hour
19

+ FHATIED

=@ {$1.error_count > 100 && $2.hour »>= 9 && $2.hour <= 18 ) || ($1.emor_count > 10 && $2.hour < 9 && $2.hour > 18)

MiTiED:

error | select count (*) as error_count

FitEE “error” WIAESEH.
hiTiEa2:

IRIRERE: BR=ITE (1bF) BRSEAE 58140 170


https://cloud.tencent.com/document/product/614/51742

O WifiE

hour (now ()) as hour limit 1

B BHAFNETEIRE SREVSEEHITHIZIANETERS , BEERETF/LR.
Rt

( .error_count>100 && .error_count>10 &&

( .hour<9 ||

fFA MEREFREAN IBEEFNSZEMEREREE, Bh, $1.error_count>100 && $2.hour>=9 && $2.hour<=18 ¥
REZENMTHTEE0IR — 18, error_count KF100AEMESTE;

$1.error_count>10 && ($2.hour<9 || $2.hour>18) FRHEEMAEISARISESE (BM9= - XHO08=) A,
error_count KF10B)&AESEE,

IRIFRE: BR=ItE (It ) BRSEATF 141 #1170


https://cloud.tencent.com/document/product/614/58981
https://cloud.tencent.com/document/product/614/51756

O BHE

(ERRWLLEAEEMA RN

IEEHAYiE: 2024-05-29 11:46:11

[ 1]

IRESEMAFME, BTUSSS, SRENEITETALL, BHET—EREBMASE. FIaNEONINATEHE LR R
R EFBE50%EMESE,

KRS

RESERE BER, BEMTHTEORMASRMG:
hiTiaa:

(compare[3], 4) as ratio,
compare[l] as current_avg_request_time,

compare[2] as yesterday_avg_request_time

select compare (avg_request_time, 86400) as compare

("request_time") as avg_request_time

EiRiEGORHITERS:

o ratio X% HENHEOFHWLAEEHEELIER (BI864007 81 ) AILLE

« current_avg_request_time {{%: HaiEOFEHMMAATE

» yesterday_avg_request_time f{%: FEXRRYEERIEOFINERATE
LHi#EAHREEFERT compare BE, FHIHIBES N FEFLLEL
At

.ratio > 1.5

ratio XF1.580fEASE, BIHELLIEXR EFAEEI50%.

IRIFRE: BR=ItE (It ) BRSEATF 142 #170;m


https://cloud.tencent.com/document/product/614/51742
https://cloud.tencent.com/document/product/614/63801

O BAS s

A SRR S E&XEIARRAIERA

[ 1]

HiEREPREES MRS (service)IAE, SERTERRSBEEFFNREEFREMEN . SIMLITEE, HESMRSHINS
FLALEIRAEISSERIZZEFREEPA -

L service: user level: ERROR msg: xxxxxx

b2 service: pay level: ERROR msg: XXXXXX

SRS 5 semm

service = pay

L SR

AP EERS

service = user

AP EEERA

[ e

TB—: RESETE, REBUNTRE:
1. PUTEORMERM: 5 SQL HBIFKIHE4 service HBIZAFTRE, HTRHERHERMATST5H service.

= 1 HFES
HATIED) 1 level:"ERROR" | select count(x) as error_cnt,service group by service having error_cnt >=5 limit 100 o
EifnEsEE pinlpokc v
ARER O | error_cnt service
7 pay
5 user
+ RpeTiES
REH® REER v
gLy BE v WTEE1T v BREWM v xF v 0
v
G| 8

IRIFRE: BR=IE (16F) BREEAR 143 #1170


https://cloud.tencent.com/document/product/614/51742

O BHS

2. BRSAEME: 1R service WEZHTHE, 81 service BHMERIXEE,

»aux® @O

BRFBRNITEOLERHTHE, BTHEARK—REE

$1.service ©

BEIRSS

3. FIMBED: MEREER, EFi% service BAF#E(msg). HP {{index .ConditionGroup "$1.service"}} &

RARREEIINA service,

SHHHO
®m
AXFAES HRTE
RBGENTETRREHNREET, Hl
EnorEI ST SMALEN, EEEPEENN
AR,
& RIS

WRHHIED 1

TR REAR

service:{{index .ConditionGroup "$1.service"}}

FERTOP5 R ALL4EIT

HpASENEEENNSNAE, REEF
BHOBMKITHESRE, RREBMFRERES
tt. $laNTop5 URL, Top5 IRLRZSEEE

BRTE

level:"ERROR"

BEMXBESH

A SENEEERNESREE, HiTE
XHMBRHIIEG. Bl B * | select

avg(timeCost) as time,URL group by URL 3XEX
BMEOEREN, BT status:>499 FREVHIR

=+
o

fit

select msg limit 100 o

4. FmNEESZE: HAf {{index .ConditionGroup "$1.service"}} FTRMREEIIMNAY service

EEEN
s L 1+ TEREMRERAERN, N weEsss
BAREA RECEARER FREEMREA
BAIZREHZRFRID BAIRE
AR LAHE
notice-f0962da9-554e-41de-a567-97f18d8a2a39 a
gﬂﬂ%iié@ service {{index .ConditionGroup "$1.ser Q
+ RNDEFR

5. RINBEXSEBENAE: Btk SERIRS AR R RAYHERE

[EEpIPEESI SRS BRES&F: {{index .ConditionGroup "$1.service"}}
® HIRABLE: ({.QueryResult[0][0].error_cnt}}

IRIFRE: BR=ItE (It ) BRSEATF

SRERTESZENS

RE

RE MR
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O BAS RS

TR KEBMFES
FERINTEMMAN, &R (service)iSEE S BIREERBEIEM .

BRI

Fig
BHREOT) 4
M A
R BAHE
HEDKFRserviceETpay BHNEHEIER00:00:00 - 23:59:59
TR
BHRREOT) /s
A2 t /s W
R RS
L8 HEFEservice/EFuser SEAIAYE)ER00:00:00 - 23:59:59
[

AN

FTHR=: BREEEN

alarm BOT

o

BIBEIKS e —— g 1) 9 A ERS AR
LG test

WRITR: test

bR %M [$1.__QUERYCOUNT__]> 0 [$1.service=user]
fil & T8 : 2024-04-24 11:04:39

FFEERd e 223 S

MINEHIANE: RSB user

HIZEERY: 6

ZHSH:

HIRFIE

msg
XXXXXX
XXXXXX
XXXXXX
XXXXXX
XXXXXX
XXXNNX

BARE ENRE BRSE

i
4
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O WifiE

SZW1% PagerDuty/Slack EE=5F&

IEEHAYiE: 2025-06-18 19:38:01

[ 1]

HEuEE B E X ERAIE PagerDuty. Slack. Microsoft Teams. Jira Service Management. Google
Chat; E:J:?ﬁ—gllﬁﬁﬁéﬁiﬂo

EESR

B FRENNERE

1. R HERSENS .
2. ZEMSHES, EFNBEE > BHNASERNR, #ABNASRIREERH.
3. PR, FEENERIFED, REFEMENRE, HENMTERHER.

PagerDuty

© iAR:
» CLS i&ig Events APl V25 PagerDuty 334, 58R2i81 Service K&l Events APl V2 Integration,
iBH1T Add Integrations to an Existing Service .

o IBEHRLATIERABPEI routing_key F PagerDuty #fJ Integration Key.
« iBRAYEE PagerDuty 8 Integration URL, BEFEEELEER.

= |72
o iER%

Accept: application/json

Content-Type: application/json

o IERAS

Alarm}}",
ixTime .NotifyTim

~] "Critical"}}

"Warn" } }warning{
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https://console.cloud.tencent.com/cls/overview
https://support.pagerduty.com/main/docs/services-and-integrations#add-integrations-to-an-existing-service

BEIRSS

"{{escape .TriggerParams}}",
"{{escape .Message}}",

"{{escape .AnalysisResultFormat}}"

"RO3ECCMUCxxxXxXXxXxXXXNGFE87CT",
"{{.RecordGroupId}}",
"trigger",
"{{escape .Topic}}",

"{{.QueryUrl}}",

"{{.DetailUrl}}",

"Alert Detail"

application/json

Content-Type: application/json

"{{escape .Alarm}}",

"{{fromUnixTime .NotifyTimeUnix}}",

"{{if eq .Level "Critical"}}critical{{else if eqg

"Warn"}}warning{{else if eq .Level "Info"}}info{{end}}",
"Tencent Cloud Log Service"
o

"RO3ECCMUCXxXXxXXXXXXXXNGFE87CT",

"{{.RecordGroupId}}",

"resolve"
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BEIRSS

Content-Type: application/x-www—form-urlencoded

o IBERAE

{{- define "subTemplate" -}}
Alarm triggered for the log service of account {{.UIN}} ({{.Nickname}}):
Alarm Policy: {{.Alarm}}
Alarm Level: {{.Level}}
Monitoring Object: {{.Topic}}
Trigger Condition: {{.Condition}}
Current Data: {{.TriggerParams}}
Trigger Time: {{.StartTime}}
{{- 1if (gt .Duration 0) }}
+ Duration: {{.Duration}} minutes
{{- end}}
+ Additional Message: {{.Message}}
+ Multidimensional Analysis:
<{{.DetailUrl}} |DetailedReport> <{{.QueryUrl}} |QueryData>{{if .CanSilent}}
<{{.DetailUrl}}|ClaimAlarm> <{{.SilentUrl}}|SilenceAlarm>{{end}}
{{- end -}}
payload={"username": "CLS Alert","icon_emoji": ":rotating_ light:", "blocks":
[{"type":"header", "text":{"type":"plain_text","text":":rotating light:Alarm:
{{escape .Alarm}}","emoji": P, {"type": "section","text": {"type":
"mrkdwn", "text": { {e ape (substr (renderTemplate "subTemplate") O

3500) +1"}11}

Content-Type: application/x-www—form-urlencoded

{{- define "subTemplate" -}}
A CLS alarm was resolved under your account (ID: {{.UIN}}; name:
{{.Nickname}}) :
Alarm Policy: {{.Alarm}}
Alarm Level: {{.Level}}
Monitoring Object: {{.Topic}}
Trigger Condition: {{.Condition}}
Trigger Time: {{.StartTime}}
Resolved Time: {{.NotifyTime}}
Duration: {{.Duration}} minutes"
{{- end -}}
payload={"username": "CLS Alert","icon_emoji": ":green_circle:", "blocks":

"

[{"type":"header", "text":
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BEIRSS

{"type":"plain_text", "text":":large_green_circle:Resolved:{{escape
.Alarm}}","emoji": }r,{"type": "section","text": {"type": "mrkdwn","text":

"{{escape (substr (renderTemplate "subTemplate") 0O 3500) }}"}} 1}

Microsoft Teams

S
o iER%L

Content-Type: application/json

{{- define "subTemplate" -}}

**Alarm triggered for the log service of account {{.UIN}} ({{.Nickname}}):**
Alarm Policy: {{.Alarm}}
Alarm Level: {{.Level}}
Monitoring Object: {{.Topic}}
Trigger Condition: {{.Condition}}
Current Data: {{.TriggerParams}}
Trigger Time: {{.StartTime}}

{{- if (gt .Duration 0) }}

— Duration: {{.Duration}} minutes

{{- end}}

— Additional Message: {{.Message}}

{{- range S$key,S$Svalue := .AnalysisResult}}

**{{Skey}}**

{{$value}}
{{- end}}
{{- end -}}
{
"type": "message
"attachments": [{
"contentType": "application/vnd.microsoft.card.adaptive",
"content": {
"Sschema": "http://adaptivecards.io/schemas/adaptive-card. json",
"type": "AdaptiveCard",
"version": "1.3",
"msteams": {"width": "Full"},
"body": [
{
"type": "TextBlock",

"text": "Alarm:{{escape .Alarm}}",
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BEIRSS

"wrap": ;
"color": "{{if eq .Level "Critical"}}attention{{else if eq .Level
"Warn"}}warning{{else 1if eq .Level "Info"}}accent{{end}}",
"size": "Large"
b
{
"type": "TextBlock",
"text": "{{- escape (substr (renderTemplate "subTemplate")
3500) +}1",
"wrap":
I
{

"type": "ActionSet",

"actions": [{"type":"Action.OpenUrl","title":"DetailedReport","url":
{{.DetailUrl}}"}, {"type":"Action.OpenUrl", "title":"QueryData", "url":"
{{.QueryUrl}}"}{{if.CanSilent}},

{"type":"Action.OpenUrl", "title":"ClaimAlarm", "url":"{{.DetailUrl}}"},
{"type":"Action.OpenUrl", "title":"SilenceAlarm", "url":"{{.SilentUrl}}"}

{{end}}]

Content-Type: application/json

{{- define "subTemplate" -}}
**A CLS alarm was resolved under your account (ID: {{.UIN}}; name:
{{.Nickname}}) :**
Alarm Policy: {{.Alarm}}
Alarm Level: {{.Level}}
Monitoring Object: {{.Topic}}
Trigger Condition: {{.Condition}}
Trigger Time: {{.StartTime}}
Resolved Time: {{.NotifyTime}}
Duration: {{.Duration}} minutes"
{{- end -}}
{
"message
"attachments": [{
"contentType": "application/vnd.microsoft.card.adaptive",
"content": {

"Sschema": "http://adaptivecards.io/schemas/adaptive-card.json",
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O BHE

Jth": "Full"},

"subTemplate")

Jira Service Management

© ikm:

» CLS i&iZ API Integration 5 JSM(Jira Service Management) 331%, WNRLaizki#m API
Integration, iB#{T Add a global integration . FINSERERBEZ Integration, FH3XKENEEI API
key.

o IBEHRLATIERLAAI Authorization A JSM Y APl Key, #&V Basic + g +

Base64 fWMBIEHY API Key o

= |rd
o iER%L

Accept: application/json

Content-Type: application/json

Authorization: Basic YjdiYjISMWXXXXXXXXXXXXXXXXXdhNDUyYjVmYjQOw

o IERAE

{{- define "subTempl:
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https://support.atlassian.com/jira-service-management-cloud/docs/add-an-integration-site-level/

BEIRSS

Current Data:{{.TriggerParams}}
Additional Message:{{.Message}}
{{.AnalysisResultFormat}}
Detail Report:{{.DetailUrl}}
{{- end -}}
{
"message": "{{escape .Alarm}}",
"alias": "{{.RecordGroupId}}",
"description": "Alarm Policy:{{escape .Alarm}}\nTrigger Condition:{{escape
.Condition}}",
"entity": "{{escape .Topic}}",
"source": "Tencent Cloud Log Service",
"priority": "{{if eq .Level "Critical"}}Pl{{else if eq .Level
"Warn"}}P2{{else if eq .Level "Info"}}P5{{end}}",

"note": "{{escape (substr (renderTemplate "subTemplate") 0 3500) "

Accept: application/json

Content-Type: application/json

Authorization: Basic YjdiYjISMWXXXXXXXXXXXXXXXXXAhNDUyYjVmYjOw

o IBRAE

{{- define "subTemplate" -}}
Alarm was resolved
Trigger Time:{{.StartTime}}
Resolved Time:{{.NotifyTime}}
Duration: {{.Duration}} minutes"
{{- end -}}
{
"message": "{{escape .Alarm}}",
"alias": "{{.RecordGroupId}}",
"description": "Alarm Policy:{{escape .Alarm}}\nTrigger Condition:{{escape
.Condition}}™",
"entity": "{{escape .Topic}}",
"source": "Tencent Cloud Log Service",
"priority": "{{if eg .Level "Critical"}}Pl{{else if eqg
"Warn"}}P2{{else if eq .Level "Info"}}P5{{end}}",

"note": >scafy (substr (renderTemplate "subTemplate")
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O BHE

Y

Google Chat
O FRE:
REXBEE (b=, I, £, EXF ) FAZIFEEWNE Google Chat.

) |0
o iER%L

Content-Type: application/json; charset=UTF-8

{{- define "subTemplate" -}}
*Alarm triggered for the log service of account {{.UIN}} ({{.Nickname}})™*
Alarm Policy: {{.Alarm}}
Alarm Level: {{.Level}}
Monitoring Object: {{.Topic}}
Trigger Condition: {{.Condition}}
Current Data: {{.TriggerParams}}
Trigger Time: {{.StartTime}}
if (gt .Duration 0) }}
Duration: {{.Duration}} minutes
{{- end}}
* Additional Message: {{.Message}}
* Multidimensional Analysis:
{4 1y 1tFo b
<{{.DetailUrl}} |DetailedReport> <{{.QueryUrl}}|QueryData>{{if .CanSilent}}
<{{.DetailUrl}}|ClaimAlarm> <{{.SilentUrl}}|SilenceAlarm>{{end}}
{{- end -}}

{"t S { e (s Cr ~enderTe : "subTemplate") 0 3500) 1"}

[-3
=

o ERL

Content-Type: application/json; charset=UTF-8

o IERAE

{{- define "subTemnr

*A CLS alarm was resolved under your account

{{.Nickname}}) *
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* Alarm Policy: {{.Alarm}}

* Alarm Level: {{.Level}}

* Monitoring Object: {{.Topic}}

* Trigger Condition: {{.Condition}}

* Trigger Time: {{.StartTime}}

< Resolved Time: {{.NotifyTime}}

* Duration: {{.Duration}} minutes"
{{- end -}}

{"text": "{{c oe (substr (renderTemplate "subTemplate")

$H2: FRENRES

1. EEMNSHESR, ERHRER > BNREE, #NBNREASERE.
2. pEAE, TENANGRERMEN, FREENRENESTTERHEE:
O REFXE: BENEOGR
O Webhookiitiit :
O PagerDuty: Add Integrations to an Existing Service £I8HfJ Integration URL.

O Slack: CLS i&i@ Incoming Webhooks 5 Slack 3%, MZai%X&i&H Incoming Webhooks, i&HhiT
Sending messages using incoming webhooks , 8 Incoming Webhook, 3XREXEAH) Webhook
URL.

O Microsoft Teams: CLS i&id Workflows 5 Teams 33#%, i&#17 Create incoming webhooks with
Workflows for Microsoft Teams , LAME#RGZEIE workflow, KEVESHI URL, #EiRiEEE Post to a
channel when a webhook request is received.

O Jira Service Management: https://api.atlassian.com/jsm/ops/integration/v2/alerts.

O Google Chat: CLS i@iZ webhook 5 Google Chat 331%, iM%gix&i&ER webhook, i5H{T Register
the incoming webhook , €l Webhook, iXEXE®H webhook URL.,

O iERFGE: POST
O AEER: EF P51 RRIOEMAEIER.

@ iAR:
HANEERATSE SEBNRESH,

$H3: EEEREPEEENRESE

1. EEMSH=T, EFEREE > GRRE, #\SERBSEERE,
2. PR, FARESERE, FHANRERPTSE RESEER . HPXBRENREANERE 52 EMNEMREd.,

IRIFRE: BR=ItE (It ) BRSEATF 55155 #1170


https://cloud.tencent.com/document/product/614/51742
https://cloud.tencent.com/document/product/614/118707#65736f7f-6b6d-4318-bda9-1abd65931bf9
https://support.pagerduty.com/main/docs/services-and-integrations#add-integrations-to-an-existing-service
https://docs.slack.dev/messaging/sending-messages-using-incoming-webhooks
https://support.microsoft.com/en-us/office/create-incoming-webhooks-with-workflows-for-microsoft-teams-8ae491c7-0394-4861-ba59-055e33f75498
https://support.microsoft.com/en-us/office/create-incoming-webhooks-with-workflows-for-microsoft-teams-8ae491c7-0394-4861-ba59-055e33f75498
https://developers.google.com/workspace/chat/quickstart/webhooks#register-webhook
https://developers.google.com/workspace/chat/quickstart/webhooks#register-webhook
https://cloud.tencent.com/document/product/614/118707#722e1dd7-5148-491d-a677-28190546429a
https://cloud.tencent.com/document/product/614/59661

O BHE

¥GEFNiE 2R
M Flink ;&% CLS B&

RIEEFATE: 2025-05-29 19:08:21

MR
ASZiF AR T AMAIER Flink SERTEZEFISH CLS B89 Nginx BEEE, 8 Web i®iY PV/UV B, HISEREIBEHEAN
FIBER MySQL #4REEE.
XhERRE A R AR AT :
BRARA N BRA
Nginx 1.22
CLS BEmRSS -
Java OpenJDK openjdk version 1.8.0_452
Scala 21112
Flink 1.14.5
MySQL 5.7
METER

B REERZE Nginx FIX

1. WEBA=EN CVM, ESR 8JEE CVM =6l o
2. &% Nginx 1.22k7 %,

$H2: RE Nginx BFREWR= CLS HERS

. ¥ Nginx BEX&%E CLS HEER
. CLS BERSBFRERIR Loglistener %% , Loglistener E{UFHRAH Beats, AFRRERFTEIERN Agent,
. BEEBABESIE, JLUIEESEADZ Nginx HBEEIE.

. &fg, & CLS =5& /S kafka iHZE, (A Kafka thiXiEZIeE, BILUS— 1" BEER, SE—1 Kafka Topic kiF
=, ANHSERRITEIES Flink, SEAHEZE Ngink BEEE, 1STTEIERSAZ MySQL.

SW3: B8 MySQL $iEE:
1. €I MySQL 52fl, BREIERE.

A W DN -~

mysgl -h 172.16.1.1 -uroot -p

2. FEEEEA DB #1%, $1F9a9 DB &5 flink_nginx, £&73 mysql_dest.

create database if not exists flink_nginx;
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https://cloud.tencent.com/document/product/213/4855
https://cloud.tencent.com/document/product/614/37735
https://cloud.tencent.com/document/product/614/17414
https://cloud.tencent.com/document/product/614/72651
https://cloud.tencent.com/document/product/236/46433

BEIRSS

use flink_nginx;
create table if not exists mysqgl_dest (
ts timestamp,
bigint,
uv bigint

)i

$BA: BE Flink

1. #BE Flink B, BIERIMTIRE, BURIRESREFRRKN.
O WEEHA=ZEN CVM, BiREER/IN8C16G,
O % JDKv8.0.0,

https://corretto.aws/downloads/latest/amazon-corretto-8-x64-1linux-Jjdk.rpm
—ivh amazon-corretto-8-x64-linux-jdk.rpm

java —-version

O %% Scala2.11.12
2. €% Flink1.14.5, F#Fi#A\ SQL F@l, M Apache Flink EM T& Flink Z#§SBE8HAFHRZRE,

-xf flink-1.14.5-bin-scala_2.11.tgz
cd flink-1.14.5

https://repol.maven.org/maven2/org/apache/flink/flink—-connector-
kafka_2.11/1.14.5/flink-connector-kafka_2.11-1.14.5.jar
flink-connector-kafka_ 2.11-1.14.5.jar 1lib
https://repol.maven.org/maven2/org/apache/kafka/kafka-clients/2.4.1/kafka-
clients-2.4.1.jar

kafka-clients-2.4.1.jar lib

https://repol.maven.org/maven2/org/apache/flink/flink—-connector—
jdbc_2.11/1.14.5/flink-connector-jdbc_2.11-1.14.5.jar
flink-connector-jdbc_2.11-1.14.5.jar 1lib
https://repol.maven.org/maven2/mysqgl/mysgl-connector—-java/8.0.11/mysql—
connector—java—-8.0.11.jar
mysqgl-connector-java-8.0.11.jar 1lib
https://repol.maven.org/maven2/org/apache/flink/flink-table-
common/1.14.5/flink-table—-common-1.14.5. jar
flink-table-common-1.14.5.jar lib
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https://flink.apache.org/downloads.html#apache-flink-1145
https://cloud.tencent.com/document/product/213/4855
https://www.scala-lang.org/download/2.11.12.html

O BHS

bin/start-cluster.sh

bin/sgl-client.sh

BEIRSS
3. SHBLATEENRIAZERAL

1tos ~/flink-1.14.5]% bin/start-cluster.sh

Starting standalonesession daemon on host VM-14-204-centos.
M ixO:28081, AILAEE Flink Dashboard,

Apache Flink Dashboard

@ Overview

Available Task Slots
= Jobs

5

Version: 1.14.5  Commit: 253dcb1 @ 2022-06-09T09:10:44+02:00
Total Task Slots 6

Running Jobs
Task Managers 1

1

Message: (@

Running Job List

Finished 0  Canceled 4
Job Name

Failed 0
Start Time Duration End Time Tasks Status
insert-into_default_catalog.default_database.mysql_dest 2022-07-14 20:05:46 57m 39s - m m
Completed Job List
Job Name Start Time
insert-into_default_catalog.default_database.mysql_dest

Duration
2022-07-14 19:40:32

End Time
34m 33s

2022-07-14 20:15:05 22 B CanceLED |
#5: (8 Flink &% CLS HEEIRE

1. 7£ SQL Client REH, H{FMTF SQL:

—— H#FcLsHE
CREATE TABLE

(

STRING,
STRING,

BERFE,

BEPFER,
BIGINT,

ERIHZIR
BRS3 88 Atk AdiE
BIEBREPIRNFEDE
Hpin A IEIR3EET, ICRFFPIRES
ERiun 1 Bk

e

BEPR=FER,
STRING,
1P HehtAYECE

BEPRFE,
STRING, BEHFE,
STRING, BEHRFE,
INT, BEPRFE,
STRING, BEHFE,
BEPRFE,
BEPREFE,

STRING,

HTTP iBRIRE
URL bk

STRING,

STRING,

1% DT MR BT T e AT

ERinAEsER
BEREFER, 5TTP BKBIE
BIGINT METADATA FROM 'partition'

VIRTUAL,
IRIFAE: BRmITE (IR ) BIRSIEAT

-- CLsHEEESK

55158 170
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AS PROCTIME ()

) WITH (

'connector' = 'kafka', ——-ECcLSHEEREE{EKarka TopicKiHH

'topic' = 'YourTopic', ——CLS Kafkatd}iyiﬁﬁfﬁfﬁﬂééﬁtﬂﬂgiﬁﬂgﬁ, 1§uyﬂ12345*633a268cf
XXXX—-4adc-XXXX-T7a%ala7baXXXX

'properties.bootstrap.servers' = 'kafkaconsumer-ap-
guangzhou.cls.tencentcs.com:9096"', -- CLS KafkalMWiHZZFIEHERIRSHEIL, FIFPR
It a9ShRiE L, (EIRIRIGRISERMBIRIES

'properties.group.id' = 'kafka_flink', -- Kafka iﬁ&éﬂgﬂﬁ

'scan.startup.mode' = 'earliest-offset',

'format' = 'json',

'json.fail-on-missing-field' = 'false',

'json.ignore-parse-errors' = 'true' ,

'properties.sasl.jaas.config' =
'org.apache.kafka.common.security.plain.PlainLoginModule required username="your
username" password="your password";',——-FAPRBEHEERMENBREESID, Hlillcascxxxx-

dd2e-4ac0-af12-92d4b677d2c6, BBEHAPMsecretid

'properties.security.protocol' = 'SASL_PLAINTEXT',
'properties.sasl.mechanism' = 'PLAIN'

);

-— EBYBiFRE
CREATE TABLE

(
TIMESTAMP,

BIGINT,
BIGINT
) WITH (

'connector' = 'jdbc',

'url' = 'jdbc:mysqgl://11.150.2.1:3306/flink_nginx', —- EEXONNXEE

'username'= 'username', —— MYSOLWKS

'password'= 'password', -— MYSQLEZFS

'table—-name' = 'mysgl_dest' --— MYSQL%%

)

-—- & crsHEER, WNginxBERRIPY, vViBTREHE, SRS\ MysoLBiRE

INSERT INTO mysqgl_dest (ts,uv,pvVv)
SELECT TUMBLE_START (ts, INTERVAL '1l' MINUTE) start_ts, COUNT (DISTINCT

remote_addr) uv,count (*)
FROM nginx_source
GROUP BY TUMBLE (ts, INTERVAL '1' MINUTE) ;

2. £ Flink RYESS IR, FIATLAEE Flink {ES3R0 LR
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O BT

B
& Apache Flink Dashboard

insert-into_default_catalog.default_database.mysql_dest

ID: 2¢b9060f4816b5f48f200ca82976bda8 Start Time: 2022-07-14 20:05:46

[runnine I 2 |

Duration: 1h 17m 47s

Version: 1.14.5

= Jobs
Overview Exceptions TimeLine Checkpoints Configuration
® Running Jobs
@ Completed Jobs
£ Task Managers
P Job Manager
L, Submit New Job
Source: KafkaSource-default_
catalog.default_database.ngi
nx_source
1
Backpressured (max): 0%
Busy (max): 0%
Name Status Bytes Received
Source: KafkaSource-default_catalog.default_database.nginx_so... , LTI} 7.23MB
GroupWindowAgg dow={TumblingGroupWindow('ws, $... |ETOINY 5.13M8

3. A\ MySql #iEE, FEZRITE PV. UV NERBIELEREA:

MySQL [flink_nginx]> select * from mysql_dest;

2022-07-14
2022-07-14

20:16:00
20:17:00
20:18:00
20:19:00
20:20:00
20:21:00
20:22:00

2022-07-14
2022-07-14
2022-07-14
2022-07-14
2022-07-14

IRIRERE: BR=ITE (1bF) BRSEAE

GLOBAL

Records Received
0

25,737

GroupWindowAggregate(wind
ow=[TumblingGroupWindow
(‘w$, $114, 60000)], properti
es=[wSstart, wSend, wSproc
time], select=[COUNT(*) AS
pv, COUNT(DISTINCT remote
_addr) AS uv, start('w$) AS w
$start, end('w$) AS w$end, p
roctime('ws) AS w$proctim
&]) -> Calc(select=[CAST(w
$start) AS ts, CAST(pv) AS p
v, CAST(u...

Parallelism: 1

Backpressured (max): 0%
Busy (max): 0%

Byts

5.1

0B

es Sent

3MB 25,737

0

Records Sent

Commit: 253dcb1 @ 2022-06-09T09:10:44+02:00

Parallelism

1

1

Start Time

BEIRSS

Message: (

Cancel Job

Dura Tasks

2022-07-14 200546 11 [

2022-07-14 20:05:46  1h1 n
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O BRE
{5 DLC (Hive) 9% CLS B

RIEEHAYiE: 2024-10-24 20:59:22

7%

BEIRSS

LHISTEIEAERSS CLS PRIAZFIRET Hive #1T OLAP it8i, AILASRAIGHITIR . EaLIES BN =EIERITE
DLC (Data Lake Compute, DLC) RI#HEIRSHHSITHEIRS, TAXMBFNBEITEMNSH. FEEWMTRAR:

12iBCOS
COSTFfiE#E:
CLS E ':'EEEE > : [ Mtest-1253240642
HEBR: Log data
SEBR: SEBF: AEER:
dt=20220423 dt=20220424 .

EHiHo:
Select * from Table

DLC¥uiE#

& Eik®R: CREATE EXTERNAL TABLE

1. _xxx.gzip X, XHEFHEL_TFHSFL
2. pEAER0000, FEFERMIESE

HMEP R

CLS B&#E=E COS

SRR BE(ESS

1. BR BEESEHE , BEENSRIEARBES > BEE COS.

2. & “RiBE COS” WHEY, BEHFIHERE, FHHA “IREE COS” BOY, REHIBIRBES.

MTEREREEES:

BCEIN EEE

COS 7#i#
t

COSEEE & oivom%d EEHE, test RERETHEIE.

Xias# RERTIEER R

i e iR
&

IRIRERE: BR=ITE (1bF) BRSEAE

HEXHSREENRFEENZERT . EHIECEERD, —RYINA Table Location Atttk

1%E8 Hive S XFBNISE. BN, BERHDKAILUZER [dt=%Y%m%d/test, B dt= BERHEXF

AJ7ES - 15 ¥EEIPILE, BiINEFE153%, 250MB, XEFEXHHESLEL, EifitaEEE,

5161170


https://console.cloud.tencent.com/cls/overview

O BHS

EHE JSON &=,

)

BET—8, #ARHES, %F JSON NERELENFR.
EERBESER

BEIRSS

BEERMIREES159MWE, ALIECOS (MREF:H ) EHAEEIATHE, BRENELUTE, S XERTEERFNEE

X

COSTEfi&#E:
1 [/ /test-1253240642

HEBF: Log_data

SEBER: SEBFR: SEBFR:

dt=20220423 dt=20220424

MREFEEH SR SEIEN T ERR:

253240642 | log_data / dt=20220424

et Blps - awpess (B

Q R F434F

XitE ¢ K 3
chris__00be1d57-783a-417d-9e37-acca80dd5686_000.gz 1.51KB
chris__0b380626-d793-4820-bc4a-3219ac31aca8_000.9z 1.50KB
chris__1e095712-7460-440a-8678-dcf8fch7d094_000.9z 1.17KB
chris__1ea7c6c5-a49a-4ccb-acfd-cdic8ee23b8b_000.gz 1.50KB
chris__1fcd088¢-053f-44b3-86a5-c177fc421fe0_000.9z 1.51KB
chris__201eac9a-cadd-49cc-8b6a-6680d50c44¢7_000.9z 1.30KB
chris__22eca216-bd0f-485e-9818-a508e30e7658_000.gz 1.01KB
chris__2cd6ecOe-c2e0-4682-af33-0ef6 17eafatd_000.9z 1.48KB
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T

IERE

TS

i

IEEE

TS

IR

IEE

SR ¢

2022-04-24 19:14:56

2022-04-24 19:10:06

2022-04-24 16:05:07

2022-04-24 16:10:03

2022-04-24 18:00:06

2022-04-24 15:45:06

2022-04-24 16:55:06

2022-04-24 16:15:03
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O BHE

DLC (Hive) £#F
DLC t@/MpEHMSANREFMAEER

BEHIBIREENREFHEE, AAET DLC =H& — BIBIRRINEEIEIMNIER, BRIFOTSRMNT SQL =fl, BIsiERs
R=FELAR Location FRESHRENFER—H.

DLC S/ RESIZMSRIEIR, aTLARBEHEESIE X REMNBIMRIEER SQL, EARFHEHITIIEESH—SIRIE
SQL ¥IErRFEREERIE, HIMLATESI, TIMESTAMP ZEHEERE D int, {E0J8E bigint Z 98

CREATE EXTERNAL TABLE IF EXISTS "“DataLakeCatalog . test’ . log_data’ (

"__FILENAME__ " string,

__SOURCE__~ string,

__ TIMESTAMP__ ° bigint,

“appId’ string,

‘caller” string,

‘consumeTime ™ string,

“data’ string,

‘datacontenttype’ string,

“deliveryStatus® string,

‘errorResponse’ string,

‘eventRuleId® string,

“eventbusId® string,

‘eventbusType ™ string,

“id’ string,

"logTime” string,

‘region® string,

‘requestId® string,

‘retryNum® string,

“source’ string,

‘sourceType string,

‘specversion’ string,

“status® string,

‘subject” string,

“tags® string,

‘targetId® string,

‘targetSource’ string,

“time® string,

‘type® string,

‘uin® string
) PARTITIONED BY ( 'dt’ string) ROW FORMAT SERDE
'org.apache.hive.hcatalog.data.JsonSerDe' STORED AS TEXTFILE LOCATION
'cosn://coreywei-1253240642/1log_data/"

o MBRERHSXIZIE, Location EEIEME cosn://coreywei-1253240642/log_data/ BF, A=
cosn://coreywei-1253240642/1log_data/20220423/ B

o [EFFEEINEE, EEISBRIEMEBUBES]EFRERFEFA: cosn://coreywei-1253240642/1log_data/20220423/ H
&, HEESKRETE SQL # Location f8XI[E] cosn://coreywei-1253240642/1log_data/ BEREIA,

o BYHSRERFHERE, BSRDHRINFEZS,
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O BHE

Bmma X
AREBEETMSREIER, FEED select FDRMEIE. STLUBIMTFHEHARFNSX:

RsEsy X

EZHREA—RENBFESREIE, ETRE, EREXNERSSRES.

msck repair table DatalakeCatalog.test.log_data;

BESXRM

FENFEERESR2ZE, BESRESEBEM. fii, SXHE—19K, WAllIBETiZSGRETEERM.

alter table DatalakeCatalog.test.log_data add partition (dt='20220424

PR
HSRARNE, BIFTEBE DLC MITEIRF AR

“rom "~ DatalLakeCatalog’ . test

SR TERRR:

G B

1s SOLIE] select dt,count(1) from “Dat.

dt EXPR_1

20220424 156
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O BHE

EfT SQL 23R
{EAERT SQL RIS RS riehd

mIEEFHATE: 2024-06-07 17:23:13

B

RSt HSRHERESERIESE:

1. REHTEORTEEZR, SHPXEONMIREETK, HEEERER SQL £, BxERFrsmsMMNEEER, &
EBLRER.

2. MREHEVSRBRBENRE, thElBITERSQLAHT, 1§ HEENIEIR Metric , BER PromQL MiEiRTHESH, H
EigMtaltATES, IRMERATEDEYTHE,

AXNBEERSESNIVEEE R, REHELDERFMRIRE,

RMES TR
B RS EFANERSE

BEER SQL, TERETER A —MKRIEEEZEAFAS N ENEEENER: FINETIRNEE, TLURR129200 889
Bif, AEERERFEFERNETESEB, SUEETER B PEEENGER, NETATER B PREMERSIT, ZHES
ZEEFPEIINA, TRMERIERSiEREHR,

£61:
1. BERAPEERABEE: cls_service_log, EifiiEEE2023-12-13 12:00:00 - 2023-12-13 12:15:00, &R,
BT

(etl_input_line) as input_lines , (etl_failure_line) as

failed_lines , etl _task_id group by etl_task_id

2. EAEN SQL SR MtHIRESHIE, &% MEE SQL 5.
ERY SQL SR EINT:

o FATEE: BEENFERSTANEETER, =HIdH cls_service_log.

o BABMR: #IEAETER, F6IFH sql_result.

o JAESEE: 2023-12-1312:05:00 - 2023-12-13 12:15:00 ( 3CFFZEiFAIE12:00:00 —12:15:000950E, EaI7ERERE
Bh&EE SQL a0, SQL MiaEOREarEE )

o RERM: 553%

- SQL HiE@EO: @m-5m,@m

- SQLi#EA (CQL) :

(etl_input_line) as dinput_lines , (etl_failure_line) as

failed_lines , etl_task_id group by etl_task_id

© 5Rea:

IRIRERE: BR=ITE (1bF) BRSEAE 55165 #1170
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O BHS

BEIRSS

THIPRIERT SQL STERERMMERSITI—, BERLWSIZFST, fIA Distinct. Avg « TOP NitH
B, REEIREWSFRIEE SQLIED,

ALAEER SQL SrAvREEFERER, BERM1 M ERNEN, FOMT3MOSWEENER, WTEMR. =18
1989 SQL HEIE NN kNIF = E KA BEEE12:00-12:15,

BRI

IR v EHISHS, KMo, M, iEf
SEHIID maTHE 4 SQLETEIEO ¢ LI EEE
FHGITI: 20251218 12:1500 FFHARTIE: 2023-12-13 12:10:00 BATH: 1052
ba98d817-abaa-4f57-8d34-edc39af23425 LERIE: 2023-12-18 19:16:12 e o X f_ :
. %A 2023-12-13 12:15:00 WETE: 7
R 48ms
FHARTE): 2023-12-13 12:10:00 o _
. Bfj): 2023-12-13 12:05:00 781 1046
1256¢8df-7c25-4{9a-beb6-5d6be0b00a32 R 2023-12-13 19:16:07 il T@ ﬁ)\f.&
: FEERA(E]: 2023-12-13 12:10:00 BHATE: T
i 45ms
f18): 2023-12-13 12:05:00
465707(7-287¢-4 db-4bb29ae0c186 iiﬁg 2023-12-13 19:16:02 FHIARTE): 2028-12-13 12:00:00 @7 1028
eaaacad acte SO e CEFRETE): 2023-12-13 12:05:00 W T

RS 81ms

3. I B#FEE sql_result E5&E:
TLAEZIER SQL S BRIEEINT . BBTF input_lines #1 failed_lines £/ SQL &1, 4= ( 2R+ E553 889 sum

#) BB,

sum {8,
» 1 12-13 12:10:00.000
y 2 12-13 12:10:00.000
» 3 12-13 12:10:00.000
» 4 12-13 12:10:00.000
» 5 12-13 12:10:00.000
» 6 12-13 12:10:00.000
y 7 12-13 12:10:00.000
» 8 12-13 12:05:00.000
» 9 12-13 12:05:00.000
» 10 12-13 12:05:00.000

il 12-13 12:05:00.000

y 12 12-13 12:06:00.000

» 13 12-13 12:05:00.000

» 14 12-13 12:06:00.000

» 15 12-13 12:00:00.000

> 16 12-13 12:00:00.000

17 12-13 12:00:00.000

> 18 12-13 12:00:00.000

» 19 12-13 12:00:00.000

» 20 12-13 12:00:00.000

» 21 12-13 12:00:00.000

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines :

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

input_lines:

IHAIFEEERBEBM—IR sum, MALASEIRIEWSHRH15538RY input_lines # failed_lines B9

8455144 efl task id: 1aa7a610-ae88 .bfd-b5b8-d22259597318 failed_lines: @ _TAG__process id: ba98d817-a6aa-4f57-8d34-edc39af23425 __TAG_ trigger time: 1702466172 _TAG__.schedule_time: 1762448908 _TAG__job: abcd123
195 etl task id: 415d3de7-3f" -472a-bef7-e73f6fbd94ab failed lines: @ __TAG_.process_id: ba98d817-a6aa-4f57-8d34-edc39af23425 __TAG_trigger_time: 1702466172 __TAG_.schedule time: 1762440968 _TAG__job: abcd123

9 efl task id: 65713daa-c34c-49u 9771-43830d1ddb6d failed_lines: 9 _TAG_.process_id:

ba98d817-abaa-457-8d34-edc39af23425 __TAG_ trigger time: 1702466172 _TAG_.schedule time: 1762448908 _TAG .job: abcd123

4858 etl task_id: 7558d625-47f7-4f52-8368-4bd393778bd6 failed lines: 8 __TAG__process id: ba98d817-a6aa-4f57-8d34-edc39af23425 _TAG_ trigger time: 1702466172 _TAG__.schedule time: 1702440900 _TAG_job: abcd123
159 etl task id: 9777c723-‘\4/\,-4um5-08752c349c16 failed_lines: @ __TAG_.process id: ba98d817-abaa-4f57-8d34-edc39af23425 _TAG_ trigger time: 1702466172 _TAG__schedule time: 1702440968 _TAG_.job: abcd123
2033567 etl_task id: dod199a1-60eT=4225-bcad-deSfe7b2bd20 failed lines: 8 _TAG_.process_id: bao8dg17-a6aa-4f57-8434-edcd9af23425 __TAG_ tiggertime: 1762466172 _TAG_.schedule_time: 1762440988 _TAG_job: abcd123

2035059 efl task id: ee371a35-

. 87ef-25baa78d19a1 failed_lines: @ __TAG__process id: ba98d817-a6aa-4f57-8d34-edc39af23425 __TAG_ trigger_time: 1702466172 _TAG__schedule_time: 1762448900 _TAG _job: abcd123
8766785 efl_task id: 1aa7a610-ae@f .ofd-b5b8-d22250597318 failed_lines: @ _TAG_.process_id: f256c8df-7c25-4f9a-beb6-5d6bedboa32 __TAG_ trigger time: 1762466167 _TAG_.schedule time: 1762440608 _TAG job: abcd123
206 et task id: 415d3de7-3fP -472a-bef7-e73f6fbd9dab failed lines: @ _TAG_.process id: f256c8df-7c25-4f9a-beb6-5d6beBbBRa32 _TAG_ trigger time: 1702466167 _TAG_.schedule time: 1702448600 _TAG job: abcd123
11 efl task id: 65713daa-c34c-. '8-9771-43830d1ddb6d failed lines: 11 __TAG__process id: f256c8df-7c25-4f9a-beb6-5d6bedb00ad2 __TAG_ trigger time: 17062466167 _TAG_ .schedule time: 17024406600 _TAG__job: abcd123
4221 efl task id: 75584 _.-4/t7-452-8360-4bd393778bd6 failed_lines: @ _TAG_.process_id: f256¢8df-7c25-49a-beb6-5d6bedbRBa32 __TAG trigger time: 1762466167 _TAG_ .schedule_time: 1762446680 _TAG_.job: abcd123
210 etl_task_id: 9777c763- ¢ bd4-bf75-08750¢349¢16 failed_lines: @ __TAG_process_id: f256c8df-7c25-4f9a-beb6-5d6bedb@Ba32 __TAG_trigger_time: 1782466167 __TAG_.schedule time: 1762440680 _TAG__job: abcd123
2021065 et task id: dcd199a1-65ef 4225-bca@-dc5fe7b2bd20 failed lines: @ __TAG_.process id: f256c8df-7c25-4f9a-beb6-5d6be8b8@a32 _TAG_trigger time: 1702466167 _TAG .schedule time: 1702446608 _TAG job: abcd123
2262777 efl task_id: ee371a35-fcbd- .dc-87ef-25baa78d19a1 failed lines: @ __TAG_.process id: f256c8df-7c25-4f9a-beb6-5d6bedboa32 __TAG_ trigger time: 1702466167 _TAG__.schedule time: 1702440600 _TAG_job: abcd123
9864571 etl task id: 1aa7a61@-. ~~ *' ' ' "b8-d22259597318 failed_lines: @ _TAG_.process_id: 465707f7-287e-4aac-aedb-4bb29ae@c186 _TAG_ trigger time: 1702466162 _TAG_.schedule time: 1762440388 _TAG_.job: abcd123
207 efitask id: 415d3de7-3f83-47 .-bef7-e73f6fbd9dab failed_lines: © _TAG_.process id: 465707f7-287e-4aac-aedb-4bb29aeBe186 _TAG_ trigger time: 1702466162 _TAG_.schedule time: 1702440308 _TAG job: abcd123
10 etl task id: 65713daa-c34c-+ 1!~ ~771-43830d1ddb6d failed lines: 10 __TAG_.process_id: 465707f7-287e-4aac-aedb-4bb29aeBc186 __TAG_trigger time: 1782466162 _TAG_.schedule time: 1762448388 _TAG__job: abcd123
4308 etl task id: 7558d625-47¢ 4752-8360-4bd393778bd6 failed_lines: @ __TAG__.process id: 465707f7-287e-4aac-aedb-4bb29ae@c186 _ TAG_ trigger time: 1702466162 _TAG_.schedule time: 1702440300 _TAG_.job: abcd123
207 efitask id: 9777c703-147c-4bd4-t 5-88756c349c16 failed lines: @ _TAG_.process id: 465707f7-287e-4aac-aedb-4bb29aeBc186 _TAG_ trigger time: 1702466162 _TAG_.schedule time: 1702448309 _TAG job: abcd123
2019292 et task id: dcd199a1-65ef  ~S-bca@-dc5fe7b2bd20 failed lines: © _TAG_.process_id: 465707f7-287e-4aac-aedb-4bb29ae@c186 __TAG_ trigger_time: 1762466162 _TAG_.schedule_time: 170244300 _TAG_job: abcd123

2230147 efl task id: ee371a35-fcu._ 2f-25baa78d19a1 failed lines: @ _TAG_.process_id: 465707f7-287e-4aac-aedb-4bb29ae@c186 __TAG_ trigger time: 1762466162 _TAG_.schedule time: 1762440308 _TAG job: abcd123
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O BHE

4. EBFAFEEHIER
= BiFEEER sql_result hhiT SQL iEM:

select (input_lines ) as dinput_lines, (failed_lines ) as

failed_lines , etl_task_id group by etl_task_id

SENMTEMSEE, MERBEER: cls_service_log BEERSITHER—H (IREERERT) -

# input_lines Y # failed_lines Y ¢ etl_task_id

27086500 0 1aa7a610-acll ~iil -"hR-d22259597318

608 0 415d3de7-3%,-4r2a-bef7-e73f6fbd94ab
30 30 65713daa-0311"-49d8-9” -43830d1ddb6d

12587 0 7558d625-4h‘.f:m3w93778bd6

576 0 9777c703+ 4rc-4pu4-n1/5-08750c349c16

6073864 0 dcd199a1-65e* !ZZZ -~~N-dc5fe7b2bd20

6527983 0 ee371a35-fct u-4pac-o, " * 5baa78d19al

&ie

SHENESER, SUEdER SQL, MEEEHEMITE (FoENEE ) 25, AREBFRATERPH#HTIER, HEREN
xE2. 5%, JANREANBSEENHTESTED.
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O WifiE

M BERIZEIR(Metric)

IEEHAYiE: 2025-07-08 10:25:42

FIF(ER CLS (4R, BRSBZNKIEN, SHERSHEAWAEE, XMHE, TUZREATEDIER (Metric) &
&, AISER PromQL MiEtRE{TIHES T, ESRMEaEItEES, TLAGRAIERNEREERIAYIEHR,

g

{EFEER SQL, TN BERREUER, FHISIERREFEEIRERD. HLEE, BirEaR, FHEE), T
Prometheus &%, EIFHIESERESN BinFEME o

TRABLIRGIEIR U RIRABINAERER SQL ¥ Metrico HISSIHRZ: M Nginx BEHIREISMER (PV. KMIERE.
PO9_ilRitiE ) . fEiFEER URL, %88 PV RX/EX TOP10,

HAi)iSERER SQL, SepkBEEER.

RMET IR

1. &R CLS i=#l& , #REXME, 77 Nginx Demo HEER ( BEAMAIEET ) ERSIFRE, Demo HEETSER
5/ Demo BEMEAFIE CLS .

BRNFEBETNT:

:"124.78.124.112"

8314d542fa"

:"400"

2. TH demo AFERBAMER ST, WAETDIEDTUT:
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selec

BEIRSS

as pv, count_if (status>=400)as bad_request_count,

approx_percentile (request_time, 0.99) as P99_request_time,url group by

by pv desc 1lir

ZRINTE, WATEDE0RERYE:

#pv T
397
100
98
91
40
38
26
25
23

22

# bad_request_count Y # P99_request_time Y & url
197 0.009 /nice%20ports%2C/Tri%6Eity.txt%2ebak
100 0.002 http://azenv.net/
98 0.232 http://81. 63/cc.php
91 5.054 dnspod.qcloud.com:443
40 0.048 http://110 4/
38 5.003 /vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php
26 0.003 /?XDEBUG_SESSION_START=phpstorm
25 0.009 /config/getuser?index=0
23 5.001 /cgi-bin/.%2e/.%2e/.%2e/.%2e/bin/sh
22 0.003 /favicon.ico

3. EGHER TAB REMNA LS, BEFAEN SQL £, SHEFRED.

[{TH=101
(E=pA

=PN=l o

IEtRE R

i={ona:3i8

BHEXHE

A a2k

i5EA
Log2Metric
EIFERERR, 1RRUETELF, HIRRIZIRA NginxMetrico

* | select count(*)as pv, count_if(status>=400)as bad_request_count,
approx_percentile(request_time,0.99) as P99_request_time,url group by url order
by pv desc limit 10

BEME.

ZABMERE SQL iZTHPRIFIHEIR (BUERE) :
pv,bad_request_count,P99_request_time

BETRE, &5 url, —RREE group by FERIFER, fIFPRER URL ZSARITHIE
Bo

{"Author","Coder"}, HINEECHIME, EiREF-POREREFRENTRE. NA. HEERH.
RTEEZEM,

A (EQREEOAEN ) , FIENEDNRZ00:00:00-00:00:01895HE, BAERRIEIRAIRTEIEE
AEO/IZEMESIE:00:00:000

4. BET—¥, #AREKE.

e TR
REEE

AR

i5tAR
TERY SQL LERIEIETER
15380, BEARIBMERE—XES, HISERFRFISRER,
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O BHE

EirEaEn EFEERIAN, @m-1m,@m, EAESNEEER15%.

5. BEIRE, REFES.
6. FRESTREALASEES, PEER SQL £, EESTRH log2Metric BUES, HNESIFBERE.

7. EHAEIER SQL S ES AR BFER NginxMetric, BEBIRER, PBEERIFEESAORE, BHREEERE N
EtRIRPIEE—MERETES.

8. (A {EiFEER WHEREIE#HTH RS, FHESRERFMEMNRLE.

BiEE
14
12
0
8
6
—
4
B (
= — - I —
18:10 18:15 16:20 16:256 18:30 16:35 18:40 16:45 18:50 16:55 17:00 17:08
THE  BAE  BME BE-THEE

= {Author="Coder", _name_="P99_request_{ime", url="/"} 010241078838174272 2781 0,005 0036
= {Author="Coder", _name__="P99_request_time", url="/HNAPT"} 0002746887966804981 0025 0,001 0002

{Author="Coder", __name__="P99_request_time", url="/HNAP1/"} 1183 1188 1183 1183

{Author="Coder", __name_ ="P99_request_time", url="/MySQLDumper"} 0003 0003 0003 0003
— {Author="Coder", _name__="P39_request_time", url="/SGLiteManager-1.2.4/main.php"} 0002 0002 0002 0,002
== {Author="Coder", _name_="P99_roquest_time' ‘admin/login?q=§%7Bjndidap://78:  2481389/1s72gn%7D") 0008000000000000004  0.008 0008 0008
— {Author="C me_="P99_request ‘boaform/admin/formLogin"} 0.29700000000000004 0297 0297 0297
= {Author="Coder", _name__="P99_request_time", url= i i i in'} 0 0 0 0
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