O BAS s

H&0RSS
SLEHIE

Bl

IRIFRE: BR=IE (16F) BREEAR £1 #1313



& WifiE

[ hR#XFSRA ]
©2013-2025 Bl =hRINFE

A (BFRENFE. $iE. BRERS ) RENSFEREBARITE (Ib5R) ARSEARRMAE, REENZESHERBETE, FAEFEREMEE
XS, E21. R, PR, EEFUULTHIBINE .. BRTHERIBAZZFREE, BARSKERIEREREESE.

[ EtwAEA ]

O BRE

RECBA=RSHEXNEIFINEAZTE (1tR ) BREEADREXKATME . ANEEROEZSEFNIEIE, KEERFIARE. REENZR
BXRFIABETFY, HAEFFEMEAS N AREITHTER . S5, B2, £, BREFTH, SWSHENENERE XTSRS, B
MZBREREUEIEESRIA RS

[ BRs3=ER ]

AXEBERENEENESEHESm. RSOSFEEXER, PO RSHASTEAHNERAR.
EFREERBSN I M. RSEME. RSTESHNHESENZZEANEVERNE, RIENABELAE, BU, BRAENAXEARFRITEERHIRT
BIRIRERIRIE -

[ BXZRERA] ]
HNBATHSREN O ENNT SRS, RENNKARERRS, EEEEEHKR 40091001008£95716.

IRIRERE: BR=ITE (1bF) BRSEAE F2 #1131



%) i:ik= R

XiEEF

TR
BAERE
K& Windows HIEHREZE CLS
RE/EAENHEE
£ SDK LiEA=
EEREESE
Python SDK k&8
GO SDK Ltf&EE=
Java SDK L{EE=
C SDK Lf&B#&
C++ SDK L{&ERE
PHP SDK LB
NodeJS SDK L{&ER®
H¥s8e JavaScript SDK EER®
/2R JavaScript SDK LiEEE
HarmonyOS SDK L{&H&
Android SDK L{ER*
10S SDK LiER*
Flutter SDK L{&EB=&
i Kafka iRTIABEWSELSAE
BRI
T mIKEEEIR I
CDN ipia A&
CLB ipim A&
Nginx i5iRIBES
COS ipimBES
Flowlog R A&
TKE ®EitBESH
TKE SHRFSH
CSS =EEBAES R
&2
{8 Grafana K9 ES #iEFiE#8J CLS HiER
eEE
REEERS R E S EME Rt
(ERRWLE A EEMAE R
RASERSISSZERZF TR
£E3H% PagerDuty/Slack FE=5F&
1RIEF0EZE
{#5M Flink i#% CLS B&
{#F DLC (Hive ) $#7 CLS B
ERY SQL &
{ERER SQL MRIERSHTERT
MBERREUER(Metric)
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O WifiE

SMiS g
HEXRE
*E&E Windows KiEHEZ CLS

mIEE#RRYE: 2025-02-05 17:42:13

RiEia=
AIESIEFER Winlogbeat 5k# Filebeat E£& Windows #1EHE EEZE CLS,
BlRsRG

o EFERMRS (Cloud Log Service, CLS) , HABEXMMER (41 HESE 1 HEER ) o
o B Bill=inuEEEH S 3REEI Secretld #1 SecretKey,

IMELP R

{5/ LogListener Windows IR Windows B#H&
HEESN RE Windows BHH

&M Filebeat 3£ Windows X#H&

%% Filebeat

1. BifE EN , EENNAREY, THERES
2. 16R%&8 LIEEZRIE Windows EENM2RNIRER, HEES.
3. UEBEBRBMBITH powershell, cd ERERIXXEERTD, HHRITNTHSEE Filebeat.

.\install-service-filebeat.psl

.\filebeat.exe setup -e

start-service filebeat

LfEA®EE CLS

£ Filebeat 3B R, #%El filebeat.reference.yml X{§, EHIHBEN filebeat.yml o TF filebeat.yml FIFEPH output.kafka
EMAIMTRE . ZEEISIEE Filebeat $HEXR XS CLS Kafka £/=i%.

output.kafka:
enabled:
hosts:
topic: "¢
version: '
compression:

username: "S

password:

S i1z}
SERHNE HHaisz#F SASL_PLAINTEXT.
hosts CLS Kafka itshit . RIZEFSABEEEREMERS. 520 RSAO.
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https://cloud.tencent.com/document/product/614/96678
https://www.elastic.co/downloads/past-releases#filebeat
https://cloud.tencent.com/document/product/614/41034
https://cloud.tencent.com/document/product/614/41035
https://console.cloud.tencent.com/cam/capi

& WifiE

topic CLS Kafka topic&#r. BEEHIHBEEERE ID. fliN: 76c63473-c496-466b—XXXX=XXXXXXXXXXXX o
username CLS Kafka ifiallP&. BEENEEE ID. flil: 0f8e4b82-8adb—47h1-XXXX=XXXXXXXXXXXX o
assword CLS Kafka i5idZfB. 8RH ${secret_id}#s{secret_key} o HlfI: XXX XXXXXXXAYYYYYYYY . %A
P [ ESRENERIE TREREY .
BRSO
biich i [TEESid] KOS BRSO
2] 9095 gz—producer.cls.tencentyun.com:9095
I
4 9096 gz—producer.cls.tencentcs.com:9096
O EE:

ACHELAr- Mttt g, PSMRESFERRRIROMS, HitthidisEititas. #EE2N TAEE-Katka LERE,
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https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/614/18940#.E5.9F.9F.E5.90.8D

O BHE

XE/EIENXHRE

EIEEFRATE: 2024-05-29 14:28:51

REmR

EHSENEHIAHRT, HEERSEREERIRSEAMGP, BEA Linux RRATERN grep SERFSERNAE. BAXTEWSREARIESR
it, SEFATHHEFRNRSESE. fSTREFER. REFMIREERHISFERSHATEREY, mFEXWEEYER, SHFEETATHM—LERITS
thekisiE e, B LM%,

KB BINMTREET grep SERMFMBFTERZEBTIRS (Cloud Log Service, CLS) , LAREIII TS

o BIREDREERIER, TRERSERSHIINETE N, EREDE. HRSSHEETRAXE.

o HRERTHTRERRAE, SGSTREBIRSHUREE,

o BEFAFTHITHRITOW, REKERIWSIEE, Fli0 PV, #OMMAIE., BOERES,

o LRMENRERE, BEEE. IEHNMESSHEIREUE .

© kM
MREHHEEERERT CLS, AMEAEREMEERSISR, BENT SEHI3: BREE

HMET R
FW: AERE

RSB EEA AL, vIfEM LogListener §RIGAEREZE CLS,; LoglListener ZEEi#FiES M Loglistener £3=1Er -
WMRERBRSEZ BN ==RSEE ( Cloud Virtual Machine, CVM) , i#aLLEZIEHISBEIES LogListener, #EiBE2R CVM iitE5E
LogListener .

5RSSHEAMAERR, AT7TRENBEHITELEMSRINGITIH, ERERTISIFMENARRRBFSERIREINREIE. fliNREREE:

: [Tue Jan 22 14:49:45 CST 2019 +0800] ::: GET /online/sample HTTP/1.1 :::

::: http://127.0.0.1/

AERSEN ::: 8RN FR, HASNFRENEN:

IP: 10.2

bytes: 3C

host: 127.0.0.1

length: 64

referer: http://127.0.0.1/

request: GET /online/sample HTITP/1.1
status:

time: [Tue Jan 22 14:49:45 CST 2019 +0800]

BHFMEESRN HEHHEDS . BTERSRHISER, CLS EXSEN. JSON, 2XESHETIAHRE, ¥HESN RETFEF.
FH2: KERSI

RERSINENETEXMEFREENR, FRIOEBEREMZL, METRERRAE. WFASHERGS, IEREMEERSIEE, —BSMEE, ¥
BiEEl BERSl .

$HW3: RREF

AXLAERR grep €A%, MENMTED CLS SEMEMPIATREYR . CLS BRARRELSRSR 15iEMN > BELE
BRI =

::: [Tue Jan 22 14:49:45 CST 2019 +0800] ::: GET /online/sample HTTP/1.1 :::

::: http://127.0.0.1/
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O BHE

£ CLS Mmpgtg=t iz BEI:

IP: 10.2
bytes: 3¢
host: 127.0.0.1

length: 64

referer: http://127.0.0.1/

request: GET /online/sample HTTP/1.1
status: 20

time: [Tue Jan 22 14:49:45 CST 2019 +0800]

=N

182 request J/online/sample BIEE,
o (&M grep &%:

"/online/sample" test.log

o f#F CLS &A=

request:"/online/sample"

=2

RZVIRSHY status A H2000EE,
o M grep @%:

iRk, WHXARERB—LABBHRRE (HMT200, {8 status F220009FER ) . UFERRER, UEBRSEVRIEX.
o f#F CLS EA:

NOT status:200

CLS iIFZIFEMRFNERSG N, FIIMERIRES status KFEFTF50009BF

status:>=500

=HI3

it status FH200898EFEH
o {#M grep &%:

—-c¢ —-v "200" test.log

o f#F CLS &A=

NOT status:200 select count (*) as errorLogCounts

=64

1FIRESHS status 5200, H request A /online/sample BIE
o {#EF grep ®%:

IRIFRE: BR=ItE (It ) BRSEATF 7 #1131



O BHE

o f#f CLS &FAH=:

status:200 AND request:"/on

R=6I5

1%, request B Jonline/sample 5k /offline/sample BB,
o {EF grep @4

—-E "/online/sample|/offline/sample"” test.log

o f#F CLS ®FA:

request:"/online/sample" OR request:"/offline/sample

xfle

183 request 73 /online/sample, {EEEXHAZ test.log BIHE.
o {#M grep &%:

—-rn "/online/sample" --exclude=test.log

o f#F CLS &A=

request:"/online/sample" AND NOT __ _FILENAME__ :"test.log"

=m7

1% time 73 [Tue Jan 22 14:49:45 CST 2019 +0800] BIEEAIFI101THE.
o {#EF grep ®%:

0 test.log

o f#F CLS ®&FA:

HRICENETE, R LT2E% e, UEEZzEASHENES.
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O BHE

{5 SDK L{EBE
AcEWRIRESE
mITEFATE: 2024-12-16 10:02:22

FREEZFMFRAARAREHARERNEE, BERTHEHEERSR, EEMABIN= CLS I SDK i, #EEEHETENANRIBES APl ZHIER.
= AP Z$AERSRENSRIE AP| ZAEE o

O FEE:
o FENEBEIRXHAR, B$BHEEFEERTHIEABEXXEH, SNTREERZREEME, RIMENKS
o BERETEZE, BULERENKBHERT, BHSHENSHIERIIMTMAIRE, SIEREZ2HBMIAIE.

Linux #l macOS E#ieBHRTR

REMRERER, £LNSIEHE, GRRSSNSZNFRETEPIEENSHE, HISENATHERAEL. 5% YOUR_SECRET_ID 1
YOUR_SECRET_KEY &i&pEBERIZ= APl Z4A,

export TENCENTCLOUD_SECRET_ID="YOUR_SECRET_ID"

export TENCENTCLOUD_SECRET_KEY="YOUR_SECRET_KEY"

Windows & BHFRTER

EEFREER, EIrSiElE, RiRRSSMSZIMEEEREENSHE, FISENMATHERMIRL. 5% YOUR_SECRET_ID #
YOUR_SECRET_KEY &ifplif&EfRi9= APl 58,

ifiig Windows Command Prompt i &
BT FRSIRBIMEER:

set TENCENTCLOUD_SECRET_ID="YOUR_SECRET_ID"

set TENCENTCLOUD_SECRET_KEY="YOUR_SECRET_KEY"

ild Windows PowerShell iz

MU THRSIRBERERE:

SEnv:TENCENTCLOUD_SECRET_ID="YOUR_SECRET_ID"

SEnv:TENCENTCLOUD_SECRET_KEY="YOUR_SECRET_KEY"

B Windows B mEigE

1. EEALATREIBE, EFRYE > BRRAIE > MEER > RATR/AFER > M.
2. Nz AP| ZSREXMFEEE, FHaTRE.

© iRAR:
RENEEHANE, EEEMRETEN NS EER,
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O BHE

Python SDK E{EBE

EIEEFhATE: 2025-01-08 17:30:22
AN B BRIEEFE B ERSHY Python SDK SEM A LIERIE(E. B2 SDK FERARFHARE, AIRNKBEE tencentcloud-cls—sdk—python,

RUiRERF

o BIEHIRE= AP| Z3AE2 accessKeyld #l accessKey, ZRERIRELSHIE API ZHEE,
o BRERSHEXBIKSEGHENAN SDK LERFIR .

ESEFEFR

o iE2M Python EM T#EHZEE Python FFEFIEDER conda 8l Python EIFE,
« BHRS Python SDK 3% Pypy2. 31 Python2.7. 3.3. 3.4. 3.5. 3.6. 3.7. 3.8. 3.9fR%.
FEHITLA TS SREZET Python HIRRAER

IHHHIiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII\

%% Python SDK

ERSITIED, ITUATHSRE Python SDK.

git+https://github.com/TencentCloud/tencentcloud-cls-sdk-python.git@v1.0.4

ISVF SDK R
2% SDK /5, HTMFSEIIEEREEM Python SDK.

pip show tencentcloud-cls-sdk-python

MRREXRBLITHER, WRRZEMI.

Name: tencentcloud-cls-sdk-python
Version: 1.0.4

Summary: TencentCloud cls log Python client SDK

Home-page: https://github.com/TencentCloud/tencentcloud-cls-sdk—-python

Author: farmerx

REH

TE ESid] BEWIE AR

endpoint String 2 HEEE, EEESR TRttt & APl L{EBE Tab FRIES,

accessKeyl Strin o = API ZRER, ZEEREIERIE AP ZASE . HiSMRIREAXBRWS E5HERNAY

d ng = SDK HEERATR .

sccessKe Strin - = AP| Z$REE, BREERENERIE API ZEEHE , FHARIRSHAXBNNKS EEHEMAY
y 9 = SDK LAEEF4RR .

topic_id String = BEEERN ID 58,

B &R

PATXEBEA Python SDK 7, BriEdiER SDK RS EERHRE, mOHBINTERR.
FEWE= AP ZRERENEFHEETENRS, ABIHRTENTIRNZ API ZRIER, BIMEE, E20 GEREEE,
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https://console.cloud.tencent.com/cam/capi
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BEIRSS

time
tencentcloud.log.logclient import LogClient
n tencentcloud.log.logexception import LogException
tencentcloud.log.cls_pb2 import LogGroupList

oS

(topic_id, client):
LogLogGroupList = LogGroupList ()
LogGroup = LogLogGroupList.logGroupList.add ()

LogGroup.filename =

LogGroup.source =

LogTag = LogGroup.logTags.
LogTag.key = "key"

LogTag.value = "value"

Log = LogGroup.logs.add ()

Log.time = int (round(time.

Content = Log.contents.add ()
Content .key = "Hello"

Content.value = "I 1d"

request = client.put_log_raw (topic_id, LogLogGroupList)
print ("Request ID:", request.get_request_id())

except LogException

("E

Error uploa

prin

if name == 'main':

endpoint = 'https://ap-xxxxxxxx.cls.tencentcs.com

accessKeyId = os.environ["TENCENTCLC

accessKey = os.environ["TENCENTCLOUD_S

topic_id = 'S ):9,9.9.9.9.9.9.9:9.9.9.0.0.9.0.9.0.0.9:0.0.0.0.0.0.0.0.0.8

client = LogClient (endpoint, accessKeyId, accessKey)

upload (topic_id, client)

BENETRRR, 5 BAZF() IRENFEE .
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O BHE

GO SDK E{ERE

EiTEFhATE: 2025-01-08 17:30:22
AN BIMERESEFE B ERSH GO SDK XM A LIERIEIE. E2 SDK EANFHANES, AIRKBEE tencentcloud—cls-sdk-go,

BUiRERF

o BIEHIRE= API Z3AE2 AccessKeylD #ll AccessKeySecret, ZiREEIREIBRIE AP ZHEE,
o FiSHIREHXHKNWSEGIRME SDK LIEEBR,

EEFEFR

o 2 Go EM THHERE Go ARIFE.
o Go REREREHERATE GOPATH, HiSHEREHEBER.

&% GO SDK

FEwSTIER, HITIATHSRE GO SDK.

go get github.com/tencentcloud/tencentcloud-cls—sdk-go

SIANBFIRSS Go SDK

RESEIFSHBIAR, BEER Go AIBPHFESINAERS Go SDK.

"github.com

T8 SR EF M 488

Endpoint String = HEES, ESESK TRiE f APl EEBE Tab RagkESE,

AeceseKonD strin _ = API BHHEE, BRESREEHIE AP BHEE , HiSRESERXEN S SAHERAY
y 9 = SDK LiEEFHUR .

AccessKeySe o . _ = AP| Z$ASE, SHASEREUSHIE AP| SASIE , HiSHREAXHKS BEER

cret ng = SDK LHEEEIUR

topicld String = BEERE ID ER.

BE LERHHEE

PATAEBLEA Go SDK 7f5l, BrEdiEAR SDK e RS EERHRE, TOXIBIMTRR.
FEWE= AP ZRERENEFHEETENARS, ABIHRTENTIRNZ API ZRER, BIMEE, E30 GEREEE,

IRIFRE: BR=ItE (It ) BRSEATF £12 #1313,


https://github.com/TencentCloud/tencentcloud-cls-sdk-go
https://cloud.tencent.com/document/product/614/113851
https://console.cloud.tencent.com/cam/capi
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BEIRSS

0 A
producerConfig := tencentcloud_cls_sdk_go.

"

producerConfig.Endpoint = "ap—X

producerConfig.AccessKeyID = os. ("TENCENTCLOUD_SECRET_ID")

producerConfig.AccessKeySecret = os. ("TENCENTCLOUD_SECRET_KEY")

topicId

producerInstance, err := tencentcloud_cls_sdk_go. (producerConfig)
if err

(err)

producerInstance.

ar m sync.WaitGroup
callBack := &Callback({}

;o |

log : tencentcloud_cls_sdk_go. (time. (). ),
tring{"content": "hello v 1d| I'm from 3 ", "content2": fmt. ("sv", 1)1})

err = producerInstance. (topicId, log, callBack)

if err != {

(err)

}
m. ()

producerInstance.

Callback

(callback *Callback) (result *tencentcloud_cls_sdk_go.Result) {
attemptList := result. ()
, attempt := range attemptList {
fmt . ("%+tv \n", attempt)

IRIFRE: BRzITE (165 ) BRSEAS F£13 #1313,




O BHE

< *Callback) (result *tencentcloud_cls_sdk_go.Result) {

(result.
(result.
(result.
(result.
(result.

(result.

5ia

Bl EFRE, SRLAREERERZR CLS Y Go SDK TR AFRI EERE. WNBENETRER, 5 BX5F() IREFSEE.

IRIFRE: BR=ItE (It ) BRSEATF $14 H131:
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O BHE

Java SDK Ltf{&EB%E

EIEEFhATE: 2025-01-08 17:30:22
AN BIMEBIEER B ERSH Java SDK XM A LIERIR(E. B2 SDK ERANFEMAANES, AIBEE: tencentcloud-cls—sdk—java.

RUiRERF

o BIEHIKE= AP| Z3AER secretld # secretKey, ZRERIRENUSHIE API ZHEE
o FiSHIREHXKIWSEGIRMNE SDK LIEEBHNR .

ESEFEFR

o iEEN Java B ML THiHFRE Java FEHE,
o BFBRSS Java SDK Xi% JRE 6.0%LA LR Java iE17HHE,. EEIITIATHSEELE Java BRAF.

java —-version

¥ Java SDK

HEFEEE Maven IRBEFRNIANKERITRIS XS IA Java SDK.
# Maven ITEHRFERAFRS Java SDK, REE pom.xml FIIAERXEREIR, Maven IBEETESBzmITHEX JAR €,

<dependency

<groupId>com.tencentcloudapi.cls</groupId>

artifactId>tencentcloud-cls-sdk-java</artifactId
<version>1.0.15</version>

</dependency>

TE s SFUIE 3188
endpoint String = IH2ER, ES5iESR FJAlhE $ APl EEZBE Tab FriZS.
a0 st _ = AP BB(EE, BIPESRINEHIE AP ZHEE , FHEMESAXHKS EaEaRAY
secre ring = SDK HEREUR
ceoretke strin _ = AP ZRSE, BIEEREGSHIE AP| HRSE , HiSMERSHLNS BEEMAY
y 9 = SDK HEREUR
topicld String 2 BEEBZM ID ER.
BELERHHKE

PAMER Java SDK 765, BRiETiAR SDK TR EE LERIRIE, REUCHEITRR.
TEIEZ AP ZPERENFHEIENDLS, TBEHERENTIRNE API ZBER, BIMEME, B30 GBEFREE,

IRIFRE: BR=ItE (It ) BRSEATF 515 #1313,


https://github.com/TencentCloud/tencentcloud-cls-sdk-java
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https://console.cloud.tencent.com/cam/capi
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& BiE

String endpoint =

secretld =

ing secretKey =

ing topicId =

rConfig config new yn ducerConfig (endpoint, secretld, secretKey,

)

client = ne SYNC du Client (config);

10000; ++i)
List<LogItem> logItems = new
nt ts = (int) (Syste
LogItem logItem = new
logItem.PushB
=m.PushB
logItem.PushBa
tem.PushBac
(System. )))));

logItems. (logItem) ;

client. (topicId, logItems, result

client.

i

8
Bl ELE, SRLIREERERZ CLS /Y Java SDK i HEAI LIERIE, WBENT@ITR, & BRI RS

IRIFRE: BR=ItE (It ) BRSEATF 5516 #1313,


https://cloud.tencent.com/document/product/614/59596

O BHE

C SDK Lt{EH®&E

EiREFRATE: 2025-01-08 17:30:22
AN BUMIHREFERBEERSH C SDK LM AL LIENIRIE. B2 SDK FRINEHARS, IREBEE tencentcloud-cls-sdk-c,

RUiRERF

o BIEHIRE= AP| Z3ER accessKeyld #l accessKey, ZRERIRELSHIE API ZHEE,
o FiSHRIREHXHKIWSEGIRMNE SDK LIEEHNR .

ESEFEFR

L C BEHETR
IMEEMIRIERS, R4 C IESNRIEFENLAZNFETE. I, % Cent0S L, ERILMEMTH SRR R TRAKIE:

yum groupinstall "Development Tools"

yum glibc—-devel cmake openssl-devel

yum libcurl-devel

%% CSDK
1. F# C SDK: 3k C SDK HSEEIAit,

clone https://github.com/TencentCloud/tencentcloud-cls—-sdk-c.git

2. (&% demo HEE,

7 SDK 89 demo BR, BE&HKEITHIKES log_post.c, KBEHRRTS . iSRIBEHBRENRENLE, HREFEEREPR Endpoint.
Accessld. AccessKey 1 Topic £#AEBIHERHMER

‘d tencentcloud-cls-sdk—-c/demo

3. EFiEN SDK B, (A cmake 1 make TEEFEH %% SDK,

>d tencentcloud-cls-sdk-c

WEHBETRORRE
WITRIBFIIER, HEE®.

~d build/bin

. /post_log_demo

REW

%

2
B
[
HO
]
P

i5iAA

Endpoint String = HEER, EEESR TRtk $ APl EEBE Tab PrYEE,
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. = API Z(ER, BHEBIRINSGRIE AP| ZHEE , HiEHEBHXENIKSEEHEMAY
Accessld String

SDK EEEEUR o

A . = API ZRER, BIRERRENERIE API BHEE , FHERERSAXENKSEEHEMEY
ccessKey String

SDK L{EEENR -
Topic String B&E

HE EERHRE

UTR—MEtrmpiesE, BRTiEsER C SDK EER.
TEIEZ AP ZRERENFHEIENADLS, TBIHEEENTIRNE AP ZHER, BIMEME, B30 KEFERE

7Y ID ER.

iy —1%
2E o

*config_name, nt e_t log_bytes,

compressed_bytes,

*req_id, *message, har *raw_buffer)

(result == LOG_PRODUCER_OK)

(reg_id ==

req_id =

config_name, (result),

(int)log_bytes, (int)compressed_bytes, req_id);

(message ==
message = "";
(reg_id ==

reqg_id = "";

$s\n

config_name, (result),

int)log_bytes, (int)compressed_bytes, reqg_id, message) ;

clslogproducer *

(SendCallBackFunc notifyFunc)
{

ProducerConfig *config =

(config, "ap-xxxxxxxxxX.cls.tencentcs.con

IRIFRE: BR=ItE (It ) BRSEATF
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BEIRSS

("TENCENTCLOUD_SECRET_ID")) ;

("TENCENTCLOUD_SECRET_KEY")) ;

(config, notifyFunc,

(LOG_GLOBAL_ALL) != LOG_PRODUCER_OK)
("ClsLogProducerInit init fail \n");
(1)
t
clslogproducer *producer = (callback) ;

(producer == )

config fail \n");

clslogproducerclient *client = (producer,

(client == )

icer client by config fai

indexStr[32];

(indexStr, "%d", i);

(client, 20, "keyl", "value_ 1",

if (rst != LOG_PRODUCER_OK)

IRIFRE: BRzITE (165 ) BRSEAS $£19 #1313,




& WifiE

(producer) ;

BELAELR, SRlARiEFEER C SDK LEEATERRS . BRECERREMBLENLRE, FRIEFEBFETINE. MEEHHTEE, & BAEE
1i] SRER#EED
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O BHE

C++ SDK E{ERE

EIEEFRATE: 2025-01-09 14:10:42

AN BIMIHEFEREERSH C++ SDK LM BEE LIERIRE. B2 SDK ERNFHARS, IRBEE tencentcloud-cls—sdk-c++,

RUiRERF

o BIEHIKE= AP| Z3A(E2 accesskeyid #ll accessKeysecret, ZiREERIBRIE AP ZHEE,
o FiSHIREHXKIWSEGIRMNY SDK LIEEHNR .

EEFEFR

ER% C++ SDK ZhI, BEERS C++ iBSHARWE, ISSUTHITEARTE,

gcc gcc-c++ automake autoconf libtool

cmake

=% C++ SDK

REHRI
C++ SDK MIREFEEXET protobuf, BEHITUATa$ %% protobuf,

https://github.com/protocolbuffers/protobuf/archive/v2.6.1.tar.gz
-xzf v2.6.1.t

*d protobuf-2.6.1

./autogen.sh

./configure

TRHRE SDK
THAZEMAZEZIRSH C++ SDK.

clone https://github.com/TencentCloud/tencentcloud-cls—-sdk-cpp.git
>d tencentcloud-cls—-sdk-cpp

boost-devel

openssl-devel

libcurl-devel

cmake .
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O BHE

BTl
LLiz1THEIRSS SDK Demo  cls XL THAELERE sample.cpp A, BB TS . L EANEERARPNBHESERGET.
1. wiERBGUEES .

g++ -0 sample ./cls/sample.cpp -std=c++11 -02 -L/root/tencentcloud-cls-sdk-cpp-main -lclssdk -lcurl -
lprotobuf -1ssl —-lcrypto —-lboost_thread

2. PIFLATFISTRIFRIREISM, LERE, EMTEREIR error while. .. .. i, AISn ERIRELGE

RBRIZULAT A%, BMURIN LIER:

statusCode:200 requestId: content: bodyBytes:49 header:key:Content-Length value:0 header:key:Date
value:Wed, 20 Nov 2024 03:37:25 GMT header:key:X-Cls—-Requestid value:e7329d6d-9a48-4091-bb0c—

S5cea8dlc6f48 header:key:X-Cls-Trace-Id value: header:key:x-cls-requestid value:

TE ESid] REKE AR

endpoint :‘t”” 2 HEEE, HSHSR TRk t AP| HER® Tab RIS,

accesskevid Strin - = AP| A58, AEEIRENARIE AP B$AEIE , FEMRIRSAXBAIKS BEHEMNAY
y 9 = SDK LEER4TR -

accessKeysec Strin o = API Z$A(ER, BHEDREUEAIE AP ZHEE . FiSHRBEHXEIINS EEIERAY

ret g = SDK L{EBFER o

topic strin = BEEZM ID ER.

BE LERIE

LATEBLL SDK &Y demo 324y sample.cpp 76, @A SDK SErBE LERNEE, RN TR,
AEWE= AP ZHERANFRETERED, ABIRETENSRNE AP BRER, BIMRE, Esl BEREEZE,

tencent_log_sdk_cpp_v2;
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() default;

(PostLogStoreLogsResponse result) override { std::cout << result.
(PostLogStoreLogsResponse result)

std::cout << result. () << std::endl;

()

cls_config::LogProducerConfig config;

config. ("ap—xxxxxxx.cls.tence

config.

config.

::string topic = "XXXXXXXXXXXXXXXXXXXXXXXXX";
client = std::make_shared<ProducerClient> (config);

o callback = std::make_shared<UserResult> () ;

()7

auto content = log.

content—> ("content") ;

content—> ("this my test");

PostLogStoreLogsResponse ret = client—> (topic, log, callback);

if (ret.statusCode ! 0){

cout<<ret.content<<endl;

BRELE
17 .Jautogen.sh B, ESEHER-RIEFRED
1. 7 protobuf BR™H, FaT# googletest 324,

IRIFRE: BRzITE (165 ) BRSEAS $23 #1313,




O BHE

https://github.com/google/googletest/archive/release-1.5.0.tar.gz

-xzf googletest-release-1.5.0

googletest-release-1.5.0 gtest

2. 7£ protobuf B, #EHTT . /autogen.sh BIFE,

./autogen.sh

PUTENETTXH . /sample BHEIRE

./sample: error while loading shared libraries: libprotobuf.so.9: cannot shared object file:

such or directory

1. & protobuf.so XHHUE, MITIUTHS:

libprotobuf.so.9

2. 11T cat /etc/ld.so.conf BEEEFEE—SHER.

[root@WM-0-178-centos tencentcloud-cls-sdk-cppl# ./sample

./sample: error while loading shared libraries: libprotobuf.so.9: cannot open shared object file: No such file or directory
[root@M-0-178-centos tencentcloud-cls-sdk-cppl# whereis libprotobuf.so.9

libprotobuf.so:| /usr/local/lib/libprotobuf.so /usr/local/lib/libprotobuf.so0.9

[root@VM-0-178-centos tencentcloud-cls-sdk-cppl# cat /etc/1d.so.conf

include 1d.so.conf.d/*.conf

3. MMREMRBRYE, BE—LTHHAEEE, WRME 1d.so.conf o LAEEMNFI, WEEHL /usr/local/lib FHAE 1d.so.conf o
4. @<17H1T Idconfig IN&E3 .

ldconfig

5ia

BELAEZRE, ERILAREERERZR CLS /Y C++ SDK TRATR EERF. WNBENEIRER, 5 BZEF() IRESE.
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O BHE

PHP SDK L{EHE

EIEEFHATE: 2025-05-07 17:18:12
AN B BEER B ERSH PHP SDK XM A& LIERIRIE. B2 SDK FAMFARS, i52WHBEE tencentcloud-cls—sdk-php,

BUiRERF

o BIEHIKE= API Z3AE2 accessKeyld #l accessKey, ZRERIRELSHIE API ZHEE,
o EIRIREHXHKNWSEEIRME SDK LIEEHBIR o

EEFEFR

o iB%RE PHP, #5&20 PHP EM o
o BE[RS3 PHP SDK 37#% PHP 5.6.0% LA LR . ERILAMITIN e HASEE S LRI PHP hRAS,

AT RS REIR IR

-sS https://getcomposer.org/installer | php

composer.phar /usr/local/bin/composer

&% PHP SDK

{#F Composer Zi=ifl= CLS # PHP SDK.

require tencentcloud/tencentcloud-cls-sdk-php

REH

TE ESid] =EwE iz}
endpoint String = HRER, ESF2N Ttk 4 APIEEBE Tab HidiE=E.
accessKeyl Strin o = AP|I ZRER, BREERIEAIE AP BHESIE . HiERIREAXBRNWS EEHEMA0
d 9 = SDK &R -
accessKe Stri o ZAPI ZRER, ZPERRILEEIE API ZEEE , FHiSHIRSHAXEIIKS EGHEMAY

y 'ng = SDK LAEEF4UR -
topicld String = BEEZR ID ER.

. I5ES 2548 token, WMEERIGIIZARIEALSE . IR token FKENES N IGRI AL E

token String &

85l .

BE LERHIE

LA PHP SDK 765, RriEidiff SDK R EE LIERRE, RECHBINTAR.
FTEWE= AP| ZRERENFHRETENRD, ABIFRETENTRNZ AP ZHER, BIMRMEEEN REREEE

<?php

use TencentCloud\Cls\Models\Request\PutLogsRequest;

use TencentCloud\Cls\Models\LogItem;
use TencentCloud\Cls\Client;
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BEIRSS

1se TencentCloud\Cls\TencentCloudLogException;

AP~ XXXXXXXX . cls.ten

B ELSE, SaREERERZ CLS #9 PHP SDK rRBEEAI LIEIRE. MBENEAEE, 1§ BEAERI] RS
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O BHE

NodedJS SDK L{&EB%E

EiEE#FHATE: 2025-07-03 17:35:32
AN B REEFE B ERSH NodeJS SDK EHBE LIZRIRE, B2 SDK FRMIFEANS, TRRAEBEE tencentcloud—cls-sdk-js,

RUiRERF

o BIEHIKE= API Z3AER accessKeyld #l accessKey, ZRERIRELSHIE API ZHEE,
o FiSHIREAXKNWSEGIRME SDK EIEHFIUR

EEFEFR

o FHAEENE, B THHRE Node.jso THRMIERIBXIEIEESR Node.js EM,
o KITFEL CentOS 7&4t 46, AERNTHSTEARTE,

epel-release -y

% NodeJS SDK
1. BEEBHEAREER.

git clone

cd tencentcloud-cls-sdk-js

2. BZ npm %% SDK,

tencentcloud-cls-sdk-js

ERSH
T8 ESid] EEWE i5LBA
endpoint String = HEER, EEESR TRtk $ APl EEBE Tab rdEE,
secretid String = = API Z5A(ER, BHEDREEAE AP ZHEE . FiEHRBEHXBEINNS EEIERAY
SDK LiZHEHR o
secretKey String = = API Z5A(ER, BHEDRIEAE AP ZHEE . FiSHIREHXEIINS EEERMAY
SDK L{ZEHERIR .
sourcelp String & KiE 1P ik,
retry_times integer 2 EidxE.
topicID String 2 BEEBZM ID ER.
BE LERHERE

PATi8LA NodeJS SDK 5, EriEidiAA SDK A EERHRE.
FEWE= AP ZRERENEFHRETENARS, ABIHRTENTIRNZ API ZRIER, BIMEE, E30 GEREEE,

nst { AsyncClient, LoglItem, LogGroup, Content, PutLogsRequest } = ('"tencentcloud-cls-sdk-js');
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BEIRSS

let topicID = "591XXXXXXXXXXXXXXXXXXXXXXXXXKXXX";

let client = new AsyncCl

endpoint: "ap-xxxxxx.cls.tencentcs.con

secretId: process.env.

secretKey: process.env.

sourcelp:

retry_times:

..

__CONTENT__", "XEERZHBEEARSE"));

let loggroup
loggroup.
let request new PutLog quest (topicID, loggroup) ;

{
let data = await client. (request) ;
console. ("REBEEKIN: ", data);
catch (error) {
console. ("RiZEAEFEEKM: ", error);

i
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O BHE

M¥EEE JavaScript SDKEERFE

EIEE#RATE: 2025-01-08 17:30:22

A BRI HRIE(ER B EBRSAINEEE JavaScript SDK ST AE EERYRIE, B SDK ERINFHANS, AIRIBEE tencentcloud—cls—sdk—
js—web o

PHESRE
WRRESEEARE BB,
EEFERR

o FHAEARD, BATHHRE Node.js, THIMIIRIBAXZEEEE Node.js BN,
o LAFLA CentOS RE&H6I, AIERMTHRSREARRIE.

epel-release -y

nodejs

3% W3 JavaScript SDK
1. QAR ER.

clone https://github.com/TencentCloud/tencentcloud-cls-sdk-Js.git

'd tencentcloud-cls-sdk-js

2. Bdnpm %% SDK,

tencentcloud-cls—-sdk-js-web

RSW

=

eSS EEWYIE 2R

il
b

endpoint String 2 IH2ER, E5iESR TAltE H APIEZRE Tab %S,
retry_times integer = BiliRE,

Source String S KR IP ik,

topicID String = BEEZD ID ER.

BE &R

IATFEEBLARNESRE JavaScript 7], RriBidigR SDK A& LIEREE,

t { Log, LogGroup, AsyncClient, PutLogsRequest }

let client = new Asy

endpoint: "ap

retry_times:

IRIFRE: BR=ItE (It ) BRSEATF 5829 #1313,


https://github.com/TencentCloud/tencentcloud-cls-sdk-js/tree/feature-web-tracing
https://github.com/TencentCloud/tencentcloud-cls-sdk-js/tree/feature-web-tracing
https://cloud.tencent.com/document/product/614/86669
https://nodejs.org/en/download/
https://cloud.tencent.com/document/product/614/18940#.E5.9F.9F.E5.90.8D

O BAT

let logGroup = new

logGroup.

logGroup.
let request

nc

1

let data =
console.
atch (error)

console.

i

8

BRI LR, SOLREERBINZE CLS 89 #1588 JavaScript SDK Sept BER EIZRIE. WNBRNEMRRR, iF BEFF(] SREVEER.

IRIFRE: BR=ItE (It ) BRSEATF

, data);

o &
S

logGroup) ;

BEIRSS

5830 #1313
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O WifiE

IME2Rs JavaScript SDK EEBE

EIEE#RATE: 2025-01-08 17:30:22

AT EUMEREER B ERSH)MER JavaScript SDK MBS LIERIEE. B2 SDK FRFHERS, IRABEE tencentcloud-cls—sdk-
js—minio

BUIRSRMF

BREFEEEEERE ESiHiE.

EEFERR

o FHAEARD, BATHHRE Node.js, THIMIIRIBAXZEEEE Node.js BN,
o LAFLA CentOS RE&HHI, AIERNTHRSREARRKE.

epel-release -y

nodejs

3% IMER JavaScript SDK
1. QAR ER.

git clone

cd tencentcloud-cls-sdk-js

2. &3 npm &%= SDK,

tencentcloud-cls-sdk-js-mini

RSW

=

eSS EEWYIE 2R

il
b

endpoint String 2 258, E5iESN TAlhE $ APl EEZBE Tab FriES.
retry_times integer = BiliRE,

Source String S KR IP ik,

topicID String = BEEZD ID ER.

BE LERBRH

PATEIBLLMER JavaScript SDKBfI, BriEdiER SDK =R EERRE.

t { Log, LogGroup, AsyncClient, PutLogsRequest }

client = new AsyncCli

endpoint:

retry_times:
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=t logGroup =
logGroup.

logGroup.

XX", logGroup) ;

et data = await client. (request) ;

console. 0ogs u aded successfully:", data);
(error)

console. r 1 logs:", error);

i

]
BEESR, ETLMREERBINZE CLS 89 M2/ JavaScript SDKERBER EERE, WESNT@TE, 18 BRI IREVEED.

i
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O BHE

HarmonyOS SDK EERE

EIEE#RATE: 2024-12-16 10:02:23
A BT HRIEER B EBRSH HarmonyOS SDK M A& EERYRIE,

RUiRERF

» B%% Harmony OS MAAAWIE., EBER, H2M HarmonyOS FA&EER .
o BIEHIKENZ= APl Z$REE access_secret #ll access_key, ZiREEIRANERIE AP ZHEE . FEHEZHXBNRSESHEMNAE SDK L&
BERR o

%% HarmonyOS SDK

1. € Harmony OS RFAIRE .
2. SABFMRS Harmony OS &R, #EIHE FHITINTHS,

@farmerx/tencntcloud-cls-sdk-ohos

3. JTRMIE, ALTEEER ets XHHRSARERSER, #HIT5IAHESNE.

{ TencntcloudLog, LogCallback } from "@farmerx/t

WRSW

T8 sy SFME 3188

endpoint String = iHER, EEESR TRtk $ APl EEBE Tab PrIEE,

access_sec o _ _ = AP| ZAEE, BHSEMREGSHIE AP| SHSE , HiSHRSAXHONS BEEm
ret ring = SDK L{EREUR

= API Z3(ER, BRERIREEAIE AP ZHEE . FiSHERBEAXEKIINSEEERMNAY

HO

access_key String

SDK LEERATR .
Zﬁ°ess—t°" String = GRS ESAR token, HN{EFAIMGAZSHATIEN o
topic_id String = BEERL ID 8.

BE LEFEIHE

#1819 Harmony B, AJLMERITTRRANCIBSSMBE EEREED, REUCIBIITRR.
ERBHhEZPENERT APl %8 (access_key. access_secret) KIS, AREZLM, BWER [GATEH #ITEN,

import {LogProducer} from "@farmerx/tencntcl

producer. ((err: Error | null, topicID: string, code: number, request_id: string,

errorMessage: string) => {
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(err==null)
hilog.
'testTagCLS',
'onLogCallback.topic: %{public}s , code: %{public}d, request_id: %${public}s, errorMessage:
${public}s"',

topicID, code, request_id, errorMessage

tTagCLS',
'onLogCallback.topic: %${public}s, code: %{public}d, request_id: $%{public}s, errorMessage:
{public}s"',
topicID, code, request_id, err.message

) i

producer.

producer.

function
let logs: Record<string, string>[] = [];

let log: Record<string, string> = {};

log["keyl"] = "valuel";
log["key2 "value2";
log["key3"] =
logs. (log)
try {
let rsp = producer. 127.0.0.1", logs)

hilog. (0x0000, E *{public}s, %${public}s", rsp.requestId, rsp.rspText)

(e) {

function 0 A

let log: Record<string, string> = {};

log["keyl"] "valuel";
log["key2"] "value2";
log["key3"]
try {

producer.

(e) |
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O BHS

Android SDK L{&EB%&

EIEE#RATE: 2025-01-2517:08:12

AN RN RIEERBEIRSH Android SDK SEIEE LIERIRE

RUiRERF

o BIEHIRE= API Z3AER secretld # secretKey, ZRERIRENUSHIE API ZHEE
o ERIREHXKNWSEGIRME SDK LIEEBIR o

o B%% Android F&HE,
22%% Android SDK

1. €l Android B,

2. 7£ Android Studio TFEXRERTH build.gradle 324k dependencies RAZIILAT#E ( build.gradle EHE APP BRTF) »

implementation (group: '

'1.0.13")

id', version:

BEIRSS

REM

TE Sl =B
endpoint String =
secretld String =
secretKey String =
topicld String =

BE LERFHE

)
SR, HS5ESE TRl B APl EERE Tab S

= AP| Z5A(ER, BPHEDREUFAIE AP ZHEE . FiSHRBEHXEKIINS EEERAY
SDK EEBEUR o

= API ZiA(ER, HRERIREIERIE AP ZREE . FiSHERSEAXEIINSEEEMNAY
SDK LIZEEANR o

BEE-RA ID 58,

2R Android IRBEH, TLAERNTRIREUCIBSSIAE EERIEEND, ROUCHBINTERR.
FTRIWE= AP| ZBERENEFRETERRS, TBEFREENTRN= AP ZHER, BIMRMEEESN REREEE

oid (String[]

endpoint = "ap-x

ing secretlId = "";

ing secretKey = "";

topicId = "";

args) |

Config config = new Asyn ducerConfig (endpoint, secretlId, secretKey, "",
(0));

or (int 1 = 0; i 10000;

t client = ne As cProducerClient (config);

++1i) {

List<LogItem> logItems = new ArrayLi

int ts = (int) (Sys
LogItem logItem =
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O BHE

Cem.Push
(System.
logItems. (logItem) ;

client. (topicId, logItems, result

client.

5ia

Bl LR, ERLIREERERZ CLS B9 Android SDK SErt BEAI LIERIE, SBENT@ITRER, & BRI KNS,
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O BHE

|0S SDK L{EH&

EIEEFRATE: 2025-01-08 17:30:22
AN BIMIHEFERBEERSH 10S SDK EEMBERE LIERIZE. B2 SDK ERNFHARS, IRMABEE tencentcloud-cls—sdk-ios

RUiRERF

o BIEHIKE= AP| Z3AER2 accessKeyld #l accessKey, ZRERIRELSHIE API ZHHEE,
o FiSHIREHXHKNWSEGIRMNE SDK LiEHBR
- BREIOS AEKIE. E2ER, iE2MW Apple Developer

% i0S SDK

1. 8liZ i0S B,
2. BN,

3. EIMEXHRF, 8l Podfile X4, HEMASABRERS i0S SDK {KHEAIHS.

ERSH
T8 ESid] EEYE i5LRA
endpoint String = MiHER, EEESR TRtk H APl E{EBRE Tab RS,
secretld String = = API Z5A(ER, BHEDREEAE AP ZHEE . FiSHRBEHXEIINS EEERAY
SDK LiZHEHR o
secretKey String = = API ZEA(ER, BHEDRIEAE AP ZHEE . FiSHIREHXENNS EEIERMAY
SDK L{ZEHEIR .
topicld String 2 BEEER ID 58,
BE LEFFIHE

FEERRES, SILMERINTRREICIESEN BE LEA98EH, REMCBITRR.
TEIEZ AP ZPERANFHEIENDLD, TBEHERENTIRNE API ZHER, BIMRME, B30 BEFRESE,

* endpoint = @"project's_endpoint";

* accesskeyid = @"your_accesskey_id";

* accesskeysecret = @"your_accesskey_secret";

* topic_id = @"your_topic";
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O BHE

erConfig *config = [[LogProducerConfig alloc] initWithCoreInfo: [endpoint]
[accesskeyid] accessKeySecret: [accesskeysecret];

[config SetTopic:topic_id];

[config Set

[config S

[config Se

[config SetM

[config S

[config Se

[config S

[config Se

[config S

[config S

alloc] initWithClsLogProducer:config

callback:nil];
0g* log = [[Log alloc] in 18
[log PutContent:@"cls_key_1" value:@Q@"cls_value_1"];
tent:@"cls_key_1" value:@"cls_value_2"];

result = [client PostLog:log];

BELAEFRE, BRILAREERERZR CLS /Y i0S SDK TR RER EERF. NBENEIRER, 5 BZF() IREESE.
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Flutter SDK E{EBE

EIEEHATE: 2024-12-16 10:02:23
AR REE R B SRS HF lutter SDK SEMBE LERMRIE,

RUiRERF

o BIEHIRE= API Z3A(S2 accessKey #l accessSecret, ZiREERISHIE AP ZBHEE
o FHERIRSAXBNWSEEERNAY SDK EEEER o
o B&E Flutter B, EBERiESR Install Flutter

2% Flutter SDK

1. 8 Flutter B,
2. FIRBEAIRE R THTIN TR <SRIEE

flutter pub tencentcloud_cls_sdk_dart

3. RERRME, HER Dart XHPSANBETRSER,

REW

TR sy EFNE 48

host String = MiHER, EEESR TRtk H APl E{EBRE Tab RS,

rcceseKe strin _ = AP| Z$AEE, BHASEMREGSHIE AP| SHSE , HiSHRSAXHONS BaaNa
y 9 = SDK LiEREHUR .

accessSecr . _ = AP| ZHASE, BHSEREUSHIE AP| SRS , HiSHIREAXHONS BEaN

et ing = SDK HEEFHUR

topicld String 2 BEEER ID 58,

i“essnke String & BT SE4ERY token, MEFIIESESBATEN o

B LERHE

EIEH Flutter IRBS, TJLAMERMNTAREIMCIEEMBEE LEA98EH, REUCEBINTRR.
ERBHhEIZPXERZ APl #8 (accessKey. accessSecret) NSRS, ARFRZSMH, BIER [GITEZH #ITERL

Future<void> main () as

await RustLib.init ();

runApp (const MyApp () ) ;

"lass MyApp extends StatefulWidget {

const MyApp ({super.key});

@override

State<MyApp> createState () => _MyAppState();
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ass _MyAppState extends State<MyApp> {

LogProducer? _logProducer;

String _consoleText = g

@override
void initState () {

super.initState();

(!mounted) return;

t ("application started.");

void print (String message) {
setState (() {
_consoleText += message;

_consoleText + '\n';

)i

void _initProducer () async {
_logProducer = LogProducer (

(]

topicId: o

accessKey: -

accessSecret: 0
accessToken: '',
host: 'ap—XXXXXX.cls.tencentcs

waitSendLogQueue: 1000, addLogQueue: 1000, lingerMs:

print ('init producer client success');

void _callback() as
if (!check()) {
l‘%fnl‘,,;

}

_logProducer?.setCallback (dartCallback: (topicId, requestId, status, errorMessage)

Serror SO P

void _sendLog ()
(!check ()) {
return;

}

_logProducer?.addLog (log: { 'hello': 'world' });

bool check () {
(null == _logProducer) {
print ('you should init producer first.');

~eturn false;

return true;

@override

IRIFRE: BRzITE (165 ) BRSEAS $£41 #1313




BEIRSS

Widget build (BuildContext context) {

Color color = Theme.of (context) .primaryColor;

return MaterialApp (
home: Scaffold(
appBar: AppBar (title: const Text ('tencent
body: Column (
children: [
_buildConsoleText (),
_buildButton (color, init', _initProducer),
_buildButton (color, callback', _callback),
_buildButton (color, 'send', _sendLog),

Widget _buildConsoleText () {
return Row (mainAxisSize: MainAxisSize.max, mainAxisAlignment: MainAxisAlignment.start, children: |
Expanded (
flex: 1,
child: Container (
margin: const EdgelInsets.only (bottom: 18),
padding: const Edgelnsets.all (6),
height: 140,
decoration: BoxDecoration (
border: Border.all (
color: Colors.grey,
width: 0.67,
),
color: Colors.black),
child: SingleChildScrollView (
scrollDirection: Axis.vertical,
child: Text (
_consoleText,
style: const TextStyle(
color: Colors.white,
fontSize: 12,
letterSpacing: 2,
wordSpacing: 2,

fontFeatures: [FontFeature.tabularFigures()]),

Widget _buildButton (Color color, String label, VoidCallback? onPressed) {

Row (

mainAxisSize: MainAxisSize.max,
mainAxisAlignment: MainAxisAlignment.center,
children: [
Expanded (
flex: 1,
child: Container (
margin: const EdgelInsets.only (left:
child: TextButton (

onPressed: onPressed,
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O BAT

style: ButtonStyle (

shape: WidgetStateProperty.: (RoundedRectangleBorder (borderRadius:

BorderRadius.circular (12))),
side: WidgetStateProperty.all (BorderSide (color: color, width: 0.67)),

backgroundColor: WidgetStateProperty.all (Colors.transparent),

padding:
WidgetStateProperty.all (const EdgeInsets.only (left: , tepsg 6, milghtsg
child: Text (
label,
style: TextStyle (fontSize: , color: color),

)) .

i
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S param: -

» 4 12-04 21:18:09.465 host: test.2022.cls.cn prov: WFA# remote_port: 34586 file_size: 167126 hit: hit http_code: 200 isp: [EExiE method: GET proto: HTTP
S param: d/000008012/play-home?orgId=1
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» 8 12-04 21:18:05.499 host: test2.2022.test.cn prov: Ei# remote port: 6518 file_size: 886 hit: hit http_code: 2086 isp: FREMEE method: GET proto: HTTPS
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©rae v sxE X @ & M@ v ETR v @
order by time desc limit 10000
Q
]
FAAS gtER D #hEmEsaLstt @ FNEMNERE QO RNSEEE L SESHNE
BRER EREE
8
v EERXE
7
st . mir| E B2 o
= WEE | HERE eEE HEN
[] 5
s ¢ =0 m v
“« HE REE 1 Ax R
. 3
™~ 2 'l )
1 RNE mAE  EHE
12/03 00:00 12/04 00:00 12/05 00:00 12/06 00:00 12/07 00:00 12/08 00:00 12/09 00:00
" EomEs oEm - aPs v BRES
[e— n BREH
BERRSNEISTARRIT ORGEEBHITEARSG. fINEHSIENSNEONER. REARFRERSE, @
amism man X
[nmm = > Ef
N IR RER Beta $4AR&(Group By) SitE Beta [

70 H1313:



O BHE

Nginx iGia &S
EIEEFHATE: 2024-10-24 20:59:22

Nginx 2—1" =889 HTTP FIREKIE Web BRS388, i&Eid Nginx BETLMSIEIEEXBNE, FIILZEnRMML, SiEmMitiset, S8R
%, AXNBUTETBFRS (Cloud Log Service, CLS) ¥ Nginx i#{T2A (A EEIESIE

RUiRERF

o B18 Nginx B&R&EZE CLS, ¥l &(F&m .
o AIREUMFE Nginx BEEE:

log_format main 'S$server_name S$remote_adc

'Sstatus

T Sht _

o WIREEEL Nginx B, EALMERBAERS 2ERHA Demo HEEBRMAFIGIZINGE, BESEIER ERH Demo HERERFK CLS o
R
CLS Bi$ERIINgInXBESRITTRERINER, BRBETXENRERETHIHE Ngin S TREREIRAFIBRGTA.

o Nginx fEXE , SFEREDIE. BERREBEST. EREEE.

o Nginx ipiRk#E , G PV. UV RigRibHSIHE.
FEEEA AR ERENRBIETRENRE®HTRHRE.

Nginx I8 AR - £ ~ wEREE |01 HEIE IAET

BEEM EX/ Nginx DemoHFEE_10 +

PV W e ARE

17926 1922 . “**

B 1 KEI 1 Infinity 5 1 K87 1 Infinity 1 - 346MB

5 1 XA * Infinity MB

AR AN 404ttH AXXELH SXXLLHI
1028& OOO% . % . ;%
BT & e ATER e
1 REVE LR 1 RATE T EE 1 REVE TR 1 RAlE T
WRREBEH WRER S WRBH
Percent Percent Value
- 400 86.34% - GET 73.37% == default-kubernetes—443 15972
- 308 10.78% == OPTIONS 12.75% - 1954
- 499 281% = POST 9.31%
o e
== CONNECT 2.14%
== PROPFIND 0.06%
== SSTP_DUPLEX_POST 0.02%
- TILV 0.01%
- ZOXI 0.01%
PV&UV WREMER(%) IC
60 Bif—TESE 100.00 —404LERH

m‘lﬁ' - % I i l — axxieh
-y 30 = EXXH-H

AR EERBNERINRE

IRIFRE: BR=ItE (It ) BRSEATF F71H131R


https://cloud.tencent.com/document/product/614/37735
https://cloud.tencent.com/document/product/614/64538
https://console.cloud.tencent.com/cls/dashboard/d?templateId=nginx-ingress-monitor-dashboard
https://console.cloud.tencent.com/cls/dashboard/d?templateId=nginx-ingress-access-dashboard

O BAT

Nginx IhiEJAR © €~

HSE® EX/Nginx DemoHBEM 10 v

SEPV (L)
PV
1 RATE TR

VBB

L

i 5438
7

153

WS

- 580

LT

SHPV (ARELL)

17924

7 RATE TR

SHUV (L)

1922

1 RATE TR

PYERST

- 17474

@ HitwE

UVERIH

- 1907

@ Hftwx

AHUWV

= 60
50

IRIFRE: BR=ItE (Ib5R) BRSEAR

BEIRSS

R MBI IR

SHUV (BFEL)

1922

7 RATETHUE

~

@ HitwE

@ Hfvwx

F£72 131\



O BAT

COS ipiAES

EIEEFRATE: 2024-11-1217:09:22

an

BEIRSS

F57Ff# (Cloud Object Storage, COS) iEiEAFERT AR COS EFMILIEIER, G LENK (PUT) , MEFNSK (DELETE) , HialldsR
(GET) %, BEAILIRAEE, AFRULASAEITER, WHREFCR, RIFtaSERERRIBXNERRITEED.

RUiRER

248 COS BEXREERFMRS (Cloud Log Service, CLS) , i#E&2R COS AELRHE
MREHFIERBALRINEE, ETLUERBFIRS R EIRMAY Demo BEERAINIZINGE, RESEFR (/R Demo HEMREAI CLS,

BEFERRAA
FEFS E=t
1 eventVersion
2 bucketName
3 qcsRegion
4 eventTime
5 eventSource
6 eventName
7 remotelp
8 userSecretKe

yld

9 reservedFiled
10 reqBytesSent
1" deltaDataSize
12 reqPath
13 reqMethod
14 userAgent
15 resHttpCode
16 resErrorCode
17 resErrorMsg
18 resBytesSent
19 resTotalTime
20 :;)gSourceTyp
21 storageClass
22 accountld

IRIFRE: BR=ItE (It ) BRSEATF

ax

ICRIRA

FiEEEMR

5K ity

SE4HaiE) (i5RE5RATIE, UTC OB B3iEE; )

FFiBREES

E L4

kiR IP

FRiAE Keyld

REFR

i5RFTH (Bytes)
ERITFE R (Bytes)
ERAISIHERR

ERAE

HR UA

HTTP iREIRS

i

3

i
&

HIRER

ik

BREIF5% (Bytes)

EREEN (21, FTMRKRFHHRNE-E
KREFTHHIAE )

iR

f=hEtErE#E ID

a5l

1.0
examplebucket-1250000000
ap-beijing
2018-12-01T11:02:33Z

examplebucket-1250000000.cos.ap-
guangzhou.mygqcloud.com

UploadPart

192.168.0.1

AKID

REFER, B7H -

83886080

808

[folder/text.txt

put

cos—-go-sdk-v5.2.9

404

NoSuchKey

The specified key does not exist.

197

4295

USER ( FFifiEiER ) , CDN ( CDN ElFiER )

STANDARD, STANDARD_IA, ARCHIVE

100000000001

E73 131\


https://console.cloud.tencent.com/cos
https://cloud.tencent.com/document/product/614/62137
https://cloud.tencent.com/document/product/614/64538

O BAT

resTurnAroun

23 dTime

24 requester

25 requestid

26 objectSize

27 versionld

28 targetStorage
Class

29 referer

30 requestUri

e

ERIRSIREN (20, FTNNEFTHRIE
iE-iERKFTRIATE )

hiRE

iBEK ID

HRA/N (Bytes)

XSRIRA ID

BIfrfFiE2EE, RESHRFIERSIBRZF
3%

BKEY HTTP referer

iEK URI

BEIRSS

4295

EWS ID: FUS ID, MRREZBRAVWER - -

NWQ1ZjY4MTBfM;jZiMjU4NjRFOWI1N180NDBiY
TY=

808, MREERADREIE, objectSize FRRRSETH
HEMIHERTR, SAMORELEDERZFRER -

BEH R
STANDARD, STANDARD_IA, ARCHIVE

* . example.com 8%&111.111.111.1

"GET
[fdgfdgsf%20/%E6%B5%AEY%E7%82%B9%E6%9
5%B0 HTTPA.1"

CLS BI$ERr COS BESHARTMENMNER, BrRIBEZ (UFE RETHELE COS BERKRE.
ENRES AP RENRETETRENEEHTRE.

COS B HBELHTINRR ~ &~

B&EM EF/COSDemolhBHAS v il

TOP20 155 &4 bucket

AwRERS (2E)
B
=m 4 A
I »
:
®

% bucket i5[E]ia %

250
200
150

100

50 - L

o =

APERERESES

100 %

80%

inRapl
ERiTR

IRIFRE: BR=ItE (Ib5R) BRSEAR

YRS FISHE IR
TOP20 SKIIRTER) bucket
Value Percent. Value  Percent
= cos-1191 8 10.71% = cos-1994 4 10.53%
— cos-1227 4 7% = cos-1227 4 1053%
— cos-1994 4 T — cos-1408 2 saem
== cos-1089 3 5.36% == c0s-1310 2 5.26%
— cos-1218 3 536% = cos-1100 2 s26%
== c0s-1790 3 5.36% = c0s-1527 2 5.26%
= c0s-1202 3 5.36% = 0s-1170 2 5.26%
— cos-1766 3 swm% = cos-1798 2 s2%
= c05-1446 3 5.36% = c0s-1766 2 5.26%
= c0s-1490 3 5.36% = 0s-1418 2 5.26%
RFEREESH (HR)
Value Value
rEE 282 ) 5]
HEE 134 E e EE] 5
i 109 FiE 4
T & * A% 3
g 61 1 FEEE 2
L 5% 2@ 1
b 23
i 2
i 1 1
TFE 14 L4
@ RftE

15:26 15:28 15:30

15:32 15:34

= ERARE =

874 H131:|


https://console.cloud.tencent.com/cls/dashboard/d?templateId=cos-access-analysis-dashboard

O BHS

FENMHKXMERAT, EiR

This XML file does not appear to have any style information associated with it. The document tree is shown below.

BEIRSS

v <Error>
<Code>AccessDenied<{/Code>
Message>Access Denied. </Message>

<Resourceajaxhe—cls-1256238147. cos. ap-guangzhou. myacloud. con/ json-10g2019-05-09_00645d9a-1118-4d69-8411-cfd57cdeIeal_000</Resource>

<RequestTd>NFEyNGUzMDhNzJ jYZNiMGTFNGY3Y18xNDcOM2VhNg==</Request Td>
Traceld>0GVmY

</Error>

RRGR
#A COS iHiAE—IE R,

MmQzY jAZOWNhODKONTRKMTB1OWVmMDAxODcOOWRKZ jkOZDMINmI IM2ZE2MTR1Y2MzZDhmNm15MW L 1OWI2NmQOY jJKZWE3N jexYTUzN2QINDQZNjYOZmI 3ZTMyN2My ODMONz L INDI4MWRKZ jdiZ j JhMDVKM2Y4Mzd i ZT!

BAMKRSHRERXBEERAT.

Jjson-10g2019-05-09_00645d9a-1118-4d69-8411-cfd57ede%eal_000

BEsE 14 D

20:00 - 20:30

2021-08-23 20:33:01 ) BiEE
BB 14
= HitER 305

BEREEEIRE, SHIEIXB14ZEATICR. REEMFREM, THRES N, TE—LWX145FBEE resHitpCode FERHITHIT O

BRI @A RERE AR
G BEEEQ 4
_ t referer
BEEM fEEE BEEE
» 3 03-08 20:14:18.058
t remotelp
©mxn v 3xE(JP
# reqBytesSent
Q
t reqMethod
& TR - A t reqPath
[ TKER®E t reqQcsSource
Rt
[ CLSE®E t requestid
[ cosB# Wl requesturi FREENBSLE
0 TeMBS # requester 100.00 %
# resBytesSent
E B&% - B
< t resErrorCode
~ - 408
- t resErrorMsg
molhiFl. 1.
# resHttpCode R
B Bl B A EE. 200
# resTotalTime
& ¢
hzn ! resTurnAroundTime TOPS{l
-l PEas: Ml storageClass resHttpCode
it - )
RA wPE ..
. * ¢ e ! datasource
- E L. t targetStorageClass 403
CCN D¢ .. ! time
204
-
TKE DemoB I 1 timestamp
*imowitazlsx.. t userAgent

B REDRE
A httpcode BB,

IRIRERE: BR=ITE (1bF) BRSEAE

DamsiEs OANSERE 3 TE

bucketName :

cos-1181 referer: https://demo.cls. tencent.com © PUT 1 1.0 test-2305624021.cos.a
p-shanghai.myqcloud.com deltaDataSize: 571 storageClass: STANDARD sys_address: 11.155.142.226 userSecretKeyld: AKIDSfdc8eSb-9476
-4beb-9f39-c2b1967a9419 qesRegion: ap-shanghai requestid: 0239282122d4c30ac3636f22e16205 vpeld: © eventTime: 2022-04-14T8
3:12:042 PUTObject 571 sys¢ : sh.5.7.v1.2.19 reqPath: cos-access-log-4ffcd441-45f8-4c83-b27
a-71c5fd371c5f timestamp: 2624-83-08T20:14:18+68:00 requester: 100018930774:4611686018430641990 targetStorageClass :
p: 101.68.68.234 resHitpCode: 208 userAgent: - requestUri: PUT /cos-access-logk2F2022%2F84%2F14%2F202204141000_963a281d-d7f0-
474a-a265-bSeac8c751b8_000 HTTP/1.1 resTotalTime: 64 resBytesSent: 319 accountid: 10081478 versionid: MTgeNDUWOTQxNjc30DUyNDgzN
- *jectsSize: 571 resEmorCode: USER

- remotel

i - time: 1

i GET 1.8 test-2305624021.cos.a
11.185.1.186 userSecretKeyld: AKID2dc52acd-al6e-439a-a117-

https://demo.cls. tencent.com

iDataSize: @ storageClass: - sys_address:

FRE—ETH hanghai requestid: 3a639c70ae8d4f 36 vpeld: © 2022-04-13T19:15:40Z eve
3 lytesSent: © sys datasource: sh.5.7.v1.2.19 reqPath: 1og-1f8¢f822-7bea-4dea-9bec-0816c6
T26:14:18+08:00 requester: 180918930774 :4611686018431057593 targetStorageClass: - remotelp: 113.13
serAgent: cos-go-sdk-v5/0.7.25 requestUri: GET /?domain HTTP/1.1 resTotalTime: 325 resBytesSent: 96
i TS 4: - resTumAroundTime: None objectSize: - resEmorCode: DomainConfigNotFoundError resEmorMsg: Buck
200 226.68 time: 1709900058058 logSourceType: USER
https://demo.cls. tencent.com T D10 : test-2385624021.cos.a
BHIM(P9S) A \DataSize: 577 storageClass: STANDARD sys address: 11.155.142.226 userSecretkeyld: AKID1a4c96d7-4bfa
403 12.56 « Jegion: ap-shanghai requestid: b6f69fb3f vpcld: @ 2022-84-13T1
st reqBytesSent: 577 sys datasource: sh.5.7.v1.2.19 reqPath: cos-access-log-82d717f8-9f99-4cd4-bad
i may 2403708T20:14:16+08:60 requester: 10018936774:4611686018438041990 targetStorageCiass: - remotel
de: 200 userAgent: - requestUri: PUT g 140030_d687c2c4-7d
B st ) HTTP/1.1 resTotalTime: 71 resBytesSent: 317 accountid: 18881637 versionld: MTgeNDUwDTQyHDEsDTUXODU@
objectSize: 577 resEmorCode: - : - time: 1 : USER o
N STk https://demo.cls. tencent.com reqMethod: PUT eventVersion: 1.0 eventSource: test-2395624621.cos.a
DataSize: 571 storageCiass: STANDARD sys. addross: 11.185.1.186 userSecretkeyld: AKIDAde2008c-1248-4 pr)
5 p— Jion: ap-shanghai requestid: 715e0ff@4dded837a80d0f4492920781 vpcld: @ eventTime: 2022-84-13T18:5
reqBytesSent: 571 sys datasource: sh.5.7.v1.2.19 reqPath: cos-access-log-b98f7edc-1662-424b-af05-d _
- 83-08720:14:16+08:00 requester: 100018930774:4611686818430041990 targetStorageClass: - remotelp: 18
1 7.14% 3 userAgent: - requestUri: PUT /cos-access-logk2F2022%2F@4%2F14%2F202204140215_7487c02d-5248-4c76
1.1 resTotalTime: 68 resBytesSent: 322 accountid: 10081183 versionid: MTGONDUWOTQXOTCMZYSMJI3MzY re
sTumAroundTime: None objectSize: 571 resErorCode: - - time: 1 USER N

» 65%3F2009i5KIEE, HP55 resHttpCode /34038BEEEHI—5 resHitpCode H204BEER., BERATE, AIERTXM

5875 #1313,



O BHS

BEEE 4

Ll
ai
do

» 1 08-24 20:16:03.000

BEIRSS

FiRE=E
reqQcsSource: - bucketName: < referer: —I regMethod: DELETE
eventVersion: 1.0 eventSource: .ap-guangzhou.myqgcloud.com

deltaDataSize: -17654 storageClass: STANDARD

userSecretKeyId: AKIDOINWCcDpQY90YAVLMZYE7H71Igaqcvg2W_D_pAPfkfmIvPmF~ il N

gcsRegion: ap-guangzhou requestId: NjEyNGUzMDNfMWIzNTJjMGJTfMmMxNTNfMTYwOTc4YjA= vpcld: ©
eventTime: 2021-08-24T12:16:03Z eventName: DELETEObject regBytesSent: ©

reqPath: /json-10g2019-05-89_008645d9a-1118-4d69-8411-cfd57ede%eal_000

requester: 100604375281:108085586635 targetStorageClass: - remoteIp: 113.108.77.55
resHttpCode: 2084 userAgent: tencentcloud-cos-console

requestUri: DELETE /json-log2819-85-089_60645d9a-1118-4d69-8411-cfd57ede9eal_0600 HTTP/1.1
resTotalTime: 33 resBytesSent: 148IaccountId: 100004 IversionId: - objectSize: 17054

HBERILASH, 55%Hi=873 Access Deny BEHAIBAMNREWEE, Bid resHttpCode 532048IBERM, AR 1000**+**x f£8H24H20=
164>, &I COS #E=HEMITTHIER object 1RE, SEXIKIBITRM

IRIRERE: BR=ITE (1bF) BRSEAE 8576 1313,



& WifiE

Flowlog EeEH = Fobaxin

EIEEFATE: 2024-07-15 09:57:01

mRHES (Flow Logs, FL) AZRMHSE. £, IHEANRERERS, TERENMEREHITINOEFE. £, EATHREHE. S0,
i, Z2ENEHER, IHENZ EMEEIEE. REMEE,
ZULLBRIEEREEE (FIBEER-R. NAT MX. ZEMBBERE ) MMEREE, RREZEERENEHIRE.

RUiRERF

BISNERAEREZAFIRS (Cloud Log Service, CLS) , ¥R #(Ei¥E.
MBEHFEREMBRAEREZAEIRS, EaILAMERBERS 2 EIRHAIDemo BEEIRAINIZINGE, RESBIEN E/H Demo HERIERE
CLS,

BEFEiE
=R MBS R ERIMNE T EE

RMATBICRIFEWREOD, 8 ‘A + RERDE + REBAME” AVERONER, MREEHREOPFSRUNREREE, TEIER
PEBEREEREMEREEICR .

Aicd + iRt + iR E Aotk

o AITLARNE IP tbiik. JFiRO. BRY IP it BRisOMERENUIESHMN—1EE

o inEiRIEIE R EX ISR Sk i AdithiE .

o i B RYthiE R EX RIS IR S RA ATt .

wREn

o BD—EiSEERdia), EXBRRERRETRSSREHIE, ARBERHRATICR. HREOXYH1SH, HXREL0HR558,

FB HiEseR i5LB8

version text bid = il N

region—id text IEd = o

ccn-id text ZEME—RR, MRHERKMIIEEE BRI .

srcaddr text ®IP,

dstaddr text Bix IP,

srcport text mERRIRO . ZFRIX¥S UDP/TCP &R, HiRENEMMNNE, ZFREFRA -7

dstport long RERNBRRO. ZFRIXY UDP/TCP &R, HiRENEMMNE, ZFREFRA -7

protocol long mEHI IANA RS . BSER, BEEISER Internet i RS,

Zrcregioni text imEiRithig

dotredionl  text REEM.

packets long HREOPERNSIESHNEE. & “log-status” 3 “NODATA” B, ZFEBETHA “-” ,

bytes long HFEEOPERNEDE . & “log-status” B “NODATA” BF, ZFEBRETRA “-7 ,

start long éﬁ??ﬁﬁﬁﬂﬂﬁﬂ%—??ﬁiﬂgﬂaﬁéﬁ, MRERBREORIREIRY, WERAZEREORIEE, KA
Unix #a9#830.

end long SEEIREOWEIRE— MR, MREHEREORREIRY, NRTZHEREORSERE, R

A Unix #8980

IRIFRE: BR=ItE (It ) BRSEATF SF77 #1313,


https://cloud.tencent.com/document/product/682/18931
https://cloud.tencent.com/document/product/682/18966
https://cloud.tencent.com/document/product/614/64538
https://cloud.tencent.com/document/product/614/64538
https://cloud.tencent.com/document/product/877/59695
https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml#protocol-numbers-1

O BHE

SiEXERRUEE:
action text o ACCEPT: BEEZBXMIEREALIEIHRE,

o REJECT: EREKIHIAERAIESIRES o

RATENAFCRRE:

log- roxt . OK. RAHIBERCREEERR.
status ex o NODATA: FREHKEBOPFRBENSELENERSE, HHT “packets” 1 “bytes” FRERTR
yg “_q» .

Hfth 2RISR AE

MESBICRTERREODR, FAEFTERNTEINER.

Aid

BOiE IP fbdik . iFiwOl. B IP tbit, BEYiROMERENGXENSHM—

fEREn

B—ERisEERtE, EXRHERRATRSSEAHIE, ARBRHRATICR. MREOKXLH55H, BXRESH55H. HATCREUSES
IRRYFFER, RAMUTEN, FREEEIRF:

version account-id interface-id srcaddr dstaddr srcport dstport protocol packets bytes start end action log-

status
FER izl
version i = i
account-id BB, ApplD.

instance-id M RI-REFESERI ID,

interface—

id BtERR IDo

region-id iz 1D o

az-id AIARX ID,

vpc-id FAEMLE ID,

subnet-id FM ID,

direction mEipinEE (=RSFHIEIMERR out, JMRLIRIZEIRSER i) .
f;;?:.: EREHE HIE, HAHSEIRREN, R ER, RH0.
srcaddr i IP,

dstaddr Bi7 IP,

srcport MEBARIRO. HiREX ICMP YA, ZFERER ICMP 8 id.
dstport mENERRO. HiRER ICMP e, ZFERETR ICMP B type (F8bit) +code ({&8bit) A&
protocol MER IANA RS . BERER, BREISER Internet thiY &S,
packets HREOPERNSIEENEE,

bytes WBREOPERNF T

start HIRE O ERIRIAE, A Unix A58,

end IREO45RAYATIE, RA Unix ISR,

IRIFRE: BR=ItE (It ) BRSEATF $E78 #1313


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml#protocol-numbers-1

O WifiE

5imEXERIEE:
action o ACCEPT: ££4HmM% ACL AIFCRITRE.
o REJECT: R£MAFME ACL RAITICRATRE

REEREFTCRIRE:
o OK: RRHIEERICRINEERIT.

log-status « NODATA: ERRREOIEEASGEHNERE, I “packets” H “bytes” TRABTH “1” ,
« SKIPDATA: ERBHRENHE T —LnE5ER. Jaanns BIRImALEEsE.
mEERR

CLS EiSERNZEREMIEEEN-RRAER T TRERNERE, EOBTXLENURERIE T BLRIMERS.
o =EM: https://console.cloud.tencent.com/cls/dashboard/d?templateld=flow—log—-ccn-analysis-dashboard

o MERE: https://console.cloud.tencent.com/cls/dashboard/d?templateld=flow-log—eni-analysis—dashboard
FEINREL LA RRENRRITETRENREHITRIE.

IRIFRE: BR=ItE (It ) BRSEATF 79 #1313,


https://console.cloud.tencent.com/cls/dashboard/d?templateId=flow-log-ccn-analysis-dashboard
https://console.cloud.tencent.com/cls/dashboard/d?templateId=flow-log-eni-analysis-dashboard

& WiE

CCN REE_BRONRE - £~

AEEE  EX/CON DemoitHl

i

367.47KiB

RESREMR-DSTRRTSH

[}

MR v Emies v mmi v Bt MR -

399.

B Rmpan

Value  Percent

TOP2OFEIPRRES T

- oK 38 5066%
— NODATA 074  4934%

Value  Percent

= Sl 172160126, dstP: 192168064 465K 7.30%
— Sl 72160131, dstP : 1921660181 410K 6.41%
— Sl : 17216024, dstP £ 1921680131 3%0KB  6.11%
SrclP £ 172160.79, dstP £ 1921680169 382KB  598%
= SO 17216056, GSUP: 1921680185 367K 575%
= SIOP 172160120, 05t 1921680217 344KB  538%
= SIOP: 172160190, 05t 192168044 343KB  537%
= SIOP:172160.70, dstP £ 192168078 327K 5.13%
= sl : 72160201, dstP: 1921680133 327K 5.12%
= Sl 172160194, dstP: 192168030 326K 5.10%
PSSR BACCEPT/ RIS (REJECTIHE
500K0/s = AccepT
400K/ — —~
300K0/s
20016/s
00 kb/s
000b/s
n naz s 48 nso
SUBHR
300 kb/s = srcRegion : na-sllconvally , dstRegion : ap-hongkong
\ = srcflegion : ap-hongkong , GstRegion : na-silconvalley
250 kb/s. h
200k0/5
150 kb/s —
100K0/5
50000 b/s \
000b/s
W0 M4z Mas mas Tas 150
Top10FEIPSIHE
30000 b/s =
25000 b/s
20000 b/s , Scador="17216.0.127'
o = banawidth {dstadar="192.168.0.246, srcader="17216.058°
. o = bandwidth {dstaddr="192.168.0.148", srcaddr="172.16.0.219"}
10000 b/s — bandwidth (dstadr="192.168.0.30", srcaddra"172.16.0224
50000/
000b/s
W0 T4z Tas Te T4 TS0 M8
Top1OBIPREFE
50000 b/s = 2160131
~ 216086
40000 b/s TRRET
216058
000 = 172.16.0.102
20008/ . — 2160219
X — 2160179
10000 b/s ) — 216068
\ = 260127
000 /s = 2160120
w0
Top10BHIPREHE
50000 b/5 — 192168039
— 192168054
40000 b/s \ ~ 192168030
\ 1021680211
000 b/s \ = 1921680169
— 1921680191
— 1921680.1
20000b/s 9216807165
— 1921680148
— 192168036
100,00 b/s N /
\ = 1921680246
000b/s
140 a2 1taa 45 a 50
EDREHE
500K0/s -1
200kl ——
300k0/s
20016/s
00 kb/s
000b/s
140 a2 thaa 146 s 150 ns2

HEEERAENERINERER.

IRIFRE: BR=ItE (It ) BRSEATF

o s AT
A0 v mwme - EEAD - v || Bk | | BmeRs -
e fEBISEISL
O [ ] O O /0
JECT) TOP20HNRRESH
Value  percent Value

— ACCEPT 367.47KB  10000% -1 368.42KB

BEBBREST
Value  Percent

— srcRagion : ap-hongkong , dstRegion : na-sliconvalley  19095KiB  51.83%

— srcRegion : na-sliconvalley, dstRegion : ap-hongkong  177.47KiB  48.17%

o
BRI (ACCEPT) IR B(REJECTIPPS 3
70 — Accert
a0 —
00
w00
a0
200
100
13
s 4z nas as s 50 ns2
samePs
s00 — sroRegion: ap-hongkang , dstegion : na-siconvatey
— srcRegion : na-sliconvaey, dsFegon : ap-hangkong
a0 A
0
200 / V
100
13
o maz  mes  mas  més  ms0  mee
Top10REIPSPPS
250 = candvitn {6stad="192.168.0.30", srcacr="T7216.0194°)
— cancitn {sstace="192.168.0.72", srcacr="172 160,183}
20 bandvitn {6stade="192 168 021", srcacar="7216.0164°)
AN {0sadcr="192.168.0.72", srcackr="17216.0.57
. = canawin {ostad 236037
- — andvidin {dstada="192 168,030, rcaddr="T7216.0.27)
— andvidin {dstadar="192 168,01, srcaddr="172.160.11")
0 = canditn {ostader="192 168,014, sroacer="T7216.0219)
o
Mo e s e mes  me0 e
Top10FIPERPPS
o ~ 08
w ~ w200z
— msons
w0 Tis0ms
w — 02w
% / /N — 280219
" . — 2068
; / = 28010
© X ) )
X/ / = 2047
/ \/
3 y VARV ERVE = 2160157
a0 a2 s s Tas 50 :
Top10BIPREPPS
— 2568030
— 2768054
50 — 2re802n
1927680215
o . — 21680168
g
. 9268030
— w2res0ms
2 — 218072
— 28010
© — oz re80727
a2 T e Tas %0 e
EhREPPS
700 -1

a0 = | @

500 I
(]

400

a00

200

100

a0 T4z 44 45 a8

BEIRSS
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[

ENIRES_SROFURE -~ £/

ESEE 5/ EN Dem

ActionfREl <o Action$ e RRRSHH

Percent
— ACCEPT  90.32%
— REJECT  968%

enl-0077bect-33ae-42... 2 108
eni-00af6997-1afe-ddc. 3 429
ACCEPTETER en-O0ecc0e2-beca-de... 2 108
enl-001d2125-ac8c-40c. . 2 196
54 . 6 6 K| B eni-0133ccBb-22ef-49f... 2 204
en-017c3153-439c-445 1 54
eni-018bac6c-8ale-4f1... 1 54
ACCEPTREE o REJECTREN o REJECTHFPH
eni-01a48147-a597-47... 1 143
. KiB P —— | 150
©nl-04237204-1264-43... 1 54
REJECT Action RSt « REJECTREEALL o REJECTRFBHAL B prye————— . .
6 8 9 8 O 4 1 eni0550862-068-4c ! s
. % . % . % eni-07613201-b560-43... 2 108
eni-0860e6ef-7ac3-47c.. 2 108
HH AN R 5 HREJECT Action RE
o — REECT "
— ACCEPT
50 8
w
0
Y 4
10 2
° = 0
0 4 o s s0 154 s mag s
Top 10F PHMEFithE <o Top 0FHRMIESA >
[2a)
dstaddr oytes  srca total_byte,
192.168.0.107 1084 172160.159 8=
192.168.0.114 832 172.16.0.219 726
192.168.0.1 784 172160477 682
192.168.0.245 70 17216027 643
192.166.0.33 696 172160191 636
192.168.0.163 695 17216020 614
Top 10 REJECT Action X3 iteiit =+ Top 10 REJECT ActionftEi 7ttt
srcadd sject actions  dstaddr T
17216071 5 1921680173 4
172160219 3 192.160.158 3
172.16.0.48 3 19216801 3
172160198 2 102168022 2
172160109 2 192168033 2
Top 108HIEIRED “+ Top 10 Reject Action IO
dstport total_packets dstport Kot
21926 1 21549 4
21349 8 21324 4
21543 7 21151 3
21404 7 21828 3
21835 7 21503 2
21570 7 21459 2
Top 10 Action REBEAL . 1501 . Top 10 ActionRMEETILL, 501
irport s dstaddrport reject_actions
17216.0.187:11727 3 192.1660.174:21954 3
17216.0.7:11931 3 192.166.0.144:21098 @
172160211:11145 3 192.1660.77:21883 3
172.16.0.159:11851 3 192.1680245:21593 3
172.16.0.204:11680 3 192.1660.114:21905 3
172160216:11271 3 192.1680.172:21349 3
Top 10 REJECT Action RIHiEL. 501 “ Top 10 REJECT Action R EHREAL. #O1
ddrport eject dstaddrport eject_actions
172.16.0.71:11316 3 192.1680.158:21151 3
172.16.0.117:11576 2 192.1680.8421324 2
17216.0.174:11757 2 192.1660.138:21505 2
172.16.0.198:11321 2 192.1680.173:21828 2
172.16.0.166:11423 2 192.168.0.1:21538 2
172.16.0.48:11530 2 192.168.0.22:21945 2
DB HEN “ Reject Action & HXEVES HEH
— protocol 8 — protocol
— totalactons i — totalactons
% °
2
2
10 N \
0 0 [
140 a2 a4 1 ag 50 52 s 140 a2 maa 48 4 1150 s 54

Top 10 Action X BRI LER 5

Value

IRIRERE: BR=ITE (1bF) BRSEAE

REKS

o TOPFTHESI
Parcent
— ok 10000%

wterface-id total

total_bytes

REJECT ActionXEXIANAIY XSS 975
Valu
-6

afes

G

-

\E@
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O BHE

EESE

BN EEXMPEEE - ER&REE T e LIR100Mbps, BHRESEIHEERER, EE102HHREXTETFI5Mbps MRS, IMEESENTE

= EIRSTIARE,

1. AR HERIERE, IRMEPBEN RESZER,

2. EHITESPEALUTIESD, HESBEER1DH, RiH13HANPESE-EARKHRERER. ZHTEONERP bandwidth BIF15 85
2, B Mbps.

log-status:0K AND srcregionid:ap-hongkong AND dstregionid:na-siliconvalley | select

sum (bytes) /60.00*8/1000/1000 as bandwidth

3. RSMINT, BIEEXTETI5Mbps B, HESZEHEM.

$1.bandwidth > 95

4. TEM: EERE, 19T X,
5. SEEN-SERE: 10T AEREMEFHUREMEEE, MEE105HHFEATEFTISMbps HMEEE,
HUMBEBNREPNER, FRULRELA LA “FIIREEER" 1SZ2ERPIERRINE SERIEP

CCN RAE_JROITNRE - £~

H#EE# = EX/CCNDemoiiHEHE

H

v iRt v At NSRS

BRE B(a): -

441 .26k«

IRIFRE: BR=ItE (It ) BRSEATF 82 #1313,


https://cloud.tencent.com/document/product/614/51742

O BHE

TKE HitBES

EIEEFRATE: 2024-10-24 20:59:22

EFFIRTPRY Kubernetes SSBHEER—MALERNEAR, RESSHRENEN. ML, FHRFZEMRNE, [ERSEXEBNNARHE, PEETE
EMIREE (Scheduler. Kubelet®) M%E=% (f#laNZiHOperator ) FIAHXIEMIS BN AH{TEENRE.. WM FRBBHIARINEIMELSEEE bl
TRRERA . T REFSMIRE, BltESEEgERD, ARERNE8RE:

o SEBTPRIEANRABMIRT , ERIEN?

o Apiserver HIRHZEAERS, KEHITEMY, EHPIRRETHA?

o R RWHET, SEMARMZIREN?

BBRSS (Cloud Log Service, CLS) 5 #2/E5S ( Tencent Kubernetes Engine, TKE) B4, &id Kubernetes £ i+ BEAILAEEED
AP HRIERZREA EiXLEaEs,

BHRERE

WX TKE, HAREHEITIE, #IEESR #FEE.
MREUBEL TKE ERERAREREITINGE, EILMERRTRSREREN Demo BEERRMAFIGIZINGE, BELSRER (EH Demo HERIER
I8 CLS.

HitBEE N

HitAFHFCR T kube-apiserver WiBiAEN, SZIRFCREITHF . SERERAEEZINERNEN . 8—FHITHEE—1 JSON EHXRIZEE
ic®, aiETEE (metadata) « iIBKAZA (requestObject ) HIIMEIAZE (responseObject) =485 . HAmHiE (B8 TIERHWLTXE
B, flmgERENiER. NBREERN. HiEM URI FEE ) —ELFE, BRTNMENSESFENRTHITERS ., EBIASTLUTRIILTRS:

o EEERENEDN.

o IEEIRREREIREENR.

o IEENRYALAERTIE), AMENIBERMES.

o BRI RLAR GEEIT A

Hit B&EF ik

1e16-a049-24e017******,

amd64) kubernetes/ald64d8",

IRIFRE: BR=ItE (It ) BRSEATF 83 #1313


https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/457/48346
https://cloud.tencent.com/document/product/614/64538
https://cloud.tencent.com/document/product/614/64538

O WifiE

:Object{...}

:Object{...}

R

CLS BEERANEITEESAXMENNES, EBaiEdiXURSRET BRYUIERRS,
o EITEMN, WMEE/EEERE APlserver B{E.

o PERERS, TEATHEDSBRDE.

o KSSHWRIREME , TBATFHE KBS MR (PIIEATIFRE) MWIEXTE.

o BANE, MUK MEETHTESHAFES.

ENRSE RS TRBNRETETMENRGLTRE, NREERCNERER.

HiEiEn R

R SRR RAERINERT , ER(ERS?

1. $T9F K8S WSUR(FIRILES , ERSEETHERET I OSEHNETES, BRRELEN delete MIZENR nginx.

TKE Fit AE_KeSHRIREMBNTRE - < ~ ENEE DI EVNT v O xA

BFEE EX/TKEDemoHitHEHE ~ EHID v WEEE v HBIFRE  delete v AT - BHRRR v BRER  nginx v BIFRF

2. ERERINTEMNR:

EWAFIIR Q Il
WEID Audit ID oot BRR WEST HRAER RIENS wTH
cis-re2oyho ‘eead0545-70e -494f-beb6-8133614b769c deployments nginx delete 2020-11-30T03:37:13.479331Z 100 5 200
£1% 10w /T 1 N

HERR, 2 10001***%7138 ZANMKS, MEA [ nginx | #TTHIR. TREKS ID EHEEE > AR > ARFIRTHREIX T W SHFEE
1=

#mR2: Apiserver NRRSRAER, XIHIEN, KFPRABRETHL?
1. 3T RARRER , BIGRRIBHRT MR, BIELR BERSHESMENT Apiserver iFaRAREE.

IRIFRE: BR=ItE (It ) BRSEATF 5584 H131:|


https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-audit-k8s-resource
https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-audit-search
https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-audit-overview
https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-audit-node-overview
https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-audit-k8s-resource
https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-audit-search

& WifiE

o BEAFSHEEE:

WRIEAF S MmRE HH
4.000 2020-11-30T14:33:00.000+08:00
= HR{EFAF-admin 127
3,000 {#{E F P -kube-apiserver-kubelet-client 48
1#:{EF F-kube-controller-manager 471
- = {E{EF F-system:apiserver 78
2,600 = 18{EF P -system:serviceaccount:kube-system:cronjob-controller 12
= 1%{Ef F-system:serviceaccount:kube-system:kube-admin 88
1,000 [ :1E F P -system:serviceaccount:kube-system:tke-kube-state-metrics 3,598 I
————————
11-30 14:22 11-30 14:25 11-30 14:28 11-30 14:31 11-30 14:34 11-30 14:37
— & {EAF-admin #£1F F P -kube-apiserver-kubelet-client
{21E A -kube-controller-manager — $£{F I -system:apiserver
o MRS mEDRE:
BIERES R i
4,000
3,000
2020-11-30T14:29:00.000+08:00
2,000
— H{EE-create 14
J-get 712
1,000 1 PREEE-lst 3,694 L
— Bk M-update 212
L —— = #RfEHE-watch 130 —
11-30 14:22 11-30 14:25 11-30 1428 #R{ExE-patch 6 4:34 11-30 14:37
— 1&{FZE-create BiFE R -get B E-ist — #fFEE-update — RfFEE-watch — E{FEE -delete
##{E2E-patch
o KEBHOHEBE:
brest 2, i Hi
4,000
3,000 2020-11-30T14:26:00.000+08:00

- iEEfE-200 1,163
- iE[EF3-201 17
2,000 ( EE-408 3,592 )

= IR[E)F9-404 1
== JE[EEE-503 8 /\
1,000

0 B

11-30 14:22 11-30 14:25 11-30 14:28 11-30 14:31 11-30 14:34 11-30 14:37

— i%[E153-200 iR [@15-201 BO§3-403 — iEEIE3-404 — JEEFS-409 — JB[E§3-503

IRIFRE: BR=ItE (Ib5R) BRSEAR 5585 #1313,



& WifiE

2. BILAEERSH, AP tke-kube-state-metrics MRS THMAR, HEE “REXESHEDE” ERaIEEASHER list 12(E,
£ “URSBEomiEs” BhaLlEd, KEBASEHI403, BRI tke-kube-state-metrics XiiE, MEHF.

= T AZW@ 4
o1 B8-24 11:14:408.182 O __CONTENT__: E1138 @6:1%:37.368981 1 reflector.go:156] pkgsmod/k8s.io/client-goeve.8,6-26191
1691682289-3codl ato4bes/ tools /cache/reflector.go:188: Failed to list *v1.VolumeAttachment: volumeatt
achments.storage.k8s.io is forbidden: User "system:serviceaccount :kube-system:tkeskube-state-metric
& cannot list resource "volumeattachments” inm APL group "storage.kBs.io” at the cluster scope
4D

Z&5WEAFTH, BT RBAC £EISH tke-kube-state-metrics TSGR Apiserver Fift, S Apiserver iFiaRIE,

7R3 KPTRRBHYT, BEECHARRIRED?
1. $THF EAIREIAIGER , ASHMNTES.

TKE Wit AE_TRSRERENRE - <~ PUTES

aaliltog v O XM~
HEE®E EX/TKEDemoFitHEAE ~ ERID v TEEM  172.16.18.13 ~ RERF v RS v REER A
2. LRI TERR:
HERIETIR Q 1l
E#D Audit ID PRE B1ErE BiEkS HREB
_ a3b4baca-adf7-4b75-ab 2020-11-30T06:22: 1000l
cls-irezoyho c3-b9a228014818 172.16.18.13 18.7018122 200
£1% 10~ 2/ 1 (1T

HETR, 2 10001+***7138 iIXMKSFE 2020-11-30T06:22:18 BI%F 172.16.18.13 iIXETI ST 7 HBURE,

v
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https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-audit-node-overview

O BHE

TKE F4BES R

EIEEFRATE: 2024-08-28 11:07:42

SHAKRERTS, TUHED, MBRERE, Pod ER%, MRTEF—HEEMKRE, SETREMRRGERE, FEE X, WS
ROFEEEAIEK. MEHAE (Event) iCRTEEMNEREETERER, FNIUSHAFRE—MHaRNETE, thEHETRHORESF.

RUiRERF

EWE TKE, HAEEMHFIEIEE, #1EE2R #IFER.
MR EHMELRTKES SR RS HFHEIGE, ErILERETIRS 2ERMIIDemo HEERRRAFIEIZINGE, RFSRIER (EMH Demo HERIEFIE
CLS.

H422R"HEE

Event 2 Kubernetes FRZHEFEMNRPH—R, BEEARICREFANRENKEEE, KHEHTLRE, )E Pod 35, BAERNESE . BIEBH
kubectl describe WSHMAMESHEXEENEHER.

HHAEF R

« "event" : {
"firstTimestamp" : "2820-11-25T14:10:17Z"

[ “reason" : "EvictionThresholdMet" AE I

+ "metadata" : {
"uid" : "3bad7a24-135d-4eef-bbca-5b94a5d@b83e"
» "managedFields" : [s ua]
"resourceVersion" : "1219078"
“"creationTimestamp” : "2820-11-25T14:10:257"
“name" : "172.16.18.13.164ac58adaldec4?"
“"namespace" : "default"
"selfLink" : "/api/vl/namespaces/default/events/172.16.18.13.164ac58adaldecd7"
}
~ "1Nvolveduoject : 1
“uid"™ @ "172.16.18.13"

"kind" : “Node" 320 M S
Lay EIPUE S
“name" : “172.16.18.13"

}

"reportinglnstance”™ : ™"

"lastTimestamn" : “2020-11-28TA7:45:227"
"count™ : 23538
w "source" : {

“component" : "kubelet"

"host" : "172.16.18.13"

}
"message" : "Attempting to reclaim ephemeral-storage" TEMIE AR
“type" : "Warning" L7l

"reportingComponent” : ""

}

o &5l (Type) : BEIfRE “Normal” # “Warning” , (ERIMNRFE, TJLMERBENSER,
o HFEXEBMR (Involved Object) : HHFTSRAINR, a1 Pod, Deployment, Node %.
o HHE (Source) : IREULEHAIEM; FIEN0 Scheduler. Kubelet®,

o WA (Reason) : HEIRESHEERER, —RANEE, TEEEFREMER.

o #HfEiA (Message) : HEIRESMHNIFMBIAMER.

o HBURE (Count) : HHREARE,

Rk
CLSER%RNHHEEHIARREANER, EABTXLRRIET BLNEIHRT .
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https://cloud.tencent.com/document/product/457/32091
https://cloud.tencent.com/document/product/614/64538
https://cloud.tencent.com/document/product/614/64538

O BHS

BEIRSS

SHDE, ARERE. SE=E. &5 RE. SEEE ZSRNKSHESREY, SRR OSHNIERIHER, HRT—1RHRREEILL .

BN, BHEHERSEER. TREE. Pod OOM. EESEHEASNREURERE TOP HHEF%.

SESHRENE, EEEMNEEBRRZERESHR reason fl object 57,
ENEEA L ARERBNERTETRENREHTRIE, HEESEHBNERNERE.

HiE s R 5

##31: —& Node BTRLENRE, EMFE
1. TR EH2EIER, EERIKTRARETRER.

TKE BFEE_RANRE - 4~

BEE®E EE/TKE DemoFfFAEHE v HEID v WEEE v BRI RA AR
> _— - b -
2. BNERETR, B FHRHETERE:
TARH HHOOM
B BHH
LERIEE 1 24.02% —EEER0
BRAETE BREEFETE
B B
—EEAEE 0 HRIFE 0%
Pod QOM(NPD) POAEENRI
B B
—EEIE 0 —EEER0
BE Y 128 Volume %
BN B
LREEE + -100% ELEEFE 4 -100%

BENS | 172161813 v BHR

TRER
BHH
—EEER0
FAPIDRE
B
R0
PodiBRRM
BN
L8R 4 -100%
Container FEI%K
B

L—ERER0

ER2: PRMETET, BFEERNT SERTEN, LRERGFHE

FE it [ 314 | B98E8%, CA (cluster-autoscaler ) AHSIREGRHKEENHERT T RBERHTIZAN. MREHPHTRRETENY
(48) &, BFUESSHERNEANY (%) STRHTEY.

1. B8 TKE ZH&,
2. EEMSHES, BHOSEE > SHEE.

3. EEMHERTE, PEEBRRRE, HAANUTERSS:

event.source.component :

"cluster—-autoscaler

HENEER

% NotReady

FHEFDRE(NPD)

Pod @R HE 7%

RIS

pialilliod - QA

B

0

HLEREE 4 -100%

B

[EEAEE 0

BN

L—ERaER0

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-event-overview
https://cloud.tencent.com/document/product/457/43719
https://console.cloud.tencent.com/tke2/cluster?rid=1
https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-event-overview
https://console.cloud.tencent.com/cls/dashboard/d?templateId=tke-event-search

O BAT

4. ERINTEFRR:

BEmE

» 2020-11-25 20:35:43

» 2020-11-25 20:35:45

» 2020-11-25 20:35:45

» 2020-11-25 20:35:45

» 2020-11-25 20:57:15

» 2020-11-25 20:57:15

3 2020-11-25 20:57:15

3 2020-11-25 20:57:15

» 2020-11-25 20:57:15

» 2020-11-25 20:57:15

» 2020-11-25 20:57:15

» 2020-11-25 20:57:15

» 2020-11-25 20:57:15

» 2020-11-25 20:57:36

event.reason

ScaledUpGroup

ScaledUpGroup

TriggeredScaleUp

TriggeredScaleUp

ScaledUpGroup

TriggeredScaleUp

NotTriggerScaleUp

ScaledUpGroup

ScaledUpGroup

ScaledUpGroup

NotTriggerScaleUp

TriggeredScaleUp

TriggeredScaleUp

NotTriggerScaleUp

event message

Scale-up: setting group asg-qyi22zfi size to 1

Scale-up: group asg-qyi22zfi size set to 1

pod triggered scale-up: [(asg-qyi22zfi 0-8gt;1 (max: 3)}]

pod triggered scale-up: ({asg-qyi22zfi 0-8gt;1 (max: 3)}]

Scale-up: setting group asg-qyi22zfi size to 3

pod triggered scale-up: [{asg-qyi22zfi 1-&gt;3 (max: 3))]

pod didn't trigger scale-up (it wouldn't fit if a new node is added): 1 node(s) didn't match node selector

Scale-up: setting group asg-qyi22zfi size to 3

Scale-up: group asg-qyi22zfi size set to 3

Scale-up: group asg-qyi22zfi size set to 3

pod didn't trigger scale-up (it wouldn't fit if a new node is added): 1 node(s) didn't match node selector

pod triggered scale-up: [(asg-qyi22zfi 1-8gt;3 (max: 3)}]

pod triggered scale-up: ({asg-qyi22zfi 1-8gt;3 (max: 3))]

pod didn't trigger scale-up (it wouldn't fit if a new node is added): 1 max limit reached

event.involvedObject.name

cluster-autoscaler-status

cluster-autoscaler-status

nginx-5dbf784b68-1q8rd

nginx-5dbf784b68-fpvbx

cluster-autoscaler-status

nginx-5dbf784b6B-vajvS

ccs-log-collector-55nwd

BEIRSS

event.involvedObject.namespace
kube-system

kube-system

default

default

Kube-system

default

kube-system

cluster-autoscaler-status

cluster-autoscaler-status

«ccs-log-collector-dgorc

nginx-5dbf784b68-v7dn2

nginx-5dbf784b68-fdjhm

nginx-5dbf784b68-v7dn2

kube-system

kube-system

kube-system

default

default

default

Big EENSEERK, TUERTH R SIBMEE 2020-11-25 20:35:45 &£F, $RIHA=4 nginx Pod(nginx-5dbf784b68-tq8rd. nginx—
5dbf784b68-fpvbx. nginx-5dbf784b68-v9jv5) i, RETIZTINM TR, BENT FHTFEIFRBNRATREREEAME .
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& WifiE

CSS =HiEHEHR

iR EFAYE: 2025-04-02 15:20:42

an

BUAEEE, EELEANTRITRS:
K& CSS ZEERS
BE CSS REESTINER
REF CSS ZEEHEES
Yt e R B
fEBAIEZIAT Demo, HREHIER CLS 47 CSS.
CSS ZEERSHHINES
HRESH CSS ZEERS

ThREMRS

=FauhpayinH

CLS BEMZEBATHISAIRE. 128, TIXATHENRIERR. SREE, BENESHENEERINMERMSHRIEE, MTHREER
HIEEE R

SriREFFEEA:

CLS 73 CSS mEEBATH AR T HAEMABEASTNER, (KRPEE CSS AFHESTH. REDM. ERERESR. BRI IR
BESBENS . MIEES CSS BESERS, BTHBEAE, BLEZHRECE, ARERRCEHIT—RIINBIRERMMEREEN ., ¥—F
EEHERRSANEE.

¥4 CSS =EiEA®
#EES THFE CSS SEBAS .

BEE CSS =HESITERR

SERE SERIRES CSS ZEEHT /&, CLS RIEFERIAIFENERE
CSS =HERTHTNERE: AILESR CSS MAFBIEER (MAF UV. PV, BFRiHEHESHS) ERESER (NERE. EHE) , BHA

FEEMIEHHIETES
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https://cloud.tencent.com/document/product/267/33996#87833394-6d63-434f-b84a-832e147c2c4b
https://cloud.tencent.com/document/product/267/33996#87833394-6d63-434f-b84a-832e147c2c4b
https://cloud.tencent.com/document/product/267/33996#.E5.8A.9F.E8.83.BD.E7.AE.80.E4.BB.8B
https://cloud.tencent.com/document/product/614/117604#43af722e-4104-4b89-89cf-e27df3663c8b
https://cloud.tencent.com/document/product/614/117604#5e73b803-3b26-42d9-ad90-451ca4cdd6e8
https://cloud.tencent.com/document/product/614/117604#a8abbc30-edbb-4120-a5de-7d3dec4aa904
https://clsdemo.qcloud.com/cls/dashboard/d?hideCollectionMenu=true&hideMoreMenu=true&id=dashboard-cca3ded5-61a3-45a9-861f-912ebd795946&var-topic=ap-chongqing,3d7ed047-b391-4d3f-ba0e-7d6a5177e075&var-streamname=*&var-host=*&var-url=*&var-client_ip=*&var-QueryFilter1=eyJpbnRlcmFjdGl2ZSI6W10sInF1ZXJ5IjoiIn0&time=now-6h,now
https://clsdemo.qcloud.com/cls/search?hideCollectionMenu=true&hideMoreMenu=true&region=ap-chongqing&topic_id=3d7ed047-b391-4d3f-ba0e-7d6a5177e075&queryBase64=

O BHE

Ccss ZEHABHHNER Y L& 2 < A O SN
WRERE e 3XXALE o Top20 ERWIEBH T
302 Value Percent
6.33%

- 404 1274 59.06%

73 " 8 5% 5 " 3 3% 7o - ;gg 449 2082%

319 1479%
302 115 533%

axXdth e BXXdikh 20Q03
404
200
2082% 59.06%
59.06.. 14.79.
4
TESREHIREEEL (5m HIE) e 3XXJAXX[5XX #42 (5m HifE) o
90 % 80.00 %
60.00 %
80 %
40.00 %
70 %
2000 %
60 %
0.00 %
06:00 0630 07:00 07:30 0800 0830 0200  00:30 10:00 10:30 11:00 1:30
06:00 06:30 0700 0730 0800 08:30 09:00 0930 1000 1030 1100 1130 = 5XXRate (%) — 4XXRate (%) = 3XX Rate (%)
ERFERSEL (5m HIE) FYEREN PO9OIERFER
11.91 23.73
20005 - S " s
15.00's
POOTERFER i POSTERFER
10.00's

23.59. 22.74,

2 06:30 07:00 07:30 08:00 08:30 09:00
= P95 processing time . P99 processing time « P999 processing time - Avg. processing time

BRI CSS =HIJEF
1. SREERER, #A ZEESHE , SELEE > ASES > THESH , BALNEEH ., SEOSEE, SHER.

SRS

SR BB ST BETH

o -

- CLs, &F #ITEE ¢, MR 55 CLS MA@, HHMEESL CLS iHHiHE o,
- EEIEGEY BERS (CLS) CMEEAESRSMIR,

g M v BEREH c eten  HEE{FEIE: 30K fiEATE 2024-03-29 16:52:09

EEEMHNID BEREE RS BE
. . 2024-03-29 16:52:43 Inigd

H1%k

2. BENREEHEEATHERR, BTRRSHAE.

UiEagt v QkEsk Opeieg RiEgsR WERB() EE(Q) FIIRE

| BEHS & g EsHEH v n

1 e.g. _SOURCE_: 127.0.0.1 AND "http/1.0" S E{EFIATEIAE:

FEEE @ mmEfRE  Q RMEEHEE L T
FEIIR 89 © RRER
BF
BREETR v
0 o O B O O B B O O B B O O B B O O B B e O B e e e B e B B
11:50:00 11:52:00 11:54:00 11:56:00 11:58:00 12:00:00 12:02:00 12:04:00
N £ s BG5S MBSHE E3RE v [leREE
t _FILENAME BENE O ¢ R
£ _HOSTNAME > 1 0401120471023 ZQ referer: http://txocxr.vxxx.tencent.com/ node ip: 125.38.214.231 method: GET isp: 1 range: - servercountry: 5 lostrate: - type: lvb ua: Mozilla/5.8
- - (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, Llike Gecko) Chrome/120.0.0.0 Safari/537.36 process 12714 wil: /live/testStreanlmq_tes
't _sOurcE_ 1001-8128623 . ts?txspiseq=34057663796305252626 server region: FE hit: miss_irst mt: - hitp_code: 404 size: 296 connectfd: 35083 host: ten.miwyt.fun
client ip: 192.168.108.164 time: 20256491128410 prov: 12 streamname: StreamdSreu country.id: 1
t LogParseFailure
> 2 04-01120401023 ZQ referer: http://txxxxr.vxxx.tencent.con/ node_ip: 125.38.214.174 method: POST isp: 1 range: - servercountry: 4 lostrate: - type: lvb ua: Mozilla/5.8
t clientip (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.8 Safari/537.36 process_time: 12983 url: /live/testStreamlmq_tes
¥ connect_fd £001-8224513 . ts?txspiseq=174799175680034419191 server_region: FH(E hit: miss_first rit: - hitp.code: 500 size: 298 connectfd: 43171 host: ten.miyt.fun o
lient ip: 192.168.156.175 time: 2625048112400 prov: 4 streamname: Stream2 country id: 3
# country_id
» 3 04-01120351024 ZQ referer: http://txxxxr.vxxx.tencent.con/ node ip: 125.38.214.181 method: GET isp: 3 range: - servercountry: 1 lostrate: - type: lvb ua: Mozilla/5.6
t hit (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.6.6 Safari/537.36 process_time: 4384 url: /live/testStreamlmg_test
01-4915404 . ts?7txspiseq=92311731907495304873 server_region: F[E hit: miss_first rit: - hitp_code: 404 size: 290 comnectfd: 57625 host: ten.miwyt.fun c
£] host lent ip: 192.168.72.57 fime: 20250401120350 prov: 1 streamname: testStreamlmq country id: 1
# http_code » 4 04-0112:03:41.023 IQ referer: http://txxxxr.vxxx.tencent.com/ node_ip: 125.38.214.219 method: GET isp: 1 range: - server_country: 4 lostrate: - type: lvb ua: Mozilla/5.8
# isp (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.6.8 Safari/537.36 process time: 5874 ul: /live/testStreamlng_test
601.n3uB7txSecret=7dcsaldebed T server_region: P hit: miss_first rt: - hitp_code: 484 size: 290 connect fd: 3979
t lost_rate 4 host: ten.miwyt.fun clentip: 111.286.75.185 fime: 20256401120340 prov: 47 streamname: Stream2 country id: 1
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https://console.cloud.tencent.com/live/livestat
https://console.cloud.tencent.com/live/logmanage

& WifiE

BHEFRiRE
o EERAE
94 BEFER )
1 time iERATE
2 client_ip ZRiE IP
3 host HiBiRRYE S
4 url URL
5 size HERF AN
6 country_id country_id
7 prov &
8 isp EER
9 streamname it ID
10 node_ip B IP
1" server_region BRS5 R X
12 server_country BRS3E8ER
o EHAE
4 BEFER )
1 type B, Ivb KFRINEERE, leb AFIREE
2 time 5RAiE
3 client_ip Z iR IP
4 host WinER S
5 url URL
6 size ARIRIBRIFTEARN
7 country_id country_id
8 prov =101
9 isp IEER
10 http_code HTTP X358
1" referer Referer (2
12 process_time ahIERHE (B =R)
13 ua User - Agent 82
14 range Range £#
15 method HTTP Method
16 streamname it ID
17 hit &7F HIT/MISS
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O BHE

18 node_ip = IP (EFLXIRENERSY CDN &85 IP, ULFERATEEAE )
19 server_region BR5388ih X
20 server_country BRS3E8ER
21 connect_fd connect_fd (iE&EiROS)
22 lost_rate E8ZF, X type=leb FHAEE
23 rtt rtt, ¥ type=leb FIAEE
o HEE:
BEPSRIRSGIHAIN T :

o 0 EIERY,

o 4: {EKEERT, EPGERTSENDRGERT .
o 5: EREMERSERES .

o 6: BRiRETERE,

ER (1BR) . &, EEH. BSHERSER (1K) RETSR B FH.
batoy E

ZAEILAET CSS AFREREMIZHE, IITISE CSS HiTREPFRENRE . UTRHETENZ=6.

EHN: #XD POIRYERXF100msiH{TER, HEESRERPRFZXIEESE. url. client_ip, LAEHREIIEE
iR

1. B HERESENE, FEAN HEEE > 525K EERE, PERE, BASZHRBER.
2. EEERIRYP, BENMTHS.
o BFMER:
O EWEM: CSSHTEREE,
O BARE: BH
O ISR EGEIER CSS BFEEM,
O USIEsES:
O PUTIER: MALUTIED, HEBEIEFE155%, RitiE15533hRRI99%ERT .

type:* | select approx_percentile (request_time, 0.99) as p99

O MRFM: BREMT, BI99%ERAF100ms i, HEHERM

$1.p99 > 100

O TR BESE, S188HIT—IR.
O SHAN: EEEERPRTISZMNES . BFIR IP. url, BEIFRARPEEMEE,
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https://cloud.tencent.com/document/product/267/33998#.E6.97.A5.E5.BF.97.E4.B8.8B.E8.BD.BD
https://console.cloud.tencent.com/cls/overview
https://console.cloud.tencent.com/cls/alarm/list

O BHE

B Q
BXERAE RETE FERTOPSR &S MR
ERVEEIIT sl
BBNEror| e T,
Top5 URL. Top5 URL group by URL SEERE-NE
#09, it status:>499 ZEAR
=% FEIRRE
ETEBNTED - WTET - @
e host v |
SR
B Q
EXERES HETE FERTOPSR AT HBRTE EENISTIT UETE
TEAAINGT
BnErorf
HERES!
Top5 URL. Top5 URL group by URL SEERE-NE
AT, BT status:>499 ZEAY
=7 FEAdlient_ip
SFFAENTER ~ | UTEE -®
e client_ip vl
B [}
EXERES MR FERTOPSR AT HBRTE EENISTIT UETE

lkae =S s ]
it e 8

Top5 URL. Top5

URL group by URL ZEERENE
AT, BT status:>499 ZEAY

= ZERur

SESEREED - | REEE - o

== url v 0

+ EMEESH

O EMSEA: EEXBEMREH, REREBEMNANRNR, IHEE. B, BiF. ME. RIS, 15, e BEXEOER
(webhook) FEMAN. FHFESN SEBHREH

EfI2: FERBHEERERERELS—ERER, MRS °

2%F =01, BF BERSERNS, FHEN BEEE > SEER EERE, PENE, #ASERRER.
o TIER:
O BINIED, EEEEFER1554W.

type:* | select url_extract_path(url) as url_path , round(count_if (try_cast( "http_code" as

bigint) >= 400)*100.0/count (*),2) as "Request Error Rate )" group by "url_path" order by

"Request Error Rate (%)" desc limit 100

O WMAIER2, MHEEEIEFR155.

type:* | select url_extract_path(url) as url_path , round(avg( "process_time" ), 1) as "Avg.

processing time (ms)" group by "url_path" order by "Avg. processing time (ms)" desc limit 100

o RiEM:
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https://cloud.tencent.com/document/product/614/117604#0f37e5de-d5ef-4f76-a85a-2e58367bed1a
https://console.cloud.tencent.com/cls/overview
https://console.cloud.tencent.com/cls/alarm/list
https://cloud.tencent.com/document/product/614/59661

O BHE

RIRLSERETEN, MEFIREEFSRNEREXNTI%HIEELIE500mshY, LRSS,

ERER BE v WITEET v Request Error Rate (%) v AFEF v 3 1
X EEER 5 v HTER2 v Avg. processing time (ms) Vv AFEF v 500 ]
(= =]

o SHM:
O BREREETHRENSER URL.

type:* | select url_extract_path(url) as url_path , round(count_if (try_cast( "http_code" as

bigint) >= 400)*100.0/count (*),2) as "Request Error Rate " group by "url_path" having

"Request Error Rate (%)" order by "Request Error Rate (%)" desc limit 100

O BTFEITEEEERNER URL.

type:* | select url_extract_path(url) as url_path , round(avg( "process_time" ), 1) as "Avg.

processing time (ms)" group by "url_path" having "Avg. processing time (ms)" >=500 order by "Avg.

processing time (ms)" desc limit 100

()
ESid)
HEXREBES HRRE FERTOPSRGLEAIT HRRE BEXWRSHT HRRE
REFEHTEORRFHFNRAES, fln A SENEEEANSHER, REEF HNMREENEDEEANSREST, FITEE
Error BT BMAREEN, EEEPEENME BOELHITAERY, RRAISMFRERES XHEHWIBE. Hl: BT * | select
FHAS. tt. $I%1Tops URL. Top5 MEZRSHEE. avg(timeCost) as time,URL group by URL 3REX
B/MEOEREN, BT status:>499 FRENEHIR
A&,
B HIRF BT HENZIR
WRERHITED 1 type:* | select url_extract_path(url) as url_path , round(count_if(try_cast( "http_code" as bigint) >= ]
400)%100.0/count(*),2) as "Request Error Rate (%)" group by "url_path" having "Request Error Rate (%)" >=3 order
by "Request Error Rate (%)" desc limit 100
FRER REFE
(]
ESid)
HHXREAZ BRTE FERTOPS R ALESIT BRTE BEXWRDN BRTE
RFHEHTEORREHNREES, Fll HRMASENEEENNESBAS, REETF HNMASENEEEANSNES, RTER
Error BT SMA S ER, EEEPEENMN BAESITESRY, RRESMFRERR S MRS WIED. G0 B * | select
A, tt. #lETop5 URL. Top5 MIRCAZSHEE . avg(timeCost) as time,URL group by URL 3KEX
BMEOERER, B status:>499 FKENEHIR
B,
E=2 ANEYEENER
HWERHITED 1 type:x | select url_extract_path(url) as url_path , round(avg( “process_time" ), 1) as "Avg. processing time @«
(ms)" group by "url_path" having "Avg. processing time (ms)" >=50@0 order by "Avg. processing time (ms)" desc
limit 100
TSR REE
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WESE
8 Grafana B ES #iEiREEiE /8 CLS &iER

BR

£BEMRS (Cloud Log Service, CLS) #ERHRE, NHitHETIRF®EE CLS R2EEERNER. HP, FERAFERA Grafana AIMLSEET
H, fI4n ES + Grafana BIAS . HEHIERIHEE CLS |5, AT Grafana FIERNISHINERERZIR, BENESETRMTEEMBEAETIER. ATEHS
ERXEMRR, FE CLS X% Grafana, #if ES HiER.

Grafana¥¥ &

Em—

liﬁﬁ%

PESE

Grafana¥g

| zmm=

e

L% CLS—-Grafana &t
CLS SiEEREAEOSRSEMS TR, DEET E55SAE, T Grafana RERE—REE, BABEASEISSR CLS W2 Grafana .
5[ CLS ¥iEiRE% ES HigiR

WimiFRcE X LL
ES 8iEiF: Z9iE0RES AR Query MARIIERIHEEISAIIEER . Query MARTHEA Lucene i, BFXNAFT#HITEIE. HARAX
BERHES, £/ DSL BS, ATFHIERS, 1B3F CLS B9 SQL.
A
Query *
Metric (1) Count +

Group By Date Histogram @timestamp > Interval: 1m

+ Add query & Query history @® Inspector

CLS $iEiR: ZiiE0RES itgSEEEMEFRRAMEDHNES . S AEEMEFERALMRIEHITHEERDE, HRERSTEIN
FAFH#A CLS Bifligf.
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https://grafana.com/grafana/plugins/tencentcloud-monitor-app/
https://cloud.tencent.com/document/product/614/52102

$%) - i}ik=

BEIRSS

CLS &ifliE@%8 Lucene 1 SQL B &5, AAMEMIZAEREER “|” #179W. P Lucene &53#1 ES B9 Query IAXAAIER. SQL
BARBRT ISMER SQL iBiE5h, EXIFKEN SQL FH, SQL RiFAEF ES MAXAVHEIMNEIRTERHINTR. ESIBESR CLS iEE0N .

=173 v B&EE=D CLB Demoifg] HEHBERM_,

* | select

histogram(cast(__TIMESTAMP__ as timestamp),interval 1 minute) as analytic_time,

count(*) as log_count
group by analytic_time order by analytic_time limit 1000

+ Add query O Query history @® Inspector

SChETpI
Fit AEFRE

JFEBLLFIRERT AT HAIBAESE, ES BIERIS Metric i£9 Count, GroupBy i&f Histogram. CLS BIEFRIEDAILAMER Histogram &858 46

B Count 8%, ZE{LIEY, F Max. Min. Distinct EEfth BRESRE FRLERE—, HiEE Count REUH{TEIRENT,

A
Query
Metric (1) @ Count +

Group By Date Histogram @timestamp > Interval: 1m

+ Add query » Query history @ Inspector

£is B&EEEID

* | select

histogram(cast(__TIMESTAMP__ as timestamp),interval 1 minute) as analytic_time,

count(*) as log_count
group by analytic_time order by analytic_time limit 71000

+ Add query & Query history @ Inspector

ERERRES

HEHESENARHNARE, ES #BRFRETEIE Metric i£H Logs #3(, M1 CLS RFEHAITFHI Lucene iZTENT . HANGELLIT:

A 2 ’#iRElasticsearch

Query action: "DescribeRegions"

Metric (1) ® Logs > Options

B & ERCLSEURER

Hthia Lt BREEMID

WRiIED action: "DescribeRegions”

IRIRERE: BR=ITE (1bF) BRSEAE

$£97 H131:|


https://cloud.tencent.com/document/product/614/47044
https://cloud.tencent.com/document/product/614/60028

O BT R

[ES] BEHESR

“clientlog”, “host” : "V 6 , 4c 0 . e":“clientlog®, “referer”:"

lientlog”, "

lientlog®, fe e ,“referer’: ] e.clo e . : A nt er”: oud. ch?region=ap-guan:

g, : tail?region=a
lientlog”,” f .cloud. nt. > y .cloud
:"clientlog", "host":" > ', "referer":"https://c e .te > {"logType":"clientlog", er”: sole.cloud.
"clientlog","h /M-206 , erer": a . cloud . tencent P “clientlog”, “referer”: oud

lientlog®, “h f .cloud. tencent. “lo lientl eferer 0 : . arch?hideLeftNav&hi

lientlog”, "host”: 8 el . erer":"ht c J » g :"clientlo ferer”: . 7 arch?region=ap-guan

REafi - mRE Akt
IMEEZEETRS, Bre MISBNESHE. KARIUES), E9TEAEE Spath. CLS SURREAHT T TRNEIIEXER, AIFEREER

Grafana B9Z 2861,

O EE:
LHIHER A NEFRIERSERE ValueOptions—AllValues.

S®iRElasticsearch

Query urlPath:$path AND region:Sreg AND action:8action AND returnCode:8returnCode
Metric (1) ® Count ap

Group By Terms returnCode > Order by: Term value (desc) o

SERCLSEURR Disabled

s HEEMID H H N N

KRB urlPath:Spath AND region:Sregion AND action:Saction AND returnCode:SreturnCode
| select returnCode, count(*) as log_count group by returnCode order by log_count limit 1000

BTRYE:

[ES] SHRB&E [CLs] EHRB&tE

VERIFY_USER_FAILED 5§

E&%iT - TopSiERIMEELER

ES #iER+, GroupBy REEIMAIFES Size &, SZFEHHIVIERESAI N ME, BHITRS,
IEERTE CLS #4REilF SQL &, AJLUEE having iETEERBREFENELN,

t histogram( cast (__TIMESTAMP_ _ timestamp), int al 1 hour)

alytic_time, " ion", 5 count group analytic_time, "action" t

limit

IRIFRE: BR=IE (16F) BREEAR 5598 #1313



$%) - i}ik= R

v A 2 jERElasticsearch -

Query
Metric (1) ® +
Group By | action v Top 5, Min Doc Count: 1, Order by: Doc Count P
Order Top
Size 5
Min Doc Count 1
Order By Doc Count -
Missing

Then By w Date Histogram @timestamp > Interval: auto

RCLSEURIR
i B&EEMID | | [ |

* | select histogram( cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, "action", count(*) as count
group by analytic_time, "action"

having "action” in (select action group by action order by count(*) desc limit 5)

order by analytic_time limit 1000

ERERALEER, BhEE55RMH,

[CLS] TopSiECiNsR BTEALNAR

BT LB ERER, ESTUREABSRRTEER.
FitERORRNHSRIER

£ ES BUER(EED, §— 1 REREZ, BRSERM1RM: RIEARNESEE, SHEXNHEEENEREE.
XAER, St TEOE0REI500ms, 500msEl2s, 2sZU5s, ARKTFSHHIERIE.
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200

,|| IIII
100 Al ‘w'

| | |
0 bl A AL . f AL M..HIJL"'-"
07:.00 07:30 08:00 08:30
== (0-500ms == 500ms-2s == 2s-55 == >5g

B8 Query 4

Datasource = jEiRElasticsearch ® > Query options

Query
Metric (1) Count I

Group By Date Histogram (@timestamp

B
Query
Metric (1) Count r

Group By Date Histogram @timestamp

Cc ;& TElasticsearch)
Query
Metric (3) Count ==

Group By Date Histogram @timestamp

icsearch)
Query
Count ar

Metric (1)

Group By Date Histogram @timestamp

XRZRY, FBE CLS #iER, eI AERAURISRIEDHTT

IRIRERE: BR=ITE (1bF) BRSEAE

I L
'- 'h‘ “M

MD = auto = 1089

timeCost:[8 TO 508] AND action:Saction

timeCost:[560 TO 2688] AND action:Saction

[ES] #OFERDER

r\‘ il
m \mn‘“ “h ” l" /\ i w \h' m

H'

**Y‘ | ‘w

Interval = 20s

0-500ms

> Interval: auto

500ms-2s

> Interval: auto

timeCost:[2608 TO 500@] AND action:$action

> Interval: auto

timeCost:[5600 TO *] AND action:$action

> Interval: auto

2%, {8 CLS 2489 SQL 8E0EE, WLUSEXHNRITIESHE—F

BEIRSS

Query inspector

SQL iEf:

55100 #1313




O BHS

ERREEE

12:00 13:00 14:00 15:00
== 0~500ms == 500ms~2s == 25~5s == {Bid5s

8 Query 1

Data source &5 Tencent Cloud Monitorit

®

it e

ARt (BK) HEE

WRES urlPath:$path AND region:S$region

cast(__TIMESTAMP__ as timestamp)

urlPath:$path AND region:$region

cast (__TIMESTAMP_

~500ms™"

as timestamp)

W) ,count_if (50

timeCost < " ,count_if (

urlPath:$path AND region:S$region

time_series(_ TIMESTAMP_ , 'S$__interval',

,approx_percentile (timeCost, as P50

,approx_percentile (timeCost, 0. as P95

RRIEmaEh

Query options

,interval 1 minute) as analytic_time
,count_if(500<timeCost and timeCost <=2000) as
,count_if(5000<timeCost) as "#Bid5s"

AND action:$action
,interval 1 minute)

timeCost and timeCost

Query inspector

CCN Demoifi HEHEERT_100001127589 (eb5d08...

AND action:$action AND returnCode:$returnCode | select histogram(
,count_if(timeCost<=500) as "8~500ms"
"500ms~2s" ,count_if(20@0<timeCost and timeCost <=5000) as
group by analytic_time order by analytic_time limit 1009|

")g~5s"

AND returnCode:Sr >t histogram (
as analytic_time ,count_if (timeCost<

<= )
<timeCost) as "#8BiZ5s"

as "500 " ,count_if (2000<timeCost and

group by analytic_time order by

AND action:

,avg (timeCost)
as P90

as avg
,approx_percentile (timeCost,

group by order by

BEIRSS

LA LRSI, FRIZERILIMTY Grafana RERERISE . WTFEXEIMEE, Grafana RERIXEEMAHS , BEAE. Textbox BIMERBEIRIZEY

EEsk, 2
ES R4 $action TH: BTFREREIMAYIEOMSE

urlPath:$path AND region:$region HRE, B

IRIRERE: BR=ITE (1bF) BRSEAE

TEERR, TRHTES . XEERNMBINAIEE Query KBTS,
» ES HiRFAIRAGER DSL #1THR, EX ERHEITS query FitA

1EEY action FE’, FHiZIRHIUAEHF.

£101 #1313



BEIRSS

General
Name action B Type ©  Query
Label BORM Hide

Description

Query Options
Data source £ JE/RElasticsearch Refresh ®  Ontime range change

Query {'find": "terms", "field": "action", "query": "(urlPath:Spath AND region:$region )", "orderBy": "doc_count’,
“min_doc_count":1}

Disabled

Selection options

Multi-value
Include All option
Custom all value
CLS hE#HY $action TM: (AL FSEERRBNMANTAL, #F—B. EERSENHATRSHEPHRPAETERR, WA SQLIET, B
AAEERER . #15i5SR 7 Grafana BBEEE
General

Name action

Label OB

Description

Query Options
Data source & JEMCLSEURER Refresh @  On time range change
BRSEHR 7= g AERE
L A&EMID

urlPath:Spath AND region:$region
| select action, count(*) as c group by action order by c desc

Disabled

Selection options

Multi-value
Include All option

Custom all value

IT{EMA CLS piRiBa#TEEEN, EULUEABNZTINNTEENEFEONEE, BB LNRSER, (FASIRABTHITRT . NREXIEES
R ERNZAIMNFEERIEFEREENE . MERED:

Namespace=QCE/CLS&Action=DescribeInstances&Region=Sregion&display=5{TopicName}/${TopicId}

IRIFRE: BR=IE (16F) BREEAR 102 H1313;



https://cloud.tencent.com/document/product/614/52102#.E6.8F.92.E4.BB.B6.E5.85.B6.E4.BB.96.E4.BD.BF.E7.94.A8.E6.8C.87.E5.BC.95
https://cloud.tencent.com/document/product/248/54510

$%) - i}ik=

BiAEERTIZE:
Query Options
Data source
BRS5 R
Eigiga
Regex

Sort

Selection options

®

®

BEIRSS

& ${datasource} Refresh ®  On dashboard load

oy Ak HERSS

Namespace=QCE/CLS&Action=Describelnstances&Region=S$region&InstanceAlias=TopicName

Disabled

BHAEURAERSEAE
ERFHZNF, HHAPLFERERIENERER—S ES TOLEMER. @M CLS 25, RARERNET S BEEE. i, AFTEas

ERS/NEATEERTSHIBERT,

M 3IEREFEMHIIAETER:

Data source &5 HRCLSEUER

®

Query options MD = auto nterval = 1rr

BEEEID

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, count(*) as shanghai
group by analytic_time limit 1000

BEEMID

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, count(*) as guangzhou
group by analytic_time limit 1800

BEEMID

* | select histogram(cast(__TIMESTAMP__ as timestamp),interval 1 hour) as analytic_time, count(*) as beijing
group by analytic_time limit 1800

IRIFRE: BR=IE (16F) BREEAR 58103 H1313;@



o2 - Liiv= R

EHAIRTLAEMA Transform &R, SEMEHERMPBR, HERAFENERHTRT.

[cLs] Byl FRERS

analytic_time

2022-03-25 11:00:00
20! :00:00
20z :00:00
20! :00:00
2022-03-25 15:00:00
20: 3-25 16:00:00

2022-03-25 17:00:00

i3 Transform 3

Quter join

Field name

Add field from calculation

Mode Reduce row
Field name

Calculation

Alias

Replace all fields

Filter by name

Identifier analytic_time v shanghai v guangzhou v beijing v

B&

MFEFER ES (URE, EELLITBLRE, MAILUS—1 ES BERRIINERE, ST2¥EMAJ CLS BiERAGERE

ES 2 CLS #iERRIE, AILLLAFPMNEE ELK BB NZETRSE, RENTRUZRSEIBRENFIA

RUZBHINERR, FNERDLERSWE ES BURRRA, EOLSSREREGHN—LEHEEND (MBNZTWNTEEERES) , BFiESEASES
HITRE

IRIFRE: BR=IE (16F) BREEAR 5104 #1311



O BHE

ot

REtEERS AR E S EMASY
RiEEHAE: 2024-05-29 14:28:51

an

ERISERERE, RESERIRN, SEHUFEANERIAREFRNSEMARME. FIg1: TERER (097 -18:) &8 “error” HIBEEET
1005 EE, ETIERE (195 - REH08=) & “error” HMHEBI10RMESRE,

EESR
RESEER SR, ASUTFRTEIRMERE:

HRES
1 HiTIEEN
o
1 error | select count(*) as error_count
=413 :plaa el 1555 v
HER Q error_count
1156
2  HuTiEf2
[x]
1 % | select -hour(nmow()) as hour limit-1
=H T a R E 15455k v
HER © hour
19
+ EIHiTiES
=@ ($1.error_count > 100 && $2.hour >= 9 && $2.hour <= 18 ) || ($1.ermor_count > 10 && $2.hour < 9 && $2.hour > 18)
MIFED1:

error | select count (*) as error_count

FitEE “error” WBAERN.
hiTiEm2:

ect hour (now()) as hour limit 1

EF BEAFNRTEREE REVEEHITIZIE MRS, BDEENET/LS.
R

( .error_count>100 && 9 && 18 .error_count>10

A ftEFEEREAS IBEEANSEZMAESERFE, HP, S$1.error_count>100 && $2.hour>=9 s&& $2.hour<=18 RRSZEMITATIEIEOIS —
1850F, error_count KF100ZELMEEEE; sl.error_count>10 && ($2.hour<9 || $2.hour>18) FRSZEMEEISRIRI18EE (BM9=

IRIFRE: BR=ItE (It ) BRSEATF 8105 #1313


https://cloud.tencent.com/document/product/614/51742
https://cloud.tencent.com/document/product/614/58981
https://cloud.tencent.com/document/product/614/51756

O BAS RS

- RB08:) B¥, error_count XFI0BIEMELE,

(ERRF LI EASEMARG

EIEEFAYE: 2024-05-29 11:46:11

IRIRERE: BR=ITE (1bF) BRSEAE 8106 #1311



O BHE

EEESERE BEd, HSMTHITIEORMASMG:
hiTiam:

(compare[3], 4) as ratio,
compare[l] as current_avg_request_time,

compare[2] as yesterday_avg_request_time

t compare (avg_request_time, 86400) as compare

("request_time") as avg_request_time
1 g. q

LR EARRITERR:

o ratio XF%: ZHEIEOFIIMAATEHELLIEX (BEN86400% ET ) HILLE

» current_avg_request_time X% : HeEEOFHRATIE

» yesterday_avg_request_time {%%: MEXREERIEOFMAATD
LREAREEFRT compare B, #HIRBIBESR FFELEE
Azt

ratio XF1.5BNfA S, BIELLRER EFHEE50%.

IRIFRE: BR=ItE (It ) BRSEATF 107 H1313;


https://cloud.tencent.com/document/product/614/51742
https://cloud.tencent.com/document/product/614/63801

O BHS

BESMERSEEE

EIEEFAYE: 2024-04-25 16:32:11

&N

HEEERESZ MRS (service) A, &E

EZFTEERA
15 SE i
P service: user level: ERROR msg: XxXxxxx
P2 service: pay level: ERROR msg: xXXxxxx
XITARSS
service = pay p-ZNiEiIN
L REE
| RPEERsS
service = user FFPEERRA

EEPE

ZIEEIAERIEIRA

I RERRSIEEESAEZZMRIER . BT

PH—: KESEERE, REUTRE:

1. PTEORMARY: £/ SQL S35 E1 service MRIRAERY, FiTiEHERE

HATIEE 1 HiTEe
HTiEE 1 level:"ERROR"
EHNEEE 1554

error_cnt

7

5

+ FmHiTiES

MEFEQ® REFER v

select count(x) as error_cnt,service group by service having error_cnt >=5 Limit 100

v

service

pay

user

2. BRASHEME: 1288 service WHEHITHE, 81 service BMRIXEZ,

»au:2® @

BFEMPTEUERHITOA, STOERE—FEE $1.service ©

3. RINSHS: MESER, BEZ service WEF¥E(msg). Hf {{index .ConditionGroup "$1.service"}} TR

service,

IRIRERE: BR=ITE (1bF) BRSEAE

HARKFEF5HI serviceo

BEIRSS

BMRSHIMS R LEHRATIISHE

XIRZAY

55108 #131:m


https://cloud.tencent.com/document/product/614/51742

EZ: 20 O)

ESid]
EXFRBEE HRTRE FERTOPSRSLESIT MRTE BREXAESH BRTE
FRFAPTEORRRMHNRRES, Fin HUMASEREEERNSNAST, REEF HUMASENEEEANSEES, MTAR
Error B SRR SER, EEEREENMN BOEFITEEEE, REESAFRERRS MHRDHIED. HIa0: BEF * | select
FHA, tt. #1401 Tops URL, Top5 MRCRZESHEE avg(timeCost) as time,URL group by URL 3XKEX

SMEDERER, BT status:>499 FKEVHIR

R RS

HWRSITES 1 service:{{index .ConditionGroup "$1.service"}} level:"ERROR" select msg limit 100 O

TR KRBT

4, HwmEEsE: Heb ({index . ConditionGroup "$1l.service"}} RRBXREZEIFNAY service

HEIBA
SEE B 1 + MERBRERMARE, I paEsss
EA KESEAREA HEEAREA

BAIREABHID BARE RE
EE P -
notice-f0962da9-554e-41de-a567-97f18d8a2a39 AR R
Wi FE: service : {{index .ConditionGroup "$1.ser €@
®
+ RS EFER

5. FIMBEXSEEMAE: SR SRS SHRYENERASRYRTESZENH

HimnBHRAE ARSS&MR: {{index .ConditionGroup "$1.service"}}
® HIRAEBSEE: {{.QueryResult[0][0].error_cnt}}

BT LEEAEEH

(ERWMTEEMN, RIRSS (service) BEEFRIREEFTERIEP .

BRI

Fg
I
A A |
R
EEHHEFERserviceETpay -
TR
A2 t /s o
e
HEHEFRservice[E Tuser —
I

RO

SR=: SEEEN

IRIFRE: BR=ItE (It ) BRSEATF

EHEREOT) ’

@ RS
ABANAT 8] E£00:00:00 - 23:59:59

BARREOTD) /s

@ B
JBHNEE]EX00:00:00 - 23:59:59

BEIRSS

5109 #1311


https://cloud.tencent.com/document/product/614/59661

O BRE

alarm BOT

(BB S e —— g ) 4 F SRS AR

FFLEAT ] :

. test

. test

: [$1.__QUERYCOUNT__I> 0 [$1.service=user]
|8]: 2024-04-24 11:04:39

223 55

MipEEAS: RSB user
HiIRHEEE: 6

SHDHT:
HIRIEE

msg
XXXXXX
XXXXXX
XXXXXX
XXXXXX
XXXXXX
XXXXXX

RS BEO8E RRSE

IRIRERE: BR=ITE (1bF) BRSEAE

BEIRSS

110 H131;



O BHE

SEWHE PagerDuty/Slack EE=FF8&

EIEEEFRATE: 2025-06-18 19:38:01

&N

SZuEdEE X EERAIE PagerDuty. Slack. Microsoft Teams. Jira Service Management. Google Chat, EF&—1E&EZE
o

EESR

$H: HEENPEER

1. B HERSERS .
2. FEMSHER, EFINSEER > BNASER, #AENASEIREERE.
3. pEiE, AAEEXERFET, REFEWHENEE, HESMTEEHET.

PagerDuty

© A8:
« CLS i#iZ Events API V25 PagerDuty %1%, UI5RZigi Service KiFiN Events APl V2 Integration, i&#{T Add
Integrations to an Existing Service .

o BEIRLTERAETHA routing_key 3 PagerDuty HfY Integration Key,
» {BRRHER PagerDuty H#d Integration URL, [EFEELSEER.

SEME
o Rk

Accept: application/json

Content-Type: application/json

o IBRAE

IRIFRE: BR=ItE (It ) BRSEATF SE111 #1313


https://console.cloud.tencent.com/cls/overview
https://support.pagerduty.com/main/docs/services-and-integrations#add-integrations-to-an-existing-service
https://support.pagerduty.com/main/docs/services-and-integrations#add-integrations-to-an-existing-service

BEIRSS

Accept: application/json

Content-Type: application/json

o ERAE

{{fromUnixTime .NotifyTimeUnix}}",
"Critical"}}lcritical{{else if eq .Level "Warn"}
"Info"}}info{{enc

"Tencent d Log Service"

"RO3ECCMUCxxxXxxXXXXXNGFE87CT",

rdGroupId}}",

Content-Type: application/x-www-form-urlencoded

{{- define "subTemplate" -}}

Alarm triggered for the log service of account {{.UIN}} ({{.Nickname}}):
« Alarm Policy: {{.Alarm}}

« Alarm Level: {{.Level}}

« Monitoring Object: {{.Topic}}

e Trigger Condition: {{.Condition}}
e Current Data: {{.TriggerParams}}
« Trigger Time: {{.StartTime}}

{{ i (gt .Duration 0) }}

« Duration: {{.Duration}} minutes
{{- end}}

+ Additional Message: {{.Message}}
+ Multidimensional Analysis:

Sifon
1 £

{.AnalysisR

IRIFRE: BRzITE (165 ) BRSEAS FE112 #1313




BEIRSS

<{{.DetailUrl}} |DetailedReport> <{{.QueryUrl}} |QueryData>{{if .CanSilent}}
<{{.DetailUrl}}|ClaimAlarm> <{{.SilentUrl}}|SilenceAlarm>{{end}}
{{- end -}}

payload={"username": "CLS Alert","icon_emoji": ":rotating_light:
[{"type":"header", "text": type":"plain ,"text":":rotating_light:Alarm:{{escape
Alarm}}", "emoji": t =2": "section : {"type": "mrkdwn","text": {escape (substr

(renderTempla

Content-Type: application/x-www-form-urlencoded

{{- define "subTemplate" -}}

A CLS alarm was resolved under your account (ID: {{.UIN}}; name: {{.Nickname}}):
Alarm Policy: {{.Alarm}}
Alarm Level: {{.Level}}
Monitoring Object: {{.Topic}}
Trigger Condition: {{.Condition}}
Trigger Time: {{.StartTime}}
Resolved Time: {{.NotifyTime}}
Duration: {{.Duration}} minutes"

{{- end -}}

payload={"username":

[{"type":"header", "text":{"type":"plain_text", "text":":large_.

,"emoji": b}, {"type": "section","text": {"type":

"subTemplate")

Microsoft Teams

SR
o iERL

Content-Type: application/json

{{- define "subTemplate" -}}

**Alarm triggered for the log service of account {{.UIN}} ({{.Nickname}}):
Alarm Policy: {{.Alarm}}
Alarm Level: {{.Level}}
Monitoring Object: {{.Topic}}
Trigger Condition: {{.Condition}}
Current Data: {{.TriggerParams}}
Trigger Time: {{.StartTime}}

{{- if (gt .Duration 0)}}
Duration: {{.Duration}} minutes

{{- end}}

— Additional Message: {{.Message}}

{{- range $key,$value := .AnalysisResult}}

IRIFRE: BRzITE (165 ) BRSEAS F£13 #1313




BEIRSS

**{{Skey}}**

{{Svalue}}
{{- end}}
{{- end -}

"Eullvy,

"text":

wrap":
or": {{if eq .Level } {{else . Le 1 "Warn"}}warning{{else
"Info"}}

e": "Large"

"TextBlock",

"subTemplate")

1.OpenUrl", "title":"Detailed
{"type":"Action.Ope -itle":"QueryData", "url":"{{.QueryUrl}}"}{{if.CanSilent}},
{"type":"Action.OpenUr title":"ClaimAlarm", "url":"{{.DetailUrl}}"},

{"type":"Acti itle":"SilenceAlarm", "url":"{{.SilentUrl}}"}{{end}}

Content-Type: application/json

{{- define "subTemplate" -}}
**A CLS alarm was resolved under your account (ID: {{.UIN}}; name: {{.Nickname}}):**
- Alarm Policy: {{.Alarm}}

Alarm Level: {{.Level}}

Monitoring Object: {{.Topic}}

Trigger Condition: {{.Condition}}

Trigger Time: {{.StartTime}}

Resolved Time: {{.NotifyTime}}

Duration: {{.Duration}} minutes"

end —}}

IRIFRE: BRzITE (165 ) BRSEAS £114 H131;




BEIRSS

"attachments": [{
"contentType": "application/vnd.microsoft.carc
"content": {
"$Sschema": "http://adapt
" ",

ype "AdaptiveCard",

"version":
"msteams" : : "Full"},
"body": [

"type":

(renderTemplate "subTemplate")

Jira Service Management

© we:
» CLS i#iZ API Integration 5 JSM(Jira Service Management) 3%, MR HFIFRAFMN API Integration, i&H{T Add a global
integration . FINSKERAZ Integration, FIXEESH APl key.,

o BEBIRLATIERLPRY Authorization 79 JSM Y APl Key, #8=VH Basic + =HE + Base64 fRIBEHI API Key o

SEME
o Rk

Accept: application/json

Content-Type: application/json

Authorization: Basic YjdiYjISMWXXXXXXXXXXXXXXXXXdhNDUyYjvmYjOw

{{- define "subTemplate" -}}
Current Data:{{.TriggerParams}}
Additional Message:{{.Message}}
{{.AnalysisResultFormat}}
Detail Report:{{.DetailUrl}}
{{- end -}}
{

"message":

"alias":

"desc g cy:{{escape .Alarm}}\nTrigger Condition:{{escape .Condition}}",

IRIFRE: BRzITE (165 ) BRSEAS 115 H131;



https://support.atlassian.com/jira-service-management-cloud/docs/add-an-integration-site-level/
https://support.atlassian.com/jira-service-management-cloud/docs/add-an-integration-site-level/

O BHE

"Warn"}}P2{{else if eq

Accept: application/json

Content-Type: application/json

Authorization: Basic YjdiYjISMWXXXXXXXXXXXXXXXXXdhNDUyYjvmYjQw

o ERAE

{{- define "subTemplate"

Alarm was resolved

Trigger Time:{{.StartTime}}
Resolved Time:{{.NotifyTime}}
Duration: {{.Duration}} minutes"

end —}}

[ {
11

"Info"}}

"note": {esca (substr (renderTemplate "subTemplate")

Google Chat
O FEE:
hEXREMEE (b3, M. Eif. EXE ) FFEEWE Google Chat,

SEME
o iER%k

Content-Type: application/json; charset=UTF-8

o ERAE

{{- define "subTemplate" -}}
*Alarm triggered for the log service of account {{ N}} ({{.Nickname}})*
* Alarm Policy: {{.Alarm}}

-

Alarm Level: {{.Level}}

IRIFRE: BR=ItE (It ) BRSEATF £116 H131;



O BHE

Monitoring Object: {{.Topic}}

Trigger Condition: {{.Condition}}

Current Data: {{.TriggerParams}}
rigger Time: {{.StartTime}}
if (gt .Duration 0)}}

Duration: {{.Duration}} minutes
end} }

Additional Message: {{.Message}}

Multidimensional Analysis:

<{{.DetailUrl}} |DetailedReport {{.QueryUrl}} |[QueryData>{ { .CanSilent}}

<{{.DetailUrl}}|ClaimAlarm> <{{.SilentUrl}}|SilenceAlarm>{{end}}

"subTemplate")

&
o BERL

Content-Type: application/json; charset=UTF-8

o IERARF

{{- define "subTemplate }

*A CLS alarm was resolved under your account (ID: {{. F ) : {{.Nickname}}
Alarm Policy: {{.
Alarm Level:

“ Monitoring Object: {{.Topic}}
Trigger Condition: {{.Condition}}

Trigger Time: {{.StartTime}}

Resolved Time: {{.NotifyTime}}

Duration: {{.Duration}} minutes"
{{- end

{"text": escape (substr (r lerTemplate "subTemplate")

$H2: FEEHREE

1. EEMSHED, SFNRER > BNNEH, #A\EBNREASERE,
2. BEE, TEMANPRERIIAN, fREENRERESH TEEHRE:

O RiEZR: HEMEORR

O Webhookittit :
PagerDuty: Add Integrations to an Existing Service $#3E##) Integration URL,
Slack: CLS i&i@ Incoming Webhooks 5 Slack 3%, ZgiX&iER Incoming Webhooks, i&#{7 Sending messages
using incoming webhooks , 8l& Incoming Webhook, 3XEVEHH Webhook URL .
Microsoft Teams: CLS i&id Workflows 5 Teams 3%, i5#1T Create incoming webhooks with Workflows for
Microsoft Teams , LAMEWRAZEIEZ workflow, FKEVELHAY URL, {E1RiEi%#E Post to a channel when a webhook request is
received,

O

O

O

O

Jira Service Management: https://api.atlassian.com/jsm/ops/integration/v2/alerts.

Google Chat: CLS i&iZ webhook 5 Google Chat %1%, 1XaiF%&ER webhook, i&EHfT Register the incoming
webhook , 8% Webhook, FXEREHHI webhook URL,

O iEKRFGiE: POST
O RBER: EF PR RENBMRSHEIR.

©)

@© iA8:

IRIFRE: BR=ItE (It ) BRSEATF F17 H131;|


https://support.pagerduty.com/main/docs/services-and-integrations#add-integrations-to-an-existing-service
https://docs.slack.dev/messaging/sending-messages-using-incoming-webhooks
https://docs.slack.dev/messaging/sending-messages-using-incoming-webhooks
https://support.microsoft.com/en-us/office/create-incoming-webhooks-with-workflows-for-microsoft-teams-8ae491c7-0394-4861-ba59-055e33f75498
https://support.microsoft.com/en-us/office/create-incoming-webhooks-with-workflows-for-microsoft-teams-8ae491c7-0394-4861-ba59-055e33f75498
https://developers.google.com/workspace/chat/quickstart/webhooks#register-webhook
https://developers.google.com/workspace/chat/quickstart/webhooks#register-webhook
https://cloud.tencent.com/document/product/614/118707#722e1dd7-5148-491d-a677-28190546429a

O BAS s

| FANERERETSE SIEEEEE .

$H3: EERRERSTEENREE

1. EEMSHED, EREREE > SWEHE, #ASERREERA.
2. PR, FRRESERE, THANRERETSE RESERE . HPXBENREAEE 552 MENEMRESR,

IRIRERE: BR=ITE (1bF) BRSEAE £18 #1131


https://cloud.tencent.com/document/product/614/51742
https://cloud.tencent.com/document/product/614/118707#65736f7f-6b6d-4318-bda9-1abd65931bf9
https://cloud.tencent.com/document/product/614/59661

O BHE

IRiEFNHZE
{£HA Flink iH#% CLS B&

EIEEFAYE: 2025-05-29 19:08:21

R{FinR

RICGEMAEA T IMTEER Flink SEREZERNST CLS A9 Nginx BEEHE, 8 Web i%#9 PV/UV (8, FSEREIERSAZBEE MySQL #iE
Fo

SCh{EFRYA R R R4S T -
BRARAMN bR
Nginx 1.22

CLS B&RS -

Java OpenJDK openjdk version 1.8.0_452
Scala 21112
Flink 1.14.5
MySQL 5.7
RS

R REWRZE Nginx Rx

1. WEBRA=EN CVM, 520 €UiE CVM =41,

2. &% Nginx 1.22k5%

FI2: R Nginx HERIEM= CLS BERS

. ¥ Nginx BEREE CLS AEEE,

. CLS BEREZRERIR Loglistener B2, Loglistener Z£{UTFFHEAL Beats, FAEFRERFTEIELN Agent.

. BEEEAERSIE, JUEESAZ Nginx MEESIR.

. BIg, £ CLS iZ#l& 7S kafka iE%, (R Kafka thGEZEINEE, EOLUE— M BAEER, HE—1 Kafka Topic EE#E. FNHEERRITEE
22 Flink, SERTEZE Nginx BEEIE, SXHTHENERSAE MySQL.

S|3: =8 MySQL HimE
1. 8l MySQL 56, BREIEE.

A WN 2

mysgl -h 172.16.1.1 -uroot -p

2. SEEEFER DB 1%, FIF$H9 DB &7 flink_nginx, £8&75 mysql_dest.

create database i not exists flink_nginx;
use flink_nginx;

create table if not exists mysgl_dest (

ts timestamp,

bigint,

uv bigint

)i

$E,4: BE Flink

IRIFRE: BR=ItE (It ) BRSEATF £119 #1313


https://cloud.tencent.com/document/product/213/4855
https://cloud.tencent.com/document/product/614/37735
https://cloud.tencent.com/document/product/614/17414
https://cloud.tencent.com/document/product/614/72651
https://cloud.tencent.com/document/product/236/46433

O BHE

1. 8B Flink B, EERINTIRA, SNEIRESRERMI.
O MEEERZ=EN CVM, BREERNIN8C16G,
O %% JDK v8.0.0,

https://corretto.aws/downloads/latest/amazon-corretto-8-x64-1inux—-jdk

—ivh amazon-corretto-8-x64-linux-jdk.rpm

java -version

O %% Scala2.11.12
2. Z#& Flink 1.14.5, Fi#A SQL R, M Apache Flink ER F# Flink Z# 5 BEHAKREE.

-xf flink-1.14.5-bin-scala_2.11.
~d flink-1.14.5

https://repol.maven.org/maven2/org/apache/flink/flink-connector-kafka_2.11/1.14.5/flink~-
connector-kafka_2.11-1.14.5.jar
flink-connector-kafka_2.11-1.14.5.jar 1lib
https://repol.maven.org/maven2/org/apache/kafka/kafka-clients/2.4.1/kafka-clients-2.4.1.jar
kafka-clients-2.4.1.jar 1lib

https://repol.maven.org/maven2/org/apache/flink/flink-connector-jdbc_2.11/1.14.5/flink~
connector-jdbc_2.11-1.14.5.jar
flink-connector-jdbc_2.11-1.14.5.jar lib
https://repol.maven.org/maven2/mysqgl/mysgl-connector-java/8.0.11/mysgl-connector-java-8.0.11.]
mysgl-connector-java-8.0.11.jar lib
https://repol.maven.org/maven2/org/apache/flink/flink-table-common/1.14.5/flink-table-common—
1.14.5.jar

flink-table-common-1.14.5.jar lib

bin/start-cluster.sh

bin/sgl-client.sh

3. HHHMLATEENRAARRERRIN.

[T1 __hu@ws 11- __ 1tos ~/flink-1.14.5]% bin/start-cluster.sh
Starting cluster.

Starting standalonesession daemon on host VM-14-204-centos.

MRRIKAR28081, AILAEE Flink Dashboard,

IRIFRE: BR=ItE (It ) BRSEATF 120 #131;


https://flink.apache.org/downloads.html#apache-flink-1145
https://cloud.tencent.com/document/product/213/4855
https://www.scala-lang.org/download/2.11.12.html

BEIRSS

P
== Apache Flink Dashboard Version: 1.14.5 Commit: 253dcb1 @ 2022-06-09T09:10:44+02:00  Message: e

© Overview X X
Available Task Slots Running Jobs

= Jobs 5 1

Total Task Slots 6  Task Managers 1 Finished 0  Canceled 4  Failed O
Running Job List

Job Name Start Time Duration End Time Status

insert-into_default_catalog.default_database.mysal_dest 2022-07-14 20:05:46 57m 39s - | RUNNING |

Completed Job List

Job Name Start Time Duration End Time Tasks Status

insert-into_default_catalog.default_database.mysql_dest 2022-07-14 19:40:32 34m 33s 2022-07-14 20:15:05 2 2] [ cANCELED |

$WM5: (EA Flink %% CLS HEMIR
1.  SQL Client REH, #4T0TF SQL:

—— E#EcLsAFERNIE  BEIREE
CREATE TABLE
(
STRING, BEPFEE, ERIRSM
STRING, BERFE, RSBESAHATE
BIGINT, BERFER, RERERIRFEEH
STRING, BERZE, HEinaERRSEN, ISRERIRES 1 thtdEE
STRING, BEHR=FE, ERiG 1p il
STRING, BERFER, NS
INT, BEHR=FE, arTe iBRIKEHE
STRING, BEP=FES, ure Miht
STRING, BERFER, iZMRE N4 R kA
STRING, BEPFE, ERimIKESEER
STRING, BEPRZFE, nrTe BRGE
BIGINT METADATA FROM 'partition' VIRTUAL, —- cLsHEETSKX
AS PROCTIME ()

connector' = 'kafka', ——{§CLSAETERLIEKatka TopicKiHHK
topic' = 'YourTopic', -- CLS KafkalHWiHZRIEHEHEAERZIR, HIEN12345-633a268c-XXXX-4adc-XXXX~
7Ta%ala7baXXXX
'properties.bootstrap.servers' = '
KafkaliMiHEEHIG A HARSSIIL, FIFREr MHitigaosbmiEZEbiL, FIRBENERERES
'pr -t group.id' = 'kafka_flink', -- Kafka fﬁﬁ?ﬂgffﬁ

= 'earliest-offset',

kafkaconsumer—ap—guangzhou.cls.tencentcs

missing-field' = 'false',

urity.plain.PlainLoginModule required

i, —-APERREEERENBEEESID, Hlillcascxxxx-dd2e-

perti

perties.sasl.mechanism'

-—— BYBAfRR

CREATE TABLE

IRIFRE: BRzITE (165 ) BRSEAS $£121 #131;|




TIMESTAMP,
BIGINT,
BIGINT

201

st' —-- MYSQLER

-—— Hifj cLsHE
INSERT INTO mysqgl_dest (ts,uv,pv)
SELECT TUMBLE_START (ts, INTERVAL '1l' MINUTE)
FROM nginx_source

GROUP BY TUMBLE (ts, INTERVAL '1' MINUTE) ;

2. 7 Flink B9{ESSIEIEET, BAIRILABE Flink (ES3R0MEEEE:

5
“ Apache Flink Dashboard

ID: 2cb9060f4816b5f48f200ca82976bda8

2022-07-14
2022-07-14 20:17:00
20:18:00
20:19:00
20:20:00
20:21:00

20:22:00

2022-07-14
2022-07-14
2022-07-14
2022-07-14
2022-07-14

+
|
+-
20:16:00 |
|
|
|
|
|
+

IRIRERE: BR=ITE (1bF) BRSEAE

insert-into_default_catalog.default_database.mysql_dest

Start Time: 2022-07-14 20:05:46

Overview Exceptions TimeLine Checkpoints Configuration
Name Status
Source catalog default_database.nginx.so...  [INNEY

6/flink_nginx', --— ii%‘EmBgEQ‘IZiQE
- MYsQLS
—— MYSQLEHS

B, XnginxHERRIPV, vvHTREGIE, ERBA vysorBiRE

start_ts, COUNT (DISTINCT remote_addr)

Version: 1.14.5  Commit: 253dcb1 @ 2022-06-09T09:10:44+02:00

Duration: 1h 17m 47s

cLoBAL

Records Received

Bytes Received Bytes Sent Records Sent
7.23MB o 5.13MB 25,737 1
5.13MB 25,737 0B o 1

Parallelism

uv, count (*)

Start Time

BEIRSS

Message: (

Cancel Job

Dura Tasks

2022-07-14 20:05:46  1h 1 [

2022-07-14 20:05:46 11 [l

8122 H131;



O BHE

{£A DLC (Hive ) 4% CLS BH&E

EIEE#RATE: 2024-10-24 20:59:22

LEBEIEATRS CLS PHIEEIRER Hive #1T OLAP itHE, WSRAIGHTER. ZTIIEEEN=EHiTE DLC (Data Lake
Compute, DLC) RIFHIBIESTSITERS, ERMNBATHNEELITENS . FEEWTHRR:

i EHiEH S
1218COS Select * from Table

COSTFfi§H:
; —_—
CLSHAEEE 1 //test-1253240642

DLC¥R3E:#

A#B R Logdata

HAEiRE: CREATE EXTERNAL TABLE
SEER:

dt=20220423

SEER:

dt=20220424

SEBER:

1. _xxx.qzip XK, HTFHEL_FRISF L
2, FEFBII0000, FEERNHESR

RMET R
CLS B#i%#= COS
SURBIR(ES

1. BR HERSENE , ERENSHEPIRIEES > 8= COS,

2. 7 “RIBE COS” WHEYP, BEHFMRERE, R “IREE COS” BOH, REHAIBIREES.
MTREREEER:

BeE LR EEEIN
COS 7=tist@ BEXHSRERINREFERENZERT . EEIRCEERP, —RMFA Table Location Bdithiit.

2B Hive DXFBRIEE. I, LRXSETLURER [dt=%Y%m%d/test, Hrp dt= KRDEFER, %Y%m%d KFRE

Cos iz B, test REASIHAIE.
i BENEARE

1RizERAdiE BJ1ES - 15D MEEIRIERE, BiEE155%, 250MB, XHEXHHESILRY, SigtaE(E,

RiEtE=t JSON #&={

BET—8, BARRES, #iF JSON MEEELENFR,
EEREESER

IRIRERE: BR=ITE (1bF) BRSEAE $£123 H131;


https://console.cloud.tencent.com/cls/overview

O BHS

BEERDIRBES157ME, ALIECOS (MKFH) ZHaEERAERE, BRENFUTE, 2XERTEERFNEETX .

COSTFfiEid:
: [/test-1253240642

BEBF: Log_data

FEBR:

dt=20220424

FERBER:

dt=20220423

SFEBZ:

MRFEER S BT EIRINTERR:

253240642 / log_data / dt=20220424

Bl - awmews (P
Q iR 43435
XHE ¢+ K¢ kR Y
chris__00be1d57-783a-417d-9e37-acca80dd5686_000.gz 151KB TERFE
chris__0b380626-d793-4820-bc4a-3219ac31acas_000.gz 1.50KB INEFRE
chris__1€095712-7460-440a-8678-dcf8fcb7d094_000.gz 1.17KB TR
chris__1ea7c6c5-a49a-4ccb-acf4-cdic8ce23b8b_000.gz 1.50KB INEFRE
chris__1fcd088¢-053f-44b3-86a5-c177fc421fe0_000.gz 1.51KB INEFRE
chris__201eac9a-eadd-49cc-8b6a-6680d50c44¢7_000.92 1.30KB TRAEE
chris__22eca216-bd0f-485e-9818-a508e30e7658_000.gz 1.01KB INEFRE
chris__2cdBec0e-c2e0-4682-af33-0ef617eafa1d_000.gz 1.48KB INEFRE

DLC (Hive) 9%k
DLC Si@iMBRHMSEINRFHREERR

fEexedE ¢

2022-04-24 19:14:56

2022-04-24 19:10:06

2022-04-24 16:05:07

2022-04-24 16:10:03

2022-04-24 18:00:06

2022-04-24 15:45:06

2022-04-24 16:55:06

2022-04-24 16:15:03

55 100 xR

#ME

e

S

S

S

S

e

S

S

Faes

TEERIEE

T EZ v

™ 'S v

™ 'S v

™ 'S v

™ 'S v

¥ TR &S v

™ 'S v

¥ TER 8% v

BEIRSS

BESIEREENREFERE, BIAED DLC =HIE — SURRRINgELEIINER, BREOTSRUNT SQL =6, WISBIERSEFREAR Location

RESARSEFER—H.

DLC I25hRMASIRIETHRER, TLAREIEHEEIEHREWEMRELER SQL, EHZFRIFEMFAIIFEEH—SIRE SQL HIRFREERE,

BIALATZ6), TIMESTAMP FERHERRH D int, {BRTEE bigint Z 95,

ATE EXTERNAL
__FILENAME_ °
' __SOURCE__°

‘__ _TIMESTAMP__

“appId’ string

‘caller’ strin
consumeTime"

‘data’ string,

IRIFRE: BR=ItE (It ) BRSEATF

TABLE

string,

string,

gint,
’
g,

string,

‘DatalLakeCatalog’

. test’ . log_data’

(

124 #1313



O BHE

‘datacontenttype’ string,
“deliveryStatus® string,
‘errorResponse’ string,
“eventRuleId® string,
“eventbusId® string,
“eventbusType® string,
“id’ string,

"logTime string,
‘region® string,

‘requestId’ string,

‘retryNum® string,

“source’ string,

“sourceType’ string,

"specversion’ string,

“status® string,

‘subject’ string,

“tags® string,

‘targetId’ string,

“targetSource® string,

“time® string,

‘type’ string,

‘uin® string
) PARTITIONED (*dt® string) N FORMAT SERDE 'o e.hive.h 1 a . STORED
TEXTFILE LOCATION 'cosn: 1253240642/1og_

o MBEXRHEXITE, Location EEHEM cosn://coreywei-1253240642/1log_data/ BF, WA=
cosn://coreywei-1253240642/1log_data/20220423/ BHFRo.

o [EREERINEE, TEISERIBOEURESYFRENFERREN: cosn://coreywei-1253240642/1log_data/20220423/ BF, HESEMFTE SQL #
Location {€&[E cosn://coreywei-1253240642/1og_data/ BIREIHE,

o EYSXRFMERE, ESRSEENFEIS,
) 1S
DEXRFEERNSXBIES, A66EE select iIBDRIEIE, ETEINTAEHAGXRNSEX:

[AsES X

ZHEEA-RENERES KR, ESTRIE, ERERMSERSIREGR.

msck repair table DatalLakeCatalog.test.log_data;

BE SRR

ENHERERESRZE, BESRESERIEM. fii, SXME—T9K, WAILIEiZA=HTEERM.

DatalLakeCatalog.test.log_data add ¢

PR
HIISEHXNE, BIEEE DLC TR A A .

‘DatalLakeCatalog’ . test . log_data’ group

IRIFRE: BR=ItE (It ) BRSEATF 5125 H131;



O BHS

BERS
HERNTERR:
Bi-2022.04-2416... @ | + v
B &= 3 i e
1

saL

select dt,count(l) from ~DatalLakeCatalog’
3

“test’ . log_data’ group by dt;

31KB ®

select dt,count(1) from "Dat..

dt

20220424

EXPR_1

156

IRIRERE: BR=ITE (1bF) BRSEAE

5126 H131;



O BHE

ERF SQL 3h
{EFER SQL fRIERSmiERT

EIEEFAYE: 2024-06-07 17:23:13

BR

RS H SRS T E BRI RIS

1. MREHTFEHMEEEDR, SHEXEANKIREEX, BEEERER SQL #1f, BiZERiRSRS M INEREN, ARBLEER.

2. MREHENSRPRYMELR, WAETERSQLAMN, 1§ HEENIEIR Metric, BfER PromQL MiEiRITEA T, HEANELRSTES, 98
BRREAEEEAAYET

AXNBEEGFRSHRSNIVERTE, REHLOERIVEMEE,

RMETR
Big: FoEaRiEEE

BIER SQL, MiFEAFER A —MKHEEEEARASNMEREEENER: AINEIIRNEIE, TLURRI2M2 0 HNES, HEENERFEE
MRBFTEREB, EUERTER B FEEERER, HETEATERE B hREMIERST, ZHRCEEEFPBEINA, IERBERIERIERITHR,

=l
1. BERAEERSEE: cls_service_log, SiffiiEsE2023-12-1312:00:00 — 2023-12-13 12:15:00, g, iEMTF:

select (etl_input_line) as input_lines , (etl_failure_line) as failed_lines

etl_task_id group by etl_task_id

2. {ERER SQL St ERAEHE, 2% s SQL (F5.
ERF SQL SMIE BT :

o FESEE: BEEATERSETONEEER, FFi$H cls_service_log.

o« BEAB#R: BIREEEEE, RHIFH sql_result,

o ABESEE: 2023-12-13 12:05:00 - 2023-12-13 12:15:00 ( EZFFEiFRIZ12:00:00 -12:15:000984%E, EERE¥E+RES SQL Ma&En,
SQL HEEO2EaRIER )

o {RERME: 553%

- SQL MEEA: @m-5m,@m

« SQLi&E (CQL) :

(etl_input_line) as input_lines , (etl_failure_line) as failed_lines 5

by etl_task_id

© ea:
REIPAIER SQL SERIEOMMERSTI—#, (BERLWSEIFRT, g Distinct. Avg . TOP N it&Eh, SEERIBWSFRRITE
SQL g4,

ALEER SQL Sk EPEER, BERMIMESIERENEN, FIMRT3IOIHEENEE, MTEFMT. =4 =gk SQL RiEEnmmExk
47 2 RRAIATIESERE12:00-12:15,

IRIRERE: BR=ITE (1bF) BRSEAE 127 H131;


https://cloud.tencent.com/document/product/614/90332
https://cloud.tencent.com/document/product/614/78891

O BHS

EEE
R v ZAISHS, KWO, M3, BITH0

D HiTRSE 4 SQLEfEED ¢

FFARTE): 2023-12-13 12:15:00
ZEZRATIE]: 2023-12-13 19:16:12
RS 48ms

FHARTE]: 2023-12-13 12:10:00
LEERETIE): 2023-12-13 12:15:00

ba98d817-abaa-4157-8d34-edc39af23425

FFHARTE): 2023-12-13 12:10:00
4ETRATIE]: 2023-12-13 19:16:07
FEAY: 45ms

FHiAEFE]): 2023-12-13 12:05:00
LESRETIE]): 2023-12-13 12:10:00

f256¢8df-7¢25-4f9a-beb6-5d6be0b00a32

FHEARTIE]: 2023-12-13 12:05:00
#EZRATIE]: 2023-12-13 19:16:02
RS 81ms

FHARTE]: 2023-12-13 12:00:00
LESRETIE): 2023-12-13 12:05:00

465707f7-287e-4aac-aedb-4bb29ae0c186

3. $TABIFEM sql_result E&54iE:

AERBUEE

HWA{TER: 1052
BHATEC 7

HMAITE: 1046
WHATEC T

WAITE: 1028
WEATE T

AILABEIER SQL SirtBAEUREINT . BF input_lines 1 failed_lines 7R SQL #, S=R (FRITESS MR sum ) FEN . BELLFEIIE

BERBUIEBM—R sum, HAILIBEIFEIEWSZSH159 8 input_lines # failed_lines B9 sum (&,

1702448900 _TAG_job: abcd123

bao8d817-a6aa-4f57-8d34-edc39a123425 _TAGtrigger time: 1762466172 _TAG_schedule time: 1762448968 _TAG_.job: abcd123

1702448900 _TAG__job: abcd123

1762466172 __TAG__schedule_time: 1702440900 _TAG job: abcd123

1702448606 __TAG__job: abcd123

© 1762466167 _TAG_.schedule_time: 1762448606 _TAG_job: abcd123

abcd123

ime: 1702466167 __TAG_schedule_time: 1702440600 _TAG job: abcd123

25608df-7¢25-4f9a-beb6-5d6beeboBa32 __TAG_trigger_time: 1762466167 _TAG_.schedule_time: 1762440608 _TAG_.job: abcd123
256¢8df-7c25-4f9a-beb6-5d6beabBBa32 _ TAG_trigger time: 1762466167 _TAG_.schedule time: 1762440688 _TAG_ .job: abcd123
abcd123

__TAG__schedule_time: 1762440360 _TAG_job: abcd123

1702466162 __TAG_.schedule_time: 1702440300 __TAG_.job: abcd123

1702466162 __TAG_schedule_time: 1702440300 __TAG__job: abcd123

1762466162 __TAG_schedule_time: 1702448300 _TAG__job: abcd123

abcd123

»o1 12-13 12:10:00.000 nputlines: 8455144 ot task i 1aa7a610-ae08 bfd-bSbs-d22259597318 faled lnes: @ _TAG_process id: ba98d817-aaa-4757-834-edc39af23425 _TAG_wigger_time: 1702466172 _TAG__.schedule_tim

» 2 12-13 12:10:00.000 input lines: 195 et task id: 415d3de7-3f" -472a-bef7-e73f6fbdodab failed lines: 8 _TAG_.process id: bad8d817-a6aa-4f57-8d34-edc39af23425 _TAG  trigger time: 1762466172 _TAG .schedule time: 1762448900 _TAG job: abcd123
» 3 12-13 12:10:00.000 input lines: 9 etl task id: 65713daa-c34c-49u 9771-43838d1ddb6d failed_lines: 9 _TAG_.process_id: bag8d817-a6aa-4f57-8d34-edc39ar23425 _TAG_ trigger time: 1702466172 _TAG_.schedule time: 1762440960 _TAG .job: abcd123
>4 12-13 12:10:00.000 input lines: 4858 etl task id: 7558d625-477-4f52-8368-4bd393778bd6 falled lines: @ _TAG_process id:

» 5 12-13 12:10:00.000 input lines: 159 efi task id: 977770314, u- o8P 15-087500349c16 fallec lines: 8 _TAG_.process id: ba98d817-asaa-4757-8d34-edc39af23425 _TAG_trigger time: 1762466172 __TAG_schedule_time: 1762440980 _TAG_job: abcd123
» 6 12-1312:10:00.000 input nes: 2033507 etl task id:  dod199a1-65e¥=4225-beap-dosfe7b2bd20 faled lines: @ _TAG_process id: ba98ds17-a6aa-4f57-8d34-edc39af23425 _TAG tigger time: 1702466172 __TAG..schedule.time:

» 7 12-13 12:10:00.000 input lines: 2035859 eti task id: ee371a35- ___ 87ef-25baa78d19a1 falled_ines: © _TAG process id: ba98d817-a6aa-4f57-8d34-edc39af23425 _TAG_trigger time:

> 8 12-13 12:05:00.000 input lines: 8766785 efi task id: 1aa7a616-ae@f ofd-bSb8-d22259507318 failed lines: 8 _TAG_.process id: f256c8df-7c25-4f9a-beb6-5d6beaboRa32 _ TAG_ trigger time: 1762466167 _TAG schedule time:

» 9 12-13 12:05:00.000 input lines: 206 etltask id: 415d3de7-3fP -472a-bef7-e73f6fbd94ab falled lines: @ _TAG_.process_id: f256c8df-7c25-49a-beb6-5d6be6bo0a32 _TAG_ trigger.

» 10 12-1312:05:00.000 input lines: 11 etltask id: 65713daa-c34c~- '3-9771-43830d1ddb6d falled_lines: 11 _TAG_process_id: f256c8df-7c25-4f9a-beb6-5dsbe@booad2 _TAG_ trigger time: 1702466167 _TAG_.schedule_time: 1702448600 _TAG_.job: abcd123
»om 12-13 12:05:00.000 input lines: 4221 efl task id: 75584 _.-4/17-452-8368-4bd393778bd6 falled lines: @ _TAG process id: f256c8df-7c25-4f9a-beb6-5d6bedb86a32 _TAG trigger time: 1762466167 _TAG_.schedule time: 1762449668 _TAG_.

» 12 12-13120500.000 input lines: 210 efltask id:  9777c763- | Nigdbd4-bf75-087500349¢16 failed lines: & _TAG_processid:  f25608df-7c25-479a-beb6-56be8b00as2 _TAG._trgger.

» 13 12-131205:00.000 input lines: 2621865 etl_task id: dcd199a1-65ef 225-bcad-dc5fe7b2bd26 falled lines: 8 __TAG_process_id:

> 14 12-1312:05:00.000 input lines: 2262777 efi task id: ee371a35-fcbd- dc-B7ef-25baa78d19a1 failed lines: 8 _TAG_.process id:

» 15 12-131200:00.000 input lines: 9864571 efi_task id: 1aa7a616-. > " *' ' "b§-d22259597318 failed_lines: 8 _TAG_.process_id: 465707f7-287e-daac-aedb-4bb29aedc186 _TAG_ trigger time: 1762466162 _TAG schedule_time: 1762446300 _TAG_.job:

» 16 12-1312:00:00.000 input_lines: 415d3de7-3783-47 .-bef7-e73f6fbd94ab falled_lines: © _TAG_.process_id: 465707f7-287e-4aac-aedb-4bb29aedc186 _TAG_ trigger_time: 1762466162

yo 12-13 12:00:00.000 input lines : 65713daa-c34c-~ 1|” ~771-43836d1ddbod failed_lines: 10 _TAG_.process id: 465767f7-287e-4aac-aedb-4bb29aeBc186 _TAG_ trigger

» 18 12-1312:00:00.000 input lines: 4308 et task id: 7558d625-47¢ 4752-8360-4bd393778bd6 failed lines: © _TAG_.process_id: 46577f7-287e-4aac-aedb-4bb29aeBc186 __TAG_trigger_time:

» 19 12-131200:00.000 input lines: 207 et task id: 9777c763-147c-4bd4-F 5-08750c349c16 failed_lines: @ __TAG_.process_id: 465707f7-287e-4aac-aedb-4bb29aedc186 __TAG_ trigger.

» 20 12-1312:00:00.000 input lines: 2019292 efi task id: dcd199al-65et  “S-bca-dcSfe7b2bd2e failed lines: 8 _TAG_.process id: 465707f7-287e-daac-aedb-4bb29aedc186 _TAG trigger time: 1762466162 _TAG .schedule time: 1762448300 _TAG |

» o2 12-13 12:00:00.000 input lines: 2230147 eti_task id: ee371a35-fcu. “2f-25baa78d19a1 falled lines: @ _TAG_process_id:

4. EEFEFETPRT

46570717-287e-4aac-aedb-4bb29aedc186 __TAG_ trigger_time: 1702466162 __TAG schedule_time: 1762440360 _TAG _job: abcd123

£ B#RAEEM sql_result 1T SQL iE9:

( input_lines )

etl_task_id

input_lines, ( failed_lines) failed_lines , etl_task_id

BRIMTENESR, MEHEAFET: cls_service_log EFESITIER— (SEEBIIIERT) -

IRIRERE: BR=ITE (1bF) BRSEAE

5128 H131;



& WifiE

# input_lines Y # failed_lines Y ¢ etl task_ id
27086500 0 1aa7a610-accl il -°hR-d22259597318
608 0 415d3de7-3*,-4r2a-bef7-e73f6fbd94ab
30 30 65713daa-c34~ 749d8-9% -43830d1ddb6d

12587 0 7558d625-47%m: [CE=@CCO=ag393778bd6
576 0 9777c703- 4/c-4pu4-01/5-08750c349¢16

6073864 0 dcd199a1-65e* :ZZZ -~~N-dc5fe7b2bd20

6527983 0 ee371a35-fct u-4pac-u. ' 7 5baa78d19a1

£ie

HIFMWEE, SFETER SQL, MRATHIERIE (REQEE ) 25, AREEFAEEEPHITER, RERENRE. 5%, TERRAX
BHEIRAGHT ESREEN

IRIRERE: BR=ITE (1bF) BRSEAE $£129 H131;



O BHE

MBEHREUEIR(Metric)

EIEE#RATE: 2024-12-05 11:00:22

FP{ER CLS (R, BREBIINKEN, SHEREHRMINE, MR, AIUERISETEBER (Metric) 88, SAEMER PromQL 3315
BT ES, HStTiEaEttAER, AR RIREBIAgEE.

{EFRER SQL, SN BEHRRIUERR, HiSIBIRREESIiERD, HtA, SrEiIR, FiE=Ed, T3 Prometheus £73%. BITHESER
20 IBIFTEERDA o

TIRABLLRBIEIR U RIRABEAERER SQL 4 Metric. HISSASER2: M Nginx BERIZE3MER (PV. £MiER$. P99_iERAE) . i5indt
ER URL, %8 PV BIX/hEX TOP10,

HASERAER SQL, S BEHiEkR.

RMES R

1. B3] CLS =HlE , EFERKIE, $TH Nginx Demo HEERR ( REAAIEER ) 1FSIFRE, Demo HEEWFSA EF Demo BHERIER
3 CLS,

BENEEETIMT:

(*)as pv, count_if (status>=400)as bad_request_count, approx_percentile (request_time, 0.9

s P99_request_time,url group by url order b 7 desc imit 10

IRIFRE: BR=ItE (It ) BRSEATF 130 #1311
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O BAT

ZRINTE, WATIRRIEDOERE:

#pv Y
397

100

98

91

40

38

26

25

23

22

3. ERitER TAB RANA LS, REfFRERSQLA . SHIUTRER, ~ERE.

ESS B
SPN=[r
REREHA

SQL KiaEn

SQL i

1B ETR
et

BEEXEE

# bad_request_count Y

Log2Metric

197

100

98

91

40

38

26

25

23

22

# P99 _request_time Y

0.009

0.002

0.232

5.054

0.048

5.003

0.003

0.009

5.001

0.003

IEREIRERR, RRUETELF, REIPEIRTES NginxMetric

1534, BARISWRE—RES, FHSERREFIEFER

@m—1m,@m ,ERERIRETEEE 158

t url Y
/nice%20ports %2C/Tri%6Eity.txt%2ebak
http://azenv.net/
http://81.71.160.63/cc.php
dnspod.qcloud.com:443
http://110.242.68.4/
/vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php
/?XDEBUG_SESSION_START=phpstorm
/config/getuser?index=0
/cgi-bin/.%2e/.%2e/.%2e/.%2e/bin/sh

/favicon.ico

* | select count(*)as pv, count_if(status>=400)as bad_request_count,
approx_percentile(request_time,0.99) as P99_request_time,url group by url order by pv desc limit

10

pv,bad_request_count,P99_request_time, —f&HEIE

url, —fR#BE group by FHEIIFE, FIFPRIKRR URL ZHERTHIER.

{"Author","Coder"}. FINEECHIHE, LIFEFHNIRRERENTRE. NA. HEEH. SSTEZEM.

4. BEEN SQL R
ALEEESHSRE—REEEN SQL 59, HEENEREBHERIRER.

5. £ ERY SQL Sr{ESi¥iEhikEI BiFER NginxMetric,
6. {ER EFEE WHERBIBHITITES T, HISORERBMEMNER.

=

I

Gy S e LD

RERSERR, MEIRIRPER— MEIRHITES.

BEIRSS

== {Author="Coder", __name.

="P99_request

'boaform/admin/formLogin"}

0.20700000000000004  0.297  0.297

0.297

BN
14
12
10
8
6
L[] ‘ | ]
4
I — =
16:10 16:15 16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05
AR RME BB
== {Author="Coder", __name__="P99_request_time", url="/"} 0.10241078838174272 2781 0.005 0.036
== {Author="Coder", __name__="P99_request_time" HNAP1"} 0.002746887966804981 0.025 0.001 0.002
— {Author="Coder", _name_="P99_request_time", url="/HNAP1/"} 1183 1183 1183 11.83
~ {Author="Coder", _name_="P99_request_time", url="/MySQLDumper'} 0003 0003 0003 0,003
= {Author="Coder", _name_="P99_request_time", url="/SQLiteManager-1.2.4/mainphp"} 0002 0002 0002 0.002
== {Author="Coder", _name_="P99_request_time", ur in2q=$%78] 78.31.71; %7D") 0.008000000000000004  0.008 ~ 0.008 0.008

== {Author="Coder", _name.

="P99_request_time", url=

in/formLogi

IRIFRE: BR=ItE (It ) BRSEATF

0 0 0

£131 H131;

0
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