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<> FE
VR L5 E20)
FRIR
HRS
IPEBE KRB BRI
v ORK
RN
BAER
BRSSEREA AATTBRASR
o R MESFA 0 HESEE , TRERESSHE, G087, NUSHOBERL0, T Donut REMX , BRBRKRE, TMUSRE, Kb RES 5
BRBER
REE
s
e PSS HER -2 ARENE
¢ =
N B=RRS request @ EiEE ¥ n 2009
AR5
socket @A - 2007
O e
uploadFile &A% - 2009
downloadFile& &% - 2001

3. WMRIMERRIX o
TREEEER, WXGIEENECHIMX ID F-.

App ({

async onLaunch () {

const gateway = wx.cloud.services.Gateway ({

domain: 'aldxxxx4a-wxxxxx1259xxxx5086.sh.wxcloudrun.com’',

IRIRERE: BR=ITE (1bF) BRSEAE 55189 225


https://mp.weixin.qq.com/
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4. ERRX,

BIRE®RA wx.request EABAERA wx.cloud.gateway.call , MIFRREEIHEMAXLZSHEIE,

[27 path 24, wx.cloud.gateway.call B9iEBRZINS wx.request EFXHERE .
path SHFANEEEHZKOESE, MR path FEETEHSHIRO, SBEELE,

wx.cloud.gateway.call ({
path: /?word=$ { encodeURIComponent ( RERRIAE ) ),
method: 'GET',

header:

}) .then (result => {
console.log ('MIEMXIFIALER: ', result)

})

A BEThRA:

click2:function(){
wx. cloud.gateway.call({
// ERERENEORE, PXREEF
path: /7,
// BERAEE
method: 'GET',
// &K header
header: {
'my-header': 'demo'
I
// HRZEE wx.request #HE
}).then(result => {
console. log('HEMXIAAER: ')
console. log('StatusCode: ', result.statusCode),
console. log('Header: ', result.header),

console.log('Data: ', result.data)

5 Ei=%

Wxml Console Sources Network Performance Memory  »

(o]e] Filter
MEMXIAEER:
StatusCode:
Header:

Default levels

index.ts:47
index.ts:48

index.ts:49

{server: "nginx/1.20.1", connection: "keep-alive", content-length: "8", x—envoy—-upst

ream-service-time: "108", content-type: "application/octet-stream", ..

Data: WAF TEST

IRIRERE: BR=ITE (1bF) BRSEAE
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O BRE

WAF #&EIRE, =amb):

click2: function(){

wx. cloud.gateway.call({

// ERERENEOREZE, PXHRERF

path: °/attack_test’,

/] BREE

method: 'GET',

// @K header

header: {

'my-header': 'demo'

}

// ERBHS wx.request #EE
;).then(result = {

console. log('MIEMXIFEER: ')

console. log('StatusCode: ', result.statusCode),

console.log('Header: ', result.header),

console.log('Data: ', result.data)

wE 13 BEE [EE & Ky KBRS

Wxml Console Sources Network Performance Memory

top Filter Default levels

MIEMRIHIER
StatusCode: | 403
Header:

{connection: "keep-alive", content-length: "2126", x—envoy-upstream—service-ti
07", content-type: "text/html", date: "Thu, 09 Nov 2023 07:26:06 GMT", ..

Data: <!DOCTYPE html><html lang="en"><head><meta charset="UTF-8"><meta
name="viewport" content="width=device-width,initial-scale=1"><title>AccessDeny</title>
<link rel="stylesheet" href="https://imgcache.qq.com/qcloud/security/static/404style.c
ss"></head><body><div class="conent"><div class="accessDenySvg'><img src=
om/qcloud/security/static/imgs/attackIntercept.svg" alt=""></div><hl
rr'>RIEER  BARISANEGAIERAIENMIGEMRER, E8EMER, SIRERELERTR.
</h1><p class="text1">WIFEkE), HENERKARMEERRIHRBERVVIDESFR, HBEHE"HIBB
RIRUUID(EBLAMILEE R </p><p class="text2">fHIIERUVIDA: <span class="t
id">34cafae902ccdcdf642572367e98a541-9f3c5032d375bcebbe@dal@c5f055792</span> <span
copy" ><img src="https://imgcache.qq.com/qcloud/security/static/imgs/copy.svg"
alt="" /> <span class="tooltips" style="width:10em">Copy Successfully</span></span >
</p> <div class="qrcode-wrapper"> <div id="qrcode"></div> <div class=""feedback-text">
HBBRM</div> </div> </div> </body> <style> .gqrcode-wrapper { margin-top: 26px; }
#qrcode { display: flex; justify-content: center; } .feedback-text { font-size: 12px;
margin-top: 12px; } </style> <script type="text/javascript" src="http://attack—feedbac
k.gcloudwaf.com:8@99/js/qrcode.js"></script> <script> var copyBtn
document.getElementById("copy"), id = document.querySelector(".text2-id");
copyBtn.addEventListener("click", function () { var e = id.innerHTML, t
document.createElement("input"); (t.value = e), document.body.appendChild(t),
t.select(), document.execCommand("Copy"), document.body.removeChild(t),
(document.querySelector(".tooltips").style.display block"); setTimeout(function ()
{ document.querySelector(".tooltips").style.display = "none"; }, 2e3); }); var qrcode
new QRCode("qrcode", { text: "http://attack-feedback.gcloudwaf.com:8099/" +
id.innerHTML, width: 8@, height: 8@, colorDark: "#000000", colorLight: "#ffffff",

correctLevel: QRCode.CorrectLevel.H, }); </script> </html>

$H3: MXRIESRBTIA

1. MEREFIRNIBERTRZE, REBMVEFATIRE, BTUKRELRS.

Web RIF3FmASE

2. MEFHRAERERZE, £ MEFZSIERE PEANEBES=SHTRSIERSHRBEANZLNXCRIE, B2, BERm, MEMEANDES

EEO

IRIRERE: BR=ITE (1bF) BRSEAE
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HWEBNEFEAM

© g RE

EEFREERMZE, EERBIEEALZZMX, WIERINGE, AHFTHMXEN.

MEEANRZRXEWIE, FA%

@ o

NIEFEFIREL S

el Bz, TREHhiT

() BAHER

O mEE A REMACRIL, BE®

IEFRERASE

O FrENRniTsen

WebRL FI5 A 18

=% EiH

IRIFRE: BR=ItE (It ) BRSEATF
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@ H% \_EHE Web RZFR5XIE

E=IEEFAYE: 2024-06-14 16:14:01

LhRERTY

MEMEINREREIE XS HRHZNBSIPRISSIHITRERKIESI T, FHERERBENGF ., EULSRENIS. REZE WAF BREER, FERFRREMER
&, EDREAMIERPEER, REWSIREST.

Q@ {&iRikaR:
GBEAN: REMMEHFIAANINEE, BWE Web MR XIBFEIR{ER.
FICR: FHAMMERE, BIHMEEE Web R, BOT K&, AP EFRESHTRNN . MEHEXRRECRIEATRIGTER, RTaHE
RUR (USHEFER) , FaEWAERLSBR.
HEKiR: (MERREIERRTEHRIERERN Web RARAEFR, WMESISENERABN, RiHHETRSIIRLHDEREGRE, Bi)
BNEHFRIZINEEEEREAE .

RMET R

1. BR Web MAGXEEHNS , EEMNSHES, EFiREHT,
2. EREHETE, SULURELRAE . EEERXENTE TOPS. THRLHEIRS .

LEREER

1. EREMMERR, pE—RGR, TRREFEES.
MEERE: ZIMENI25 QPS BES1001ME®, EHNIKEHMENEDS HEEN .
IMERER: B7XR(GHHME—IR.
IMERNS: SIRIMERERTRITB24/0\0, REFMEFRIENE24NHNRERSE, MEEREMMERERERID.

REGT
&

RERMLSRERNE, REWAFHERPEE g

\V's

—HR itk FERA S e

2. RBMEE, BEH24/IREUMELER . MR IASHENE, PIHAMEES,

RIMSM 465018 2024-01-04 10:4 &
EERTREHR, BETA\HEEEER o S
Wit PR 24 )8, BROSH... o

3. (BIESERIE, TR TRSRESHEERRETERSENTE,
BERERXEE

MERMEISERE FAEEERXENIRTOPS, ANERREHTEE.,
Rsek: KISLHERINER, DAE. . K=EK, REXLEERZIOET.,
FEitEE: SHMERMPRISEE, FRFR EXEEERIRSERER.

IRIRERE: BR=ITE (1bF) BRSEAE
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5 E H%\_L:HE Web RZFR5XIE

BEEARENEETOPS

b SWBOTRENS REAREE nizsoTRmns IR

FEBOTRERS

spBOT & 10 i, m.
10 srezzeor .10

RER: B BOTREREEY BOTHETOPS

PAPATRS I
.
4w .8 |

I
BOTHERAXKFR
213 ruasns

APRSHIFIATR
223 uziin

— BEAEY  — Ray

REAPES®S REREER Wi v

HMEALSPRILSVAPES 4 D, PR FAE (FEAM) | SE RREES 2341573 RUBHIE: FEARBRAPIAT 2 1, BRI BOEM 23t 2 TREEE. 3BT
BOTHERFXFFE REALNE WA v @
LA 213 1 i 3 HR, .
[}
m
APIZHFRFFE AEARTE L
WA 223 1 3 3 .\ FIAPIE -

THES
HESREST TR RRRIMIRS, FAIREOUREFS0X,

© B8:
HFREFIEER, SMININFREIRNEBTFIAR, SEPHESERES|ISERISNNRAEES.

o ERETHFRR, BHEFN, ERMSHRIRERS
o ERETHFRR, BETH, IFTH PDF 8UFERE

WETH =300 0
""'3': Web/E AR5 A RREARES_2024-01-24 21:00:19
»
N¥ omz 3Tm

RS NIT5AR

SR TR EURE

; FIRMATSE S, BA WAF BE8E. 7S WAF BASS, HERE
HESFRE 1N WAF FHiPiE51%.
ENEFRE
HIBMEE NS S RRTIN AP EF RS, SRUSHE, HERIKE AP

AP SR QPSIE{E TOP5. (& APl B E5IE.
WSS SIS TR R A RERR.
e T T S BT AL R TR 2475

RERISHE SIFBEREREES BOT RIS, W17, H—SHHHiEX BOT fm/E
BOT HmRiE 8. BRIEERAIETES,

SFBNRERRI AP EF-2RFENE, NG, #—SotmaxXEs=

API RIS BB . RSB RETSIRN. QPS. WEHS.

IRIFRE: BR=ItE (It ) BRSEATF 55194 #2251



@ H%\.L:HE Web RiFFsA S

NP RXRINEERIEERR, SIFEFIBANER. HAFXFRER.

WAF Ec&# WAF E&#
RIS FReERE PFREER. AEEHREERE.

FitS5HE
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@ H% \_EHE Web RZFR5XIE

186 o = P

RiEEFRATE: 2024-10-1110:49:21
AXAENBNOERREEE#HTEEHEEERS] . RESIRINED,
ERER

Web RIS XISEGMBHILEAEINGE, #MICRWE=EMTE. IER IP. MEXMEREHFESEER . HEAFNZSEIRSHRIA30XAE. Kk
BESFEMER. ENFNESFHERSERLGN, FANHREERFHTERER, FERRET TR,

BRREERE

1. BF Web HAEMXEEHS , FEMNSHESR, EEREHS > BEES.
2. ZAERSTE, SULURERE, @FLf). S8, WHEXE. JTHE. RESRRHEEESER, REEEREET.

oG 7 & Tt v | | s

HaEmEsS BERE

SEIEEE v SEBRTE - Eanle= v FLNET v | 2023-04-11 132115 - 2023-04-11 142115 [ SRS () LY EETE | S5
S158

: e =1
557
W=z 5065k SEEET 4255% @ =105/

=057

FEREM FERIRAA

L5l Xk, BARTREEEM.

& Xk, BARTEEEHS.

MR XISk, RAASREEE, KEXRAESIESER-ENNEM=EBET.

HiTEE ik, BIANRDZEPITAE, EEMR. EEE. ARG, EEFEE,

REFR Bk, ANEHREEE, SFSE. PRMEE=MAE,

AEERE BOAJE—\BY, ST EIRAYiE R AR R RdiE] .

BRI EREMRITLNARE, HARXE; EFEFX, EuEHRRIEEERMNSRIRE, RERMKERTHE.

3. RECHORRMY, BHERRSN, BTEERRSTER.

SEREHRD v 2HRITAHE v E3 TE ] v FUNE v | 2023-04-032022:18 ~ 2023-04-0321:22:18 »
1
| |1 rule_id : 1197 AND method : “GET" | BRSH
1
340478 526% (@
SN —— ] PR RS PR | PR _--.-_--_-._--.—l_--.-_- —

PRBEET
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1. ERHESHIRFIRG LS, RE0, TRBENRRTFR; SESME, SERE, BREMT. SFRIE, E23R BEFEFERRE.

BEXFIRFRE

nEs

B

Bik#(1)

RGA

2. ARHATFERBIEREAN, PERERHTFR, TRESEFSERSHT, SIFREERERSPHALLL. PEFRE, TREFELSIZFREN

FrEREEE.

G EIE

* host

—
whtest.c

—
appprote
-

LT

* attack_ip

44.51%

32.72%

13.39%

421%

. 314%

1.25%

0.33%

0.22%

0.18%

0.03%

BEEE 4

2023-04-10 14:35:54

2023-04-10 14:35:44

2023-04-10 14:35:44

2023-04-10 14:35:42

2023-04-10 14:35:29

2023-04-10 14:35:29

2023-04-10 14:35:27

2023-04-10 14:35:25

2023-04-10 14:35:25

2023-04-10 14:35:24

b3

GET

GET

GET

POST

GET

GET

GET

GET

GET

GET

BE A

BE (B

B AHFA AR

WEBM BRAR &

BEXRE

AR

LT s An D]

BEXRE

BE SRR

Bot 8

3. EREHEEFHIRESIFR D, B » IRARRASTERE. PEASHEBEPNFRE, TREFEESZFREMMERERS. $E JSON, AEEWRH
JSON R,

IRIRERE: BR=ITE (1bF) BRSEAE
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5 E E%\_L:HE Web RZFR5XIE

SHMRHRL v ERITIAE - HRDSR - FUMS v | 2023-04-1013:38:42 ~ 2023-04-10 14:38:42  [%) »

[ | =
L I |

4540 3TE @

IRbaE o]

Q = BEEE + attack_if status method ur domain aitacktype

* host EI 2023-04-10 14:38:30 43. 1153 =5 GET whtest.c BE SRR

————
BEEH JSON

: ipinfo_province L
instance
»
ipinfo_state GCN
»
attack_type EE X R
»
ipinfo_city L

attack_category

edition sparta-waf
! ipinfo_dimensionality 31,
" =% attack ip ‘
' uuid 60bb7e:
" domain_name whiest.

attack_content

host whtest.(
k action =]
» hitp_log {"PROCOTOL": '
4 ipinfo_nation FE

HELE

1. EREEEHIETIERD, SHFRHREFIPRIRIRIEIE. i IP 83, RERINGEIN

Lo oL
Q = BEHE & attack ip status method ur domain attack type rule_id risk level eount B

» host > 2023-05-2514:56:26 = GET PRES 1 RABE BIPHE
»oui
> attack ip »  2023-05-25 14:56:21 me GET Bot 281 n BEBE BPHRE
> attack type
b e id .

> 2023-05-25 14:56:20 e GET Bot 81 1 RESE BPHR
> method
» user_agent

» 2023.0525 14:5620 = et REBRHTRA e | 1 RABE BPHR
» risk_level

O IRREIE: STIS—RRMN RGP ERAMEEO S RN, FHIEEXIE IP 5iE, SRIENE, RERE.

IRIFRE: BR=ItE (It ) BRSEATF ££198 #225;



O BHS

BmgEnES
if.com
i BERESERELS
PLic=F FLhce 8
P -

web AR S 5 MU EIER

KAEW v

iR P %5 STRF—HERM IP BRE,

RS

f.com

. O KRR

EicAE

w0 BRI CARIAR, RB5R

(LAleIFER) B TE SCHRA e R IPREE® CClsF BOTHsP

FEENIR P BYEIE, TRENE, BERE.

MRz HE

FANGHSOHHEIPHE

BH1N

(SRR mEL APIZ T

2. BAMEASRIEFIFRIERE, XISPE attack_type FERPIHINEE, SFREEEFHELSHRIBFHFEN

© RA8:

LRIIFREEEOEXRE (HIDEEMN. BOTHN ) | SEFMRE. MIEpsEA . CC REg=#IIM RN .

TR B
a = BEHE 4 attack ip
attack type
v 2023-06-2615:52:00
risk_level
action
BEi JSON
status =
rule_id "
id

attack place b

args name
instance

attack_category
attack ip

attack_content
pan

attack ip
‘domain_name

attack plac
‘domain

attack_time
host

attack_type

i

TEEERE

ComuER

oA

9

1. EREESHIRIIRA LS, BE 1, MBERATHIESRE.

© iRk
A THISRERNAETER.

FE—RIEERAR AT RIE—THAES, B OEFSF.

IRIRERE: BR=ITE (1bF) BRSEAE

s

Web RIF3FmASE

Bk

web[AiFAIS |

RABE BPHR
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Web RIS

O BAT

o BRBETIFTHI00F£EE, MBEZETHHATIEIT1005%, BNESSIMESHTTE, & BHKERI HIERMSTSRS.
o HIEIFZHS (M ~.abc.com ) B, FAEXEBFES (MLL .abc.con £R) HEFTHISSETEH.

2. ETHESRE, LHEURES,

TEAESS X
F= EFSE BHESH ETHEEH - THHE EUEZEE iZHARIE ® Er s #E
100% 2022-04-19 ... TE5Chk TE ek

3. FRIETHESHERBNMEZES SR, PEABEATFH.

R TRES X

i

4. IBESE, ETHESRE, JUEEEASXGHNETEE. THHE. @iiE. BB TERSER . ETR, BATH csv BXNAE
1*0

© 3}2&1}15@5%?;&&%, RE3X, BE3XZEATXMHIEMIR, BRI T
B
BEF BRI
FREM FERIREA
host EFiRBENERER.
uri K URI : BFRRAIERERNFESR,
attack_ip WER IP: ERIREERRE IP.

attack_type WHER: WHERFGPIRESEE,

rule_id N ID: RARFHIPSRERAIHING 1D, Eep Al 51248 HITEF BRI 1D 50,
scene_id %5 ID: fRBHPRIEAIAS ID.

scene_module FEER: ANIPEIRIESIER, SIFRRWR (jsinject) . BEMXM (ucb) . EaESH (autoanalyze) o

method BERGE: BRPRREERGE.

user_agent

risk_level

User-Agent: &R IP RS 2ERIBATNEZREBFURERAITREFEE

MpEER: EFRREMRINGEER, BF8E (1) . 9 (2) | {% (3) ZHRESFER.

IRIFRE: BR=ItE (It ) BRSEATF
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status

count

domain

pan
prote_domain
domain_name
attack_time
attack_place
action
ipinfo_nation
ipinfo_province
ipinfo_city

ipinfo_state

ipinfo_dimensionalit

y

instance
attack_category
edition

uuid

attack_content

http_log

headers
rule_name
args_name
ipinfo_isp

appid
ipinfo_longitude
is_white

sec_chain

PATIRS: WHIERHLELER, SFENR (0) . 28 (1) . AHURR (2)  EE@ (3) MMLEER,
RAWERY, HRKER IP fREEE, Cos108=ENRERE.

EFIRRERESER.

EAEgZ5 CLB WRIER.

ENH&Z% CLB WRIER.

EFimBENERER.

WEAtE, ERRKEMARIETIE .

WEHME, WEHNE HTTP iERPIGIE.

Web RIS

HiTEE, ERRREMARMNGENE, GIFRR (0) .« £2& (1) . AR (2) . EE@ (3) OHLEER,

W& IP FRBERSER.
Wi IP FREEHER.
W IP FRfEiE

W& IP FARERER, BREXES.

Wi IP FRESERER.

HZIENE Web RiFABAXIBSEBIETR.
WE—R/SE, EFRREY,

2 IEAR Web R XIELHIZEE: £ sparta-waf ( SaaS B WAF ) 1 clb-waf ( fag198&8 WAF) .

BERE—RR,
WERS: BEFRMAENRS.

ICR HTTP iERMIMA(SRAIEE M SEIX http iERIIFAE http 58

© A8:
Bl ahEET, SEReREXNAE,

MHYLEMER : BEEEXEMER.
MNBTR, ERIEH

SYZM: HTTP ERPHSHZ
W& IPIEERER.

FFBRMZWSHI APPID.

W& IP HEERR.

EENERES S,
BERETHZ SRR RHAITIE,

IRIFRE: BR=ItE (Ib5R) BRSEAR
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@ H%\_L:HE Web RzFEFXESE

4 +
winAE
RIEEFRATE: 2025-06-19 16:24:22

LIRERETY

BB EEINEEATFICR Web RIS FESHILRABETER, RUEFBHIESHXNESERFREEXNESFREXRHEA (HX180X) MikiaHEH®C
F. EONTHNE. BRABEAENERS, STMRESZESNTHLDAE, RERLEN . REEHEFFER,

A EE:
(ERBRIAENEE, BB WELLHERSE , HERE Z(FESE BRBRBEERX. REABHEBEERFXNES, Web RABXIEA|IC
FRiziEHSREaERE,

KABRTHRSS: WHRXALRASFEINGE, TLE SEEE P, REMEMITERENEREE ., R8T RIIERESELFENER
&, FE240REERERE, HEREE.

AEATRSEE: SFHRNASEEECVIRER, RREANEILFHEDATEN, RENHHNETFEZN, BRRAFREABEFRA
EhiiER. AT BRESSHEXIFTEE, BXTIATERE, R SBREESREEAEER.

MES R
BRBEEE

BR Web MAMXEEHE , EANSHED, HETAEE > RSB, BABSBARE, EuasiEtrzgs, as(OPDFEFEaEHRX.

- - al o
RE WA BEERST
et o G () () a BOTS Uk & MhH
=5 E3 v
A 3 E e @ » @ ) o© o ) ;O;:"“l’
= 3 v
RS0 AEEFE
A FEE:

SIETEFERENEED “SPXLF” B “SBES” HET, &P “BMER7 i, (eSS NAEEFEFRIZE,

1. BF Web HEXEEHS , FEMNSHIZDR, #FHDEE > HEES.
2. ZHSERSTE, BHA LATHERE, TUEEHERAEEFHEEXEE.

iﬁ[ﬂﬂi‘ e - emus - ] ean P s |

BEES  BsnE

EWHEEE: IEEEEFRLOESHESHE, FsahmdeR, EESRPEREMEISMHEDESHXABRS.

FEE B RS —

2/5 4+ SR

AIEIRE

[w] smEsEsE

BEREXRE: BEHRE, ATEMASRER. ZFEHATR. 30K, 32X, 60X. 90X. 180K, B2 BIFIEHIRFEITK,

® BFRERS 7R %% | ®X | ©0X 0 | 180k | @E WA
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BFERFREZIFZERA180K . HHESFEEMER, BNAPIHNBEEFHEREIZEN180K.
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@ H%\_L:HE Web RzFEFXESE

| (E AT ERNRE, (ECRTFIERI ERISIREFHEAHSIEN, MFEESRER GRS,

BFEFRISE: BERE, IFEENIEFREFBOT (58, iHKMNS Request Body. HEX Headers.,

_ HEEiATE © #RAZ Request Body B2 X Headers
i~ BEFRREO WE BUH
BoTfEE @

© ikBg:
BEFZRSETRETFEIES . ANMEZHTIRE ., 2EEIRPMEZHEERERT, P MESRENREREEN.

BEBEERY: PEFMEE, TSN SAIEFENAEREAR, BoRITNRERSIBSHER, BEFTKRE. SIERAZIRSET4R.

FIRREY 2 EBIRER
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© i5B8:
FHEENEEH N HBIFERE, BIRMEMITERM0D AL, BEHEEFELSEAEE.

FREZRE: PEEE, USENNRERSI. SATEEELGSTENEETOLL, DMEHRIKFERE. WAE. B, WS, BWRIE

SRBMEZIEM.
. SEHE ©
[ ERSZeE 80 - i
© iRA:

BN XIRENESE, SRERSRFIXATEFHEERR, BREBESHEATH.
BRUCRERFAIRE: INBEHRIRRA SRS, BE ERP0 #TRE.
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