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$1f.length;_$uD++){_$1f[_$uD]*=_$2_[Math.abs(_$uD)%16];}}return;}}}else if(_$WA%*122>1830&8&32—_$WA>0){if(-100<_$WA-1238&_% |}
WA%122<3416) {if(150===126+_%$WA){_$hL+=7;}else if(92%_$WA===2300){_$hL+=-13;}else if(-24===_$WA-50){_$uD.push("MI7Fp9Dreud
OxmJInUWnNuL") ; Yelse{var _$wr=_$mt[19];}}else if(_$WA%x79>150188&24—_$WA>0){if(131===111+_$WA){_$uD.push(59);}telse if(2x_$WA
===42){_$12=_%$2_[_$8B(_$mt[5])];}else if(16===_$WA-6){_$12=_8$vc&&_$vc[_$8B(_$mt[3]1)];} else{_$12=_$1t[_$8B(_$mt[6])](_$8B(
_$mt[0]));}}else if(15-_$WA<0&&20>_$WA){if(43===27+_S$WA){_Svc[_$8B(_$mt[3]1)I[_$8B(_$mt[29]1)]1(_$vc);ltelse if(91x_$WA===154
7){return;}telse if(-63===_$WA-81){_$uD.push(4);}else{_$y2();}}else{if(91===63+_$WA){_$hL+=3;}else if(58%_$WA===1682){_$12
=_$1t[_$8B(_$mt[4])];}else if(-73===_$WA-103){_$hL+=13;}else{_$1t[_$8B(_$mt[61)1(_$8B(_$mt[0]))[0I[_$8B(_$mt[2]1)1(_%$2_);}
}le i - i - - i . - - ] i YuJ1lqTLN1fSxoDg7spVZxTZL
UPWqqr7Dccebc@qqr4reqqrec22qq.CB.7K7RYGXUTYmj9XtdgeOmTyesaZg_0qSWhVgawzuE | ) YCaXKuVdIsy7mbqlrgWv1ls3eM9Q8EDabéWpVpss1QMr
EEqleG1qflIh1QzcHTRdpfCCuWWBV44bufWBL4gCUHMzar5pkecMILaN16Qh_90_0k8MIZM4SuJiZZaak6jqdqK4aShNMzBEy6buhxWgeSkhViweSuu4pWNa
VnCKpRxxfvD4jMWzB2CIJ3wRPPDFmMMHL1auBDHz9GOk1K1QlwarciRdNy60sMIwSvZob . xH9u4pDZoMZAZC8r8F70 . kKNRAzyNPsCHR29e0tjJ330LDuvxRgp
7DDEDRzP_PIPqtEcBDtbEy9_zaqqqqqqreQQSplx1W7APrrh9L71n2ct@EXAP2hqqVHiGI6G0IcIBI6GUVkwZi{Mq32FZPH7g4zx4T0Ojpdyq5PdDM_JOnToIp
7rGRuBIM5xzec66wWHRzzCdNMI1zZosuM3SBTD61ihQTOND6GIENBOb61UtWqqh7QQHsrGZiGac64qqrOHQNywdloZpR9Ua20qdh7eki6z9Dm5AqqqYW9hjv3RC
iGJKEOXVPeGt4c64qqls096qqqhQAM3Ma8MO_wkRbQqgk162HMCGbKcppEMgBYN3qqt10831790401rrL."); Yelse if(674_$WA===603){_$vc._$Ui=_$
iP;telse if(-21===_$WA-31){_$uD.push("7VOOOtRWGFA");}else{if( !_$12)_$hL+=1;}}else if(_$WA*116>3488&&8-_$WA>0){if(62===58+
_SWA){_$2_.id=_%1f;}else if(118%_$WA===590){_$2_[_$8B(_$mt[35]1)]1=_%eV;}else if(-117===_$WA-123){Jar _$2_=_$1t[_$8B(_$mt[2
31)J(_$8B(_$mt[24]));}else{_$uD.push(4);}}else if(4>_$WA){if(101===101+_$WA){_$1t[_$8B(_$mt[4])I[_$8B(_S$mt[2])1(_%$2_);}el
se Lf(52%_$WA===52){if( !_$12)_S$hL+=2;}else if(-69===_$WA-71){_SuD.push("Vk_yxby7sIG");}else{var |_$1f=_%$m0O;}}else{if(134=
==1P2+_$WA){_$2_[_$8B(_$mt[34]1)]1=_$mt[33];}else if(74*_$WA===962){_$2_.src=_$13;}else if(-4===_$WA-18){_$1t[_$8B(_$mt[0])
J0_$8B(_$mt[2]1)1(_%$2_);}else{_$uD.push("R.1ldTebdfga");}}}else{if(-17<_$WA-64&&_$WA%22<1144){if(894===37+_$WA){return 0;}el
se Lf(51x_$WA===2499){return Math.abs(arguments[1]) % 16;}else if(36===_$WA-14){return 10;}else{deturn 8;}}else{return 1;
}}}function _$rY(_$vs){var _$wr,_$uD,_$KD=_$vs,_$vc=_$Fb[2];while(1){_$uD=_8$vc[_$KD++]1;if(-16>_$UD-20){if (3===_%$uD){_$wr=
_$2J[_$8B(_$mt[5]) 1==_$8B(_$mt[15]1) | |_$2_[_$8B(_$mt[5])]1==_$8B(_$mt[42]);}else if(120===119+_S$uD)}{_$PU(_%$1f);}else if(70x%
_Sub===140){_%$2_[_$8B(_$mt[46])I=null;relse{if( !_$wr)_$KD+=2;}}else{return;}}}}})()</script></hgad>

<body
<input type="hidden" id="__onload__" name="cDLJ.6zflivja8RAGWSNtmGchMfTmH_nrcvrZ2rWMSsSfm3KWkWRvkmwWb1UdoYcT18J_iPk.XCM_z7
XBKK8HwWG" value="g.bsDjQpVCmzPMoeR.dbDA">

</body>

</html>

psdpan@psdpandeMacBook-Pro ~ P6 curl http://www.pssps=.com -I
HTTP/1. ccepted

Content pe’ text/html; charset=utf-8

Connection: keep-alive

Set-Cookie: Cc2838679FS=5ffyjNUVxUtd.BOCnqlHHKmk7AhiBH.0txKdMrzQg1lgG.T8yHY8c.A2gLxFTip_ohj91ld.vaZwwDWfo_OuKvQ4G; Path=/;
expires=Tue, 02 Mar 2032 09:11:53 GMT; HttpOnly

Expires: Sat, 05 Mar 2022 09:11:53 GMT

Date: Sat, 05 Mar 2022 09:11:53 GMT

Server: skxkkkkk

Cache-Control: no-store

Pragma: no-cache
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> domain ipinfo. dimensionality 2255371
> pan attack ip
> omain_name wid 1 ”
» attack_time ‘domain_name
attack_content CscrxsS) (e666)" 'mo

» attack_place

2. I8 attack_ip REAEFIKESE IP, 3k CDN &9 1P,

AILASAI IP XL, E&MiKNERE 1P,
AJLLEiE CDN #Y IP J3EEi4 ThEE#HITIRIIE,
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iBfE, £ Web RFFHXIBESIGXBGES, Web MAMAESHEMEERSRIGHIERT, —@LWLLE HTTPS i5iE, EFiRfER HTTPS &&Mis.
A2R HERERRIERE SEREHSE (DV) SSLiEH.

HTTPS iEBXEURMEL TR

1. B3R Web MAGXEEHS , EEMNSHH, EEEFPl > SCHEE,
2. EEfIEERE, SEMESEIAMNERES,

SHID T pres @ RS — [NE="=RVIES
ERER
;ﬁ " BEERE 202 WAF QPSELHE (D s

emsz @O e © 0 Mops

ZhEEE SaaSH!

3. EEBENRE, BHEFMES, H#AFINASRE.
4. ERSHREEP, Qi HTTPS, EIERERED, FHRBGIEBHAE, SERREETEHSRXHRERES.

© ikeg:
IEBIEN PEM 8, RBAXAHRHER,

mEnRE O - HTTP

HTTPS 443

UESAcE FEE BT
EFIEHhcE R E T
EfizEA

HTTPSEHIHSE ()

HTTPSEIHA HTTP 80 e o HTTPS
amsnziz @
Q REFRIARhost fE1ERiFighost BE ¥ host

HEEEXBEETE, 25E, EFIERFEREBRSREIES, Web MAMXIERBMXBZIGSMRIRIES, BERME, PERE.

BiEIFHERE X

ir==F Q BR=IEEILS (SSUEREE ©) SNEFEEILS

e U]

HEEEXBERES, R5E, EFIERFEIEASREERES, Web HABXSSBMXKIZGZHIRPIES, BEE=RRE, BERE.
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5. 7B HTTPS EHIBkEF X, HELSGDE HTTP iGiaikY, FEiY “HTTPS EiFEAR” & HTTP, HitSHIRELFERIESRERE, BHMILIES
FHTTPS imiE.

A EE:
MEFE HTTPS BBk X, ERIF@IE HTTP 1 HTTPS iFiaig.

BRsSHcE (i) + HTTP B0 v

HTTPS 443 w

SR E FHEEBIEH
Eilans ] =i FIRE BT
EfizEA
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WAF —&H= IPv6IjgE

Web RIS KSIREHEE IPVEEAREAINAGES, 7S IPVEIHELE, Web RIS kiSSP RS2 BASSIRE S IPVEIIEE
PHERE

SAAS-WAF F5 IPv6 FE WAF IRAJI IR LA ERRAS
CLB-WAF Z52IRAFHE IPV6.
FiE IPv6INaeRl, BiZLiRiISRENR IPv6, FIRIGEIRIbIHEEEME IPVOEIR.

RMES R
1. BR Web RARKEEHE , EENSHESERAEE,

2. EEBSIRES, EEEAE IPveIsaES, fEL_ID.

iz

— v
! = 7o s~
3 o eEE | \J
Y PR
3. EE“‘A’ EDEFE IPVGHJ BEo
HEsE —
© s
[iERGIR245] Apache Logdj2 it CESHUTIRIRRAIF B
* 2021512898, BREZLENRIL Apache Logd) 2.15.0 W E R P LA T
* 2021512890 23,  EMZWeb B KIEERRRMN, SAAID 106247466, 10
IS ive Qa o

W SR

20 1 13

4. Bk IPV6REFHE. dig HE AAAA iCRGEITTEER WAF 2EHE IPv6, WL IPveitit /RN AFERI

[root@VM-0-16-centos ~]# dig

; <<>> DiG 9.11.26-RedHat-9.11.26-4.e18 4 <<>>

;7 global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 51589

;; flags: gr rd ra; QUERY: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: O

; QUESTION SECTION:

;* ANSWER SECTION:

TG
MRRESERE IPVOER, BBLRNRRESZIFE IPveRRihi?

SiRibieHE IPv6RIRRY, 5wkl IPVveRZifiE, WAF SB{TISEIRIEIEN IPVAER.
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MRRLERR IPVAEEE, IBHEGRESII IPvARSRGIE?
LRSS IPVARIERS, I5IEIRIL IPVARELISE, WAF SE{HSEEIEEA IPVEELR.

Bl WAF £B17%i% IPv45 IPv6, EEFSTRIERAIEIR.

Bi—: Dfipv4
ipv4
ipv4ELFih RS
AGRIER
————»|  waF T
ipvé
BR=: Dfipv6
ipv4
ipveEliEi RS
HiEiEE
—P> WAF > ipv6
ipvé

SR IPVesIE, 7 “COFMEHPRALS” SREREMELE?

LHMSRIRE, 1§ BT A,
FiE IPV6iEmE, STRFREMERE?
BETSIFRE MEETE IPV6.
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YMTZRENE FinESE |IP

E=IEEFAYE: 2025-04-1114:24:52

WAF 3REVEFIRESE IP AR

WAF &g RE{IERN A REMMSER LR, BPiAE WAF FFPREER, |7 HTTP kEB=ERFiFN—5 X-Forwarded-For ig®, BFiCRAFPET
IP, HigR#EHXA x-Forwarded-For:FF 1P , MEAFIFAEEEFESRNAE, WAF SicR5EE WAF E—RBRIEIRSEE IP. flan:

#8E—: BP>WAF >R, X-Forwarded-Forig®#: x-Forwarded-For:FIPHESE IP ,

#5=: AP >CDN > WAF >iRifi, X-Forwarded-For ig®#: x-Forwarded-For:FFPHESE IP,X-Forwarded-For:CDN [EliFEibht ,

© ikBg:
wE=rh, BEE WAF FilHa B, SRARERA ‘27 , ERAEENG, TEESFF IP #0ENRE. MREERIBIAE CDN, &
FEZEPIR IP HAERXE, Biflz CDN £33 X-Forwarded-For (52i#{7EE, RIES CDN KEIERE IP. (MNRERAKIBEAN, KE
ETETEEEN WAF VIP itih#FiERBERTAESFER, KIBERANBRTEFRNE WAF VIP it , SEBa{EEAN WAF VIP it
hEHEE ) o
REFIDEE WAF BN, BSIGaFHEP EHREEFIRESE P,

T3S E AN RSS2 X-Forwarded-For BeB A EiHITNE:
IS7 BERE

IS10 BRER R
Apache BEBERZE
Nginx BBERZE

IS 7 REF=R

1. TEE5REREM FoXForwardedFor &R, RIEECHIRSZFIZERFAIREIE x86\Release Bk x64\Release BHRTH FSXFFHttpModule.dll
# F5xFFHttpModule. ini BRNEIEMNBR, XBRI®AH C: \F5xForwardedFor , R IIS #HiEXiZBREIEEUR,
2. %82 IS BRS3EE, WasHsEkRIbaE,

—

= > 65; 1 ¥
P BN EERIH)
il q
— 1 ™m
@ id [ f iR
v—-_:_afﬂﬁﬁ i - v TG - PeETTA) | SEEE B - -
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] ik B = i ; £ el
- JT'- "i |4 B ety =]
HTTP BT MIME S8 fEEsm @Rl Besis  Iress s
4 S
== o= = a0
o B &£ B R # &
Bus  BEEE  EEES B SHRTE  HUET F4E
© iBA:

MMBLNFIRZBDGERE IS RSHE, ASE £ Windows Server 2008 & Windows Server 2008 R2 %% |IS 7 #i7RE,

3. BEREANER,

& Internet Information Services (I1S)ETER - = *
’(‘: = - . w o My L
TeE  REW R

Q- id [} il Lo P _;

:'._‘: 2= SRS ER T Web S EIA RS EITE S,
habo 1L . EEiTHEEE

ey SRR Feosa @ :

& B =% ’ “B e seam
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4. fEHiEP ST AR

EESE,

? X
EEEE I EERNCEITHER
[ UriCacheModule AR
[ FileCacheModule

[ TokenCacheModule

5. #INTF#eRY DLL 324, WNTFERR:
ARSI

EFN):
|:-:_fo rwarded_for x86

BEE:
| forwarded _forix@s\FsxFrHitpModule.dll

o
EETER

ERN):

x_formarded_for_xo4

BB
|t farwarded_forw64\FSXFFHEpModule.dll | P

w

6. FINERE, EREESEBRARARN F5XForwardedFor iR, QiHBERE.
© ikeg:
TERFNTEE, LIRFIMREMNMZERARARZEN IS BT, NREFSRUBRALESRMRA, TLARRFM,
EELiE:

EE— R EERN TN

[ uricacheModule
[ FileCacheMadule

[ | TokenCacheModule D).,
b forwarded_for x86

x_forwarded_for x64

=1 =

7. E IS BRS32E8Y “ISAPI #1 CGI BR#I” &, i#hnan E@4 DLL , FISIREIRERRIF.
0;! ISAPI ] CGI R
BERETRIEEA LT Web IBEE LS80 1SAPI #1 CGI TR,
e AamiTaE

73 FRsl B
x4 FtiF

Cix_forwarded _for\u4\FSXFFHttpModule.dll
Cix_forwarded _forixB6\FSXFFHttpModule.dll

x86 fiF

8. R IS RS33R, FHmMEEM.
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IS 8.6 BRLALE (&11S10.0) REEASE

£ 1IS 8.5 RIAL (& 11S10.0) hRAH, BFSIATIEEEERE, Eit, ERRTLIEENSRIMMEIRLERSHESICRAMBELFR.
1. $TF 1IS B2,

BEgen P IEEE = Windows BiZ

10174 2 16 10274216

EIEEAIEE
FFESS
tENSE
ESEEE
Windows PowerShell

s
FrasiE |0

fu 2 ==

2. FEEEE ORI R ERSE, HFNERS.

A FEE:
iR AFCRNERTHSAREATICR , NRE “EE SEhisERSsE, WAZHA W3C BECRFRMEEN ‘BENFR 89,

o= - Y FHEG) - GENERA) | SEEE B - E-

1s ~
= & 7= & gV &_;?}; &t )

HTTP WADH: HTTP S MIME 28 QEEsm =20 BSSES LeEse fata BRASTE

L)

d ¥ 9

BBl SHEF =

2 & B

Shared eEER EERESE
Configur...

3. EABXHIENFER, ®F W3C, RHEEFR.
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— T EEE0)
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Bt

TEZLM):

W3C i LREFER(S)..

BV

9%SystemDrive%\inetpubllogsiLogFiles

SRES(E):
UTF8 ~

BEEHER
HE IS S BEEEHNEE.

® REZESZEL
O R ETW ST
(O BESTi4 ETW SHA)

BRI E

4. £ W3C HEICRFRIFER, BHHEMFR...o

A EE:

ISR ATICRIVEATHRHKATICR - MRE SR BEPEETRSS, W FMFR...” SFERIKS.
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WiC BEZEFE 7 x
TREFER(S):
BEA( date ) ~

EEI( time )

EFE 1P H#H cip )

AFPE( cs-username )

] FBEEF( s-sitename )

[ FBSEEE( s-computername )

[ BRESEE IP HEhH s-ip ) v

SENFEDQ:
B&FE =it g

TEIFEEA)... Hre=Ez (R

5. TERINEEXFRINEES, BAFERSMLMTREESHPHBEENFR EREREBMEFIERIFL, RN X-FORWARDED-FOR o
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W3iC BEiCEFE

>

i

TEFEES):

HEA( date ) ~
AHE( time )

E8E 1P i c-ip )

FFRE( cs-username )

] BBEER s-sitename )

[ [B&EEEE%R( s-computername )

B5E anmsuse 7 X

=1

FEREMRN):
|DriginIP|

R

— Ein .
SRE I

P BE=ey |X-FORWARDED-FOR -

EINFERA).. = ER(R) FETEE(E)...

Hr
it
=

-

6. BHEA, B IS BSE, SHEEEM.
Apache BBEF®

1. WMKFLE apache2-dev, BEFHERE apache2-dev, TN THS:

apache2-dev

2. &% Apache E=F#ER “mod_rpaf” , BTN THS:

https://github.com/gnif/mod_rpaf/archive/refs/tags/v0.8.4.tar.gz
zxvf mod_rpaf-0.8.4.tar.gz
1 mod_rpaf-0.8.4

/usr/bin/apxs -i -c¢ -n mod_rpaf-2.0.so mod_rpaf-2.0.c

3. {8 Apache BE& /etc/httpd/conf/httpd.conf , BIERKERM:

LoadModule rpaf_module modules/mod_rpaf-2.0.so
RPAFenable On

RPAFsethostname On

RPAFproxy_ips IPHlit  //1p HEhit9 war PEIFEERIELER 1r itbht, AILAME , BEiPEC LR SIRPRIEE
e MIEREER, BELMERSREENAETES, RAREBMEREESEN v HES LA,
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RPAFheader X-Forwarded-For

4. RS, EiE Apache,

/usr/sbin/apachectl restart

Nginx BBEAR

1. ¥ Nginx {EABRS32ERT, FERZRIRESE IP, F(#EA http_realip_module &R, BIAZRIEH Nginx 2i&84RiF http_realip_module &Ry, F
EFiRIE Nginx, £ configure &Il ——with-http_realip_module &R, #{R http_realip_module #ERiFiFE#H nginx . HFLBMT:

http://nginx.org/download/nginx—-1.2
x-1.24.0.tar.gz
libpcre3 libpcre3-dev -y
openssl libssl-dev
1 nginx-1.24.0
./configure --user=www -—-group=www —-with-http_stub_status_module --without-http-cache --with-

http_ssl_module --with-http_realip_module

2. {&2% nginx.conf, (FREBERETIRE, BREELRRERHTERE)

/usr/local/nginx/nginx/nginx.conf

(BN TR RIRE AT :

fastcgi connect_timeout 300;
fastcgi send_timeout 300;
fastcgi read_timeout 300;
fastcgi buffer_size 64k;
fastcgi buffers 4 64k;

fastcgl busy_buffers_size 128k;

fastcgi temp_file write_size 128k;

set_real_ip_from IPHMEiE;  //1p ibhts war BAIRIRSRIELEE 1 Hbhk, BIRATE , WREANTIRPPEIR
1P HbhthEE,

real_ip_header X-Forwarded-For;

3. &EE Nginx.

service nginx restart
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//WAF I8iFiSseqi dHARIER
const sig_data = /seqgid\s=\s" (\w+)"/g

const waf_id_data = /TencentCaptcha\ (\' (\d+)\'/g

const service = axios.create ({
baseURL: '/api',
timeout: 10000,

withCredentials: true

service.interceptors.response.use ( (response)=>{
const res = response.data;
if (res.code === 0){
return res;
telse({
/ / TR R R iSRG

const matches = sig_data.exec(res);

if (matches) {

/ / RIS

let seqgid = matches[1];
const wid_matches = waf_id_data.exec (res);
let wid = wid_matches[1]
var captcha = new TencentCaptcha(wid, function (res){
var captchaResult = []
captchaResult.push (res.ret)
if (res.ret === 0){
captchaResult.push(res.ticket)
captchaResult.push (res.randstr)
captchaResult.push (seqid)
}
var content = captchaResult.join('\n')
axios.post (
"/WafCaptcha", content
) .then () .catch () ;
}) i
captcha.show ()
telse{

return res;
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fault service;

.prototype.$axios = service;

Web RIS

2. i@ API| BHERIE interceptors B axios.

:function(){ this.$axios.get ("/api.php").then (res this.topic =

3. 2F5INEIEBRHZA , BITE public/index.html 5|\ <script src="https://ssl.captcha.qq.com/TCaptcha.js"></script> o

<!DOCTYPE html>
<html lang="">
<head:

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width,initial-scale=1.0">

<link rel="icon" href=" BASE_URL %>favicon.i
<title>< htmlWebpackPlugin.options.title %$></title>
</head>
<body>
<noscript>
<strong>We're sorry but htmlWebpackPlugin.options.title
JavaScript enabled. Please enable it to continue.</strong>

</noscript>

<script src="https://ssl.captcha.qgq.com/TCaptcha.js"></script>

<div id="app"></div>
<!-—— built files will be auto injected —-—>
ody>
</html>
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