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API 315
L

mIEEFATE: 2025-05-2101:37:33

$120 X&%

ZAtiE: 2025-05-2101:37:18
FRRGESTUTHE:
HEDHIX,

fedz:

+ AddCustomWhiteRule
o FREAZ: LogicalOp
« ModifyCustomWhiteRule
o ¥MEAZ: LogicalOp
» UpsertCCRule
o ¥MBAZ: CelRule, LogicalOp
o {EMAE: Url, MatchFunc

EesERaEta

» CCRuleltems
o ¥MBM&R: CelRule, LogicalOp

8119 XR%

&ZAdiE: 2025-05-15 02:17:12
FREHEETUTHE:
BEEAM.

R

» Instancelnfo
o ¥MBMR: BasicFlag

E1M8XRH

&ZfAtiE: 2025-05-13 02:15:10
FREGEETUTHRA:
MECHRINHE,

ez

» DescribeBotScenelList
o ¥EANS: Sceneld

« DescribeBotSceneUCBRule
o ¥EAS: Ruleld

» DescribeObjects
o #ilBAZ: Order, By

« ModifyBotSceneUCBRule
o FiigHZE: RuleldList

* UpsertCCRule
o FBAZ: LimitMethod

RIREURGS

+ ParamCompareList
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https://cloud.tencent.com/document/api/627/90325
https://cloud.tencent.com/document/api/627/90323
https://cloud.tencent.com/document/api/627/97646
https://cloud.tencent.com/document/api/627/53609#CCRuleItems
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/118059
https://cloud.tencent.com/document/api/627/118057
https://cloud.tencent.com/document/api/627/100165
https://cloud.tencent.com/document/api/627/118055
https://cloud.tencent.com/document/api/627/97646
https://cloud.tencent.com/document/api/627/53609#ParamCompareList

@ ﬁ%fﬂﬁ Web RiFRAXIE

IE2EiRLta:

« CCRuleltems
o FERR: LimitMethod
« ClbObject
o ¥MEMR: ModifyTime, AddTime
* InOutputBotUCBRule
o ¥BMA: DelayTime
* InOutputUCBRuleEntry
o ¥ERLR: ParamCompareList
» LoadBalancer

o EMIRIR: Vip

B|BUM7 RE®

&AdiE: 2025-05-12 02:14:36
FREHEETUTHE:
BEEHHIX.

feasgEn:

« ModifylnstanceAttackLogPost
o ¥MBAZ: Instanceld, AttackLogPost

8116 X&®

#7EHE): 2025-05-09 02:15:30
RREHEETIUTRA:
MECHRINE,

higEO:

» ModifylnstanceAttackLogPost

8115 XR%

ZAdiE: 2025-04-24 01:32:17
FREHEETUTRE:
BEEAHH.

SIBIRLEH:

« MajorEventsProPkg

EesERLEta

« Instancelnfo
o ¥ERR: MajorEventsProPkg

8114 &%

7t 2025-04-23 01:35:01
KREHEETIUTRA:
MECHIHE,

eedEn:

» CreatePostCKafkaFlow
o ¥BAZ: SASLEnable, SASLUser, SASLPassword, WriteConfig

IRIRERE: BR=ITE (1bF) BRSEAE 558 #4647


https://cloud.tencent.com/document/api/627/53609#CCRuleItems
https://cloud.tencent.com/document/api/627/53609#ClbObject
https://cloud.tencent.com/document/api/627/53609#InOutputBotUCBRule
https://cloud.tencent.com/document/api/627/53609#InOutputUCBRuleEntry
https://cloud.tencent.com/document/api/627/53609#LoadBalancer
https://cloud.tencent.com/document/api/627/118381
https://cloud.tencent.com/document/api/627/118381
https://cloud.tencent.com/document/api/627/53609#MajorEventsProPkg
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/117843

® H%\.L:HE Web RzFR5A IS

FIBERLSE:

« FieldWriteConfig

IE2EiRLta:

« PostCKafkaFlowlInfo
o 8RR : SASLEnable, SASLUser, SASLPassword, VipType, WriteConfig

FNM3XE®

&RfAtiE: 2025-04-22 01:31:48
TRRGBEETUTRA:
MECHRINE.

e Eimasta

« PostCKafkaFlowInfo
o ¥R : Compression, Content

BNM2 X%

ZfAtiE: 2025-04-2101:33:26
FRRGEETUTRA:
MECHRINE,.

wigEO:

» DeleteBotSceneUCBRule

« DescribeBotScenelList

« DescribeBotSceneOverview
» DescribeBotSceneUCBRule
« ModifyBotSceneStatus

* ModifyBotSceneUCBRule

iBEIRGS

« BotActionScopeRuleEntry
« BotSceneActionRule

» BotScenelnfo

» BotSceneMatchCondition
« BotScoreRuleEntry

+ BotToken

« DescribeBotUCBRuleRsp
» GlobalScenelnfo

» InOutputBotUCBRule

¢ InOutputUCBRuleEntry

« UCBActionProportion

+ UCBEntryValue

B 1M1 X&®

BAHIE: 2025-04-1102:14:56
FREHEAETUTHE:
BEEAMX.

grmEn:

» CreatePostCKafkaFlow
» DescribePostCKafkaFlows

IRIFRE: BR=ItE (It ) BRSEATF 859 H647,


https://cloud.tencent.com/document/api/627/53609#FieldWriteConfig
https://cloud.tencent.com/document/api/627/53609#PostCKafkaFlowInfo
https://cloud.tencent.com/document/api/627/53609#PostCKafkaFlowInfo
https://cloud.tencent.com/document/api/627/118060
https://cloud.tencent.com/document/api/627/118059
https://cloud.tencent.com/document/api/627/118058
https://cloud.tencent.com/document/api/627/118057
https://cloud.tencent.com/document/api/627/118056
https://cloud.tencent.com/document/api/627/118055
https://cloud.tencent.com/document/api/627/53609#BotActionScopeRuleEntry
https://cloud.tencent.com/document/api/627/53609#BotSceneActionRule
https://cloud.tencent.com/document/api/627/53609#BotSceneInfo
https://cloud.tencent.com/document/api/627/53609#BotSceneMatchCondition
https://cloud.tencent.com/document/api/627/53609#BotScoreRuleEntry
https://cloud.tencent.com/document/api/627/53609#BotToken
https://cloud.tencent.com/document/api/627/53609#DescribeBotUCBRuleRsp
https://cloud.tencent.com/document/api/627/53609#GlobalSceneInfo
https://cloud.tencent.com/document/api/627/53609#InOutputBotUCBRule
https://cloud.tencent.com/document/api/627/53609#InOutputUCBRuleEntry
https://cloud.tencent.com/document/api/627/53609#UCBActionProportion
https://cloud.tencent.com/document/api/627/53609#UCBEntryValue
https://cloud.tencent.com/document/api/627/117843
https://cloud.tencent.com/document/api/627/117842
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« DestroyPostCKafkaFlow

FRIEEIES:

« PostCKafkaFlowInfo

88 110 :X&R%

A%ltiE: 2025-03-20 12:47:10
FREBEETIUTRE:
BEEAIH,

e

« CreatePostCLSFlow
o #iBAZ: LogTopicName

$109 X&%

A7AdiE: 2025-03-18 02:21:48
FREHEETIUTHE:
BEEAIH.

SO

« CreatePostCLSFlow
« DescribePostCLSFlows
» DestroyPostCLSFlow

FRIEEIES:

« PostCLSFlowlnfo

108 xRk

H7HRAE: 2025-03-13 02:13:33
AREHEETUTHRA:
MECHINE,

higEO:

« ModifyUserSignatureClass
« UpdateProtectionModes

£ 107 &M

ZfAtiE: 2025-02-25 02:13:48
FREGEETUTRA:
MECHRINE.

fgeszn:

» AddCustomRule
o ¥EAZ: LogicalOp
o FERENEZ: Bypass
« AddCustomWhiteRule
o {EMANE: ExpireTime
» AddSpartaProtection
o ¥MBAZ: UpstreamPolicy, UpstreamRules
» ModifyCustomRule

IRIFRE: BR=ItE (It ) BRSEATF 10 H647:


https://cloud.tencent.com/document/api/627/117841
https://cloud.tencent.com/document/api/627/53609#PostCKafkaFlowInfo
https://cloud.tencent.com/document/api/627/116946
https://cloud.tencent.com/document/api/627/116946
https://cloud.tencent.com/document/api/627/116945
https://cloud.tencent.com/document/api/627/116944
https://cloud.tencent.com/document/api/627/53609#PostCLSFlowInfo
https://cloud.tencent.com/document/api/627/116812
https://cloud.tencent.com/document/api/627/116811
https://cloud.tencent.com/document/api/627/53608
https://cloud.tencent.com/document/api/627/90325
https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/97442

& ﬁ%fﬂﬁ Web RiF3B i

o ¥MEAZ: LogicalOp
o EEFANE: Bypass
« ModifySpartaProtection
o ¥MBAZ: UpstreamPolicy, UpstreamRules

iBEURGS

» UpstreamRule

e Rt :

« BatchlpAccessControlltem
o ¥MBMRE: Grouplds
o BEFRIR: Id,Ip
» DescribeCustomRulesRspRuleListltem
o ¥ERER: LogicalOp
« DomainsPartinfo
o FERLR: UpstreamPolicy, UpstreamRules

58106 X&%H

AAdiE: 2025-02-12 02:13:38
FREHEETIUTHE:
BEEAIH.

rEREE:

« Instancelnfo
o FERR: Last3MaxQPS, Last3MaxBandwidth

8105 &%

£%HtiE: 2024-12-3101:34:54
KREHEETIUTHA:
MECHRINE,

mT&EN:

« DescribeWafAutoDenyStatus

104 R&f%

H7EHE: 2024-12-27 11:44:13
RREHEETIUTRA:
MECHRINE,

higEO:

» CreateAreaBanRule
» DescribeAreaBanRule
« ModifyAreaBanRule

BRI

* Area
« AreaBanRule

£ 103 &%

A7AdiE: 2024-11-18 02:11:35

IRIRERE: BR=ITE (1bF) BRSEAE $£114647R


https://cloud.tencent.com/document/api/627/94309
https://cloud.tencent.com/document/api/627/53609#UpstreamRule
https://cloud.tencent.com/document/api/627/53609#BatchIpAccessControlItem
https://cloud.tencent.com/document/api/627/53609#DescribeCustomRulesRspRuleListItem
https://cloud.tencent.com/document/api/627/53609#DomainsPartInfo
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/114858
https://cloud.tencent.com/document/api/627/114857
https://cloud.tencent.com/document/api/627/114856
https://cloud.tencent.com/document/api/627/53609#Area
https://cloud.tencent.com/document/api/627/53609#AreaBanRule

@ H%\.L;HE Web FiFEBsX IS

FREBEBETUTHS:
ECHRIE.
FigEO:

« BatchOperateUserSignatureRules
« DescribeUserSignatureClass
« DescribeUserSignatureRuleV2

FRIEEIES:

« CommonRspData

* RuleType

8102 X%

A%ltiE: 2024-11-14 02:22:02
FREHEETIUTHE:
BEEAEIH.

rEEE:

« DomainsPartinfo
o ¥¥ER: ProbeStatus

8101 :X&%

A%ltiE: 2024-11-05 02:30:10
FREBEETIUTHE:
BEEAIH,

S

« DescribeScanlp

RsEO:

« DescribeAntiFakeUrl

« DescribeAntilnfoLeakRules
FISEEEN

« Scanlplinfo

IRRERESE:

« CacheUrlltem
« DescribeAntilnfoLeakRulesRuleltem
» Pagelnfo

$£100 X%

RAAIE: 2024-11-04 02:20:49
FRRHBERTIUTHE:
HEBER,

fedEn:

« ModifyWafThreatenlIntelligence
o fEMi#: WafThreatenintelligenceDetails

899 X&RH

IRIRERE: BR=ITE (1bF) BRSEAE $£12 #647:


https://cloud.tencent.com/document/api/627/112677
https://cloud.tencent.com/document/api/627/112676
https://cloud.tencent.com/document/api/627/112675
https://cloud.tencent.com/document/api/627/53609#CommonRspData
https://cloud.tencent.com/document/api/627/53609#RuleType
https://cloud.tencent.com/document/api/627/53609#DomainsPartInfo
https://cloud.tencent.com/document/api/627/112180
https://cloud.tencent.com/document/api/627/53609#ScanIpInfo
https://cloud.tencent.com/document/api/627/72637

O BHS

A%ldiE: 2024-11-0112:02:47
AREHGBETUTHS:
BECHIXE.

RO

« DeleteDownloadRecord

ez

« CreatelpAccessControl
o fBINS: ValidTS
o EEHFANE: ValidTS
» ModifylpAccessControl
o BMIAS: ValidTS
o FEHEAE: ValidTS
« ModifySpartaProtectionMode
o HilBAZ: InstancelD
» SearchAccessLog

o EFHE: ColNames, AnalysisResults

EBEiRLta:

* QpsData

o {EMEA: ElasticBillingDefault, ElasticBillingMin, ElasticBillingMax, QPSExtendMax, QPSExtendIntiMax

« Viplnfo

o #HERLR: InstanceCreateTime, Region, Regionld, ISP, VipType, AddressName

o {EMEER: Vip, Instanceld

58 98 R

A%ltiE: 2024-10-25 02:31:29
FREBEETIUTHE:
BEEARH,

SR

« ModifyUserSignatureRuleV2

B I7 XRH

A7AdiE: 2024-10-22 01:38:00
RREHEETUTHE:
BEEHHIX.

shmEn:

« DescribeProtectionModes

BRI

« TigaMainClassMode

%8 96 X&Rf

#7ETE: 2024-10-14 01:37:11
KREHEETIUTHA:
MECHRINE,

higEO:

IRIRERE: BR=ITE (1bF) BRSEAE

Web RIF3FmASE

£13 #647:


https://cloud.tencent.com/document/api/627/105915
https://cloud.tencent.com/document/api/627/105912
https://cloud.tencent.com/document/api/627/96930
https://cloud.tencent.com/document/api/627/60012
https://cloud.tencent.com/document/api/627/53609#QpsData
https://cloud.tencent.com/document/api/627/53609#VipInfo
https://cloud.tencent.com/document/api/627/111901
https://cloud.tencent.com/document/api/627/111851
https://cloud.tencent.com/document/api/627/53609#TigaMainClassMode

@ H%\_EHE Web RiFFsA S

« DescribeApiDetail
» DescribeApiListVersionTwo

FRIBEURGS

» ApiAsset

» ApiDataFilter

« ApiDetailSampleHistory
« ApiParameterType

58 95 X&R%

&ZAEdiE: 2024-10-10 01:36:42
FREGEETUTHRA:
MECHRINE,

ez

» AddSpartaProtection
o ¥MBAZ: GmType, GmCertType, GmCert, GmPrivateKey, GmEncCert, GmEncPrivateKey, GmSSLId
» DeletelpAccessControlV2
o fBANE: Rulelds
» DescribeCertificateVerifyResult
o ¥MBAZ: GmCertType, GmCert, GmPrivateKey, GmEncCert, GmEncPrivateKey, GmSSLId
o {BMIANE: CertType
« DescribeUserClbWafRegions
o FiEAZ: AlbType
« ModifySpartaProtection
o HBAZ: GmType, GmCertType, GmCert, GmPrivateKey, GmEncCert, GmEncPrivateKey, GmSSLId

(B EiReEa:

» ClbDomainsinfo

o ¥MBMR: Labels
» ClbObject

o ¥MBME: NumericalVpcld
« DomainInfo

o ¥ERR: Labels
« DomainsPartinfo

o HEMR: GmType, GmCertType, GmCert, GmPrivateKey, GmEncCert, GmEncPrivateKey, GmSSLId, Labels
* GoodsDetailNew

o ¥MBM&R: MicroVersion
- Strategy

o ¥MBMR: CaseNotSensitive

58 94 xRt

BARE: 2024-07-23 02:21:00
RREHESTUTHE:
BEEAHX.

feRsEn:

» AddAttackWhiteRule

o ¥MBAZ: Typelds, Mode, Name
CreatelpAccessControl

o ¥MBAZ: JobType, JobDateTime
Describelnstances

o ¥EANS: FreeDelayFlag

.

IRIFRE: BR=ItE (It ) BRSEATF $14 H647:


https://cloud.tencent.com/document/api/627/111557
https://cloud.tencent.com/document/api/627/111556
https://cloud.tencent.com/document/api/627/53609#ApiAsset
https://cloud.tencent.com/document/api/627/53609#ApiDataFilter
https://cloud.tencent.com/document/api/627/53609#ApiDetailSampleHistory
https://cloud.tencent.com/document/api/627/53609#ApiParameterType
https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/105914
https://cloud.tencent.com/document/api/627/99281
https://cloud.tencent.com/document/api/627/53600
https://cloud.tencent.com/document/api/627/94309
https://cloud.tencent.com/document/api/627/53609#ClbDomainsInfo
https://cloud.tencent.com/document/api/627/53609#ClbObject
https://cloud.tencent.com/document/api/627/53609#DomainInfo
https://cloud.tencent.com/document/api/627/53609#DomainsPartInfo
https://cloud.tencent.com/document/api/627/53609#GoodsDetailNew
https://cloud.tencent.com/document/api/627/53609#Strategy
https://cloud.tencent.com/document/api/627/100203
https://cloud.tencent.com/document/api/627/105915
https://cloud.tencent.com/document/api/627/75922

O BHS

« DescribelpAccessControl

o FEBAZ: TimerType
« ModifyAttackWhiteRule

o ¥MBAZ: Typelds, Mode, Name
» ModifylpAccessControl

o ¥MBAZ: JobType, JobDateTime
» UpsertCCRule

o ¥EAS: Length

IEBEiRLta:

« BatchlpAccessControlltem
o ¥ERR: JobType, CronType, JobDateTime, ValidStatus
« CCRuleltem
o #ERLR: Length, Ruleld, Eventld, SessionApplied, CreateTime
Instancelnfo
o ¥R : FreeDelayFlag
« IpAccessControlltem
o ¥MEBM&R: JobType, CronType, JobDateTime
» UserSignatureRule
o FERER: RiskLevel
» UserWhiteRule
o ¥ERLR: MatchParams, Signaturelds, Typelds, Typeld, Mode, Name, Matchinfo, MatchInfoStr
« UserWhiteRuleltem
o FERLR: MatchParams

8 93 R

AfAdiE: 2024-07-04 01:27:42
TRRGEETUTRA:
MECHRINE.

fgegEn:

« DeleteDomainWhiteRules

o {gMiE: Data

IE2EiRLata:

. ClbObject
o ¥MBMR: Proxy, IpHeaders, BotStatus, ApiStatus, ObjectFlowMode

8 92 R

A%ltiE: 2024-07-03 01:28:45
FREBEETIUTHE:
BEEARH,

e

« DescribeDomainRules

o B8 Rules

BN RED

&ZfAtiE: 2024-07-02 01:27:59
FRRGEETUTRA:
MECHRINE.

IRIRERE: BR=ITE (1bF) BRSEAE

Web RIF3FmASE

5515 #647:


https://cloud.tencent.com/document/api/627/72645
https://cloud.tencent.com/document/api/627/100200
https://cloud.tencent.com/document/api/627/105912
https://cloud.tencent.com/document/api/627/97646
https://cloud.tencent.com/document/api/627/53609#BatchIpAccessControlItem
https://cloud.tencent.com/document/api/627/53609#CCRuleItem
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/53609#IpAccessControlItem
https://cloud.tencent.com/document/api/627/53609#UserSignatureRule
https://cloud.tencent.com/document/api/627/53609#UserWhiteRule
https://cloud.tencent.com/document/api/627/53609#UserWhiteRuleItem
https://cloud.tencent.com/document/api/627/72649
https://cloud.tencent.com/document/api/627/53609#ClbObject
https://cloud.tencent.com/document/api/627/99701

O BHS

MR-

« ModifyAccessPeriod

% 90 X&®

A7AdiE: 2024-06-25 01:27:00
FRRGEETUTRA:
MECHRINE,.

wigEn:

- AddAreaBanAreas

8 89 Xk

&AAdiE: 2024-06-20 02:34:10
FREHEETUTHE:
BEEHHIX.

fezsgEn:

» DescribeAccessFastAnalysis
o fBMINE: Topicld
o FEHEANE: Topicld

o FFiEHZ: FieldValueRatiolnfos, TotalCount

FIBERLSE:

« AccessFieldValueRatiolnfo

B 88 &%

A7AdiE: 2024-06-17 02:33:30
RREHAETUTHE:
BEEHHIX.

shmEn:

« DescribeAreaBanAreas

FIBERLSE:

« DescribeAreaBanAreasRsp

B 87T XE®

AAdiE: 2024-06-13 02:48:34
RREHEETUTHE:
BEEHHIX.

sriEEn:

» DescribeAreaBanSupportAreas
« ModifyAreaBanAreas

58 86 xR

&ZAdiE: 2024-06-06 02:53:14
FREBBETUTHS:

IRIRERE: BR=ITE (1bF) BRSEAE

Web RIF3FmASE

16 H647:


https://cloud.tencent.com/document/api/627/107677
https://cloud.tencent.com/document/api/627/60014
https://cloud.tencent.com/document/api/627/53609#AccessFieldValueRatioInfo
https://cloud.tencent.com/document/api/627/107303
https://cloud.tencent.com/document/api/627/53609#DescribeAreaBanAreasRsp
https://cloud.tencent.com/document/api/627/107228
https://cloud.tencent.com/document/api/627/107229

@ H%\.L;HE Web RzFR5A IS

MECHRIE.
fgeizn:

« DescribeAntiFakeRules
o ¥BHS: Total

58 85 X&®

&ZfAtiE: 2024-06-04 02:34:05
FRRGEETUTRA:
MECHRINE,.

wigEn:

« ModifyApiSecEventChange

BRI

« ApiSecKey

B84 X&R%H

AAdiE: 2024-05-3102:29:01
RREHAETUTHE:
BEEHHIX.

feasgEn:

» AddCustomRule
o FEBAZ: JobType, JobDateTime, Source, Label, Status, Pageld
o {BMANE: ExpireTime
« AddCustomWhiteRule
o FEAZ: JobType, JobDateTime
» AddSpartaProtection
o ¥MBAZ: ProbeStatus
» DeleteCustomRule
o ¥MBAZ: DomainRuleldList
o FEHS: Success
DescribeCustomRuleList
o ¥EAZS: DomainList
« ModifyCustomRule
o ¥EAZ: JobType, JobDateTime, Source, Status, Pageld
o FigHZE: Success
» ModifyCustomRuleStatus
o ¥MBAZ: DomainRuleldList
« ModifyCustomWhiteRule
o ¥MBAZ: JobType, JobDateTime
» ModifySpartaProtection
o ¥EAS: ProbeStatus
« UpsertCCRule
o HBAZ: CreateTime

BRI

« CronJob

« DomainRuleld
» JobDateTime
» MiniExtendPkg
» TimedJob

IRIFRE: BR=ItE (It ) BRSEATF 17 #647:


https://cloud.tencent.com/document/api/627/97641
https://cloud.tencent.com/document/api/627/106776
https://cloud.tencent.com/document/api/627/53609#ApiSecKey
https://cloud.tencent.com/document/api/627/53608
https://cloud.tencent.com/document/api/627/90325
https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/97444
https://cloud.tencent.com/document/api/627/97443
https://cloud.tencent.com/document/api/627/97442
https://cloud.tencent.com/document/api/627/53599
https://cloud.tencent.com/document/api/627/90323
https://cloud.tencent.com/document/api/627/94309
https://cloud.tencent.com/document/api/627/97646
https://cloud.tencent.com/document/api/627/53609#CronJob
https://cloud.tencent.com/document/api/627/53609#DomainRuleId
https://cloud.tencent.com/document/api/627/53609#JobDateTime
https://cloud.tencent.com/document/api/627/53609#MiniExtendPkg
https://cloud.tencent.com/document/api/627/53609#TimedJob

@ H%fﬂﬁ Web RiF3B i

IE2EiRLta:

« BatchlpAccessControlltem
o FERLR: CreateTime
* CCRuleltems
o ¥MBMR: CreateTime
» CacheUrlltems
o ¥MEM&R: ModifyTime, CreateTime
« DescribeAntiLeakageltem
o ¥ERR: ModifyTime
« DescribeCustomRulesRspRuleListltem
o ¥EMR: JobType, JobDateTime, CronType, Label, Pageld, Domain
« Instancelnfo
o HEELR: MiniExtendPkg, Billingltem
« IpAccessControlltem
o ¥MBMR: CreateTime
» RuleList
o ¥MBMR: CreateTime
» UserDomaininfo
o ¥MBM&R: AlbType, BotStatus, ApiStatus

8 83 Xk%

&ZfmAtiE: 2024-05-08 19:38:01
FREGEETUTHRA:
MECHRINHE,

migEO:

» CreatelpAccessControl
» DeletelpAccessControlV2
« ImportlpAccessControl
« ModifylpAccessControl

FIBERLSE:

« IpAccessControlParam

882k

&ZAdiE: 2024-03-20 01:31:28
RREHEAETUTHE:
BEEHHIX.

fezsgEn:

» AddSpartaProtection

o ¥MBAZ: ProxyBuffer

o {BMNE: Ports, IsKeepAlive, InstancelD
« DescribeAttackOverview

o a2 ApiRiskEventCircleCount
» DescribelpAccessControl

o ¥MBAZ: Ruleld

o ¥iZHZ: UsedTotal
« ModifyAccessPeriod

o fBMINE: Topicld

o EHEANE: Topicld
« ModifySpartaProtection

o ¥MBAZ: ProxyBuffer

IRIFRE: BR=ItE (It ) BRSEATF $£18 647,


https://cloud.tencent.com/document/api/627/53609#BatchIpAccessControlItem
https://cloud.tencent.com/document/api/627/53609#CCRuleItems
https://cloud.tencent.com/document/api/627/53609#CacheUrlItems
https://cloud.tencent.com/document/api/627/53609#DescribeAntiLeakageItem
https://cloud.tencent.com/document/api/627/53609#DescribeCustomRulesRspRuleListItem
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/53609#IpAccessControlItem
https://cloud.tencent.com/document/api/627/53609#RuleList
https://cloud.tencent.com/document/api/627/53609#UserDomainInfo
https://cloud.tencent.com/document/api/627/105915
https://cloud.tencent.com/document/api/627/105914
https://cloud.tencent.com/document/api/627/105913
https://cloud.tencent.com/document/api/627/105912
https://cloud.tencent.com/document/api/627/53609#IpAccessControlParam
https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/87744
https://cloud.tencent.com/document/api/627/72645
https://cloud.tencent.com/document/api/627/94309

@ ﬁ%fﬂﬁ Web RiF3B i

o {EMAZ: Domainld, InstancelD

(B EiRE

« BatchlpAccessControlltem
o ¥MBMEA: Ruleld, IpList
» Domainlnfo
o ¥MBMR: AccessStatus
» DomainsPartinfo
o ¥MBM&R: ProxyBuffer
« IpAccessControlltem
o ¥¥RR: Ruleld, IpList

B RED

£%HiE: 2024-03-18 01:26:30
AREHEETIUTRA:
MECHINE,

piEO:

« DescribeWafinfo

IRRSEES:

« ClbHostResult
« ClbHostsParams

28 80 X&®

#7EHE): 2024-03-0101:29:13
RREHEETIUTRA:
MECHRINE,

higEO:

» CreateDeals

IBRURGS

» CreateDealsGoods
» CreateDealsGoodsDetail

B 79 XK

#75ETE): 2024-01-26 01:25:28
KREHEETIUTRA:
MECHIINHE,

higEO:

» ModifyDomainPostAction

B 78 XR%

ZAEdiE: 2024-01-24 17:54:43
FREHEAETUTHE:
BEEAMX.

feRsiEn:

IRIRERE: BR=ITE (1bF) BRSEAE $£19 #6473


https://cloud.tencent.com/document/api/627/53609#BatchIpAccessControlItem
https://cloud.tencent.com/document/api/627/53609#DomainInfo
https://cloud.tencent.com/document/api/627/53609#DomainsPartInfo
https://cloud.tencent.com/document/api/627/53609#IpAccessControlItem
https://cloud.tencent.com/document/api/627/104041
https://cloud.tencent.com/document/api/627/53609#CreateDealsGoods
https://cloud.tencent.com/document/api/627/53609#CreateDealsGoodsDetail
https://cloud.tencent.com/document/api/627/103434

O BHS

.

.

AddAttackWhiteRule

o FEAZ: Signaturelds

o EMAE: Signatureld
AddSpartaProtection

o ¥MBAZ: Note, UpstreamHost
DeletelpAccessControl

o ¥EANS: ActionType
DescribeWafAutoDenyRules
o FiEHS: Source
ModifyAttackWhiteRule

o FEAZ: Signaturelds

o {EMAE: Signatureld
ModifyBotStatus

o ¥EAZ: DomainList

o {BMAZ: Domain

o ¥ZHZ: UnSupportedList, FailDomainList, Count

ModifyObject

o ¥MBAZ: Proxy, IpHeaders
ModifySpartaProtection

o FEAZ: Note, UpstreamHost

E2EiRLsta:

ClbDomainsInfo
o ¥MBMRE: Note
Domaininfo

o ¥MEM&R: Note, SrcList, UpstreamDomainList, SgIiD

DomainsPartinfo

o ¥MEM&R: Note, UpstreamHost, Level
HostRecord

o FERKR: Note

PeakPointsltem

o FRERR: WxCount, WxUp, WxDown

BT77TXE®

&AAdiE: 2023-12-26 02:05:35
RREHEAETUTHE:
BEEHHIX.

RS-

Instancelnfo
o FERR: LastQpsExceedTime

B 76 Xkt

#7EHE): 2023-12-07 02:50:53
RREHEETIUTRA:
MECHRINE,

FIBERLSE:

* MiniPkg

EBREiELta:

. BotQPS

o {BMMR: RenewFlag

IRIRERE: BR=ITE (1bF) BRSEAE

Web RIF3FmASE

20 H647:


https://cloud.tencent.com/document/api/627/100203
https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/72648
https://cloud.tencent.com/document/api/627/72643
https://cloud.tencent.com/document/api/627/100200
https://cloud.tencent.com/document/api/627/97281
https://cloud.tencent.com/document/api/627/100164
https://cloud.tencent.com/document/api/627/94309
https://cloud.tencent.com/document/api/627/53609#ClbDomainsInfo
https://cloud.tencent.com/document/api/627/53609#DomainInfo
https://cloud.tencent.com/document/api/627/53609#DomainsPartInfo
https://cloud.tencent.com/document/api/627/53609#HostRecord
https://cloud.tencent.com/document/api/627/53609#PeakPointsItem
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/53609#MiniPkg
https://cloud.tencent.com/document/api/627/53609#BotQPS

@ H%\_L:HE Web RzFEFXESE

« Instancelnfo
o ¥MBMR: MiniPkg, MiniQpsStandard, MiniMaxQPS

875 R&EH

A%ltiE: 2023-11-21 01:41:48
FREHEETIUTHE:
BEEAEIH.

e

« DescribelpAccessControl
o ¥MBAZ: ValidTimeStampMin, ValidTimeStampMax
o BEFEAE: VisMin, VtsMax
DescribelpHititems
o ¥MBAZ: ValidTimeStampMin, ValidTimeStampMax
o FEHENE: VtsMin, VisMax
DescribeModuleStatus
o FiEHS: RateLimit
« ModifyModuleStatus
o FBAZ: RateLimit
« UpsertlpAccessControl
o FBHS: Ids
* UpsertSession
o ¥iZHZ: SessionlD

.

.

(B EiReEa:

+ AccessHistogramltem
o ¥MBMR: BeginTime
o EFMA: BTime
» ClbObject
o ¥MEMR: Type, Region
« DescribeCustomRulesRspRuleListltem
o FERLR: ModifyTime, ValidStatus, Source
« PeakPointsltem
o FERER: WxAccess

874 X%

A%ltiE: 2023-11-16 17:58:08
TRRGEETUTRA:
MECHRINE.

E2EiRLta:

« Sessionltem
o ¥R R: Sessionld, SessionName, SessioninUsed, RelatedRulelD

SBT3 RER

A7AdiE: 2023-11-14 15:28:58
FREHEETIUTHE:
BEEAIH.

SO

« DescribeCCAutoStatus
« UpsertCCAutoStatus

IRIRERE: BR=ITE (1bF) BRSEAE $£21 #4647,


https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/72645
https://cloud.tencent.com/document/api/627/72644
https://cloud.tencent.com/document/api/627/101340
https://cloud.tencent.com/document/api/627/99699
https://cloud.tencent.com/document/api/627/72636
https://cloud.tencent.com/document/api/627/97645
https://cloud.tencent.com/document/api/627/53609#AccessHistogramItem
https://cloud.tencent.com/document/api/627/53609#ClbObject
https://cloud.tencent.com/document/api/627/53609#DescribeCustomRulesRspRuleListItem
https://cloud.tencent.com/document/api/627/53609#PeakPointsItem
https://cloud.tencent.com/document/api/627/53609#SessionItem
https://cloud.tencent.com/document/api/627/101568
https://cloud.tencent.com/document/api/627/101567

@ H%\_L:HE Web RiFFsA S

MR-

« ModifyWafAutoDenyStatus

s

» DescribeCCRuleList
o iEHS: Data

FiBEURLEN

* CCRuleltems
» CCRuleLists

(B EiReEa:

« ApiPkg
o MRERER: APICPWaf, APINPWaf

|72 %%%

£7HIE: 2023-11-08 10:49:05
FREGEETIUTHE:
BEEAEIH.

RO

» DescribeModuleStatus
o ¥MBAZS: Domain
o ¥gHE: WebSecurity, AccessControl, CcProtection, AntiTamper, AntiLeakage, ApiProtection
* ModifyModuleStatus
o ¥MBAZ: Domain, WebSecurity, AccessControl, CcProtection, ApiProtection, AntiTamper, AntiLeakage

BT1XER®

#75EHE): 2023-11-08 02:29:51
RREHEETUTHA:
MECHIHE,

eedEn:

» DescribeCCRuleList
o ¥MBAZ: Domain, Offset, Limit, By, Filters, Order

B70X%R%

&ZmAEdiE: 2023-11-07 02:47:21
FREHEAETUTHE:
BEEAMX.

grmEn:

» DescribeModuleStatus

iBEURS

« ApiPkg

e RSt :

« BotPkg
o ¥MBMER: IsBotTrial

IRIRERE: BR=ITE (1bF) BRSEAE $£22 #647:


https://cloud.tencent.com/document/api/627/97636
https://cloud.tencent.com/document/api/627/53609#CCRuleItems
https://cloud.tencent.com/document/api/627/53609#CCRuleLists
https://cloud.tencent.com/document/api/627/53609#ApiPkg
https://cloud.tencent.com/document/api/627/101340
https://cloud.tencent.com/document/api/627/99699
https://cloud.tencent.com/document/api/627/97636
https://cloud.tencent.com/document/api/627/101340
https://cloud.tencent.com/document/api/627/53609#ApiPkg
https://cloud.tencent.com/document/api/627/53609#BotPkg

@ H%‘ﬂ:lﬁ Web FiFIR5X S

« Instancelnfo
o FERLR: ApiPkg

£ 69 XRf

A#kdiE: 2023-11-03 01:27:06
AREHEETUTHRA:
MECHINE,

mT&EN:

« DescribeAntiFakeUrl
« DescribeCCRule

%8 68 X&H®

&#RdiE: 2023-11-0101:26:18
KREHEETUTHRA:
HECHIXE.

mT&EN:

« DeleteDownloadRecord

867 XR%H

AAdiE: 2023-10-27 02:33:14
AREHEETUTHE:
BEEHHIX.

feasgEn:

» DescribeAntilnfoLeakageRules
o ¥MBAZ: Offset, Limit, Order, Filters

58 66 X&H

&AdiE: 2023-10-26 01:28:51
RREHEETUTHE:
BEEHHIX.

sriEEn:

» ModifyGenerateDeals

BRI

« Goods
« GoodsDetail
« Productinfo

58 65 X&%H

AAdiE: 2023-10-19 16:23:29
RREHEETUTHE:
BEEHHIX.

srEEn:

« DescribeSpartaProtectioninfo

IRIRERE: BR=ITE (1bF) BRSEAE 23 #6477,


https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/97638
https://cloud.tencent.com/document/api/627/100753
https://cloud.tencent.com/document/api/627/53609#Goods
https://cloud.tencent.com/document/api/627/53609#GoodsDetail
https://cloud.tencent.com/document/api/627/53609#ProductInfo
https://cloud.tencent.com/document/api/627/100463

@ H% \_EHE Web RZFR5XIE

« DescribeUserLevel
» DescribeWebshellStatus

&psEn:

« DescribeUserClbWafRegions
o g2 RichDatas

IBERLEN

» ClbWafRegionltem

(e iR

« DomainURI
o FBR%R: InstancelD

58 64 xR

#AR{IE: 2023-10-17 01:32:14
FREHESTUTHE:
BEEAHX.

grmEn:

« DescribeAttackType
« DescribeHistogram
» DescribeTopAttackDomain

IBRURS

« KVInt
« Piechartltem

8 63 X&R%

&ZAEdiE: 2023-10-13 01:29:06
FREBEETIUTRE:
BEEAM.

g

» AddAttackWhiteRule

» DeleteAttackWhiteRule

» DescribeAttackWhiteRule
« ModifyAttackWhiteRule

BRI

« UserWhiteRule
« UserWhiteRuleltem

862 Xk%H

&AdiE: 2023-10-12 02:58:37
RREHEETUTHE:
BEEHHIX.

sriEEn:

« DescribeObjects
« ModifyObject

IRIFRE: BR=ItE (It ) BRSEATF 824 H647:


https://cloud.tencent.com/document/api/627/100462
https://cloud.tencent.com/document/api/627/100464
https://cloud.tencent.com/document/api/627/53600
https://cloud.tencent.com/document/api/627/53609#ClbWafRegionItem
https://cloud.tencent.com/document/api/627/53609#DomainURI
https://cloud.tencent.com/document/api/627/100324
https://cloud.tencent.com/document/api/627/100323
https://cloud.tencent.com/document/api/627/100322
https://cloud.tencent.com/document/api/627/53609#KVInt
https://cloud.tencent.com/document/api/627/53609#PiechartItem
https://cloud.tencent.com/document/api/627/100203
https://cloud.tencent.com/document/api/627/100202
https://cloud.tencent.com/document/api/627/100201
https://cloud.tencent.com/document/api/627/100200
https://cloud.tencent.com/document/api/627/53609#UserWhiteRule
https://cloud.tencent.com/document/api/627/53609#UserWhiteRuleItem
https://cloud.tencent.com/document/api/627/100165
https://cloud.tencent.com/document/api/627/100164

@ H%\.L:HE Web RiFFsA S

FIBERLSE:

« ClbObject

261 X%R%®

A7AdiE: 2023-10-10 01:56:43
RREHEETUTHE:
BEEHHI.

srimEn:

» DescribeDomainRules

« DescribeUserSignatureRule
« ModifyModuleStatus

« ModifyUserLevel

« ModifyUserSignatureRule

« ModifyWebshellStatus

HRIREURGS

* ReqUserRule

* Rule

» UserSignatureRule
» WebshellStatus

%8 60 X&R®

#75EHE): 2023-10-09 01:28:10
KREHEETUTRA:
MECHIINHE,

higEO:

» DescribeCertificateVerifyResult

58 59 X&R%

#ARAIE: 2023-09-29 01:25:00
FREHESTUTHE:
BEEAM.

IR

» GoodsDetailNew
o FiZBR%RE: Resourceld

58 58 X&

&ZAEdiE: 2023-09-27 01:28:58
KRRHBEETUTRS:
MECHRINHE,

(B EiRaEa:

» BotPkg

o FZRR: BotCPWaf, BotNPWaf

857 XR&®

&ZAdiE: 2023-09-26 01:36:12

IRIRERE: BR=ITE (1bF) BRSEAE 5525 #647:


https://cloud.tencent.com/document/api/627/53609#ClbObject
https://cloud.tencent.com/document/api/627/99701
https://cloud.tencent.com/document/api/627/99700
https://cloud.tencent.com/document/api/627/99699
https://cloud.tencent.com/document/api/627/99698
https://cloud.tencent.com/document/api/627/99697
https://cloud.tencent.com/document/api/627/99702
https://cloud.tencent.com/document/api/627/53609#ReqUserRule
https://cloud.tencent.com/document/api/627/53609#Rule
https://cloud.tencent.com/document/api/627/53609#UserSignatureRule
https://cloud.tencent.com/document/api/627/53609#WebshellStatus
https://cloud.tencent.com/document/api/627/99281
https://cloud.tencent.com/document/api/627/53609#GoodsDetailNew
https://cloud.tencent.com/document/api/627/53609#BotPkg

(% H%\.L;HE Web FiFEBsX IS

FREBEBETUTHE:
HECHRIE.
fgziEn:

» AddAntiFakeUrl

o FiiEHSE: Id
« AddAntilnfoLeakRules

o FiigHZE: Ruleld
» DeleteCCRule
o #EAS: Ruleld
o #iEHS: Ruleld
DeletelpAccessControl
o FEANS: Isld
» DeleteSession

o ¥EANS: SessionlD
« DescribeAccessFastAnalysis
o ¥MBAZ: Sort, Count
DescribeAttackOverview
o ¥gH2: IPBlackCount, TamperCount, LeakCount
DescribelpAccessControl
o ¥EAZ: ValidStatus
DescribeRuleLimit
o ¥EAS: Instanceld
DescribeWafAutoDenyRules
o ¥EAZ: Instanceld
o gRiEHE: HWState
« UpsertCCRule
o FEAZ: SessionApplied, Ruleld
o ¥gBHZ: Ruleld
UpsertlpAccessControl
o #EAS: Instanceld
* UpsertSession

.

.

.

.

o ¥BAS: SessionName, SessionID

BRI

» HybridPkg
« MajorEventsPkg

EBEiRLta:

« BatchlpAccessControlltem
o FBRER: Id
« Instancelnfo
o FERLR: MajorEventsPkg, HybridPkg
» IpAccessControlltem
o ¥MEMER: Id, ValidStatus
» PeakPointsltem
o ¥MEM&R: BlacklP, Tamper, Leak, ACL

58 56 X&R%

#ARAIE: 2023-09-25 01:30:53
FREHESTUTHE:
BEEAM.

IR

» Domaininfo

IRIFRE: BR=ItE (It ) BRSEATF 5526 H647:


https://cloud.tencent.com/document/api/627/97644
https://cloud.tencent.com/document/api/627/97643
https://cloud.tencent.com/document/api/627/97648
https://cloud.tencent.com/document/api/627/72648
https://cloud.tencent.com/document/api/627/53602
https://cloud.tencent.com/document/api/627/60014
https://cloud.tencent.com/document/api/627/87744
https://cloud.tencent.com/document/api/627/72645
https://cloud.tencent.com/document/api/627/88452
https://cloud.tencent.com/document/api/627/72643
https://cloud.tencent.com/document/api/627/97646
https://cloud.tencent.com/document/api/627/72636
https://cloud.tencent.com/document/api/627/97645
https://cloud.tencent.com/document/api/627/53609#HybridPkg
https://cloud.tencent.com/document/api/627/53609#MajorEventsPkg
https://cloud.tencent.com/document/api/627/53609#BatchIpAccessControlItem
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/53609#IpAccessControlItem
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o ¥MBAZ: InstanceName
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« HostRecord
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o FiiEELR: LoadBalancerDomain
» LoadBalancerPackageNew

o ¥BM&R: LoadBalancerDomain
» UserDomaininfo
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https://cloud.tencent.com/document/api/627/53609#LoadBalancerPackageNew
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https://cloud.tencent.com/document/api/627/98582
https://cloud.tencent.com/document/api/627/98581
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849 XE®

A7AdiE: 2023-09-08 03:00:07
FREHEETIUTHE:
BEEAIH.

s
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« AddSpartaProtectionsAuto
IR SRLSH :
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DeleteAntiFakeUrl
DeleteAntilnfoLeakRule
DeleteCCRule
DescribeAntiFakeRules
DescribeAntiFakeUrl
DescribeAntilnfoLeakRules
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DescribeBatchlpAccessControl
DescribeCCRule
DescribeCCRuleList
DescribeSession
ModifyAntiFakeUrl
ModifyAntiFakeUrlStatus
ModifyAntilnfoLeakRuleStatus
ModifyAntilnfoLeakRules
ModifyCustomWhiteRuleStatus
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UpsertSession
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CCRuleData

CCRuleltem
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DescribeAntiLeakageltem
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https://cloud.tencent.com/document/api/627/97641
https://cloud.tencent.com/document/api/627/97638
https://cloud.tencent.com/document/api/627/97650
https://cloud.tencent.com/document/api/627/97637
https://cloud.tencent.com/document/api/627/97636
https://cloud.tencent.com/document/api/627/97635
https://cloud.tencent.com/document/api/627/97634
https://cloud.tencent.com/document/api/627/97647
https://cloud.tencent.com/document/api/627/97633
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https://cloud.tencent.com/document/api/627/53609#CCRuleItem
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« AddSpartaProtectionAuto
- AddSpartaProtectionsAuto
» DeleteHost

» DeleteSpartaProtection
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DescribeCiphersDetail
DescribeDomainCountinfo
DescribeDomainDetailsClb
DescribeFindDomainList
DescribeHost

.

.

.

« DescribeHostLimit
DescribeHosts
DescribeTlsVersion

« DescribeUserDomaininfo
DescribeWaflnfo

» ModifyDomainlpv6Status

» ModifyDomainsCLSStatus

» ModifyHost

» ModifyHostFlowMode
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https://cloud.tencent.com/document/api/627/96945
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https://cloud.tencent.com/document/api/627/96938
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https://cloud.tencent.com/document/api/627/96934
https://cloud.tencent.com/document/api/627/96933
https://cloud.tencent.com/document/api/627/96931
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« Searchltem
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https://cloud.tencent.com/document/api/627/53609#DomainsPartInfo
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o ¥MEBM&R: SniType, SniHost, Weights, IpHeaders
» HostRecord
o H#ERLA: IpHeaders, EngineType
» PeakPointsltem
o ¥MBMR: StatusServerError, StatusClientError, StatusRedirect, StatusOk, UpstreamServerError, UpstreamClientError,
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https://cloud.tencent.com/document/api/627/90324
https://cloud.tencent.com/document/api/627/90323
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https://cloud.tencent.com/document/api/627/53609#HostRecord
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https://cloud.tencent.com/document/api/627/53609#PortInfo
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https://cloud.tencent.com/document/api/627/89806
https://cloud.tencent.com/document/api/627/53609#VipInfo
https://cloud.tencent.com/document/api/627/87744
https://cloud.tencent.com/document/api/627/88453
https://cloud.tencent.com/document/api/627/88454
https://cloud.tencent.com/document/api/627/88452
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« AttackLoglnfo

822 X%&%®

A7AdiE: 2023-01-3102:14:03
AREHEETUTHE:
BEEHHIX.

feasiEn:

« AddCustomRule
o ¥MBAZ: Eventld

B2 XE®

&AdiE: 2023-01-04 01:53:21
AREHEETUTHE:
BEEHHIX.

RS-

« DomainInfo
o ¥HERR: AlbType

820 X&%

AAdiE: 2022-12-2102:20:11
RREHEETUTHE:
BEEHHIX.

e :

» LoadBalancerPackageNew
o ¥MBMA: Listenerld, ListenerName, LoadBalancerld, LoadBalancerName, Protocol, Region, Vip, Vport, Zone, NumericalVpcld,
LoadBalancerType

B|19X%®

&AdiE: 2022-12-09 02:16:48
FREBBETUTHS:

IRIRERE: BR=ITE (1bF) BRSEAE 5836 H647:


https://cloud.tencent.com/document/api/627/87744
https://cloud.tencent.com/document/api/627/86121
https://cloud.tencent.com/document/api/627/86118
https://cloud.tencent.com/document/api/627/86120
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https://cloud.tencent.com/document/api/627/53609#LoadBalancerPackageNew
https://cloud.tencent.com/document/api/627/53609#PortInfo
https://cloud.tencent.com/document/api/627/53609#DomainInfo
https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/72648
https://cloud.tencent.com/document/api/627/72636
https://cloud.tencent.com/document/api/627/53609#InstanceInfo

@ H%\_L:HE Web RzFEFXESE

FrISHEEN:
. BotQPS

EBEiRLsta:

« BotPkg
o FHERLRE: Type
« Instancelnfo
o FMEBMR: BotQPS

815 X&®

B8 2022-07-29 06:18:30
FREGEETIUTHE:
HEEAEH.

s

« DescribeUserCdcClbWafRegions
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https://cloud.tencent.com/document/api/627/53609#BotPkg
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/78031
https://cloud.tencent.com/document/api/627/53609#CdcCluster
https://cloud.tencent.com/document/api/627/53609#CdcRegion
https://cloud.tencent.com/document/api/627/77524
https://cloud.tencent.com/document/api/627/77337
https://cloud.tencent.com/document/api/627/53609#DownloadAttackRecordInfo
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ZfAtiE: 2022-07-18 06:19:58
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« GetAttackDownloadRecords
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£%HiE: 2022-07-14 06:19:27
KREHEETIUTRA:
MECHINE,
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« DescribeCustomRules

RIS

« DescribeCustomRulesPaginginfo
« DescribeCustomRulesRspRuleListltem
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#7ETE: 2022-06-23 06:22:00
KREHEETIUTRA:
MECHRINE,

higEO:

« Describelnstances

IBRURS:

» BotPkg

» DomainPackageNew
« FraudPkg

« Instancelnfo

« QPSPackageNew

B8 R&RM

AAdiE: 2022-04-2106:21:00
BREHEETIUTHE:
BEEAH.

SO

« DescribeDomains

fenEn:

« AddSpartaProtection
o FREAZ: Weights

FEEIRLEN:

« Domainlnfo
« FiltersltemNew

IRIRERE: BR=ITE (1bF) BRSEAE 839 #6477,


https://cloud.tencent.com/document/api/627/77337
https://cloud.tencent.com/document/api/627/75922
https://cloud.tencent.com/document/api/627/53609#BotPkg
https://cloud.tencent.com/document/api/627/53609#DomainPackageNew
https://cloud.tencent.com/document/api/627/53609#FraudPkg
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://cloud.tencent.com/document/api/627/53609#QPSPackageNew
https://cloud.tencent.com/document/api/627/72840
https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/53609#DomainInfo
https://cloud.tencent.com/document/api/627/53609#FiltersItemNew
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« AddSpartaProtection
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e Portltem
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&AAdiE: 2022-04-18 06:22:13
AREHEETUTHE:
BEEHHIX.

sriEEn:

+ AddDomainWhiteRule
« DeleteDomainWhiteRules

DeletelpAccessControl

« DescribeAutoDenylP

« DescribeDomainWhiteRules
» DescribelpAccessControl

DescribelpHititems
» DescribeWafAutoDenyRules

DescribeWafAutoDenyStatus

.

DescribeWafThreatenintelligence
» ModifyDomainWhiteRule

* ModifyWafAutoDenyRules
ModifyWafAutoDenyStatus

« ModifyWafThreatenintelligence

UpsertlpAccessControl

FIBERLSE:

« AutoDenyDetail

« IpAccessControlData

» IpAccessControlltem
 IpHitltem

« IpHitltemsData

» RuleList

« WafThreatenlintelligenceDetails

B5R&®

#7EHE): 2021-12-02 08:14:23
KREHEBETUTHRA:
MECHIINHE,
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» DescribeAccessFastAnalysis
o ¥MBAZ: Topicld, From, To, Query, FieldName

B4 XE®
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https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/53609#PortItem
https://cloud.tencent.com/document/api/627/72650
https://cloud.tencent.com/document/api/627/72649
https://cloud.tencent.com/document/api/627/72648
https://cloud.tencent.com/document/api/627/72647
https://cloud.tencent.com/document/api/627/72646
https://cloud.tencent.com/document/api/627/72645
https://cloud.tencent.com/document/api/627/72644
https://cloud.tencent.com/document/api/627/72643
https://cloud.tencent.com/document/api/627/72642
https://cloud.tencent.com/document/api/627/72641
https://cloud.tencent.com/document/api/627/72640
https://cloud.tencent.com/document/api/627/72639
https://cloud.tencent.com/document/api/627/72637
https://cloud.tencent.com/document/api/627/72636
https://cloud.tencent.com/document/api/627/53609#AutoDenyDetail
https://cloud.tencent.com/document/api/627/53609#IpAccessControlData
https://cloud.tencent.com/document/api/627/53609#IpAccessControlItem
https://cloud.tencent.com/document/api/627/53609#IpHitItem
https://cloud.tencent.com/document/api/627/53609#IpHitItemsData
https://cloud.tencent.com/document/api/627/53609#RuleList
https://cloud.tencent.com/document/api/627/53609#WafThreatenIntelligenceDetails
https://cloud.tencent.com/document/api/627/60014
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ZfAtiE: 2021-08-10 08:14:12
FREGEETUTRA:
MECHRINE,

igEn:

« CreateAccessExport

« DeleteAccessExport

* DescribeAccessExports

« DescribeAccessFastAnalysis
» DescribeAccessindex

« SearchAccesslLog

HRIREURGS

.

AccessFullTextInfo

« AccessKeyValuelnfo

» AccessLoglinfo

* AccesslLogltem

* AccesslLogltems

» AccessRulelnfo

« AccessRuleKeyValuelnfo
« AccessRuleTaginfo

» AccessValuelnfo

« ExportAccessinfo

BIXRS

AfAdiE: 2021-07-21 08:12:02
ARRGEETUTRE:
BECEI,

wRigEO:

» ModifyAccessPeriod

B2REH

A7AdiE: 2021-06-03 08:11:25
BREHEETIUTHE:
BEEAIH.

SO

« DescribeFlowTrend

BRI

* BotStatPointltem

B1RE®

&AAdiE: 2021-03-15 11:00:34
RREHEETUTHE:
BEEHHIX.

srEEn:

« AddCustomRule
« CreateAttackDownloadTask

IRIFRE: BR=ItE (It ) BRSEATF $41 #6477,


https://cloud.tencent.com/document/api/627/60017
https://cloud.tencent.com/document/api/627/60016
https://cloud.tencent.com/document/api/627/60015
https://cloud.tencent.com/document/api/627/60014
https://cloud.tencent.com/document/api/627/60013
https://cloud.tencent.com/document/api/627/60012
https://cloud.tencent.com/document/api/627/53609#AccessFullTextInfo
https://cloud.tencent.com/document/api/627/53609#AccessKeyValueInfo
https://cloud.tencent.com/document/api/627/53609#AccessLogInfo
https://cloud.tencent.com/document/api/627/53609#AccessLogItem
https://cloud.tencent.com/document/api/627/53609#AccessLogItems
https://cloud.tencent.com/document/api/627/53609#AccessRuleInfo
https://cloud.tencent.com/document/api/627/53609#AccessRuleKeyValueInfo
https://cloud.tencent.com/document/api/627/53609#AccessRuleTagInfo
https://cloud.tencent.com/document/api/627/53609#AccessValueInfo
https://cloud.tencent.com/document/api/627/53609#ExportAccessInfo
https://cloud.tencent.com/document/api/627/56620
https://cloud.tencent.com/document/api/627/53609#BotStatPointItem
https://cloud.tencent.com/document/api/627/53608
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» DeleteAttackDownloadRecord
« DeleteDownloadRecord

« DeleteSession

« DescribeCustomRules

» DescribeUserClbWafRegions
* ModifyCustomRuleStatus

IBRURS:

« DescribeCustomRulesPaginginfo

» DescribeCustomRulesRspRuleListltem
« ResponseCode

» Strategy

IRIFRE: BR=ItE (It ) BRSEATF $42 H647:


https://cloud.tencent.com/document/api/627/53605
https://cloud.tencent.com/document/api/627/53602
https://cloud.tencent.com/document/api/627/53600
https://cloud.tencent.com/document/api/627/53599
https://cloud.tencent.com/document/api/627/53609#DescribeCustomRulesRspRuleListItem
https://cloud.tencent.com/document/api/627/53609#ResponseCode
https://cloud.tencent.com/document/api/627/53609#Strategy
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wreRoRxEn
EOBW #nhae SRR (R/ED)
DescribeDomains REUEZ 5 20

R EED
BOSMm EORE S=pRE (k)
CreateDeals iHEEsChIeIERI TR 20
GenerateDealsAndPayNew THERIRWE, SETREO 20
ModifyGenerateDeals HETRED 20
Describelnstances EiHFREXEIRFRER 20

PR EEXEO
BOSN #OaEe SRR (JRA)
AddAntiFakeUrl IS Rurl 20
AddAntilnfoLeakRules RIS 2Rt R 20
AddAreaBanAreas ERIIIESES) 20
CreateAreaBanRule DNt EERINY 20
ModifyAreaBanRule Ertssnho ks Y| 20
AddAttackWhiteRule PN E o= b 20
DeleteAntiFakeUrl HBRBAERur] 20
DeleteAttackWhiteRule Ll E = Eq=2) 20
DeleteSession MERCCKERIsessionigE 20
DescribeAntiFakeRules IRENBAEE R 20
DescribeAntilnfoLeakageRules IREUS B FpitiEEIFIZ 20
DescribeAreaBanAreas IRENthi AR B 20
DescribeAreaBanRule SRENItE R AR 20
DescribeAreaBanSupportAreas FRENWAFithish =455 37 f5 Ytk 51 2= 20
DescribeAttackWhiteRule REVAFRMN B S 85I%E 20
DescribeCCAutoStatus SREXSAASEHENHIE S CCRHPIRE 20
DescribeCCRule Waf CC V2 QueryizOIBkR 20
DescribeCCRuleList EigCCMm 20
DescribeCustomRuleList EFiGEEIL 20
DescribeCustomWhiteRule BiEEE RN 20
DescribeDomainVerifyResult REUARINIE ZIRERYEERE 20
DescribeModuleStatus EigwafSMERIEONFARIKE 20
DescribeObjects BEBIPHRIIE 20
DescribeRuleLimit IRENAUEBRE 20
DescribeSession Waf SiEEXEigEO 20
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https://cloud.tencent.com/document/api/627/72840
https://cloud.tencent.com/document/api/627/104041
https://cloud.tencent.com/document/api/627/98468
https://cloud.tencent.com/document/api/627/100753
https://cloud.tencent.com/document/api/627/75922
https://cloud.tencent.com/document/api/627/97644
https://cloud.tencent.com/document/api/627/97643
https://cloud.tencent.com/document/api/627/107677
https://cloud.tencent.com/document/api/627/114858
https://cloud.tencent.com/document/api/627/114856
https://cloud.tencent.com/document/api/627/100203
https://cloud.tencent.com/document/api/627/97642
https://cloud.tencent.com/document/api/627/100202
https://cloud.tencent.com/document/api/627/53602
https://cloud.tencent.com/document/api/627/97641
https://cloud.tencent.com/document/api/627/97638
https://cloud.tencent.com/document/api/627/107303
https://cloud.tencent.com/document/api/627/114857
https://cloud.tencent.com/document/api/627/107228
https://cloud.tencent.com/document/api/627/100201
https://cloud.tencent.com/document/api/627/101568
https://cloud.tencent.com/document/api/627/97637
https://cloud.tencent.com/document/api/627/97636
https://cloud.tencent.com/document/api/627/97443
https://cloud.tencent.com/document/api/627/88453
https://cloud.tencent.com/document/api/627/97869
https://cloud.tencent.com/document/api/627/101340
https://cloud.tencent.com/document/api/627/100165
https://cloud.tencent.com/document/api/627/88452
https://cloud.tencent.com/document/api/627/97635
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BEOSm
DescribeSpartaProtectioninfo
DescribeUserLevel
DescribeUserSignatureRule
DescribeUserSignatureRuleV2
ModifyAntiFakeUrl
ModifyAntilnfoLeakRuleStatus
ModifyAntilnfoLeakRules
ModifyAttackWhiteRule
ModifyCustomRule
ModifyCustomRuleStatus
ModifyCustomWhiteRule
ModifyCustomWhiteRuleStatus
ModifyModuleStatus
ModifyObject
ModifyProtectionStatus
ModifySpartaProtectionMode
ModifyUserLevel
ModifyUserSignatureRule
ModifyUserSignatureRuleV2
SwitchElasticMode
UpsertCCAutoStatus
DescribeDomainRules
DescribeProtectionModes

UpdateProtectionModes

Hft&n

BEOSm
AddCustomWhiteRule
DeleteAntilnfoLeakRule
DeleteBotSceneUCBRule
DeleteCCRule
DeleteCustomRule
DeleteCustomWhiteRule
DescribeBotScenelList
DescribeBotSceneOverview
DescribeBotSceneUCBRule

DescribeDomainCountinfo
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https://cloud.tencent.com/document/api/627/100463
https://cloud.tencent.com/document/api/627/100462
https://cloud.tencent.com/document/api/627/99700
https://cloud.tencent.com/document/api/627/112675
https://cloud.tencent.com/document/api/627/97634
https://cloud.tencent.com/document/api/627/97633
https://cloud.tencent.com/document/api/627/97632
https://cloud.tencent.com/document/api/627/100200
https://cloud.tencent.com/document/api/627/97442
https://cloud.tencent.com/document/api/627/53599
https://cloud.tencent.com/document/api/627/90323
https://cloud.tencent.com/document/api/627/97631
https://cloud.tencent.com/document/api/627/99699
https://cloud.tencent.com/document/api/627/100164
https://cloud.tencent.com/document/api/627/96931
https://cloud.tencent.com/document/api/627/96930
https://cloud.tencent.com/document/api/627/99698
https://cloud.tencent.com/document/api/627/99697
https://cloud.tencent.com/document/api/627/111901
https://cloud.tencent.com/document/api/627/98703
https://cloud.tencent.com/document/api/627/101567
https://cloud.tencent.com/document/api/627/99701
https://cloud.tencent.com/document/api/627/111851
https://cloud.tencent.com/document/api/627/116811
https://cloud.tencent.com/document/api/627/90325
https://cloud.tencent.com/document/api/627/97649
https://cloud.tencent.com/document/api/627/118060
https://cloud.tencent.com/document/api/627/97648
https://cloud.tencent.com/document/api/627/97444
https://cloud.tencent.com/document/api/627/90324
https://cloud.tencent.com/document/api/627/118059
https://cloud.tencent.com/document/api/627/118058
https://cloud.tencent.com/document/api/627/118057
https://cloud.tencent.com/document/api/627/96947
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DescribeFindDomainList
DescribeHost
DescribeHosts
DescribeWebshellStatus
FreshAntiFakeUrl
ModifyAntiFakeUrlIStatus
ModifyAreaBanAreas
ModifyAreaBanStatus
ModifyBotSceneStatus
ModifyBotSceneUCBRule
ModifyBotStatus
ModifyDomainsCLSStatus
ModifyHostMode
ModifyHostStatus
ModifylnstanceElasticMode
ModifylnstanceName
ModifylnstanceQpsLimit
ModifylnstanceRenewFlag
ModifyWebshellStatus
UpsertCCRule
UpsertSession
GetlnstanceQpsLimit
AddCustomRule
BatchOperateUserSignatureRules
DescribeUserSignatureClass
ModifyUserSignatureClass
ModifyApiAnalyzeStatus
ModifyApiSecEventChange

DescribeScanlp

IP EEEXEN

BEOSm

DeletelpAccessControl
DeletelpAccessControlV2
DescribeAutoDenylP
DescribeBatchlpAccessControl

DescribelpAccessControl
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https://cloud.tencent.com/document/api/627/96945
https://cloud.tencent.com/document/api/627/96944
https://cloud.tencent.com/document/api/627/96942
https://cloud.tencent.com/document/api/627/100464
https://cloud.tencent.com/document/api/627/97829
https://cloud.tencent.com/document/api/627/97647
https://cloud.tencent.com/document/api/627/107229
https://cloud.tencent.com/document/api/627/86121
https://cloud.tencent.com/document/api/627/118056
https://cloud.tencent.com/document/api/627/118055
https://cloud.tencent.com/document/api/627/97281
https://cloud.tencent.com/document/api/627/96937
https://cloud.tencent.com/document/api/627/96934
https://cloud.tencent.com/document/api/627/96933
https://cloud.tencent.com/document/api/627/98582
https://cloud.tencent.com/document/api/627/98581
https://cloud.tencent.com/document/api/627/98580
https://cloud.tencent.com/document/api/627/98579
https://cloud.tencent.com/document/api/627/99702
https://cloud.tencent.com/document/api/627/97646
https://cloud.tencent.com/document/api/627/97645
https://cloud.tencent.com/document/api/627/98204
https://cloud.tencent.com/document/api/627/53608
https://cloud.tencent.com/document/api/627/112677
https://cloud.tencent.com/document/api/627/112676
https://cloud.tencent.com/document/api/627/116812
https://cloud.tencent.com/document/api/627/97282
https://cloud.tencent.com/document/api/627/106776
https://cloud.tencent.com/document/api/627/112180
https://cloud.tencent.com/document/api/627/72648
https://cloud.tencent.com/document/api/627/105914
https://cloud.tencent.com/document/api/627/72647
https://cloud.tencent.com/document/api/627/97650
https://cloud.tencent.com/document/api/627/72645
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DescribelpHitltems
DescribeWafAutoDenyRules
DescribeWafAutoDenyStatus
ModifyWafAutoDenyRules
AddDomainWhiteRule
DeleteDomainWhiteRules
DescribeDomainWhiteRules
DescribeWafThreatenintelligence
ModifyDomainWhiteRule
ModifyWafThreatenintelligence
CreatelpAccessControl
ModifylpAccessControl
UpsertlpAccessControl

ImportlpAccessControl

BAHEXED

OS]

DescribeHostLimit
DescribeUserDomaininfo
DescribeCertificateVerifyResult
DeleteHost

DescribeTlsVersion

ModifyHost
ModifyHostFlowMode
ModifySpartaProtection
AddSpartaProtection
DescribePorts
DescribeUserCdcClbWafRegions
DescribeUserClbWafRegions
RefreshAccessCheckResult
DeleteSpartaProtection
DescribeCiphersDetail
DescribeDomainDetailsClb
DescribeDomainDetailsSaas
ModifyDomainlpv6Status
CreateHost

SwitchDomainRules
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https://cloud.tencent.com/document/api/627/72644
https://cloud.tencent.com/document/api/627/72643
https://cloud.tencent.com/document/api/627/72642
https://cloud.tencent.com/document/api/627/72639
https://cloud.tencent.com/document/api/627/72650
https://cloud.tencent.com/document/api/627/72649
https://cloud.tencent.com/document/api/627/72646
https://cloud.tencent.com/document/api/627/72641
https://cloud.tencent.com/document/api/627/72640
https://cloud.tencent.com/document/api/627/72637
https://cloud.tencent.com/document/api/627/105915
https://cloud.tencent.com/document/api/627/105912
https://cloud.tencent.com/document/api/627/72636
https://cloud.tencent.com/document/api/627/105913
https://cloud.tencent.com/document/api/627/96943
https://cloud.tencent.com/document/api/627/96940
https://cloud.tencent.com/document/api/627/99281
https://cloud.tencent.com/document/api/627/96950
https://cloud.tencent.com/document/api/627/96941
https://cloud.tencent.com/document/api/627/96936
https://cloud.tencent.com/document/api/627/96935
https://cloud.tencent.com/document/api/627/94309
https://cloud.tencent.com/document/api/627/72689
https://cloud.tencent.com/document/api/627/98033
https://cloud.tencent.com/document/api/627/78031
https://cloud.tencent.com/document/api/627/53600
https://cloud.tencent.com/document/api/627/96929
https://cloud.tencent.com/document/api/627/96949
https://cloud.tencent.com/document/api/627/96948
https://cloud.tencent.com/document/api/627/96946
https://cloud.tencent.com/document/api/627/82938
https://cloud.tencent.com/document/api/627/96938
https://cloud.tencent.com/document/api/627/89906
https://cloud.tencent.com/document/api/627/86120

O BAT

EOSMR

DescribeViplInfo

BSBRSsHEXED

EOSH

CreateAccessExport
CreatePostCKafkaFlow
CreatePostCLSFlow
DeleteAccessExport
DeleteAttackDownloadRecord
DescribeAccessExports
DescribeAccessFastAnalysis
DescribeAccessHistogram
DescribeAccessindex
DescribePostCKafkaFlows
DescribePostCLSFlows
DestroyPostCKafkaFlow
DestroyPostCLSFlow
GetAttackDownloadRecords
GetAttackHistogram
GetAttackTotalCount
ModifyDomainPostAction
ModifylnstanceAttackLogPost
PostAttackDownloadTask
SearchAttackLog

SearchAccesslLog

Bot {TAEEEXEO

EOSW0
DescribeApiDetail
DescribeApilListVersionTwo

DescribeFlowTrend

L2MmsEXEN

OB
DescribeAttackType
DescribeHistogram

DescribePeakPoints

IRIFRE: BR=ItE (Ib5R) BRSEAR

#Ohae

BiVIPER

#ZOhae

tIgiIsiRES
tliECKafkafRiER{Ess
CUBCLSIRBRIES
kBRI RES

PRI B S THIESSIER
REGAIERESHIIE
iniEEERES ST
iniEESEREEE
REUGIAAEHRSIBRERER
IREYCKafkalZiZi(Ess5Z%
IRENCLSIRETIES IR
HBCKafkalRiBiRiES
HERCLSIRBIRIES

BN THREESESIERIIE
wEBESSHIT

WEHEIRE
(ERUHBIRBIRTE

e BIRE AEIREF X
IBRTEREETES
{ERCLSHIRAKEZRE
EXipAAS

EOhEE
REVAPIERIFEER
apiEF=FIE

KEBwafiREihiaiEs

#O1hag

EigTOP NIgEER
EiSMRESR
Bl SHREmEES

Web RIS

STERRE (R/A)

20

SRR (IX/B)
10
20
20
10
20
10
10
10
10
20
20
20
20
10
20
10
20
20
10
10

10

STERIRE (R/B)

20

STERRE (ORB)
20
20

10

48 H647:


https://cloud.tencent.com/document/api/627/89806
https://cloud.tencent.com/document/api/627/60017
https://cloud.tencent.com/document/api/627/117843
https://cloud.tencent.com/document/api/627/116946
https://cloud.tencent.com/document/api/627/60016
https://cloud.tencent.com/document/api/627/53605
https://cloud.tencent.com/document/api/627/60015
https://cloud.tencent.com/document/api/627/60014
https://cloud.tencent.com/document/api/627/95638
https://cloud.tencent.com/document/api/627/60013
https://cloud.tencent.com/document/api/627/117842
https://cloud.tencent.com/document/api/627/116945
https://cloud.tencent.com/document/api/627/117841
https://cloud.tencent.com/document/api/627/116944
https://cloud.tencent.com/document/api/627/77337
https://cloud.tencent.com/document/api/627/95692
https://cloud.tencent.com/document/api/627/96829
https://cloud.tencent.com/document/api/627/103434
https://cloud.tencent.com/document/api/627/118381
https://cloud.tencent.com/document/api/627/77524
https://cloud.tencent.com/document/api/627/86118
https://cloud.tencent.com/document/api/627/60012
https://cloud.tencent.com/document/api/627/111557
https://cloud.tencent.com/document/api/627/111556
https://cloud.tencent.com/document/api/627/56620
https://cloud.tencent.com/document/api/627/100324
https://cloud.tencent.com/document/api/627/100323
https://cloud.tencent.com/document/api/627/90250

O BHS

EOBW #Ohag
DescribePeakValue IREQ ST EHREC IE(E
DescribePolicyStatus IRENPSHPIR S LA S 38 H9 L Blid
DescribeTopAttackDomain B TopSRI =
DescribeAttackOverview WEDE

A EE:

MBS AR OSRERIRBISEE S arT + BN + FWS , BXRTESHPSE: AP STEIREHEA

IRIRERE: BR=ITE (1bF) BRSEAE

STERIRE (ORB)
1

20

20

10

Web RIF3FmASE
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https://cloud.tencent.com/document/api/627/90249
https://cloud.tencent.com/document/api/627/88454
https://cloud.tencent.com/document/api/627/100322
https://cloud.tencent.com/document/api/627/87744
https://cloud.tencent.com/document/product/1278/109059

O BHS

AR
imREH

mIEEFATE: 2025-05-21 01:37:33

1. BRS5itit

AP| SZHFHIEMISIEN , AFRIEEENSE ) waf.tencentcloudapi.com , ti3ZisEE IG5, G0 MitbigiiEsS) waf.ap—-

guangzhou.tencentcloudapi.com .

Web RIF3FmASE

EEERRIEENGS . RIBAREONEFIRMECS, SENBMEIRENENRAIEENRSEE. SINENERER, SEMETEI MRS, QRNEE

waf.ap—guangzhou.tencentcloudapi.com 2—3#9,

R WRESURAOLS, BIUSEEIENS.

HR: HER APl AR, HFAARFREEEOXGRMARSNEE, FRSISHRIIREERAR X/ ARSESUSPER, BOSTNOBEREROXIEBASEH

P&,

BRIz iR R sIRD:
B Mhisg
ISR (7%, RTSESRK)
fepgtthX (1M )
fFRMX (EiE)
HFRWX (FBR)
ibiX (46=)
AR (FEER )
ARt (EK)
BEaHX (PEEE)
TAKR (#inig)
TAKR (X )
XK (88)
TAFKIL (BR)
AT (FRR)
EER (HSERIL)
EEmE (8 )
AEMR (ERT)

Bttt X (E=54E)

b7

waf.tencentcloudapi.com
waf.ap—guangzhou.tencentcloudapi.com
waf.ap—-shanghai.tencentcloudapi.com
waf.ap—-nanjing.tencentcloudapi.com
waf.ap—beijing.tencentcloudapi.com
waf.ap—chengdu.tencentcloudapi.com
waf.ap—chongging.tencentcloudapi.com
waf.ap—hongkong.tencentcloudapi.com
waf.ap-singapore.tencentcloudapi.com
waf.ap-jakarta.tencentcloudapi.com
waf.ap—bangkok.tencentcloudapi.com
waf.ap-seoul.tencentcloudapi.com
waf.ap—tokyo.tencentcloudapi.com
waf.na—ashburn.tencentcloudapi.com
waf.na-siliconvalley.tencentcloudapi.com
waf.sa-saopaulo.tencentcloudapi.com

waf.eu—frankfurt.tencentcloudapi.com

R BFSHETHISMXERSTEEN, BlXhiuSMRESE (24284 Region hEMRitE) , RERREEFSMXIRNES, BIFH Region ithi

R,

SRR SRS

R ( EisEa)

it (FRYIER)

2. iEfEhs

Bz API BIFFEEOBIEE HTTPS #TBE, RESZSMUNEREEE,

IRIFRE: BR=ItE (It ) BRSEATF

waf.ap—-shanghai-fsi.tencentcloudapi.com

waf.ap—shenzhen-fsi.tencentcloudapi.com

5550 H647:


https://cloud.tencent.com/document/product/304/2766

@ H%\_L:HE Web RzFEFXESE

3. IBRBGZE

S5H HTTP iBRAE:

« POST (%)

« GET

POST i&KZ#%09 Content-Type Z8Y:

- application/json (#7%F) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #%RERAEZZE v1 (HmacSHA1 5% HmacSHA256)
« multipart/form—data ({X&p53#E0O%F) , BREAERTZE v3 (TC3-HMAC-SHA256) .

GET iSRIERERNFSEBI32KB, POST iEREREZSZE v (HmacSHA1. HmacSHA256 ) BIRBiEid1MB, POST iEXRERAZEZAZE v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.

4. FFRG

9(ER uTr-8 RS,

IRIFRE: BR=IE (16F) BREEAR £51#647]



SE H%\_EHE Web RZFR5XIE

AQ
YN =325

EIEEFATE: 2025-03-28 02:19:22

N

AHSHERATIRAAFTIROESNSY, NEKE, EEMEORMEPRBNXESHRTIHE, E@XERETELHRLESY, FRERREESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(EFRER5E v3 AHSE

EE7E v3 (BRMBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BERE, XIFEAMNERE, X5 POST JSON X, 14aE
BF—ERA, HEERRESAETHEES . RENEER 85 v3.

EE HWFEEER, BoROMERRREIERNRESSE v1 GET iFK, MAREREMESSIE v3.
ERESAE v3 B, AHSHFRR—ME HTTP Header iSRkEH, MNTFRAR:

SHER e Bk
Acti st _  HTTPi&®sk: X-TC-Action. BIFREOEH. BESEROTMBASHS BT ARSY Action HIHE. FINE
ction N9 = pesemegwpisi®En, BES Describelnstances.
Redion strin ) HTTP i&Rksk: X-TC-Region. MES8, MRIFAESBERMESINSRE, RESSEOXETHASHSHETFA
o ing $#5% Region MM, 8 RESOFEEEEZSY, BOTATSISEINNG, KEHEEESRSMETREN.
Ti " Int - HTTP i&ksk: X-TC-Timestamp. g UNIX iHiaZ, alicRA&ie AP iERA9ATE, Fian 1529223702, F&:
imestamp neger = pspssmlEsEEsst, S3lESSTNEE.
. _ o HTTPi&ksk: X-TC-Version. {{E API {OBRA . ESERONIRASARSY Version Wi, FIISIRSSE
Version String =

AIERA 2017-03-12,

HTTP #REESHIAESLEBFER, Fian:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
He,

- TC3-HMAC-SHA256: ¥&%i%, BrRIEERNZE;

- Credential: E£&EiE, AKID*** 2 Secretld; Date £ UTC tRfiapyBHE, BEZESMATLSE X-TC-
Timestamp &HAI UTC inEERTiEEE—E; service BEGFRE, BEAESFE. Hl0, 53
cvm.tencentcloudapi.com EHEFRE R cvm. AF=REUEHS waf; tc3_request HEIEZEHFH;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host JauwtiELal;

- Signature: E&HEE, ITEIEER XHE,

HO

Authorization  String

HTTP i&ksk: X-TC-Token, Bl Z2£FIEMRSS FRMAMIGEIZLFEIEHRRY Token, (ERRIFEZEIE Secretld 1
SecretKey RIEEZAIGIIZLEIEFRE TmpSecretld #1 TmpSecretKey, {ERKAZANFEREILL Token F
E&.

iyl

Token String

HTTP i&ksk: X-TC-Language. {EEENERENIES, (XESEOZSHSE., BUE: zh-CN, en-US, zh-CN
BEHY, en-US iREZEI,

iy

Language String

BigAPEEEE NS =IRSELGIFIRDNET4, BEOSHIREHRBE Offset=0, BREHE Limit=10, WEEREDEIFER URL., &R, ERERG
mF:

HTTP GET i&RE1a75H1:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 TANE L @UIL=/ARIEID) = 25 oty i i iyt s s i il by i e iy syt i i b b v 52 2 L =110=09/ evm/ £ e3_reeuest, Signeckcack

ontent-type;host, Signature=5da7a33f6993f0614b047e5df4582db%e9%bf4672ba50567dbaléc6ccfl74c474
Content-Type: application/x-www—form-urlencoded
Ho : cvm.tencentcloudapi.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 52 #6477,


https://cloud.tencent.com/document/api/627/53613
https://cloud.tencent.com/document/api/627/53613
https://cloud.tencent.com/document/product/1312

@ H% \_EHE Web RZFR5XIE

HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x**kkxkxkkkkkkxkxkkkkxkxkkx*xx/2018-05-30/cvm/tc3_request, SignedHeade
ontent-type;host, Signature=58 0e06b5924a6f2b5d7d672d 15b13162d9

Content-Type: application/json

Host: cvm.tencentcloudapi.com

cribeInstances

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—-data ) iERERTE (USEIEOE) :

https://cvm.tencentcloudapi.com/

Authorization: TC AC—-SHA2 “red i < XA X R *kxkkx*xx /2018-05-30/cvm/tc3_request, SignedHeader
ontent-type;host, Signa ~e=582 0 6 @ 9 5 89a8edb4c
Content-Type: multipart/form-data; boundary=58731222010402

t: cvm.tencentcloudapi.com

—TC-Action: DescribeInstances

X-TC-Timestamp: 1527672334

ap—guangzhou

n: form-data; name="Offset"

form-data; name="Limit"

ERERSE VI B8

FEREERZE v (BISBIE HmacSHA256 1 HmacSHA1) , AHSHEESZ—HEIERER, TENRIEN

SHBIR ESidl Wik iR
Acti . - BRERNIEOSMR, ESZROXEPFRNSHETXTAHSH Action RIREE, FIINZIRSSEMEDEFIFIRED,
ction String = . .
BYEJ Describelnstances.
Region String _ i SE, ARMRFEIREM/MESREE. BOESHOERESZEONEPRASHATESE Region RREE,
R REEOAREGRZSY, BOMEhESXIBSEIRE, WHEEEEZSHBTaER.
Ti - 51 UNIX BHiE&, TieRER APIiERIATE. £i11529223702, MESLEMEEEEX, S3REZiTHAE
imestamp Integer = -
Nonce Integer 2 FEHIEEEE, 5 Timestamp BX&i R, AFHIEEREE:,
. = £ =APIZH ERRIBRIRIAEHAY Secretld, —4 Secretld MRME—HI SecretKey , M SecretKey £FRER,
Secretld String = . .
ERES Signature,
Signature String 2 BERESZ, ARBIEXERIEEYE, FERPRESGHEASEITESE. BNTEESZSR 4,

IRIFRE: BR=ItE (It ) BRSEATF 53 H647:


https://cloud.tencent.com/document/api/627/53614
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/627/53614

vy — Web RiFBHAXEE
O BAS
SHEW ESic] Wik iR
Version String 2 RERY API BIRRZS . BUESEEROXIEPAS2HSH Version BiREA. HIINZIRSSAIMRA 2017-03-12,

£#&HN, BEisziF HmacSHA256 #1 HmacSHA1., REIEEISE 3 HmacSHA256 B, A{ER
HmacSHA256 &iXIIEES, HittERI9ERA HmacSHAT IRIEES,

SignatureMethod  String a
Token String a
Language String a

FigAFEEST MRAIZIRSS/LAIFIR, HiSREMHEIRIER URL., ERLEB. BERERHWT:

HTTP GET i&RE&1a75H1:

https://cvm.tencentcloudapi.com/?Action=Descri

3 ignature=37ac2f4fde00b0ac9bd9eadeb459blb

AR T D * * % o % o o o o o o ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok ok ok ok ko

Host: cvm.tencentcloudapi.com

HTTP POST &R &G M5 :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=152767

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23

* %k

HbigsIsR

&SignatureMethod=Hmac

>gion=ap-guangzhou&Nonce=2

KrEmFEENO Region FRETAEEINTERAT. MREARZISZEPOREIE, WafEEOEhamiig .

Hbigy

XK (88)
X (Jb=)
Famtthx ( BEER)
FamithX (&K )
et (7M)
BEaHX (PEEE)
WAKR (i)
HRWX (BR)
AR (BR)
R (L)
fFRMX ( EisEa)
fithR (iFRYIERE )

WAKR (Hng)

IRIFRE: BR=ItE (It ) BRSEATF

BE
ap—bangkok
ap-beijing
ap—chengdu
ap—chongging
ap—-guangzhou
ap—-hongkong
ap—jakarta
ap-nanjing
ap-seoul
ap-shangha
ap-shanghai-fsi
ap-shenzhen—fsi

ap-singapore

Bl Z2EIEIRSS AR RIGRT R 2 EIEPAY Token, (ERANTEEIE Secretld 1 SecretKey KIEERAIGIHEZEE
HEFAY TmpSecretld 1 TmpSecretKey . {ERKIAZARIAEEREL Token FE.

EEZEOREES, (NESoEOXNSHSE . BUE: zh-CN, en-US, zh-CN BEHX, en-US iREHEX

stamp=15276723

334&Signature=37ac2f4fde00b0ac9od9

retId=AKID****x*xxkkkkkkkkkkkkkkkkkkkxkx*

5554 H647]


https://cloud.tencent.com/document/product/1312

O BHS

hiuic

TAFL (RR)
Bt (iE=5%1E)
EEFR (HERL)

EEmES (8 )

IRIRERE: BR=ITE (1bF) BRSEAE

:{E
ap-tokyo
eu-frankfurt
na-ashburn

na-siliconvalley

Web RIF3FmASE

5555 H647]



@ H%\_L:HE Web RzFEFXESE

ERAHIE V3

EIEEFATE: 2024-12-27 11:44:46

PITFSZiEiR T E&8757% v3 ESTE, BENESRSEHSHAIERERISAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NELBEIMEAN APl BRETES .

#E#=(EH APl Explorer

fZE L@ APl Explorer BY [ 2546 | RIREESMEOESMEMTE.

iz APl SXSMERETHHWIE, ARFEEARLEE, SURHENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XS REER

P ARHTES
ERBELTHRBRIPER:

1. MIEERERSH
EZRFREREZHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR ISR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSERITEERNGHEE, FEERNIRFRENZGFERERN—S, REFBN= AP RSH. SRS
ERWREIRSERSHARFNEEITEIAHE, HINEERPIRHE. MRERNEN, BSBEBET—H, B= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) HRE LBZ T LIRIRIESSZE v1, MEERS, IFEAMER, XI5 JSON X, POST ERIISETHEM=FHEH,
BREE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZRER" 8L, EIEEZMRAN “AP1 3.0 FE v3” , AMNERSZTEHITIE, WoTEERER SDK (K18, HEER
SRz API BEERY 8 MERRREIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

AXERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILAMAERENENR

+ Secretld: BFHRR APIARESRH, AILAERELIBFSE,
« SecretKey: ATFIGIE AP HEEMNSH, TLAEREELLRED,
- BRYATEEERESKIE, BRE, TUSERYFRE, NOHE, BUARAZRLRFIE.

RIERETENRGTRIIT:

1. BF BAREEPOERE .
2. FifE =APIZH MEFISRME.
3. =APIZH W@, $BE [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST i&K. 3FGETAIE, RZ#F content-Type: application/x-www-form-urlencoded WM&, MFPOSTAHE, BRIXIF
Content-Type: application/json bARZ Content-Type: multipart/form-data PFEHHNYIE, json B EASEIEONZE, multipart BXREiEEEO
X§5, WAHZIEOAEEER json &XNEA, SERKWSIEONIERE, #FER POST 5Kk, BABENERHEER, (B GET i5R1I%F 32 KB LIBMERE .

TEUBRSHETAT MREFFIRERGF, SERNMESEIMHEIRE, RIEELZO2EA:

1. ZRSHEANETIE, ZROREMA;
2. ZEAORRIZN, FEUBNERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER,

TG, FeARSYEHERONSY, RIFEEFESZLHEOER. EXLMRAMBEOMN, BRETFERE, SMEONSHEHTER, FERLXMFIFRISEM

B Ut5h, RERRRTHSAHSEIZOBASE, APITLMREXITRERIEMSE, fli Language 1 Token A8% (7 HTTP L&R&HE, &M X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 5556 H647:


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H% \_EHE Web RZFR5XIE

{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok ko ok ok ok Kk ok ok ok K kR kK Kk kR Rk mFEEErMEEEE
SB/EN “KHR” PWENRE, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3-HMAC-SHA256 Credentie

>vm.tencentclou

THFAREESITETRE,

1. BHERTEER S
AT IBERBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . lRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAEMML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEIEAZFHE"", WF GETiEXK, WA URL HiEds (?) FENF
TFERA, FE: Limit=10&0ffset=0,

i*&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZHRIBEFTAEZRE) , FHFE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAIMMARLFS5EZUNRSESERNE—ENRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. 388 key #l value Z—55pk/\S, HEEBETH, KR key:value\n 8=
2. B1LE, BB key (/B B9 ASCIl At THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBEIRM charset (B, MNEEZFNREIFR
—, RBHFFEEEERILEY

S5ZELIMER, RIBLLRIESREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type 1 host JusigEskEn
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. B84 key (/B ) 2B ASCH AF#{THHE, FEUSE (;) $R.

I R=BlA content—type;host;x—tc—action

HashedRequestPayload = iEKRIEX (payload, BD body, lbRfIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGE(E, itEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AB+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF 557 647,


https://tools.ietf.org/html/rfc3986

@ H%\_L:HE Web RzFEFXESE

FREM R

18, RERILRERNNEFE, T GET i5K, RequestPayload BEIEANEFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£17ead6c90222632e5b1££7£6e89887£1398934£064,

HREL LN, REIPSEIAIREIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1£f£7£6e89887£1398934£064

2. PHERSEEFEER
TR EEFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

iERETEE, BIERLIPHATSE X-TC-Timestamp BUE, BIZEIATIE UNIX BiEE;, #SHERD, WREIEES

RequestTimestamp 1551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHEA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope HHRENANE, MEBEMA#SE X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBE
REE—H. WRAITEERE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMATiAIEE X-TC-Timestamp i+&5%, HRFXHA UTC+0, MEMAREFMXER, BINFE/N\K, SSHEXMGE LRMKD, ER&=MER
WEXM, RiIgEEET 1551113065, F4&R/\XKAANER 2019-02-26 00:44:25, {BRitH5FIM Date BY UTC+0 BIBHIRJ 2019-02-25, MAE
2019-02-26,

2. Timestamp %RZZFI RS E, BRHEFRRANBIITERDEREN, MRESESASHNAERY . MRREAFMRERNERS, ST —RIYE
&, EREM, BREIEZIHHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84
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3. it HER
1) HEIREEZHHE, BRBUT:

; = Mkkkkhkkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhk kK1

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (Secrets vi "tc3_request")

TREHAYIZREA SecretDate . SecretService Hl SecretSigning SIBHNERE, TSR TITEHER, BHER T/ SHFIZHFRITEINEES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRFEES, HVAC ERHTNSHIRFTER—#, BIUZIFERE, WRahREEASH key 71, HESH data E5. BEIREERRSRETH
HIENEIRENE, thATEESREHTENRIFAIH/ i EIENRIRENE, R ERRRTHHIEN.

FEREM R

SecretKey [EHART Secretiey, BIJ « s s konkn s sk dkoxkoxkxkxkn sk sk |
Date BP Credential H49 Date FERIER . LRHIEES 2019-02-25,
Service B Credential F#Y Service FERIERE . WRHIBUES cvm,

2) HHEES, hIXEIT:

Signature = HexE

EERBITEERRE 10p1a37a7301a02cal9a647ad722d5e43b4b3cf£309d421d85046093f6ab6cdf o

4, ### Authorization
I THEUHHE Authorization:

Authorization
Algorithm + ' +

dential="

'Signature=' + Signature

FEREM R

Algorithm ER/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SREANTERAY Secretld, B ARTD* * &tk ki kkkok ok ok ok ok koo ke ok ok ok kK

CredentialScope REX, FIEEE, WREITEERRE 2019-02-25/cvm/tc3_request,

SignedHeaders RLE, 25FZMLEER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREHTELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

RIEL LN, REIPSEIAES:

RARBIEARERNT:

IRIFRE: BR=ItE (It ) BRSEATF 5559 H647:



@ H% \_EHE Web RZFR5XIE

P https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*xkkxkkkkkkkxkkkkkxkxkkxkkx*x/2019-02-25/cvm/tec quest, SignedHeaders=c

b4b3cf£309d421 b46093f6ab6cdf

son; cha

rsion: 2017-03-12
stamp: 1551113065

—guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAEY HTTP &8 (Header ) &R (Payload ) #AHESZIHHIEFHATRL—H, ENREREST—BUEIR. TAETTENLFERAR,
REMBEHRXXLHE

SZET

7ECFRAM API 3.0 BY, #EFEFERERENBITE SDK 3.0 , SDK ##RTEZMiZE, FARREE~RISHNEMIZEONT . #FREESN SDK i, HEIZISHRE
E=H:

« Python
« Java

« PHP

- Go

* NodeJS
« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIMRAIF=REEEZIER:

« Signature Demo

ATEEBMERER]LE, TEMZRREES A, B LRSS RRRI, ERNES . ARNEOMSKNEESI LRESEEmE, ABRABEESL
12, #AFESEM, IRARIEREER SDK.

Java

.nio.charset.Charset;
.nio.charset.S
.security.M
.text.SimpleDateFormat;
.util.
java.util.TimeZone;
java.util.TreeMap;

javax.crypto.Mac;

javax.crypto
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (byte[] key, String msg) throws Exception {

.getInstance ("Hma 256") ;
etKeySpe = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

Xx—-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-act

1, \"Filters\": [{\
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" +

= sha256Hex (canonicalRequest) ;

System.out.println(stringToSign) ;

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_req Wy 8
g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;
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= algorithm + " " + "Credential="

" + signedHeaders + ", " "Signature

System.out.println (authorization);

TreeMap<String, String> headers = new <String,
headers.put ("At on", authorization);
headers.put ("Content-Type CT_JSON) ;

headers.put ("Hos

headers.put ("X action);
headers.put ("X-TC-Timestamp", timestamp) ;
headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

3uilde ()i
sb.append ("curl /") .append (host)
.append (" \"Auth on: ") .append (authorization)
.append (" ype: application/json; charset

.append (" : ") .append (host) .append ("\"")

.append (" \ C-Action: ") .append(action) .append ("\

+ SECRET_ID +

=" + signature;

String> () ;

.append ("\"")

—utf-8\"")

ny

.append (" X-TC-Timestamp: ") .append(timestamp) .append("\"")

.append (" \"X-TC-Version: ") .append(version) .append("\"")

.append (" \"X-TC gion: ") .append(region) .append ("

.append (" -d '").append (payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCI CRET_ID")

secret_key = os.environ.get ("

service =

host = " bi.co
endpoint https://" + host
region "ap-guangzhou"
action "Desc

"

version =

algorithm

timestamp =

date = datetime.utcfromtimestamp (timestamp) .strftime ("%

params = {"Limit": 1, "Filters": [{"Values": [;"5'5’:%

n

http_request_method =
canonical_uri =

canonical_querystring =

IRIFRE: BR=ItE (It ) BRSEATF

nmy

Y-3%m-%d")

Ly

n

+ credentialScope +

"], "Name": instance-name"}]}

n
’

n
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payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tcC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_ scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "t

signature = hmac.new(secret_signing, string to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
" _n

SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint
"Authorization: ' + authorization + '"'
tent-Ty 8 plication/json; cha
' + host + '"'

'

+ action + '"!'

str(timestamp) + '"'

T

ion: + version +

Region: ' + region + '"'

+ payload + "'")
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

unc (s, key string)
hashed := hmac.New(sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp inté6

httpRequestMethod := "P

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content
n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ request", date, service)

hashedCanonicalRequest := sha256hex (canonicalRequest)
string2sign := fmt.Sprintf ("%$s\n%d\n%s)

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD SECRET_ID");

Yy ;

IRIFRE: BR=ItE (It ) BRSEATF 5565 H647:




Web RIS

"{"Limit": 1, "Filters":

= hash ("SHA256"

.PHP_EOL;

= gmdate ("Y

tc3_request";

.PHP_EOL;

= hash_hmac ("¢

= hash_hmac ("SHA256", ,

= hash_hmac ("SHA256", "tc3_request",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_EOL;
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secret_id

secret_key =

service
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113(

date = Time.at (timestamp) .utc.strftime ('$Y-%m-%d'

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540d"], "Name":
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, '’ ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string to_sign)

puts signature

authorization = "#{al

v

puts authorization

puts 'curl -X POST + endpoint \
"Authorization: ' + authorization + '"' \
"Content-Type: application/json; cha =utf
' 4+ host + """\

"+ action + '""' \

' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nrn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)

{
builder.Append (hashbytes[i] .ToString ("x2")) ;

}
eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

j datestr = date.ToString("yyy
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod
canonicalUri = "/";
canonicalQueryString =

nu .
7

contentType = "application/jso

n.

canonicalHeaders + contentType +
:" + endpoint + "\n"
ion:" + action.ToLower ()
j signedHeaders = "content-type; hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + n"
canonicalUri + "\n"
canonicalQueryString + "\n
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
st 1g stringToSign = algorithm + "\n"
+ requestTimestamp.ToString() + "\n
+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine (stringToSign);

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate,

Encoding.UTF8.GetBytes (service)) ;

secretSigning = HmacSHA256 (secretService,

signatureBytes = HmacSHA256 (secretSigning,

Encoding.UTF8.GetBytes ("tc3_

Encoding.UTF8.GetBytes (stringToSign)) ;

signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WriteLine (signature) ;

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "

"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<strin string> headers = new Dictionary<string

headers.Add ("Au orization", authorization);

headers.Add ("Host", endpoint);

n

headers.Add ("Content-Type", contentType + "; charset=utf-8");

headers.Add ("> C-Timestamp", requestTimestamp.ToString());

headers. : sion", version);
headers. C-Action", action);
headers.Add ("X-TC on", region);

n headers;
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SECRET_ID = Environment.GetEnvironmentVariable ("

SECRET_KEY = Environment.GetEnvironmentVariable ("TENC

"

service = "cvm";
endpoint
region =

action

version

DateTime date = new DateTime (

1g requestPayload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u \ \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC htt ://cvm.ter £ C .com") ;
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

on a0 sec iing) {
1st hmac = crypto. ! 2 secret)

eturn hmac. (message) .

ion (me:
nst hash = crypto. ('sha256")

return hash. (message) . (encoding)

date new (timestamp *
year date. ()
month = ('0' + (date.

day = ('0' + date.
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = entcloudapi.com"
service

region ap—gt gzhou"

action = "DescribelInstanc

version

timestamp

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders = "content

nst canonicalRequest = httpRequestMethod + "\
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = "TC3-HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning,

(signature)

authorization = algorithm + " " +
"

"/" + credentialScope +

"SignedHeaders=" + signedHeaders + ", " +
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gnature=" + signature
(authorization)
/" + endpoint
+ authorization + '"'
tent-Type: application/
t ' + endpoint + '"'
Action: ' + action + '"'
Timestamp: ' + timestamp.
ion: ' + version + '"!'
' + region + '"'

+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20]

sttime;
*gmtime (&timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff) ;

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256);
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;
}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service

string host =

string region = "ap-guangzho
string action = "DescribelInsta
string version 2017-03-12";
int64_t timestamp = 1551113065;

string date = t ta(timestamp) ;

string httpRequestMethod = "POST";

string canonicalUri =

string canonicalQueryString = "";

string lower = action;

std:: ansform(action.be 1(), action.end (), lower.begin(),
string canonicalHeaders = st

+ "host:" + host + "\n"

" w\ "

+ "x-tc-action: + lower + \n";
string signedHeaders = "content-type;host;x-tc-action";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\":
string hashedRequestPayload = sha256Hex (payload) ;
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n
hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc
string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2quest") ;

string signature = HexEncode (Hn (kSigning, stringToSign));

cout << signature << endl;
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string authorization = algorithm + " Cre " + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHe s=" + signedHeaders + ", g e=" + signature;

cout << authorization << endl;

https://" + host + "\n

+ authorization + "\"\

n

+ RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% £ >d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

intf (buf, of (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h);
ftelse
HMAC_CTX_free (h) ;

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

(output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID");

SECRET_KEY = getenv ("TE NTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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char* version
int64_t timestamp =
har date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
har* canonical_query_string = "";
char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,
har value[100] = {0};
lowercase (action, value);
¢ (canonical_headers, wvalue);
(canonical_headers, "\n");
har* signed_headers = "content-type;host;x-tc

har* payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

har canonical_request[256] = {0};
I (canonical_request, %$s\n%s\n%s\n%s\n% $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, "%d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
printf (string_to_sign, "%$s\n%s\n$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};

hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);

nsigned char k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_ reg strlen("tc3_request"), k_signing, &output_len);

nsigne gl k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signature[]
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e (k_hmac_sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si

printf ("%$s\n", authorization);

har curlcmd[1024

* (curlcmd, "curl -X POST

host, authorization, host, action, request_timestamp,

intf ("$s\n", curlcmd);

eturn 0;

RS

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMANEIRD, BRELFEREE.

signature);

region,

payload) ;

Web RIS

IR SHiIREIR

AuthFailure.SignatureExpire EZIH, Timestamp SRSFEWRIERIOITEHEERSEIHD .

AuthFailure.SecretldNotFound BRTEE. FAEHAEERIARERER, EaLENTERHES TFY,
AuthFailure.SignatureFailure FRER, TRERESITHER, IETIEXMERENABTEFTS, LETEEE SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld AL (F=R= API BHER )

IRIFRE: BR=ItE (It ) BRSEATF
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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BER/FiE
EIEEFATE: 2024-12-27 11:44:47

BEEGE VI GRS, BRENZSURTUNESSZ v3, BEERESREE v3.

BENXRIERR, BiUER AP| Explorer iy “SZB4ERL” 8L, BIREEBMRAA “AP13.0 B8 v1” , JEREZTIEHTIRIE, FEETHORESSHZZIT, tb
AEIZER SDK 18, HEFEREN= API BEER 8 MENMNRIZES SDK, BEHRTEZMGEKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##ER API Explorer <> SHEKiEi

fZELAEE APl Explorer B9 [ #2546 | BIREESMEOEZMENMIE.

Bz APl XS MARIERBFTRHAKIE, ENEREEEEAHBERSYPEEERIER (Signature ) ASIEERESH .
ESECHRETIEEN, Z2FIEEE Secretld #l SecretKey; ERFERERERIE, ErIE ZAPIZARH BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ= API 281, i#RiE = AP| ZHHRE BiERLEIE,
RLEIFAE Secretld #l SecretKey:

« Secretld BFRiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SZIRIGITIXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEESBINT:

1. BR BA=EERMERE .
2. gif¥ = API Z4A poisHIATRE
3.7 = AP| =0 WM, BgF [ #HE% | BaLAeIE—3S Secretld/SecretKey,

R 81 KSRSTLUAER Secretld/SecretKey,

2. £EEEHR
BTXREEIE Secretld ¥l SecretKey 5, BMAIMEREZRT . UITRERERGE v EREZBRFMEEE:

{RizFAF#Y Secretld 1 SecretKey S3EI2:

o Secretld: AR TID* % x %k ko ko ks ok sk ok ok sk ok ok k ok ok k ok ok ok ok Kok kK

. SeCretKey: Kk khkkhk Ak hhkkh Ak khkhkhkhkhkk kK k& hx*

R XERETH, SRIERAPEGRIER Secretld fl SecretKey i#{TREURE!
MZ=ARSZEEFLAIFIE (Describelnstances ) iEXRAHI, BRAFFABX—EOR, HiERkSHaIsNT:

SHEW iz sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %5k &% ko k% ko &% ok K% kK& %k A%k
Timestamp EEIREIFE 1465185768

Nonce REALIEZEEY 11886

Region SEGIFRTEX ap—guangzhou

Instancelds.0

FEIIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit RAfIFES 20
Version EOREKS 2017-03-12

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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BREARTTHSAHSHIROBASY, APALREZIRERRIEMSE, fi Language 1 Token 235#,

21, HBNHF

BANAEERSBIRSHENTHR ( ASCI ) AFHF, E58: 1) RESHSHTHIE, SRERSYNEIE, FS5LEX0; 2) & ASCIIBEEXD,
Instancelds.2 ZHE Instancelds.12 [5H, FRIEFEER, BFARERE. ARALMEEREES PRIEXHIFREREIMX—IEE, W0 PHP a9 ksort B®%. £k
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit"' : 2

'Nonce' :

'Offset' :

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(I[]'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'k*'k*',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRFIER

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEFH A
Action=Describelnstances .

R “S8E” HRAEMIE url KEEE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID*******

KKK KKK KKK KKK XX F KKK x* kg Timestamp

2.3, HESERIXF =

IS RE R EREF AT H o
BREXFHREUTLSEIGR:

1. iEKFiE: X5 POST M1 GET A=, XE(EM GET 5K, EFEAZEAEXE,

2. i5EREN:BEELAIFIER(Describelnstances)iUiEkE&H: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, ¥ 0NSEORE,
3. IERIEE: HARA=APIRERIEZEER / o

4. BRFHFHR: B E—SERINERFFHR,

BEFECRRIFHENNT: ERBGE + BHREN HEREEE + » + BRFHFE
THIRBHEER

ntcloudapi.com/?Action=DescribelInstances&Instancelds i 9dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-gu

T ot TA=AKTID* % % % %% %k k4 4% %k k k4 %% %k k k% x g Timestamp=146518 sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHAT B3 E—S iR SMESRNFHRHITES, REBEMNZEZRER Baseb4 #1THRD, BIARSRENIERR,

BT, I PHP ESH5):

SsecretKey = "HFHAEE XK I AKX KK KA KKK I KA KKK I AKX KA

m.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ ¥k &k xkkdkxddkdkxhhhxkdhhhxrksxx*gTimestamp=1465185 sion=2017-03-12";
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4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRERHEN:

TRAM2x fNMO9EiVINmPg06

EREEERRIHESHARN, A LERAIPREETEREIE, SRINERRSHIFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL BB,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSH (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EiSATFERRERNIER URL,

R WRAPRERG AR GET, S&iERGEN POST [ Content-Type 4 application/x-www-form-urlencoded, W&EXiERISFAEERSHAEIIT
Efff URL {8, SHEN-FSABERHD. I ASCII ZFFE URL HEEIMESLL UTF-8 #7408,

HE: AFURERISNREESENIFAES2%IET urlencode, EXHERAT, MABENESHHT URL ®BT, HWMX URL KHRSSBESLK.

R Hfti2SEEREEHTRG, HEFRA RFC 3986, £ %XY MEFHFHPILRFHITES LSRG, Hp X7 7 “¥” IR #HFH (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEWAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEmIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid EiHiEE (A== API EH%E )

5. VAT

TESEFRAF API 3.0 BY, EEFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZHHEFZORNT ., #REESRK SDK i, HEstshmz
E=A:

« Python

« Java

« PHP

« Go

* NodeJS

« NET

o C++

* Ruby

THEHRHT FREFRIERES demo, EHLMKIRINA=RESEEZRIERMN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREAIN, BERES . RRGEOMSHNEERI LrEZTERE, ABRIREEST
2, ArE&ERE, EHhARIERE[ER SDK .

REHHE url TT8ER: https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

IRIFRE: BR=ItE (It ) BRSEATF $81H647:


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo
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guangzhou&Secret IA=AKID* **¥ ¥ * Xk xkkkdkkkxkkxhhxkxxkxk*x*gSignature=7RAM2xfNMOIEIVTNMPg06MRNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, MEaSthFAERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEIGER: ERidH. HTES
PAEEIREIR url , BEEMREIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRASR, FRFEES, EER—ESERNTEEIN url FTRERERFR, FMASHNIRFETRE, BXHFZINERE. IBFRESHEEHNE, BESIHE
IEtRBIES,

FE: UTREMRERT API 3.0, FRtERATHEMNESIRE, BARAISEIRXETE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;
java.util.TreeMap;
javax.crypto.Mac;

rt javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

t String (& g 8, & g k e E 1) ows Exception {
Mac.getInstance (method) ;
KeySpe = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString() .substring (0, url.length() - 1);

i (Strin : throws Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId System.getenv ("TENCENTCLOUD_SECRET
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params.put ("Ac o, describeInstances");
params.put ("Versio 2017-03-12") ;
params.put ("Rec

params.put ("

params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHAL1l"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 KiERiE T, BESRE requests IKHi8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params)
n s + query_str
(key, s, =thod) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])
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secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := os.Getenv ("TENCENTCLOUD

ylstring{

guangzhou",

secretId,

anceIds. O

"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, 1
1ge params {

end (keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString ("="
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)
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hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv (" TEN(

= getenv ("T
["Nonce"] = 1

["Timestamp"]

ion"] = "Describelnstances
["InstanceIds.O0"]

["Limit"] =

= substr ( ( =) g

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

secret_id = ENV["TENC
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secret_key = ENV["TENCENTCLO

method = 'GET'
Ve

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;
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retStr += requestHost;
retStr += requestPath;
retStr += "2";

1g

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

amp", RequestTimestamp.ToString());

n

version) ;

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥
}

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)
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params [ 'Signa e' , strSign)
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3 =+
IR[EIEER
EIEEHATE: 2024-03-12 02:04:47

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 22T, WSERIRE],

+ Requestld BF—1 APl iERHIE—RR, MR API HIRE, AILIBER Bi=E0E sk 2328, FHRMiZ ID RERITE,

- BTYEENFEIN, HRUAERMEOENHFE, FENEOMEENHFESMIEOXEPRHEN . hFIHE TotalCount 1 InstanceStatusSet #873
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

« Error BIEMRREZISKABKLY . Error FEHEREREY Code 1 Message FERERARLXYAT 24 ERER

« Code RTEFHEMNEIRG, HiERKEENTUSGRBZERBEALSIREINLNFHEONMAEREIIREAERYRFERFERLG R
+ Message BT RRMERRENEAKERE, FEEWSRELAFRML, BNATRSEEFSTEREH, ARFRKEXMNEEIE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ ﬁ%fﬂﬁ Web RiF3B i

i

#<E

IEEEFRATE: 2022-08-10 06:59:33

=\

BRIESRZ API 3.0 BIASHHEHSESIFINT USRS :

« String: &,

« Integer: B8, FRATHS64UELH . SDK 3.0 FRFEESIISNEVERER, EWURERFEESHRABREN, FII1 colang B uint6d,

« Boolean: #i/RE,

» Float: ZmE,

» Double: SUSEF=E,

- Date: F#F&, BN, Hlgn: 2022-01-01.

« Timestamp: ZF#F&H, WHEg. Flagn: 2022-01-0100:00:00,

« Timestamp ISO8601: 1SO 8601 EHEFMFHEMKAL (International Organization for Standardization, 1SO ) &#%HI¥FHEAFRHEEREFFTE, 3
RER (GB/T 7408-20058iETiIIRERER R HBTEERTE) . BNARMERFIZIESIIREERTEINER. flin: 2022-01-
01T00:00:00+08:00,

 Binary: ZTi#HIRE, EELUSEMNERINGER
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

& EXiEO
IRER L= 5%

EIEEFATE: 2025-04-25 02:12:55

1. gEOR

Web RIS

EOiERES: waf.tencentcloudapi.com .

ERFREESFEER
BUMZOERINEIRS): 200%/%

#E#E(ER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. W\2%

UTERSHSIRIIE TROBRSHETIBSAHSY, REAHSHIIRN AHiERSHY,

SHEM wik %R

Action = String
Version =3 String
Region = String
Offset = Integer
Limit = Integer
Array of

H A=
Fiters.N = & FiltersltemNew

3. mtieN
SHEW ESicl
Total Integer
. Array of
Domains Domaininfo

Requestld  String

4. =61

N ENAFREESER
EHAFREESEES

BATH

iR

H2%, FEOBYE: DescribeDomains,

>

1t

7~

W

%, AEOBYE: 2018-01-25,

>

N

~HSE, FRFFRIISHN TR, FIEONZISEPRY: ap—guangzhou, ap-seoul .

SRIREE, BLIMitBHE, SIVEH0, JXAE= Total/Limit/@ LENE
w~BlE: 0

EEFZREE
BIE: 20

idiesa, SiEFEREIE: Edition: SZFIRRA, sparta-wafgkclb—waf Domain: 1% Domainld: {&#&ID
InstanceName: EffIE#R Instanceld: SEfJID FlowMode: REEANEN, ZISCLBWAF
FlowCheckMode: HE#EIER, (XZI5CLBWAF ClsStatus: H#EFFX Status: WAFF%BotStatus:
BOTH:x ApiStatus: APIR£Fx Engine: 5|Z4&3{ UpstreamlIP: iRifIP, {XZIFSAASEWAF
UpstreamDomain: {Riki%sE, (ZESAASEWAF DomainState: H&RE, (NZFSAASEWAF
SgState: ZRARE, (NZIFSAASEWAF Label: $SEIFE, RARMIZIE—MirEidiE

FBIE: [{"Name":"Instanceld","Values":["waf_2kw60zgy0908e8j3"],"ExactMatch":false}]

ik

BE
hifE: 2

domaindlE

W—i5ERK ID, HIRSIHER, BRERBIIRE ( EERERBREREIRERS TR, WiZXiERASIXE Requestld)
EIRRAT R ERHIZIRIERA Requestld,

IRIFRE: BR=ItE (It ) BRSEATF 92 #647R


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#FiltersItemNew
https://cloud.tencent.com/document/api/627/53609#DomainInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeDomains

Web RIS

POST / HTTP/1.1
Host: xxx.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeDomains

<AHERSH

{
"Offset": O,
"Limit": 20,

"Filters": []

"Response":
"RequestId": "93efef98-
"Total": 2,
"Domains": [

{

"AppId": !

"Domain": "z
"DomainId": "waf
"InstanceId": "waf_
"InstanceName":
"Edition": "clb
"Region": "cd
"CreateTime": "2024-10-28
"Cname": "dae
"ClsStatus": O,
"PostCLSStatus": O,
"PostCKafkaStatus":
"FlowMode": 1,
"Status": 1,

"Mode": 1,

"State":

"Engine": 20,
"Ipv6Status":
"BotStatus":
"ApiStatus":
"Level":
"CdcClusters":

"RsList": [

"Ports": [

{

"NginxServerId":

"Port": "80",

"Protocol": "http",
"UpstreamPort": "80",
"UpstreamProtocol”: "http"

}

IRIFRE: BR=ItE (It ) BRSEATF 93 #6477,




Web RIF3FmASE

1,
"LoadBalancerSet":
{

"ListenerId": "lbl
"ListenerName": "l
"LoadBalancerId": lb-nda52sau",
"LoadBalancerName": "cd 1b",
"Protocol": "HTTP"

"Region": "cd",

"Vip":

"Vport":

"Zone":

"NumericalVpcId":
"LoadBalancerType": "OPEN"

"LoadBalancerDomain": "lb-nd

I

"AlbType": "clb",
"SgState":
"CloudType": "public",
"Note": "clb
"AccessStatus":

"Labels": [

"AppId": 12

"Domain": henhu
"DomainId": "11c¢
"InstanceId": "waf_2k
"InstanceName": "cd-De
"Edition": " a-waf",
"Region": "cd",
"CreateTime": "2024-10-
"Cname": "88f
"ClsStatus": 1,
"PostCLSStatus":
"PostCKafkaStatus": 0,
"FlowMode": O,
"Status": 1,

"Mode": 1,

"State": O,

"Engine": 1,
"Ipv6Status":
"BotStatus":
"ApiStatus":

"Level":

"RsList":

"Ports": [
{

"NginxServerId":

IRIFRE: BR=ItE (It ) BRSEATF 594 H647]




Web RIS

"Port": "80",

"Protocol": "http",
"UpstreamPort": "80"
"UpstreamProtocol”: "http"

¥

1,

"LoadBalancerSet":

{

"ListenerId": "default",
"ListenerName": "default",
"LoadBalancerId": "default.cd
"LoadBalancerName": "default.c
"Protocol": "HTTP",

"Region":

"Vip": "8

"Vport": 80,

"Zone": "cd",
"NumericalVpcId": -1,
"LoadBalancerType": "OPEN",

"LoadBalancerDomain": "default.cd

1,

"SgState": 1,
"SgDetail": "ok",
"CloudType": "public",
"Note": "saas domain",

"SrcList": [

"SgID": sg-a
"AccessStatus":

"Labels": [

P12 ERAFSAASWAFR LHRREER
EiRAFPSAASWAFEAN LIRS EER

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeDomains
<QHIERSE>

{
"Offset": O,
"Limit": 20,
"Filters": [
{

"Name": "Edition",

IRIFRE: BRzITE (165 ) BRSEAS 5895 H647:




Web RIF3FmASE

"Values": [
"sparta_waf"

1,

"ExactMatch": true

by

{

"Name": "InstanceId"
"Values": [
"waf_2kw60jgy0908e8j3"
1,

"ExactMatch": true

"Response": {

"RequestId": "913

"Total": o

"Domains": [

{

"AppId": 1 02383,
"Domain": "randygz2.gclouc
"DomainId": "7d58ebf3db7e5f
"InstanceId": "waf_2} jgy0908e
"InstanceName": "J XL ERFEIIR",
"Edition": "

"Region": "gz

"CreateTime": "2

"Cname": "dael

"ClsStatus": 1,
"PostCLSStatus":
"PostCKafkaStatus": 0,
"FlowMode": O,

"Status": 1,

"Mode": 1,

"State": 0,

"Engine": 1,

"Ipv6Status":

"BotStatus":

"ApiStatus":

"Level":

"RsList":

"Ports": [

{
"NginxServerId":
"Port": "80",

"Protocol": "http",

IRIFRE: BR=ItE (It ) BRSEATF 5596 H647:
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"UpstreamPort": "80",
"UpstreamProtocol": "http"
I

{

"NginxServerId":

"Port":

"Protocol": "https",
"UpstreamPort": "80"
"UpstreamProtocol”: "http"
}

1,

"LoadBalancerSet": [],
"SgState": 2,

"SgDetail": "ok",

"Note": "randy

"SrcList": [

"114.13

1,

"UpstreamDomainList": [

egnxu.upstream.com"
"SgID": !
"AccessStatus":

"Labels": [

"AppId":

"Domain":

"DomainId":

"InstanceId": "waf_2kw60jgy 3
"InstanceName": "J IR ERFEALIR",
"Edition": "

"Region":

"CreateTime":

"Cname" : 3 11c0772e26c 548b9 . qc /97 .
"ClsStatus": 1,

"PostCLSStatus": O,
"PostCKafkaStatus": 0,

"FlowMode": O,

"Status": 1,

"Mode": 1,

"State": o

"Engine": 1,

"Ipv6Status":

"BotStatus": 2,

"ApiStatus":

"Level":

"RsList":

"Ports":

{
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"NginxServerId":
"Port": "80",
"Protocol": "http",
"UpstreamPort": "80",
"UpstreamProtocol”: "http"
}

I

"LoadBalancerSet":
"SgState": 1,
"SgDetail": "fail",
"No : "xiaochengxu",

"SrcList": [

"UpstreamDomainList": [

ochegnxu.upstream.com"

"SgID": "sg-7dme0v73"
"Ac sStatus": 1,
"Labels": [

"xiaochengxu"

5. FREHR

ER= APl £&
Bl AP| F& 228 API XH. iR, API Explorer & SDK SEEMSG—ENTE, HEENA—\OSARERBARIRMRFAE AP IS,

API Inspector
FAREE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TE&IEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T2 O S3iBIEIRCREIRTD, EthEiRBiER AH4ERE.

{HIRIS 3%
AuthFailure CAMEZEZ/EEIR.

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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$5i=tD
DryRunOperation
FailedOperation
InternalError

InvalidParameter

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (Ib5R) BRSEAR

g

DryRun ##{F, {RERESZMNE, RESET DryRun ¥,

BRIEEW.

PEREIR

BHiEIR.
IEBREIEE,
RIEIDEEB XK
SHENEEIR.

B AR o
ROSHIEIR,
BRFIIEE
TERENREEEE T SRERIRH o
T
BETRE.
BRFFE.
BRATA.
RREE,
RIGHURE
RESHEIR

BRIERZHS.
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@ H% \_EHE Web RZFR5XIE

iHERXEO
iHELIeIEI T

EIEEFATE: 2025-04-25 02:12:56

1. gEOR

EOiERES: waf.tencentcloudapi.com .
IHEERME, SETREO
BRUAECIERIARIRE: 200R/%

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. W\2%

UTERSHSIRIIE TROBRSHETIBSAHSY, REAHSHIIRN AHiERSHY,

SHEWR wik PR g
Action = String ~HSH, XIEOBYE: CreateDeals.
Version = String ~HSH, XEOBE: 2018-01-25,
. - . ~ESE, FRFRIISH tigFIE, MEOSHSHPR: ap-guangzhou, ap-seoul, ap-
Region = String .
singapore o
Goods.N £ Array of HETEAS
’ = CreateDealsGoods HE: ¥RGoodsElF
3. mtieN

SHEW ESidl 3%

THEE T R
bata DealData  ~pia: #mDealDatastts

1:pE18, 0:5
Status Integer SEIE: 1

iBElmessage

ReturnMessage  String FBUE: EEmessage

EE—iER ID, HIRSIRER, SRERBRIEE (EEREEMEERRLERTARSR, WZRERFTSIRE Requestld) . E

Requestid String T BB HZRIBERY Requestid.

4. =H
T Bl

BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateDeals

<RHEERSE>
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#CreateDealsGoods
https://cloud.tencent.com/document/api/627/53609#DealData
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=CreateDeals

Web RIS

"Goods": [

{

"GoodsCategoryId": O,

"GoodsNum": O,

"GoodsDetail": {

"TimeSpan": 1,

"TimeUnit": "m",

"SubProductCode": "sp_wsm_waf_ultimate",
UpielVg @,

"InstanceName": "cd-Default",
"AutoRenewFlag": O,

"RealRegion": 0,

"LabelTypes": [
"sv_wsm_waf_package_ultimate"

1,

"LabelCounts":

1

1,

"CurDeadline": "2024-10-21 12:45:00",
"InstanceId": "waf_22piczm885bfdIox5",
"ResourceId": "waf_ 22piczm885bfdIx5"
I

"RegionId": 0

"Response":
"Data": {

"DealNames":

"BigDealId": "2

H

"Status": O,

"ReturnMessage": "ok"

"RequestId": "d55b94a8-07bb-4326-b82f-e66
¥

i

5. FREHR

BR= APl F&
Bifl= AP & B5E API XH4. {8iRf8. APl Explorer & SDK FHFRHA—EAFE, HEENE—AOSTARERBNZIRMIFE APl RS

API Inspector
FRELEE AP| Inspector BEEEHAS—HIRIEXBI APLRRERER, FEMERSESRAN API 53, tBaETFiE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFRTIESE (SDK) , ZIFSMRIZIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java

O BAT

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

TR T2 O S5BIREXAEIRID, EthiEiRDiER AHEIRE,

$HiRtD

AuthFailure

DryRunOperation
FailedOperation
FailedOperation.CLSInternalError
InternalError

InvalidParameter

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

]

CAMEB/EREIR-

DryRun ##F, RFRBERBSEMNE, RRSET DryRun 2,

BRIEEW.
CLSPIEBEEIR
PIEREEIR o

SHIEIR.
EBARIEE,
RIEIDEER XK
SHENEHEIR.

B A AR o
ROSHIEIR,
BRIFBIES.
TERIOREEE T SRZRIRH o
BiRBSEA.
HETRE.
HEAREE.
BiRFTA.
BREE,
RIZEURE o
RIMSHEER,

BRERSZS
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \_L:HE Web RZFR5XIE

IHETEWE., S TRENO

EIEEHATE: 2025-04-25 02:12:56

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
HEERWE., S TRED
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRGIL T EOBSRSYBI ALY, TRAHSEIIRR AHLiERSH,
SHEM wik KB iR
Action = String ~HSH, XEOBE: GenerateDealsAndPayNew,
Version 2 String AHSY, FMEONE: 2018-01-25,

%

H2%, FERFEmZFN IR, FEOMIFEDY: ap-guangzhou, ap-seoul, ap-singapore

»

Region = String

\

HETREAS

Goods.N 2 Array of GoodNews FEIE: %0GoodssTik

3. mils¥

SHEW ESic) fiik

THET RIS

Data DealData TBIE: ¥MDealDatastik

1:5%I, 0:5kM

Stat Int
atus nteger SEIE: 1

iEElmessage

ReturnM Stri
eturnifiessage rng TBE: iBElmessage

TGSERISLHIID

Instanceld String FBIE: waf_2kxtmtw8000jpgfv

W—i5EK ID, HIRSIKER, BXERASED (HEREEMEERERARSR, WZRERFTEIRE Requestld) . E

Requestld String IR BN BRI RIER Requestid.

4, 76
BN TR
TG
BATH
POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Co -Type: applica

X- tion: GenerateDealsAndPayNew

<REERSE>
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=GenerateDealsAndPayNew

Web RIS

"Goods": [

{

"GoodsCategoryId": 101201,
"GoodsNum": 1,

"GoodsDetail": {

"TimeSpan": 1,

"TimeUnit": "m",

"SubProductCode": "sp_wsm_waf_premium_clb",
"pid": O,

"InstanceName": "anquan",
"AutoRenewFlag": 1,

"RealRegion": 1,

"LabelTypes": [
"sv_wsm_waf_package_premium_clb"

1,

"LabelCounts":

1

I

"CurDeadline": "2024-07-14 14:24:26"
"InstanceId": "waf_ 22piczpx8beg7rht"
by

"RegionId": 1

"Response":
"Data": {

"DealNames":

"BigDealId": "2021

H

"Status": O,
"ReturnMessage": "succ
"InstancelId": "waf_.
"RequestId": "b705af50
i

}

5. FREHER

BR= APl £&
BflZ AP| T8 228 API XH. iR, API Explorer & SDK SEEMSG—ENTE, HEENA—A\OSARERBARIRMRIRAE AP RS,

API Inspector
FARFTEE API Inspector BEEEFIGE—SIREXBRN AP ERER, HFEMERZIESIRAM API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TEREMNFARTESE (SDK) , XIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py

O BAT

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. fHiRE

AITFRFUE T O SSZIRERAEIRD, EfthiEiRDIER AR

$HiRtY

AuthFailure

DryRunOperation
FailedOperation
FailedOperation.CLSInternalError
InternalError

InvalidParameter

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

filiR

CAMEB/EEIR -

DryRun ##F, RFRBERBSEMNE, RESET DryRun 28,

BRIEEW.
CLSHEREIR
PIEREEIR o

SHIEIR.
IEBARIEE,
RIEIDEEB XK
SHENEHEIR.

B A AR o
ROSHIEIR,
BRFIRIEE,
TERIOREEEE T SRERIRH
B S
HETRE.
HEAFEE.
BRFTA.
BREE,
RIGIURE o
RINSHEER,

BRIERSZS,
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \_EHE Web RZFR5XIE

HETEREO

EIEEHATE: 2025-04-25 02:12:55

1. EOkR

EOiEkFESE: waf.tencentcloudapi.com .

RELclbEFERPYwafEF TRED, BaiRZSclbiEMREAINTE, ZEOSHTASKE, AEAARSAWUWAR, AEFARITHEEOTE, BRIRSISTMIET
B, i EMEND: https://tcb.woa.com/magical-brush/docs/754661947

BOAMZOIERIRZRIRH: 200R/% -

##Z(ER API Explorer

API Explorer {2t TR . ERIIE. SDK KBEMFRERTIZOFEN . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBERSHMNDBI LY, REAHSHIIRR 2HERSH,

BHEW Wik XKE iR

Action = String 22, XEOBYE: ModifyGenerateDeals.

Version 2 String AHSY, MMEONE: 2018-01-25,

Region = String AHSBY, FRF@MSISN tiFFIE, MMEORSIFESR: ap—guangzhou, ap—seoul, ap—singapore
Goods.N = Array of Goods HETAA

wE: ﬁF)\..GoodS*ﬁS

3. milis¥

SHER R fihik

THET RIS

D DealDat
ata calbata  —riE: #mDealDatastik

1:pI0, 0:5X%
tat Int
Status nteger Ly
. iZElmessage
ReturnMessage  String FBUE: EEmessage

W—i5EK ID, HRSBIKER, BXERTASER (HEREAEMEERERARSR, WZRERFTEIRE Requestld) - E

Requestld SUIN R mE R RERE Requestd.
4. 761
PN i ETREO
BAT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content application/json

X-TC-Action: ModifyGenerateDeals

<AHERSE>

[
1

"Goods": [

IRIFRE: BR=ItE (It ) BRSEATF 55106 6473
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https://cloud.tencent.com/document/api/627/53609#Goods
https://cloud.tencent.com/document/api/627/53609#DealData
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyGenerateDeals

Web RIS

"GoodsCategoryId": 101201,
"GoodsNum": 1,

"ProjectId": O,

"GoodsDetail": {

"ProductCode": "p_wsm_waf",
"LabelCounts": [

1

1/

"SubProductCode": "sp_wsm_waf_premium_clb",
"TimeSpan": 1,

"Type": "sp_wsm _waf premium_clb",
"RealRegion": 0,

"ElasticQps": O,

"pid": O,

"ProductInfo": [

{

"Name": "=IRAR",

nyalue": "—Fn

1,

"AutoRenewFlag": 1,

"FlexBill": O,

"TimeUnit": "m",

"InstanceName": "guangzhoucase",
"LabelTypes": [
"sv_wsm_waf_package_ultimate_clb"
]

Hy

"RegionId": 1,

"PayMode": 1,

"Platform": 0

"Response": {
"Status": 1,
"Data": {

"DealNames":

"BigDealId":

H

"ReturnMessage":
"RequestId": "b705a
}

¥

5. FREHR
A= APl &

IRIFRE: BR=ItE (It ) BRSEATF




O BAT

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSARERENZIRMFRE AP RS

API Inspector

BPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XSSMREIRIES, REEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRf

ARSI T 12O S3iBIEEXRIEIRD, EMEREIFEL AHEIR0E,

$5i=tD ik

AuthFailure CAMEZ/EUEIR
DryRunOperation DryRun 1&/F, KFRIBERISEEZHING, RES1E7T DryRun 2,
FailedOperation BRIEEM
FailedOperation.CLSInternalError CLSHIEBEEIR
InternalError PEREIR
InvalidParameter SHEIR.
InvalidParameter.InvalidCertificate IEBRAIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIEIDEISER LY .
InvalidParameterValue SHEVEREIR.
LimitExceeded B EPRE o
MissingParameter RAOSEEIR.
OperationDenied BRIFHIESR

RequestLimitExceeded

TEREVREEET T SRR o

ResourcelnUse FiRW G
Resourcelnsufficient BERE
ResourceNotFound BREREFE.
ResourceUnavailable BREATHA,
ResourcesSoldOut BREE,
UnauthorizedOperation KRIGIURE,
UnknownParameter RIMSHHR,
UnsupportedOperation BIERZS.

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

Web RIS

SRR FRAELAIFEAER

EIEEHATE: 2025-04-25 02:12:56

1. EOkR

EOiEkFESE: waf.tencentcloudapi.com .
EiIRAFFAXFIERER
ERAECIERITRIRS: 200R/%

##ZER API Explorer

2. mAEH

UTFiERSHFIFRIFIE TEOISRSEIFI 2
SHEW wik KB
Action = String
Version = String
Region = String
Offset = Integer
Limit = Integer
Filters.N & Array of

FiltersltemNew

FreeDelayFlag & Integer
3. e
SHEM ESic] HEig
2#
Total |
ota nteger SEIE: 1
Instances Array of instance¥%

Instancelnfo

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

W
g
i
R
»
s
W
o
2
M
S
»
S
il 3
%
o
5

~ESH, REOBYE: Describelnstances.,

N

~HS%, AEORE: 2018-01-25,

4

%

Ho¥, FRFEZEN R, MMEOSHSFESEY: ap—guangzhou, ap-seoul, ap-
singapore o

b

\

ImizE
BUE: 1

=8

w~BE: 20

iEiEsE
FBIE: [{"Name":"Region","Values":["ap—chengdu"],"ExactMatch":true},
{"Name":"Edition","Values":["sparta-waf"],"ExactMatch":true}]

BERGERBRIR
w~hE: 1

W—i5EXK ID, HRSivER, SXERFIEE (EHEREAEMEERERARSR, WZRERFTRIRE

Requestld  String

4. =61

0N ERFFRAEXANTAER
B RPFREEANEAER

BATH

POST / HTITP/1.1

: waf.tencentcloudapi.com

Requestld ) . EIiTBRBEREZXIERE Requestld,
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https://cloud.tencent.com/document/api/627/53609#FiltersItemNew
https://cloud.tencent.com/document/api/627/53609#InstanceInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeInstances

Web RIS

Content-Type: application/json
X-TC-Action: DescribelInstances

<AHHERSE>

{

"Offset": 1,
"Limit": 20,
"Filters": [

{

"Name": "Edition",
"Values": [],
"ExactMatch": true
by

{

"Name": "Region"
"Values": [
"ap-beijing",
"ap-guangzhou"

I

"ExactMatch": true
by

{

"Name": "InstanceName"
"Values": [

"L

1,

"ExactMatch": false
by

{

"Name": "InstanceId"
"Values": [

"waf"

1,

"ExactMatch": false

"Response": {

"RequestId":

"Total": 2,

"Instances":

{

"AppId": 87524381,

"InstanceId": "waf_. ZQ
"InstanceName": "J M XURERFEIIR",
"Resourcelds": "waf 0908e8
"Edition": "

"Region":

"PayMode" :

"Status":

"RenewFlag":

"AttackLogPost":

IRIFRE: BRzITE (165 ) BRSEAS 5110 64731




Web RIF3FmASE

"Level": 3,
"ElasticBilling"
"ValidTime": "2024
"BeginTime": "2
"SubDomainLimit":
"MainDomainLimit":
"APISecurity": 1,
"IsAPISecurityTrial":
"BillingItem": "s
"FreeDelayFlag":
"Mode": 1,
"DomainCount":
"MainDomainCount" :
"MaxQPS": 50,
"MaxBandwidth":
"QPS": {
"ResourcelIds":
"ValidTime": "2
"RenewFlag":
"Count": r
"Region": "gz"
"BillingItem":

I

"BotQPS": {
"ResourcelIds":
"ValidTime":
"Count":

"Region": "c
"MaxBotQPS":
"RenewFlag":

I

"DomainPkg":
"ResourceIds":
"ValidTime":
"RenewFlag":
"Count":

"Region":

by

"BotPkg":
"ResourcelIds":
"Status": 1,
"Region": 1,
"BeginTime":
"EndTime": "2(
"Type": "sv_:
"InquireNum":
"UsedNum" :
"RenewFlag":
"BotCPWaf":
"BotNPWaf":
"IsBotTrial":
Ty
"FraudPkg": {
"ResourceIds":
"Status":
"Region":

"BeginTime":

IRIFRE: BRzITE (165 ) BRSEAS £111#6473R
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"EndTime": "2(
"InquireNum":
"UsedNum" :
"RenewFlag":

by
"MajorEventsPkg":
"ResourcelIds": "waf
"Status": 1,
"Region": 1,
"BeginTime" :
"EndTime": "2(
"InquireNum":
"UsedNum": O,
"BillingItem":
"RenewFlag":
"HWState":

by

"HybridPkg":
"Resourcelds":
"Status": O,
"Region": O,
"BeginTime":
"EndTime": "2024
"InquireNum":
"UsedNum" :
"RenewFlag":

by

"ApiPkg": {
"Resourcelds":
"Status": 1,
"Region": 1,
"BeginTime": "2
"EndTime": "2024-1
"InquireNum": 1,
"UsedNum": O,
"BillingItem": "sv
"RenewFlag": 1
"IsAPISecurityTrial":
by

"MiniPkg": {
"ResourceIds":
"Status": 1,
"Region": 1,
"BeginTime":
"EndTime": "2024
"Count": 5,
"BillingItem":
"RenewFlag": 1
by
"MiniExtendPkg":
"ResourceIds": "
"Status": 1,
"Region": 1,
"BeginTime": "20
"EndTime": "2024
"Count": 1,

"BillingItem":

IRIFRE: BRzITE (165 ) BRSEAS $112 H647]H
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"RenewFlag":

Ty

"QpsStandard":
"BandwidthStandard":
"SandboxQps": 115000
"LastQpsExceedTime":
"MiniQpsStandard": 4
"MiniMaxQPS": 1

I

{

"AppId": 87524381,
"InstanceId": "waf_2kuil2fm0
"InstanceName": "gz
"ResourceIds":
"Edition": "cl
"Region":

"PayMode" :

"Status": 0,
"RenewFlag": 1,
"AttackLogPost":
"Level": 3,
"ElasticBilling"
"ValidTime": "202
"BeginTime": "20
"SubDomainLimit":
"MainDomainLimit":
"APISecurity": 1,
"IsAPISecurityTrial": O,
"BillingItem": "sv
"FreeDelayFlag":
"Mode": O,
"DomainCount":
"MainDomainCount" :
"MaxQPS": 24,
"MaxBandwidth" :
"QPS": {
"Resourcelds": "waf__
"ValidTime": "2
"RenewFlag":
"Count": 1000,
"Region": "gz",
"BillingItem": "sv
I

"BotQPS": {
"ResourceIds":
"ValidTime":
"Count":

"Region": "gz"
"MaxBotQPS":
"RenewFlag":

I

"DomainPkg": {
"ResourceIds":
"ValidTime":
"RenewFlag":
"Count": 1,

"Region": "gz"

IRIFRE: BRzITE (165 ) BRSEAS $£113 64731
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I

"BotPkg": {
"ResourceIds":
"Status":
"Region": 1,
"BeginTime":
"EndTime": "
"Type": "sv_ws
"InquireNum":
"UsedNum" :
"RenewFlag":
"BotCPWaf": O,
"BotNPWaf": (
"IsBotTrial":
by

"FraudPkg": {
"Resourcelds": "waf__
"Status":
"Region":
"BeginTime" :
"EndTime": "2
"InquireNum":
"UsedNum" :
"RenewFlag":
by
"MajorEventsPkg": {
"Resourcelds": "waf__
"Status":
"Region": 1,
"BeginTime" :
"EndTime": "2(
"InquireNum":
"UsedNum": O,
"BillingItem":
"RenewFlag":
"HWState":

by
"HybridPkg":
"Resourcelds":
"Status": 0,
"Region": 1,
"BeginTime":
"EndTime": "2024
"InquireNum":
"UsedNum": O,
"RenewFlag":
by

"ApiPkg": {
"Resourcelds":
"Status": 1,
"Region": 1,
"BeginTime" :
"EndTime": "2024
"InquireNum":
"UsedNum": O,
"BillingItem":

"RenewFlag":

IRIFRE: BRzITE (165 ) BRSEAS $£114 H647R




"MiniPkg": {

"Resourcelds": "waf_2ku 2fm02vagm7z3_1_mini",
"Statu Ly

"Region": 1,

"BeginTime": "2

"EndTime": "2

"Count":

"BillingItem": ":

"RenewFlag":

"MiniExtendPk

"ResourcelId

"EndTime": "

"Count": 1,

"BillingItem":

"RenewFlag":

"QpsStandard":

"BandwidthStandard":

5. FRERR
BRE API F&

Bz API & B&E API 3. $8i%63. API Explorer &2 SDK #RENA—ERFE, HEENE—ANOEARERBBAZEHAFE API RS .

API Inspector

FPiEE APl Inspector EEEHIGE—SEEXEN APLRRER, HEMERSIESRAR API 53, BaJFiE API Explorer #{TEZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSMRIZES, SEEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
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InvalidParameter
InvalidParameter.InvalidCertificate
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ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
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EOiERES: waf.tencentcloudapi.com .
RIBAEurl
BRUAECIERIARIRE: 200R/%

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. W\2%

UTERSHSIRIIE TROBRSHETIBSAHSY, REAHSHIIRN AHiERSHY,

SHEWR Wik ESid) iR
Action 2 String ~HSE, XEORE: AddAntiFakeUrl,
Version = String ~HSH, XEOE: 2018-01-25,
Region = String ~H2E, FRFEIZISN EFIER, REONZISESPRY: ap—guangzhou, ap-seoul .
. - . 1%
Domain = String FBE: www.qgcloudwaf.com
. E=4i
N 2 St
ame = rna ROUE: BB
Uri £ String ur

BHE: /index.html

3. |miieN

SHEW ESid iR

R It Stri &R
esu ring ~BI{E: success
mn
Id String | PWUID

af{E: 3200052851

E—iEK ID, HIRSiRER, SRERBRIEE (HEREEMERKRLERIARSR, WZRERTEIRSE Requestld) o EfiEEATH

Requestld  StriNg oz ik Requestid.

4. P
N IR

BATH

https://waf.tencentcloudapi.com/?Action=AddAntiFakeUrl

&Domain=www.test.com
&Name=rulename
&Uri=http://www.test.com/al.html

s<AHIERSHE>
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"Response":

"RequestId": "
"Result": "

}

t

2 FhnprESurl

BATH

https://waf.tencentcloudapi.com/?Action=AddAntiFakeUrl
&Domain=www.test.com

&Name=rulename
&Uri=http://zanyang.gcloudwaf.com/index.html

s<AHIERSE>

"Response":

"RequestId": "

"Result":
t
}

5. FRERR
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Bl APl F& B8 API XH. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMREAZRERE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APRARBIER, HEIMEMSIESRAN API X3, BaEIFIE API Explorer FEZRI

SDK
= API 3.0 Rt TREMFRIESE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
IS E it R

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wik KB 3%
Action = String ~H2H, XEOBE: AddAntiinfoLeakRules,
Version 2 String ~HsY, AMEOE: 2018-01-25,
Region 2 String AR, FRFFRZISH tEFIER, FEOEFEPR: ap-guangzhou, ap-seoul ,
. - . 0%
bomain = String FBE: www.qcloudwaf.com
= . MNZFR

Name =  String TOUE: ST

. o e, 0 (&) .1 (Fig) . 2 (NEFEIMM) « 3 ((REFEEAL) « 4 (BEET)
ActionType = Integer SEIE: 4

. - . RERIES

Strategies.N = Array of StrategyForAntilnfol.eak FBIE: {CompareFunc: "contains", Content: "sd", Field: "keywords"}

. . gt

=
ori = String FHUE: findex.html
3. mtiay
BHEW ESid) iR
MNID

Ruleld Integer =i 1

W—i5EK ID, HIRSIKER, BXERESED (S EREEMEERERARSR, WZRERFTEIRE Requestld) . EfiEEITE

Requestld  String g0 immisskiy Requestid.

4. 7%
P DR

BATH

https://waf.tencentcloudapi.com/?Action=AddAntiInfoLeakRules
&Domain=www.test.com
&Name=rulename

&ActionType=1

&Strategies.0.Field=information
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&Strategies.0.CompareFunc=contains

&Strategies.0.Content=idcard

&Uri=http://www.testl.com/123.txt

s<AHBEREH>

5. FREHR

BR= APl &
Bifl= API £& B5E API XH4. {8iRf8. APl Explorer & SDK FHRRHA—EAFE, HEENE—AOSZARERBNZIRMIFE APl RS,

API Inspector
FARFTEE AP Inspector BEEEFIAGE—SIR(EXBR AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZEIR

SDK

= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIZIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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PATRFIH T O S3iBIEIRXREIRD, EthEiRiBiER AH4EIRE.
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LimitExceeded
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UnsupportedOperation
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I e e bl =)
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

IMTFERSHFIRMNFIE T ROBRSYNBOAHLSY, REAHSYFIRN AHERSH,

BHEW Wik i ik

Action = String ~rHSH, XEOBE: AddAreaBanAreas.

Version 2 String AHSY, FMEONE: 2018-01-25,

Region = String AHBY, FRF@mSZISH tiFFIE, FMEORSZIFESR: ap—guangzhou, ap-seoul

Domain = String %j%%{@&ﬂ’\]iﬁg
BIE: test.com

Areas.N = Array of String iﬁgg? jﬁgiﬁﬁ

Edition = String ;E;H{g?ﬁi;t_s\zz?—wafﬁ%clb—waf, HibXR, F—EES

JobType = String i'_).".mU?M:_rE’\J.ﬁiﬁ, TimedJobZaER#H1T, CronJobZaEHARIT
BIE: TimedJob

JobDateTime a JobDateTime ERHESERE

3. lihax

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZXERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4. 761
PN NS
BT

https://waf.tencentcloudapi.com/?Action=AddAreaBanAreas
&Domain=test.gcloud.com

&Edition=clb-waf

sAreas.0=¥iE
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"Response":

"RequestId": "
}
}
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ER= APl £&
BIfZ AP| F& 228 API XH. iR, API Explorer & SDK SZEMS—ENTE, HEENA—A\OSAREMRBAZREFRAE AP RS,

API Inspector
FAPAEEE AP| Inspector BEEEHGE—SIRIEXBE AP ARER, HEIERSIESHRAN AP X8, BalaiE AP Explorer #{T7ELZRIK

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, SEEAENEMA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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PATNGIE 7O SBEIRXNERTE, HEbERBIER 24520,
5=t Fiiipa
FailedOperation BERY
InternalError PIEBEEIR -
InternalError.DBErr DBErr
InvalidParameter SHEIR.
InvalidParameterValue SHEEHEIR.
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MissingParameter ROSHEIR.
ResourcelnUse RiEHE S
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ResourceUnavailable BREATH,.
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O BAT

##EER API Explorer

Web RIS

API Explorer 2t TR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSERELSRUREMER SDK FRRG.

2. WA\2%

UTERSHSIRVIIE TIROBERSETIBIAHSY, REAHSHIIRN AHiERSY,

SHEM Wi ESic)

Action = String
Version 2 String
Region = String
Domain = String
Areas.N = Array of Area

JobType 2 String
JobDateTime 2 JobDateTime
Lang = String

3. Jitisy

SHEW ESid iR

@R

H25, FEOBE: CreateAreaBanRule,

>

N

A3

W

#, AEOBYE: 2018-01-25,
~HSE, FRFRIZISN EFIER, FEONSZISESPRY: ap—guangzhou, ap-seoul .

EEEUESE
FBE: test.com

RERSRH S
BE: [{"Country":"HE","Region":"T"%","City":"iR&I"}]

FUHITAIF, TimedJobBERHIT, CronJoblaEHIT
fHE: TimedJob

ERMESEE

HEEEMIES, Sicn. en, EiAA$cn
FBIE: cn

—i5K ID, HIRSIRER, SXERESER (HEREEMEERLERERSR, WiZKERFLIRE Requestld) .

Requestld  String  guouwsrimskiy Requestld.
4, 5l
N it EERm

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
Content-— : application/json
X-TC-Action: CreateBatchAreaBanRule
<QHIERSE>

{
"Domain": "www.testwaf.com",
"Areas": [

{

" ;PEH ,
"R

"Country":
"Region":

"City":

"JobType": "CronJdob",
"JobDateTime": {

"Timed": [
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"StartDateTime": 1711618518,

"EndDateTime": 1711918518

"Days": [],

"WDays": [

2
1,
"StartTime": "12:11",

"EndTime": "21:00"

"TimeTZone": "UTC+8"
by
"Lang": "cn"

}

L L]

(
1

"Response":

"RequestId": "

b
}

5. FRERR

BR= AP £&
Bl AP| F& 228 AP XH. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMRMAZREORE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APRARBIER, HEIMEMSIESRAN API X3, BaEIFIE API Explorer FEZRI

SDK
= API 3.0 Rt TREMFRIESE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. HHiRfD

IR 7RO SSBIRtEXAEIRS, HthihiRBiER AH4ERE,
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https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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$5i=tD Fiiipay
FailedOperation B
InternalError PIEBEEIR -
InternalError.DBErr DBErr
InvalidParameter SHEEIR.
InvalidParameterValue SHEEHEIR.
LimitExceeded B ECETPR S
MissingParameter ROSHEIR.
ResourcelnUse BRW G
Resourcelnsufficient BEARE.
ResourceNotFound BRFFE,
ResourceUnavailable BRATH,
ResourcesSoldOut RIREE,
UnauthorizedOperation RIGHURIE,
UnknownParameter RHMSHEIR,
UnsupportedOperation BIERXS.
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itz n D e

EIEEHATE: 2025-04-25 02:12:50

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
N (4RI ) bt E R
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

BHEW Witk ESid] R
Action = String ~ESH, REOBE: ModifyAreaBanRule,
Version = String ~sE, XEOBE: 2018-01-25,
Region = String ~AHSE, FRFEIFN TR, FEONSZISESRY: ap—guangzhou, ap-seoul .
Domain = String %'_ggﬂgmgﬁg
FBIE: www.qcloudwaf.com
o s fet o A e
Areas N B Amayotaren e Country s Region' ity )
JobType = String *E'.NHMGE?!EE%, TimedJobJER#A1T, CronJobZERRHIT
BIE: TimedJob
JobDateTime 2 JobDateTime ERMESERE
Lang = String HiEERIES, XiFcn. en, EiAA$Xcn

FBIE: cn

3. lihax

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZXERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4. 761
PN fRiRibIREHSAN
BT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Typ application/json

C-Action: ModifyAreaBanRule

LERSH-

"Domain": "www.testwaf.com",
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"Country": "FRE",
"Region": "[“ZR",

"City": "i;%ﬂ” "

}

I

"JobType": "CronJdob",
"JobDateTime": {
"Timed": [

{
1

"StartDateTime": 1711618518,

"EndDateTime": 1711918518

"StartTime": "12:11",

"EndTime": "21:00"

"TimeTZone": "UTC+8"

"Response": {
"RequestId": "
}
t

5. FRERR
BRE API &

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOSARERENZIRMNRE AP RS,

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, FEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XFSMRERIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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BeHIR
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6. $EiRE

PATRFUH T O S3iBIEIRXAEIRTD, EMhEiRIBER AHEIRE.

HHiRG ik
FailedOperation R
InternalError REBERIR -
InternalError.DBErr DBErr
InvalidParameter SHEIR.
InvalidParameterValue SHEVEREIR.
LimitExceeded B ECERR S o
MissingParameter ROSHEIR.
ResourcelnUse RiEH G
Resourcelnsufficient BELRE-
ResourceNotFound BEARFE,
ResourceUnavailable TEARIA,
ResourcesSoldOut BREE,
UnauthorizedOperation RIGHURIE,
UnknownParameter RINSHEHIR
UnsupportedOperation BERZIS,
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O BAT

AV E = E==2

EIEEHATE: 2025-04-25 02:12:55

1. EOkR

EOiEkFESE: waf.tencentcloudapi.com .
HAFES&ER, BiNTigalMs|ZaEE,
ERAECIERITRIRS: 200R/%

##ZER API Explorer

Web RIS

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

RAEIKE Requestld ) . EfIDIRATE

2. 8)\2¥
UTFERSHFRGIE TEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEW Wik KB 35S
Action = String AHSH, KFEOBE: AddAttackWhiteRule,
Version = String ~HsE, XEORE: 2018-01-25.
Region 2 String ~AHSE, FRFEIFN TR, FEONSZISESPRY: ap—guangzhou, ap-seoul .
. - . b=
bomain = String FBE: www.test.com
= MRS
Status = Integer SEIE: 1
Array of g YUIEIIE S
Rules.N = v ot E: [{MatchField: "URL", MatchMethod: "eq", MatchContent: "/testUrl",
UserWhiteRuleltem .
MatchParams: ""}]
- BN S
Ruleld & Integer SEIE: 1
T
Signatureld & String Z__{';j;; 1
. . INBEENIDFIZ
=
Signaturelds.N & Array of String FBUE: ["90501998", "90501999"]
. MBARIXSERMID
=
Typelds.N = AmayofString FFIfE: [7010000000","020000000"]
Mode = Inteqer 0:#ZBBSEMNIDINR, 1:3ZBMNER N
= d wHiE: 0
. =
A=
Name = String *BIE: testRule
3. e
SHEWR ESid] iz
FIESE-¢
Ruleld Integer =EIE: 1
R . W—i5EK ID, HIRSIRER, BRERBI/IRE (EEREEMBRERERERERSW, WiZXiE
equestld  String

ERAGZXIERA Requestld,
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=AddAttackWhiteRule
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4. 75
6N EYRE

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: AddAttackWhiteRule

<PEHERSH>

{
"Status": 1,
"Rules": [

{
1

"MatchField": "URL",
"MatchContent": "/url",

"MatchMethod": "eqg"

"Domain": "www.testwaf.com",
"SignatureIds": [

g i

"RuleId": 1

"RequestId":

5. FREHR

BR= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FRRHNA—ERFE, HEENE—AOSEARERBNZIRMIFE APl RS,

API Inspector
FBAPAEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, FEIERZIESIRAN API £63, tbagiiE AP| Explorer #{71EZIREI

SDK
= API 3.0 Rt TEREMNFARTESE (SDK) , XIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.
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6. $EiRE

LIRS T2 O SZIstEXaER0, Bzl AHE

§EIRED
AuthFailure
DryRunOperation
FailedOperation
InternalError

InvalidParameter

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue

InvalidParameterValue.InvalidRequest

LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik

CAME B /EIEIR.

DryRun ##F, RFRERBESEMME, RESET DryRun 28,

BRIEEW.

PIBREEIR o

SR,
IEBREIEE,
RIEIDEEB XK
SHEVEER,
InvalidRequest
B ARRE o
ROSHIER,
RFIIEE,
TERENREEEE T SRERIRE o
BRWERE,.
BETRE.
BRAFFE.
BRATA.
HREE,
RIZIURE
RINSHEER,

BIEFRZHS.
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ERBAE Sturl

EIEEHATE: 2025-04-25 02:12:54

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
ERBEEurl

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik ESid] 353

Action = String ~HSH, XIZOBE: DeleteAntiFakeUrl,

Version 2 String rHsE, FMEOBRE: 2018-01-25,

Region = String AHSBY, FRFmZISH tiFFIE, FMEORSEIFESR: ap—guangzhou, ap—seoul
. o . %%

bomain = String ~E: www.test.com

Id = Integer \d

wFIE: 1110112

3. lihax

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZKERFLIRE Requestld ) o ELTHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4.
I IR ur]

BT

https://waf.tencentcloudapi.com/?Action=DeleteAntiFakeUrl

&Domain=www.test.com

&Id=1110112

S REERBE

"Response": {

"RequestId":
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O BHS

5. FRERR
BRZ API P&

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOZARERENZIRMFE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIR(EXBRN AP ERER, HFBEMERSZIE

SDK
= API 3.0 Rt TERENFRITEE (SDK) , ZIFSMREEES,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee

Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BTIR

Tencent Cloud CLI 3.0

6. $EiRE

ITFRFIE T O SSIZIEHEXANEIRID, EfbEiRIER A48

]
InternalError
InternalError.DBErr

UnsupportedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

4t
=]

12

EE S {EA9ER APl

G

hRAH API X3, thETRI#E API Explorer it{FEZLREIK o

iR
RIEBEEIR .
DBErr

BRI,

Web RIF3FmASE
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HIRMNIS|ZEE=E

EIEEHATE: 2025-04-25 02:12:54

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
HAFES&ER, BETigalMs|ZaEE,
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wi ESicl 353
Action 2 String ~HSH, XZOBE: DeleteAttackWhiteRule.
Version = String s, FMEOBRE: 2018-01-25,
Region =2 String AHBY, FRF@mSZISN tiFFIE, FMEORSZIFESR: ap—guangzhou, ap-seoul
= MNFSH
Ids.N = Array of Integer FOUE: [1,2]
Domain = String FAFE

=BIE: www.xx.com

3. lihax

SHBMR ESidl 3%
Faillds Array of BRI AT S 4R
Integer =BHE: [1,2]

W—iEK ID, HIRSiRER, SXERBSEE (EHEREEMEERERARSR, WZRERFTEIRE Requestld) o EfiL

Requestld  String TR EERALRIERE Requestld.

4, 76
N ETe
BATH

POST / HTTP/1.1

application/json

X-TC-Action: DeleteAttackWhiteRule
<QHIERSE>

[
1

"Domain": "www.test.com",
"Ids": [

1,

2
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"Response": {
"FailIds":

1

1,

"RequestId":

5. FREHR
BRE API £&

Bifl= API £& B45E API XH4. $#8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSZARERENZIRMFE APl RS

API Inspector

FAREE AP Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BTIR

Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T O S3iBIEIRXAEIRTD, EMERIDER A=EE

§EIRED

AuthFailure

DryRunOperation

FailedOperation

InternalError

InvalidParameter
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
InvalidParameterValue

LimitExceeded

IRIFRE: BR=ItE (It ) BRSEATF

iR

CAME B /EIEIR .

DryRun ##F, RFRERBGESEMME, RESET DryRun 28,
BRIEEWY.

PIBREEIR o

SHIEIR.

IEBREIEE,

RIBIDESEBEY

SHENEEIR.

B AR o
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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5 E H%\_L:HE Web RZFR5XIE

$5i=tD ik
MissingParameter ROSEEIR.
OperationDenied BRERIESR
RequestLimitExceeded BRATREED 7 IRZEPRE
ResourcelnUse FiFR G
Resourcelnsufficient BREARE
ResourceNotFound BEARFE,
ResourceUnavailable FFEATH,
ResourcesSoldOut BREE,
UnauthorizedOperation RIEURME.
UnknownParameter KNSR
UnsupportedOperation BRERET
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@ H%\_EHE Web RFAR5A S

HiFrCCIiEfERIsessionigE

EIEEHATE: 2025-04-25 02:12:54

1. EO#R

EOEKRESZ: waf.tencentcloudapi.com .
MR CCHERIsessioniRE
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik ESidl 353

Action = String ~H2H, XIZOBYE: DeleteSession,

Version 2 String s, FMEOBRE: 2018-01-25,

Region 2 String ~HSY, FRNERSIEN IR, MMEOMSIIFEES: ap—guangzhou, ap—seoul, ap—singapore o
. - . f=

Domain = String A test.com

o - . clb-waf 8# sprta—waf
Edition & String =pifE: clb-waf
SessionlD & Integer EifliF#ISessionlD

wEHE: 1

3. mitisy

SHEM ESid faiR

#©R

bata Sting  —siE: null

—i5K ID, HIRSIKER, SXEREBSEE (HEREEMEERLERERSR, WZXERFLIRE Requestld ) o EfLTEAIH

R tid Stri
oques "9 mpmmRiERE Requestid.

4. 75l
B Waf SiFEX Deletel®

BATH

https://waf.tencentcloudapi.com/?Action=DeleteSe

&Domain=

&Edition=clb-waf

< ARARBE>

"Response": {
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"Data": "success"

"RequestId": "0746a563

Web RIF3FmASE

5. FREHR
A= APl &

Sz API & 246 API X, 8%, API Explorer }2 SDK #ZRHNA—ERIFE, HEENE—ANOSORERBNSRHAFRE API RS,

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP ARER, HEMERSE

SDK

= API 3.0 Rt TEEMNFRTIESE (SDK) , ZIFSMRIZIES, REESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

)

Tencent Cloud CLI 3.0

6. fHiRE

ITFRFIE T 1O SSZIEERAEIRD, EfthiEiRDIER AR

$HixtY
FailedOperation.SessionlnUsed
InternalError
InternalError.DBErr

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

hR7AES API 853, tBEIAIE AP| Explorer #{TEL&RI .

iR
HF&AYSessionEEHE S
PIRBEIR o

DBErr

BERZH
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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5 E H%\_L:HE Web RZFR5XIE

IREIBAE SR

EIEEHATE: 2025-04-25 02:12:54

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
IREUFGELurl

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wik KB 35S
Action = String ~HsE, XEOBE: DescribeAntiFakeRules,
Version 2 String ~HsY, AMEOE: 2018-01-25,
Region 2 String ~HSBE, FRFEIFN TR, FEONSZISESPRY: ap—guangzhou, ap-seoul .
. - . i3
bomain = String TBfE: test.com
o {14
Offset = Integer SEIE: 1
Limit = Integer ;ﬁ{ﬁﬂ
Filters.N - Array of FiltersltemNew SiREE, namer AR TEYE: RulelD,ParamName,Url,Action,Method,Source,Status
’ = y FBIE: [{"Name":"Source","Values":["1"],"ExactMatch":true}]
- . ascE#Edesc
Order & String SEIE: "asc"
. BrizistRiEcreate_time. modify_time. idHiE
= — —
By = String =BIE: "create_time"
3. ey
SBHEW ESic] 3%
2¥
Total Int
otal nteger SHIE: 0
Array of IBE(E
Data Y wEHE: [{"Id": 3200052851,"Name": "1","Domain": "www.qcloudwaf.com","Uri": "/a.txt","Protocol":

h Il
CacheUrllitems "http","Status": 1}]

E—iEK ID, HIRSiRER, SRERBSIEE (BFERERMERFRERARSR, WZXERFTSIRE

R | i
equestld  String Requestld) . EfIREHBEEEELRBER Requestld.

4. =pI
a1 IRENBSEEur]

BATH
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/ HTTP/1.1

: waf.tencentcloudapi.com

Content-Type: application/json

: DescribeAntiFakeRules

"Domain": "www.testwaf.com",
"Off

"Limit":

"Filters":

{

"Name": "RuleID",

"Values": [

"1102111"

1,

"ExactMatch": true

"Order": "desc",

"By": "ts"

"Data": [],
"RequestId": "(
"Total":

}

}

5. FRERR
BRE API &

Bifl= API & R45E API XH4. {828, APl Explorer } SDK FRRNA—EAFE, HEENE—AOSZARERBNZIRMRE AP RS

API Inspector

MPEiEE APl Inspector ERIZHIGE—SRIEXEN AP RBER, HEMERSIESHRAN API X513, tBEJFIE API Explorer #{TELZRIX.

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeITIR

Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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6. FEiRtE
BATRBUE T RO S BIEEXAHIRE, RSN AR,

5N iR
InternalError RIEBEEIR.
UnsupportedOperation BERZIS,
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5 E H%\_L:HE Web RZFR5XIE

IREUS B PhittiRM N FI=

EIEEHATE: 2025-04-25 02:12:54

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
ESERhitRARNIER
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wi ESicl 35S
Action 2 String rHsE, FEOBE: DescribeAntilnfoLeakageRules,
Version = String ~HSE, XEORE: 2018-01-25,
Region = String ~AHSE, FRFETIFN TR, FIEONSZISESPRY: ap—guangzhou, ap-seoul .
. - . i3
bomain = String FBIE: test.com
- BIRsZiy, ERUREE
Offset a Integer SEIE: 1
Limit o Integer BIRsZS, EBURERS
- wifE: 10
Order = String HEFB R, ascEiEdesc

*BIE: asc

Siees, AT LARIFINTRYE:
Filters.N & Array of FiltersitemNew Ruleld,Match_field,Name,Action,Status
=BHE: [{"Name":"Ruleld", "Values":["111011"], "ExactMatch":true}]

3. e
swEm %W L
ERsK
Total Integer TEIE: 1
RuleList ~ Arrayof M

DescribeAntiLeakageltem

E—iEK ID, HIRSiRER, SRERBSIEE (SFEREEMERFRERARSR, WZXERFTSIRE

R | i
equestld  String Requestld) » EIEHEEIRMZRIBRE Requestid,

4, 761

PN REERRRANZIE
REME R phittima5I=

BATH
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAntiInfoLeakageRules

Web RIS

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeAntiInfoleakageRules
<DHERSH>

{

"Domain": "www.testwaf.com",
"Order": "Desc",

"Limit": 1,

"Filters": [

{

"Values": [

non

I

"Name": "Action",

"ExactMatch": true

1,
"Offset": 1

"Response": {
"Total": o
"RequestId":
"RuleList": [
{

"Status": 1,
"Name": "RuleName",
"RuleId": 1,

"Uri": "/url",
"Action": "0",
"Strategies":

{

"Content":

"Field": "inform
"CompareFunc":
}

1,

"CreateTime": "2022

5. FREHR

A= APl £&
Bz APl & B&E API 3. $8i%63. APl Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS

API Inspector
FBREET API Inspector EEEHIAE—SIREXERKN APHRBER, HEMERSIESHRAR AP K53, tErTaiiE API Explorer TSR
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@ H%\_L:HE Web RzFEFXESE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIEIES, SEESENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRfB

ARSI T2 O SSBIEIRXRIEIRID, EthEiRIBIER 2545 R0,
iR i
InternalError PIEBEEIR -
InternalError.DBErr DBErr
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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IRVt EI A FC &

EIEEHATE: 2025-04-25 02:12:53

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .

REU ST B GRS X, IRENZNRER
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik ESic] g
Action 2 String ~H2H, XIEOBRE: DescribeAreaBanAreas,.
Version 2 String ~sd, XMEOBE: 2018-01-25,
Region = String ~AHSY, FRFEISN HEFIER, FMEONSZIFESPRY: ap—guangzhou, ap-seoul .
Domain = String %%Eiﬁjﬂgﬁ,@g
~EHE: www.test.com

3. mils¥

SHEWR ESid) iR
Data DescribeAreaBanAreasRsp [EI@RZA

W—iER ID, HIRSRER, BRERPLEE (EHFREEMEREERERARSR, WZRERTRIRE

R | i
equestld  String Requestld) . EAEHEBEMZRIBR Requestid,

4.
PN AR SEE

BATH

https://waf.tencentcloudapi.com/?Action=DescribeAreaBanAreas

&Domain=test.gcloudwaf.com

s<AHERSH>

"Response": {

"Data": {

IRIFRE: BR=ItE (It ) BRSEATF $147 647


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#DescribeAreaBanAreasRsp
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAreaBanAreas

@ H% \_EHE Web RZFR5XIE

P2 FREHSERIRGR
BT

https://waf.tencentcloudapi.com/?Action=DescribeAreaBanAreas
&Domain=www.test.com

MERSH>

"Response
"Data":
"Status":

rce” :

"JobType":
"JobDateTime": {
"Timed": [

{
"StartDateTime":

"EndDateTime" :

by

"CronType": "
by

"RequestId": "

}

}

5. FRERR

BR= APl &
BIfl= APl £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMEAZRERE AP RS,

API Inspector
FFTENEIE APl Inspector BEEEHIAE—SIREXEN AP ERER, HEMERSIESIRAN API K13, tBaEwEiE API Explorer #{T7EL&IRIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts

@ H%\_L:HE Web RzFEFXESE

« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. {EiRB

IR THEOWSSIZIEHEXANERID, HEthEiRmER AHEIRE.
RS ik
InternalError PIBREEIR o
UnsupportedOperation BIERXSS.
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IRENHE RS ZE A

EIEEHATE: 2025-04-25 02:12:53

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
IREU M NIEC B

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik ESic] g
Action 2 String ~H2H, XIEOBYE: DescribeAreaBanRule,
Version 2 String ~sd, XMEOBE: 2018-01-25,
Region = String ~AHSY, FRFEISN HEFIER, FMEONSZIFESPRY: ap—guangzhou, ap-seoul .
Domain = String %%Eiﬁjﬂgﬁ,@g
~HE: www.testwaf.com

3. mils¥

SYEMR ESidl 3%
Data AreaBanRule #NAE

W—iER ID, HIRSIRER, FRERBLEE (A FRERMERERERIERSR, WZRERFRIRE Requestld) o Efi

Requestld  String AT BB AR Requestld.

4. 761
PN IREURE SN
WATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeSupportAreas

<REERSE>

{

"Domain": "www.testwaf.com"

"Response": {
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"Data": {
"Status": 1,
"Source": "cust
"Areas": [

[
1

"Country": "HRE",
"Region": "JZR",

"City n. on ;;%i“l "

}
1,

"JobType": "Timed",

"JobDateTime": {
"Timed": [

.

1

"StartDateTime":

"EndDateTime" :

1,
"Cron":
"TimeTZ
I
"Lang":

2
I

"RequestId": "9b02bf9e-c89c

5. FRERR
BRE API £&

Bifl= API £& B45E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

FAREE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TE&IEIR

SDK

= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

» Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T O S3iBIEIRXAEIRTD, EMtERIDER A=EE

IRIFRE: BR=ItE (It ) BRSEATF
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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https://cloud.tencent.com/document/product/440/6176
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IR filiR

UnsupportedOperation BERIS,

IREXWAFitbisy £ 5257 15RO tbin 5112

mRIEEFRATE: 2025-05-22 01:35:43

1. gEOiR
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O BAT

EOERER: waf.tencentcloudapi.com .

IRERWAF e 32252 15 0tthia 51 2=

BRAR AR

#EFE(ER API Explorer

PR 200R/%

Web RIS

API Explorer 2t TTELIAR . ESIIE. SDK KBEMFIRERTIZOSHN . ETEESXARNBERNBSIEELSRIURBMER SDK FRRE.

2. M NBH

UTERSHSIRIIE TROBRSHEMBS ALY, REAHSHIIRN AHIERSH,

SHEMm Wi ESid iR
Action 2 String ~H2E, XIFEOBE: DescribeAreaBanSupportAreas.
Version = String ~HSH, XEOE: 2018-01-25,
Region = String ~HSH, FRFEIZIEN EFIER, REONZISESPRY: ap—guangzhou, ap-seoul .
3. ey
BHEM ESid Haid
Mt SEROligSIR, ERTRjson/EER
Data String  REHE: "{"areas":[{"en_abbr":"US","en":"United States","zh":"=£E"},{"en_abbr":"CN","en":"China","zh":"sE"},
{"en_abbr":"JP","en":"Japan","zh":"B&"}1}"
Requestld  String ﬂﬁ—i%ja% Il?, HERSSIRER, SRERPIIEE (FEREEMFERKRLEREIRSR, WZRERFTRIXS Requestld) . ELTEFE
ERMHIZIXIERRT Requestid.
4. 76
B IREVWA s EEsT i RigSIR

BATH

"Response": {

"Data": "

vi\TeRE\"),

=1
\"EEE\"},

oudapi.com/?Action=DescribeAreaBanSupportAreas

n
’

Kingdom\",
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"\ "zh\ "\ "EZEFNEMEEL\ "}, {\"en_. and
D\ EFRSAERATIR ", (\"
2\ "\ "B ), (\"
EA\"}, (\"en_

CTNMA T
\"ETEEHME\ "}, |
\TZh\ T\ R

\u'\uzh\u:\uﬁﬁ

\"zh\ " s\ "ZREERT\ " } _zis
\ "\ "EEEEEES\ "}, {\ "
A"\ " TLPIEEEB\ "

African R _abbr\
\"Beijin W\ ":\"Tianjir

N\ TZR\ "\ RPN, (\" S\"Anhui\", \"zh\": \"ZH#\"}, {\"e

- L\ NS u A Tan\ " -\ "Cranadona\™ \ MR\ .\ ATy I\ Tan)
\"zh\".\'?mi% "}, {\"e ":\"Guangdong\", \"zh\":\"] ,?\'\,‘ \"en\":

moOATZ\" A\ "EREI "}, {\"en\": \"Henan\ Zh\" :\"AEI\"}, {\"en\": \ "Hubei\",

DANERRN oy N o\ T\ e\
HA m’J‘|‘| FrA 2N : Gansu

0\, \"Zzh\ "\ "SR\ "}, {\"en\": \"Hainan\", \"zh\":
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"FE\"}, {\"en\": ngh h\": },{\"en 8 S "zh\":\"LUFE\ "}, {\"en\":\"Shangha " b\,
\ \"zZh\ " \"EJII\"}, {\"en\":\"Shaanxi\", \"zh\": \ "L\ ; en\":\"Ta
u\",\"‘/’”":\"ﬁ;'%‘\ b e 8 zh g P A : Xinj dug\”,\"/M\"H”%ﬁﬁE\ "}, {\! A"o\" VI Mzl
\"\"HEI\"), (\"en\" SURNT
A" Zh\ "\ BT\ ), {\"en\":\"Inr Mc blia tonomo

ngjiang\", !

\":\"Shando

"RequestId": "O05b
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@ H%\_L:HE Web RzFEFXESE

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSARERENZIRMFRE AP RS

API Inspector
BPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XSSMREIRIES, REEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. EiRG

IR 7RO SSIBIEHEXANEIRID, EMEiRIFER AHEIRE.
IR ik
InternalError PIEREEIR

IRIRERE: BR=ITE (1bF) BRSEAE £5156 6471


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EOkR

EOiEkFESE: waf.tencentcloudapi.com .
IREVF AN B 2 5
ERAECIERITRIRS: 200R/%

##ZER API Explorer

Web RIS

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. MN\EH
UTBERSEFIRVFIE TIEQIERSEINBI LS, =B
SHEW Wi ESicl
Action = String
Version = String
Region = String
Domain = String
Offset = Integer
Limit = Integer
By & String
Order & String
Filters.N & Array of FiltersitemNew
3. mis¥
SBHEW ESid) 3%
FUUTSE¢
Total Integer =plfE: 1
. Array of o |
List UserWhiteRule SIS E=4=T1 P
Requestld  String Requestid) .
4. 561
=N Ewl
BATH

IRIFRE: BR=ItE (It ) BRSEATF

W—iER ID, HIRSIRER, SRERHBIIEE (EHEREEMEERRLENTIARSIR,

~HSY, XEOBE: DescribeAttackWhiteRule,

N

~H5%, AEORE: 2018-01-25,

N

~HSY, FRFERSTIEH ilgFIFR, FEONSFEPR: ap-guangzhou, ap-seoul

BESTOES
*lfE: test.qcloudwaf.com

2R
HUE: 1

BRAE
E: 1

HEFRRY=ZER, SZFuser_id, signature_id, modify_time
+BIfE: signature_id

HiFEB
=fE: asc

TEiES, Z¥Signatureld, MatchContent
BHE: [{"Name": "Status", Values: ["1"], "ExactMatch": true}]

MZRERF LIRS
E TR R ERMZRIERE Requestld,

5157 $647:R


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#FiltersItemNew
https://cloud.tencent.com/document/api/627/53609#UserWhiteRule
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAttackWhiteRule

Web RIS

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeAttackWhiteRule
<DHERSH>

{

"Domain": "test.domain.com",
"Offset": O,

"Limit": 10,

"Order": "dsc",

"By": "modify_ time"

"Response": {

"Total":

"List": [

{

"WhiteRuleId": 14931,
"Name": "whiteRuleName",
"SignatureId": "3

"SignatureIds":

"TypeId": "01
"TypeIds": [

"Mode" :
"Status": 1,
"MatchField":
"MatchMethod" :
"MatchContent":
"MatchInfo": [
{

"MatchField":
"MatchMethod" :
"MatchContent":
}

1,
"MatchInfoStr": [{\"Matc 21d\":\ , \"MatchParams\":\"\", \"MatchMethod\":\"eq\",
"CreateTime":
"ModifyTime":

}

1,

"RequestId":

}

}
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O BAT

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSARERENZIRMFRE AP RS

API Inspector
BPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XSSMREIRIES, REEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRf

ARSI T 12O S3iBIEEXRIEIRD, EMEREIFEL AHEIR0E,

$5i=tD ik

AuthFailure CAMEZ/EUEIR
DryRunOperation DryRun 1&/F, KFRIBERISEEZHING, RES1E7T DryRun 2,
FailedOperation BRIEEM
InternalError PIEBEEIR o
InternalError.DBErr DBErr
InvalidParameter SHEIR.
InvalidParameter.InvalidCertificate IEBRAIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIEIDEISER LY .
InvalidParameterValue SHEVEREIR.
LimitExceeded B EPRE o
MissingParameter RAOSEEIR.
OperationDenied BRIFHIESR

RequestLimitExceeded

TEREVREEET T SRR o

ResourcelnUse FiRW G
Resourcelnsufficient BERE
ResourceNotFound BREREFE.
ResourceUnavailable BREATHA,
ResourcesSoldOut BREE,
UnauthorizedOperation KRIGIURE,
UnknownParameter RIMSHHR,
UnsupportedOperation BIERZS.

IRIFRE: BR=ItE (It ) BRSEATF

Web RIS

£159 #6473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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IRENSAASEHZ AR ZE R CCREIFIRE

EIEEHATE: 2025-04-25 02:12:53

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
IREUSAASEUE NI RS CCRHPIATS
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik ESidl iR

Action 2 String ~HSH, XIZOBYE: DescribeCCAutoStatus.,

Version 2 String rHsE, FMEOBRE: 2018-01-25,

Region = String ~HSY, FRERSIEN iEFIR, MMEOMSIIFEES: ap—guangzhou, ap—seoul, ap—singapore .
. - . f=

bomain = String wFHE: www.qcloudwaf.com

3. mils¥

SHEW ESid) iR

BEERE, ORTXHA, 1RTHE

AutoCCSwitch Integer TEIE: 0

E—i5K ID, HIRSIRER, SXERBEE (HERAHEMFEERRLERERSR, WZXERFLIRE Requestld) o EfLET

R tid Stri
eques "9 mpymmiestizxERE Requestld.

4.
1 Waf BB B ccEhEERE

BT

https://waf.tencentcloudapi.com/?Action=DescribeCCAutoStatus

&Domain=www.test.com

< RERBE

L]

"AutoCCSwitch": 0O,

"RequestId": "2a2d479f-d481-40e9-bb3

IRIFRE: BR=ItE (It ) BRSEATF 55160 6473


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeCCAutoStatus

O BHS

5. FRERR
ER= APl £&

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOZARERENZIRMFE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIRIEXBN AP ERER, HBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZLIEIR

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BTIR

Tencent Cloud CLI 3.0

6. FHiIREG

IATRFIH 7O SiBIEERAEIRID, BEMEiREIEN AHERE,
IR R
InternalError PIEREEIR
UnsupportedOperation BERIS,

IRIRERE: BR=ITE (1bF) BRSEAE

Web RIF3FmASE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

Waf CC V2 QueryizQOIBIR
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1. EOkR

EOiEkFESE: waf.tencentcloudapi.com .

Waf CC V2 QueryizO

BOAMROIERITIRH: 200R/% -

##ZER API Explorer

Web RIS

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

2. MN\EH
SHEW Wi ESic]
Action 2 String
Version = String
Region = String
Domain = String
Offset = Integer
Limit = Integer
Sort & String
Edition & String
Name & String

3. mis¥
SBHEW ESic]
Data CCRuleData
Requestld  String

4. 7%

filiR

H2%, AEOBYE: DescribeCCRule.

>

H5%, FMMEORE: 2018-01-25,

>

%

H2¥, FRFRZSN hiF5R, MMEONSZIFEDEY: ap-guangzhou, ap-seoul, ap—singapore o

>

\

&

FBIE: www.test.com

i)
wBIE: 0

TRIEE
wBifE: 10

HiFS#
B{E: desc

clb-waf 5# sparta-waf
~E: sparta-waf

TREE
BE: testhname

iR

&®R
FBE: {"Res": [{"ActionType": 22,"Advance": 0,"Interval": 60,"Limit": 60,"MatchFunc": 0,"Name":

"test1","OptionsArr": "[{"key":"get","args":["="1}]","Priority": 50,"Status": 1,"TsVersion": 1579058116920,"Url":

"I","ValidTime": 600}],"TotalCount": 1}

E—i5EXK ID, HERSiRER, SXERVBIRE (HERAEMFEERLERERSR, WZXERFLIRS Requestld) o EfLET

BITEERMHZRIERE Requestld.

7N Waf CC V2 QueryiE[ THIBEEIZR

BATH

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#CCRuleData
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeCCRule

Web RIS

https://waf.tencentcloudapi.com/?Action=DescribeCCRule
&Domain=www.test.com

&Limit=10

&0ffset=0

&Edition=clb-waf

&Sort=priority:1;ts_version:-1

s<AHIFRSH>

{

"Response": {
"Data": {
"Res": [1],
"TotalCount":
i
"RequestId":
i

¥

7FfI2 Waf CC V2 QueryiE[ BHIBERZSR

BATHI

https://waf.tencentcloudapi.com/?Action=DescribeCCRule
&Domain=test.com

&Limit=10

&0ffset=0

&Edition=clb-waf

&Sort=priority:1;ts_version:-1

<PHIERSE>

{

"Response": {
"Data": {
"Res": [

{
"ActionType": 22,
"Advance": 7
"Interval":
"Limit": 60,
"MatchFunc":
"Name": "testl
"OptionsArr":
"Priority":
"Status": 1,
"TsVersion":
"Url": "///",

"ValidTime":
1,

"TotalCount": 1

by

IRIFRE: BRzITE (165 ) BRSEAS 163 6471




"RequestId":

N
i
2
I

5. FREHER
A= APl &

Sz API & B&E API 3. $8i%63. API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS

API Inspector

FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, tErTaiiE API Explorer ifTEZREI

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BefTIR

)

Tencent Cloud CLI 3.0

6. FEiRG

ITFRFIH 7RO SSIBIEHEXAEIRIG, HEMbEiRLIER AHEIEE.
RS i
InternalError PIEBEEIR -

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE

55164 £647)


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
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https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
RIES REEICCHN

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik KB i35
Action = String ~HSH, XIZOBYE: DescribeCCRuleList,
Version 2 String rHsE, FMEOBRE: 2018-01-25,
NS s MRS E Ty b s £ ok § . _ _ e

Region = String AHSY, FRNFFRIZISH g5, REONZIFEHRY: ap-guangzhou, ap—seoul, ap-singapore
Domain = Strin EETHMAPIFRENES

= 9 ~E: test.qcloudwaf.com

= =124
Offset = Integer SEIE: 1
L o =
Limit = Integer SEIE: 1
B - Strin BriZISRIBts_versionHiF

¥ = & BIE: ts_version
Filters.N & Array of TEEE, nameLARIITAYE: RulelD,ParamName,Url,Action,Method,Source,Status
: = FiltersitemNew FBNE: [{"Name": "ActionType", "Values": ['20"], "ExactMatch": true}]

- . ascEi&Edesc

Order & String SHIE: asc
3. mtieN
SHEM ESicl 353
BRI T

Data CCRuleLists EigRIRCCHINEYFIZR

BIE: list

E—iEK ID, HIRSiRER, SXERBPIEE (HERAEMFERRLERERSIR, WZRERFRIKS Requestld) o EfLET

Requestld  String BB MZRERA Requestid.

4. 761
RO IRIEURLERAPIHI

BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF 55165 £647)
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https://cloud.tencent.com/document/api/627/53612
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#FiltersItemNew
https://cloud.tencent.com/document/api/627/53609#CCRuleLists
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeCCRuleList

Web RIS

Content-Type: application/json
X-TC-Action: DescribeCCRuleList

<AHHERSE>

{

"Domain": "www.testwaf.com",
"Limit": 1,

"Filters": [

{

"Values": [

"clb",

"saas"

1,

"Name": "InstanceType"

"ExactMatch": true

I
"Offset": 1,

"By": "ts_version"

"Response": {
"Data": {
"Res": [

{
"ActionType":
"Advance": O,
"Interval":
"Limit": 60,
"MatchFunc":
"Name": "ccRul
"Priority":
"Options": "[{\"key\":\"Post\ \"args\": [\"a2V dmFsdWVvh\"], \"match\":\"0\
"Status": 1,
"TsVersion":
"Url": "///",
"ValidTime":
"RuleId": 19

"EventId": "12

I

"TotalCount": 1
H

"RequestId": "lcc
}

}

5. FRERER

A= APl £&
Bz API & B&E API 3. $8i%63. API Explorer &2 SDK #RENA—ERFE, HEENE—ANOEARERBBNZIEHIIFE API RS .

API Inspector

IRIFRE: BRzITE (165 ) BRSEAS 55166 64731



https://cloud.tencent.com/api

@ H%\_L:HE Web RzFEFXESE

FBPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tBaaifE AP| Explorer #{71E&IRE

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. {EiRG

IR 7O SSIZIEHEXANEIRID, EthEiRIER AHEIRE.
IR R
InternalError PIBBEEIR
UnsupportedOperation BERZIS,

IRIRERE: BR=ITE (1bF) BRSEAE 167 $647])


https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
IRENPAIPEC B PR IE IR R SRR SR
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. M NBH
IMTFERSHFIRMNFIE T ROBRSYNBOAHLSY, REAHSYFIRN AHERSH,
BHEW Wik EB ik
Action = String ~AHSH, XIZOBE: DescribeCustomRuleList,
Version 2 String AHSY, FMEONE: 2018-01-25,
Region 2 String AHSBY, FRFmZISH tiFFE, FMEORSEIFESR: ap—guangzhou, ap—seoul
Domain = String &

E: test.qcloudwaf.com

Offset = Integer ?:;E: 1

Limit = Integer ii{ﬁ: 20

By &/  String ;;é?iﬁ?j:_ts

DomainList.N & Array of String ?ggﬁﬁzﬁ;ﬁi}fiﬁ;ﬁfﬁ%
3. e

SHEM %R ik

RuleList gg:gricl))feCustomRulesRspRuIeListItem AU

TotalCount  String gi‘jzﬁ‘I

E—iER ID, HIRSIRER, FRERHREE (A EREEMEERRERARSR, WiZ

Requestld  String RERALIE Requestld ) » EAMMNEEREGZRERE Requestldo

4. 74
RPN RS EEE

IRIFRE: BR=ItE (It ) BRSEATF ££168 #647R


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#FiltersItemNew
https://cloud.tencent.com/document/api/627/53609#DescribeCustomRulesRspRuleListItem
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeCustomRuleList

Web RIS

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeCustomRulelList

<PEHERSE>

{

"Domain": "test.gcloudwaf.com",
"Limit": 1,

"Filters":

{

"Values": [

"1234567890"

I

"Name": "RuleID",

"ExactMatch": true

1,

"Offset": 1

"Response": {
"RequestId": "¢
"RuleList": [

{

"ActionType":
"Bypass": "cc
"CreateTime":
"ExpireTime":
"Name": "rulename",
"Redirect": "/
"RuleId": "110
"SortId": "50",
"Status":
"Strategies": [

{

"Field": "C
"CompareFunc":
"Content": "

"Arg": "c

"CaseNotSensitive": 0

1,

"EventId": "1101
"ValidStatus":
"ModifyTime":
"Source": "cus
"JobType": "Timed
"JobDateTime": {
"Timed": [

{

IRIFRE: BRzITE (165 ) BRSEAS 55169 H#6473)




"StartDateTime":

"EndDateTime" :

"Cron": [],
"TimeTZone": "

by

"CronType": "week"

"Label": "label",

"PageId": "1101",

"Domain": "w

"TotalCount": "1"

5. FREHR
BRE API £&

Bifl= API £& B45E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERBNZIRMFE AP RS

API Inspector

FARIEE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, tBaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. EiRG
PATRFIH T OSSR XREIRT, EMEREiEn At
$HI=tD
InternalError
InternalError.DBErr
InvalidParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

e
=}
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PIBBEEIR
DBErr
SHIEIR.

BMERH

Web RIF3FmASE

$170 #6473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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##ZER API Explorer

2. mAEH

UTFERSHIIRRIIE T ROBRSHEMDBID

SHEW Wik R
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Web RIS

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

Action 2 String AHSH, XIZOBE: DescribeCustomWhiteRule,
Version = String ~HSE, XEORE: 2018-01-25,
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omain = nng *lfE: test.qcloudwaf.com
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. a2
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imi 2 nteger SHIE: 20
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ers = rray ot FiitersitemiNew FBIE: [{"Name":"ValidStatus","Values":["1"],"ExactMatch":true}]
. ascEEdesc
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rder a String SOIE: asc
. exp_tsgk&Emod_ts
B & St
y = nng REIE: mod_ts
3. ey
SBHEW ESicl 12353
. Array of .
Rul NEES
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. SIIES~¢
TotalC t St
otalCoun ring SOIME: 1

Requestid String

4. 74
PN RS B

BATH

IRIFRE: BR=ItE (It ) BRSEATF

W—i5EXK ID, HIRSIHER, BREREGLIRE ( BEREEMEREFREIRERS R, Wiz
RIBRAEIRE Requestld ) . EfTBIIEEIREIZRIERE Requestld.
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#FiltersItemNew
https://cloud.tencent.com/document/api/627/53609#DescribeCustomRulesRspRuleListItem
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeCustomWhiteRule

Web RIS

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeCustomWhiteRule
<DHERSH>

{

"Domain": "test.gcloudwaf.com",
"Limit": 1,

"Filters": [

{

"Values": [

"1234567890"

I

"Name": "RuleID",

"ExactMatch": true

1,
"Offset": 1

"Response":
"RequestId":
"RuleList": [

{

"EventId": "1101",
"ActionType": "1",
"Bypass": "geoip, cc,
"CreateTime": "2020
"ExpireTime": "0",
"Name": "rulename",
"Redirect":
"RuleId":

"SortId":

"Status":
"Strategies":

{

"Arg": "coo
"CompareFunc":
"Content": "c

"Field": "COOKIE"

"TotalCount": "1"

5. FRERR
iRz APl &

IRIFRE: BRzITE (165 ) BRSEAS $172 H647]H




O BHS

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSARERENZIRMFRE AP RS

API Inspector

BPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XSSMREIRIES, REEHENER AP,

)

)

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. HHiRf
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$5i=tD

InternalError
InternalError.DBErr
InvalidParameter

UnsupportedOperation
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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EIEEHATE: 2025-04-25 02:12:52

1. EO#R

EOiEkFESE: waf.tencentcloudapi.com .
IREURNNE SIRIERIER
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW Wik ESic] 35S
Action = String AHSH, XEOBE: DescribeDomainVerifyResult,
Version = String ~HsE, XEOBE: 2018-01-25,
Region =2 String ~HSE, FRFEIFN TR, FEONSZISESPRY: ap—guangzhou, ap-seoul .
. o . i3
bomain = String +BlfE: randy.qclopudwaf.com
. . scflid
InstancelD = String =BHE: waf_insr3ws8sdbdf833s
3. /e
SHEW ESid) g
. LERER; MEATLIRINEEZF S
Msg String

E: success

IR ORTEHLURI, KFORFEERIM

VerifyCode Integer 0.7,

W—i5EK ID, HRSIKER, BXERASED (HERAEMERRGERERSR, WiZXERFTLIRS Requestld ) o EfLTEAT

Requestld  String oo iz riliskiy Requestid.

4. =
PN RS TR RR R

BATH

https://waf.tencentcloudapi.com/?Action=DescribeDomainVerifyResult

&Domain=randy.qgcloudwaf.com

&InstanceID=waf_in839%ad238adsa

< ARARBE>

"Response": {
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"Msg": "success"

"VerifyCode": 1,
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FARFTEE API Inspector BEEEFIAGE—SIR(EXBN AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZEIR

SDK

= API 3.0 Rt TEREMNFARTESE (SDK) , XIFSMRIZIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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AccessControl
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AntiLeakage
ApiProtection
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H2%, AEOBYE: DescribeModuleStatus,

>
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POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

ction: DescribeModuleStatus

"Domain": "test.gcloudwaf.com"

"Response": {
"AccessControl": o
"AntiLeakage": p
"WebSecurity": 1,
"ApiProtection": 1,

"CcProtection": 1,

"AntiTamper": 1,

"RequestId": "46757cé6e
t
}
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FRFENEE APl Inspector EEEHIGE—SREXIXR AP RAER, FEMENSIESRAN API X5, thaaiiE API Explorer #3ELZ&iRH,
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= API 3.0 R TREMFRIESE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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O BAT

EOERER: waf.tencentcloudapi.com .

EEMIFRSIE

BUMEOIERINEIRS: 200%/%

#EFE(ER API Explorer

Web RIS

API Explorer 2t TTELIAR . ESIIE. SDK KBEMFIRERTIZOSHN . ETEESXARNBERNBSIEELSRIURBMER SDK FRRE.

2. M NBH

UTERSHSIRIIE TROBRSHEMBS ALY, REAHSHIIRN AHIERSH,

BHEM ik HE

Action = String
Version = String
Region = String
Filters.N & Array of
Order B String
By B String
3. iie

SHEW ESid)

. Array of
ClbObjects ClbObject
Requestid String

4, 76
TN EBERRIIE

BT

FiltersitemNew

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type:

—Action:

<AHERSE>

[
1

"Filters": [

{

application/json

DescribeObjects

"Name": "Status"

"Values": [
wym
1,

"ExactMatch":

true

fiik

#H5%, FMEORE: 2018-01-25,

B

~HSY, FRFEZISN hiEFI%R, FMEONZISFEPRY: ap—guangzhou, ap—seoul, ap—shanghai, ap-
singapore, ap-tokyo .

FHFH0iZiREE: Objectld: clb3EfIID VIP: clb3EfIEIAMIP Instanceld: wafsfilID Domain: ¥&ii%S
Status: waffFiPFFRIRE: 0%idl, 17/E ClsStatus: wafBEFX: 0xil, 1HE
FBIE: [{"Name": "Objectld", "Values": [ "Ib-~70mdt3ia" ], "ExactMatch": false } ]

HEF B, XiFascEi&Edesc
~BE: asc

RIBEZERHES
FBE: ModifyTime

fiiR
PSE LIS

W—iEK ID, HRSIHER, SRERTSIRE (SEREEMFRRFERERSW, WiZXERFEIXE Requestld) .
ENTIRRT B EREIZRIER Requestld,
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"Response": {
"ClbObjects": [

{

"ApiStatus": 0,
"BotStatus": 0,
"ClsStatus": 0,
"InstancelId": "w
"InstanceLevel":
"InstanceName":
"IpHeaders": [

"spheader",

"myheade

1,

"NumericalVpcId": -
"ObjectFlowMode": 1,
"ObjectId": "1lb-70mdt3it",
"ObjectName": "zunhua-multi-test_pjk1",
"PostCKafkaStatus": 0,
"PostCLSStatus": O,
"PreciseDomains": [],

"PrivateIp": [

"Proxy": 3,

"PublicIp":

"Region": "a
"Status": 1,
"Type": "CLB",
"VirtualDomain":
"Vpc": "vpc-jllcwle9
"VpcName": "Defaul
¥

1,

"RequestId": "6ceb
}

}
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Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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. o . %2
bomain = String =BHE: "test.com"
o . Efilld
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3. ey
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Res WafRuleLimit  wafiEiREGME
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Requestld  String TR BB RERE Requestld.
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761 DescribeRuleLimit
BTG

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X=TC
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<PEHERSH>

ction: DescribeRulelimit

|
"Domain": "test.gcloudwaf.com"

}
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"CustomRule": O,
"IPControl": O,
"AntiLeak": O,
"AntiTamper": O,

"AutoCC": O,

"AI": 0,
"CustomWhite": C

te

"RequestId": "123
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« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wi ESic] iR

Action 2 String ~HSH, XIEOBYE: DescribeSession,

Version 2 String rHsE, AMEOBRE: 2018-01-25,

Region =2 String ~HSY, FRUFRSIEN iEFIR, MMEOMSIIFEES: ap—guangzhou, ap—seoul, ap—singapore o
. - . f%=

bomain = String RBIE: www.test.com

Edition = String clb-wafgk&sparta-waf

FBE: sparta-waf

3. ey
SYEM ESid] R
Data SessionData  REIER

E—iEK ID, HRSiRER, SRERBSIEE (HEREEMEERRERARSR, WZKERTSIRE Requestld) o Efi

Requestld  String TR AL RIERE Requestld.

4.
RPN Waf SIEEXETEO

BATHI

https://waf.tencentcloudapi.com/?Action=DescribeSession

&Domain=test.com

&Edition=clb-waf

s<AHERSH>
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"Category":
"KeyOrStartMat": "PHPSESS
"EndMat": ";",
"StartOffset": "
"EndOffset": "

"Source": "

"RelatedRuleID": []

1
I
]
1
}

’
"RequestId": "8
}
}

5. FREHER

ER= APl £&
BIfZ AP| F& 228 AP H. iR, API Explorer & SDK SZEMS—ENTE, HEENA—A\OSAREMRBARIREFAE AP IS,

API Inspector
BFTET AP| Inspector BEEEHGE—SIRIEXBN AP ERER, HEIERSIESHRAN AP X8, BalaiE AP Explorer #T7ELZREIK

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. HiRG

IR 7O SSIZIEHEXANEIRID, EthEiRIER AHEIRE.
IR R
InternalError PIEREEIR
UnsupportedOperation BERZIS,
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wafHi ik -IRELIPE &R ER

EIEEHATE: 2025-04-25 02:12:51

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

wafif & -REG P ZER

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik
Action =

Version =

il

Region

il

Domain

Edition

i}

iy}

InstancelD

3. mitisy

SHEW

Domain
Domainld
Cname
Status
SrcList
CertType
Cert
PrivateKey

Sslid

IRIFRE: BR=ItE (It ) BRSEATF

ESid)
String
String

String

String

String

String

ESid

String

String

String

String

Array of
String

String

String

String

String

g

N

r2%, XEOBE: DescribeSpartaProtectioninfo,

B

254, AEOE: 2018-01-25,

%

HBY, FRFRIZIFN biF5E, REOMGEFESR: ap—-guangzhou, ap—seoul .

B

\

i3
*fE: test.qcloudwaf.com

hRA
w~BIE: clb-waf

S]]
~pE: aaaaa

fhiR

f&=
ffE: test.qcloudwaf.com

1§&ID
~ffE: d622f553794bsdfdf123123ndsafsn

cnameBUE
E: 83429423sdsfaasdf.qcloud.com

UE: 1

RIPHEEFIZR
wE: 1.1.1.1

IEF 2R

E: 0

iEH

BHE: sdnfa123sd

hE=i
~E: weq2123das

sslfdid
~ME: sslidymgk

Web RIS

<> mREEiR

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.
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SHEW

IsCdn

GrayAreas

Engine
HttpsRewrite
UpstreamType
UpstreamDomain
UpstreamScheme
IsHttp2
IsWebsocket
LoadBalance
HttpsUpstreamPort
Ports

IsGray

Mode

Level

IsKeepAlive
Anycast

Requestld

4. =61

PN wafli Bk -REBGFEEER

BATHI

entcloudapi.com/?Action=DescribeSpartaProtectionInfo

B

String

Array of
String

String

String

String

String

String

String

String

String

String

Array of
Portltem

String

String

String

String

String

String

&Domain=www.testl.com

&Edition=sprata-waf

L AEERSH-

Lhp )

IRIFRE: BR=ItE (It ) BRSEATF

g

E=&zcdn

w~BIfE: 0

REREFI%E
wOIE: gz

5|E
wBE: 21

HTTPSES
whE: 1

upstreamTypeBl{&
E: 2

upstreamDomainBU&E
=ENE: 1.1.1.1

upstreamSchemeBl&
FEE: 1.1.11
EBEHTTP2

GlE: 0

E&&a8websocket
~BlE: 0

loadBalancefg2
~EE: 0

httpsUpstreamPortBl{&
RBIE: 80

portis2
=BIE: 80

RERE
wHE: 0
&=
wE: 1

B5E1%4%,100,200,300
~EIE: 100

SRR BRFKER
wE: 1

0: BGP1: Anycast
~EE: 1

E—i&EK ID, HRSBIRER, SRERBRIEE (HEREEMEERRERIARSR, Wik
Requestld) . EfuiTErIHERMZ

K9 Requestld,

Web RIS
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Web RIS

"Response": {

"Cert": "certInfo",
"CertType": "1

"Cname": "

"Domain": "

"DomainId": "mjhkiuylOma",
"Engine": "1",
"GrayAreas": [

nan

1,

"HttpsRewrite": "0O",
"HttpsUpstreamPort": "0O"
"IsCdn": "O",

"IsGray": "0",
"IsHttp2": "0",
"IsWebsocket":
"LoadBalance":

"Mode": "1",

"Ports": [],
"PrivateKey": "pr
"RequestId": "1548acl0-3e48

"SrcList": [

"Sslid": "sslid"
"Status": "2",
"UpstreamDomain": "ups
"UpstreamScheme": "http",
"UpstreamType": "0",
"Level": "200",
"IsKeepAlive": "1",
"Anycast": "1"

}

t

5. FRERR

ER= APl £&
Bl AP| F& 228 API H. iR, API Explorer & SDK $SZEMS—ZNTE, HEENA—A\OSARERBAZIREFE AP IS,

API Inspector
FBPELEE AP| Inspector EEEHAE—HIRIEXBI AP RRBIER, FEIMEMSESIRAN API X3, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TERENFARTESE (SDK) , XFSMFERIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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« Tencent Cloud CLI 3.0

6. HiRG

IR 7O SSIZIEHEXANERID, EthEiRIBER AHEIRE.
IR i
InternalError PIEREEIR
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SREY A F BB PR R 4%

EIEEHATE: 2025-04-25 02:12:51

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
IREVFA BRI SR

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wi ESic] 12343

Action 2 String ~HSH, XIZOBYE: DescribeUserlLevel,

Version 2 String rHsE, AMEOBRE: 2018-01-25,

Region =2 String ~HSY, FRUFRSIEN iEFIR, MMEOMSIIFEES: ap—guangzhou, ap—seoul, ap—singapore o
. - . f%=

bomain = String fE: xx.qcloudwaf.com

3. milis¥

SHEM ESid fHiR

300:IE% 400:74%

Level Integer =@ifE: 300

W—i5EXK ID, HRSIKER, SXERTEE (S ERAEMEERRERARSR, WZRERFTLIRE Requestld) . EfIEHEITE

R tid  Stri
eques "9 sepimriEken Requestids

4. =6
=N Eif)
BATH
POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeUserLevel

"Domain": "www.test.com"

"Response": {
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"RequestId":

"Level":

5. FREHR

BR= APl &
Bifl= API & B45E API XH4. {8iRf8. APl Explorer & SDK FFREHA—EAFE, HEENE—AOSTARERENZIRMIFE AP RS

API Inspector
BPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tbaaiiE AP| Explorer #{7EZIRE

SDK
= API 3.0 Rt TEREMNFATESE (SDK) , MIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. FHiIREG

ITFRFIH 7RO SIZIEHEXAEIRI, HMbEiREIER AHEIEE.
RS iR
AuthFailure CAMEZ/EBUEIR
FailedOperation BN,
InternalError PIBREIR o
InvalidParameter SHHER,
InvalidParameterValue SHEESEIR.
MissingParameter ROSHEIR.
UnauthorizedOperation RIGHURIE
UnknownParameter RINSHIEIR
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SREYF PASERR MBI R

EIEEHATE: 2025-04-25 02:12:51

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

IRENFI FASERINIS R
BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

Web RIS

<> mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW ik B

Action = String
Version = String
Region = String
Domain =3 String
Offset = Integer
Limit = Integer
By & String
Order & String
Array of

Filters.N &

3. BtsN

SHEW

Total

Rules

Requestld

4. 761

=N Bzl
Eigwpl

FiltersltemNew

B

Integer

Array of
UserSignatureRule

String

IRIFRE: BR=ItE (It ) BRSEATF

~H2H, XIEOBYE: DescribeUserSignatureRule.

AHSY, FMEOBYE: 2018-01-25,

AR, FRFRZIFH TR, MEOMGHSEPR: ap—guangzhou, ap-seoul, ap-singapore

o

EETONNES
~BE: gcloudwaf.com

-
wBIE: 1

BRAE
UE: 1

HEFE=ZER, ¥F signature_id, modify_time
FBIE: signature_id

HFB
BE: asc

%S, X MainClassName, SubClasslID ,CvelD, Status, ID; IDJ#ERlid
E: nest struct

ik

A2
wUE: 1

FIEIES
FBIE: nest struct

W—iER ID, HIRSIRER, SRERBEE (A FREEMEERERARSR, WZRERTRIRE

Requestld ) . EiTIBBEREZXIERE Requestid,

5192 $647R
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Web RIS

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeUserSignatureRule

<AHERSH

{

"Domain": "gcloudwaf.com",
"Offset": 1,

"Limit": 20,

"Order": "asc",

"By": "signature_id"
"Filters": [

{

"Name": "MainClassID",
"Values": [
"010000000"

1,

"ExactMatch": false

"Response": {
"Total": o
"Rules": [

{

"ID": "010
"Status": 0,
"MainClassID":
"SubClassID":
"CvelD": "cve
"CreateTime":
"ModifyTime":
"MainClassName":
"SubClassName" :
"Description":
"Reason":

"RiskLevel":

1,
"RequestId": "xxx-iiiiii"
}
}

5. FREHER

A= APl £&
Sz API & B&E API 3. $8i%63. API Explorer &2 SDK #RENA—ERIFE, HEENE—ANOEARERBBAZIEMHAFE API RS

API Inspector
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FBPAEE API Inspector BEEEHIGE—SIRIEXBN AP EREBR, FEIIERZIESIRAN API £53, tbaaiiE AP| Explorer #{71EZIRE

SDK
= API 3.0 Rt TRENFARTIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $EiRE

KRS TR O SZIStEXAEIR0, EfERmiEl AHEEE,

HiRG i

AuthFailure CAMEZ/ERUEIR
DryRunOperation DryRun 1&F, KFRIERIEEEZHING, RES1ET DryRun £,
FailedOperation BRERY
InternalError PIEREEIR o
InvalidParameter SR,
InvalidParameter.InvalidCertificate IEBRAIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIZIDEISIEBEM .
InvalidParameterValue SHEVERIR.
LimitExceeded RIS EEARPRH -
MissingParameter RAOSEEIR.
OperationDenied BRIERIELS

RequestLimitExceeded

TERENREEEED T SRERIRH o

ResourcelnUse TR SEH .
Resourcelnsufficient BEARE-
ResourceNotFound BRAEFE.
ResourceUnavailable HFEATH
ResourcesSoldOut TBREE,
UnauthorizedOperation RIEBURME.
UnknownParameter RINSHEHIR
UnsupportedOperation BERZIS.
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IRENF PHHIERISIRV 2

EIEEHATE: 2025-04-25 02:12:51

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

IRENFI FASERINIS R
BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

Web RIS

<> mEEIE

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW ik B

Action = String
Version = String
Region = String
Domain =3 String
Offset = Integer
Limit = Integer
By & String
Order & String
Array of

Filters.N &

3. BtsN

SHEW

Total
Rules

Requestld

4. 761

FiltersltemNew

B

Integer

Array of
UserSignatureRule

String

PN R PHERRZIE
IRENFAFAHERRNIZ IR

IRIFRE: BR=ItE (It ) BRSEATF

~HSE, XIEOBYE: DescribeUserSignatureRuleV2,

N

bz

#2345, AEOE: 2018-01-25,

N

»
0

\

o

FESTONESZ
~E: test.qcloudwaf.com

-
aBifE: 0

BREE
FBIE: 10

HEF=ER, ¥F signature_id, modify_time
FBE: signature_id

HiFEB
BlfE: asc

THESME, X MainClassName, SubClassID ,CvelD, Status, ID; IDJ#Elid
BE: {"ExactMatch": true,"Name": "MainClassID", "Values": ['010000000"]}

ik

A2
wUE: 1

MnFI=

YHEY, FRNFERSISH iR, FEONSZIFEDE: ap-guangzhou, ap—seoul, ap—singapore

W—iER ID, HIRSIRER, SRERBEE (A FREEMEERERARSR, WZRERTRIRE

Requestld ) . EiTIBBEREZXIERE Requestid,
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POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeUserSignatureRuleV2
<AHERSH>

{

"Domain": "www.testwaf.com",
"Offset": O,

WiLbmite Vs 40,

"By": "CreateTime"
"Order": "desc",
"Filters": [

{

"Name": "MainClassID",
"Values": [
"010000000"

1,

"ExactMatch": true

"Response": {

"Total": 1,

"Rules": [

{

"CreateTime": "2024-08-
"CveID": "",

"Description": "XFEMNUAFHILEEEZETENER—\ "onload\ "HENLIRFEE, WEATEMFaTTriERIURLEFHTTPSEAR",
"ID": "1

"MainClassID": 01 W
"MainClassName":

"ModifyTime": "2

"Reason": 0,

"RiskLevel":

"Status": 1,

"SubClassID": "00
"SubClassName": "

by

{

"CreateTime":

"CveID": "",

"Description": "ZAHMMAFENxssIENTHETH, AHNTERBIREARGUMENT",
"ID": "1

"MainClassID":
"MainClassName": S,
"ModifyTime": "2024-06-24T11:1
"Reason":

"RiskLevel":

"Status": 1,

IRIFRE: BRzITE (165 ) BRSEAS 55196 64731




"SubClassID": "000000000"

"SubClassName": "000000000

"RequestId": dcd69dd3-9

}
}

5. FREHER

ER= APl £&
BIfZ AP| F& 228 AP H. iR, API Explorer & SDK SZEMS—ENTE, HEENA—A\OSAREMRBAZREFRAE AP IS .

API Inspector
BRPAEEE AP| Inspector BEEEHGE—SIRIEXBE AP ERER, HEIERSESHRAN AP X8, BalaiE API Explorer #{T7ELZRIK

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BeTIR
« Tencent Cloud CLI 3.0

6. HiRG

IR 7O SSIZIEHEXANERID, EthEiRIBER AHERE.
IR R
AuthFailure CAMEZ/EMUEIR
DryRunOperation DryRun 1&/F, KFRIBERIEEEZHING, RES1ET DryRun £,
FailedOperation S
InternalError PIEBEEIR o
InvalidParameter SHEIR.
InvalidParameter.InvalidCertificate IEBREIEE,
InvalidParameter.QueryCertBySSLIDFailed IRIZIDEISIEBEM o
InvalidParameterValue SHEVEER,
LimitExceeded B ECERPR S o
MissingParameter ROSHEEIR.
OperationDenied BRIEIESR .
RequestLimitExceeded IBRANREED 7 SRR E
ResourcelnUse HRWERE,.
Resourcelnsufficient BEFE.
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Web RIS
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ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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@ H%\_EHE Web RFAR5A S

i EMurl

EIEEHATE: 2025-04-25 02:12:51

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
fRIEFHELur

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

9\

SHEM Wik ESicl 3%
Action =3 String ~HSH, FEOBE: ModifyAntiFakeUrl,
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
. o . %2
Domain = String FEUE: www.test.com
= . &R
Name = String ~BE: rulename
. = . uri
uri = String FUE: furl
Id = Integer ID

REUE: 111011

3. mitisy

SHEW ESid iR

#=R

Result String +BlfE: success

—i5K ID, HIRSIKER, SXEREBSER (HEREEMEERRLERERSR, WZKERFLIRE Requestld ) o EfLTHAIE

Requestld  StriNg g0 mizmimsiit Requestids

4. 7
O SEREur]

BATH

https://waf.tencentcloudapi.com/?Action=ModifyAntiFakeUrl
&Domain=www.test.com

&Name=rulename

&Uri=http://zanyang.gcloudwaf.com/index.html

&Id=11011

s<AHBERSH>
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"Response":

"RequestId": "

"Result": "
t
}

5. FRERR

ER= APl £&
B APl £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OZAREMRBAZIREFRAE AP RS .

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HEIEMSIESRAN API 53, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. EiRG

IR 71O SSIZIEHEXANEIRID, EthEiRIFER AHEIRE.
RS ik
InternalError PIEREEIR
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(2Pt N T2

EIEEHATE: 2025-04-25 02:12:50

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
(SRt RIIEMNF
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESicl 353
Action = String AHSH, XEOBE: ModifyAntilnfoLeakRuleStatus.
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
. o . o=
bomain = String ~E: www.test.com
o FRmy
Ruleld = Integer =BifE: 110111
o K&
Status = Integer =@IE: 0

3. mitisy

SHEW ESid fEiR

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. 7
PN ERRHRIRANF
BATH

https://waf.tencentcloudapi.com/?Action=ModifyAntiInfolLeakRuleStatus
&Domain=www.test.com

&RuleId=1101

&Status=1
s<ARBEREH>
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O BHS

Web RIF3FmASE

5. FRERER

HR= API &
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $WEMS—ENTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector

FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP 53, tErTaiE API Explorer ifTEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. {HiRG

IATFRFIH 7RO SBIEHEXASEIRIG, EMbEiRLIER AHEIEE.
RS i
InternalError PAEBEEIR -

IRIFRE: BR=ItE (It ) BRSEATF

55202 #6471


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\_EHE Web RFAR5A S

= S e b

EIEEHATE: 2025-04-25 02:12:50

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
IRIBE Rt RAN

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik 3B b35S
Action = String AHSH, XZOBE: ModifyAntiinfoLeakRules,
Version 2 String AHSY, FMEONE: 2018-01-25,
Region 2 String AHSY, FRFmZISH tiFFE, FMEORSEIFESR: ap—guangzhou, ap—seoul
= FNID
Ruleld = Integer =@iE: 110111
= . N ZFR
Name = String BE: rulename
. - . b=
Domain = String wBE: www.test.com
. - Action (&
ActionType = Integer SBIE: 0
SREREE
. Array of — " . o - R
Strategies.N 2 BiE: [{"CompareFunc": "contains", "Content": "idcard", "Field":

StrategyForAntilnfoLeak "information" } ]

3. e
sgEm  %Xm ma

W—iEK ID, HIRSIKER, BXERBEE (SEREEMRERERERSR, WZKERFTRIRE Requestld ) o EfLTHATE

Requestld  StriNg oz riiskay Requestid.

4. 7p

PN GEERRIHRAN
fRIB(S R RAREIN

BT

https://waf.tencentcloudapi.com/?Action=ModifyAntiInfoLeakRules

&RuleId=167

&ActionType=0
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&Strategies.0.Field=information

&Strategies.0.CompareFunc=contains

sStrategies.0.Content=phone

o RLERBY>

"Response":
"RequestId":
i

}

5. FREHR
BR= APl £&

Sz APl & 266 API X, (5863, APl Explorer } SDK $#ZRNA—EIFE, HEENE—ANOSORERBNSRIAFRE APl RS,

API Inspector

FAREE API Inspector BEEEFHIAGE—SIR(EXERN AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZLIEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T O S3iBIEIRXREIRID, BRIl AH4EIRE.

IR

InternalError

IRIFRE: BR=ItE (It ) BRSEATF

R

(SR

Web RIF3FmASE

55204 #6473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

(5 IR =E =2

EIEEHATE: 2025-04-25 02:12:50

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

HAFESSER, ZXTigaflls|ZaEH,

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. mAEH

UTERSHIRIIETROBRSHNBIOHLSY, =8

Web RIS

<> mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

SHEM Wik KB 353
Action = String ~HESH, FEOBE: ModifyAttackWhiteRule,
Version 2 String 2B, FMEONE: 2018-01-25,
Region = String AHSBY, FRF@SZISH tiFFIE, FMEORSIFESR: ap—guangzhou, ap-seoul
- MFs
Ruleld = Integer =ifE: 1
. - . fa%&
bomain = String ~E: www.test.com
= FAR
Status = Integer SEIE: 1
Array of TR UIGEIIES
Rules.N = Y ot wBE: [{"MatchField": "URL", "MatchMethod": "eq", "MatchContent": "/ab",
UserWhiteRuleltem N w,
MatchParams": ""}]
A
Signatureld & String f%;j:; 1
. . {RIBRINNBRYFINIDS
=
Signaturelds.N & Array of String FBUE: ["90501998", "90501999"]
. INEXSERNID
=
Typelds.N & Array of String SBIE: ["01000000"]
M - ORFIZERISEMNIDINE, 1R_FRZEBANZEERMNE
ode a Integer —
~E: 0
. FUIE
A=
Name = String wBIE: testname
3. e
SHEW ESic) iz
=
Ruleld Integer =EIE: 1
R . W—iEK ID, HRSIHER, SRBERTSIRE (S BEREEMRRFERERSW, WiZXERFEIXE Requestld) . EMLERATH
equestld  String

ERMHIZIXIERE Requestld.
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@ H% \_EHE Web RZFR5XIE

4. =
TN BB
BATH

POST / HTTP/1.1
: waf.tencentcloudapi.c
: application

ModifyAttackWhiteRule

"Status": 1,
"Rules": [

{
8

"MatchField": "URL",

"MatchContent": "/url",

"MatchMethod": "EXACT"

"Domain": "www.testwaf.com",
"SignatureIds": [

"90501998",

g i

"RuleId": 1,

"RequestId":

5. FREHR

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHRHA—ERFE, HEENE—AOSEARERENZIRMIRE AP RS,

API Inspector
FAREE API Inspector BEEFIAE—SIR(EXER AP ERER, HFBEMERZIESIRAM API X8, BaIFiiE API Explorer B#{TEZLIEIR

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.
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6. $EiRE

LIRS TR OWLSZIStEXAER0, EfbERmiEl AHE

§EIRED

AuthFailure
DryRunOperation
FailedOperation
InternalError
InternalError.DBErr
InvalidParameter
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik

CAMEZ/EREIR.

DryRun ##F, RFRERGESZMNE, RESET DryRun ¥,

BRIEEW.

PIBREEIR o

DBErr

SR,
IEBRBEIEE,
RIEIDEEB XK
SHEVEHEIR.

BT ECERPR S o
BROCSHER,
BRFIIESE
TERENREEEE T SRERIRE
BRWERE,
BETRE.
BRAFE.
HEAATH.
HREE,
RIZIURE -
RINSHER,

BIERZS.

Web RIS
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PRIEEESGRN

EIEEHATE: 2025-04-25 02:12:50

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
IRIEREXHN

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik 2R ik
Action =2 String ~ESH, AEOBE: ModifyCustomRule.
Version 2 String AHSY, AMEOE: 2018-01-25,
Region 2 String ~AHBH, FRFESISN EFIER, FMEONZIFESR: ap—guangzhou, ap-seoul
. - . fRIEREE
bomain = String ~EHE: www.test.com
= RIBRIIMNID
Ruleld = Integer S 1110444
- . SRIBRIIN Z R
RuleName = String S B
RuleAction - Strin EMEZEEY, 1CRBERT, 28RANIAR, 3XEME, MKREEE, SARISKE
= 9 wlE: 4
. - CEES 45
Strategies.N = Array of Strategy SEIE: BHEED
Edition — Strin WAFHIIRZE, clb-waftRGEHEWAF . sparta—wafft&SaaS WAF, EKilZsparta-waf,
= 9 FHIE: clb-waf
. . MEREEERIHESEEMURL, BiAk""
=
Redirect = String FBE: /redirect_url
fi5e8%, 1~100R9EE, =), KFXEMVHRITHRERES
Sortld £ Integer FIAZ100
~EIE: 1
MM E LRSI, 0: kAL, HEEHIRATEREE.
ExpireTime S Integer FIARO
~BIE: 0
JobTvpe - Strin MURITHIE, TimedJobBERHIT, CronJoblaERAHT
P = 9 FIE: TimedJob
JobDateTime & JobDateTime ERMESEE
Source - Strin MNISEE, FEREFR2IMEF
= 9 FBE: custom
Status = Integer FXRRE, MEFRIEHNAIHEEZE

wBIE: 1
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O BHS

BB Wik PR
Pageld S String
LogicalOp & String

3. |miiew

SHEW B

Success ResponseCode

Requestld  String

4. 761

PN wEEEAN
BATH

fiik

E#mmid
wBIE: 11033

CECSRHANZIEXR, ZfFand. or, DARFSNTEELREFHRES. HXR

=HIE: and

R

Web RIF3FmASE

BRERVIATSES, MNRAENEIRIZ(EMINEERZAIAVAES, MREERIFMEAMNEERITMessagelINBRESH

MEREW
wHIE: TRELTH

—iEK ID, HRSIKER, BREREBSIEE ( EBEREEMRERLETIER
(iR R ERMZIRIERE Requestld.

https://waf.tencentcloudapi.com/?Action=ModifyCustomRule

&Editi clb-waf
&Domain=www.gcloud.com
&RuleId=17958569
&RuleName=rul
1leAction=1

&Redirect=/redirect_url

ypass=geoip, cc,owasp,ai,antileakage

&ExpireTime

&Strategies.0.Field=IP

&Strategies.0.CompareFunc=ipmatch

&Strategies.

.Arg="none"

"Response": {
"RequestId": "a713f4
"Succe

"Code"

5. FEERE
B AP 26

$3if

MZRIERF

P =]

=IR1=

Requestld) . &

Biflz API & 24E API XH4. $5i%f8. APl Explorer & SDK R RNA—EAFE, HEEMNE—AOZARERBNZRMNRE AP RS,

IRIFRE: BR=ItE (It ) BRSEATF

58209 #6473


https://cloud.tencent.com/document/api/627/53609#ResponseCode
https://cloud.tencent.com/api

5 E H%\_L:HE Web RZFR5XIE

API Inspector
FEFELEE AP| Inspector BEEEHAS—SIRIEXBI APLRBRER, FEERSESRAN API {53, BaETFIE API Explorer #TEZRIR .

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. =g

PATNGIE 7O SBEIRXMERG, EESiRDiEN 2480,
$HiRtY i
FailedOperation BRERM
InternalError PIEREIR .
InternalError.DBErr DBErr
InvalidParameter SHEIR.
InvalidParameterValue SHEVEER,
InvalidParameterValue.CELLengthExceedLimit BEXHNCELZERIANIKEIBIT10240F5F
InvalidParameterValue.CELSyntaxErr BEMMNCELZIERIAXIBEEIR
LimitExceeded MBS EEERPRS o
MissingParameter ROSEEIR.
ResourcelnUse BiRHESGH.
Resourcelnsufficient BEFE.
ResourceNotFound BEAFE
ResourceUnavailable BRATH,
ResourcesSoldOut BREE,
UnauthorizedOperation FRIFBURIE,
UnknownParameter KRMNSHEIR,
UnsupportedOperation BERZS.
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FESEABIEES ( BEXRE)

EIEEHATE: 2025-04-25 02:12:50

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .
FESEABITE ( BEXRE)
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik KB g
Action = String ~H2E, XIEOBRE: ModifyCustomRuleStatus,
Version 2 String ~HsY, AMEORE: 2018-01-25,
Region 2 String ~AHSE, FRFESIFN TR, FEONSZIFESPRY: ap—guangzhou, ap-seoul .
. - . %2
bomain = String =BE: baidu.com
= #WID
Ruleld = Integer pE: 1
Status o Integer FXRRE, 12FE. 02%iF
= wiE: 0
WAFHIERZA, clb-waf{EGHEWAF. sparta—waff{&SaaS WAF, EiAEsparta—
Edition & String waf,
BlE: sparta-waf
. . Array of Fiid
=
DomainRuleldListN & o inRuleld RBUE: [{"Domain":"www.test.com","Ruleld ":0101111}]
3. hiiem
SHEI ESicl ik

BRFAVIATSES, MNRABINTEIRIZ(EMINEERZAINAAES, MREERIFMEAMVNEERITMessagelINERESH

Success ResponseCode  PM&EIREM
FBIfE: {"Code":"Success","Message":"Success"}

Requestld  String B SR HZRBRE Requestid.

4. =61

TN INREESGRRFX
R E SRMIBIFF X

BATH

https://waf.tencentcloudapi.com/?Action=ModifyCustomRuleStatus

&Domain="test.glcoud.com"

W—iER ID, HIRSIRERN, FRERBLIEE (EEREEMEERRERARSR, WZRERF

Requestld) . &
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O BHS

&RuleId=1101

&Status=0

s<AHFRSH>

"RequestId":
"Success": {
"Message":

"Code": "S

5. FRERR
BRE API &

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSZARERBNZRMRE AP RS,

API Inspector
MEPaEE API Inspector BEEEHAE—SIRIEXEN AP RRAER, HEIERSIES

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRERIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. $HiRE

IAIFRFIH 7RO SSIZIEHEXANERID, EMhEiRIBFER AHEIRE.
IR
InternalError
InternalError.DBErr

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

KRAEY API {13, tBalFiE API Explorer #{TE&RIR

12743
RIEBEIR.
DBErr

BMERSH

Web RIF3FmASE
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

s E H%\_L:HE Web RZFR5XIE

RIBRERRE

EIEE#ATE: 2025-05-21 01:37:31

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
RERERSR

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEM Wik KB 3%
Action = String AHSH, XZOBRE: ModifyCustomWhiteRule,
Version 2 String ~HsY, AMEORE: 2018-01-25,
Region 2 String ~AHSE, FRFESIFN TR, FEONSZIFESPRY: ap—guangzhou, ap-seoul .
Domain = String ?ﬁﬁﬂgﬁg
*lE: test.qcloudwaf.com
= RIBRIMNIID
Ruleld = Integer FfIfE: 1100000001
- . SRIBRIKIN ZFR
RuleName = String FBIE: name
BT EERENTHERSIBE, REHTIBHIZERN: geoip. #EHITCCRIEMHF: cc. #EHITWEB
B o . RIFARGIP: owasp. HEHITAISIZERGF: ai. SEHMTESMtREGP: antileakage. NRFiEZ14, W
ypass = String e
LA 3 %;ﬁﬂ
BIE: cc
Sortld o Inteqer 5%, 1~100R9BE, HF), KFBXEMUBBITRERES
= 9 FBIE: 100
ExoireTi o NRgHIEEIJobDateTimeFERUAMFE, 0FRFKAELY, HERTENERE LLRIE (R2AIHF7)
xpireTime = Integer —
BIE: 0
Strategies.N o Array of PeesR s
gies. = Strategy =BE: [{"Field": "URL", "Arg": ", "CompareFunc": "eq", "Content": "/acl" } ]
JobType = String MNHITEIA, TimedJobRERHIT, CronJoblaEHAHT

=BHE: TimedJob
JobDateTime & JobDateTime EMESEE

EESMAIZIEXER, ZiFand. or, DAXRFENBELRFHES . HXR

LogicalOp B String RBIE: and
3. L%
suzm %@ it

BRERRES, NRAERNERIZIERIIEEIRIZMINARESS, MREERIFMEEMNEZBEITMessagelINERESH
Success ResponseCode = MEiEEM
~E: {"Code":"Success","Message":"Success"}

IRIFRE: BR=ItE (It ) BRSEATF $£213 #647R


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#Strategy
https://cloud.tencent.com/document/api/627/53609#JobDateTime
https://cloud.tencent.com/document/api/627/53609#ResponseCode
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyCustomWhiteRule

@ H%\_L:HE Web RzFEFXESE

SHEW ESid g

W—iERK ID, HIRSIRER, BXERTESEE (EEREEMERERERARSR, WZRERFTEIRE Requestld) . E

Requestld  String BB MR RE Requestid.

4. 74
P REEE S 2

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

ModifyCustomWhiteRule

"RuleId": 1100000001

"Domain": "waf.tencentcloudapi.com",
"RuleName": "rulename",

"Bypass": "cc",

"SortId": 100,

"ExpireTime": O,

"Strategies": [

{

"Field": "COOKIE",

"CompareFunc": "eq",

"Content": "cookie_key",

"Arg": "cookie_value"

5. FRERR

BR= APl £&
BIflZ= AP| £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMEAZREFRE AP RS,

API Inspector
FPEER AP| Inspector EEEHAE—HIRIEXBM APLRRIER, HEMEMSIESRAN API X3, BaEIFIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIFSHRIZES, SEEAENERA APl

IRIFRE: BR=ItE (It ) BRSEATF 214 H647]R


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

O BHS

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. $HiRE

ITFRFIE T 1O SSZIRERAEIRD, EfthiEiRDIER AR

IR

InternalError
InternalError.DBErr
InvalidParameter

UnsupportedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

iR
AEBEEIR -
DBErr
SHEIR,

BRI,

Web RIF3FmASE

55215 $647]W


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \_EHE Web RZFR5XIE

HESZERBERRE

EIEEHATE: 2025-04-25 02:12:49

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
AESHZAEEESS

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESicl iR
Action = String AHSH, XIZOBE: ModifyCustomWhiteRuleStatus.,
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
. o . %%
Domain = String ~fBiE: test.gcloudwaf.com
o FNID
Ruleld = Integer =IfE: 12000121
Status o Integer FXRERES, 12FE. 02X
= wBIE: 1
L
SYBIR ESidl 3%

IRERVIRSTS, MRAENERIEERINNEEIRNZRINARESE, MEEERRMEEMNEZETMessagelINBREEM
Success ResponseCode = MEIFELM
BIfE: success

W—i5EK ID, HIRSIRER, SXERESEE (EHEREEMEERERARSR, WZRERFTEIRE Requestld) . E

Requestld  String BN BB RIERE Requestid.

4. 74
R S & T

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: appli ion/json

ction: ModifyCustomWhiteRuleStatus

A
<PEERSY>

{
1

"RuleId": 1100000001

"Domain": "waf.tencentcloudapi.com",

IRIFRE: BR=ItE (It ) BRSEATF 55216 $647]m


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#ResponseCode
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyCustomWhiteRuleStatus

"Response": {

"RequestId": "5d2(

"Succes

"Mess

"Code":

5. FREHER

ER= APl £&
BfZE AP| £& 228 AP H. iR, API Explorer & SDK SZIEMS—ENTE, HEENA—A\OSAREMRBARIREFRAE AP IS,

API Inspector
BRPAEET AP| Inspector BEEEHGE—SIRIEXBN AP ERER, HEIERSIESRAR AP X8, BalaiE AP Explorer #T7ELZRI

SDK

= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. $EiRE

ARSI T 12O S3iBIEtEXREIRS, EMIEREFL AHER0E,

f5IRG
InternalError
InvalidParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE

filik
PIEREEIR o
SHIEIR.

BRI,

8217 647]H


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E H%\_L:HE Web RZFR5XIE

REENdomain TELZ £ERAIFH <

EIEEHATE: 2025-04-25 02:12:49

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
RERE T domain TEILZSEIRFFX
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Witk ESic] 353
Action = String ~HSH, FEOBE: ModifyModuleStatus.
Version 2 String rHsE, FMEOBRE: 2018-01-25,
Region 2 String AHBY, FRF@mZISH tiFFIE, FMEORSEIFESR: ap—guangzhou, ap-seoul ,
Domain = String %j%%tﬁﬁﬂ’:.]domain
~E: zjm.qcloudwaf.com
WebSecurity 2 Integer \LVeb #Qﬁmﬂ*’ 0s¢1
wBIE: 1
AccessControl 2 Integer ﬁlﬂﬁ_ﬂﬁmﬁi’ Sl
w~IE: 1
. - CCHERFX, 0zk&E1
CcProtection = Integer =pIE: 1
. . - APIZLtERARX, 05(E1
ApiProtection = Integer SEIE: 1
. PrEEstERFFX, OzkE1
=
AntiTamper & Integer SEIE: 1
. FrittimtERFFX, Ozk&E1
k & —
AntiLeakage Integer =EIE: 1
. PRITIERFFX, 08k1
=
RateLimit & Integer =EIE: 1
3. MtieN

SHER ESid ik

W—iEK ID, HIRSIKER, BXERBEE (SEREEMRERERERSR, WZKERFTRIRE Requestld ) o EfITHATE

Requestld  StriNg oz iRy Requestid.

4. 74
P RS

BATH

IRIFRE: BR=ItE (It ) BRSEATF $£218 647K


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyModuleStatus

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

ModifyModuleStatus

"Domain": "zjm.gcloudwaf.com",
"WebSecurity": 1,
"AccessControl": 1,
"CcProtection": 1,
"AntiTamper": 1,
"AntiLeaka g i,

"ApiProtection": 1

"Response": {

"RequestId": "46757cé6e

}
}

5. FEERE
BRZ= APl £&

iflz APl & R45E APl XH4. $8iR8. APl Explorer } SDK R RNA—EAFE, HEENE—AOSZARERBNZRMFRE AP RS,

API Inspector

FRFENEE AP Inspector BEEEHIGE—SREXER AP RAER, HFEMEMSIESRAN API X5, thaaiiE API Explorer #3ELZ&ERI,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

.

)

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeITIR

Tencent Cloud CLI 3.0

6. HHiRfD

ARSI 71O S3 B XRIEIR, EEREiFED 2

HHIRTB

InternalError

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE

5219 H#647]W


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E H%\_L:HE Web RZFR5XIE

(SRR E S

EIEEHATE: 2025-04-25 02:12:49

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
(ER U E

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. M NBY

IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRA AHERSH,
BHEW ik KE iR
Action = String ~H2E, XEOBRE: ModifyObject.
Version 2 String ~sd, XMEOBE: 2018-01-25,

AR, FRFFRSZISH tiEFIER, REOMGHEEPR: ap-guangzhou, ap-seoul, ap-shanghai, ap-

Region = String singapore, ap—tokyo -
. - . {EBRIRIRIR
Objectld =  Sting FBIE: Ib-3zkvjmn7
ObTvpe - Strin MENESEEY: StatusiEMFFX, Instanceld4PESLAI, ProxyiRBIRIRE
pivp = g OUE: Status
St - EOWafFFIRZ, MREBKSHERIASIESKTD
atus a Integer —
w~BlE: 0
Instanceld - Strin FAYSEBIID, UNEFNSEPEAISTHIERIAIIIERRLTD
= 9 ~ENE: waf_2kuil2flcvgm7z3
EEAERE, 0:FF7FR, :UXFFHE—MPHELLEAZFIFIP,2:LAsremote_addriEAZE Fi%IP,3: MBERISLEPFER
Proxy 5 Integer RIEFIKIP, FERiBZIpHeadersFBAH(OpTypefaStatusskProxyhd, ZEEX)
~EE: 1
loHeaders.N & Array of IsCdn=3f%, BEEIISH, XFREEXheader(OpTypeiaStatusskProxyht, ZEHTN)
P ’ = String FBIE: ["spheader","myheader"]
3. e

SHEM B R

E—iERK ID, HIRSiRER, SXERBIEE (HERAEMEERERERSR, WZXERFRIRE Requestld ) o ELITEAIFH

Requestld  StriNg gz iy Requestid.

4.
PN BBRPRR

BATHI

POST / HTTP/1.1

Host af.tencentcloudapi

Content-Type: application/json

IRIFRE: BR=ItE (It ) BRSEATF 58220 #6471


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyObject

@ H%\_L:HE Web RzFEFXESE

X-TC-Action: ModifyObject
<QIHIERSE>

[
1

"ObjectId": "lb-vsfl3vzg",
"Status": 0,

"InstanceId": "waf_vxj234vxcfnm",
"OpType": "Status"

"Proxy": 1,

"IpHeaders": []

"Response": {

"RequestId":

N
I
1
I

5. FREHE

R= APl £&
Sz API & B&E API 3. $8i%63. API Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBAZIEMHAFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—TRIEXEBE AP ERER, HBEMERSIESIRAR API K18, BaTFitE APl Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFFRIEE (SDK) , XIFSHRIRIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

IFRFIE T 12O S5BIRERANEIRID, EthEiRDiER AHEIRE,

$HiRED iR

AuthFailure CAMZEZ/ERER
FailedOperation EBRERM
InternalError.DBErr DBErr
LimitExceeded MBI EEERPRE o
ResourceNotFound BRAEFHE.

IRIFRE: BR=ItE (It ) BRSEATF 221 #647R


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FiE. XAWAFFX

EIEEHATE: 2025-04-25 02:12:49

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
FRE. XAWAFFX

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wik ESic] iR
Action = String ~H2H, XEOBE: ModifyProtectionStatus.
Version 2 String rsE, MMEOBE: 2018-01-25,
Region 2 String AHSBY, FRFEESISN thiEFIER, FMEONSZIFESRY: ap—guangzhou, ap-seoul

. o . 0%
Domain = String FE: www.qcloudwaf.com

_ 1: FEWAFFE, 0: £AWAFFHF%
Status = Integer —
w~BIE: 0
e . WAFRIRRZ, clb-waff{RGHBEWAF. sparta-wafi{%&SaaS WAF, ZilEsparta-waf,

Edition & String

aHIE: clb-waf

3. mitisy

SHEW ESid fEiR

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. 7
BN RKAWAFFFE

BT

https://waf.tencentcloudapi.com/?Action=ModifyProtectionStatus

&Domain=www.test.com

&Status=0
s<AHERSH>

IRIFRE: BR=ItE (It ) BRSEATF 88222 H647H
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Web RIF3FmASE

5. FRERER

HR= API &
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $WEMS—ENTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector

FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP 53, tErTaiE API Explorer ifTEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. {HiRG
ARSI T2 O SiZIEIRXAIEIRID, EhEiRIIER AHEIR0,
RS
InternalError
LimitExceeded
LimitExceeded.SpecificationErr

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

i

PIEREEIR

B E RS .
SpecificationErr

BERS
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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B waffsiriRs

EIEEHATE: 2025-04-25 02:12:49

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
RBwaffhkS

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wi ESic] b35S
Action = String AHSH, XIZOBE: ModifySpartaProtectionMode,
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region = String AHSBY, FRFmZISH tiFFIE, FMEORSEIFESR: ap—guangzhou, ap—seoul
. - . i3
Domain = String wBIE: www.test.com
FAtPIRTS -
Mode - Integer 10: MIUMBRKKAIXAES, 11: MUMBKAKAIMETE, 12: HUMRKKAB=EEX
= 9 20: HINEZHKKAIXAER, 21: MUEZHKKAIMENERX, 22: MUEHIKAIZEHEN
wBIE: 22
. = . WAFHIRZAE, clb-wafi{ERGHIIEWAF. sparta—wafft&SaaS WAF, EilkEsparta-waf,
Edition a8 String —
~BNE: sparta-waf
Tvoe - Inteqer OZEMMUB IR, 12IEHAIRIKE
P = g FOUE: O
= . =flid
InstancelD = String FBIE: waf_000000111
3. ey

SHEW %R iR

E—iEK ID, HIRSiRER, SXERPBIEE (HEREAEMREERRERERSR, WZXERFRIRE Requestld ) o ELITEAIFE

Requestld  StriNg gz rikay Requestid.

4. 7
B newEx

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

: ModifySpartaProtectionMode

IRIFRE: BR=ItE (It ) BRSEATF 58224 H647H
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Web RIS

{

"InstancelID": "waf_0000000002"
"Edition": "ZERFER",

"Domain": "why.gcloudwafl1234.com",
"Type": "1",

"Mode": "10"

"Response": {
"RequestId": "7b3
t

t

P12 R ERPRE

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: ModifySpartaProtectionMode
<AHERSH>

{
"Domain": "test.domain.com",
"Mode": 21,

"Edition": "sparta-waf"

"Response": {
"RequestId":
¥

}

I3 REIE SRR EEMAESR
BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifySpartaProtectionMode

<REERSE>

{
"Domain": "test.domain.com",

"Mode": 21,

IRIFRE: BRzITE (165 ) BRSEAS 55225 $647]W
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"Edition": "sparta-waf"

"Response": {

"Error": {

"Code": "InternalErro
"Message": "JEEAYEIN"

by

"RequestId": "8bc47086-2922
}
}

5. FREHER

ER= APl £&
BfZE AP| £& 228 AP H. iR, API Explorer & SDK SZIEMS—ENTE, HEENA—A\OSAREMRBARIREFRAE AP IS,

API Inspector
BRPAEET AP| Inspector BEEEHGE—SIRIEXBN AP ERER, HEIERSIESRAR AP X8, BalaiE AP Explorer #T7ELZRI

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. {EixRS

PITNGIE 7O SZEIRXANERE, EbERBIFER AHER0,
$5i=tD Fizipuy
FailedOperation BEEM
InternalError PEBEEIR -
InternalError.DBErr DBErr
InvalidParameter SHEIR.
InvalidParameterValue SHEEHEIR.
LimitExceeded B ECEPR S
LimitExceeded.SpecificationErr SpecificationErr
MissingParameter ROSHEIR.

IRIFRE: BR=ItE (It ) BRSEATF 55226 $647]H


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik
BRESA.
BEAE.
BRFFE.
HEAFARA.
HREE,
RIEHUR(E
RHSHER

BRI,

Web RIS

58227 $647]H
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{Ecs P R BRI AN 4%

EIEEHATE: 2025-04-25 02:12:49

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
g2 FAF BRI SR

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Witk ESid) i

Action =2 String ~HESH, XEOBYE: ModifyUserLevel,

Version 2 String rHsE, FMEOBRE: 2018-01-25,

Region =2 String ~HSY, FRERIEN iEFIR, MMEOMSIIFERSI: ap—guangzhou, ap—seoul, ap—singapore o
bomain = String i?ﬂfﬁ: gcloudwaf.com

Level = Integer PPN 300=standard, 400=extended

=HIE: 300

3. ils¥

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4. 7
N EE

BT

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

X-TC-Action: ModifyUserLevel

<AHHERSE>

[
1

"Domain": "www.test.com",
"Level": 300

}

L L]
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"Response": {

"RequestId": "a4010dd1-d24b-43f5-bab4-8abb

t
}

5. FRERR

ER= APl £&
Bl AP| £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OSAREMRBAZIREFRE AP RS,

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HBEIEMSESRAN API {53, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {EiRG

IR 7RO SSIZIEHEXANERID, EthEiRIBFER AHEIRE.
RS i
AuthFailure CAMEZ/ERUER.
FailedOperation BRI
InternalError PIEBEEIR o
InvalidParameter SHER.
InvalidParameterValue SHEESEIR,
MissingParameter ROSHEIR.
UnauthorizedOperation RIGHURE
UnknownParameter REISHEER,

IRIFRE: BR=ItE (It ) BRSEATF 5229 H647]H
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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{Ecs R R BB

EIEEHATE: 2025-04-25 02:12:49

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
1E2FAFBEFAIN, FFREXARFHESRIN
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik KB 3%
Action =2 String ~HESH, REOBYE: ModifyUserSignatureRule.
Version 2 String ~HSY, AMEOE: 2018-01-25,
. - . ~AHSBY, FRFREIFN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul, ap-
Region = String .
singapore o
. - . b2
Domain = String BfE: xx.qcloudwaf.com
. . *kid
=
MainClasslID & String SBIE: 010000000
EEFX0=Xi, 1=FF, 2=REZ
=
Status & Integer SIE: 1
RulelD.N - Array of TRIEMHIMNIZIZE
’ = ReqUserRule FEE: [{"1d":10000001,"Status":1,"Reason":1}]

3. liiew

SHEW £S5 g

W—i5K ID, HIRSIKER, BXERBSED (HEREEMRERRERERSR, WZKERFTLIRE Requestld ) o EfITEAIE

Requestld  String oz ik Requestid.

4. 74
B EwH)

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: appli

ction: Modify rSignatureRule

A
<PEERSY>

{
1

"Status": O,

"Domain": "www.test.com",
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"MainClassID":
"RulelID": [

{
1

"Status": 0,

"Reason": 0,

"Id": "10000266"

L

It
{

"Response": {

"RequestId": "a4010

5. FRERR

ER= APl £&
BIfl= AP| £& 258 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMEAZRERE AP RS,

API Inspector
FPEER AP| Inspector BEEEHAE—HIRIEXBA APLRRIER, HEMEMSIESRAN AP X3, BaIFIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. $HiRE
IAFRFIH THEOWSSIBIEHEXANEIRIG, HEthEiRmER AHEIEE.
IR i}
AuthFailure CAMZEZ/ERUER.
DryRunOperation DryRun ##E, KFBERIGESEMINN, RESET DryRun 2%,
FailedOperation BERM
InternalError PIEBEEIR -
InvalidParameter SHEIR,
InvalidParameterValue SHEESEIR,
MissingParameter ROSHEIR.
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8RS iR
UnauthorizedOperation RIGHURIE
UnknownParameter FISHEIR.

{22 AP REIFFIV 2

EIEEATE: 2025-04-25 02:12:48

IRIRERE: BR=ITE (1bF) BRSEAE 58232 $647]H
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1. OESR

EOERER: waf.tencentcloudapi.com .
IE PGP, FFREXAEERERIN
ZONEOIERIATIRE: 200R/7

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBEELSRURBEMER SDK FRRE.

2. M NBH

UTERSHSIRVIIE TIROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SHEW Wik 3B iR
Action = String ~AHBH, XEOEYE: ModifyUserSignatureRuleV2,
Version = String ~HSH, XFOBE: 2018-01-25,
. - . ~AHSY, FRFEZISH higFIER, FMEONZISEPRY: ap—guangzhou, ap-seoul, ap-
Region = String .
singapore .
. - . f3=
bomain = String TBHE: xx.qcloudwaf.com
. . *id
M | ID &
ainClass & String =HIE: 010000000
S =%: = =&k
Status & Integer gagae? XM, 1=FE, 2=REE
Array of TRIERAIRNTIZR
=
RulelD.N = ReqUserRule FBUE: 100000001

3. milis¥

SHEW %R iR

E—iEK ID, HIRSiRER, SXERPBIEE (HEREAEMEERRERERSR, WZXERFRIRE Requestld ) o ELITEAIFE

Requestld  StriNg oz rikay Requestid.

4. =pI
PN ESEPRFAN, XEAREHREFEIN
BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

tent-Type: application/json

X-TC-Action: ModifyUserSignatureRuleV2

<REERSE>

{
"Domain": "abc.test.com",
"RuleID": [

{
1

"Id": "10000266",
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5. FREHR

A= APl &
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEOREBBNZRHAFE API RS,

API Inspector
FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2aTaiE APl Explorer i#{TEZEI

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. FHiREG

RIS T O SSiZIEIRXAEIRID, BbEiRILIFED 2450,
IR i
AuthFailure CAMEZ/EBUEIR
DryRunOperation DryRun &, KFERIESEMING, RRS(ET DryRun &%,
FailedOperation BIEEM,
InternalError PIEREEIR
InvalidParameter SHIER.
InvalidParameterValue SHEESIR,
MissingParameter ROSHEIR.
UnauthorizedOperation KRIFHURIE,
UnknownParameter REINSEHER,
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iR EQPSHYFX

EIEEHATE: 2025-04-25 02:12:48

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
ISR TR

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Witk ESic] b35S
Action = String ~AHSH, XIZOBYE: SwitchElasticMode.
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region 2 String ~AHSYH, FRFERSTIEN iRFIR, MMEOMSHIFESI: ap—guangzhou, ap—seoul, ap—singapore .
. o . IRA, RggRsparta-waf, clb-waf, cdn-waf
Edition = String =pifE: clb-waf
Mode - Inteaer OXFTXA, 1MKFRITH
= 9 IfE: 0
InstancelD & String flid

wifE: seflid

3. mitisy

SHEW ESid fEiR

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. =6

N THRSRERIFT
RIS HEROTF

BATH

POST / HTTP/1.1
ost: waf.tencentcloudapi.com

: application/json

X-TC-Action: SwitchElasticMode

<AHHERSH>

{
"Edition": "clb-waf",
"Mode": 0

1
I
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"Response": {

"RequestId": "
}
t

5. FRERR

ER= APl £&
BIfZ AP| F& 228 API H. iR, API Explorer & SDK SZIEMS—ZNTE, HEENA—A\OSARERBAZIREFRE AP IS .

API Inspector
FARPTEE API Inspector EEEFHIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API X8, BaFiiE API Explorer #{TE&IER

SDK
= API 3.0 Rt TERENFARTESE (SDK) , XFSMFERIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {EiRG

IR 7RO SSIZIEHEXANERID, EthEiRIBFER AHEIRE.
IR ik
InternalError PIEREEIR
InvalidParameterValue SYEEHEIR.
LimitExceeded B ECEpR S
MissingParameter ROSHEIR.
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IESAASEIER AR ZE S CCREIFIRE

EIEEHATE: 2025-04-25 02:12:48

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
IRIESAASEUENHI RS CCRHPIATS
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM WiE ESicl iR
Action = String ~HSH, XIEOBE: UpsertCCAutoStatus.
Version 2 String rHsE, FMEOBRE: 2018-01-25,
Region =2 String ~HSY, FRERIEN iEFIR, MMEOMSIIFERSI: ap—guangzhou, ap—seoul, ap—singapore o
. - . f%=
Domain = String wFIE: www.qcloudwaf.com
RS
Value 2 Integer 21;]‘{{2 0
Edition = String IR&: clb-waf, spart-waf

aBIfE: clb-waf

3. mitisy

SHEW ESid fEiR

EEERANu

bata String TUE: success

—i5K ID, HIRSIRER, SXERBSER (HEREEMREERRLERERSR, WiZXERFLIRE Requestld ) o ELTHAIFH

R tid Stri
oques "9 mpmRiERE Requestid.

4. 7
PN Waf SRR EfccahEiERE
LN

https://waf.tencentcloudapi.com/?Action=UpsertCCAutoStatus

&Domain=www.test.com

&Value=1

s<AIBERSH>

"Response": {
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5. FREHR

BR= APl &
Bifl= API & B45E API XH4. {8iRf8. APl Explorer & SDK FFREHA—EAFE, HEENE—AOSTARERENZIRMIFE AP RS

API Inspector

FAREET API Inspector EEEHGE—SIREXEKN APHABER, HEMNERSIESRAM AP 53, t2alaiE API Explorer TSR

SDK
= API 3.0 Rt TEREMNFATESE (SDK) , MIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. FEiRG

PATNGIE T O SSiZEIRXAEIRID, EbEiRILBIFED 2450,
RS
InternalError
LimitExceeded

UnsupportedOperation
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B ECERPR S o
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VARG B UAE P WIS

EIEEFATE: 2025-04-25 02:12:52

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
kbbb VR LIRS
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. M NBY
IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRA AHERSH,
BHEW Wik ESic] ik
Action 2 String ~HSH, XZOBYE: DescribeDomainRules,
Version 2 String rHsE, AMEOBRE: 2018-01-25,
Region =2 String ~HSY, FRUFRSIEN iEFIR, MMEOMSIIFEES: ap—guangzhou, ap—seoul, ap—singapore o
Domain & String ?’.‘-_%%Eiﬁ]ﬂ’ﬂiﬁg
TBIE: www.test.com
3. hitieN
SHEM ESid iR
Array of i_ﬁ!mﬂﬂﬁiﬂ% ) ) L N o )
Rules Rule FE: [{Id:1 Type:"&<iEAKE" Level:"IEE" Description:"Bi#R" Modify Time:"2024-07-02 19:44:33

AddTime:"2023-04-27T22:32:49+08:00"}]

W—i5K ID, HIRSIKER, BXERTASER (HEREEMEERRLERERSR, WiZXERFLIRE Requestld ) o EfLiT

Requestld  String EREEREZRERE Requestid.

4. 761
PN USRS R ERNZIE
HIBRIS & IS
BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.co

ent-Type: applicati

Action: DescribeDomainRules

<REERSE>

|
"Domain": "test.gcloudwaf.com"

}

L]
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"Response": {

"Rules": [

. nZERA
: "Efan,

ription":

"ModifyTime": "20

"AddTime": "2020-0

1,

"RequestId": "46

5. FRERR

ER= APl £&
BIfl= AP| £& 258 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMEAZRERE AP RS,

API Inspector
FPEER AP| Inspector BEEEHAE—HIRIEXBA APLRRIER, HEMEMSIESRAN AP X3, BaIFIE API Explorer #FEZRI

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BEITIR

Tencent Cloud CLI 3.0

6. HHiRfl

IR T2 O SSBIRtEXAEIRID, EthiEiRDiER AH4ERE,

$5IRED

FailedOperation
FailedOperation.MysqlDBOperationFailed
InvalidParameter

UnsupportedOperation.InvalidRequest

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE

ik

BERW.
BEMysqISHRELY
SHiEIR.

InvalidRequest

58240 #6473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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@ H%\_L:HE Web RzFEFXESE

Tifjtigas|ZE FAEMNAYBGFED

EIEEFATE: 2025-04-25 02:12:52

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
EifTigas| Z XM R ESFER
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wi ESic] 12343
Action 2 String ~HSH, XIEOBYE: DescribeProtectionModes,
Version 2 String rHsE, AMEOBRE: 2018-01-25,
Region =2 String ~HSY, FRUFRSIEN iEFIR, MMEOMSIIFEES: ap—guangzhou, ap—seoul, ap—singapore o
. - . sparta-wafgkclb

Edition = String FOUE: sparta-waf

. - . f=
Domain = String wFE: www.abc123.com

3. mieN
SHEW ESid) iR
Array of

Modes N A ZEID R HIPHET

TigaMainClassMode

W—iER ID, HERSBWER, SRERBSEE (EHEREEMERRERARSR, WZRERFRIRE

R tid Stri
eques nng Requestld) . EfUEEHESIRHIZRERN Requestld.

4. =6

7PN EigTigas | BN ERBEFEN
B Tigas | EXXMMRHHPES

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeProtectionModes

<AHHERSH>

{
"Edition": "sparta-waf",
"Domain": "test.domain.com"

1
I

IRIFRE: BR=ItE (It ) BRSEATF $241 H647R
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeProtectionModes

Web RIS

{

"Response": {
"Modes": [

{

"Mode": 1,
"TypeID": "010000000"
by

{

"Mode": 1,
"TypeID": "0200C
by

{

"Mode": 1,
"TypeID": "O
H

{

"Mode": 1,
"TypeID": "04(
by

{

"Mode": 1,
"TypeID":

by

{

"Mode": 1,
"TypeID": "

by

{

"Mode": 1,
"TypeID": "09C(
by

{

"Mode": 1,

"TypeID": "

I
"RequestId":
}

}

5. FREHE

HER= API &
Bl AP| F& B8 AP X#. iR, API Explorer & SDK $ZEMS—ENTE, HEGENA—AOZQREMEAZRERFRE AP RS,

API Inspector
EPaiEE API Inspector EREHAE—SIRIEXEN AP REER, HEMERSIESRAN API {53, EaFIE API Explorer {TEL&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

IRIFRE: BRzITE (165 ) BRSEAS 58242 H647H



https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go

@ H%\.L:HE Web RiFFsA S

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRE

RS XL SSIBIBHEXAEIRG, EfhiEREIER 254ER5,
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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@ H% \_L:HE Web RZFR5XIE

It EEFRRFNBGIFREL

mIEEFATE: 2025-06-09 02:17:07

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
EHiTigas|E TAEMNILIBSFER
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik 2R iR
Action = String AHSH, XIZOBRE: UpdateProtectionModes.,
Version 2 String AHSY, MMEONE: 2018-01-25,
Region = String ~AHSY, FRFRSTIEN iRFIR, MEONSHEESRY: ap—guangzhou, ap—seoul, ap—singapore .
. o . %2
Domain = String wBE: www.testwaf.com
SRIE ST
Edition 2  String R

TE: sparta-waf

KZEHWID

TypelDs.N 2 ArayofString  —p e 1010000000,020000000]

ORTUR, 1RT=H

Mode = Integer =pIfE: 0
3. miiay
SHEW ESic) ik
BEER

C R C RspDat
ommanisp ommonispata w~fE: {"Code":0, "Msg":"success"}

W—i5EK ID, HRSIKER, SXERESEE (HEREEMEERRLERERSR, WZXERFTLRE

Requestid | String Requestid) - FEAIIAERBEREZRERE Requestid.
4. 761
a1 EFTigas | ST XIMUAIRGFE
BATHI

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: Update >t ionModes

AERBH
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
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@ H%\_L:HE Web RzFEFXESE

"Domain": "www.testwaf.com",
"Edition": "clb-waf"
"TypeIDs": [

"01000111"

1,

"Mode": O

"RequestId": "3bd023947880

N
I
1
I

5. FREHE

R= APl £&
Sz API & B&E API 3. $8i%63. API Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBAZIEMHAFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—TRIEXEBE AP ERER, HBEMERSIESIRAR API K18, BaTFitE APl Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFFRIEE (SDK) , XIFSHRIRIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

ZIROE X SSIBIEHEXAEIRIS, EfhiEREIER 2H4ERG,
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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IP 18>0
Waf IPER&EDeletezO

ERIEEFATE: 2025-04-25 02:13:11

1. E\O#R

EOiEkiFEE: waf.tencentcloudapi.com .

Waf IPEE&$Deleteiz0 ( EiUEADeletelpAccessControl V2R E R LETEN )
ERMEOIERITEIRS: 200%/%8 -

7185 API Explorer

API Explorer 2t TELIEAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSEELSRURBEMER SDK FRRE.

2. \2¥
UTERSHIIFRNFIE TIEROBSRSHEMBO TS, REQAHSHIIRT AHiEKkeH,
SHEW wik PR 3%
Action 2 String AHSH, FEOHYE: DeletelpAccessControl,
Version = String AHSH, FEOE: 2018-01-25,
Region 2 String ~HSH, FRFRIZISN EFIER, FEONSZISESPRY: ap—guangzhou, ap-seoul, ap—singapore .
. - . %2
bomain = String FBIfE: test.com
- . HiEREipEE
Items.N = Array of String FEIE: [192.168.1.1"]
Isld = Boolean ElsldFBHTrue, WitemsFIRTHERHId, FUWAHIP
= =HIE: false
DeleteAll - Boolean SRR RAYEE TG ER/BIPEE, trueRT2IMER, falseRRRMIRIEEIpEER
- TBIE: false
. EEASEHEEAZE
== =
SourceType & String SBIE: batch
. = IPEEZESER, 4058IPEEE, 425IPEZE
ActionType a Integer SEIE: 42
3. e
SHEM ESicl 12343

HpREMEISRE

Failedltems String =GIE: 1101121

P SN ES S

Fail
ailedCount  Integer =G 1

W—iEK ID, HIRSiKER, SRERTPIEE (HERAEMFEERRERERSR, WZKERFRIRSE Requestld ) o ELTE

Requestid  String b aauimiakey Requestid.

4. 761

1M Waf IPRE®&EDeletel&
HERIPERZ$E

IRIFRE: BR=ItE (It ) BRSEATF £6246 H647R
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O BHS

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

TC

Action: DeleteIpAccessControl

X-TC-A
<QHERSE>

{

"Domain": "test.gcloudwaf.c
"ITtems": [

"1.2.3.4"

1,

"DeleteAll": false

"Response": {
"FailedCount": O,
"FailedItems": "192.16.8.1
"RequestId": "9fbb7be2-214
}

}

5. FRERR
BRE API &

Web RIF3FmASE

Biflz API & RE5E APl XH4. {828, APl Explorer } SDK R RNA—EAFE, HEENE—AOSZARERBNZRMFRE AP RS,

API Inspector
MEFaiEE API Inspector BEERHAE—SRIEXEN APRBAER, HEIERSIES

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

PAUTRFIH 71O S3iSIEtEXRIEIRD, EMEREIEL A=ER0E,
RS

FailedOperation.TheNumberOfOneTimeDeletionsReachedTheUpperLimit

IRIFRE: BR=ItE (It ) BRSEATF

KRAEY API {13, tBaIFIE API Explorer #TE&RIR

ik

—IRERIPREEIAE) EIR
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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O BHS

5=t

InternalError
InternalError.DBErr
InvalidParameter

UnsupportedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

R
PIEREIR
DBErr
SHIEIR.

BEARSHS

Web RIF3FmASE

55248 647
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IPEEREHFREO

EIEEHATE: 2025-04-25 02:13:11

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
Waf IPEESRERRAMHIRED
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM wik KB iR
Action = String AHSH, XIZOBE: DeletelpAccessControlV2,
Version 2 String AHSY, FMEONE: 2018-01-25,
Region = String ~HSY, FRFRSTIEN igFIR, MEONSHEESEI: ap—guangzhou, ap—seoul, ap—singapore .
. o . %2
bomain = String BIE: test.com
Rulelds.N o Array of Inteaer MUIDFIZE, SZiFHtENRE, EDeleteAlIZEMtruelIIHETLARIE
’ = y 9 =HE: [552091011,552091010]
DeleteAll - Boolean MRS RENEE FHFMER/BIPEE, trueRF25MiR, falseRRRMREEIPRE, HEHPARZF
= TBE: false
SourceType & Strin batchFxRAHERHIFNIPEEZS
ype | B 9 FBIE: batch
. - IPERRZHER, 408IPEBE, 424IPEEE, EDeleteAllatruefIiHEXELSE
ActionType a Integer _ .
TENE: 42
3. mtiay
SYEIR ESidl i35

R EMPRAIIHRRTRIPREMAIRE

FailedC t Int
ailedCoun nteger SBIE: 10

W—iEK ID, HERSIRER, BXEREED (HEREEMEERRLERERSR, WiZXERF2IRE Requestld ) o EfLTE

Requestid  String b oo mtimmilRa) Requestid.

4. 74
wH IR IPRE S

BATH

POST / HTITP/1.1

Host: waf.tencentcloudapi.com

sControlv2
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@ H%\_L:HE Web RzFEFXESE

"Domain": "www.gcloudwaf.com",

"DeleteAll": true,
"SourceType": "log",
"ActionType": 1,
"RuleIds": [
55102222,

55562222

"Response": {
"FailedCount": o

"RequestId": "46757c6e

5. FREHER

A= APl £&
Sz APl & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERFE, HEENE—ANOEORERBNZRHAFE API RS,

API Inspector
FBREET APl Inspector EEEHIAE—SIREXERKN APHRBER, HEMERSIESHRAR AP K53, t2alaiiE API Explorer i{TEZEI

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. $HiRE

IR T O S5BIREXAEIRID, EthEiRBER AHEIRE.

$HiRtY i
FailedOperation.TheNumberOfOneTimeDeletionsReachedTheUpperLimit —IR PR S EIXF LR
InternalError PIEBEEIR o
InternalError.DBErr DBErr
InvalidParameter SHEIR.
InvalidParameterValue SHEVEER,
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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@ H%\_L:HE Web RFAR5A S

$HIR6D ik
ResourceNotFound BRAFFE,
UnsupportedOperation BERZS.

EIRWAF Bz ZEIPiFIS

EIEEATE: 2025-04-25 02:13:11

IRIRERE: BR=ITE (1bF) BRSEAE 5525164731



O BAT

1. OESR

EOERER: waf.tencentcloudapi.com .
HIRWAF BahEZIPiEE, 35 EshEigiks
ZONEOIERIATIRE: 200R/7

#EFE(ER API Explorer

Web RIS

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBEELSRURBEMER SDK FRRE.

(\»
4
i
i
»
S
W
3
2
W
=
»
)FF
bl
%
o
&

AHSH, XIZEOBYE: DescribeAutoDenylP,

AHSY, FMEONE: 2018-01-25,

~BlE: test.com

EifIPEMEHERE
w~FIE: 1.1.1.1

HHEHRIR
BiE: 1
eS|
wBIE: IP

BRAEREE
BiE: 1

BRAER AR R
wE: 1

eiEeiRIET = [T
wE: 1

eUERtiE R AR R
BiE: 1

fRigE
A 1

PRI
wIfE: 1

RIEEF
FBUE: rulename

HiFS%
~E: desc

BifIPHERSEESR

2.8 2%
LATFERSHIRRFIL T EOBRSHEINBL A
SHEW Wik ESid)
Action = String
Version =3 String
Region = String
Domain = String
Ip a String
Count a Integer
Category a String
VisMin a Integer
VisMax a Integer
CtsMin & Integer
CtsMax & Integer
Skip a Integer
Limit B Integer
Name a String
Sort & String
3. miiay
SHEW ESid) g
FEIE:
Data IpHititemsData U

{"Res":

"TotalCount":1}

IRIFRE: BR=ItE (It ) BRSEATF

~AHSH, ERFRTISHN TR, FIEONZISHEPRY: ap-guangzhou, ap-seoul .

[{"Action":32,"Category":"cc","Ip":"192.168.1.1","Name":"name","TsVersion":1730625888,"Valid Ts":17306258

55252 3647H


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#IpHitItemsData
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAutoDenyIP

SHEW R

W—iERK ID, HIRSIKER, BXERTEED (EEREEMEERERERSR, Wiz

Requestld  String EBIREZRERE Requestid.

4. 74
BN HEWAF ERIEIEIP

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeAutoDenyIP
<AHERSH

{

"Count": O,
"Category": "cc"
"Domain": "www.test.com",
"Name": "name"

"Ip": "192.168.1.1",
"VtsMax": 1,
"VtsMin": 1,

"Sort": "CreateTime"
"Limit": 1,
"CtsMin": 1,

"Skip": 1,

"CtsMax": 1

"Response": {
"Data": {
"Res": [

{

"Action":
"Category":
npn: n

"Name": "name",
"TsVersion":

"ValidTs":

1,

"TotalCount":

by

"RequestId": "a4010
}

}

BHR= APl &

IRIFRE: BR=ItE (It ) BRSEATF

RFE

S

Web RIF3FmASE

18 Requestld) . Efiia

55253 #647]m




@ H%\_L:HE Web RzFEFXESE

Biflz API & RE5E API XH4. {828, APl Explorer } SDK FRRNA—EAFE, HEENE—AOSZARERBNZRMFRE AP RS,

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HEIMERSESRAN API X3, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. EiRG

AR 7O SSIBIEHEXANEIRID, EMhEiRIBER AHERE.
IR ik
InternalError PIEREIR
InvalidParameter BHEIR.
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HEFPIPERZRES

EIEEHATE: 2025-04-25 02:13:11

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
Waf #t25PIPERZ RS
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEM Wik KB iR
Action = String ~HSH, XIZOBYE: DescribeBatchlpAccessControl.
Version 2 String A~HSY, MMEONE: 2018-01-25,
Region 2 String ~HSY, FRERSEN iEFIR, MMEOMSIIFERS: ap—guangzhou, ap—seoul, ap—singapore o
TEIESM, 5 ActionType (TTiERIER40: BRE, 42: B&H) , ValidStatus ( TEREO: 258, 1: &
Array of ¥, 2: 3HA) , Ip, Domains (15&35%& ) , Groupld (BHPMIRAEID ) , GroupName ( BAFIISRER ) ,
Filters.N 2 Filtel%,sltemNew Ruleld (#IWID) , TimerType (&5, 1: kALY, 2: ENER, 3: HEARAER, 4: HARBEXY)
FHIE: [{"Name":"ValidStatus","Values":["1"],"ExactMatch":true},
{"ExactMatch":false,"Name":"ActionType","Values":["42"]}]
/739
ffSet B Int —
OffSe nteger =BIE: 0
i = PRl
Limit a Integer =@iE: 20
- . HiFSH
sort = String =BIE: ts_version:—1
3. e
SHEW ESid) g
Data BatchlpAccessControlData fu]

W—iER ID, HIRSIRER, SRERBIEE (A FEREEMEERETARSR, WZRERTRIRE

R | i
equestld  String Requestld) . EEEHEBIEMZRIBR Requestid,

4.
RPN Waf SREipRESSER

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF 55255 #6471
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Web RIS

"Sort": "ts_version:—-1",
"Limit": 20,

"Filters": [

{

"Values": [

"Domain"

1,

"Name": "www.q.com",

"ExactMatch": true

1,
"Offset": 0

"Response": {
"Data": {
"Res": [

{
"ActionType":
npn: n
"Note": "
"Source": "
"TsVersion":
"ValidTs":

"Hosts": [

"TotalCount":
by
"RequestId":
}

¥

5. FREHER

A= APl £&
Sz API & 246 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEORERBBNZRHAFE APl RS,

API Inspector
FARFTET AP Inspector BEEFIGE—SIRIEXBE AP ERER, HFBRMERSIESIRAR API K58, BaTFitE APl Explorer #{TE&EIR

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

IRIFRE: BRzITE (165 ) BRSEAS £5256 16471
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O BHS

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRfl

AR TR O SSBIRtEXAEIRD, EfthiEiRDER AR

$5IRE

InternalError
InternalError.DBErr
InvalidParameter

InvalidParameterValue

IRIRERE: BR=ITE (1bF) BRSEAE

ik
PIEREIR -
DBErr
SHEIR.

SYEEEIR.

Web RIF3FmASE

55257 $647]W
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s E H%\_L:HE Web RZFR5XIE

IPEEREEN

EIEEHATE: 2025-04-25 02:13:11

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
Waf ipBE&8Ef

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik HER 3%
Action = String ~HSH, XIZOBYE: DescribelpAccessControl,
Version = String rHsE, FMEOBRE: 2018-01-25,
Region =2 String ~AHSY, FRFRSIEN iERFIR, MMEOMSIFEESRY: ap—guangzhou, ap—seoul, ap—singapore .
. - . 1%E
bomain = String TBlE: test.testwaf.com
o HHEHRIR
Count = Integer =ifE: 1
Acti - i, A0RTEIEGE, 12K TEHEZH
ctionType a Integer — .
REIE: 40
. - ==UNClEE G
CtsMin = Inteder  —pim: 1643504882000
- BRA IR ERATIEEE
CtsMax & Inteder  —miE: 1646273282000
- . - = o -
OffSet = Integer ?ﬁ{ﬁfgg, ELimitE#(E . &/IMEH0, mA(E= Total/Limit[m LERE
wBIE: 0
. BWREEHE, BHAH20
=
Limit a Integer SEHE: 20
=
Source & String SHIE: custom
. HiFS %
=
Sort = String BIE: ts_version:—1
. IP
=
Ip = SUINg SmE: 1414
AR RER ) e ’ G
ValidStatus = Integer Elis&o{klw 1RTER S, 28T, 0RTLI
wBHE: 1
RNERARTIERIAT IEEL

ValidTimeStampMin & String SHIE: 1674958082000

EABBE AR

I - .
ValidTimeStampMax a String =pifE: 1674958082000

MWD

Ruleld R~MEME: 551024411

iy}

Integer

IRIFRE: BR=ItE (It ) BRSEATF $£258 #647R
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O BHS

Web RIF3FmASE

SHEM Wik RKE Fiiipuy
. - ORTEM, 1RTFKAEN, 2RTEREN, IRTEAHEEY, ARTAHEEY
TimerType a Integer

3. |miieN

SHEW B

Data IpAccessControlData
UsedTotal Integer

Requestld  String

4. 76

TN IPRAZRE

IPEZRENA

BATH

https:

omain=www.test.com

5_version:-1

s<AHFRSH>

"Res":

{

"Id": "66a34
"RuleId": !
"IpList": [
"113.108.

1,
"ActionType":
"Ip": "11
"Note": "",
"Source": "cust
"TsVersion":
"CreateTime":
"ValidTs":
"JobType"
"JobDateTime" :
"Timed": [

{
1

IRIFRE: BR=ItE (It ) BRSEATF

//waf.tencentcloudapi.com/?Action=Describ

aBiE: 1

R

ik

TBIE: {"Res": [{"Id": "66a341dd8f33c805d65f4765", "Ruleld": 5501526871, "IpList": [
"13.108.77.69" ], "TotalCount": 1}

BEERNIPEESRIPRE
~IE: 100

K—iEXK ID, MRSIKER, SRERBIIERE (SEREEMRERFREIRIARS, WZRERFSIRE
Requestld ) . EfIARITEEIRHIZRIBEREN Requestid,

Control

85259 #647)
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"StartDateTime": ’

"EndDateTime":

"Cron": [],

"TimeTZone": "UT
by

"CronType": "week"

"ValidStatus": 1

"TotalCount":
by
"RequestId":
}

}

5. FRERR
BRE API £4&

Bifl= API & B5E API XH4. {8iRf8. APl Explorer } SDK FRRHNA—EAFE, HEENE—AOZARERBNZIRMIE AP RS

API Inspector

FARFEE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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» Tencent Cloud CLI 3.0

6. $EiRE

PATRFUH T O S3iBIEIAXAEIRTD, EthERIBER A=EE

§EIRED

InternalError
InternalError.DBErr
InvalidParameterValue

ResourceNotFound

IRIFRE: BR=ItE (It ) BRSEATF

4t
=

=

5o

P

PIEBEEIR
DBErr
SYEEHEIR.

BRAFE.

Web RIF3FmASE
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O BAT

Waf IPFHEIRESES

EIEEHATE: 2025-04-25 02:13:10

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

Waf IPEIEREEN

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. mAEH

UTERSHIIRIIE T ROBRSHMDBIL

SHEW
Action
Version

Region

Domain
Count
Category
CtsMin
CtsMax
Skip
Limit
Name
Sort

Ip
ValidTimeStampMin

ValidTimeStampMax

3. milis¥

HO

HO

il

il

o

iy

7|

17|

m

m

|

|

o

9\

ESid)
String
String

String

String

Integer

String

Integer

Integer

Integer

Integer

String

String

String

Integer

Integer

IRIFRE: BR=ItE (It ) BRSEATF

~AHSH, XIZOBYE: DescribelpHitltems.

ARSE, FEONE: 2018-01-25,

%

Web RIS

<P mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

AHSH, FRFE@mSZIFH tiFFIE, FMEORSEIFESR: ap—guangzhou, ap—seoul, ap—singapore

\

=&

=BIE: www.abc.com

HEHRR
wBIHE: 1

251, ipEEEf&EHauto_d
=Bl{E: auto_deny

CUZRTiEl R AT iE)EE

eny

A 1698825494000

CUZRiEl R AR B R

f{E: 1698825494000

RIESE
~fE: 57737

IRHIEE, categoryFEFthreat_intelligenceld, ZEFTEXE

BIE: 10

EREERR
wE: WE—TF

HIFSH
E: 1

IP,categoryféthreat_intelligencefIRHE, ZEXE

~HIE: 1.2.3.4

BRAERN R

BIE: 1698825494000

BRI

~E: 1698825494000

55261 647)
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeIpHitItems

@ H%\_L:HE Web RzFEFXESE

SHEW ESid R

=R

Data IpHititemsData FHUE: {"waf"deny"}

W—iER ID, HIRSIRER, SRERBRIEE (HEREEMEERRLETIARSR, WZRERTEIRE Requestld) . E

Requestld  String BB ZRBERE Requestid.

4. 74
BN Waf IPEIERSER

BATH

https://waf.tencentcloudapi.com/?Action=DescribeIpHitItems

&Domain=www.test.com

&Limit=10
&Sort=ts_version:-1
&Count=1

&CtsMin=1578468704000

&CtsMax=1578499199000

s<AHFRSH>

"Res": [],

"TotalCount":

by

"RequestId": "a4010dd1-d24b-43f5-bab4-8a6b20
}

t

5. FRERR

ER= APl £&
Bl AP| F& 228 API H. iR, API Explorer & SDK $SZEMS—ZNTE, HEENA—A\OSARERBAZIREFE AP IS,

API Inspector
FARTEE API Inspector EEEFHIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API K18, BaFiiE API Explorer #{TE&IEIR

SDK
= API 3.0 Rt TERENFARTESE (SDK) , XFSMFERIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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BSTIR
» Tencent Cloud CLI 3.0

6. HiRG

IR 7O SSIZIEHEXANERID, EthEiRIBER AHEIRE.
$Hi=t5
InternalError
InternalError.DBErr

UnsupportedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

1235
RIEBEEIR .
DBErr

BERZF,

Web RIF3FmASE

58263 $647]m
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5 E H%\_L:HE Web RZFR5XIE

EifipEsin

EIEEHATE: 2025-04-25 02:13:10

1. |EOkR
EOiSKFESE: waf.tencentcloudapi.com .
REIpETMNFERES

BOAMROIERIZRIRH: 200R/% -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wigk ESic] ik
Action = String ~rHSH, XIZOBRE: DescribeWafAutoDenyRules,
Version = String ~H2E, XEOBE: 2018-01-25,
Region = String ~HSE, FRFRTIEN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .
. - . i#&
bomain = String *lE: test.qcloudwaf.com
- . Efilld
Instanceld = SUiNG  ZiE: 'waf_2kw7u81k00kpOoyd'
3. ey
SYEM ESidl 3%
WEHREIEE
AttackThreshold Integer SEIE: 1
. WkRdiEliEE
TimeThreshold Integer =EIE: 1
. BzhEi AT E
DenyTimeThreshold Integer =pIE: 1
Bl EIRE
DefenseStatus Integer =EIE: 1
HiEKIESource=zE custom-EHEX(%iA). batch-domain-#tE1&HE
Source String
E: custom
BIRIPRIEZIKE
HWState Integer SEIE: 1
Requestld Strin —iEK ID, HRSIKER, SRBERESIEE (EEREEMREFRETERSR, WiZXBERFEIXE Requestld)
q Y ERRENEEREZRERE Requestid.
4. 76
TN ENipEFFAER
BT
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@ H%\_L:HE Web RzFEFXESE

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

DescribeWafAutoDeny.

"Domain": "test.gcloudwaf.com"

"Response": {
"TimeThreshold": o
"DenyTimeThreshold": O,
"Atta hreshold":

"DefenseStatus":

"RequestId": "1234

"HWState":
}
}

5. FRERR

ER= APl £&
B AP| £& 228 API XH. iR, API Explorer & SDK $SIEMSG—ENTE, HEGENA—A\OSAREMRBAZIREFRE AP RS .

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRRBER, HEMEMSESRAN API X3, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

AUTFRFIE 71O S3iSIEEXRIEIRD, EMIEREEFEL AHER0E,

5N 12743
InternalError.DBErr DBErr
UnsupportedOperation BERZIS,
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O BHS

HEIAWAF B S FHERIFS

EIEEHATE: 2025-04-25 02:13:10

1. EO#R

IEOLFRFERTE o

it T&RfE: 2025-03-30 16:41:00
EOiEkiFESE: waf.tencentcloudapi.com .
EFEO

IRWAF Bl EEIRIEE
BRMEOISRINEIRS: 200K/ -

2. @AY

UTERSHEIIRIIE T ROBRSHNDI LY, REAUSHIIRR 2HERSH,

SHEM Witk ESic) iR

Action = String ~rHESH, FEOBYE: DescribeWafAutoDenyStatus.,
Version =} String S, MEONE: 2018-01-25,

Region =3 String AR, FRFEEIIFH HER.

3. milis¥

BHEW bS] iR

WAF B&i#Z5iFE

=E: {"WafAutoD Details": { "A KT. " ["ide" ], "A kTh hold": 1
WafAutoDenyDetails  AutoDenyDetail FE: {"WafAutoDenyDetails": { "AttackTags": [ "idc" ], "AttackThreshold": 1,

09-22T00:00:00+00:00" },

Web RIF3FmASE

"DefenseStatus": 1, "TimeThreshold": 1, "DenyTimeThreshold": 1, "LastUpdateTime": "2020—

W—i5K ID, HIRSIRER, SXERBED (FEREHEMREERRERERSR, WZXERFIRE

Requestid String Requestld) . EAUABREEEMZRER Requestid.

4. 74
PN FERWAF ERD SR

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: i c ion/json

X-TC-Action: DescribeWafAutoDenyStatus

AERBH

"WafAutoDenyDetails": {

"AttackTags": [

IRIFRE: BR=ItE (It ) BRSEATF
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@ H%\_L:HE Web RzFEFXESE

"AttackThreshold": o
"DefenseStatus": o
"TimeThreshold": o
"DenyTimeThreshold":
"LastUpdateTime": "2

te

"RequestId":

5. FRERR

ER= APl £&
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGNA—A\OZAREMRMARREFRE AP RS,

API Inspector
FPEER AP| Inspector BEEEHAE—HIRIEXBM APLRRIER, HEMEMSIESIRAN API X3, BaIFIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIFSHRIZIES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. $HiRE

IAFRFIH THEOWSSIBIEHEXANERID, HEthEiRIER AHEIEE.
RS s
InternalError PIBREEIR o
InvalidParameter SHER,
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(Eekip#&si N

mIEEFATE: 2025-04-25 02:13:09

1. |EOkR
EOiSKFESE: waf.tencentcloudapi.com .
EipiESIRAm

BOAMROIERIZRIRH: 200R/% -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. \MN\EY
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wwigk ESic] b35S
Action = String ~HSH, XZFOBE: ModifyWafAutoDenyRules,
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region 2 String ~HSE, FRFERSTIFN TR, FIEONSZIFESRY: ap—guangzhou, ap-seoul .
. - . o=
Domain = String FffE: test.qcloudwaf.com
= R PHENKEXHERE, BEH2~100:R%
AttackThreshold = Integer I 100
. - IPHIZEGITAYE, BEIH1-6058
TimeThreshold = Integer SBIE: 60
. - R IPHZERREEIE, BEN5~36053%
DenyTimeThreshold = Integer SBIE: 120
= BhEZERE, 0FRT~Xdl, 1RTITH
DefenseStatus = Integer SEIE: 1
3. miia¥
SHEW ESid) 3%

BRINAIIRETS, FEJSONMFEBEBER, BEMEIZ2{"HE""RE"}, RINEKESBRASuccess, HERNAKXMAPRESE
Success ResponseCode (yunapiEXR$EI=Rg )
FBIE: {"Code":"0","Message":"success"}

W—iER ID, HIRSIRER, SRERBRIEE (EEREEMEERRLETIARSR, WZRERTEIRE Requestld) . E

Requestld  String BN BB RIERE Requestid.

4. =H

PN EipEFRE
fERipETRE

BATH

POST / HTITP/1.1

: waf.tencentcloudapi.com

ype: application/json
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"Domain": "test.test.com",
"TimeThreshold": O,
"DenyTimeThreshold": O,
"AttackThreshold": O,

"DefenseStatus": 0

"Message":

1
I

"RequestId":

5. FREHR

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHRHA—EAFE, HEENE—AOSARERENZIRMIFE AP RS

API Inspector
FARFEET API Inspector EEEHIAGE—SIREXEKN APLARER, HEMERSIESRAM AP K63, tBaIaiE API Explorer TSR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.
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» Tencent Cloud CLI 3.0

6. HiRG

PATRFIH T O S3iBIEIRXREIRD, BRIl AH4ERE.
IR iR
UnsupportedOperation BIERZSS.
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EIEEHATE: 2025-04-25 02:13:12

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
i) =g = E=1 ]

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik KB i::7%
Action = String ~H2H, XEOBE: AddDomainWhiteRule,
Version 2 String Sy, AMEONE: 2018-01-25,
Region 2 String ~HSY, FRSRIIEN iEFIR, MMEOMSIIERS: ap—guangzhou, ap—seoul, ap—singapore .
. - . EERINAYEES
bomain = String FBE: test.com
- EERMATHR
Rules.N & Array of Integer FBIE: [88779744]
- . FBERMAGHRMurl
Url & String =B \waf
. - . MU TE
Function a String FEIE: fun
St - MNESFFX, ORTHNRKA, 1FRTHANFTF
atus & Integer —
wBIE: 0
3. mtiay
SYEIR ESidl 3%
#lid
Id Integer =l 1

W—i5EK ID, HIRSIRER, BXERESED (S EREEMEERERARSR, WZRERFTEIRE Requestld ) . EfIiEETE

Requestld  String gy immisskiy Requestid.

4. 74
AN MR EANEEE

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
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"Domain": "abc.gcloudwaf.com",
"Rules": [
2
1r
"Url". H/'aqﬂ
B CER
"Function": "prefix",

"Status": 0

"Response": {
"RequestId": "cdf",

"Id": 111

N
I
1
I

5. FREHE

R= APl £&
Sz API & B&E API 3. $8i%63. API Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBAZIEMHAFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—TRIEXEBE AP ERER, HBEMERSIESIRAR API K18, BaTFitE APl Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFFRIEE (SDK) , XIFSHRIRIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. FHiRES

IFRFIH 7RO SSBIEHEXASEIRIG, EMbEiRLIER AHEIEE.
RS i
FailedOperation BRIEEM
FailedOperation.MysqlDBOperationFailed BIEMysqlEiRERM
InvalidParameter SHER,
InvalidParameterValue SHEYEEIR,
UnsupportedOperation BERZS.
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IR ik

UnsupportedOperation.InvalidRequest InvalidRequest

PR = RN 5% 28

ERIEERATE: 2025-04-25 02:13:12

1. gEOR
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@ H% \_EHE Web RZFR5XIE

EOERER: waf.tencentcloudapi.com .
il Esa=gnbl] = E4=:)
ZONEOIERIATIRE: 200R/7

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNBEELSRUREMERN SDK FRRE.

2. M NBY

UTERSHSIRVIIE TIROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SYEMR Wik HEER 3%
Action = String AHSH, FEOHE: DeleteDomainWhiteRules,
Version = String AHSH, FEORE: 2018-01-25,
Region 2 String AHSY, FRFmIZISH 5%, FEOMEIFEDR: ap—guangzhou, ap—seoul, ap-singapore .
. - . EEMRRAIMNIE S
bomain = String BIE: www.test.com
- FEMRRRIEZ BN
Ids.N & Array of Integer e —

3. Jitisy
sgEm %W

Hs

bata NG  — i "l

W—i5K ID, HIRSIKER, BXERBSED (HEREEMRERERERSR, WZXERFTLIRE Requestld ) o EfITEAIE

Requestld  String oz ik Requestid.

4. 7p

PN PR EANE S8
B BRI AN 945 28

BT

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

C-Action: DeleteDomainWhiteRules

"Domain": "abc.gcloudwaf.com",

P

L]
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"Response":

"RequestId": "
"Data": "

}

}

5. FEERE
BRZ= APl £&

iflz API & 245E APl XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOZARERENZRMNRRE AP RS,

API Inspector

FRFENEE AP Inspector BEEEHIGE—SREXEKR AP RAER, HFEMEMSIESRAN API 5, thaaiiE API Explorer #3ELZ&RI,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZIES, EEAENTERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. HHiRf0

IR T2 O SSBIRtEXAEIRIS, HthiiRBiER AH4ER0,

5=

FailedOperation
FailedOperation.MysqlDBOperationFailed
InvalidParameter

InvalidParameterValue

UnsupportedOperation.InvalidRequest

IRIFRE: BR=ItE (It ) BRSEATF

ik

BIERWY.
BEMysqISHREEEY
SHiEIR.
SYEEER.

InvalidRequest
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IREUEZ BN B &

EIEEHATE: 2025-04-25 02:13:11

1. EOkR

Web RIS

EOiSKFESE: waf.tencentcloudapi.com .

REUSZRIMNE S S

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

<> mEEIE

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

2. \MN\EY
SHEW WiE ESicl
Action 2 String
Version = String
Region = String
Domain = String
Url a String
Page & Integer
Count & Integer
Sort & String
Ruleld & String

3. mia¥
SHEW ESicl

. Array of

RuleList g leList
Total Integer
Requestld  String

4. 76

TN FEUSEAHNAERE

IREUHZ AN B Z 8

ik

AHSY, FNMEORE: DescribeDomainWhiteRules.

A5, FMEONE: 2018-01-25,

AHSE, FRFESIFH TR, EOGHFEPR: ap—guangzhou, ap-seoul, ap-singapore .

EETONES
fE: test.qcloudwaf.com

BRI PITEER
TBIE: ftest

BEIZP]R
w~BIE: 0

BRETIHEE
wBIE: 10

HFB I, descRRIER, ascRFAF
~fE: desc

MWD
TBE: 16

ik

EIETIES
aHBIE: [{"CreateTime": "2024-05-27","Function": "eq","ld": 33371,"Rules":
[22,72,73,85,86,87,88,90,91,92,],"Status": 1,"Time": "2023-11-07","Url": "/qw"}]

MNpEE
wBifE: 20

W—i5ERK ID, HIRSIRER, SRERBIIRE ( EEREEMBRRFREIRERS R, WiZXERALIXE Requestld) . EL
AR R E R MHIZIRIE KA Requestld.
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BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

TC-Z

ction: DescribeDomainWhiteRules

X-TC-A
<QHERSE>

{

"Domain": "test.gcloudwaf.com"

"Total": P
"RequestId": "eacobk
"RuleList": [

[
1

TEePy 1,

"Rules": [

5. FRERR

ER= APl £&
BIfZ AP| F& 228 API XH. iR, API Explorer & SDK SZEMS—ENTE, HEENA—A\OZARERBAZIREFE AP IS .

API Inspector
FARPTEE API Inspector EEEFHIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API X8, BaFiiE API Explorer #{TE&IER

SDK
= API 3.0 Rt TERENFARTESE (SDK) , XIFSMFEIRIES, REEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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« Tencent Cloud CLI 3.0

6. {EiRB

IATNFIH 71O SSiBIEEXREIRD, HMERLIERN AH=EIRE,
IR iR
FailedOperation.MysqlDBOperationFailed BRIEMysqlEURELB
InvalidParameter SHIER.
InvalidParameterValue SHEEEIR.
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HIRWAF B BME IR SRR EC HIFIS

EIEEHATE: 2025-04-25 02:13:10

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
HAWAF B BMSIRSISERIREE B
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,
SRR & B filiR

Action = String A2, XIEOBYE: DescribeWafThreatenlintelligence,

N

Version £ String  AHS%, FEOBE: 2018-01-25,
Region = String  AH2H, FNF@ESISHN tiFFIE, FMEORSIFESR: ap-beijing, ap—guangzhou, ap-seoul, ap—singapore .

3. milis¥

SHEMW ESid) ik
WAF HBEIRHEER

WafThreatenintelligenceDetails =~ WafThreatenintelligenceDetails = =flff: {'"DefenseStatus": 0, "LastUpdateTime": "2020-09-
22T00:00:00+00:00", "Tags": [ "global" 1}
W—iEK ID, HIRSinER,, FRERIPLIRE (EHEREEMFRERLEEARS

Requestld String i, MZRIERFEIKE Requestld) . EfDEHREIREIZRIERAY
Requestld.

4. 7p

PN HEHRWAF BREHS R SR
HEIRWAF BB RIS

BT

POST / HTTP/1.1

X-TC-Action: DescribeWafThreatenIntelligence

"Response": {

"WafThreatenIntelligenceDetails": {
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"DefenseStatus": o

"LastUpdateTime":

"RequestId": "reg-1234"
t
}

5. FRERR

ER= APl £&
B APl £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OZAREMRBAZIREFRAE AP RS .

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HEMERSESRAN API X3, BaEIFIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. EiRG

IATNFIE 7O SSiBIEERREIRD, HMERLIERN AH=EIRE,
T iR
FailedOperation.MysqlDBOperationFailed BRIEMysqlEURELB
InternalError PIEREIR o
InvalidParameter BHEIR,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \_EHE Web RZFR5XIE

BEE—FHN

EIEEHATE: 2025-04-25 02:13:10

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
EE—RN

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik KB i::7%
Action = String ~H2H, XEOBE: ModifyDomainWhiteRule,
Version 2 String Sy, AMEONE: 2018-01-25,
Region 2 String ~HSY, FRSRIIEN iEFIR, MMEOMSIIERS: ap—guangzhou, ap—seoul, ap—singapore .
(= 5]
. - . EEENAIRNAEES
Domain = String FBE: test.com
B&&id
=
Id & Integer =piE: 1
MUEYidFIER
=
Rules.N & Array of Integer =pifE: 1
. FAMI roERER R
=
Url & String FOUE: path
. . HRNIPeEeys %
=
Function a String SEIE: fun
St - HNEIF RS, ORTEXAFX, 1RXTHIHAX
atus & Integer

whE: 1

3. Jitisy
sgEm %W e

W—i5K ID, HIRSIRER, SXERBSED (HEREEMRERRERERSR, WiZKERFLIRE Requestld ) o EfLTEATE

Requestld  StriNg g0 mizeimsit Requestids

4. 7%

PN BN
XiAEZ BN

BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyDomainWhiteRule

IRIFRE: BR=ItE (It ) BRSEATF 55280 #6473
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"Domain": "abc.gcloudwaf.com",
"Id": 111,

"Rules": [

"Urlm. "/aan
: ’
"Function": "suffix",

"Status": 0

"Response": {

"RequestId": "123894afsad

5. FRERR
BRE API F&

Sz APl & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERFE, HEENE—ANOEORERBNZRHAFE API RS,

API Inspector

FBREET APl Inspector EEEHIAE—SIREXERKN APHRBER, HEMERSIESHRAR AP K53, t2alaiiE API Explorer i{TEZEI

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. FHiREG

PATRFILE T O SZIERXAEIRTG, HEEIRIGFER AHERE
$HiRtY
FailedOperation
FailedOperation.MysqlDBOperationFailed
InvalidParameter
InvalidParameterValue

UnsupportedOperation.InvalidRequest
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fEiR

EERM
BEMysqISHREERY
BHIER.
SYEEHEIR.

InvalidRequest
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EeEWAF A S HREIERIRIFIS

mIEEFATE: 2025-04-25 02:13:09

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .
B BEWAF BB BRI SEIRIEE
EROAECIIERITRIRS: 200R/%

IRIRERE: BR=ITE (1bF) BRSEAE 58282 #647]m



O BAT

7 ER API Explorer

Web RIS

API Explorer 2t TTELIAR . ESWIE. SDK KBEMRERTIROSHN . ETEESXARNERNSRESRIURBMERN SDK FRRG.

2. mAEH

UTERSHSIRMIIE TIROBERSHMBE 2HSY, RRAHSHIIRD 2AHERSH,

SHEM wisk
Action =
Version =
Region =

WafThreatenintelligenceDetails &
3. mis¥
SHEW ESid]

ESidl R

String ~HSH, FEOBYE: ModifyWafThreatenintelligence.
String AHSY, FMEONE: 2018-01-25,

String AHSY, FRFEESFN IR, MEOCHFEDE: ap-

beijing, ap—guangzhou, ap—seoul, ap—singapore -

B EWAF BB EIREISHRIRIFE

WafThreatenintelligenceDetails FBE: {"DefenseStatus": 0, "Tags": [ "high-risk"]}

R

SRIWAF BRI ZHERIES

WafThreatenintelligenceDetails =~ WafThreatenintelligenceDetails = =flff: {'DefenseStatus": 0, "LastUpdateTime": "2020-09-

Requestid String

4. =61

70N BEWAFREHSRH SRS
REZEWAF RiHERSIER

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

22T00:00:00+00:00", "Tags": [ "high-risk" ]}

—iEXK ID, MIRSIHER, SRERBIIRE (SEREEMRRFRERILRS
i, WiZRERFEIKE Requestld) o E(TDBATHBEIREIZIRIERE
Requestld,

X ModifyWafThreatenIntelligence

"WafThreatenIntelligenceDetails":
"DefenseStatus": O,
"Tags": [

"high-risk"

"Response": {

"WafThreatenIntelligenceDetails":

IRIFRE: BR=ItE (It ) BRSEATF
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"DefenseStatus": o

"LastUpdateTime":

"Tag

by
"RequestId": "reg-id-2133"
t
}

5. FEERE
BRZ= APl £&

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRNA—EAFE, HEENE—AOSZARERBNZRMFRE AP RS,

API Inspector
MEPFaiEE API Inspector BEERHAE—SRIEXEN AP RBAER, HEIERSIES

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. EiRG
PATNGIE 7O SBEIRXNERG, HEtbEiRBIER 245820,
5=t
FailedOperation.MysqlDBOperationFailed
FailedOperation.RedisOperationFailed
InternalError
InternalError.DBErr
InvalidParameter
InvalidParameterValue

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

KA API {13, tBaIFiE API Explorer #TE&RIR

iR
1REMysqlEUBREL®
R1ERedisERELM

PEREIR

BERZS.
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IPERRBFHEEO

EIEEHATE: 2025-04-25 02:13:12

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
Waf IPEESS#HigED
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. M NBY
IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRA AHERSH,
BHEW wik  2E ik
Action = String AHSH, XIZOBE: CreatelpAccessControl,
Version 2 String ~Hsy, AEOE: 2018-01-25,
Region 2 String AHSH, FRTHESIEN MR, FMEOMGZIEEDE: ap—guangzhou, ap-seoul, ap-singapore .
Bift&in: test.qcloudwaf.com
Domain 2 String 2Big&7: global

*lfE: test.qcloudwaf.com

loList.N - Array of ip2#FIxR
P ’ = String wE: ["192.16.8.1.1","192.168.2.1"]
ActionType = Integer 42hmEs, 40REER

P = g TBIE: 42

- . sfild
Instanceld = String ME: waf_2kxq5hru00n2dxmx
. . WAFEBIZEE, sparta-wafRRSAASEWAF, clb-wafRRrGEHISEEWAF

Edition & String

HE: clb—waf

BIEES: batch (HLEFM) . bot (BOTRESHTHMIBOTI#EFIERPIFMES ) « cc (EREHBIIRHPIIR
SourceType B String HHERHCCHIPIRIMAT ) « custom (FEMERIMAIAIZIAE )
*BlE: custom

- . &iE
Note B String SOlE: S
J - . MNHRITEIA, TimedJobRERHIT, CronJobiaEHAHT
obType & String

FBE: TimedJob

JobDateTime & JobDateTime ENEEIFE

3. milis¥
sEEm % s
Ruleld integer  THEMITRIRIESID

~E: 55211245

W—i5EK ID, HIRSIKER, SXERTERE (HERAEMEERRERARSR, WZRERFTLIRE Requestld ) . ENIEEITE

R tid tri
equestld  SUING o mamiskey Requestid.
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O BHS

4. =
TN FNIPREZS

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

: application/json

n: UpsertIpAccessControlV2

"InstanceId": "waf_Oxabc",
"Domain": "www.gcloudwaf.com",
"IpList": [

"192.168.1.1",

"192.168.2.1"

1,

"Edition": "clb-waf"
"ValidTs": 1680570420,
"ActionType": 42,
"SourceType": "custom"

}

Ll

{
"Response": {

"RuleId": 55201922,

"RequestId": "feale

Q
b

}

5. FRERR
BRE API F&

Bz API & 2456 API 3. $EiR63. AP| Explorer &2 SDK #RENA—ERFE, HEENE—ANOEARERBNZEMHAFAE API RS .

API Inspector

FPTiEE APl Inspector EEEHIGE—SEFXEN APLRARER, HEMERSIESHRAR APl {53, aJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

®BeIFTIR
» Tencent Cloud CLI 3.0
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6. {HixiS
BATRBUE T OSSR AHIRE, RSN AR,

$5i=tD iR
FailedOperation.TheNumberOfAddedBlackAndWhiteListExceedsTheUpperLimit 2RI RRmMEGED LR
InternalError PIEBEEIR -
InternalError.DBErr DBErr
LimitExceeded BT ECERBR S
LimitExceeded.SpecificationErr SpecificationErr
UnsupportedOperation BRI
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IPERRBREERO

EIEEHATE: 2025-04-25 02:13:10

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
Waf IPER&REED
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEM Wik KB iR
Action = String ~HSH, XFOBYE: ModifylpAccessControl,
Version 2 String Sy, MMEONE: 2018-01-25,
Region 2 String ~HSY, FRFRSIEN iEFIR, MMEOMSIIFERS: ap—guangzhou, ap—seoul, ap—singapore o
BEfifigi&in: test.qcloudwaf.com
Domain 2 String 2RiEg&7: global
~E: test.qcloudwaf.com
. - . ip2#5Ix
IpList.N ®  AmayofSting e [192.16.8.1.1""192.168.2.1']
ActionType 2 Integer 42nRmER, 0nEER
TUE: 42
= MUID
Ruleld =  Integer RBIE: 551014389
— . sEfiid
Instanceld = String TBIE: waf_2kxg5hru00n2dxmx
. = . WAFSLfI2ES, sparta-waf&RRSAASEIWAF, clb-wafRRAHISEGEWAF
Edition & String —
~BE: clb-waf
- . EEAMEMHIPIPESSE, HAEHIPIPERZSAT, BERbatch, FNHAZE
SourceType & String —
FBE: batch
- . &
Note & String SOIE: &
G Paaes i =g 5
JobType = String MUHTHEI, TimedJob#ERMTT, CrondJobZ AT

=BE: TimedJob

JobDateTime & JobDateTime EREEIFE

3. milis¥

SHEW B ik

E—iERK ID, HIRSIKER, SXERPIEE (HEREEMREERRERERSR, WZKERFRIRE Requestld ) . ELITEAIH

Requestld  StriNg o iswiskay Requestid.

4, 761
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https://cloud.tencent.com/document/api/627/53609#JobDateTime
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyIpAccessControl

O BAT

PN REIPRESS

BATH

POST / HTTP/1.

1

Host: waf.tencentcloudapi.com

Content-Type:

X-TC-Action: ModifyIpAccessControl

<QHEERSE>

{

"InstanceId":

application/json

"waf_acc

"Domain": "www.gcloudwaf.com",

"IpList": [
"192.
"192.

1,

"Ed n": "clb-waf",

"SourceType":

"RuleId": 5512

"batch",

"ActionType": 42

"ValidTs": O,

"Note": "note"

"Response":

"RequestId":

5. FRERR
BRE API F&

Bz API & B&E API 3. $8i%63. API Explorer }2 SDK #RENA—ERFE, HEENE—ANOEORERBNZEMHAFE API RS

API Inspector

FARFTEE APl Inspector BEEFIGE—TRIEXBN AP ERER, HBEMERSIESRAR API K18, BaTFitE API Explorer #{TEZEIK

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSTIR

» Tencent Cloud CLI 3.0
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176

@ H%\_L:HE Web RzFEFXESE

6. {HixiS
BATRBUE T OSSR AHIRE, RSN AR,

$5i=tD iR
FailedOperation.TheNumberOfAddedBlackAndWhiteListExceedsTheUpperLimit 2RI RRmMEGED LR
InternalError PIEBEEIR -
InternalError.DBErr DBErr
LimitExceeded BT ECERBR S
LimitExceeded.SpecificationErr SpecificationErr
UnsupportedOperation BRI
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Waf IPEE&ZEUpsertiEA

mIEEFATE: 2025-04-25 02:13:09

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .

Waf IPEE&$Upserti#0 (EiYEMCreatelpAccessControl. ModifylpAccessControlsR&i&Xai1EN )
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. M NBY
IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRA AHERSH,
BHEW Wik 2R 17
Action 2 String ~H2H, XIEOBYE: UpsertlpAccessControl,
Version 2 String rsd, XMEOBE: 2018-01-25,
Region 2 String ~HSY, FNSRSIIEN iEFIR, MMEOMGIIEESE: ap—guangzhou, ap—seoul, ap—singapore .
BEffig&in: test.qcloudwaf.com
Domain 2 String 2REgE7: global

~fE: test.qcloudwaf.com

IP 285X, json¥BHIP, source, note, action, valid_tstHH. IPXRMEERIIPHELE, sourceEEHcustom
Array of {8, noteit#%, actionfE42AREH, 408828, valid_tsHENEE, EAMERIEE ( (M1680570420%%

tems.N =  String  2023-04-04 09:07:00) )
FE: [{ip:1.2.3.4,source:custom,note:test,action:42,valid_ts:165009}]
- . Efid
Instanceld = String E: waf_2kxg5hru00n2dxmx
. . WAFEI2EY, sparta—wafRRSAASEWAF, clb-wafRRGEISEEWAF
Edition & String —
FBE: clb-waf
. AiEER: batch (#LEFM) . bot. cc. custom (FEHLEFMAIAIZIAE )
=
SourceType a String =@ifE: batch
3. sy
SHEW ESid) g

El =T e SIS =]

Failedltems String FEIE: 1111

. b3 ER Sk =]
FailedCount Integer =BIE: 0
Ids Array of RINERIEAI PEUREIdFIZE
String ~E: ["65477a5325b70461ccfaccfc", "65477a8125b70461ccfacdic"]

W—i5EK ID, HIRSIKER, SXERASED (EHEREEMEERERARSR, WZRERFTEIRE Requestld) o EfiL

Requestld  String R EE R MZRERE Requestld.

4. M
71 UpsertipAccessControl
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O BHS

IPEE&H$EUpsertiEO

BT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: UpsertIpAccessControl

"Domain": "www.gcloudwaf.com",

"Items": [

"{\"ip\":\"1.2.3.4\",\"source\":\"custom\", \"note\":\"note\", \"action\"

1,

"Edition": "clb-waf"

"Response": {
"FailedCount": 1
"FailedIte

"RequestId":

5. FREHR
A= APl &

Sz APl & B&E API 3. (8%, API Explorer }2 SDK F#ZRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFIE APl RS,

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP RRER, HFEMERSIESRAR API {53, BaJaiE API Explorer #{TELZRIX.

SDK
= API 3.0 Rt TEEMNFRTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. $HiRE

ITFRFIE T 1O SSBIEEXANEIRIS, EthEiRiBER AHEIRE.

IRIFRE: BR=ItE (It ) BRSEATF

:42,\"valid_ts\":1650095
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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5=t Fizipay
FailedOperation.TheNumberOfAddedBlackAndWhiteListExceedsTheUpperLimit 2RI HRmEGEE LR
InternalError PIEBEEIR -
InternalError.DBErr DBErr
LimitExceeded B ECER S
LimitExceeded.SpecificationErr SpecificationErr
UnsupportedOperation BIERZS.
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@ H% \_EHE Web RZFR5XIE

SAIPER&E

EIEEHATE: 2025-04-25 02:13:10

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
SAIPEARZS

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik B 35S
Action =2 String ~ESH, REOBYE: ImportlpAccessControl,
Version 2 String s, AMEOE: 2018-01-25,
Region - String ~AHSE, FRFRIFN TR, FEONSZISESR9: ap—guangzhou, ap-seoul, ap-
= singapore o
Array of EABIPEBRZHRTIX
Data.N = y FBE: [{"IpList":["192.168.1.1","192.168.1.2"], "ValidTs": 1680570420,
IpAccessControlParam L K
ActionType":42}]
BifigEan: test.qcloudwaf.com
Domain ] String 2BiE&7: global
*fE: test.qcloudwaf.com
- . EEAMEBIFIPESEE, HAMEHPIPEEZEA, BERbatch, FWAZE
SourceType =& String
=BE: batch
- . SEfild
Instanceld = String FE: waf_2kxg5hru00n2dxmx
3. e

SHEN ESid iR

—i5XK ID, HIRSIKER, SXERBIEE (HERAEMREERERERSR, WZXERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG  mio iz misskiy Requestid.

4. 75
O SAIPRASS

BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

: DeleteIpAccessControlV2

IRIFRE: BR=ItE (It ) BRSEATF 58294 #6473
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ImportIpAccessControl

@ H% \_EHE Web RZFR5XIE

"Domain": "www.gcloudwaf.com",
"Data": [

{

"IpList":

V234,57

I

"ValidTs": 1709

"ActionType": 42

"Note": "note"
[

"ValidTs": 1709
"ActionType":

"Note": "note"

1,

"InstanceId": "waf_2kxt4noulOOatrvnl",

"SourceType": "custom"

"Response": {

"RequestId":

5. FREHER

A= APl £&
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RRENA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS,

API Inspector
FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2rlaiiE API Explorer iTEZEI

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. $HiRE
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176

@ H%\_L:HE Web RiFFsA S

ZEOE XL SSZEHEXAERE, BbEREGFER AHERD,

BAEXEO
IIERINNRRESEEFE

EIEERATE: 2025-04-25 02:13:01

1. EO#R
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@ H% \_EHE Web RZFR5XIE

EOERER: waf.tencentcloudapi.com .
ANFEZNEERISTUITES, EELEXIUWEEENRT, BESERECEFM
ZONEOIERIATIRE: 200R/7

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNBEELSRUREMERN SDK FRRE.

2. MNBH

UTERSHSIRVIIE TIROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SHEW Wik 3B g
Action = String S, XEOBYE: DescribeHostLimit,
Version = String AfS%, FEFOBYE: 2018-01-25,
Region = Strin ~HSY, FRFEZISHN hiEFIER, FMEONZISEPRY: ap—guangzhou, ap-seoul, ap—shanghai, ap-singapore,
9 = 9 ap-tokyo o
Domain = String ;iﬁ)]l]ﬂ?ﬂijg
FBE: randy.qcloudwaf.com
- . SEflid
InstancelD | & String TBIE: waf_2kxtpov60i9y7i05
pr =N
= . mEFRIR
AlbType & String =hIE: clb
3. mtieN
SHEM ESic] 3%
B EIIR A
Success ResponseCode RDEEIRR ST

FBIE: {"Code":"Success","Message":"Success"}

W—iER ID, HIRSIRER, FRERBLIERE (EHEREEMEERRLETARSR, WZRERFTRIRE Requestld) . E

R | i
equestld  String BRI RIERE Requestid.

4, 76

N WSS R EFE

RIS REFE

BT
https://waf.tencentcloudapi.com/?Action=DescribeHostLimit

&Domain=randy.qgcloudwaf.com

&InstanceID=waf_2kxtpov60i9y7i05

&AlbType=clb
< RHERSH>

"Response":
"RequestId": "9
"Error":

"Code": "Reso
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@ H%\_EHE Web RFAR5A S

"Message": "DomainExisted

5. FREHR

BR= APl &
Bifl= API & B45E API XH4. {8iRf8. APl Explorer & SDK FFREHA—EAFE, HEENE—AOSTARERENZIRMIFE AP RS

API Inspector
BPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tbaaiiE AP| Explorer #{7EZIRE

SDK
= API 3.0 Rt TEREMNFATESE (SDK) , MIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. =G

PATRFILE T O SZERXAEIRTE, HtERIBFER AHERE
$HiRtY ik
FailedOperation BIEEM,
InternalError HEREEIR
InvalidParameter SHEIR.
InvalidParameterValue SHEYEER,
LimitExceeded B EETPR S
MissingParameter ROSHEIR.
ResourcelnUse BiRE G
Resourcelnsufficient BREERE-
ResourceNotFound BEFRFE.
ResourceUnavailable REAATH,
ResourcesSoldOut BREE,
UnauthorizedOperation RIFBURIE,
UnknownParameter RISHEIR.
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O BHS

Web RIF3FmASE

BifjsaasHlclbiHZEE2

mIEEFATE: 2025-04-25 02:13:00

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

HiflsaastlclbiiEFER
FIAEOIBRITEIRE: 200R/FD o

#EFE(ER API Explorer

2. mAEH

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESid)

Action = String
Version = String
Region = String

3. milis¥

SHER ESid

Array of

Userslinfo .
UserDomaininfo

Requestld  String

4. 75l
=1 EiflsaasHlclbiE&ER

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

ik

H25, KAEOBE: DescribeUserDomaininfo.

>

#H2%, AEORE: 2018-01-25,

>

%

HBY, FRFmEFN g%, REOMGHHFESR: ap-guangzhou, ap—seoul .

>

\

fiik

saasHlclbiEHBZER

H—iEK ID, HIRSIKER, BRERBSIEE (EEREEMFEREFRERERS, WZRBERFEIRE
Requestld) . E(iABBEREZXIER Requestld,

on: DescribeUserDomainInfo

"Response":
"RequestId":
"UsersInfo":

{

"Appid": 25

IRIFRE: BR=ItE (It ) BRSEATF
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Web RIS

"Domain": "233:
"DomainId": "4
"InstanceId": "Swaf_0(
"InstanceName": "dzins",
"Edition": "sparta-waf",
"Level": "1",
"WriteConfig": "{\"EnableHeaders\"
"Cls": O,

"CloudType": "public"

I

{

"Appid":

"Domain": "enc
"DomainId": "205
"InstanceId": "waf_.
"InstanceName": "
"Edition": "

"Level": "4",
"WriteConfig": "

"Cls": r

"CloudType": "publi

I

{

"Appid": 25119

"Domain": "4130
"DomainId": "
"InstanceId": "
"InstanceName": "
"Edition": "sparta-wze
"Level": "1",
"WriteConfig": "{\"Enabl
Ieilgig O,

"CloudType": "public"

5. FREHR

ER= APl £&
BfZ AP| F& 228 AP H. iR, API Explorer & SDK $SZEMSG—ENTE, HEENA—A\OSAREMRBARIRMEFRAE AP IS,

API Inspector
BRPTEET AP| Inspector BEEEHGE—SIRIEXBN AP ERER, HEIERSIESRAR AP X8, BalaiE AP Explorer #T7ELZRIK

SDK
= API 3.0 Rt TERENFRTESE (SDK) , ZIFSMFEIRIES, REESENER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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O BAT

BeHIR
« Tencent Cloud CLI 3.0

6. $EiRE

LIRS TR OWLSZIStEXAER0, EfbERmiEl AHE

§EIRED
AuthFailure
DryRunOperation
FailedOperation
InternalError

InvalidParameter

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik

CAMEZ/EREIR.

DryRun ##F, RFRERGESZMNE, RESET DryRun ¥,

BRIEEW.

PIBREEIR o

SR,
IEBREIEE,
RIEIDEEB XK
SHEVEHEIR.

B AR o
ROSHIEIR,
BFIIEE,
TERENREEEED T SRERIRH o
T
HETRE.
BRFFE.
BRATA.
RREE,
RIGHURE
RESHEIR

BERSZS.

Web RIS
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O BAT

IREGEBRSELSSR

EIEE#ATE: 2025-05-13 02:15:39

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

IRENEBRISESR

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. A

UTFERSHINRNIILE TIEOSRSENBOAHSE, =8
SHER wiE R %3
Action 2 String o
Version 2 String «
Region 2 String oS
Domain = String =
CertType & Integer  EEH

EIE: 1
Certificate & String A
CertiD &  String
PrivateKey & String TlBE:
GmCertType & | Integer = EEBILH
FIE: 0

GmCert & Sting  —pe.
GmPrivateKey & String FEIE:
GmEncCert & String FEIE:
GmEncPrivateKey & String FEIE:
GmSSLId a String

3. ey

HE%, MMEORE: 2018-01-25,

7fE: randy.gcloudwaf.com

H2%, AEOBE: DescribeCertificateVerifyResult.

Web RIS

<P mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

H2¥, RSN hiF5IR, FMEONSZIFEHRY: ap-guangzhou, ap-seoul, ap—singapore

IEHEE, SHMGmCertTypeFRAIEAH0, 0: FEMEFMREES 1: EERRAEEIES 2: EHFRRDE

XXX

CertType/siRd, FEEAUSY, XEEFIEBIITEHE

CertType/sild, BREERISEY, TFEHIEHAIFAH

KEY-———— XXX —

CertTypea2hd, FEERIMSH, XRENAZSSLFESIRERERid
=~E: bKnSQLs

EFEH2E, WSHHCertTypeRAREII A0, 0: FENEFES 1: IEBRFEAHEEEZES 2: EHERRHT

IRIFRE: BR=ItE (Ib5R) BRSEAR

XXX

XXX

XXX

XXX

GmCertType/a1it, FEERLSE, REEFEERIEBINERHE

GmCertTypen1i, FRERMSEY, FREEEZTBIIAR

GmCertTypei1it, BRERMSY, FREEEZIBHMZESD

GmCertTypen1it, FRERNSE, FREEESZTBINZEBIIFAR

GmCertTypea2id, EEEFRISE, FREANESSLFEEEEMERI
RHE: aKnKQLJ
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O BAT

SHEM ESic]
Status Integer
. Array of

Detail String
NotAfter String
Changed Integer
Requestld  String

4, 7%

B IREVIEHRIR LR

BATH

Web RIS

filiR

A&,

0: iEBIEE

310: iEERE
311: EBiEHE
312: EHEMGISHER
=BIE: 0

HIRIES
FE: ["x509: certificate is valid for *.testwaf.com, testwaf.com, not test.qcloudwaf.com"]

iSEARTE
~BIE: "2024-04-05 23:59:59"

IEREEYE.
0: K3
1: %%
~BIE: 0

K—iEK ID, BIRSIKER, SBRERFSERE (HFEREREMERRKRERERS, WZRERFTEIXE Requestld) . E{iia
TR ERMHIZXIERE Requestld,

https://waf.tencentcloudapi.com/?Action=DescribeCertificateVerifyResult

&Domain=randy.qgcloudwaf.com

"Response":
"Changed":

"Detail":

"NotAfter":

"RequestId":

"Status": 310

}
}

5. FRERR
BRE API &

= API

L oA,
:l?Eﬁl:l

API Inspector
FBRPTEET AP| Inspector BEEEHIGE—SIRIEXBE AP ERER, HEIERSESHRAN AP X8, BalaiE API Explorer #T7ELZREIK

SDK

API X4, $Hixt3. APl Explorer & SDK ¥R RIA—EINTFS, HEENE—AAEARERBAZIZHAIFRE APl RS .

= API 3.0 Rt TRENFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl
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5 E H%\.L:HE Web RZFR5XIE

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. =G

PATRGIL T O SIBIEHERRERE, EhiSR0iER AHER0,
$HiRtG i
FailedOperation BIERY
FailedOperation.CertificateNotFound IERBAFE
InternalError AEBEEIR -
InternalError.SSLCallFailed ARASSLIEHEOREMEREIR
InvalidParameter SHEIR,
InvalidParameter.CertificateCheckErr IEBfFAREEREE
InvalidParameter.InvalidCertificate IEBRAIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIZIDEIERBEM .
InvalidParameterValue SHEVERIR.
ResourceUnavailable REATH,
ResourceUnavailable.SSLCertificateErr SSLIEHIDXEX T BRAEIR
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MR R EIGEIWAF =

mIEEFATE: 2025-04-25 02:13:02

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
MR GARERIES, TISHBIRE,
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik KB b35S
Action = String ~rHSH, XIZORE: DeleteHost,
Version = String AHSY, MMEONE: 2018-01-25,
/\j—_tg; =3 = ly it =3 2 4. — —_ — 1 -—
Region = String 45,\/%(, FER=RSZISRY s, MEOSZIFESR: ap-guangzhou, ap-seoul, ap—shanghai, ap
singapore, ap-tokyo .
Array of HIFREYIH 2 FIR
HostsDel.N £ y FEUE: [{"Domain": "txwaf1020.qcloudwaf.com”, "Domainld": "waf-tCTKKtgP", "InstancelD":
HostDel . . N
waf_2kail2fm02vgm7z3"} ]
3. ey
SHEWR ESicl 3%
Success ResponseCode I ZMRER . CodeFTIREN, MessageRTFAER .
B FBIE: {"Code": "Success", "Message": "Success" }
Requestld  Strin —igK ID, HIRSIKER, SRERHBSIERE (HFERERMERFRERERSR, WZRERTEIXE Requestld) . E
. g (AR B BRI R Requestid.
4. 7
PN MR REIBSERIWAFRGFRS

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

"HostsDel": [

{
8

"Domain": "txwafclb.gcloudwaf.com",

"DomainId": "waf-n7GFuVNJ"

: "waf_2kuil2fm02vgm7z3"
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"Success":

"Code": "S

"Message":

b
"RequestId": "
}
t

5. FRERR
BRE API &

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSZARERBNZRMRE AP RS,

API Inspector
MEPaEE API Inspector BEEEHAE—SIRIEXEN AP RRAER, HEIERSIES

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRERIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

)

BSTIR
« Tencent Cloud CLI 3.0

6. {EiRG
PATNGIE 7O SZEIRXMNERT, EbESiRGIER AHEIR0,
$5i=tD
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
ResourcelnUse

Resourcelnsufficient

IRIFRE: BR=ItE (It ) BRSEATF

KRAEY API {13, tBalFiE API Explorer #{TE&RIR

ik
BEEM.
PIBBEEIR o
SHIER.
SYEEEIR.
BT EERRS o
ROSHEIR,
BREGA.

BEARE.

Web RIF3FmASE
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ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation

UnknownParameter

IRIRERE: BR=ITE (1bF) BRSEAE

ik
BRAFHE.
BEAAHA.
RREE,
HRIFHURE

RIMSEHER,

Web RIF3FmASE
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@ H%\_L:HE Web RzFEFXESE

HifSaaSEWAFZISHTLSIRZA

mIEEFATE: 2025-04-25 02:13:00

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
Eif1SaaSEWAFXZIFMTLSHA
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wi ESid) iR

Action 2 String ~H2H, XIEOBYE: DescribeTlsVersion,

Version 2 String ~sd, XMEOBE: 2018-01-25,

Region = String ~AHSH, FRFEIFN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .

3. milis¥

SHEW ESic) iz
Array of
=5
TLs TLSVersion LS

W—i5EK ID, HIRSIKER, SXERTEE (EEREEMEERERARSHR, WZRERFTEIRE Requestld) .

R tid tri
eques String AT EEEHRERE Requestld.

4. 75
PN ERSTRNTLSIRE
WATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: applicatio

"Response": {

"RequestId": "4740aed4a-ea83
"TLS": [
{

"VersionId":
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"VersionName" :

P

"VersionId": 4,

"VersionName" :
by

{

"VersionId":

"VersionName" :

sionId": O,

"VersionName":

ionId": o

ionName":

sionId": o

VersionName":

5. FREHR
BR= APl £&

Bz APl 8 256

API Inspector

FAREET API Inspector EEEHGE—SIREXEKN APLABER, HEMNERSIESRAM AP 53, t2alaiE API Explorer TSR

SDK

"TLS

"TLS

"TLSv

"TLS

"TL,Sv

"TLS

API Xt $Eixt3. APl Explorer } SDK EFRIA—ERFEE, HEENE—ANAEARERBAZIZMHAIFAE APl RS .

= API 3.0 Rt TEREMNFARTESE (SDK) , MFSMRIZIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeTIR

» Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T O S3iBIEIRXREIRD, BRIl AH4ERE.

§EIRED
AuthFailure

DryRunOperation

IRIFRE: BR=ItE (It ) BRSEATF

fhiR
CAME B /EEIR .

DryRun ##F, RFRERBESEMMNE, RESET DryRun 8,

Web RIF3FmASE
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O BAT

8RS
FailedOperation
InternalError

InvalidParameter

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation

UnknownParameter
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BRIEEW.

PIBREEIR o

SHIEIR.
EBAEIEE,
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@ H%\_L:HE Web RzFEFXESE

IR EGEEIWAFBGPES

EIEEFATE: 2025-04-25 02:12:59

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
RIBRBHERWAFSPE SRS
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wik KB b35S

Action = String ~HSH, FEOBE: ModifyHost,

Version = String rHSE, FEOBRE: 2018-01-25,
AHBY, FNERITIGH TR, FiE SHPAY: ap- - - i, ap-

Region = String Lt,\/ﬁ FEFE MmN g, FEOMGHFEHA: ap-guangzhou, ap—seoul, ap—shanghai, ap
singapore, ap-tokyo .

Host 2 HostRecord fRIEMIHERERER

InstancelD & String Splie—D

THE: waf_2kw60zgy0235e8j3

3. ils¥

SHEM ESid iR

fRIBRIEZ1D

Domainid = String  — e waf-Lt6LGSIM

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. 7
PN RERARISEREWAFES
BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-T application/json

X-TC-Action odifyHost

<QHIBERSEH>

[
1

"Host": {

"AlbType": "clb",

"DomainId": "waf-Lt6LGS1M",
"Domain": "txwafstar.qgcloudwaf.com",

"MainDomain": "glcloudwaf.com",
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"Mode": 1,

"Status": 1,

"State": 1,

"Engine": 1,

"IsCdn": 1,

"ClsStatus": 1,

"Edition": "clb-waf"
"FlowMode": 1,
"LoadBalancerSet": [

{

"LoadBalancerId": "waf-Lt6LGS1M",
"Protocol": "HTTP",
"NumericalVpcId": 1140321,
"LoadBalancerType": "OPEN",
"Zone": "ap-chengdu-2"
"LoadBalancerName": "clbtest",
"ListenerId": "1lbl-2kOgmnv1"
"ListenerName": "http-443",
"Vip": "127.0.0.1"

"Vport": 443,

"Region": "cd"

}

1,

"Region": "cd"

"Response": {
"RequestId": "9772039
"Error": {
"Code": "E

"Message": "DomainExisted"

5. FRERR

HER= API &
Bl AP| F& B8 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—AOZQREMEAZREFRE AP RS,

API Inspector
EPaiEE API Inspector EREHAE—SIRIEXEN AP REER, HEMERSIESRAN API {53, EaFIE API Explorer {TEL&RIX,

SDK
= API 3.0 RITREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs

5 E H%\_L:HE Web RZFR5XIE

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

ARSI 71O S3iBIEEXRIEIRD, EMEREFEL AHER0E,

5=t iR
FailedOperation BRI
InternalError PIEBEEIR -
InvalidParameter SHEIR.
InvalidParameterValue SHEEHEIR.
LimitExceeded B ECEPR S o
MissingParameter ROSHEIR.
OperationDenied BERIESE,
ResourcelnUse BRW G
Resourcelnsufficient BEFE.
ResourceNotFound BRFFE,
ResourceUnavailable BRATH,
ResourcesSoldOut RIREE,
UnauthorizedOperation RIGHURIE,
UnknownParameter RHMSHIEIR,
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@ H% \_EHE Web RZFR5XIE

IR EBGEEIWAFBFPEZRTREED

EIEEFATE: 2025-04-25 02:12:59

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
RERHHERWAFBGPESHREES, MRRGEINEREL
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wik 3B 35S
Action = String ~H2E, XIEOBE: ModifyHostFlowMode,
Version = String ~HsE, XEORE: 2018-01-25,
AHSE EED & = 4: ap— - - i, ap—si
Region = String ~rHSE, FRFRSTIEN TR, FIEONZISHESR9: ap-guangzhou, ap-seoul, ap-shanghai, ap-singapore,
ap-tokyo .
. o . b2
Domain = String FBIE: "waftx.qcloudwaf.com"
. o . 1%&ZI1D
Domainid = String FBIE: "waf_xcv0O0tyb"
WAFREEN .
: 2,
FlowMode = Integer 3: fgzg:g (#KA)
~EE: 1
- . SEIID
InstancelD & String FOUE: "waf_vdjgentyb”
3. e
SHEW ESid) g
GRS
Success ResponseCode FNRYRSE

FBIfE: {"Code": "Success", "Message": "Success" }

W—i5EK ID, HRSiKER, SXERTEE (EHEREAEMEERERARSHR, WZRERFTEIRE Requestld) . &

R tid Stri
eques nng (I BRI RE R Requestld.

4. =6

N REGRISHRWAF RGP SRR RS
RERHYERWAFHFESRRIES, MIRREERMERSE

BATH

https://waf.tencentcloudapi.com/?Action=ModifyHostFlowMode

—_n

&Domain="watx.qgcloudwaf.com"

&DomainId="waf-gi944uHt"
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stanceID="waf_vhhfl2g6ntyb"

s<AHFRSH>

"Success":
"Code": "S
"Message":

iz
"RequestId": "
}

t

5. FRERR
BRE API &

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSZARERBNZRMRE AP RS,

API Inspector

HPEiER API Inspector EEIZHIAE—SREXEN AP RBER, HEMERSIE

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRERIES, REESENER AP,

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. HHiRfD

AU RFIE 71O S3iSIEEXRIEIRS, EMIEREIFEL A=ER0E,

$5i=tD

FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
ResourcelnUse

Resourcelnsufficient

IRIFRE: BR=ItE (It ) BRSEATF

KRAEY API {13, tBalFiE API Explorer #{TE&RIR

ik
BEEM.
PIBBEEIR o
SHIER.
SYEEEIR.
BT EERRS o
ROSHEIR,
BREGA.

BEARE.
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ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation

UnknownParameter
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s E E%\_EHE Web RZFR5XIE

fRiESaaSEWAFIES

EIEEFATE: 2025-04-25 02:12:59

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
fRiESaaSEWAFH&EERS
BRMEOISRITTIRS: 2R

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8\8¥
LATFERSHIIRNFIE TEOSRSEMBOAHSE, REAHSHIIRA AHiERSE,
SHEM Wik R i
Action = String ~H2H, XEOBYE: ModifySpartaProtection,
Version = String ~HSY, AMEOE: 2018-01-25,
Region 2 String ~AHSBY, FRFRSISN iEFIER, FMEONSZIFESR: ap—guangzhou, ap-seoul .
. - . %3
bomain = String ~BHE: randy.qcloudwaf.com
. o . WEIR, iHZHE—ID
Domainid =  String TEIE: 42059f929905519d8f9e72a823891544
o . WHEIR, 15ZFRESEHlid
InstancelD =  String FBIE: waf_2kw60jg00908e8j3
CertType - Integer WEPZER, 0: (NEEHTTPHIFEO, KEIER1: IEBRFEABEIEE2: iEBREATEITER
= FBIE: 0
Cert - String CertType/iit, EEEZNSH, RFREBIEBRIERHE
= P = P— BEGIN CERTIFICATE-———— XXX === END CERTIFICATE-———-
. . CertType/uihit, BSEEAZWSH, XFREBIEBRITAN
=
PrivateKey =  String ]t — BEGIN RSA PRIVATE KEY--——- XXX —==—— END RSA PRIVATE KEY--
. CertType/20d, REERISE, XREINSZSSLEAIENIESRI
=
SSLid & String FOUE: cKnKQLJ
walfi2EHEE tERERS . 0: REHENIBRS1: FENRIERS, wali§ERXFFREIEF
IsCdn - Integer %, wafi§{EfAremote_addrixEIEFixIP3: BB IERSS, wali$EBip_headershHIREN
= IP
=BIE: 0
RERBEAHTTPSIHON, HTTPSHIENEDN.
UpstreamScheme = String http: {#ERhttpHMYERR, FHttpsUpstreamPortE&(ER

https: {#ERhttpsthXElE
TEHE: https

HTTPSEIR®A,XUpstreamSchemehttpli B EELFIFER

HttpsUpstreamPort & String FEIE: "80,443"

HitpsRewrite = | Intecer EEFRHTTPEIBMEEIHTTPS, 0: FEHDEs1: FoiEsDs
= 9 FHIE: 1
EEAE, 0: EIPEE: BUHSEE

Upst T & Int
pstreamType a nteger =EIE: 0
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SHEW Wik 2R iR
B EIFERAEREES . UpstreamTypea1id, EEEFRUFER

. - .
UpstreamDomain = String ~BE: randy.upstream.com
. . IPEFRRIEIEIRIPSIR . UpstreamTypeHORd, FEEFUIFER
=
SrebistN & Arrayof String FOUE: ['36.2.56.3","28.36.245.23"]
IsHttn2 - Inteqer BEAFBHTTP2, EEFBHTTPSINGEF. 0: XiF1: 7B
P = 9 wpifE: 0
B H i H
lsWebsocket = Integer :15|=|9=FF'.=.WebSocket§?§o 0: Xid: AB
w~BlE: 0
EIRGAHIEERK. 0: #£i81: IP hash2: N4t
LoadBalance & Integer —
w~BlE: 0
IsGra — Intecer &R, IFE. EEABKRE, 0RXRTAHBKRE,
v = 9 lfE: 0
. ool
— .
Edition a String FBUE: sparta—waf
A § wOER, A@idDescribeDomainsiEOXBEGFESHIER
Ports.N = Sn:r{aoPr tectionPort ABIE:
P otection™ort  rrunginxServerld":257856,"Port":"80","Protocol":"http", "UpstreamPort":"80","Upstrea
. - . EEABKEE. 0: @& KiEE
IsKeepAlive a String FEIE: 1
Anveast - Integer #E# . BElEOENT ,, anycast IPEEFX: 0 Ei&IP 1 Anycast IP
Y = 9 wBIE: 0
ElRIPFIRSIPAIIRE, FSrcList—3hi, HENZUpstreamType0, #HSrcListESMF
Weights.N S Array of Integer LoadBalance I2RHEES, FNiE[]
w~BfE: [10,10,10]
| =0~ = o H « H
ActiveCheck & Integer ;fnﬁﬁinﬂiﬂﬁ*ﬁﬂﬂﬂo 0: F7E1: 7R
w~BlE: 0
TLSIRAER
1 =
TLSVersion a Integer FBIE: O
. MEEHER
Ciphers.N a Array of Integer FHUE: [01]
CipherTemplate . Inteaer MEBEHER, 01 FIFEE, EAAMER1: BRRER 2: RLBIEIR3: BENIER
P P = 9 lfE: 0
. WAF 5iRusAiEBATaiE, BXIA300s.
a=
ProxyReadTimeout & Integer SEIE: 300
. WAF SRS SiERTATE, BAIA300s,
=
ProxySendTimeout = Integer FEIE: 300
WAFEFRTHISNISEEL
0: XiASNI, FE&Eclient_hellohfdserver_name
SniType — Integer 1: FFIESNI, client_helloF#Iserver_namelaphiris&
P = 9 2: FFRESNI, SNIEEERORANS
3: FESNI, SNIBIBENES
w~BIE: 1
. . SniType#I3it, FEEWSH, RREEXHISNI;
=
SniHost = String ~BIE: randy.testwaf.com
IsCdn=30, FEENLSE, RFEAEXheader
- .
IpHeaders.N & Array of String FOUE: ["x-real-ip"]
B3 . I .
XFFReset = Integer REABXFFEE, 0: Xid1: #R

BIfE: 0
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BB Wik 2B 3%
= : HE&FEER
Note & String SO &
EXEE o BMANAZEFHH, £ @ AEIR o
UpstreamHost = String BEXEFEHost, BAAZFRER, RRERIFESEREREHst

~BHE: www.qq.com

EEABERF. 0: Xid1: AR

==
ProxyBuffer a Integer FOIE: O
REFRERN, 0: ZMAKRN1: BRA%N. BASBET
ProbeStatus = Integer = ?F).*'}&'LH 0: MR 1: BN, BUABELRN
~EIE: 1
- EZEiER. 0: FHBERE 1: EESTLSERMNEM LENSHSEE 2: ABREZEHISEEE iR
GmType a8 Integer — .
w~BE: 0
EFEH2EE, 0: TEZBLES 1: EBRFEAEBEESRLES 2: EBRFEITERZIED
GmCertType a Integer — .
w~BIE: 0
GmCert - Strin GmCertType/ait, EBERISY, REEBEBEBAIERHE
= 9 w~BE: ———— BEGIN CERTIFICATE-———- XXX —===— END CERTIFICATE———-
GmPrivateKe - Strin GmCertType1it, EEERILSH, REEBBEEBIEBAIFAR
y = 9 w~BE: ———- BEGIN PRIVATE KEY————- XXX —==== END PRIVATE KEY----—
918, = 8%, FR i g
GmEncCert = String GmCertType1i, EBERILSY, REEESBEBHNZES

~EE: ———— BEGIN CERTIFICATE———-— XXX ————— END CERTIFICATE-———-

GmEncPrivateKey String GmCertType/a1id, FEEFAUSH, FREFEZEHIMBTERFAE

wE: ————— BEGIN PRIVATE KEY--——- XXX —==—== END PRIVATE KEY———--
. . GmCertType/a2id, FEEERISH, RFBN=SSLESRERIESRI
GmSSLId a String FHUE: aKnKQLJ
. EliFESRE, SRBHEEFERNIRERMMHSGIN. 0: BME, GRHBEGER; 1: 2RER
UpstreamPolicy & Integer — .
~BEIE: 0
UpstreamRules.N & Ay of SREERES, SREEOAN,

UpstreamRule

3. lmiiew

SHEW ESid g

—i5K ID, HIRSIKER, SXERBSER (SEREEMREERRERERSR, WZKERFTLIRE Requestld ) o EfLTEATE

Requestld  String  gouwsimskiy Requestld.

4. 7%

Fh i SaaSEWAFISS
&M SaaSEIWAFIE&

BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

on: ModifySpartaProtection

"Ports": [
{

"NginxServerId": 230056,
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"Port": "80",

"Protocol": "http",
"UpstreamPort": "80",
"UpstreamProtocol": "http"
by

{

"NginxServerId": 321607,
"Port": "443",

"Protocol": "https",
"UpstreamPort": "80"
"UpstreamProtocol": "http"
}

1,

"Domain": "randygz8.gcloudwaf.com",
"DomainId": "7d58ebf3db7e5f7e8£91eb017c6a7b31"
"SrcList": [
"114.132.246.237",
"114.132.246.239"

1,

"Weights":

"io",

nign

1,

"UpstreamType": O,
"HttpsRewrite": O,
"CertType": 2,
"ActiveCheck": 0,

"SSLId": "HOLMTjmj",
"IsCdn": 1,
"UpstreamScheme": "http",
"HttpsUpstreamPort": "80",
"IsGray": O,

"IsHttp2": O,
"IsWebsocket":
"ProxyBuffer":
"IsKeepAlive":
"LoadBalance":
"InstanceID": "waf_ 2kw60zgy0508e8j3"
"Anycast": 0,
"CipherTemplate": 2,
"TLSVersion": 3,

"Ciphers": [

"ProxyReadTimeout": 10,
"ProxySendTimeout": 300,
"SniHost": "randy.sni.com",
"SniType": 1,

"IpHeaders": [

"x-real-ip"

1,

"XFFReset": 0,

"UpstreamHost": "randy.upstream
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"Note": "randy domain",

"ProbeStatus": 1

"Response": {

"RequestId": "I

5. FREHR

BR= APl &
Sz APl & B&E API 3. (8%, API Explorer } SDK F#ZRHNA—ERFE, HEENE—ANOSORERBBNSRHAIFIE APl RS,

API Inspector
FEPELEE AP| Inspector EEEHAS—HIRIEXBI APLRRBRER, FEMERSESRAN API 53, BaETEIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. =G

PATRFIL T O SSIBIEHERRERE, EbiRiR0iER AHER0,
$HiRtY i
FailedOperation BRIERY
FailedOperation.MysqlDBOperationFailed RIEMysqlEURE LM
InternalError AIEBEEIR -
InternalError.AsynchronousCallFailed BLRAREM
InvalidParameter BHEIR,
InvalidParameter.CertificationParameterErr IEBEESHER
InvalidParameter.PortParameterErr ROEESHER
InvalidParameter.ProtectionDomainParameterErr PPl S S HEEIR
InvalidParameter.SupportTLSConfFailed HEIEFIRAFZISFHRBTLSEEY, i5HAEISHRRRZLLE
InvalidParameter.TLSParameterErr TLSSHINEBEMHSHER
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InvalidParameter.UpstreamParameterErr

InvalidParameterValue
LimitExceeded
MissingParameter
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation

UnknownParameter
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O BAT

FHINSaaSEWAFBSPIS S

mIEEFATE: 2025-04-25 02:13:02

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .
RNSaaSEWAFR5P%E
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

Web RIS

<P mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW ik B ik

#24, FEOBE: AddSpartaProtection,

>

Action = String

HE5%, MMEORE: 2018-01-25,

>

Version = String

N

String

Ll

Region

FEMIPRIEE

String ~E: randy.qcloudwaf.com

Ll

Domain

MEHSEE,

0: (NERBHTTPYMIRRO, &EIEE
Integer 1: IEBRFAEEIESR

2: EBRIFEHITEIES

wBIE: 0

2l

CertType

wafflREBER TEMRERS .
0: RHERPENERS
1: BRENERS, waliERXFFREEFiGIP

IsCdn 2: BHERERS, wafi§EREremote_addrikEE RSP

Integer

2l

3: EHENRERSS, wali§ERip_headersHiIBEX headeriREBIEFiRIP

BIE: 0

[EIHEESEoN

0: ERIPER
1: B ER
wBifE: 0

Integer

il

UpstreamType

=EFEWebSocketzi%,
0: X

1: Fia

E: 0

IsWebsocket Integer

ol

BRGNS
0: 8

String 1: IP hash
2: i
~ENE: 0

HD

LoadBalance

Ports.N Array of RSBiRO5IREE.

Portltem NginxServerld: #rigiZaHE'0"
Port: ¥IFizOS
Protocol: i#OAHHY
UpstreamPort: 5PortiERE
UpstreamProtocol: 5ProtocolifE

ol

IRIFRE: BR=ItE (It ) BRSEATF

AHSE, FNFERSTIFN TR, FIEONZIFHESEY: ap-guangzhou, ap-seoul .
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SHEW

IsKeepAlive

InstancelD
Cert
PrivateKey
SSLid
Resourceld

IpHeaders.N
UpstreamScheme

HttpsUpstreamPort
IsGray

GrayAreas.N
HttpsRewrite

UpstreamDomain

SrcList.N

IsHttp2

Edition

Anycast

Weights.N

2l

2l

oy

i}

i}

o

il

oy

i}

iyl

oy

oy

i}

oy

o

il

String

String

String

String

String

String

Array of
String

String

String

Integer

Array of
String

Integer

String

Array of
String

Integer

String

Integer

Array of
Integer
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ik

w~BE:
[{"NginxServerld":"0","Port":"80","Protocol":"http","UpstreamPort":"80","UpstreamProtocol".

WIEIR, REFERERE,
0: EiEtE
1: KiEkE
BHE: 1

WIEIR, i FRESEflid
FE: waf_2kl62zgs0108e8j3

CertType/s1id, FEERISEY, RTEBIEBANERHE
~BE: ——— BEGIN CERTIFICATE XXX END CERTIFICATE————-

CertTypeXsiit, FEERSH, REBBIEHRITAH
~BlE: ————- BEGIN RSA PRIVATE KEY————-— XXX ————— END RSA PRIVATE KEY-———-—

CertTypela2h), BEEFRIMSH, FRENZSSLESIRERNIESRId
FHUE: cKnKQLJ

&R, IFE, Waff9Ei&EID.
wBiE: waf_2kl62zgs0108e8j3

IsCdna30s, BEEISE, RFBENXheader
TBIE: ["x-real-ip"]

RSEEEHTTPSIKOMR, HTTPSHEIRINY .

http: {ERhttptMHYEER, FHttpsUpstreamPortBi&fEA
https: {EBhttpsthi%ELER

=BIE: https

HTTPSER#O,XUpstreamSchemeAhttplt EBEHFIFER
~BIfE: 80

FEE, IFE, EEABKE, 0XRFAABKRE.
wFIE: 0

BEE, T E, REGEX
~NE: [“gZ","bj"]

VHER, REFBHTTPESIBZEZIHTTPS,
0: FizmIbkis

1: FREEFIGE

BiE: 1

1 ZERERTHIEIRES . UpstreamTypea1it, SEERILFER
~FHE: www.qq.com

IPEIEIFBEIRIPFIZER . UpstreamType00t, HEIEFIFER
FHE: ["25.66.42.153","156.32.3.65"]

WIEIR, REEFBHTTP2, EEARBHTTPSHMNGF.
0: X

1: 7R

wBIE: 0

FEF, IUAE, WAFSEFIZEE,
sparta-waf: SAASEWAF
clb-waf: RFIDGEWAF
cdn-waf: CDN_EAIWebPsiFaEh
~E: sparta-waf

#$E%, BRE0EIA, anycast IPERIFFX: 0 Zi&EIP 1 Anycast IP
BIE: 0

EIRIPFIRSIPAIIRE, FISrcList—3XIh, HENZUpstreamType’0, #HSrcListE24IP, #8
LoadBalancen2iEEES, FNIE []
=HIE: [10,10,10]
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SHEW ik R ik

WA, REFBENREEN.
0: FFiE

1: 7R

wHUfE: 1

ActiveCheck

oy

Integer

. TLSERAFER
TLSVersion & Integer FEUE: 1
WIEIR, MEEHER.

0: ASZiFiEsE, FERARAMER
1: BRRMER

2: REBEIR

3: BEXER

wFIE: 0

il

CipherTemplate Integer

BEXMINZEMTIER. CipherTemplateI3REEAIFE, XTEEXWNEEY, BEET
DescribeCiphersDetaili&O3%E .
wHifE: [1,2,15]

Array of

Ciphers.N Integer

o

WAF 5iRisAEERIRIA, EAIA300s,

T P~ o3
ProxyReadTimeout a Integer FEIE: 300

WAF5iRi5#IS#ERIRTIA, EAIA300s,

1 ==
ProxySendTimeout a Integer FEIE: 300

WAFERERTHISNISEE,

0: XiASNI, FE&Eclient_hellohidserver_name

1: FFESNI, client_hellof#iserver_namejaphirt%E
2: FFESNI, SNIJt%E EiRRTAYiRsES

3: FFESNI, SNIBBEXEHS

wBIE: 2

i}

SniType Integer

SniType/I3it, FEHEUSE, RREEXRISNI;

SniHost ~BIfE: randy.testwaf.com

oy

String

EEBABEXFFEE. 0: Xi@1: B

XFFReset REIE: 0

oy

Integer

HEEEER

Note FENE: HEEE

oy

String

BEXEFHost. BNAZZHSR, RMEMBIFES(EAEIEREHst.

UpstreamHost a String FHUE: www.qg.com

BEABERF. 0: Xid1: 7R
wfIfE: 0

i}

ProxyBuffer Integer

REFREEN. 0: ZREN 1: BN, BARBIE

ProbeStatus ENE: 1

i}

Integer

E#F#ER, 0: FHBER 1: £EETLSERMNEN LENKIFER 2: ARESEHIISEREFiniEiD
fIfE: 0

o

GmType Integer

ESEHEE, 0: TEZES 1: IEBREABEERIES 2: IEBRENEERZES

GmCertType wFIE: 0

o

Integer

GmCertTypes1i, FEERNSEY, XFREEEZTBIERE

GmCert THIE: ———— BEGIN CERTIFICATE XXX END CERTIFICATE-----

iyl

String

GmCertTypesiiy, FERERNSEY, FREEEZTHIIAN
~pE: ————— BEGIN PRIVATE KEY————-— XXX —==== END PRIVATE KEY————-

il

GmPrivateKey String

GmCertTypes1id, FEERNSE, FREEEZTEINEES

GmEncCert THE: ———— BEGIN CERTIFICATE XXX END CERTIFICATE--———

il

String

GmCertType a1, FEERNSEY, XREEEZEBIINZIEEIIAR

. - .
GmEncPrivateKey | & String TOUE: ———— BEGIN PRIVATE KEY---—— o — END PRIVATE KEY--—-—

GmSSLId

oy

String GmCertType/a2h, FBERIUSH, RREAZSSLEESIREMIESid
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SHEM ik %R Fiiipay
wFIE: akKnKQLJ

EEREE, STFRHIGEIRMSRERAMAN, 0: FME, REHBEERE; 1: SRER

UpstreamPolicy & Integer =IE: 0
UpstreamRules.N &  Arrayof SIRENERTER, SRENREMT.

UpstreamRule

3. milis¥

SHEM ESid R

W—i5K ID, HIRSIKER, SXERBIEE (HERAEMEERRLERERSR, WZKERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG  mio iz misskiy Requestid.

4. =61

P FINSaaSEWAFRFPIES
wINSaaSBWAFEIPE =

BATH

/ HTTP/1.1
waf.tencentcloudapi.com
application/json

AddSpartaProtection

"Ports": [
{

inxServerId": "0",
"Port": "80",
"Protocol": "http",

reamPort": "80"

"UpstreamProtocol": "http"
}
1,
"Domain": "randy.gcloudwaf.com",

"SrcList": [

"UpstreamType": O,
"HttpsRewrite": O,
"CertType": O,

dn":

"IsGray": O,

"IsHttp2": O,
"IsWebsocket": O,
"ProxyBuffer": 1,
"ActiveCheck": O,
"CipherTemplate": 1,
"TLSVersio
"Ciphers": 15
"IsKeepAlive": "1"

"LoadBalance": "O"
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"InstanceID": "waf_ 2kw60zgy0908e8j3"
"Anycast": 0,

"ProxyReadTimeout": 300,
"ProxySendTimeout": 300,

"SniHost": "randy.sni.com",
"SniType": O,

"IpHeaders": [

Tx=reall=ip"

1,

"XFFReset": 0

"UpstreamHost": "randy.upstream.com",
"Note": "randy test domain",

"ProbeStatus": 1

5. FREHR

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHRHA—EAFE, HEENE—AOSARERENZIRMIFE AP RS

API Inspector
FARFEET API Inspector EEEHIAGE—SIREXEKN APLARER, HEMERSIESRAM AP K63, tBaIaiE API Explorer TSR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. HHiRfB
ATRBIM TR OSSR EIRED, HSEER AR,

IR iR
FailedOperation BRERM,
FailedOperation.RedisOperationFailed 1B {ERedisHURELM
InternalError PEREIR
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https://cloud.tencent.com/document/product/440/6176
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O BAT

5=t

InternalError.AsynchronousCallFailed
InvalidParameter
InvalidParameter.CertificationParameterErr
InvalidParameter.DomainExceedsLimitErr
InvalidParameter.DomainNotRecord
InvalidParameter.PortParameterErr
InvalidParameter.ProtectionDomainParameterErr
InvalidParameter.TLSParameterErr
InvalidParameter.UnauthorizedOperationParameterErr
InvalidParameter.UpstreamParameterErr
InvalidParameter.XFFResetParameterErr
InvalidParameterValue

LimitExceeded

MissingParameter

ResourcelnUse

ResourcelnUse.EmptyErr
Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnauthorizedOperation

UnknownParameter

IRIFRE: BR=ItE (Ib5R) BRSEAR

R EEHRBER
K ESE
IKOEESHER
FriPi & S5EIR
TLSHINEZEEHSHIER
MRS HIEIR
EREREHER
XFFEESHIEIR
SHENEHEIR.

B AR o

EmptyErr
BREFZE.
BRFEFHE.
HHEAAH.
BREE,
RIZIURME o
RIMNSHEER,

Web RIS

£5328 1647



O BAT

*ENSaasBIWAFBsRiRO5IFE

mIEEFATE: 2025-04-25 02:13:01

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

$kENSaasEWAFBFPiRO5IR
FIAEOIBRITEIRE: 200R/FD o

#EFE(ER API Explorer

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

2. \MN\EY
SHEW Wik
Action =
Version =
Region =
InstancelD B
Edition B
3. e
SHEW ESidl
Array of
HttpPorts String
Array of
HttpsPorts String
Requestid String
4. 76
N REBHFIROSE
MATGI

POST / HTITP/1.1

—Action:

"InstanceID":

£S5 R
String ~HSH, XIZOBE: DescribePorts,
String ~HsY, AMEOE: 2018-01-25,
String ~rHSE, FRFESIEN TR, FEONSZIFESPRY: ap—guangzhou, ap-seoul .
String %MID .
FBE: waf_2ka80zly0702e8j3
String %ﬁu;‘éﬂ
*BIE: sparta-waf
i
httpiz O3

FE: ["80","8080"]

httpsizA%IZ&
BIE: ["443","8443"]

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

W—i5XK ID, HIRSIRER, SXERESER (HEREEMEEREERERSR, WiZXERFTLIRE Requestld ) o Ef
iRAR R EIR HiZXIERAI Requestld,

encentcloudapi.com

: application/json

"waf_2kw60zgy0

DescribePorts

90

8e83j3",

IRIFRE: BR=ItE (It ) BRSEATF
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"Edition": "sparta-waf"

"Response": {

"HttpPorts": [

5. FEERE
B AP £&

Bz APl & B&E API 3. $EiR63. API Explorer )2 SDK FRENA—ERNFE, HEENE—ANOEARERBNZEMHIFE API RS

API Inspector

FPWiEE APl Inspector EEEHIGE—SEFXEN APLRARER, HEMERSIESHRAR APl 53, aJFiE API Explorer #{TELZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BEITIR

Tencent Cloud CLI 3.0

6. $HiR

IATFRFIH 7O SSIBIEHEXAEIRID, HtbEiRmIER AHEIEE.
iR Fiiipus
InternalError PAEBEEIR -

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE

£330 #6473
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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@ H%\_L:HE Web RzFEFXESE

FENCDCIHSE THEREEAMARIYERWAF(cdc—clb—waf)i
thiay

IEEFATE: 2025-04-25 02:13:00

1. EOE

EOiEkiFEE: waf.tencentcloudapi.com .

#CDCIZET, RHEGRWAFRIRIN. FIEFSRENNHE, TERTCDCAEIIERWAF ( cdc-clb-waf)ZiuitiRzlR, @i
DescribeUserCdcClbWafRegionsBERI AT 1S HEI E P EEFFMAvibgFIZR

BRMEOIERITEIRS: 200%/88

7= (EH APl Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNERNSRESRIUREMERN SDK FRRG.

2. M NBY
UTERSHSIRVIIE TIROBRSYETIBSAHSY, REARSHIIRN AHiERSHY,

SHEM Wi ESidd i

Action 2 String ~HSH, AEOEYE: DescribeUserCdcClbWafRegions,

Version 2 String ~HSH, XEOE: 2018-01-25,

Region = String AHSY, FERFRZISN MFIE, MMEORZIFEDR: ap-guangzhou, ap-seoul, ap-singapore o
3. hikieN

SYEMm ESid 4]

Data Array Of. CdcRegionky2EBLHiIA

CdcRegion

E—i&ER ID, HIRSBRER, FRERTLIEE (EEREEMERRERIARSR, WZRERFTSIRE Requestld) o

R tid Stri
eques nng AT EEI LR RE Requestld.

4. 7
1 FECDCIER THEFESF BIRRISERWAF oML

BT

https://waf.tencentcloudapi.com/?Action=DescribeUserCdcClbWafRegions
s<AHERSH>

"Response": {
"Data": [

{

"Region": "gz",
"Clusters": [

{
1

"Id": "cluste

IRIFRE: BR=ItE (It ) BRSEATF 5331464730
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@ H%\_L:HE Web RzFEFXESE

"RequestId":

N
I
1
I

5. FRERER

R= APl £&
Bz API & B&E API 3. $8i%63. API Explorer & SDK #RENA—ERIFE, HEENE—ANOEARERBAZEHAFE API RS .

API Inspector
FARFTET AP Inspector BEEFIGE—TRIEXEBE AP ERER, HBEMERSIESRAR API K18, BaTFitE API Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

ZIROE X SSIBIEHEXAEIRIS, EfhiEREIER 2H4ERG,

IRIFRE: BR=ItE (It ) BRSEATF 55332 #647m
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https://cloud.tencent.com/document/product/1278/49361
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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O BHS

IREIE P ESF AR HIIEEWAF (clb—waf)Adithiay

mIEEFATE: 2025-04-25 02:13:00

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .

Web RIF3FmASE

EGHHERWAFISGRN. HENSRENHE, TERTAENERWAF (clb-waf)ZiFhbig5%, E@idDescribeUserClbWafRegionsBERILAIKS HEIIZF

BEFMATIETIR
BOAMZOIERIZRIRH: 200R/% -

##Z(ER API Explorer

<> mEEE

API Explorer {2t TR . ERIGIE. SDK KBEMFIRERTIZOFEN . EUTEEEXABNERATMERLSRURBMERN SDK FRRM.

2. @AY

UTERSHEIIRIIE T ROBRSHNDI LY, REAUSHIIRR 2HERSH,

SRR wiEs XE ik

Action = String 2%, XIEOBYE: DescribeUserClbWafRegions.

Version £ String aHs%, XEORE: 2018-01-25,

. o . 2

Region = String tokyo .

o .

AlbType & String =@IE: "clb”
L

SYBIR ESidl 3%

. s (FRERap—180) FI%
Data Array of String FBUE: ap-guangzhou
RichDatas Array of BEFAREEHIBIRER
ClbWafRegionltem FHE: {Id:"sh" Text:" Ei§" Value:"ap-shanghai" Code:"4"}

Requestld  String

4. 761
PN T EFEEFRNGRISHRWAF RIS

BATH

https://waf.tencentcloudapi.com/?Action=DescribeUserClbWafRegions

s<AHIERSHE>

{"AlbType": "scf"}

"Response": {

IRIFRE: BR=ItE (It ) BRSEATF

mERIR, AEEKIAclb, clb: RAFIEER, tsegw: BFEEAPINX, scf: =ERE, apisix: Bz LEfbRX

W—i5EK ID, HIRSSIHER, BREREIIRE ( BEREEMEREFREEIRIERST, Wix
Requestld) . EfiaBIHEREIZXIER Requestld,

YRS, FERFEmSZEN iR, REOMGHEED: ap-guangzhou, ap—seoul, ap—shanghai, ap—singapore, ap—

RESIRE

$£333 #6473
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@ H% \_EHE Web RZFR5XIE

"RequestId":

5. FREHER

ER= APl £&
BIfZ AP| F& 228 AP H. iR, API Explorer & SDK SZEMS—ENTE, HEENA—A\OSAREMRBAZREFRAE AP IS .

API Inspector
BRPAEEE AP| Inspector BEEEHGE—SIRIEXBE AP ERER, HEIERSESHRAN AP X8, BalaiE API Explorer #{T7ELZRIK

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BeTIR
» Tencent Cloud CLI 3.0

6. {EixRS

PATNGIE THEOWSZEIRXNERE, EbERBIED 24520,
$5i=tD iR
FailedOperation BRIEEM
InternalError PEBEEIR o
InvalidParameter SHEIR,
InvalidParameter.InvalidCertificate IEBASIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIBIDEIEIEH XY -
InvalidParameterValue SHEEREIR.
LimitExceeded MBS EEERPRE o
MissingParameter ROSEEIR.
ResourcelnUse TR G,
Resourcelnsufficient BEARE-
ResourceNotFound BRAFE
ResourceUnavailable BREATH,
ResourcesSoldOut BREE,
UnauthorizedOperation RIGHURE

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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IR ik

UnknownParameter FHSHEIR.

RIFERAEERIER

mRIEEFRATE: 2025-04-25 02:12:59

1. gEOR

IRIRERE: BR=ITE (1bF) BRSEAE $8335 #6473



@ H%\_L:HE Web RzFEFXESE

EOERER: waf.tencentcloudapi.com .
RIFHENGENER, FASERBENIEES
FONEOIERIAIRE: 3R/

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNBEELSRUREMERN SDK FRRE.

2. MA\2%

LTERSHSIRNFIETEOBERSHNHBLAHSY, REAHSYHTIRI AHiERSH,
BYEmM & xE i
Action ] String 2%, FIFEOBYE: RefreshAccessCheckResult,
Version 2 String aHs%, XEORE: 2018-01-25,

Region ~HSY, FRFEZISH thiFFIE, FMEORZIFEPR: ap—guangzhou, ap-seoul, ap—shanghai, ap-singapore, ap-

HO
wn
(=
=,
3
«Q

Domain

HO
[7))
(=
3.
3
«Q

FBE: randy.qcloudwaf.com

3. atsN
sgEm %W e

W—iEK ID, HIRSIKER, BXERBEE (SEREEMRERERERSR, WZKERFTRIRE Requestld ) o EfITHAIE

Requestld  StriNg oz iRy Requestid.

4. 74
TN RFEAERREER

BATH

POST / HTTP/1.1

Host: xxx.tencentcloudapi.com

Content-Type: application/json

CheckResult

"Domain": "randy.gcloudwaf.com"
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ER= APl £&
Bz AP| £& 228 API XH. iR, API Explorer & SDK SZEMSG—ENTE, HEENA—A\OSARERBARIRMRIFAE AP IS,

API Inspector
FBPAEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, FEIIERZIESIRAN API £53, tbaaiiE AP| Explorer #{71EZIRE

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSITIR
» Tencent Cloud CLI 3.0

6. $EiRE

ZIEOE T SSIZIEHEXAEIRE, EhEiREER A54ERE,

IRIRERE: BR=ITE (1bF) BRSEAE 58337 #647m
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\_L:HE Web RzFEFXESE

HiFgSaaSEIWAF RSP

mIEEFATE: 2025-04-25 02:13:02

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
SaaSEWAFHIFB5FEES
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM WiE ESicl b35S
Action =2 String ~HSH, XFEOBE: DeleteSpartaProtection,
Version 2 String AHSY, MMEONE: 2018-01-25,
Region 2 String AHSY, FRFEmZIFH tiFFE, FMEOREIFESR: ap—guangzhou, ap—seoul .
. o . bar=4 7S

Domains.N = Array of String & ["randy.qcloudwaf.com","randy.testwaf.com"]

. - . SCffi 2Ry
Edition & String FOUE: sparta-waf

by m,. 1d sC

InstancelD & String B, W FRRID

TfIE: waf_2kw60zgy0908e8j3

3. mitisy
BEER  XE @R

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. 75l
1 SaaSEWAFBIEEFEES

BT

POST / HTTP/1.1

Host: xxx.tencentcloudapi.com

application/json

: DeleteSpartaProtection

"Domains": [
"randy.gcloudwaf.com"

1,

IRIFRE: BR=ItE (It ) BRSEATF 55338 16473


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DeleteSpartaProtection

"InstanceID": "waf_ 2kw60zgy0908e8j3"

"Response": {

"RequestId": "afa27£36

5. FREHR

A= APl &
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEOREBBNZRHAFE API RS,

API Inspector
FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2aTaiE APl Explorer i#{TEZEI

SDK

= API 3.0 Rt TEERFRTRE (SDK) , ZFSMRIZIES, EESERIER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

)

Tencent Cloud CLI 3.0

6. $HiRE

IR T O SSBIREXANEIRIS, EthiEiRBiER AHEIRE.

$HiRtY

InternalError

InternalError.AsynchronousCallFailed
InvalidParameter.UnauthorizedOperationParameterErr

ResourceUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

iR
REREEIR o
SLRBEY
HNSEEIR

BRATH,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\_L:HE Web RzFEFXESE

TENEEHER

mIEEFATE: 2025-04-25 02:13:01

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
SaasBEWAFEAEGNZEMHER
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,

SHEM Wi ESit) 3%

Action 2 String ~rHESH, XEOBYE: DescribeCiphersDetail,

Version 2 String ~sd, XMEOBE: 2018-01-25,

Region = String ~AHSH, FRFEIFN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .
3. ey

SYEMR ESid] R

. Array of
=2
Ciphers TLSCiphers MEEHE

E—i5XK ID, HIRSIKER, SXERBIRE (HEREEMEEREERERSR, WZXERFTLIXE Requestld) .

R tid tri
eques String AT BB HZRERE Requestld.

4. 75l
=M SaasBEWAFEAEBZEAMSESHER

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

"Response":

"RequestId": "9b4a918c
"Ciphers": [
{

"VersionId":

IRIFRE: BR=ItE (It ) BRSEATF 55340 #6473
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Web RIF3FmASE

"CipherId": O,

"CipherName": "D —sua (Z¥ShRAS: Tis 1.0
I

{

"VersionId":

"CipherId":

"CipherName": CDHE-R DES sua (&¥ShRAS: Tos 1.0,TLS 1.1,TLS 1.2) "
by

{

"VersionId":

"CipherId":

"CipherName": "AE sua (Z¥FhRA: Tos 1.0

I

{

"VersionId":

"CipherId":

"CipherName": sua (&¥ShRAS: Tos 1.0, TLS 1.1,TLS 1.2) , ECDHE-ECE
1.2)"

by

{

"VersionId":

"CipherId":

"CipherName":

by

{

"VersionId":

"CipherId":

"CipherName": CDHE-RSA-AES128-SHA ( SZ¥FMRA: T1s 1.0,TLS 1.1,TLS 1.2) , ECDHE-ECDSA-AES128-SHA ( Z¥ShRA: -
1.2)"

T

{

"VersionId":

"CipherId":

"CipherName":

by

{

"VersionId":

"CipherId":

"CipherName": "? ccMs (EIRAS: Tis 1.2) "
T

{

"VersionId":

"CipherId":

"CipherName":

by

{

"VersionId":

"CipherId":

"CipherName": "? GCM-SHA384 ( Z¥ShRAS: TLs 1.2) "
T

{

"VersionId":

"CipherId":

"CipherName" : CDHE-RSA-AES256—SH2 (ZHRAS: TS 1.2) "
by

{

"VersionId":

IRIFRE: BRzITE (165 ) BRSEAS 341 #6471




Web RIF3FmASE

"CipherId": 11,

"CipherName": "ECDHE-RSA-AES256-SHA (Z#fhRAS: TLs 1.2)
I

{

"VersionId":

"CipherId":

"CipherName": 6-GCM-S (ZRA: Tos 1.2) "
by

{

"VersionId":

"CipherId":

"CipherName": "A sua256 ( SZFARAS: TS 1.2) "
I

{

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId":

"CipherName": "A M8 ( Z¥FhRAS: TLsS

I

{

"VersionId":

"CipherId":

"CipherName": "AES128-GCM-SHA256 ( SZiFhRA: T

by

{

"VersionId":

"CipherId":

"CipherName" : CDHE-R "S12 256 (Z¥HRA: Tos 1.2) "
I

{

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId":

"CipherName" : CDHE-RSA-CHAC )-POLY ) FhRAS: TLS
I

{

"VersionId":

"CipherId":

"CipherName": S_AES_: A384 (SZiFhRA:
by

{

"VersionId":

"CipherId":

"CipherName": 20_POLY1305_SH 6 (ZiSRRAS: Tos 1.3) "
I

{

"VersionId":

"CipherId":

"CipherName" :

IRIFRE: BRzITE (165 ) BRSEAS 5342 #6471




Web RIF3FmASE

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId": 1,

"CipherName" :

I

{

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId":

"CipherName": "ECDHE-RSA-AES256-SHA ( Z#§HRAS: Trs 1.0, TLS 1. 1.2 \-AE 5—SHA ( SZIEhRAS:
1.2) ™"

I

{

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId":

"CipherName" : HE-R 28-SHA ( SZ¥FRRA: TS 1.0,TLS 1.1,TLS 1.2) , ECDHE-ECDSA-AES128-SHA ( Z¥ShRA:
1.2) ™"

I

{

"VersionId":

"CipherId":

"CipherName": "A sua256 ( ZIFARAS: TS 1.2) "
by

{

"VersionId":

"CipherId":

"CipherName": "AES256 8 (ZIShRAS: T1s 1.2) "
I

{

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId":

"CipherName": "AES256-GCM-SHA384 (SZ¥FRRAS: Tns 1.2) "
I

{

"VersionId":

"CipherId":

"CipherName": SA-2 3 (ZRA: Tos 1.2) "

IRIFRE: BRzITE (165 ) BRSEAS 8343 #6473
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"VersionId":
"CipherId":
"CipherName" :
by

{

"VersionId":
"CipherId":
"CipherName" : CDHE-RSA-A GCM-SHA384 (Z¥ShRA: T1s 1.2) "
I

{

"VersionId":
"CipherId":
"CipherName" :
by

{

"VersionId": 1,
"CipherId": i,
"CipherName": "AES128-CCM ( Z#FhRAS: TS 1.2) "
I

{

"VersionId":
"CipherId":
"CipherName" :
by

{

"VersionId": 1,
"CipherId": 7
"CipherName": "AES128-GCM-SHA256 ( SZ#FRRAN: TLS
I

{

"VersionId":
"CipherId":
"CipherName" :
by

{

"VersionId":
"CipherId":
"CipherName" : CDHE-RSA-AES128-GCM-SHA256 ( Z#FhRAS: Tos 1.2) "
I

{

"VersionId":
"CipherId":
"CipherName" :
by

{

"VersionId":
"CipherId":
"CipherName": "TLS_AES_256_( 84 (Z¥EhRA: TLS
I

{

"VersionId":
"CipherId":
"CipherName" :
by

{

IRIFRE: BRzITE (165 ) BRSEAS 58344 647




"VersionId":
"CipherId":
"CipherName":
by

{
"VersionId":
"CipherId":
"CipherName" :
T

{
"VersionId":
"CipherId":
"CipherName":
by

{
"VersionId":
"CipherId":
"CipherName" :
by

{
"VersionId":
"CipherId":
"CipherName" :
1.2) "

by

{
"VersionId":
"CipherId":
"CipherName" :
T

{
"VersionId":
"CipherId":
"CipherName" :
1.2) "

by

{
"VersionId":
"CipherId":
"CipherName" :
I

{
"VersionId":
"CipherId":
"CipherName" :
by

{
"VersionId":
"CipherId":
"CipherName" :
I

{
"VersionId":
"CipherId":
"CipherName" :
by

{

56 (SZHShRA: TS 1.3) "

sun (&¥ShRA: Tos 1.0,TLS 1.1,TLS 1.2) "

sun (&¥ShRA: Tos 1.0,TLS 1.1,TLS 1.2) "

"aAES128-sHA (Z#RA: TS 1.0,TLS 1.1,TLS 1.2) ™"

suna256 ( SZIFARAS: TS 1.2) "

ceM (Z¥EhRAS: tos 1.2)

IRIFRE: BR=ItE (It ) BRSEATF

1.2) , ECDHE-ECDSA-AES256-SHA ( SZHFHRAS:

TLS

Web RIF3FmASE
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"VersionId":

"CipherId":

"CipherName":

by
{
"VersionId":

"CipherId":

"CipherName" :

by
{
"VersionId":

"CipherId":

"CipherName":

by
{
"VersionId":

"CipherId":

"CipherName" :

Hy
{
"VersionId":

"CipherId":

"CipherName":

by
{
"VersionId":

"CipherId":

"CipherName" :

Hy
{
"VersionId":

"CipherId":

"CipherName":

by
{
"VersionId":

"CipherId":

"CipherName" :

Hy
{
"VersionId":

"CipherId":

"CipherName":

by
{
"VersionId":

"CipherId":

"CipherName" :

Hy
{
"VersionId":

"CipherId":

"CipherName":

by
{
"VersionId":

"CipherId":

'})u

sun (Z¥EhRA: Tos 1.2)

394 ( SHEIRA: TLS

SHA256 ( ZIGRRAS: TLS 1.2) "

v (ZIEERAS: TLs 1.2) ¢

(ZHSBRAS: Tos 1.2) ™

’

’

"ECDHE-RSA-AES128-SHA256 ( Z#FhRAS: TLS

( Z¥ShRA: TLS

(ZHshRA: LS

1 SHA384 (Z¥FhRA: TLsS

IRIFRE: BR=ItE (It ) BRSEATF

1

'})u

1.2

1.2

)u

Web RIF3FmASE
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"CipherName": T CHA oLY13 (ﬁ}%mfz}s TLS LA%) u
I

{

"VersionId":

"CipherId":

"CipherName" : S_2 56 (ﬁ}—*_rmil( TLS 1
by

{

"VersionId":

"CipherId":

"CipherName": "D —sua (Z¥ShRA: TLs

I

{

"VersionId":

"CipherId":

"CipherName" : I DES-CBC3-SHA ( Zi#FhRAS: TLS 1.0
by

{

"VersionId":

"CipherId":

"CipherName": "AES SHA (Z¥FERAS: TS 1.0,TLS 1.1
I

{

"VersionId":

"CipherId":

"CipherName" : I sHA ( Z#SRRA: Tos 1.0,TLS 1.1,TLS 1.2) , ECDHE-ECDSA-?
1.2)"

by

{

"VersionId":

"CipherId":

"CipherName" : SHA (ZH$RRA: TIs 1.0

I

{

"VersionId":

"CipherId":

"CipherName": SA-AES128-sHA (Z#shRAS: TLs 1.0,TLS 1.1,TLS 1.2) , ECDHE-ECDSA-AES128-SHA ( SZ#SMRA: T1s 1.0,TLS 1.1,TLS
1.2)"

by

{

"VersionId":

"CipherId":

"CipherName": "AES256-SHA256 (SZ¥FRRAS: Tns 1.2) "
by

{

"VersionId":

"CipherId":

"CipherName": "AES256-CCM8 ( SZ¥FRRAS: Tns 1.2) "

by

{

"VersionId":

"CipherId":

"CipherName" : \ 56-CcM ( Z¥FhRA: Tos 1.2)

by

{

"VersionId":

"CipherId":

IRIFRE: BRzITE (165 ) BRSEAS $8347 #6471
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"CipherName": "AES 4 (SZIFRRAS: Tis 1.2) "
I

{
"VersionId":
"CipherId":
"CipherName" :
br

{
"VersionId":
"CipherId":
"CipherName" : HE-RSA-? 56-sHA (Z¥FhRAS: Tos 1.2)
I

{
"VersionId":
"CipherId":
"CipherName" :
br

{
"VersionId":
"CipherId":
"CipherName":
I

{
"VersionId":
"CipherId":
"CipherName" :
br

{
"VersionId":
"CipherId":
"CipherName" : g-ccM8 (ZHFhRAS: TS 1.2) "
I

{
"VersionId":
"CipherId":
"CipherName" :
br

{
"VersionId":
"CipherId":
"CipherName": H 3 S128-SHA256 (S'Z]%H)EZE TL
I

{
"VersionId":
"CipherId":
"CipherName" :
br

{
"VersionId":
"CipherId":
"CipherName": CDH RSA-CH ) (ﬁi‘%ﬁﬁ?ﬁ
I

{
"VersionId":
"CipherId":
"CipherName":

te

IRIFRE: BRzITE (165 ) BRSEAS 55348 #6473
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"VersionId":
"CipherId":
"CipherName" : CD RSA-D sHA ( ZihRA:
by

{

"VersionId":
"CipherId":
"CipherName": "AES256-SHA ( Z#FhRAS: TLs 1.0, TLS
I

{

"VersionId":
"CipherId":
"CipherName":
1.2) "

by

{

"VersionId":
"CipherId":
"CipherName": "AES128-SHA (Z#FhRAS: TLs 1.0, TLS
I

{

"VersionId":
"CipherId":
"CipherName" :
1.2) "

br

{

"VersionId":
"CipherId":
"CipherName": "Z 56-SHA256 ( ZHFRRAS: Tos 1.2) v
I

{

"VersionId":
"CipherId":
"CipherName" :
br

{

"VersionId":
"CipherId":
"CipherName": "AES256-CCM ( Z#FhRAS: TLS
I

{

"VersionId":
"CipherId":
"CipherName" :
br

{

"VersionId":
"CipherId":
"CipherName":
I

{

"VersionId":
"CipherId": 11
"CipherName":

te

IRIFRE: BRzITE (165 ) BRSEAS 55349 #6473
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"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId":

"CipherName": "AES128-SHA256 (SZ¥FRRAS: Tns 1.2) "
I

{

"VersionId":

"CipherId":

"CipherName":

by

{

"VersionId":

"CipherId":

"CipherName": "AES128-CCM8 FhRAS: TLS

I

{

"VersionId":

"CipherId":

"CipherName" : 3 —GCM—SHAZ (Z#RAS: TS 1.2) "
by

{

"VersionId":

"CipherId":

"CipherName": CDHE-RSA-AES128-SHA256 ( Z¥FhRAS: TLS
T

{

"VersionId":

"CipherId":

"CipherName":

by

{

"VersionId":

"CipherId":

"CipherName": CDHE-RSA-CHACHA20-POLY1305 ( SZIFhRAS:
T

{

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId": 1,

"CipherName" :
T

{
"VersionId":
"CipherId":
"CipherName
by

{

"VersionId":

IRIFRE: BRzITE (165 ) BRSEAS $5350 #6473
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"CipherId": 3,

"CipherName" : CDHE-RSA-AES256 0 S 1.1 S 1.2), ECDHE-ECDSA-AES256-SHA ( STHFARA: T
1.2) "

by

{

"VersionId":

"CipherId":

"CipherName": "AES128-SHA (Z#5hRAS: TS 1.0,TLS 1.1,TLS 1.2) "
T

{

"VersionId":

"CipherId":

"CipherName" : CDHE-RSA-A 8 0 S 1.1 S 1.2) , ECDHE-ECDSA-AES128-SHA ( Z#FhRA: T
1.2) "

by

{

"VersionId":

"CipherId":

"CipherName": "AES256-SHA256 (SZ¥FRRAS: Tns 1.2) "
I

{

"VersionId":

"CipherId":

"CipherName" : 56-ccM8 ( SZFFhRAS: TS 1.2) "
by

{

"VersionId":

"CipherId":

"CipherName": "AES256-CCM ( Z#5hRAS: TS 1.2)
T

{

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId":

"CipherName": RS! 6-suA384 ( ZIFARAS: TS 1.2) "
T

{

"VersionId":

"CipherId":

"CipherName" :

by

{

"VersionId":

"CipherId": 12

"CipherName": 2 6-GCM-SHA384 ( Z¥FhRA: TLsS
T

{

"VersionId":

"CipherId":

"CipherName":

by

{

"VersionId":

IRIFRE: BRzITE (165 ) BRSEAS 55351647




"CipherId": 14,

"CipherName": "AES128-CCM ( FIShRAS: TLS .2 ) "

"VersionId": 5

"CipherId": 1

"CipherName": "AES128-ccM8 ( Z¥FhRAS: TLSs 1.2) "

sionId":
"CipherId": 16,
"CipherName": "AES128-GCM-SHA256 ( SZ#FhRAN: TLS
5
b
{
"VersionId": 5

"CipherId": 1

)u

"CipherName": "ECDHE-RSA-AES128-SHA256 ( SZiFhRA: TLs

sionId":

"CipherId": 18,

"CipherName": "ECDHE-RSA-AES128-GCM-SHA256 (SZIFhRAN:

’

2
b

[
1

"VersionId": 5

"CipherId": 19

"CipherName": "ECDHE-RSA-CHACHA20-POLY1305 (SZ¥ShRAS: T

5. FEERE
B API £&

Bz API & 256 API 3. $EiR63. APl Explorer &2 SDK #RENA—ERFE, HEENE—ANOEARERBNZEMHAFE API RS

API Inspector

FPWiEE APl Inspector EEEHIGE—SEFXEN APLARBER, HEMEREE

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRfl

IRIFRE: BR=ItE (It ) BRSEATF

hRASES API 1483, teRTRIE API Explorer {TEEIREIR

Web RIS
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176

s E H%\_L:HE Web RZFR5XIE

ARSI 71O S3iBIEHEXRIEIRS, EMIEREFEL AH=ER0E,

$5i=tD i

AuthFailure CAMEZ/EMUEIR
DryRunOperation DryRun 1#/F, KFRIERIEEEZHING, RES1ET DryRun 2,
FailedOperation BRIEEM
InternalError PIEREIR o
InvalidParameter SR,
InvalidParameter.InvalidCertificate IEBRAIEE.
InvalidParameter.QueryCertBySSLIDFailed RIBIDEIEIER LY
InvalidParameterValue SHEVEER,
LimitExceeded BT ECERPR S o
MissingParameter ROSHEIR.
OperationDenied BRIFIESR .
RequestLimitExceeded BRANREED 7 SRR E
ResourcelnUse TR SGH.
Resourcelnsufficient BEFE.
ResourceNotFound BREFFE.
ResourceUnavailable TEAATH,
ResourcesSoldOut BREE,
UnauthorizedOperation FRIEBURME.
UnknownParameter RINSHEHIR
UnsupportedOperation BERZS.
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@ H% \_EHE Web RZFR5XIE

IREN A G RIWAF IR E

mIEEFATE: 2025-04-25 02:13:01

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
KB —1clbwafiiZi#E
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wigk ESid) ik
Action = String ~HSH, XIZOBRE: DescribeDomainDetailsClb,
Version = String ~H2E, XEOBE: 2018-01-25,
Region = String ~HSE, FRFRTIEN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .
. - . %2
bomain = String *BIfE: txwaf.qcloudwaf.com
. - . i%Zid
Domainid = SUiNG  ~biE: waf-Lt6LGSIM
o . scfilid
Instanceld = SUING  ~piE: waf_2kuiltfm02vqm723
L
SYBIR ESidl R

DomainsClbPartinfo  ClbDomainsinfo  clbi&i¥E

W—i5EXK ID, HIRSiKER, SXERBIRE (HERAEMREERRLERERSR, WZKERFTRIRE

R tid tri
eques String Requestld) . EUAENEBIRHIZRBER Requestld.

4. 75l
N1 B clbwafll&Zi¥lE

BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

: DescribeDomainDetailsClb

cloudwaf.com",

"DomainId": "waf-xOmbLKVc",

IRIFRE: BR=ItE (It ) BRSEATF 55354 #6473


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#ClbDomainsInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeDomainDetailsClb

Web RIS

"InstanceId": "waf_00vsdfghl232"

"Response": {

"RequestId": "b4f13899-561b-46a0-a04
"DomainsClbPartInfo":
"Domain": "I

"DomainId": "waf-xOmbLKVc
"InstanceId": waf_ 2kuillfxvsfm7z3"
"Edition": "cl
"InstanceName":

"IsCdn": 1,

"FlowMode": 1,
"LoadBalancerSet": [

{

"ListenerId": "lbl-p081
"ListenerName": "http-80",
"LoadBalancerId": "lb-a
"LoadBalancerName": "lb-6
"Protocol": "HTTP",
"Region": "gz"

"Vip": "203.195.250.6"
"Vport": 03,
"NumericalVpcId": O,
"LoadBalancerType": "OPEN"
}

1,

"State": O,

"AlbType": "clb",
"IpHeaders": [

"1.1.2.4"

1,

"CdcClusters": "

5. FREHE

HER= API &
Bifl= AP| F& 258 AP X#. iR, API Explorer & SDK $WENS—ENTE, HEGNA—AOZOREMEAZRMFRE AP IS,

API Inspector
FARFTEE API Inspector BEEFIGE—TRIEXBEN AP ERER, HBEMERSIESRAR API K18, BaTFitE APl Explorer #{TEZEI

SDK
= API 3.0 RItTREMFFRIEE (SDK) , XIFSHRIRIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts

s E H%\_L:HE Web RZFR5XIE

« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

« Tencent Cloud CLI 3.0

6. HHiRf0

IR 72O S5BIRtEXAEIRS, HthiiRBiER AH4ERE,

5= iR

AuthFailure CAMEZ/EUEIR
DryRunOperation DryRun 8, KFBERIGESEMINE, RES1ET DryRun 2¥,
FailedOperation BRIEXY
InternalError PIEBEEIR o
InvalidParameter SHEIR.
InvalidParameter.InvalidCertificate IEBRAIEE.
InvalidParameter.QueryCertBySSLIDFailed RIBIDEEIEB LY
InvalidParameterValue SHEVEREIR.
LimitExceeded BT ECERPR S o
MissingParameter RAOSHEIR.
OperationDenied BRIFHIESR

RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

TERENREEET T SRR o
BRBSEA.

BEARE.

RRETFE.

HEARAH.

HREE,

RIGHURE.

RESHIEIR o

BERSS
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \_EHE Web RZFR5XIE

i/ SaasBIWAFESZi¥lE

mIEEFATE: 2025-04-25 02:13:01

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
B saaswafldZi#E
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wigk ESid) R
Action = String AHSH, XIZOBE: DescribeDomainDetailsSaas,
Version = String ~H2E, XEOBE: 2018-01-25,
Region = String ~HSE, FRFRTIEN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .
. - . %2
bomain = String FBIE: randy.qcloudwaf.com
Domainld ] String HiEid
FBIE: 7d58ebf3db7e5f7e8f91eb047c6a7b32
o . scfilid
Instanceld = SUiNG  ZiE: waf_2kw31igy0928e51
3. e
SYBIR ESidl 3%

DomainsPartinfo = DomainsPartinfo  EH&i¥lE

—i5ERK ID, HRSiRER, SXERBIRE (HERAEMFEERRLERERSR, WZKERFTIRE

R tid tri
eques String Requestld) . E{UAENESIRHIZRBER Requestld.

4. =61

=N B saaswaflfiZi¥iE
&g saaswaflfi Fifis

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeDomainDetailsSaas

<AHIFRSE>

{
1

"Domain": "jackysaas010.gcloudwaf.com",

"DomainId": "ecal7401f4e55f4b946aa37a2212b729",
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#DomainsPartInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeDomainDetailsSaas

Web RIF3FmASE

"InstanceId": "waf_ 2kzew5sy0gqzrn8ilib"

"Response":
"RequestId":
"DomainsPartInfo":
"Domain": "
"DomainId": "e
"InstanceId":
"Edition": "st
"InstanceName":
"Cert": "
"CertType":

UelgWg i,
"CreateTime":
"Cname": "dclf
"Engine": 1,
"HttpsRewrite":
"HttpsUpstreamPort":
"IsKeepAlive": 1,

"IsCdn":

"IsGray": O,

"IsHttp2": O,
"IsWebsocket":
"LoadBalance":

"Mode": 1,

"PrivateKey": BEGIN RSA
"SSLId":

"UpstreamDomain": "jack.u
"UpstreamScheme": "http",
"UpstreamType":

"SrcList": [

"Ports":

{

"NginxServerId":
"Port": "80",
"Protocol": "http",
"UpstreamPort": "
"UpstreamProtocol": "http"
¥

1,

"ActiveCheck":
"TLSVersion":
"Ciphers": [],
"CipherTemplate": 1,

"ProxyReadTimeout":

IRIFRE: BRzITE (165 ) BRSEAS 55358 6473
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"ProxySendTimeout":
"SniType":
"SniHost":
"IpHeaders":

n

"XFFReset":

"Note": "Jack

"ProxyBuffer":

"GmType": O,

"GmCertType":
"Labels": [

jack label"

5. FRERR

ER= APl £&
B AP| £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEGENA—A\OSAREMRBAZREFRAE AP IS,

API Inspector
FBPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HEIMEMSESRAN API X3, BaEIFIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. $HiRE
IATFRFIH 7O SSIZIEHEXANEIRID, EMhEiRIBER AHEIRE.
RS R
AuthFailure CAMEZ/EIEIR.
DryRunOperation DryRun 1&F, KFRIBERISEEZHING, RES1E7T DryRun 2,
FailedOperation BRIEEM
InternalError PRREIR
InternalError.DBErr DBErr
InvalidParameter SR,

IRIFRE: BR=ItE (It ) BRSEATF £8359 #6473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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5=t iR
InvalidParameter.InvalidCertificate IEBREIEE.
InvalidParameter.QueryCertBySSLIDFailed RIBIDEIHEBEM
InvalidParameterValue SHEVEREIR.
LimitExceeded B ECERPRSE o
MissingParameter HRAOSEEIR,
OperationDenied BRIFBIESR

RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

TEREVREEET T SRR o
BRWSEA.

BEARE.

BRFFE.

HEARAH.

HREE,

RIGHURLE.

RESHIEIR
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O BAT

iRipveFF%

mIEEFATE: 2025-04-25 02:13:00

1. EOkR

EOiSKFESE: waf.tencentcloudapi.com .
iipv6FFx
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

API Explorer {2t TR . ERIIE. SDK KBEMFRERTIZOFED . ETEEFXRABERNBIEELSR

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wi ESicl ik
Action = String ~H2H, XEOBRE: ModifyDomainlpv6Status,
Version 2 String rsd, XMEOBE: 2018-01-25,
Region = String AHSBH, FRFEZISN tEFIER, FMEONSZIFESR: ap—guangzho
Instanceld - Strin EEEWAEZFREAIEEHIID
= d TBIE: waf_2kw292gy7108e8j3
Domain = String %E{@#Eﬁﬁg
BfE: randy.qcloudwaf.com
Domainld = String ﬁiﬁ_ﬁg{%ﬂgmgm
BE: 7d58ebf3db7e5f7e8f91eb017c6a7b31
Status = Integer ﬂ_ﬁﬂiiﬁgﬂglpVGF*?ﬂStatus (1:FFR8 2:3%i3)
~BE: 1
3. ey
SR ESid] 3%

REIRATES (0: BIERW 1RIERMTN 2: RAARIA EARSZF 3:BARIA T A )

Ipv6Stat Int
pv6Status nteger SOIE: 1

W—i5EK ID, HIRSIKER, BXERESER (HEREEMEERRLERERSR, WiZXis

Requestid  String oo mimmisskiy Requestid.

4. 7
RO TR ZipveFF
BATH

POST / HTTP/1.1
Host: xxx.tencentcloudapi.com

Content-Type: application/json

—Action: ModifyDomainIpvé6Status

<AHIFRSE>

IRIFRE: BR=ItE (It ) BRSEATF

Web RIS

AR Bah&ER; SDK RATRM.

u, ap-seoul

KA L3K8 Requestld ) . EfziTRRT

3616471


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyDomainIpv6Status

"InstanceId": "waf_ 2kw60zgy0908e87j3"

"Domain": "randygz2.gcloudwaf.com",

"DomainId": "7d58ebf3db7e5f7e8f91eb017c6a7b31",

"Status": 2

}
}

5. FRERR
BRE API &

Bifl= API E& RE5E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

HPEiEE API Inspector EEIZHIGE—SRIEXEN AP RBER, HEMERSIESRARN APl X53, BEJFIE API Explorer #{TELZRIX,

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. $EiRE

ARSI T 12O S3iBIEtEXREIRS, EMIEREFL AHER0E,

$5i=tD i

AuthFailure CAMZEZ/E£UEIR .
DryRunOperation DryRun &, KFERIELSZMINAY,
FailedOperation BRERY

InternalError PIEREIR o

InvalidParameter SHEIR.
InvalidParameter.InvalidCertificate IEBASIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIZIDEIEIEBEM -
InvalidParameterValue SHEVEEIR.

IRIFRE: BR=ItE (It ) BRSEATF

HESET DryRun 2,
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5=t g

LimitExceeded MBS AR o
MissingParameter RAOSEREIR.
OperationDenied BRIFRIESR .
RequestLimitExceeded ERAREEED T SR IRE o
ResourcelnUse TR G
Resourcelnsufficient BEERE
ResourceNotFound BEARFE,
ResourceUnavailable BEAAHA,.
ResourceUnavailable.Domainlpv6InConfigErr IPVORIIERESES, B LFRF
ResourcesSoldOut BREE,
UnauthorizedOperation RIFHURIE,
UnknownParameter RINSHIEIR
UnsupportedOperation BERS.
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N RAEIGEIWAFBAPEE

EIEE#ATE: 2025-05-13 02:15:39

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
clb—wafdiFFnpAiFES
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wik KB b35S

Action = String AHSH, XIZOBE: CreateHost,

Version = String rHSE, FEOBRE: 2018-01-25,
~HEs ’ F 0 THY 7 ’ % TE . - - — i -

Region = String Lt,\/ﬁ FEFE MmN g, FEOMGHFEHA: ap-guangzhou, ap—seoul, ap—shanghai, ap
singapore, ap-tokyo .

Host 2 HostRecord BhiFEEERERER . AMGHIDERSRIEFRAINumericalVpceld,

InstancelD & String =flid

FHE: waf_2kl34sf9ads9ad3s

3. sy

SHEM ESid iR

BRSPS 1D

bomainld String THE: waf-uEvTJG67

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. 75
PN FINARISEREWAFES
BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content

X-TC-Action

<AHERSE>

1

"InstanceID": "waf_ 2kzgm331pk3213"

.omqn
: ’
"Engine": "1",

"Domain": "lucainfo.gcloudwaf.com",
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"DomainId": "waf-d4foqwZy",
"LoadBalancerSet": [

{

"Protocol": "HTTP",

"Zone": "1",

"Region": "gz",
"LoadBalancerName": "[{JRA",
"ListenerId": "1bl-87vxk72",
"vip": "127.0.0.1"
"ListenerName": "SSOF2EMik",
"LoadBalancerId": "1lb-2s7f£791x",
"Vport": "80"

}

1,

"Level": "1",

"MainDomain": "snv.vom",
"Region": "cd"

"FlowMode": "1",

"State": "1",

"ClsStatus": "1"

"IsCdn": "1",

"Mode": "1",

"Edition": "clb-waf"

}

"Response":
"RequestId":
"Error": {
"Code": "E

"Message": "Do

P2 FINARGRSHREWAFSS

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateHost
<pHIFERSE>

{

"InstanceID": "waf_ 2kzgm331pk3213",
"Host": {

"Status": "1",

"Engine": "1",

"Domain": "lucainfointer.qgcloudwaf.com",
"DomainId": "waf-d4foqwzy",

"LoadBalancerSet": [

IRIFRE: BRzITE (165 ) BRSEAS 58365 164731
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g VETTRT,

"Region": "gz"
alancerName": "[JR",
"ListenerId": "1bl-8 35,

: "172.16.49.53",

"ListenerName": "MOFE&Mik",

dBalancerId": "lb-2s7f123",
rt": wgon,
"LoadBalancerType": "INTERNAL",

"NumericalVpcId": 11533948

"Level": "1",
"MainDomain": "snv.vom",
"Region": "cd",
"FlowMode": "1",

"State": "1",
"ClsStatus": "1",
"IsCdn": "1",

"Mode": "1",

"Edition": "clb-waf"

"Response": {
"DomainId": "waf-cr3
"RequestId": "O0c93basc
}

}

5. FREHER

ER= APl £&
BfZE AP| F& 228 AP H. iR, API Explorer & SDK SZEMSG—ENTE, HEENA—A\OSARERBAZIRMEFAE AP IS,

API Inspector
BRPTEET AP| Inspector BEEEHGE—SIRIEXBN AP ERER, HEIERSIESRAR AP X8, BalaiE AP Explorer #T7ELZRIK

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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« Tencent Cloud CLI 3.0

6. HHiRfD

ARSI 71O S3iSIEEXRIEIRD, EMEREEL AHER0E,

5=t iR
FailedOperation BRI
InternalError PIEBEEIR -
InvalidParameter SHEIR.
InvalidParameterValue SHEEHEIR.
LimitExceeded B ECEPR S o
MissingParameter ROSHEIR.
OperationDenied BERIESE,
ResourcelnUse BRW G
Resourcelnsufficient BEFE.
ResourceNotFound BRFFE,
ResourceUnavailable BRATH,
ResourcesSoldOut RIREE,
UnauthorizedOperation RIGHURIE,
UnknownParameter RHMSHIEIR,
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iR, HIRR N X

EIEEFATE: 2025-04-25 02:12:59

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
TGRS RN FF 3%

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik KB ik
Action = String AHSH, FZOBE: SwitchDomainRules,
Version = String ~HSE, XEOBE: 2018-01-25,
Region 2 String AHSY, FRTHESIEN iR, FMEOMGZIEEDE: ap—guangzhou, ap-seoul, ap-singapore .

. . %2

=
bomain = String FBE: www.test.com
m

Ids.N & Array of Integer MizI%

~BlE: [11101,11102]

FRIRE, 0RTXA, 1RTHE, 2RTINE

Status a Integer SBIE: 0
REANREXFR,

Reason & Integer 1RTUSESFERNR, 2RFEAAANIRE LR, 3RFZOWSKENR, 4FTHi
~BE: 0

3. e
sgEm %W

W—i5K ID, HIRSIKER, BXERBSED (HEREEMRERRERERSR, WZKERFTLIRE Requestld ) o EfITEAIE

Requestld  String oz ik Requestid.

4. 74

P R E R
iR AT K

BATH

POST / HTTP/1.1
Host: waf.t entcloudapi.com
Content-Typ application/json

X-TC-Action: SwitchDomainRules

<RIEERSE>
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"Domain": "test.gcloudwaf.com",

[

g @

"Response": {

"RequestId": "5d2
t
}

5. FRERR

BR= AP £&
BIfZE AP| £& 228 AP| XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OSARERBAZREFE AP RS .

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HEIMEMSESRAN API X3, BaEIEIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. iR

PATNGIE 7O SSBEIRXNERTG, HEbEiRBIER 24820,
5=t Eiiipay
FailedOperation BRERY
FailedOperation.MysqlDBOperationFailed BRIEMysqlEiRELH
FailedOperation.RedisOperationFailed Z1ERedisEUBERM
InvalidParameter SHEIR.
InvalidParameterValue SHEEEIR.
UnsupportedOperation BIERZS.
UnsupportedOperation.InvalidRequest InvalidRequest
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HifVIPER

mIEEFATE: 2025-04-25 02:13:00

1. |OkR
EOiSKFESE: waf.tencentcloudapi.com .
R BREEAVIPER

BOAMROIERIZRIRH: 200R/% -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. WA
MTERSHIIRGIL T EOBSRSYMBI ALY, TBAHSEIIRR AHiERSH,
SHEM Wik KR Eiiipay
Action = String ~rHSH, XIZOBYE: DescribeVipinfo.
Version 2 String AHSY, FMEONE: 2018-01-25,
Region 2 String ~AHSY, FRFERSTIEN iRFIR, MMEOSHEESY: ap—guangzhou, ap—seoul, ap—singapore .
Instancelds.N % Array of String Y‘T\:{aﬁ;?uI[?vy\;Jaf_Zkw6OZgy090868j3","waf_2kwsdOzgy0I05ej23"]
3. mihiaH
SHEMW HE i
VIPER
Vipinfo Array of  =fE: [{"Vip":"120.23.93.35","Instanceld":"waf_7j8fsghd0080b","InstanceCreateTime":"2020-08-

VipInfo 19T14:41:10+08:00","Region":"ap—
beijing","Regionld":8,"ISP":"BGP","VipType":"ipv4","AddressName":"fa44989badbc9e09-cl2.qcloudwzgj.com"}]

W—iEK ID, HIRSIKER, BXEREER (SEREEMEERERERSR, WZKERFTRIRE Requestld ) o EfimEAT

Requestid  String o timmisskiy Requestid.

4, 7%
=1 Eiflvip
BEigsflfviplER
BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-T : application/json

X-TC-Action: DescribeVipInfo

<AHHERSE>
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"Response": {
"RequestId": "31fc0e49-7472
"VipInfo": [

{

"Vip": "120.23.93

"InstanceId":
"InstanceCre
"Region":
"RegionId": 8
"ISP": "BGP
"VipType":

"AddressName" :

5. FRERR

BR= AP £&
Bz APl F& 228 API X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMBAZRERE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APLRRER, HEIMEMSIESRAN API X3, BaEIFIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZIES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

ZIEOE R ZZERXEIRG, HibERLiER AHERE,
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HERSEXEO
SIEpaAES

EIEEFATE: 2025-04-25 02:12:59

1. EO#R

EOiEkiFEE: waf.tencentcloudapi.com .
FEOBTURELHAES
ERMEOIERITEIRE: 100K/ -

75185 API Explorer

API Explorer 2t TELIEAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSEELSRURBEMER SDK FRRE.

2. A\BH
LATFERSHIIR(GIE TEOBRSEIMBLAHSY, REAHSHGIRR AHiERSH,
SYEMR Whi% ESid) iR
Action = String ~HSH, XIFOBYE: CreateAccessExport.
Version = String ~AHSH, XEFOE: 2018-01-25,
Region = String AHSY, FRFEZISHN tiFFIE, FMEORZIFESPR: ap—guangzhou, ap-seoul
. - . EFESHPNAZTERID, ENEPEHEMNMA—ER
Topicld = SUING  ~BIfE: “lae37c76-df99-4e2b-998c-20f39ebab226"
o EFABFREREIE, UnixBiEz, Biims
From = Integer S pifE: 1625395948532
- EEGNAERLERTE, UnixiiiEE, Bfims
To = Integer S pifE: 1626000748532
- . FEHRRE
Query = String wNE: schema. http"
Count HEE Integer luw&ﬂi, Eﬁ*{ﬁ']oow
=BIE: 100
Format - Strin BESHHIEER . json, csv, EikAjson
= 9 FHNE: "Y29udGV4dC1ImMTEANWE2My1mZTBmMLTQ2YTctOTQzOS0zMzFINGU2Y2EzYTAXN;I
. BESHAEHEF . desc, asc, EilJadesc
=
Order & String =pifE: "desc”
3. e

BHEW B ik

ll.a\'r.rH:IllDo

E .
xportld String TE: "export-61daca5c-f341-4796-aeb3-4f2f598a06c7"

E—iEK ID, HIRSiRER, SXERPBIEE (HEREAEMREERRERERSR, WZXERFRIRE Requestld ) . EfLITEAIFE

Requestld  StriNg oz riskay Requestid.

4.
PN ARBEEESY

IRIFRE: BR=ItE (It ) BRSEATF 8372 #6477


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=CreateAccessExport

O BHS

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

TC

Action: CreateAccessExport

X-TC-A
<QHERSE>

{

"TopicId": "lae37c76-df99-4e2b-998c-20£f39%eba6226",
"From": 1625395948532,

"To": 000748532,

"Count": 6221,

"Query": "bot:1",

"Order": "desc",

"Format": "json"

"Response":
"ExportId": "
"RequestId": "
}

}

5. FRERR
BRE API &

Biflz API & 245E APl XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOZARERBNZIRMRE AP RS

API Inspector

FRFENEE AP Inspector BEEEHIGE—SREXER AP RAER, HFEMEMSIESRAN API X5, thaaiiE API Explorer #3EL&iRI,

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

IR 72O S5BIRtEXAEIRS, HthiiRBiER AH4ERE,
IR

AuthFailure

IRIFRE: BR=ItE (It ) BRSEATF

ik
CAME R EIUEIR

Web RIF3FmASE

8373 #647]m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

XD

FailedOperation

FailedOperation.CLSInternalError

InternalError

InvalidParameter

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

BIFEM.
CLSHEMEIR.
PIEREIR

SHiEIR.
IEBREIEE,
RIEIDESIEREY .
SHEEHEIR.

B ARPRE .
ROSHIEIR.
ERFIRIEE.
TERANREEEE T SRERIRE o
HREEA.
BEARE.
BEAEFE.
BEARAH.
HREE,
HRIGIUR(E
FASHHER

BERZS.

Web RIS

88374 647



O BAT

gl CKafkaiiBiRiEss

EIEEFATE: 2025-04-25 02:12:58

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .
gliZCKafkaiZiEifiEss
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

Web RIS

<> REE

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik ESid) g
Action 2 String ~2H, XIEOBRE: CreatePostCKafkaFlow,
Version 2 String ~HsY, AEORE: 2018-01-25,
Region =2 String ~AHSE, FRFETIFN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .
. . 12iBAICKafkaFR7EX i
CKafkaR =
alkakeglon = String *BIfE: ap—guangzhou
. ZFR9CKafka ZFIID
CKafkalD =
ata = String FBIE: ckafka—****vk3
. XEREZIP:PORT, jMMEERdomain:PORT
Brok =
rokers = String RBIE: 11.179.226.202:9019
Compression = String ZilAnone, SiFsnappy. gzipHllz4[E4E, HiEsnappy
FBIE: snappy
. - 1-5MMTGW, 2-ZIEHE, BNAASHERE
VipType = Integer SEIE: 1
o 1-ipiA A%, 2-WHEE, KAABREE
LogType = Integer SEIE: 1
Topic = String EWER, BRAREREETFHSR, BMEBAwaf_post_access_log
FBIfE: waf_post_access_log
L= =
KafkaVersion 2 String ;f{;};;*fzazﬂf??
SASLEnable = Integer EEFESASLIRIE, BAFHE, 0-x%i, 1-FR
~BHE: 0
. SASLERF#&
ASL a5
SASLUser = String *HE: "waf_root"
. SASLZRS
ASLP d &
SASLPasswor = String FIE: AKIDsZE**DC2IHe
. ) . . . FELOAEREFERERIGS
Writ fi & F
riteConfig = ieldWriteConfig ~E: {"EnableBody": 1,"EnableHeaders":1}
3. ey

IRIFRE: BR=ItE (It ) BRSEATF

85375 647


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#FieldWriteConfig
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=CreatePostCKafkaFlow

@ H%\_L:HE Web RzFEFXESE

SHEW ESid ik

W—iEK ID, HIRSIKER, BXERBEE (SEREEMRERERERSR, WZKERFTRIRE Requestld ) o EfITHAIE

Requestld  String  guouwizvigsiay Requestld.

4. 74
=B SIECLSRERIES

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

: CreatePostCKafkaFlow

"WriteConfig": {
"EnableHeaders": "1"
"EnableBody": "1"

by

"Compression": "snappy",
"CKafkaID": "ckafka-2v4rkwpg",
"KafkavVersion": "1.1.1",
"Topic": "waf-topic"

em: "M,

"CKafkaRegion": "ap-guangzho",

"SASLUser": "ckafka-2v4rkwpg#",
"Brokers": "11.179.226.
"SASLPassword": "",
"SASLEnable": "Q",

"VipType": "2"

"Response": {
"RequestId": "4c3az
}

}

5. FRERR
A= APl &
BIfE API 4 B&A API XS, i3, API Explorer & SDK SABMNSG— ST, HEGKR-AOSREFBRSRENANE AP RS,

API Inspector
FBRPTEE AP| Inspector BEEEHIGES—SIRIEXBN AP ERER, HEIERSIESHRAR AP X8, BalaiE AP Explorer #T7ELZRIK

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF $8376 647


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java

5 E E%\_L:HE Web RZFR5XIE

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSFIR
» Tencent Cloud CLI 3.0

6. fHiRE

IFRFIE T2 O SSBIRERANEIRID, EthiEiRDiER AHEIRE,

$HiRED Fiiipus

AuthFailure CAMEZ/£EEIR
FailedOperation BIERY
FailedOperation.CKafkalnternalError CKafkaR&BigiR o
FailedOperation.CLSInternalError CLSHEREIR,
InternalError PEBEEIR -
InvalidParameter SHEIR.
InvalidParameterValue SHEVEEIR.
LimitExceeded B ECEAR S
MissingParameter BRAOSHEIR.
OperationDenied REBIELE
RequestLimitExceeded BEREDREETD T SRR E
ResourcelnUse TR
Resourcelnsufficient BERE.
ResourceNotFound BRFFE,
ResourceUnavailable BREATH,
UnauthorizedOperation FRIFBURME
UnknownParameter RMNSHEHIR
UnsupportedOperation BERZIS,

IRIFRE: BR=ItE (It ) BRSEATF $E377 #6477


https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \_EHE Web RZFR5XIE

BIZECLSIRIERIESS

EIEEFATE: 2025-04-25 02:12:58

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
BIECLSIREIRIES

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik ESic] iR
Action = String ~HSH, XIEOBYE: CreatePostCLSFlow,
Version = String rsE, MMEOBE: 2018-01-25,
Region =2 String AHBY, FRFESISN thiFFIE, FMEONSZIFESR: ap—guangzhou, ap-seoul
CLSRegion = String ?LR‘JEE'JCLSFEEIZEZ, FilAap-shanghai
BE: ap—guangzhou
Y EEAEH, HAE
LogsetName = String ?EJEE’J.CLSFEEEL-, &S8R, BiAA waf_post_logset
R~fE: waf-post-logset
- 1-ipiRAE®E, 2-WHAE, KABBRAE.
LogType a8 Integer _ .
~EHE: 1
%) e 3 R, BRIAJS i
LogTopicName = String IRBHICLSFIEAEERERIZIR, BiAB waf_post_logtopic

~E: waf-post-logtopic

3. Jitisy

SHEW ESid iR

—i5K ID, HIRSIRER, SXERBSER (HEREEMREERRLERERSR, WiZXERFLIRE Requestld ) o ELTHAIFH

R tid Stri
oques "9 mpmRiERE Requestid.

4. 761
PN QIRCLSINBRIES

BATH

POST / HTTP/1.1
ost: waf.tencentcloudapi.com

: application/json

X-TC-Action: CreatePostCLSFlow

<AEHERSE>

[
1

"LogsetName": "waf_post_logset",

"CLSRegion": "ap-guangzhou",

IRIFRE: BR=ItE (It ) BRSEATF 8378 647


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=CreatePostCLSFlow

"LogType": "1"

5. FREHR
A= APl &

Sz API & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEOREBBNZRHAFE API RS,

API Inspector

FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2aTaiE APl Explorer i#{TEZEI

SDK

= API 3.0 Rt TEERFRTRE (SDK) , ZFSMRIZIES, EESERIER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

6. {HiRG

AT NG T O SZIEEXAIEIRID, HEIRBIFED AERE
IR
AuthFailure

Tencent Cloud CLI 3.0

FailedOperation
FailedOperation.CKafkalnternalError
FailedOperation.CLSInternalError
InternalError

InvalidParameter
InvalidParameterValue
LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded

IRIFRE: BR=ItE (It ) BRSEATF

i
CAMEZ/EMUEIR
BIEEW.
CKafkaMEBEiR o
CLSPIEBEEIR
PIEREEIR
SHIER.
SYEVEEIR.

B EERRS o
ROSHER,
BREBIEE,

IERANREED T SRR o

Web RIF3FmASE

379 #6473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

filiR
BRESA.
BEAE.
BRFFE.
BEFHA.
RIGHUR(E
RHASHEIR

BRI,

Web RIF3FmASE
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@ H% \_EHE Web RZFR5XIE

HERHiE BES

EIEEFATE: 2025-04-25 02:12:58

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
FEORTHRLEAESH
BRMEOIERITEIRE): 100K/ -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTFERSHFIRGILE TIEOSRSEMBLAHRSE, SRAHSHIIRN AHiERSH,
SHEM Wik B3] iR
Action =2 String ~HESH, AEOBYE: DeleteAccessExport.
Version 2 String rsd, MMEOBRE: 2018-01-25,
Region 2 String AHSBH, FRFRSISN thiEFIER, FMEONSZIFESR: ap—guangzhou, ap-seoul
- . BESHID
Exportld = String TBIE: "export-61dacabc-f341-4796-aeb3-4f2f598206c7"
. - . BEER
Topicld = String FBIE: "ae37c76-df99-4e2b-998c-20f30ebab226"
3. miem

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4.
wON MR HIEESY

BT

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

n: DeleteAccessExport

"TopicId":
"ExportId":

}

L bl
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DeleteAccessExport

@ H% \_EHE Web RZFR5XIE

"Response": {

"RequestId": "
t
}

5. FRERR

ER= APl £&
Bl AP| £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OSAREMRBAZIREFRE AP RS,

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HBEIEMSESRAN API {53, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {HiRG

PITNGIE 7O SSBEIRXMNEIR, BEbESiRBIER AHEIR0,
5=t iR
AuthFailure CAMEZ/EMUEIR
FailedOperation BRERY
FailedOperation.CLSInternalError CLSPIEBEIR -
InternalError PIEREIR
InvalidParameter SHER,
InvalidParameter.InvalidCertificate IEBASIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIBIDEIER LY
InvalidParameterValue SHEESIR,
LimitExceeded BT BCERRE o
MissingParameter ROSHEIR.
OperationDenied BRIFHIESR
RequestLimitExceeded BRANREEE T SRERE
ResourcelnUse RiFE G
Resourcelnsufficient BEFE.

IRIFRE: BR=ItE (It ) BRSEATF £5382 647
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ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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BEAEE.
HEARAH.
HREE,
HRIFHURE
FASEHER.
BEFRZS.
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@ H%\_L:HE Web RzFEFXESE

MR S T EIESS TR

EIEEFATE: 2025-04-25 02:12:58

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
HpR I B S FHIESIER
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Witk ESid iR

Action = String ~H2E, XIEOBRE: DeleteAttackDownloadRecord,

Version 2 String ~HsE, XEORE: 2018-01-25,

Region 2 String AHSY, FRTHSEN tEFIR, FMEOMGZIEEDR: ap—guangzhou, ap-seoul, ap—shanghai

Id Integer

il

TERAESICRE—IRC
=FIE: 60001

3. ilis¥

SHEM ESid iR

—i5XK ID, HIRSIKER, SXERBIEE (HERAEMREERERERSR, WZKERFRIRE Requestld ) o ELITEAIFH

R tid tri
eques SUiNG oz misskiy Requestid.

4. 7%
N MREBE RS TRESICF
BTG

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

on: DeleteAttackDownloadRecord

"Id": "60001"
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O BHS
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5. FREHE

ER= APl &
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $WEMS—ENTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector

FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP 53, tErTaiE API Explorer ifTEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. FEiRG

ARSI T2 O SiZIEIRXAIEIRID, EhEiRIIER AHEIR0,
RS
FailedOperation.CLSDBOperationFailed
FailedOperation.CLSInternalError
InternalError

InvalidParameter
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IRELA R HESHYIER

EIEEFATE: 2025-04-25 02:12:58

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
FEORTRIVLEAESHIIE
BRMEOIERITEIRE): 100K/ -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik ESicl 3%
Action =3 String ~HSH, FEOBYE: DescribeAccessExports.
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
Toicld o Strin ERESONEEERID, S8/MEFPBEYRAI—1ER
P = 9 FBIE: "ae37c76-df99-4e2b-998c-20f39ebab226"
- SRIREE, BAMERO
Offset a Integer =BIfE: 0
Limit - Integer SRETRFIEE, EIAEH20, HKE100
= wBIE: 100
3. mem
SYBIR ESidl R
BESHID,
TotalCount Integer =pifE: 1
Exports Array of BESHIIR

ExportAccessinfo

E—i5K ID, HIRSIRER, SXERBSER (FHEREHEMREERRLERERSR, WXERFIRE

Requestld  String Requestld ) » EIEHBEIRMZRIERE Requestid.

4. 761
PN FALGRRESHTIE

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

ontent-Type: application/json

X-TC-Action: DescribeAccessExports

<AHIFRSE>
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@ H% \_EHE Web RZFR5XIE

"TopicId": "lae37c76-df99-4e2b-998c-20f39ebab6226"

"Response": {
"Exports":

{
8

"ExportId":
"Query": "bot:

"FileName": "log

26174454 .tar.gz"

"Format": "
"Count":
"Status":
"From": 1
"To": 1

"CosPath":

"CreateTime": "2
}

1,

"TotalCount":

"RequestId":

5. FREHR

A= APl &
Sz API & 246 API 3. $8i%63. API Explorer }2 SDK F#ZRHNA—ERIFE, HEENE—ANOEORERBNSRHIIFRE APl RS,

API Inspector
FEPELEE AP| Inspector BEEEHAS—SIRIEXBI APLRRBRER, FEERSESRAN API 53, BaETEIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFRTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. $HiRE
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ARSI 71O S3iBIEHEXRIEIRS, EMIEREFEL AH=ER0E,

$5i=tD iR

AuthFailure CAMEZ/EMUEIR
FailedOperation BRERY
FailedOperation.CLSInternalError CLSPIEBEEIR -
InternalError PIEREIR
InvalidParameter SHER,
InvalidParameter.InvalidCertificate IEBASIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIBIDEIER LY
InvalidParameterValue SHEESR,
LimitExceeded BT EEERPR Y
MissingParameter ROSEEIR.
OperationDenied BRIFRIESR

RequestLimitExceeded

TERENR B T SRR

ResourcelnUse RiRHE G
Resourcelnsufficient BEFE.
ResourceNotFound BREAFE,
ResourceUnavailable REAFAIA,
ResourcesSoldOut BREE,
UnauthorizedOperation RIGHURIE,
UnknownParameter RMNSHEIR
UnsupportedOperation BERZS.
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5 E E%\_L:HE Web RZFR5XIE

nE S RES vt

EIEEFATE: 2025-04-25 02:12:58

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
AEORTIHIDESHRES
BRMEOIERITEIRE): 100K/ -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW ik #E ik

Action = String ~HESH, XEOBYE: DescribeAccessFastAnalysis,
Version 2 String rHsE, FMEOBRE: 2018-01-25,
Region = String AHSE, FRNFFESZIFH HigFIER, FEOGHFEPR: ap-guangzhou, ap-seoul .
From o Inteaer EHENBBREEATIE, UnixAtiEz, Biims
= 9 EME: 1625395948532
- EFEGNBERNLEERE, UnixAiEz, Biims
To = Integer

~fi{E: 1626000748532

BEiNiEG, BAKERAH4096, HFAEORSRED, MEXTIERME, LRE * FRTEMRE, 2ECLSHARAITE
Query 2 String ;e
FBE: "schema: http"

FESRAITIFRS

FieldName 2  String  — 0 W cthod”

HIF=E, A Fasc,iEFdesc, EHilfERFdesc

- .
Sort & String SHIE: "desc”
- REIRItop#, BKIAEEtopS
Count & Integer =GIE: 5
3. mhiaH
SHEW ESicl 3%
Array of

FieldValueRatiolnfos R IWZEBRTEERE null, REEFEERE

AccessFieldValueRatiolnfo

e
TotalCount Integer ;};ﬁ;’;ﬂmoo
Requestid String HE—1§;R II?, HBRSS iR, ?jﬂjﬁ*#ﬂ%i&@ (%E*Eﬂﬂﬁﬂi‘a‘%iﬁtﬁﬁ%fﬁ“ﬁ, IUEN
BRFEIKE Requestld) . EMTBATTEREIZRIBERE Requestld,
4, =61
N iR EERES T
BT

IRIFRE: BR=ItE (It ) BRSEATF ££389 #647}R


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#AccessFieldValueRatioInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAccessFastAnalysis

Web RIS

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeAccessFastAnalysis

<AHIERSH>

{

"TopicId": "lae37c76-df99-4e2b-998c-20£39%9ebab6226",
"From": 1625395948532,

"To": 1626000748532,

"Query": "bot:1",

"FieldName": "host"

"Response": {
"FieldValueRatioInfos": [
{

"Count":
"Ratio":
"Value": "bluehha.gclou
I

{

"Count":
"Ratio":
"Value":

I

{

"Count":
"Ratio":
"Value":

I

{

"Count":
"Ratio":
"Value":

I

{

"Count":
"Ratio":
"Value":

I

{

"Count":
"Ratio":
"Value":

I

{

"Count":
"Ratio": 0.0001

"Value": "zjm-mt.gcloudw:

1,

"TotalCount": e
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"RequestId":

5. FREHR

A= APl &
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RRENA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS,

API Inspector
FBREET APl Inspector EEEHIAGE—SIREXERN APHRBER, HEMNERSIESHRAR AP K53, t2rlaiiE API Explorer it{TEZEI

SDK
= API 3.0 Rt TEERFARTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. =g

PATRFIL T O SiZIERXAEIRTE, HEEIRILGFER AHERE
$HiRtY Hi
AuthFailure CAMZEZ/EUER
FailedOperation BRERM,
FailedOperation.CLSInternalError CLSHIEBEEIR
InternalError PEBEEIR
InvalidParameter SR,
InvalidParameter.InvalidCertificate IEBASIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIBIDERIE R XY -
InvalidParameterValue SHEEEIR.
LimitExceeded MBS EEERPRE o
MissingParameter ROSEEIR.
OperationDenied BREIRIES
RequestLimitExceeded BRANREEE T SRR
ResourcelnUse RiFEWEA,.
Resourcelnsufficient BREERE-
ResourceNotFound BEARFE
ResourceUnavailable BEAAIH
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ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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5 E E%\_L:HE Web RZFR5XIE

nE HSEIRESE

EIEEFATE: 2025-04-25 02:12:58

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
REORATIHIDESERESE
BRMEOIERITEIRE): 100K/ -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik ESid) 3%
Action = String ~HSH, XIZOBE: DescribeAccessHistogram,
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
Topicld - String BIRAERPWAFTERID, FMIRAIEZZRFHEANT
= BUE: "1ae37c76-df99-4e2b-998c-20f39eba6226"
= EEHNEERIARE, UnixiiiEg, Bfims
From = Integer RBIE: 1625395048532
o EFENBERNLEERE, UnixAtiEz, Biims
To = Integer FBIfE: 1625305948532
o . B, BOKERKAH4096
Query = String FHIE: bot_ai:0
HEKEEfREREE, Biims
=
Interval & Integer =G 12096000
3. msN
SYEIR ESidl R
HAREIERREE, Blims
Interval Integer FBIE: 12096000
BERHHWEERY
TotalCount Integer =BIfE: 6221
. Array of R FERTEGRE null, RFENFEERE
Histograminfos AccessHistogramltem FEHE: [{"BTime":0,"BeginTime":0,"Count":0}]
Requestid String K—iEK ID, HRSIHER, SRERFSIRE (FERERMERRERERS, WZRERFTLIKXE
Requestld) . EITIBRIFEEIRMIZIRIERE Requestld,
4. 76
7PN G AF R ESE
BT
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https://cloud.tencent.com/document/api/627/53609#AccessHistogramItem
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAccessHistogram

@ H% \_EHE Web RZFR5XIE

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

sHistogram

" NeRNel ". " aR7~7TA— Q-4 ?2hHh—-00Q~-7 20ah AR22R/M
e d": e df99-4e2b-998c-20£39%e 2 ,
"TopicId lae37c76-df99-4e2b-998c-20£39%9eba6226

"Query": "bot_ai:0"

"Response":
"Interval": 12
"TotalCount":
"RequestId": "
"HistogramInfos": [
{

"BTime":

"BeginTime" :

"Count":

5. FREHER

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHERHA—EAFE, HEENE—AOSARERENZIRMFE AP RS

API Inspector
FRRFEET API Inspector EEEHIAE—SIREXERN APLARER, HEMERSIESRAR AP 68, tBaIaiE API Explorer TSR o

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $EiRE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176

s E E%\_EHE Web RZFR5XIE

IIFRSIE T2 O LSS IstEXaEIRD, BfERmiEl A5LEE0,

IR i

AuthFailure CAMEZ/EEIR
FailedOperation BERM
FailedOperation.CLSInternalError CLSHEBEEIR
InternalError PEREEIR

InternalError.UnknownErr

FEREER, BRER)

InvalidParameter SR,
InvalidParameter.InvalidCertificate EBRFIEE,

InvalidParameter.LogicErr
InvalidParameter.QueryCertBySSLIDFailed

InvalidParameter.QueryStringSyntaxErr

InvalidParameter.SQLSyntaxErr

InvalidParameter.TypeMismatch

ZIHEIR: SQLERETNIZIEERATRSEER. fill, ERERNEEY. ERERNFEES

RIEIDEDIER LY.

IBiAEIR: BEREEERTLHE

IBiAEIR: SQLEFIEOLRERSEREENN, MRFEER, MESHSQLFIEXENT. fli, &L

XEF. HEER. RO9SE,

HiREREIR: SQLIERIETPRIMIELR L RSHIREPISIEXENE, SNSSHER. HI, 8FF

BRSEMHTIE . SABERTERS.

InvalidParameterValue SHEEHEIR.
LimitExceeded B ECERR S o
MissingParameter ROSHEIR.
OperationDenied BERIESE,

RequestLimitExceeded

IERANREED T SRERIRE

ResourcelnUse RiFHE S
Resourcelnsufficient BREERE.
ResourceNotFound BRFFE
ResourceUnavailable BEATH,
ResourcesSoldOut RIREE,
UnauthorizedOperation RIGHURIE,
UnknownParameter KRISHHEIR,
UnsupportedOperation BERXSS.
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O BAT

RELHEI HSRSIRERER

EIEEHATE: 2025-04-25 02:12:57

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .

FMROBTFREBIATRSIRERER
BOMEOIERINERIRE: 100R/7 o

#EFE(ER API Explorer

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESid)

Action = String
Version = String
Region = String

3. milis¥

SYEMR E-Sic]
Status Boolean
Rule AccessRulelnfo

ModifyTime  String

Requestid String

4. =6

PN B EER IKEER
HARERIRERER

BATH

POST / HTTP/1.1

ost: waf.tencentcloudapi.com

: application/json

ik

H2%, AEOBYE: DescribeAccessindex.

>

#H2%, AEORE: 2018-01-25,

>

%

HBY, FRFmEFN g%, REOMGHHFESR: ap-guangzhou, ap—seoul .

>

\

filk

BEEH, trueRTFTEN, falseRFKRER
HIE: true

REIRERER
R WFERATAEGRME null, RREAIEYE,

RolEeantiE, ¥iaEHRERSIeIERE.
~BlE: 2021-06-18 16:02:20

—i&ER ID, HIRSBHRER, FRERHTLEE (EEREEMERRERARSR, WZRERFTLIRE Requestld) o

EfUERER R ERMIZIRIERE Requestld,

X-TC-Action: DescribeAccessIndex

<AHHERSH>

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAccessIndex

Web RIS

{

"Response"
"Status":
"Rule": {
"FullText":
"KeyValue": {
"CaseSensitive":
"KeyValues": [

{

"Key": "bo
"Value": {
"Type": "text",
"Tokenizer": "token",
"SglFlag": ue,

"ContainZH": fal

"Key": "bot
"Value": {
"Type": "I
"Tokenizer":
"SglFlag":

"ContainZH":

"Key": "bot
"Value":
"Type": "te
"Tokenizer":
"SglFlag":

"ContainZH":

"Key": "bot_module",
"Value": {

"Type": "text",
"Tokenizer":
"SglFlag":

"ContainZH":

"Key": "bot
"Value": {
"Type": "text",
"Tokenizer":
"SglFlag": fal

"ContainZH":

"Key": "bot

"Value": {

IRIFRE: BRzITE (165 ) BRSEAS $8397 #6473




Web RIS

"Tokenizer":
"SglFlag": f

"ContainZH":

"Key": "bot_stat",
"Value": {

"Type": "long",
"Tokenizer": "token
"SglFlag": true,

"ContainZH": fal

"Key": "bot_ti_tags",
"Value": {

"Type": "text",
"Tokenizer": "token",
"SglFlag": fa

"ContainZH": false

"Key": "bot_token
"Value": {

"Type": "text",
"Tokenizer": "token",
"SglFlag": true,

"ContainZH": fa

"Key": "bc

"Value":

"Type": "1
"Tokenizer": "token",
"SglFlag": fal

"ContainZH": fal

"Key": "by

"Value":

"Type": "I
"Tokenizer": "token",
"SglFlag": true,

"ContainZH": 11

"Key": "cl
"Value":

"Type": "text",
"Tokenizer": "toke

"SglFlag": ue,

IRIFRE: BRzITE (165 ) BRSEAS 55398 6473




Web RIS

"ContainZH": fa

"Key": "c

"Value": {

"Type": "text",
"Tokenizer": "token",
"SglFlag": fal

"ContainZH": fa

"Key": "domain",
"Value": {

"Type": "text",
"Tokenizer": "token",
"SglFlag": true,

"ContainZH": 11

"Key": "I

"Value": {

"Type": "text",
"Tokenizer": "token",
"SglFlag": false,

"ContainZH": false

"Key": "host
"Value": {
"Type": "text",
"Tokenizer":
"SglFlag":

"ContainZH":

"Key": "instance",
"Value": {

"Type": "text",
"Tokenizer": "to
"SglFlag": fa

"ContainZH":

"Key": "ipinfo_city",
"Value": {

"Type": "text",
"Tokenizer":
"SglFlag":

"ContainZH":

IRIFRE: BRzITE (165 ) BRSEAS $8399 #6473
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{
"Key": "ip
"Value": {
"Type": "text"

¢ text®,
"Tokenizer": "toke
"SglFlag": ue

"ContainZH":

"Key": "ipinfo_.
"Value": {
"Type": "text",
"Tokenizer":
"SglFlag":

"ContainZH":

"Key": "ipinfo_p
"Value": {
"Type": "text",
"Tokenizer": "to
"SglFlag":

"ContainZH":

"Key": "ipinfo_state",
"Value": {

"Type": "text",
"Tokenizer": "to
"SglFlag":

"ContainZH":

"Key": "method",
"Value": {

"Type": "text",
"Tokenizer": "token
"SglFlag": true,

"ContainZH": fal

"Key": "query",
"Value": {

"Type": "text",
"Tokenizer": "token"
"SqglFlag": fa

"ContainZH":

"Value":

IRIFRE: BRzITE (165 ) BRSEAS £5400 #647:
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"Type": "text",
"Tokenizer": "to
"SglFlag": fal

"ContainZH":

"Key": "request_time",
"Value": {

"Type":

"Tokenizer":
"SqglFlag":

"ContainZH":

"Key": "sche

"Value": {

"Type": "text",
"Tokenizer": "token",
"SqglFlag": e

"ContainZH": false

"Key": "¢

"Value": {

"Type": "text",
"Tokenizer": "token",
"SglFlag": fal

"ContainZH": fa

"Key": "status
"Value": {

"Type": "1
"Tokenizer": "token",
"SqglFlag": true,

"ContainZH": fal

"Key":

"Value":

"Type": "I
"Tokenizer": "token",
"SglFlag": true,

"ContainZH": 11

"Key": "ua
"Value":

"Type": "text",
"Tokenizer": "toke

"SglFlag": ue,

IRIFRE: BRzITE (165 ) BRSEAS 8401 #647R
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"ContainZH": fa

"Key": "u

"Value": {

"Type": "text",
"Tokenizer": "token
"SglFlag": true,

"ContainZH": fa

"Key":
"Value": {

"Type": "double",
"Tokenizer": "token
"SglFlag": true,

"ContainZH": 11

"Key": "
"Value": {
"Type": "double",
"Tokenizer": "token
"SglFlag": ue,

"ContainZH": 1lse

"Key": "upst
"Value": {
"Type": "long
"Tokenizer":
"SglFlag":

"ContainZH":

"Key": "url",
"Value": {

"Type": "text",
"Tokenizer": "token
"SglFlag": true

"ContainZH": false

"Key":

"Value":

"Type": "text",
"Tokenizer": "token
"SglFlag": ue

"ContainZH": fa

IRIFRE: BRzITE (165 ) BRSEAS 55402 6473




"Value":
"Type": "text"
"Tokenizer":
"SglFlag":

"ContainZH":

"Key": "x_f

"Value": {
"Type": "tes

"Tokenizer":

"SglFlag": fe¢

"ContainZH":

I
"ModifyTime":
"RequestId":
}

}

5. FRERR
BRE API F&

SRz APl

API Inspector

FARFEE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

» Tencent Cloud CLI 3.0

6. $EiRE

PATRFUH T O S3iBIEIRXAEIRTD, EthERIDER A=EE

IRIFRE: BR=ItE (It ) BRSEATF

RS

AuthFailure

L BiaD.
I:lEﬁl:

API X2t $Hixt3. APl Explorer & SDK ¥FRIA—ERTFE, HEENE—ANAEDRERBNZIZHAIFRE APl RS .

CAMIEZ/EIER.

Web RIF3FmASE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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XD

FailedOperation

FailedOperation.CLSInternalError

InternalError

InvalidParameter

InvalidParameter.InvalidCertificate

InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

BIFEM.
CLSHEMEIR.
PIEREIR

SHiEIR.
IEBREIEE,
RIEIDESIEREY .
SHEEHEIR.

B ARPRE .
ROSHIEIR.
ERFIRIEE.
TERANREEEE T SRERIRE o
HREEA.
BEARE.
BEAEFE.
BEARAH.
HREE,
HRIGIUR(E
FASHHER

BERZS.
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@ H%\_L:HE Web RzFEFXESE

IREYCKafkatiEii{E557Iz=

EIEEHATE: 2025-04-25 02:12:57

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
IREICKafkaigiEiRiEss5I%
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. M NBY
IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRA AHERSH,
BHEW Wik i R
Action = String ~H2H, XIEOBYE: DescribePostCKafkaFlows,
Version 2 String rsd, XMEOBE: 2018-01-25,
Region 2 String ~AHSBH, FRFESISN hEFIER, FMEONSZIFESR: ap—guangzhou, ap-seoul .
LogType = Integer ‘I_—iEilﬂElE, 2-WHAE, HABBEAE.
IE: 1
3. hiie%
SHEM ESid) %
PostCKafkaFlows Q:)';a’c)éoKfafkaFlowlnfo igﬂg?ﬁfﬂvﬁd"ﬂom}]
Requestld String FE—%?R D, EEEE?fEﬁ‘ﬁLEEﬁ, E:’Xl%*%ﬂ%@lﬁl (BEREEMREREIARS R, WZRERTS
8 Requestld) . EfUARIIESRMIZRIEKRA Requestld,
4, 7%
N RECKafkaliBiRESTIER

IRENCKafkaiRiEiR(Es551%

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribePostCKafkaFlows

"Response": {

IRIFRE: BR=ItE (It ) BRSEATF 58405 #6473
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"RequestId": "a20
"PostCKafkaFlows":
I

1

"FlowId": 1

"LogType": 1,

"Status": 1,
"CKafkaRegion": "

"CKafkaID": "ck

"SASLEnable":
"SASLUser": "s&
"SASLPassword": "sa***

"Content": "info"

5. FRERR

ER= APl E&
BIfl= AP| £& 258 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMEAZRERE AP RS,

API Inspector
FPEER AP| Inspector BEEEHAE—HIRIEXBM APLRRER, HEMEMSIESRAN API X3, BaIFiE API Explorer #FEZRIR

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. HHiRfD

IR T2 O S5BIRtEXAEIRS, HthiEiRBiER AH4ERE,

5=t

AuthFailure

FailedOperation
FailedOperation.CKafkalnternalError
FailedOperation.CLSInternalError

InternalError

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE

filiR
CAMER/EMUEIR
BFRM
CKafkaP3aRiEiR .
CLSPIEBEEIR

PRIEREEIR o
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
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5=t Fizipa
InvalidParameter SHEIR.
InvalidParameterValue SHEERIR,
LimitExceeded BT ECERPR S
MissingParameter ROSHEIR.
OperationDenied BRFBESE
RequestLimitExceeded BERADREET 7 SRR RE
ResourcelnUse RiEH G
Resourcelnsufficient BEFRE.
ResourceNotFound BEAFE,
ResourceUnavailable BRAFTH,
UnauthorizedOperation RIGHURIE,
UnknownParameter RHINSHEHIR
UnsupportedOperation BERZIS,
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IRENCLSiiEiRIESIIFR

EIEEHATE: 2025-04-25 02:12:57

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
IRENCL SIRBRIERTIE
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. M NBY
IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRA AHERSH,
BHEW Wik i R
Action = String ~H2H, XIEOBYE: DescribePostCLSFlows.
Version 2 String rsd, XMEOBE: 2018-01-25,
Region 2 String ~AHSBH, FRFESISN hEFIER, FMEONSZIFESR: ap—guangzhou, ap-seoul .
LogType = Integer ‘I_—iﬁilﬂElE, 2-WHAE, HABBEAE.
IE: 1
3. iha%
SHEM ESid g
PostCLSFlows 'Ig:sat)(/',‘thFlowlnfo izgﬁﬁiﬁﬁld 91}]
Requestld String H—iExk ID, EBEE?iﬁﬁHEﬁE LE)’X%?‘}??E‘%JEEI (EEREEMFRERGEIARSE, WZRERFTRIKE
Requestld) . EIiTIRATFTEREIZIRIERE Requestld,
4, 7%
TN RENCLSHETRIESTIE
IRENCLSIRIZRIESTIF
BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribePostCLSFlows

"Response": {
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"RequestId": "a20
"PostCLSFlows":

{
1

"FlowId": 1
"LogType": 1,
"Status": 1,

"CLSRegion": "

"LogsetName": "

"LogsetID": "59a

5. FRERR
BRE API F&

Sz API & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEORERBBNZIRHAFE APl RS,

API Inspector

FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2rlaiE API Explorer it{TEZEI

SDK
= API 3.0 Rt TEERNFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. {HiRG

RIS T O SSiZIEIRXAEIRID, BbEiRILIFED 2450,
IR
AuthFailure

FailedOperation
FailedOperation.CKafkalnternalError
FailedOperation.CLSInternalError
InternalError

InvalidParameter
InvalidParameterValue
LimitExceeded

MissingParameter

OperationDenied

IRIFRE: BR=ItE (It ) BRSEATF

fiaiR

CAMEZ/EUEIR

BRIEEW.
CKafkaMEBEiR o
CLSPIEBEEIR
PIEREEIR
SHIER.
SYEVEEIR.

B EERRS o
ROSHER,

BRIFRIES

Web RIF3FmASE
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5=t iR
RequestLimitExceeded BERADREET T SRR E
ResourcelnUse BRW G
Resourcelnsufficient BEFEB.
ResourceNotFound BRFFE,
ResourceUnavailable BREATH,
UnauthorizedOperation FRIFBURME
UnknownParameter RMNSHEIR
UnsupportedOperation BERZIS,
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tHECKafkatZiEiiEs

EIEEHATE: 2025-04-25 02:12:57

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
HERCKafkalRiBiR{EsS
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESic] 3%
Action = String ~H2H, XIEOBE: DestroyPostCKafkaFlow,
Version 2 String rsd, XMEOBE: 2018-01-25,
Region 2 String ~AHSBH, FRFESISN hEFIER, FMEONSZIFESR: ap—guangzhou, ap-seoul .
= IRIERATTID
Flowld = Integer =fifE: 100001
- &, 2- &, BABREERE.
LogType = Integer 1-hiEE®, 2-KEBR®, BARiEEAa

UE: 1

3. sy

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4. 7Hl
PN HECKafkaliERiES

BT

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DestroyPostCKafkaFlow

"FlowId": 100001

"Response": {
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"RequestId":

Web RIS

5. FREHR
A= APl &

Sz API & 256 API 3. 8%, API Explorer }2 SDK #RRENA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS,

API Inspector

FBREET APl Inspector EEEHIAGE—SIREXERN APHRBER, HEMNERSIESHRAR AP K53, t2rlaiiE API Explorer it{TEZEI

SDK

= API 3.0 Rt TEERFARTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

)

Tencent Cloud CLI 3.0

6. {HiRG

RIS T O SiZEIRXAEIRID, BbEiRILIFED AHEIR0,
IR
AuthFailure

FailedOperation
FailedOperation.CKafkalnternalError
FailedOperation.CLSInternalError
InternalError

InvalidParameter
InvalidParameterValue
LimitExceeded

MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable

UnauthorizedOperation

IRIFRE: BR=ItE (It ) BRSEATF

i
CAMEZ/EMUEIR
BRIEEW.
CKafkaMEBEEiR o
CLSPIEBEEIR
PIEREEIR

SHIER.
SYEVEEIR.

B EERRS o
ROSHER,
BREBIEE,
IERANREED 7SRRI o
BRRGA.
BEAE.
BRAFE,
BEATHA,

RIEHUR(E
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8RS iR
UnknownParameter FRHSHEIR.
UnsupportedOperation BERZIS,

THERCL SIERAESS

EIEEATE: 2025-04-25 02:12:57
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1. |OM#ER

EOERER: waf.tencentcloudapi.com .
HERCLSIERIES
ZONEOIERIATIRE: 200R/7

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBEELSRURBEMER SDK FRRE.

2. WA\2%

UTERSHSIRVIIE TIROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SYEMR Wik ESid] R
Action = String ~H2H, XIEOBYE: DestroyPostCLSFlow,
Version = String ~HSH, XEOBYE: 2018-01-25,
Region 2 String ~H2Y, FRFEZISHN hiEFI%, FMEONZISEDPRY: ap—guangzhou, ap-seoul .
= IRIERHYRID
Flowld = Integer =BIE: 100001
-hEEE, 2- &, BABIBIERE.
LogType = Integer 1-ipiaE 2-I#EH kiAJainhia B

UE: 1

3. sy
sgEm %W

—i5K ID, HIRSIRER, SXERBSED (SEREEMREERRERERSR, WZXERFLIRE Requestld ) o EfLTEAIE

Requestld  String oz riiskay Requestid.

4. 74
B HHCLSIHRBIMIES

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Ty

>~Action: DestroyPostCLSFlow

DHBREE

{
8

"FlowId": 100001

"Response": {

"RequestId":

:
}
}
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O BAT

5. FRERR
BRZ APl P&

Bifl= API & RE5E API XH4. $8iRf8. APl Explorer } SDK FRRHNA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

HPEiER API Inspector EEIZHIGE—SREXEN AP RBER, HEMNERSE

SDK

= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

6. {HiRG

PATRFIH T OSSR XAEIRTD, EERIBIFER A=EE
IR
AuthFailure

Tencent Cloud CLI 3.0

FailedOperation
FailedOperation.CKafkalnternalError
FailedOperation.CLSInternalError
InternalError

InvalidParameter
InvalidParameterValue
LimitExceeded

MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

hRAHY API X3, thETRisE API Explorer it{FEZREIK o

R
CAMEE/ERUEIR,
BRIEEM.
CKafkaP3gBEiR o
CLSPIEBEEIR
PIEREEIR o

SHIER.
SHEVEER,

B ECERPRE -
BROSHEIR.
BRIERIES
IERANREET 7 SRR o
BRWESA.
BEAE.
BRAEFE.
BEAAHA,
RIEUR(E,
FHSEEIR.
BIERZIS,

Web RIS
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i THIEHTESICRIIR

EIEEHATE: 2025-04-25 02:12:57

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
B THREESESICRIIE
BRMEOIERITEIRE): 100K/ -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Witk ESid) ik
Action = String ~H2H, XIEORE: GetAttackDownloadRecords,
Version = String ~HsE, XEOBE: 2018-01-25,
Region =2 String ~HSBE, FRFEIFN TR, FMEONZIFESPRY: ap—guangzhou, ap-seoul, ap—-shanghai .
3. mihiaH
SHEMW HE ik
Array of

Records TEEERFCREA

DownloadAttackRecordInfo

—i5EXK ID, HIRSiRER, SXERBIEE (HERAEMFEERREERERSR, WZKERFTRIRE

R tid tri
eques String Requestld) . EfUEEHEBIZHIZRER Requestld.

4.
PN BN TRREASESTRIE
AT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

on: GetAttackDownloadRecords

"Response":

"Records":
{
{

"Idn: 10

"TaskName" :

IRIFRE: BR=ItE (It ) BRSEATF 55416 £647)
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@ H% \_EHE Web RZFR5XIE

"TaskId": "a5b05859-54d5
"Host": "all",
"CreateTime":
"ModifyTime":
"ExpireTime":

"Count":

"TotalCount":

"Status": 1,

"Url": "https:

TIEMg A

"TaskName":

"TaskId": "6d68alab-c6
"Host": "all

"CreateTime": "

"ModifyTime": "

"ExpireTime": "
"Count": 1
"TotalCount":
"Status": 4,

"Url": "/url"

"RequestId": "9b02bf9e-c89c
}
}

5. AR EHR

ER= APl £&
BfZE AP| F& 228 AP H. iR, API Explorer & SDK SZEMSG—ENTE, HEENA—A\OSARERBAZIRMEFAE AP IS,

API Inspector
BRPAET AP| Inspector BEEEHIGE—SIRIEXBN AP ERER, HEIERSESHRAR AP X8, BalaiE AP Explorer #T7ELZRIK

SDK
= API 3.0 Rt TRENFRIEE (SDK) , ZIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfB
BATARBIH T RO SBERRAOIRIG, HBRIGER AR,

IRIFRE: BR=ItE (It ) BRSEATF 5417 647


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\.L:HE Web RiFFsA S

5=t iR
FailedOperation.CLSDBOperationFailed AFACLSHEMRSAPILK
FailedOperation.CLSInternalError CLSRZBEEIR
InternalError PIBREEIR o
InvalidParameter SHER,

IRIRERE: BR=ITE (1bF) BRSEAE 5418 647



5 E H%\_L:HE Web RZFR5XIE

WEESSRT

EIEEHATE: 2025-04-25 02:12:57

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
35406 ol = = St 1L 2PN
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTERSHFIRGILE TIEOSRSHEMBIAHSY, SEAHSHIIRR AHiERSH,
SHEWR Wik R ik
Action 2 String ~HESYH, XEOBE: GetAttackHistogram.
Version 2 String rsd, XMEOBE: 2018-01-25,
Region =2 String ~HSY, FRERIEN tEFIR, FMEOMGZIFEDE: ap—guangzhou, ap-seoul, ap—-shanghai
Domain o Strin HigRiEE, FrESERall
= 9 FBfE: test.com
. - . EiiEiantE
startTime = Timestamp . 2020-08-28 00:00:00
. - . Hif)ERATE
EndTime = Timestamp i 2020-08-28 00:00:00
QueryStrin 2 Strin Luceneifik
rystring 1 % 9 FIE: attack_ip:127.0.0.1
3. mieN
BHEW ESid) iR
Data Array of Fiti¥s
LogHistograminfo wFE: [{"Count":0,"TimeStamp":1598544000},{"Count":0,"TimeStamp":1598545800}]
. At fEIER A/
Period Integer =pIE: 60
SRR BEH
TotalCount Integer =piE: 2

W—i5EK ID, HIRSIRER, BXERBSED (HEREAEMRERERERSR, WXERFTRE

Requestld  String Requestld) » EfEEIREERHZRIARE Requestid.

4. 74
PN BEEEGHEHE

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF 419 #6473


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#LogHistogramInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=GetAttackHistogram

Web RIS

Content-Type: application/json
X-TC-Action: GetAttackHistogram

<AHERSE>

{

"Domain": "waf.com",

"StartTime": "2020-09-22 00:00:00"
"EndTime": "2020-09-22 00:00:00"

"QueryString": "bot:0"

"Response":
"RequestId":
"Data": [

{

"Count": 0,
"TimeStamp" :
by

{

"Count":
"TimeStamp":
H

{

"Count": O,
"TimeStamp":
by

{

"Count": O,
"TimeStamp" :
b

{

"Count": O,
"TimeStamp":
by

{

"Count": o
"TimeStamp" :
by

{

"Count":
"TimeStamp":
H

{

"Count": ’
"TimeStamp":
by

{

"Count": O,
"TimeStamp":
by

{

"Count": O,

"TimeStamp":

IRIFRE: BRzITE (165 ) BRSEAS 58420 $£647)




Web RIS

"Count": O,
"TimeStamp":
by

{

"Count":
"TimeStamp":
by

{

"Count": 0,
"TimeStamp" :
by

{

"Count": o
"TimeStamp":
by

{

"Count": 0,
"TimeStamp":
by

{

"Count": O,
"TimeStamp":
by

{

"Count":
"TimeStamp":
Hy

{

"Count": 0,
"TimeStamp" :
by

{

"Count": O,
"TimeStamp":
by

{

"Count": O,
"TimeStamp":
by

{

"Count": O,
"TimeStamp" :
by

{

"Count":
"TimeStamp":
Hy

{

"Count":
"TimeStamp" :
by

{

"Count": 0,
"TimeStamp":

te

IRIFRE: BRzITE (165 ) BRSEAS $421#647H




@ H%\_L:HE Web RzFEFXESE

"Count": 0,

"TimeStamp" :

"Count": O,

"TimeStamp":

"Count": P

"TimeStamp" :

1
I
[
1

"Count": 5
"TimeStamp":
by

{

"Count":

"TimeStamp" :

"Period": 18

"TotalCount":

5. FREHER

A= APl F&
Bifl= APl £& B5E API XH4. {8iRf8. APl Explorer & SDK FHFREHA—EAFE, HEENE—AOSTARERBNZIRMIE AP RS

API Inspector
BPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tbaaiiE AP| Explorer #{7EZIRE

SDK
= API 3.0 Rt TEREMNFARTESE (SDK) , MFSMRIZIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. HiRG

PATRFIH T O S3iBIEIRXREIRD, BRIl AH4ERE.
IR i
FailedOperation BERY

FailedOperation.CLSDBOperationFailed = iFARCLSHERSSAPI%LK

IRIFRE: BR=ItE (It ) BRSEATF 422 H647R


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

s E E%\_EHE Web RZFR5XIE

IR ik

FailedOperation.CLSInternalError CLSHIEREIR.

InternalError PIEREEIR

InternalError.UnknownErr FEREMEIR, BRI

InvalidParameter.LogicErr BIEIRIR: SQLERIEOMISEERITRSEEER. fIii, FERERMISHET. ERBRNRGSE

InvalidParameter.QueryStringSyntaxErr  iBiXgiR: BERERIEEMITLE

. EEEIR SQLEREOXNEBEITEMEENN, MREEER, HESHSQLEAXEIIT. filgn, fHRXE
InvalidParameter.SQLSyntaxErr = SR, BOSEE,
HIRRREIR: SQLEFIETPIMIERR Y RSHIEEPIMIERRENRE, SNSHEER. fl, $FHFRS

InvalidParameter.TypeMismatch B, .

IRIFRE: BR=ItE (Ib5R) BRSEAR $423 #647R



@ H% \_EHE Web RZFR5XIE

MR SIRE

EIEEHATE: 2025-04-25 02:12:57

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .
REBSEEIRRIEZIRE
ERAECIERITRIRSG: 10:R/7

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. \MN\EH
MTERSHIIRGIL T EOBSRSYMBI ALY, TBAHSEIIRR AHiERSH,
SHEM ik B i
Action 2 String AHSH, XIZOE: GetAttackTotalCount,
Version = String ~HSE, XEORE: 2018-01-25.
Region = String ~HSE, FRFESTIFN TR, FIEONSZIFESRI: ap—guangzhou, ap-seoul, ap—-shanghai
StartTime | = |Ts"3§§$mp ?__;ﬁgtﬂ 2020-08-28T00:00:00+08:00
EndTime = Timestamp £EERAYE
1SO8601 *BIfE: 2020-08-28T14:12:36+08:00
Domain = String Eitge, £iftgaiEall

BIE: "waf.test.com"

iR, BN

QueryString = String SHIE: bot:1

3. e
BEEN ESTR

WEDRE

TotalCount Integer TEIE: 271652

W—iEK ID, HIRSIKER, BXEREEE (SEREEMREERERERSR, WZKERFTRIRE Requestld ) o Ef iR

Requestid  StriNg o mizrisskiy Requestid.

4. 74
PN BRE

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

TC-Action: GetAttackTotalCount

X-TC-A
<QHERSE>

IRIFRE: BR=ItE (It ) BRSEATF 8424 H647TR


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/78601
https://cloud.tencent.com/document/api/627/78601
https://cloud.tencent.com/document/api/627/78601
https://cloud.tencent.com/document/api/627/78601
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=GetAttackTotalCount

"StartTime": "2020- 22T00:00:00+00:00"

"EndTime": "2020-09-22T00:00:00+00:00",

"Domain": "waf.com",

"QueryString": "bot:1"

"Response":

"TotalCount": 2
"RequestId": "
}
t

5. FRERR
BRE API &

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSZARERBNZRMRE AP RS,

API Inspector

HPEiER API Inspector EEIZHIAE—SREXEN AP RBER, HEMERSIE

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRERIES, REESENER AP,

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. HHiRfD
BATRBIH TR SSBERRAOIRIG, HRIGER AR,

$5i=tD

FailedOperation
FailedOperation.CLSDBOperationFailed
FailedOperation.CLSInternalError
InternalError

InternalError.UnknownErr
InvalidParameter.LogicErr

InvalidParameter.QueryStringSyntaxErr

IRIFRE: BR=ItE (It ) BRSEATF

ik

BIEEM.
AFCLSHEIRSAPIXK
CLSPIEBEEIR

PIEBEEIR -

FEREREIR, BRER)

=

KRAEY API {13, tBalFiE API Explorer #{TE&RIR

Web RIS

ZIEHEIR: SQLIERIEOHRRNZIEHERLATRESEEIR, N, ERERNSET. ERERNFRMGS

IBiEEIR: BERAUEERTHE

8425 $647R


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \_EHE Web RZFR5XIE

IR ik

IBEEIR: SQLERIEOLNEEIFERIEENN, MRFEER, RESHSQLEDEXENT. fltn, RIXE

InvalidParameter.SQLSyntaxErr = SR, HSEE,

HiRENEIR: SQLIERIBO PSRRI URSHIRERRISIRLRIE, BNUSSHER, flW, BFHES

InvalidParameter.TypeMismatch SRS . 1S DS R R,

(SR IRBIAT
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@ H% \_EHE Web RZFR5XIE

ERIEERRTE: 2025-04-25 02:12:56

1. gEOR

EOERESZ: waf.tencentcloudapi.com .
(Eps ZIBIRIRTS
AR BRI IRF: 200%/F o

= (ER APl Explorer

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEEN . EUTEESXAMBNERASERLSRURBMER SDK FRRG.

2. mABY

MTERSHIIRMNFIL T ROFERSEMBOLAHSY, REAHSHGIRN QHERSH,

SHEW Witk ESid] iR
Action = String AHSH, FEOBE: ModifyDomainPostAction,
Version 2 String ~HSH, XEFORE: 2018-01-25,
Region 2 String ~HESYH, FRFEESISH iRFIR, FMEOMNZIFEPR: ap—guangzhou, ap—seoul .
. o . 1%
bomain = String =BIfE: waf.com
IR, 1-FHE
PostCLSAction = Integer ;{;ﬁgﬂ &;L 1-FERE
PostCKafkaAction 2 Integer O-XPE, 1-FrRmiE

wBiE: 1

3. milis¥
BMEH  X® @R

E—iERK ID, HIRSIKER, SXERPIEE (HEREEMFEERRERERSR, WZRERFRIRE Requestld ) . ELITEAIH

Requestld  StriNg o s riskay Requestid.

4. =H
PN B ERERE
BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyDomainPostAction

<QHEERSE>

{
"Domain": "www.test.com",
avg i,
g 1

IRIFRE: BR=ItE (It ) BRSEATF 5427 $647TR


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyDomainPostAction

@ H% \_EHE Web RZFR5XIE

"Response":

"RequestId": "
t
}

5. FRERR

ER= APl £&
Bl AP| £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OSAREMRBAZIREFRE AP RS,

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HBEIEMSESRAN API {53, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {HiRG

PITNGIE 7O SSBEIRXMNEIR, BEbESiRBIER AHEIR0,
5=t iR
AuthFailure CAMEZ/ERUREIR
FailedOperation BERM
FailedOperation.CKafkalnternalError CKafkaP#BiEiR o
FailedOperation.CLSInternalError CLSHIEREIR
InternalError PEREIR
InvalidParameter SHEIR.
InvalidParameterValue SHEYEEIR,
LimitExceeded B EEPR S
MissingParameter ROSHEIR.
OperationDenied BREIESE
RequestLimitExceeded ERANREGET 7 SRR E
ResourcelnUse TiEH G
Resourcelnsufficient BRERE-
ResourceNotFound BRAEFE.

IRIFRE: BR=ItE (It ) BRSEATF 55428 $£647R


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

filiR
BEAAHA,
BREE,
RIFHURE
KAMSEEIRo

BAERSZS
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@ H%\_L:HE Web RzFEFXESE

(Ecise I B EiiEFT X

mIEEFATE: 2025-05-12 02:15:03

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .

(e EBIRERFTIRBFX, BWARRLAERAFRLAFE, BUERERER
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wik 2R 12743
Action = String ~H2H, XEOBE: ModifylnstanceAttackLogPost.
Version 2 String rsE, MMEOBRE: 2018-01-25,
Region 2 String ~HSY, FRUERIEN IR, MMEOMSIIFERSE: ap—guangzhou, ap—seoul, ap—singapore o
- . =ZHIID
Instanceld = String SBUE: waf_000001
g
AttackLogPost = Integer IEEEI'L' RS
~EIE: 1

3. sy

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4.
PN FEpINE A SRS

BT

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyInstanceAttackLogPost

L bl

IRIFRE: BR=ItE (It ) BRSEATF 55430 #6473
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"Response":

"RequestId": "
t
}

5. FRERR
BRE API &

Biflz API & RE5E API XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOSZARERBNZRMNRRE AP RS,

API Inspector

RRFEEE APl Inspector BEEEHIGE—SREXIXR AP RRER, HFEMENSIESRAN API 5, thaaiiE API Explorer #3EZ&RH,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

)

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiRE

ZEOE XL SZEHEXAERE, BtbEREGFER AHERD

IRIFRE: BR=ItE (It ) BRSEATF

o

Web RIF3FmASE

$431647R


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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5 E H%\_L:HE Web RZFR5XIE

BERERTRINEAEES

EIEEHATE: 2025-04-25 02:12:56

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
IBERTERERFES, ERCLSHIRAIIER THgetlogizO
BRMEOIERITEIRE): 100K/ -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik KB 35S
Action 2 String ~HSH, XIZOBE: PostAttackDownloadTask.
Version = String ~H2E, XEOBE: 2018-01-25,
NS RS o = 4: ap— . . i
Region = String ~HSE, FRFERSTISN TR, FIEONSZIFHESE9: ap—guangzhou, ap-seoul, ap—-shanghai
Domain - String HigpiHE, FrEtSERall
= wBIE: all
. - Timestamp BEifeiaAtiE
StartTime 2 508601 FBIE: 2023-10-11T18:28:13+08:00
EndTime o Timestamp BHifZERATE
= 1SO8601 =EE: 2023-10-11T20:28:13+08:00
. - . LuceneiZix
QueryString = String SEIE: bot:
- . ESEIR
TaskName = String SBIE: task-name
. EikHBdesc, TLIEEdescilasc
=
Sort & String SBIE: desc
THIEERE
=
Count & Integer SEIE: 10
3. e

BHEW B ik

{Es5task id

Fi i
ow StiNg  —biE: ead32d5d-a9ac-496f-b8e3-d3a92ffbice

E—iEK ID, HIRSiRER, SXERPBIEE (HEREAEMREERRERERSR, WZXERFRIRE Requestld ) . EfLITEAIFE

Requestld  StriNg oz riskay Requestid.

4, =61

PN IRERTREERSES
SRR THRERHES

IRIFRE: BR=ItE (It ) BRSEATF $432 #647R
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=PostAttackDownloadTask

O BHS

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

TC

Action: PostAttackDownloadTask

X-TC-A
<QHERSE>

{

"Domain": "waf.com",

"StartTime": "2020-09-22T00:00:00+00:00",
"EndTime": "2020-09-22T00:00:00+00:00",
"QueryString": "bot:1",

"TaskName": "task-name",

"Sort": "desc",

"Count": 0

"Response":
"Flow": "ead32d:
"RequestId": "
}

}

5. FRERR
BRE API &

Biflz API & 245E APl XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOZARERBNZIRMRE AP RS

API Inspector

FRFENEE AP Inspector BEEEHIGE—SREXER AP RAER, HFEMEMSIESRAN API X5, thaaiiE API Explorer #3EL&iRI,

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

IR 72O S5BIRtEXAEIRS, HthiiRBiER AH4ERE,
IR

FailedOperation.CLSDBOperationFailed

IRIFRE: BR=ItE (It ) BRSEATF

ik

JAFCLSHERSSAPIEY

Web RIF3FmASE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS

8RS
FailedOperation.CLSInternalError
InternalError

UnsupportedOperation

IRRCLSHRAWEHT

IRIRERE: BR=ITE (1bF) BRSEAE

ik
CLSHRREIR.
PEREIR

BERSIS

Web RIF3FmASE
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O BAT

ERIEERRTE: 2025-04-25 02:12:56

1. EO#R

EOERESZ: waf.tencentcloudapi.com .
HRACLSIEOFESHTN, query®H T query_stringSziFlucenceiBixiE ¥ RS,
ZRIAEOIERITZRIRE: 100R/7

#EEER API Explorer

Web RIS

<> EEIR

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEEN . EUTEESXAMBNERASERLSRURBMER SDK FRRG.

2. A8y

MTERSHIIRMNFIL T ROFERSEMBOLAHSY, REAHSHGIRN QHERSH,

SHEW
Action
Version

Region

Domain

StartTime

EndTime

Context

QueryString

Count

Sort

Page

3. miisy

SHEW

Count
Context
Data
ListOver

SqlFlag

Wik 3B
= String
= String
= String
= String
= Timestamp
= Timestamp
= String
= String
& Integer
& String
a Integer
HE
Integer
String
Array of
AttackLoglinfo
Boolean
Boolean

IRIFRE: BR=ItE (It ) BRSEATF

fiiiR

H25, FEOBE: SearchAttackLog.

>4

5%, FEONE: 2018-01-25,

>

~HSH, FRFESIE FIFR, FMEONZISEPRY: ap—guangzhou, ap-seoul, ap—shanghai

Hifwotg=, FraEEERall
FfEE: waf.com

Eimeiantia
~BHE: 2024-10-29 20:49:24

B4R E
~BHE: 2024-10-29 20:49:28

BEOARER, XNFRIEEFHEH,HRERPageFR
FBHE: cont

Lucenei&ix
~BE: bot:1

BERIEE, BAM0%, RS1005%
=BIE: 10

#iNJadesc, mILABYEdescilasc
TBE: desc

SEILR, MOFHA
wBIE: 1

filiR

HAREN R ERERE
w~BIE: 20

EOARE, WFEBEY, RANREZFEESH
FBIE: cont

WEASHESZERSE
E: "{"action":1,"args_name":"HTTP Header"}"

CLSIEOREINE
FBIE: true

CLSEMEREINS, EEaBmHiRAZRS|
=BHE: true

55435 6473


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
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https://cloud.tencent.com/document/api/627/53609#AttackLogInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=SearchAttackLog

O BHS

SHEW ESid faR

W—iEK ID, HIRSIRER, SXEREEE (EFEREEMEERERARSR, WZRKERFTRIRE

Requestld  String Requestld) . EAIEEHESREZRER Requestld.

4. 74

TN ERBEEEHRNE
HELEETHERE

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: SearchAttackLog

<AHBERBE-

[
1

"Domain": "all",

"StartTime": "2024 28 :56:07"
"EndTime": "2024-10-29 20:56:07"
"QueryString": "bot:1"

"Context": "cont",

"Sort": "desc",

"Count": 10,

"Page": 0

"Context":
"ListOver":
"SglFlag":
"Data": [

{

"Content":

"FileName":

"RequestId":
}
}

5. FREHER

ER= APl £&
Bz AP| £& 228 API XH. iR, API Explorer & SDK SZEMSG—ENTE, HEENA—A\OSARERBARIRMRFRAE AP IS,

API Inspector
FARFEE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE AP| Explorer B#{TEZIEIR

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

O BAT

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR

Tencent Cloud CLI 3.0

6. fHiRfD

IR T2 O S5BIRtEXAEIRD, EthiEiRDiER AHERE,

$HIRED

FailedOperation
FailedOperation.CLSDBOperationFailed
FailedOperation.CLSInternalError
InternalError

InternalError.UnknownErr
InvalidParameter.LogicErr

InvalidParameter.QueryStringSyntaxErr
InvalidParameter.TypeMismatch

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

i

BRFRM
AFCLSBERSSAPIKK
CLSPIEBEEIR

PIEREEIR o

FHEMEMEIR, BRER)

Web RIS

ZIEIRIR: SQLERIEOMRISEHEIRTRSEIER. fiN, ERAERNSEY . ERSRNRGE

IBAEIR: BERAEEBTHE

HiREREIR: SQLIERIFTPRIMIELR YRS HIREPIBIELENE, BNSSEER. fi, BFEE5

BHHTHR . SRS RIESRS
BRI
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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O BAT

ERIBEEE

EIEEHATE: 2025-04-25 02:12:56

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .

AMEORTEREWAFRLREE

BOMEOIERINERIRE: 100R/7 o

#EFE(ER API Explorer

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

2. WA
SHEM Wik ESid)
Action 2 String
Version = String
Region = String
Topicld = String
From = Integer
To = Integer
Query =2 String
Limit & Integer
Context & String
Sort a String
Page & Integer

3. hikis%
SHEM ESid)
Context String
ListOver Boolean
Analysis Boolean
Results Array of

AccessLoglnfo

ik

N

>

N

~rH2%, FEOBRE: SearchAccesslLog,

HE5%, MMEORE: 2018-01-25,

AHSE, FNFFRSTIFN TR, FIEONZIFHESES: ap-guangzhou, ap-seoul .

EFEEANATERD, SIEFPHBENMAI—NER, MRFLFRIESFEH

TBIE: "ae37c76-df99-4e2b-998c-20f39ebab226"

EERRATRGERATE, UnixBYEgE, $iims

A 1625395948532

EEONAFALEERMNE, UnixBTiaE, Bfiims

fi{E: 1626000748532

BEiNiEG, BAKERK74096
~E: "schema: http"

BRENREMETEE, KAEH100

FHIE: 100

HERAULFERKR, HEZMHE, BREMRPage
A "Y29udGV4dCIMMTE4NWE2My1mZTBmLTQ2YTctOTQzOS0zMzFINGU2Y2EZYTAXN;I

BFEOSERMISHEFRE; whiEE: asc(FRF). desc(i#RF), Bl desc

wHE: "desc"

IV, MOFHE. FERFEAFER

aBiE: 1

ik

FHEOUFEREY, BRRANREZEFFES
BIE: "Y29udGV4dC04ZWEYOGZINi0zOTcILTRMMGUtYTQzNy020WU4MWQ5NzJkODKxN;j"

BAEENSEREELEERE, Hf, “true” RTEREHE,

FHIE: false

REIMEEADIRER, HA,
FHIE: false

“true” FFEEIDITER,

BFEERAER; HAnalysisATrueld, ATEEEE Inull
EE: WEBRAEHEE null, RFRFRERE

IRIFRE: BR=ItE (It ) BRSEATF

“false” FRERNMIERE

“false” FRFKIERESHLER

Web RIS

<> REE

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#AccessLogInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=SearchAccessLog

Web RIF3FmASE

SHEW ik
wBIE: [{"Time": 1730207183000,"LogJson": ""}]

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEEREERERSR, WZKERFLIRE Requestld) .

R tid Stri
eques nng AT EB ML RERE Requestld.

4. =6

PN BRHEEE
HZipEES

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: SearchAccessLog
<AHERSH>

{

"TopicId": "lae37c76-df99-4e2b-998c-20£39%ebab6226",
"From": 1625395948532,

"To": 1626000748532,

"Query": "bot:1",

"Limit": 2,

"Context": "cont",

"Sort": "desc"

"Response":
"Context": "Y29udGV4dC hiYjAyMyln My1iZjIwYWUzNmY1MzMxNjI2MTUSNDU4MIQy",
"ListOver":
"Analysis":
"Results":

{
"PkgLogId":
"FileName":
"PkgId":
"Source":
"TopicName":
"Time": 162

"TopicId": "lac

\"HEHE ", \ "schema\ " : \

ality\":\

7\", \"upstream_st

IRIFRE: BRzITE (165 ) BRSEAS 58439 #6473




"RequestId":

Web RIS

5. FREHR
A= APl &

Sz API & 256 API 3. 8%, API Explorer }2 SDK #RRENA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS,

API Inspector

FBREET APl Inspector EEEHIAGE—SIREXERN APHRBER, HEMNERSIESHRAR AP K53, t2rlaiiE API Explorer it{TEZEI

SDK
= API 3.0 Rt TEERFARTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

faiR

6. {HiRG

RIS T O SiZEIRXAEIRID, BbEiRILIFED AHEIR0,
IR
AuthFailure

FailedOperation
FailedOperation.CLSInternalError
InternalError

InternalError.DBErr
InternalError.UnknownErr
InvalidParameter
InvalidParameter.InvalidCertificate
InvalidParameter.LogicErr
InvalidParameter.QueryCertBySSLIDFailed

InvalidParameter.QueryStringSyntaxErr

InvalidParameter.TypeMismatch

InvalidParameterValue
LimitExceeded
MissingParameter

OperationDenied

IRIFRE: BR=ItE (It ) BRSEATF

CAME R /EEIR.
BRAFR,

CLSHIREIR.

PIEREEIR

DBErr

FEREER, BRER
SHER,

IEBREIEE,

ZIEHEIR: SQLIERIEOPRIZIEHERLATRSEER, N, ERERNSET. ERERNFRMGSE

RIEIDEIEB R
IBEEIR: BERANIEERTHE

HiESRIEIR: SQLIERIBOPHMESIEREVASHIRERSIELRNE, BWUSSHER. BN, BFF

BEBHHTIR. SEBEATRIERS.
SYHEESEIR.
B EERS .
BROSHEIR,

BRAFHIEE,

8440 #6473
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik
IERANREED T SRERIRS o
BEWGA.

BEFE.

BEFFE.

HEFARA.

RIEHUR(E

FHSHER

BRI

Web RIS
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O BAT

Bot 17 AEEAXEO
IREYAPIBRIFBER
RIEEHANE: 2025-04-25 02:13:12

1. EOR

EOiEkiFEE: waf.tencentcloudapi.com .

REVApPIERIFBER

= (ER API Explorer

Web RIS

API Explorer 2t TELIEAMR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNERNSEESRURBMER SDK FRRE.

2. MNEY
ATFERSHIRGILE TEOBRSEIML AHSY, REBEAHSYGIRR AHiERSH,
SHEM Wi ESic] 3%
Action 2 String ~rHSH, XIZOBE: DescribeApiDetail.
Version 2 String ~HSH, XEFOE: 2018-01-25,
Region 2 String rHs
. - . b=
bomain = String TE: gcloudwaf.com
. - . ApiZFR
ApiName = String FOUE: /ddp
- . BRAEE
Method = String =@IE: GET
IsSensitive - Integer EENEEHEN, 1F7E8, 0RFFED
- wHIE: 0
[ . R,
= EENEFZLN, 1R7E8, 0RTTES
IsPan a Integer FOIE: 1Log
3. miiaH
BHEW ESid) 3%
. iBREG, jsonFERFHRER
L 1=
°g String FBUE: {"meyhod":'GET"}
. . ERSEEGITIE
ParameterList Array of ApiParameterType FBUE: {"meyhod""GET"}
. LEESIRE
Scene String FHUE: "login"
SensitiveFields Array of String iﬁzfg[""]
. TRHESIEEK
IsA
sActive Boolean SEIE: true
hialip#L
|
pCount Integer =B 100
RegionCount Integer it E

IRIFRE: BR=ItE (It ) BRSEATF

H2%, FERFFRSISN IR, FEOMCEFEDEY: ap-guangzhou, ap-seoul, ap-singapore
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https://cloud.tencent.com/document/api/627/53609#ApiParameterType
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeApiDetail

O BAT

SHEW

EventCount
SensitiveCount

Level

RspLog

MaxQPS
ApiDetailSampleHistory

Requestid

4. 7F

a1 FENApiERIFRER

REVApPIERIFBER

BATH

POST / HTTP/1.1

Integer

Integer

Integer

String

Integer

Array of
ApiDetailSampleHistory

String

Host: waf.t entcloudapi.com

Content— application/json

X-TC-Action: DescribeApiDetail

<AHERSH>

[
1

"Domain": "hzh.gcloud.com",

"Method": "POST",

"ApiName": "/test"

"Response":
"RequestId": "
"Log": {\"other
"ParameterList":
"Scene": "waf
"SensitiveFie

"IsActive":

"RegionCount":

"EventCount": O
sitiveCount": O,
Log": "

"Level":

IRIFRE: BR=ItE (It ) BRSEATF

]
=~BUE: 20

KEXEGH
~BIfE: 10

EHEIRSRE
FHIE: 10

REEER
FBIHE: 100

Na Rz
TBIE: 100

FERIGIEIEEQPS
HIE: 200

ABEH
wpiE: [

Web RIS

W—iEK ID, HIRSIKER, BXERTEE (SEREEMEERRERERSR, WiXis

RAEIKE Requestld ) . EfABEITEERMIZRIERE Requestld,
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O BHS

Web RIF3FmASE

5. FREHE

ER= APl &
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $WEMS—ENTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector

FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP 53, tErTaiE API Explorer ifTEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. FEiRG

IATFRFIH 7RO SBIEHEXASEIRIG, EMbEiRLIER AHEIEE.
RS iR
UnsupportedOperation BIERXSS.

IRIFRE: BR=ItE (It ) BRSEATF

5444 #H647™


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E E%\_L:HE Web RZFR5XIE

apiaF=IIE

EIEEHATE: 2025-04-25 02:13:12

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .

apiiRrFlFR

#7=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
BHEW Wik kB ik
Action 2 String aHs%, FMEOBYE: DescribeApiListVersionTwo.
Version 2 String S, AMEOE: 2018-01-25,
Region - String ~rESY, FREESHSH tiEdIR, MMEOMNISFEPE: ap—guangzhou, ap—seoul, ap-
= singapore .
. - . %]
bomain = String ~BE: qcloudwaf.com
= ARSI, R
Pagelndex = Integer SEIE: 0
. - TEAN
PageSize = Integer SIE: 10
. Array of SRS
=
Filters.N S ApiDataFilter FEHE: [{"Entity":"waf"}]
. HFERE, 17F, 1 EFE
. & f
Sort.N = Array of String FBE: ["update_time":"1"]
EE#TREE
NeedTotalCount & Boolean fnﬂ” =
FBIE: false
EigFEaATE
T = [
StartTs = Integer FHUE: 1730204365
HifgERATE
=
EndTs = Integer FIE: 1730204365
3. e
SHEWR ESid) g
Data Array of api&EF=IE
ApiAsset RBIE: [{"Domain™:"waf"}]
28
Total Integer SEIE: 10

W—iER ID, HIRSIRER, SRERPLEE (EFREEMEERRERARSR, WZRERFTEIRE Requestld) . E

R | i
equestld  String BB R HZRIERE Requestid.

4. =61
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeApiListVersionTwo

@ %‘.EH.E Web RIFFsA S

TN APIEFFIE
BNTHI

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeApilListVersionTwo

<PEHERSH>

{

"Domain": "gcloudwaf.com",
"Filters": [

{

"Entity": "key",
"Operator": "=",

"Value": "waf"

I

"PageIndex": O,
"PageSize": O,

"Sort": [

"timestamp"

1,

"NeedTotalCount": true,
"StartTs": O,

"EndTs": 0

"Response": {
"Data": [

{

"Domain":
"Method" :
"ApiName" :
"Scene": "login",
"Label": [
"login®

1,

"Active":
"Timestamp":
"InsertTime": 1
"Mode": "1",
"Level": "300",
"Count": 1,

n n

"Remark": "adasd",
"IsAuth": O,
"ApiRequestRuleId": 0,
"ApiLimitRuleId":

¥

1,

"Total": O,

"RequestId": "asd

IRIFRE: BRzITE (165 ) BRSEAS 446 #H647:




O BHS

Web RIF3FmASE

5. FREHE

ER= APl &
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $WEMS—ENTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector

FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP 53, tErTaiE API Explorer ifTEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. FEiRG

ARSI T2 O SiZIEIRXAIEIRID, EhEiRIIER AHEIR0,
RS
FailedOperation.MongoOperationFailed

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

R
I EMongo iR ELH
BERIS
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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@ H% \_EHE Web RZFR5XIE

REwafiiEhiniEss

EIEEHATE: 2025-04-25 02:13:12

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
R wafEihiaiEass

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wik R iR
Action = String ~HSH, XIZOBYE: DescribeFlowTrend.
Version £ String s, AMEOBRE: 2018-01-25,
Region 2 String AHSBY, FRF@SISN tiFFIE, MMEORSZIFESR: ap-beijing, ap—guangzhou, ap-seoul, ap—singapore .
. - . FERNREEBNES, al T EES
Domain = String _ .
RBHE: www.baidu.com

= RIaRiaE, BEY
StartTs 2 Integer  —rm: 1620144000

o LREiEE, BEY
EndTs 2  Integer  —ia: 1620180000

L
SHEW ESid) iR
Data Array of nEEBEE
BotStatPointltem FEUE: {"TimeStamp":"2021-05-05 09:05:00","Key":"all_request","Value":3

E—i&EK ID, HRBIRER, SRERBIIEE (EEREEMEERERARSR, WZXERFTSIRE

Requestld  String Requestld) . EHMEHBEERELRER Requestld.

4. 761
PN AR IR

BATH

POST / HTTP/1.1
ost: waf.tencentcloudapi.com

: application/json

X-TC-Action: DescribeFlowTrend

<AEHERSE>

[
1

"Domain": "www.baidu.com",

"StartTs": 1620144000,

IRIFRE: BR=ItE (It ) BRSEATF 5448 #647:
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"EndTs": 1620180000

"RequestId":
"Data": [

{
1

"Key": "/ap

"Value": 2
"Label": "

"TimeStamp": "2

5. FRERR

ER= APl E&
BflZ= AP| F& 258 AP X#. iR, API Explorer & SDK $ZEMSG—ENTE, HEGENA—A\OZQREMEAZREFRE AP RS,

API Inspector

FPTiEE APl Inspector EEEHIGE—SEFXEN APLARBER, HEMEREE

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. fHiRfD

IR T2 O SSBIRtEXAEIRID, EthiEiRDiER AH4ERE,

$HIRED
FailedOperation.ClickHouseOperationFailed
InternalError

InvalidParameter
InvalidParameter.UnknownAction
LimitExceeded

OperationDenied

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE

hRASES API 1483, teRTRIE API Explorer B{TEZIREIR

]
BECHEURERY
PEREIR
SR,
UnknownAction
B ECERPR S o
BERIES.
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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IR ik

UnsupportedOperation.InvalidRequest InvalidRequest

ZE i aiaxXiEn
B TOP NIEE

mIEEFATE: 2025-04-25 02:13:03
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O BAT

1. |OM#ER

EOERER: waf.tencentcloudapi.com .

BEiEEHSTOP NIHEE

BUMEOIERINEIRS): 200%/%

#EFE(ER API Explorer

Web RIS

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBEELSRURBEMER SDK FRRE.

2. WA\2%

UTERSHSIRVIIE TIROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SYEMR
Action
Version

Region

FromTime
ToTime
Host
Edition
InstancelD

Domain

3. milis¥

Wi
=

=
=

il

il

HO

o

o

iyl

iyl

BHEW B

Piechart

Array of

R
String
String

String

Timestamp

Timestamp

String

String

String

String

Piechartltem

Requestld  String

4, =61

=P EifiBotiE

BATH

filiR

o
W
=
3
i
O
<}
ot
O
(]
[
[¢]
=,
o
[
P-4
—
Q
Q
o]
_|
<
T
o

HS%, FMEONE: 2018-01-25,

B

22

W

B

ESYARTIE
~flfE: 2020-02-24 00:00:00

£5ERAdiE)
~fE: 2020-02-24 19:00:00

B Host, &L 8AHost=FE
FHIE: www.test.com

QERMEBR, sparta-waf, clb-waf, FMENFTIE

FBIE: clb—waf

WAFSEfIID, FAMENFIIE
FBIE: waf_000q3t12p

R, FMENFLR, AF&E{HostFR, &S

=BIE: waf.com

V]

e
FE: [{"Type":"attack","Count":10}]

https://waf.tencentcloudapi.com/?Action=DescribeAttackType

&Host=www.test.com

&Edition=clb-waf

s<AHIERSE>

IRIFRE: BR=ItE (It ) BRSEATF

4 00:00:00

iAHost

W—i5EXK ID, HIRSIHER, BRERBI/IRE ( BEREEBREFREERILR
Requestld ) . EUARITBER#IZXIBEREN Requestld,

, HERFFRSZS tiFIR, FEONZSEFEY: ap-guangzhou, ap-seoul, ap-shanghai .
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https://cloud.tencent.com/document/api/627/53609#PiechartItem
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAttackType

"Response":

"RequestId": "

"Piechart":
t
}

5. FRERR
BRE API &

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRNA—EAFE, HEENE—AOSZARERBNZRMFRE AP RS,

API Inspector

RRFEEE APl Inspector BEEEHIGE—SREXIXR AP RRER, HFEMENSIESRAN API 5, thaaiiE API Explorer #3EZ&RH,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

.

)

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeITIR

Tencent Cloud CLI 3.0

6. HHiRfD

IATFRFIHE 71O SIZEHEXAEIRIS, BEthiEiREiFER

5=t

FailedOperation
InternalError
InvalidParameter
InvalidParameterValue

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

DELEIRE

filiR

BIEEM.
PIBREEIR o
SHiEIR.

SYEUEHEIR.

Web RIF3FmASE

$8452 647
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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5 E E%\_L:HE Web RZFR5XIE

EHSHRES

mIEEFATE: 2025-04-25 02:13:03

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
EOSHRHINREST
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik KB 3%
Action = String ~HESH, AEOBYE: DescribeHistogram,
Version 2 String ~sd, XFOBE: 2018-01-25,
Region 2 String ~HSY, FRTHEEN tEFIR, FMEOMGZIEEDE: ap—guangzhou, ap-seoul, ap—-shanghai
FromTime = Timestamp ekt
HE: 2019-12-30 00:00:00
. o . LEERAYE
ToTime = Timestamp  —riE: 2019-12-3100:00:00
RAEFE, ipAIpRE, artHIRFERNEES, urlhurllRE, localAipiEbiutlhREE,qps ASMERBIEBENES, up
QueryField £ String AETHBIEERS, downhATFTHIEERS
~EE: ip
Source = Strin &4, accessHiBiIEIAE, attackAWERE
= 9 BIE: O
. A Host, EL8AHost=FE
=
Host = String FHIE: www.test.com
. . REmMEEM, sparta—waf, clb—-waf, FMENTFIE
=
Edition & String SpIE: clb-waf
. WAFZEFIID, FMENFRIIE
=
InstancelD & String FOUE: waf_000q3t12p
D . - . IZidiE, FMENFTR, BFEKHost=E, ZEE@ikHost
omain & String —
=BIE: waf.com
3. ey
SHEM ESidl R
Histogram Array of FitEE
9 String FNE: [{"count":43,"ip":"128.14.129.10"}]

E—i&EK ID, HIRSRER, SRERBRIEE (HEREEMEERRERARSR, WZRERFTSIRE Requestld) o Efiid

R | i
equestld  String SRESRMZRERA Requestd.

4.
i EfBotER

IRIFRE: BR=ItE (It ) BRSEATF $£453 #647R
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeHistogram

O BAT

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

TC-Z

{

"FromTime": "2024-11-03 00:00:00",

"ToTime": "2024-11-03 15:17:00",

"Host": "all",
"oa

"Source": "access

"QueryField": "ip

ount\":43
! ount i
—

unt\"

ount

"RequestId":

5. FREHR
A= APl &

Sz APl & B&E API 3. (8%, API Explorer } SDK F#ZRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFIE API RS,

API Inspector

FPTiEE APl Inspector EEEHIGE—SREXEN AP RBER, HFEMERSIESRAR API {53, BaJaiE API Explorer #{TELZRIX.

SDK

= API 3.0 Rt TEERNFRTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $HiRE

IRIFRE: BR=ItE (It ) BRSEATF

ction: DescribeHistogram

X-TC-A
<QHERSE>
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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IAFRFIH 7RO SSIZIEHEXANERID, EthEiRIBFER AHEIRE.

$5i=tD iR
FailedOperation BERM
InternalError PIEREEIR
InvalidParameter SHEIR.
InvalidParameterValue SHEVERIR.
MissingParameter ROSHEIR.
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s E H%\.L:HE Web RZFR5XIE

iR SHILEHEES

mIEEFATE: 2025-04-25 02:13:03

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
B SHREHESLS
BRMEOIERITEIRE): 100K/ -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik B 3%
Action = String ~H2H, XIEOBYE: DescribePeakPoints,
Version 2 String rsd, XMEOBE: 2018-01-25,
Region 2 String ~HSBH, FRFRIISN hEFIER, AMEONZIFEESR: ap-guangzhou, ap—seoul, ap—shanghai .
FromTime = Timestamp EivERiakE
fFHE: 2019-12-30 00:00:00
. o . Hifj£21EATIE
ToTime = Timestamp - ~ie: 2019-12-30 23:59:59
Domain — Strin HiEE, MREDFREEHSHE, ZS8FES
= 9 +fE: abc.qcloudwaf.com
. . OBEmMEEN, sparta—waf, clb—waf, FMENFDiE
Edition S String —
BE: sparta-waf
. WAFZZfIID, FMEMFRIiR
=
InstancelD = String FHUE: waf_000q3t12p
+T/MERIE:
access-lg{EqpsiEHE
botAccess— botlgEqpsitaEl
down-T{TIEER=EHEEE
up-LFIEEFEEEE
attack-WebX& 2 &#EHE
. - . cc-CCHEHRHaaE
MetricName & String bw— P I S
tamper-fEN S HHEEE
leak-Fritt B S HtEa B E
acl-ihiIE IS R EEEE
http_status—IKSBEEREHEEE
wx_access—Hi{E/VEFIEEqpsiEHE
~BIE: access
3. mtieN
SHEW ESicl i35
Points Array of HiE=
PeakPointsltem wBiE: [{"Access":10}]
Requestld  String K—iEXK ID, HRSIHER, SRERFSIERE (HERERMFRRRERERS, WZRERTLIKE

IRIFRE: BR=ItE (It ) BRSEATF £8456 H647R
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https://cloud.tencent.com/document/api/627/53609#PeakPointsItem
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribePeakPoints

Web RIF3FmASE

SHEW ik

Requestld ) . EfUiTENEERZEIZIRIER Requestid.

4.
PN B SR EREES

BT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribePeakPoints

<REERSE>

{
"FromTime": "2021-07-21 00:00:00",
TTomime™ s N2021=07=218231:159:1591"

"Response": {
"Points": [

{

"Time": 162

"Access":

"BotAccess":

"Attack":

PCe'm g

"Down" :

"Up": O,
"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError":
"UpstreamRedirect": 1
I

{

"Time": 1626908
"Access":

"BotAccess":

"Attack":

YCe™ e

"Down" :

"Up": 0,
"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError":

"UpstreamRedirect": 1

IRIFRE: BRzITE (165 ) BRSEAS 58457 $£647R




Web RIS

"Time": 16

"Access": 0,
"BotAccess":

"Attack":

Ve g

"Down" :

"Up": O,
"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError":
"UpstreamRedirect": 1
br

{

"Time": 162

"Access": O,
"BotAccess":

"Attack":

Ve

"Down" :

"Up": O,
"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError":
"UpstreamRedirect": 1
I

{

"Time": 16

"Access":

"BotAccess":

"Attack":

Ve g

"Down":

"Up": 0,
"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError":
"UpstreamRedirect": 1
by

{

"Time": 1

"Access": O,
"BotAccess":

"Attack":

VCe"m g

"Down" :

"Up":

IRIFRE: BRzITE (165 ) BRSEAS 458 #6477,




Web RIF3FmASE

"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError": 1,
"UpstreamRedirect": 1
by

{

"Time": 1

"Access": O,
"BotAccess":

"Attack": O,

PCe'm g

"Down" :

DgipT g
"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError":
"UpstreamRedirect": 1
by

{

"Time": 16269
"Access":

"BotAccess":

"Attack": O,

UCe¥g 0,

"Down": O,

"Up": O,
"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError":
"UpstreamRedirect": 1
T

{

"Time": 1626
"Access": O,
"BotAccess":

"Attack":

VCe'm g

"Down" :

"Up":
"StatusServerError":
"StatusClientError":
"StatusRedirect": 1,
"StatusOk": 1,
"UpstreamServerError":
"UpstreamClientError":
"UpstreamRedirect": 1
by

{

IRIFRE: BRzITE (165 ) BRSEAS 55459 #647)




"BotAccess":
"Attack":
"Cc

"Down": O,

"Up": 0,

"StatusServerError": 1

"StatusClientErr

"Attack":

neet .

"Down": O,

"Up": O,
"StatusServerError":
"StatusClientError":

"StatusRedirect": 1,

"StatusOk": 1,

"UpstreamServerError": 1

"UpstreamClientError":

"UpstreamRedirect": 1

o EE@Es

5. FREHER
Bz APl £&

Sz API & B&E API X, 8%, APl Explorer } SDK #ZRNA—ERIFE, HEENE—ANOZORERBNSRHAFIE APl RS,

API Inspector

FAREET API Inspector EEEHEE—SIREXEKN APLABER, HEMNERSIESRAM AP K53, t2alaiE API Explorer i#{TEZEI

SDK

= API 3.0 Rt TEEMNFARTESE (SDK) , XFSMRIZIES, REESERIER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb

s E H%\_L:HE Web RZFR5XIE

« Tencent Cloud CLI 3.0

6. HHiRfD

ARSI 71O S3iSIEEXRIEIRD, EMEREEL AHER0E,

5=t iR

AuthFailure CAMEZ/EUEIR
FailedOperation BRERY
FailedOperation.CLSInternalError CLSPIEBEIR -
InternalError PIEBEEIR o
InvalidParameter SHER,
InvalidParameter.InvalidCertificate IEBASIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIBIDEIER LY
InvalidParameterValue SHEESIR,
LimitExceeded BT BCERPRE o
MissingParameter ROSHEIR.
OperationDenied BRIFHIESR

RequestLimitExceeded

TERENR B T SAERIRE

ResourcelnUse RiFE G
Resourcelnsufficient BEARE-
ResourceNotFound BEAFE,
ResourceUnavailable BRATH,
ResourcesSoldOut BREE,
UnauthorizedOperation FRIFBURIE,
UnknownParameter RMNSHEIR.
UnsupportedOperation BERZF.

IRIFRE: BR=ItE (It ) BRSEATF
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IRENML SN R SSUE{E

mIEEFATE: 2025-04-25 02:13:03

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .

IREN SR ARSI (E

BOMROIERIRIRH: 1UXR/FD o

#EFE(ER API Explorer

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

2. 8)\2¥
SHEM Wigk
Action =
Version =
Region =
FromTime =
ToTime =
Domain S
Edition &
InstancelD =
MetricName &

R h
SHEM ESicl
Access Integer
Up Integer
Down Integer
Attack Integer

ESicl
String
String

String

Timestamp

Timestamp

String

String

String

String

filix

QPSI{E
wBifE: 0

>

H#H2%, AEOE: 2018-01-25,

>

>
o

\

BEifietantia
~flfE: 2019-12-30 00:00:00

BEif4RATE
~BIfE: 2019-12-30 23:59:59

FETINES, HRAFPREESTLTE

+fE: abc.qcloudwaf.com

OBEmMEEN, sparta—waf, clb—waf, FMENFDiE

FBIE: sparta—waf

WAFZZfIID, FMEMFRIiR
FBE: waf_000q3t12p

B MERE:
access-l#{Eqps
down-T{FIEERE
up-LiTFIEETS
attack-WebIZ 24
cc-CCHHEREEaEE
~BE: access

LITHEIEE, 2B

aBifE: 0

TITHERIEE, 2B

aBifE: 0

WebIiE 2

wHiE: 0

IRIFRE: BR=ItE (It ) BRSEATF

H2%, AEOBYE: DescribePeakValue,

Web RIS

<> REE

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

HSY, FRFEREFN g%, FEOMGHFESE: ap-guangzhou, ap—seoul, ap-shanghai .
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BHEW B filiR
c Int CCHR#
c nteger  —pe g

E—iEK ID, HIRSiRER, SRERBRIEE (SERERMERKRLERARSR, WZXERTFTSIRE Requestld) . EERE

Requestid  String  gouwzrissiay Requestid.

4. 7p

o RSB E RS IS
IRERL SIS IE(E

BATH

https://waf.tencentcloudapi.com/?Action=DescribePeakValue

&FromTime=2019-12-30 00:00:00
&ToTime=

&Domain=abc.gcloudwaf.com

< AREREE-

b |

{
"Response":
"Access":
"Up": O,
"Down":

"Attack":

"Ce

5. FRERR

BR= APl £&
BIfZ AP| F& 228 API XH. iR, API Explorer & SDK SZIEMS—ENTE, HEENA—A\OZAREMRBAZIREFE AP IS .

API Inspector
FARFTEE API Inspector EEEFHIAE—SIREXBN AP ERER, HBEMERZIESIRAN API X8, BaFifE API Explorer #{TEZIEIR

SDK
= API 3.0 Rt TERENFARTESE (SDK) , XIFSMFEIRIES, REEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0
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6. {HixiS
BATRBUE T OSSR AHIRE, RSN AR,

$5i=tD iR

AuthFailure CAMEZ/EUEIR
FailedOperation BRERY
FailedOperation.CLSInternalError CLSPIEBEEIR -
InternalError PIEREIR
InvalidParameter SHER,
InvalidParameter.InvalidCertificate IEBASIEE.
InvalidParameter.QueryCertBySSLIDFailed IRIBIDEIER LY
InvalidParameterValue SHEESR,
LimitExceeded BT EEERPR ! o
MissingParameter ROSHEIR.
OperationDenied BRIFRIESR
RequestLimitExceeded BRANREEE T IREIRE o
ResourcelnUse RiRHE G
Resourcelnsufficient BEFE.
ResourceNotFound BREAFE,
ResourceUnavailable REAFAIA,
ResourcesSoldOut BREE,
UnauthorizedOperation RIGHURIE,
UnknownParameter RMNSHEIR
UnsupportedOperation BERZS.
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SRENBAPIR S LA B S 2RI Eflid

mIEEFATE: 2025-04-25 02:13:03

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
IREUFGIFPRS LA R £ A9 SE Blid
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wi ESid) iR

Action 2 String ~HESH, REOBYE: DescribePolicyStatus.

Version 2 String ~sd, XMEOBE: 2018-01-25,

Region = String ~AHSH, FRFEIFN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .
Domain = String ﬁgﬂfﬁl test.com

Edition = String clb-wafgi&saas-waf

wBIE: clb-waf

3. sy

SHEM £ fEiR

SZHIID

Instanceld String S@IE: avesm—1ads

PPk

Stat Int
atus nteger SEIE: 0

W—iEK ID, HRSiKER, SXERFED (EHEREAEMEERERERSR, WZKERFLIRE Requestld ) o EfIFEAT

Requestld  String oo izt Requestid.

4. 76
761 DescribePolicyStatus

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribePolicyStatus

<AEHERSE>

[
1

"Domain": "test.com",
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"Edition": "saas-waf"

"Response": {

"RequestId":

5. FREHER

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHERHA—EAFE, HEENE—AOSEARERENZIRMIFE APl RS

API Inspector
FAREE API Inspector BEEEFHIAGE—SIR(EXERN AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZLIEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. HiRG

PATRFIH T O S3iBIEIRXREIRID, BRIl AH4EIRE.
IR R
InternalError PIEBEEIR
UnsupportedOperation BIERZS.
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i TopSHIBEH S

mIEEFATE: 2025-04-25 02:13:03

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
B Top5RIEHS

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik 2R ik
Action = String ~H2H, XIEOBE: DescribeTopAttackDomain,
Version = String ~sd, XMEOBE: 2018-01-25,
Region 2 String ~HSY, FRTRISN tEFIR, FMEOMGZIEEDE: ap—guangzhou, ap-seoul, ap-shanghai
FromTime = Timestamp EivERiakiE)
=BIHE: 2020-02-20 00:00:00
. - . EigLEERATE
ToTime = Timestamp  —pe: 2020-02-2100:00:00
- TOP N,AJM0-10i%#%E, EKIAZ10
Count a Integer SEIE: 5
= A * _ _ S SON
Edition = String :ﬁﬁﬁ MEBM, sparta—waf, clb—-waf, FMENFTiE
TBIE: sparta-waf
. WAFZIID, FMEMNTFIIR
=
InstancelD a String FHUE: waf_000q3t12p
3. mtiey
SHEW ESidl 3%
cc Array of CCHEHE&ETIE
KVint wBE: [{ "Key": "clbwaf-shjr.gcloudwaf.com”, "Value": 93 }]
Web Array of WebXis#&51%
KVint A [{ "Key": "clbwaf-shjr.qcloudwaf.com", "Value": 93 }]

—iEK ID, HIRSIRER, FXERBED (HEREEMRERRERERSR, WiXERF2IRE Requestld) o Efizi

Requestld  String R EERMZRARE Requestid.

4. =6
F1 B TopSRIB IS

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
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Content-Type: application/json

X-TC-Action: DescribeTopAttackDomain

<AHERSE>

[
1

"FromTime": "2024-11-03 00:00:00",

"ToTime": "2024-11-03 15:17:00"

"Response":
meer: (1,
"Web": [],
"RequestId":
N

b

}

5. FRERR

ER= APl E&
BflZ= AP| F& 258 AP X#. iR, API Explorer & SDK $ZEMSG—ENTE, HEGENA—A\OZQREMEAZREFRE AP RS,

API Inspector
EPaiEE API Inspector EREHAE—SRIEXEN AP REER, HEMERSIESRAN API 53, BaFIE API Explorer {TE&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. fHiRfD

IR T2 O SSBIRtEXAEIRID, EthiEiRDiER AH4ERE,

$HIRED g

FailedOperation BRIEEM
InternalError PIEBEEIR o
InvalidParameter SHER,
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1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .

WEHRE

BOMEOIERINERIRE: 100R/7 o

#EFE(ER API Explorer

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

2. 8)\2¥
SHEM Wik
Action =
Version =
Region =
FromTime =
ToTime =
Appid &
Domain &
Edition &
InstancelD a

3. mtieN
SHEW
AccessCount
AttackCount
ACLCount
CCCount
BotCount
ApiAssetsCount

ESid)
String
String

String

Timestamp

Timestamp

Integer

String

String

String

wm

Integer

Integer

Integer

Integer

Integer

Integer

IRIFRE: BR=ItE (It ) BRSEATF

3%
~ESH, AEOBYE: DescribeAttackOverview,

H25%, AEORE: 2018-01-25,

>

£22

B
sw

\

BEifFaatE
~flfE: 2019-12-30 00:00:00

BEifERATE
w~fE: 2019-12-30 23:59:59

EFRAppid
w~E: 1

EHEIDRISS
+lfE: abc.qcloudwaf.com

OEmMEEM, sparta—waf, clb—waf, FMENFLiE
BIE: sparta-waf

WAFEIID, FMENFIiIR
FBIE: waf_000q3t12p

filiR

iGiaiEREE
FBHE: 99

WebXEH 2
HE: 99

isiaE S
FBHE: 99

CCHER#
THHE: 99

BotKE2#
THUE: 99

apiRF- 2
wBIE: 10

Web RIS

<> REE

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

S8, FRF@mSZIFN thigFE, FMEONSZIFESRY: ap—guangzhou, ap-seoul, ap—-shanghai .
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeAttackOverview

O BHS

SHEM ESid)
ApiRiskEventCount Integer
IPBlackCount Integer
TamperCount Integer
LeakCount Integer
ApiRiskEventCircleCount  Integer
Requestid String

4. =61

B IREUEEREERPIER B

filiR

apiMEEHEE
HlE: 100

=24 =2h ot
FBE: 10

PSS E
FBE: 10

(SRR
FBE: 10

APIR PGS EIREL
wBifE: 0

E—iER ID, HIRSIRER, FRERAREE (EHEREEBEERRERARSR, Wix
Requestld) . EfLiTRIFRER {Z

REGEERERAERDY, XIMEOFREZFRWIETRS

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X DescribeAttackOverview

023-02-06 00:00:00",

23-02-06 23:

"AccessCount":
"AttackCount":
"ACLCount": O,
"CCCount": o

"BotCount": O,

"ApiAssetsCount":

"RequestId": "8a3l

5. FEERE
BRZ= APl £&

Biflz API & 24E API XH4. $5i%f8. APl Explorer & SDK R RNA—EAFE, HEEMNE—AOZARERBNZRMNRE AP RS,

API Inspector

FPiEE API Inspector EEEHIGE—SREXEN AP ABER, HEMEREE

59:59"

IRIFRE: BR=ItE (It ) BRSEATF

KB Requestld,

kRARY API X3, tRTFEIE API Explorer {THEZIEI o

Web RIF3FmASE

RFSIKE
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O BAT

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. fHiRfD

IR T2 O S5BIRtEXAEIRD, EthiEiRDiER AHERE,

$HIRED

AuthFailure

FailedOperation
FailedOperation.CLSInternalError
InternalError

InvalidParameter
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed
InvalidParameterValue
LimitExceeded

MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

R

CAME S /ERUEIR
BERM
CLSHIREEIR -
PEREEIR

SHIER.
IEBAEIEL.
REIDEDIEB XK
SYEEER.

B BCERPRS o
BROSHIEIR,
BRFHIES.
TERENREET T SRR o
BERGA.
BEFE.
BEFEFHE.
HEARARA,.
HREE,
RIS
FMSHHEIR.

BEARSZHS.

Web RIS

54714647


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

s E H%\_L:HE Web RZFR5XIE

Hitiizz
A INAS EEE 2 SR AR Y

EIEEFATE: 2025-05-21 01:37:32

1. EO#R

EOiEkiFEE: waf.tencentcloudapi.com .
b1 == =

ERMEOIERITEIRS: 200%/%8 -

75185 API Explorer

API Explorer 2t TELIEAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSEELSRURBEMER SDK FRRE.

2.8 2%
UTERSHIIFRNFIE TIEROBSRSHEMBO TS, REQAHSHIIRT AHiEKkeH,
SHEW wik PR iR
Action = String ~HSH, XFOE: AddCustomWhiteRule,
Version = String ~HSH, XEOBE: 2018-01-25,
Region = String ~AHSY, FRFEEZISHN thiFFIE, FMEORZIFESPR: ap—guangzhou, ap-seoul
- . MMZFR
Name = String ~E: rulename
= . 5k
Sortld = String T
Strategies.N = Array of SRBRTHE
gles. = Strategy FHE: [{"Field": "URL", "Arg": "", "CompareFunc": "eq", "Content": "/acl" } ]
Domain = String BERMFIAEE
~NE: test.com
BUTHIER, 2 MERZEBESER ., SISHER: acl (BEXHMN ) . owasp (MASIE) . webshell (7&
Bypass = Strin BEOHEN )  geoip (lbfEEE ) . bwip (IPEE&E) . cc. botrpc (BOTR5#) « antileakage ({2285
P = 9 #58) . api (APIZ2) . ai (AISI) | ip_auto_deny (IP%) . applet (MEFRBRIE)
TFIE: cc
ExoireTi - . MRigHiREJobDateTimeFERUALFE, 0FRTARALEY, HERTERERAIEELLATE (BT )
xpireTime a String —
=BIE: 0
J - . MNHITRISE, TimedJobJIERIT, CronJobjaEEaHT
obType & String

~E: TimedJob

EMESESR

JobDateTime & JobDateTime FBUE: {"Timed":[{"StartDateTime":1711618518,"EndDateTime":1711918518}],"Cron":
[{"Day":12,"WDay":2,"StartTime":"12:11","EndTime":"21:00"}],"TimeTZone":"UTC+8"}

MEERMANBIEXR, ZiFand. or, PRIRTFSNMEELERMHRES . HAIXER

. - .
LogicalOp S String FBIE: and
3. ks
SHEM ESic] ik

Success ResponseCode  R{ERYVIRESM, WNRFRABERZIRISERIINREIRIZMINIRER, MEERRIMEEMNESHEITMessagelIREREEMH
NEREM

IRIFRE: BR=ItE (It ) BRSEATF 472 H647R
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#Strategy
https://cloud.tencent.com/document/api/627/53609#JobDateTime
https://cloud.tencent.com/document/api/627/53609#ResponseCode
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=AddCustomWhiteRule

O BHS

SHEW B

Ruleld Integer

Requestld  String

4. 761
PN MRS R

BATH

POST / HTTP/1.1

g

FfE: {"Code":"Success","Message":"Success"}

INAINASHITID
FHIE: 7025

Web RIF3FmASE

W—i5EK ID, HRSiKER, SXERFSEE (HEREAEMEEREERARSR, WZRERFTEIRE Requestld) - E

iR R R iZXiIERAY Requestld,

t: waf.tencentcloudapi.com

Content-Ty application/js

n

X-TC-Action: AddCustomWhiteRule
RIBEREBL>

(
"Name": "name",
"SortId": "100",

"ExpireTime": "0",

"Domain": "waf.tencentcloudapi.com",

: "cc,bot",

"Field": "COOKIE",
areFunc": "eq",
"Content": "cookie_value",

"Arg": "cookie_key"

"Response": {
"RequestId": "5d207f4f
"RuleId":

"Success":

"Message":

"Code": "Succ

5. FREHR
A= APl &

Sz APl & B&E API 3. $8i%63. API Explorer }2 SDK F#ZRRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFE API RS,

API Inspector

IRIFRE: BR=ItE (It ) BRSEATF
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FARFEE API Inspector EEEFHIAE—SIR(EXEN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE AP| Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSITIR
» Tencent Cloud CLI 3.0

6. xS

ARSI 7Ok SSiBigiaXaEiR, EbiSiRILiER AHEIR0,
HiRG i
InternalError HEREIR .
InternalError.DBErr DBErr
InvalidParameter SHHER,
InvalidParameterValue SHEVEEIR.
LimitExceeded BT ECERBR S
LimitExceeded.SpecificationErr SpecificationErr
UnsupportedOperation BERXIS,

IRIFRE: BR=ItE (It ) BRSEATF $474 H£647TR


https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\_L:HE Web RzFEFXESE

{52 Bhittt iRl PRAR N

mIEEFATE: 2025-04-25 02:13:09

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
=2 FAittREm R

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESicl 353
Action = String ~AHSH, XIZOBE: DeleteAntiinfoLeakRule.
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
. o . %%
bomain = String ~E: www.test.com
MRl
Ruleld = Integer Aillid

A 110233

3. sy

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4.
N (ERRHRRR N
BATH

https://waf.tencentcloudapi.com/?Action=DeleteAntiInfoleakRule

&Domain=www.test.com

)
3

&RuleId=11023
AR

"RequestId":

IRIFRE: BR=ItE (It ) BRSEATF 8475 647
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https://cloud.tencent.com/document/api/627/53612
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DeleteAntiInfoLeakRule

O BHS

5. FRERR
BRZ= API P&

Bifl= API & RE5E API XH4. $8iRf8. APl Explorer } SDK FRRHNA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

FAPFIEE API Inspector EEZEFHIAE—SIREXBN AP ERER, HBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. {HiRG

IR 7O SSIZIEHEXANERIS, EthEiRIBER AHEIRE.
IR R
InternalError PIEBEEIR
InternalError.DBErr DBErr

IRIRERE: BR=ITE (1bF) BRSEAE

Web RIF3FmASE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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m={iaFEBotaIUCB B E XN

EIEE#ATE: 2025-05-21 01:37:32

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
SHEERERBotiIUCBBE XN

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,
SHEW ik B ik

H2%, AEOBYE: DeleteBotSceneUCBRule,

>

Action 2 String

Version 2 String A#S#, AEORE: 2018-01-25,
Region 2 String ~HSH, FRFRZIEN TR, FMEONSZIFESR: ap-beijing, ap—guangzhou, ap-seoul, ap-singapore .
. - . 1%
bomain = String =BHE: www.test.com
- . BEXHNID
Ruleld = String RBHE: 30xxxxxxx10
o . 1.BOTEBHEZ SRR, £"global";2.BOTIZSEER, EEFMIZHSID
Sceneld = String

FHUE: 30XxxXXXXX29

3. mitiay

SHEW ESid fEiR

EEERTANU

bata String TUE: success

—i5K ID, HIRSIRER, SXERBSER (HEREEMREERRLERERSR, WiZXERFLIRE Requestld ) o ELTHAIFH

R tid Stri
oques "9 mpmRiERE Requestid.

4. 761
=N BgREEX AN

BATH

POST / HTITP/1.1

encentcloudapi.com

: application/json

: DeleteBotSceneUCBRule

"SceneId": "global",

"Domain": "fgsta.qgcloudwaf.com",

IRIFRE: BR=ItE (It ) BRSEATF $4T7 647
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DeleteBotSceneUCBRule

"RuleId": "3000004896"

"Response": {

"RequestId":

"Data":
N

b

}

5. FREHER
BR= APl &

Sz APl & B&E API 3. (8%, API Explorer } SDK F#ZRHNA—ERFE, HEENE—ANOSORERBBNSRHAIFIE APl RS,

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP RRER, HEMERSIESRAR APl {53, tBaJaiE API Explorer #{TELZRIX.

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

)

Tencent Cloud CLI 3.0

6. FHiRG

PATNGIE T O SSiZEIRXAEIRID, BbEiRILBIFED AHEIR0,
RS i
InternalError PIRBEEIR -

IRIFRE: BR=ItE (It ) BRSEATF

Web RIF3FmASE
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
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Waf CC V2 DeleteEO

mIEEFATE: 2025-04-25 02:13:08

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .
Waf CC V2 Delete#&O

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,

SHEM WiE ESicl 12743

Action = String ~H2H, XIEOBYE: DeleteCCRule,

Version 2 String rHsE, FMEOBRE: 2018-01-25,

Region 2 String ~Hts

. - . f=
Domain = String TBIE: www.testxxx.com
= . M= R
Name = String & testRule
o - . clb-wafsi&sparta-waf
Edition & String =i clb-waf
#|uid
=

Ruleld & Integer =fifE: 19000001
3. mtiey

SHEW ESid) 3%

. —f&Jnull
Data String =@IE: "null"
2 Mm
Ruleld Integer iRl

~fE: 19000001

Requestld  String gy immisskiy Requestid.

4. 7P
B Waf CC V2 Deleteir

BATH

https://waf.tencentcloudapi.com/?Action=DeleteCCRule

&Domain=test.com

&Name=ccrulename

H2¥, FRFRIEN hiF5IR, MMEONSIFESE: ap-guangzhou, ap-seoul, ap—singapore .

—iEK ID, HRSIRER, BXERESED (HEREEMEERERERSR, WZRERT

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

Requestld ) . EfUiEEIIE

IRIFRE: BR=ItE (It ) BRSEATF
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&Edition=clb-waf

s<AHFERSH>

"Response": {
Uipekeaily  Ueibleree el
"RequestId":

2
b

}

5. FREHER
BR= APl &

Sz APl & B&E API 3. (8%, API Explorer } SDK F#ZRHNA—ERFE, HEENE—ANOSORERBBNSRHAIFIE APl RS,

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP RRER, HEMERSIESRAR APl {53, tBaJaiE API Explorer #{TELZRIX.

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $HiRE

PATNGIE T O SSiZEIRXAEIRID, BbEiRILBIFED AHEIR0,
RS
InternalError
InternalError.DBErr

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

iR
PIEBEEIR
DBErr

BAERZF.

Web RIF3FmASE
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O BAT

HIFRE E RN

mIEEFATE: 2025-04-25 02:13:08

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .
HRIRS B <E SCHARY
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

2. mAEH

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

H2%, FRFmEEN R, FEOMGHIFEDR: ap-guangzhou, ap-seoul .

WAFHIRRZE, clb-waf{ERGH EWAF. sparta—wafft&SaaS WAF, EikRsparta—

UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik KB i35
Action = String ~HSH, XIZOBE: DeleteCustomRule.
Version 2 String AHSY, FMEONE: 2018-01-25,
Region = String ~Hts
. o . illiz3: he=
bomain = String & test.com
o . HHIERESFANIID
Ruleld = String =@iE: 1001
Edition & String waf,
TBE: clb-waf
. . Array of HEMPRAGRNTIZR
=
DomainRuleldList.N & DomainRuleld FOIE: [{"Domain”:"waf.com"}]
3. MtieN
BHEW ESic] 3%

BRERVIATSES, MNRAENEIRIZ(EMINEERIZAIEVAER, MREERIFMEAMNEERITMessagelINERESMH

Success ResponseCode  PM&EIREM
FBIE: {"Code":"Success"}

Requestld  String BRI RIERE Requestid.

4. 7p
N MR EEREE N

BATH

https://waf.tencentcloudapi.com/?Action=DeleteCustomRule

&Domain=www.test.com
&Edition=clb-waf
&RuleId=501

s<AHBERSH>

IRIFRE: BR=ItE (It ) BRSEATF

W—iER ID, HIRSIRER, SRERBRIEE (EEREEMEERRLETARSR, WZRERF

P =]

=IR1=F

Requestld) . &E

5548146471


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#DomainRuleId
https://cloud.tencent.com/document/api/627/53609#ResponseCode
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DeleteCustomRule

@ H%\_L:HE Web RzFEFXESE

}
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5. FREHE

$R= APl £&
Bz API & B&E API 3. $8i%63. API Explorer & SDK #RENA—ERIFE, HEENE—ANOEARERBAZEHAFE API RS .

API Inspector
FARFTET AP Inspector BEEFIGE—TRIEXEBE AP ERER, HBEMERSIESRAR API K18, BaTFitE API Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeIFTIR
» Tencent Cloud CLI 3.0

6. FEiRG

IATFRFIH 7RO SSBEEXAEIRIG, HEMbEiRLIER AHEIEE,
RS iR
InternalError PAEBEEIR -
UnsupportedOperation BIERXZSS.
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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@ H% \_EHE Web RZFR5XIE

MRS HER R BN

mIEEFATE: 2025-04-25 02:13:08

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
il == E= S

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESicl iR
Action = String ~HSH, XIZOBRE: DeleteCustomWhiteRule,
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
Domain = String RS
fE: test.qcloudwaf.com
= HHIEREIFERIID
Ruleld = Integer FIfE: 1100000001
3. MmN
SHEW ESid) 3%

RERVIRSIS, NRFAERERIZERINNREIRZRINAIKES, MEEERZMEEAMNEERTMessagelIRNEREEMH
Success ResponseCode  M&EREM
~pE: {"Code":"Success","Message":"Success"}

W—i5EK ID, HIRSBIRER, SXERESED (EHEREEMEERERARSR, WZRERFTEIRE Requestld) . E

Requestld  String BN BB RIERE Requestid.

4. 7
PN BREEAER SR

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
ent-Type: application/json

CustomWhiteRule

"RuleId": 1100000001,

"Domain": "waf.tencentcloudapi.com"

s
b
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Web RIF3FmASE

5. FREHE

$R= APl £&
Bz API & B&E API 3. $8i%63. API Explorer & SDK #RENA—ERIFE, HEENE—ANOEARERBAZEHAFE API RS .

API Inspector

FARFTET AP Inspector BEEFIGE—TRIEXEBE AP ERER, HBEMERSIESRAR API K18, BaTFitE API Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. FEiRG

IATFRFIH 7RO SSBEEXAEIRIG, HEMbEiRLIER AHEIEE,
RS iR
InternalError PAEBEEIR -
InvalidParameter SHER,
UnsupportedOperation BIERXZIS.

IRIFRE: BR=ItE (It ) BRSEATF
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IRIBOTIZ=RSIFRSHEE

EIEEHATE: 2025-05-13 02:15:41

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .

IRENBOTiARIIRSHRL

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. mAEH

UTERSHIIRIIE T ROBRSHMDBIL

SHEW
Action

Version

Region

Domain

Limit

Offset

BusinessType.N

SceneName

IsDefault

IsValid

Sceneld

3. sy

SHEM

TotalCount

BotScenelList

SimpleFlag

Wik 3B
= String
= String
= String
= String
= Integer
= Integer
5 L
& String
& Boolean
& Boolean
& String

R

Integer

Array of

BotScenelnfo

Boolean

IRIFRE: BR=ItE (It ) BRSEATF

9\

~rHESH, XEOBYE: DescribeBotScenelList,

>

H5%, MMEORE: 2018-01-25,

/

b
%

\

singapore .
tah=
~BlfE: admin.com

BRHE
aBifE: 10

s
aBifE: 0

Web RIS

<> REE

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

H2¥, FRFEISN hiF5IR, MMEONSZIFEDEY: ap-beijing, ap-guangzhou, ap—seoul, ap-

IBSERER, B TRFERHTIHERIE, 286 all ER: login #%:seckill BRZE: crawl BEX:

custom
FENE: ["all"]

B RS MERER
ThIE: BRES

EBRETRINGR

wHIE: true

EENEREYES
THE: false

EERRERI
A 1231313

fliR

HEmESENEREE
BIE: 5

HTotalCountH0RT, iREZ

A [{"Sceneld": "3000004602", "Type": "default", "SceneName": "BiAFS", "UpdateTime":

1666262225512]

true-fASER
=BHE: false

55485 #1647
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeBotSceneList

@ %\_EHE Web RzFEFXESE

SHEW ESid R

W—iERK ID, HIRSZSIKRER, BXEREEE (EHEREEMERERERERSR, T

Requestid String Requestld) . EAABHESREZRER Requestld.

4. 7F

N NEERAGR
REEERINGS

BT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeBotScenelist

<AHERSE>

{

"Domain": "fgsta.qgcloudwaf.com",
"Limit": "10",

"BusinessType": [

a1l

1,

"IsDefault": "true",

"Offset": "O"

"Response": {
"RequestId": "d
"BotSceneList":

{

"SceneId": "300000
"Type": "default
"SceneName": "BRIAGES",
"UpdateTime": 1
"BusinessType":

"ClientType": [

"Priority": 100,
"MatchCondition": [],
"MatchType": "",
"ActionMatchType":
"SceneStatus": ue,
"JsInjectStatus": false,
"AIStatus": true,
"TIStatus": true,
"StatisticStatus": fa
"ActionRuleCount":
"UCBCount": O,
"UAStatus":

}

IRIFRE: BRzITE (165 ) BRSEAS 55486 #647:




"TotalCount": 1,

"SimpleFlag":

}

}

5. FREHER
Bz APl £&

Sz API & 266 API X, $5i%F3. APl Explorer } SDK $#ZRNA—EIFE, HEENE—ANOSORERBNSRIIFE APl RS,

API Inspector

FARTEE AP Inspector BEEFIAE—SIR(EXER AP ERER, HFBEMERZIESIRAM API X8, BaIFiiE API Explorer #{TEZIEIR

SDK

= API 3.0 Rt TEREMNFRTESE (SDK) , MIFSMREIRIES, REESERER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR
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Tencent Cloud CLI 3.0

6. $HiRE

PATRFIHE T OSSR XREIR, EMERLiEn At

RS
FailedOperation
InternalError

UnsupportedOperation

ey
=}

UnsupportedOperation.BotServiceNotSubscribeErr

UnsupportedOperation.InvalidRequest

IRIFRE: BR=ItE (It ) BRSEATF

i%

5o

fER

BRIEEW.
PIEREEIR o
BRIERZHS.
BotE&ARWX

InvalidRequest

Web RIF3FmASE
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O BAT

IXEYBotiz =2 /%

EIEEHATE: 2025-05-13 02:15:41

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .
IREVBotiAS LB/
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SRR & B i

Action = String N
Version = String N
Region = String 2a#2
Domain = String tit

I~

3. ilis¥

SHEW el
Status Boolean
SceneCount Integer
ValidSceneCount Integer

CurrentGlobalScene  GlobalScenelnfo

CustomRuleNums Integer

Requestld String

4. 56
=B test

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/j

X-TC-Action: DescribeBotSce

T2, AEOBYE: DescribeBotSceneOverview,
H25, AMEOBE: 2018-01-25,

H2%, FRFmEFN IR, SEOMGHFED: ap-beijing, ap—guangzhou, ap—seoul, ap-singapore .

£1
~f5lfE: admin.com

R
BOTEFX
FHIE: true

HREE
wBiE: 10

ERGRE
TpiIfE: 6

AR . CEEEALR. MERERIES
aHBIE: {"Sceneld": "3000004882", "SceneName": "&EZ&B5#F1752", "Priority": 1, "UpdateTime":
1667198325353 }

BEXANZE, FEHEBOTARE
wBiE: 4

W—iERK ID, HIRSZBHER, SRERFSIRE (HEREEMRRRERERS, WZXERFLIKE
Requestld) . EIIBRFZERMEIZIXIERE Requestld,

IRIFRE: BR=ItE (It ) BRSEATF
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"Domain": "fgsta.gcloudwaf.com"

"Response": {
"RequestId":

"Status": true

"ValidSceneCount":
"CurrentGlobal
"SceneId": " 882",

"SceneName": "ERPHIFIZR2",

"Priority": 1,

"UpdateTime":

by
"CustomRuleNums" :
}

}

5. AR EHR

ER= APl £&
Bz AP| £& 228 API i, iR, API Explorer & SDK SIEMSG—ENTE, HEENA—\OSAREMRBARIRMRFAE AP IS,

API Inspector
FARFEE API Inspector EEEFHIAE—SIR(EXEN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BeHIR
» Tencent Cloud CLI 3.0

6. HHiRfB
AT THROLSBIEARASERD, RIRmEn AREEE,

§EIRED ik
InternalError PIEREIR .
UnsupportedOperation BERS.
UnsupportedOperation.InvalidRequest InvalidRequest
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I ={ti5BotikEX U CB B E XN R ER

EIEEFATE: 2025-05-13 02:15:41

1. EO#R

EOiSKFESE: waf.tencentcloudapi.com .
1S EBotIkENUCB B E NSRS
EROAECIIERITRIRS: 200R/%

IRIRERE: BR=ITE (1bF) BRSEAE 58490 #6473



s E H%\_L:HE Web RZFR5XIE

7= (EH APl Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMRERTIROSHN . ETEESXARNERNSRESRIURBMERN SDK FRRG.

2. 8)\2¥
UTERSHIIFRNIIE TIEROBSRSHEMBO AHSE, REQAHSHIIRT AHiEKkSH,
SHEM Wik 2B ik
Action = String AHSH, AFEOBYE: DescribeBotSceneUCBRule,
Version = String AHSH, XFOBE: 2018-01-25,
Region 2 String AHSH, FRFRTIEN tiEFIE, AMEORSZIEESR: ap-beijing, ap—guangzhou, ap—seoul, ap—singapore »
. o . b=
Domain = String HE: www.test.com
Ski - Inteqer BIRAAHAERIATR
P = Meger  pi: o
Limit o Integer BIRAAHIIREIRSE
= 98" piE: 10
- . HiFS 8
Sort = String FOIE: desc
- . 1.BOT2BAZ24AMT, £"global";2.BOTizSEELERN, EEFIARID
Sceneld = String — .
FHNE: 30xxxXX
. BEIIEIEE
Operate & String =Bl monitor
= . BEIIEIRNETR
Name = String ~BNE: custom—1
FRABHIEMFIAR AR
. - .
VersionFlag & String =BIE: 480
. EMHR: 0-2EB 1K AL 2-ERTER 3-FARIELEY 4-BRIEER
TimerType & Integer _ .
~BNE: 0
. - 0-2% 1-&3+ 2-EidHA
ValidStatus B Integer =EIE: 1
. FNid
Ruleld & String =pifE: 2342
3. e
SHEW ESidl g
B
Data DescribeBotUCBRuleRsp EREEE

BE: {"Res":[], "TotalCount": 0}

W—i5EK ID, HRSiKER, SXERTAEE (S ERAEMEERRERERSR, WZXERFTRIRE

Requestld  String Requestld) » E{ZAEHESRIZRERG Requestd.

4. =6

7PN £BUCBIIE
2BUCBFI%

BATH

IRIFRE: BR=ItE (It ) BRSEATF 491 #647R
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Web RIS

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeBotSceneUCBRule
<PHERSY>

{

"Sort": "timestamp:-1"

"Skip": "0",

"Domain": "fgsta.gcloudwaf.com",
"Limit": "2",

"SceneId": "global"

"Response": {
"Data": {
"Res": [

{

"Domain": admin.com",

"Name": "custom-1",
"Rule": [

{

"Key": "url",

"Op": "eq",
"Value": {
"BasicValue":

"LogicValue":

"BelongValue":

"ValidKey": "url",

"Multivalue": [

"OpOp": "rer
"OpArg": [
"name"

1,
"OpValue":

"Name": "age

1,

"Action": "mon
"OnoOfE": "o
"RuleType":
"Prior":
"Timestamp": 0,
"Label": "human",
"Id": "3021313",
"SceneId": "3
"ValidTime":

"Appid":

IRIFRE: BRzITE (165 ) BRSEAS 8492 #6471




"AdditionArg":
"Desc": "none
"RuleId": "32(
"PreDefine":
"JobType": "hou
"JobDateTime" :
"Timed": [

{

"StartDateTime": 1

"EndDateTime" :

"Days": |
1
I
"WDays": [
1

1,

"StartTime": "12313

"EndTime": "

"TimeTZone" :
b
"ExpireTime":
t
I
"TotalCount":

by

"RequestId":

5. FREHR
A= APl &

Sz APl & B&E API 3. (8%, API Explorer } SDK F#ZRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFRE API RS,

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP ARER, HEMEREE

SDK

= API 3.0 Rt TEEMNFRTESE (SDK) , ZIFSMRIZIES, REESERIER AP,

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

IRIFRE: BR=ItE (It ) BRSEATF

hRZAES API 1853, tBEIAIFE AP| Explorer #{TEL&RI .

Web RIS
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https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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« Tencent Cloud CLI 3.0

6. HHiRfD

ARSI 71O S3iSIEEXRIEIRD, EMEREEL AHER0E,

5=t Fiiipay
FailedOperation.MongoOperationFailed RIEMongoHIiREE LM
InternalError HEBEEIR
InvalidParameter.BotSceneNotExistErr BotiSEAREFHE
UnsupportedOperation BRIERZ
UnsupportedOperation.BotServiceNotSubscribeErr BotE&RME
UnsupportedOperation.InvalidRequest InvalidRequest
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SRR RS

mIEEFATE: 2025-04-25 02:13:07

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
IREUEZ R

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wi ESicl 3%
Action 2 String ~H2H, XIEOBYE: DescribeDomainCountinfo,
Version 2 String ~sd, XMEOBE: 2018-01-25,
Region = String ~AHSH, FRFEIFN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .
3. e
SHEW ESidl iR
. X2 EE
AllIDomain Integer =@IE: 788
. . IR IR E
UpdateTime StiNG  —iE: "2024-11-0100:00:00"
. BAEEERE
WafDomainCount  Integer =@IE: 96
FITFESER

LeftD inC t Int
eftDomainCoun nteger TBIE: 362

OpenWafDomain Integer ;zgwﬁgﬁ
Requestld String  ETWARID, ERSIER, SRARNIEE (SERERMFRFUBARSS, VLRBERTLRE Requestid) .
(BB AER Requestid.
4. 74
N REUR SR
WA

POST / HTITP/1.1

Host: waf.tencentcloudapi.com

ontent-Type: application/json
X-TC-Action: Desc eDomainCountInfo

<AHIFRSE>
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"RequestId":

"AllDomain":
"UpdateTime": "2
"WafDomainCount": 33
"LeftDomainCount":
"OpenWafDomain": 226
}

}

5. FRERR

BR= APl £&
BIfZ AP| F& 228 API H. iR, API Explorer & SDK STEMS—ZNTE, HEENA—A\OSAREMRBAZIREMRAE AP RS .

API Inspector
FARPEE API Inspector EEEFIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API X8, BaFiiE API Explorer B#{TE&IER

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRERIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {HiRB

IAIFRFIH 7RO SSIZIEHEXANERID, EMhEiRIBFER AHEIRE.
IR iR
AuthFailure CAMEZ/EIEIR .
DryRunOperation DryRun 1#/F, KFRIERIEEEZHING, RES1ET DryRun 2,
FailedOperation BRIEEM
InternalError PIEBEEIR o
InvalidParameter SHEIR.
InvalidParameter.InvalidCertificate IEBREIEE,
InvalidParameter.QueryCertBySSLIDFailed RIBIDEIEIER LY
InvalidParameterValue SHEVEHEIR.
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LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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BRFIRIEE,
TERINREEEE T SRERIRH
T

HERE.

BRFFE.

BRFTA.

BREE,

RIGHURE

RINSHEER,

BRIERSZS

Web RIS
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IREUR I & YIREO

mIEEFATE: 2025-04-25 02:13:07

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
REUR MM 2 5IRIEO

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wi ESic] 353
Action = String ~HSH, XIZOBE: DescribeFindDomainList.
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region = String AHSY, FRFmZISH tiFFIE, FMEORSEIFESR: ap—guangzhou, ap—seoul
= SR
Offset = Integer =pifE: 1
. - BRA=
Limit = Integer =pifE: 1
e
Key 2 String ik

TFBiE: beigrpc02.qcloudwaf.com

REEAwaf; E"1"RERNGSBHFSE, £"0"RERBENGZAFRE, ERERANIRBNGSHIFE

IsWafDomain = String FEIE: 1
. HiFS%
3=
By = String FBIE: updatetime
. HFBR
=
Order & String =BE: asc
L
SHEW ESi e
I EE
Total Integer REIE: 530
Liet Array of HEE85I%

FindAlIDomainDetail

W—i5ERK ID, HIRSIKRER, BXEREED (EEREEMEERERERSR, WZRERFTLRIRE

Requestld  String Requestld ) . EfAEHEEIRMZRIER Requestid,

4. 74
PN RATE SRR

BATH
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#FindAllDomainDetail
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeFindDomainList

Web RIS

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeFindDomainList

<AHIERSH>

{

"Offset": 2,

"Limit": 5,

"Key": "gcloudwaf.com",

"IsWafDomain": "1"

"Response": {
"Total": 9,
"RequestId": "b4f
"List": [

{

"Appid":
"Domain":

"Ips": [

"FindTime":
"InstanceId":
"DomainId":
"Edition":
"IsWafDomain":
H

{

"Appid":
"Domain":

"Ips": [

"FindTime":
"InstanceId":
"DomainId": "w
"Edition": "clb-waf
"IsWafDomain":

by

{

"Appid":

"Domain":

"Ips": [

"119.29.47.

I

"FindTime": "202107: g
"InstanceId": "waf_2kuil2fm0
"DomainId": "waf
"Edition": "clb-w
"IsWafDomain":

by

IRIFRE: BRzITE (165 ) BRSEAS 58499 #6473
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"Appid":

"Domain":

"Ips": [

"159.75.189.23

1,

"FindTime": "20210730",

"InstanceId": "waf_2kuil2fm02fsdml",
"DomainId":

"Edition": "spar

"IsWafDomain":

1
I
]
9
}

}

5. FREHER

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHERHNA—EAFE, HEENE—AOSARERENZIRMIFE APl RS

API Inspector
FRRFEET API Inspector EEEHIAE—SIREXEKN APLARBER, HEMERSIESRAM AP 68, tBaIaiE API Explorer TSR o

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , MIFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. HiRG

PITRFIH TR O SSBIEIRXREIRID, HthEiRImiER AHEIRE.
IR iR
AuthFailure CAMEZ/[EUEIR
DryRunOperation DryRun i&/F, KFRIBERIESEMING, RES1ET DryRun £,
FailedOperation BRERY
InternalError PIEREIR o
InvalidParameter BHEIR.
InvalidParameter.InvalidCertificate IEBREIEE,
InvalidParameter.QueryCertBySSLIDFailed IRIZIDEIEIEBEY .
InvalidParameterValue SHEVEEIR,

IRIFRE: BR=ItE (It ) BRSEATF 58500 #6473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

BRFIRIEE,
TERINREEEE T SRERIRH
T

HERE.

BRFFE.

BRFTA.

BREE,

RIGHURE

RINSHEER,

BRIERSZS

Web RIS

5501 46473
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IRENBAIPI R IF1E

mIEEFATE: 2025-04-25 02:13:07

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
clb-wafiREUFGPI S i#1E
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW ik 2R 3]

Action = String AHS%, FEOBYE: DescribeHost,
Version = String AHS%, FNEOBE: 2018-01-25,
NHEBH ERES 5%, AiE Hrhiy: ap- - . i ap-si
Region = String AHSY, FRNFERSZIFN IR, FEONIFEDEI: ap-guangzhou, ap-seoul, ap-shanghai, ap-singapore,
ap—tokyo o
. o . %]
Domain = String FE: www.qcloudwaf.com
. o . f=%=1D
Domainid & Sting  ~pe: waf-u2sytoH
InstancelD & String EEID

FBIE: waf_000g6ntyb

3. sy

BHEWR ESid) R
Host HostRecord  1H&i¥iE

W—i5EK ID, HRSIKER, SXERTASER (HERAEMEERRERERSR, WZXERFTLIRSE Requestld ) o EfLT

R tid Stri
eques ring TR EEIRMZRERI Requestld.

4. 761
B SRENRGHIE S VE

BATH

POST / HTTP/1.1
ost: waf.tencentcloudapi.com

: application/json

X-TC-Action: DescribeHost

<AEHERSE>

[
1

"InstanceID": "waf_in3adnjuasrg",

"Domain": "test.gcloudwaf.com",

IRIFRE: BR=ItE (It ) BRSEATF £502 6473
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https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#HostRecord
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeHost

Web RIS

"DomainId": "dasfiheigo873uhf8e390£fds93"

"Response":

"Host": {

"Domain": "txc
"DomainId":
"MainDomain":

"Mode": 1,

"Status": 1,

"State":

"Engine": 1,

"IsCdn": 1,
"LoadBalancerSet":

{

"LoadBalancerId": "lb-da
"LoadBalancerName": "txlb",
"ListenerId": "lbl-daskhe2",
"ListenerName":
"Vip": "3

"Vport":

"Region":

"Protocol": "http",
"Zone": "ap-guangzhou
"NumericalVpcId":
"LoadBalancerType":

¥

1,

"Region":

"Edition":
"FlowMode":
"ClsStatus":

"Level": 1,
"CdcClusters": [
"cluster-o041kh;j88"

1,

"AlbType": "clb

"IpHeaders":

"EngineType":
"CloudType": "public",
"Note": "&iE"

T

"RequestId": "(

}

}

5. FRERR

A= APl £&
Sz API & 256 API 3. 8%, API Explorer &2 SDK #RRENA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS,

IRIFRE: BRzITE (165 ) BRSEAS 55503 6473



https://cloud.tencent.com/api

O BAT

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP RBER, HEMERSIESRAR API 53, BaJaiE API Explorer #{TELZRIX.

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, REESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. =g

PATRFILE T O SiBIERXAEIRTE, HEERILGFER AHERE
$HiRtY Fiiipus
FailedOperation BIEEM,
InternalError HEREEIR
InvalidParameter SHEIR.
InvalidParameterValue SHEYEEIR,
LimitExceeded B EEPR S
MissingParameter ROSHEIR.
ResourcelnUse BiRE G
Resourcelnsufficient BREERE-
ResourceNotFound BEFRFE.
ResourceUnavailable REAATH,
ResourcesSoldOut BREE,
UnauthorizedOperation RIFHURIE,
UnknownParameter RISHEIR.

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

IREYBAIPI R TIR

mIEEFATE: 2025-04-25 02:13:07

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .

clb-wafrh3RERpGiFE & 5=
BOAMROIERINERIRE: 50K/ o

#EFE(ER API Explorer

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW ik 2R

Action = String
Version = String
Region = String
Domain & String
Domainld & String
Search a String

ltem & Searchltem
InstancelD & String

3. hilis%
SHEM ESic)

TotalCount Integer

Array of

HostList HostRecord

Requestid String

4.
PN ARSI &SI

BATH

ik

o

H2%, AEOBYE: DescribeHosts,

>

\

HE%, MMEORE: 2018-01-25,

>

AHSE, FRFFESIFHN HiEFIR, NEOGHSFEDR: ap—guangzhou, ap-seoul, ap—-shanghai,

singapore, ap-tokyo .

B5tPiE, MRREEIAE—EMFMBIPESIEANLSE, BR2ERNES, WSERHHEIEER
E: txwaf.qcloudwaf.com

B5iPIEID, MRRETHE—EFNGRESNEANLSE, ERZEROESID, ESHAIFEMEER
REHE: waf-u23yt9H;]

EEREREY, RBUSERIESMIENEER
wHE: txwaf

SHRIERSEY
FHIE: {"ClsStatus": 1, "Status": 1, "FlowMode": 1}

sflid
=E: waf_idnauit2adad

ik

BRI FIRAIRE
=ENE: 10

FrtFi& RSz

W—iERK ID, HRSZHER, SRERFSIREE (HEREEMRRKRERERSE, WZRBERFLIKES
Requestld) . EIIBRFEREIZIXIERE Requestld,

https://waf.tencentcloudapi.com/?Action=DescribeHosts

&Domain=txwaf.qgcloudwaf.com

ap-

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#SearchItem
https://cloud.tencent.com/document/api/627/53609#HostRecord
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeHosts

Web RIS

&DomainId=waf-u23yt9Hj
&Search=txwaf

&InstanceID=waf_uadhiulads4da

s<AHBERSH>

{

"Response": {
"TotalCount": 1,
"HostList": [

{

"Domain": "txwaf.g
"DomainId": "w
"MainDomain":
"Mode": 1,
"Status": 1,
"State": ’
"Engine": 1,
"IsCdn": o
"LoadBalancerSet": [
{

"LoadBalancerId":
"LoadBalancerName":
"ListenerId": "lbl
"ListenerName": "8
"Vip": "2

"Vport":

"Region":
"Protocol": "http
"Zone": "ap-guangzho
"NumericalVpcId":
"LoadBalancerType

}

1,

"Region": "gz",
"Edition": "clb-w
"FlowMode": 1,
"ClsStatus":
"Level": o
"CdcClusters":
"AlbType": "cl
"IpHeaders":

ip"
"EngineType": O,
"CloudType": "public",
"Note": "&HiE"

1,
"RequestId": "
i

IRIFRE: BRzITE (165 ) BRSEAS 55506 16473




O BHS

Bz APl &

Bifl= API E& RE5E API XH4. {8iRf8. APl Explorer & SDK FRRHNA—EAFE, HEENE—AOZARERBNZIRMIE AP RS

API Inspector

FAREE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE AP| Explorer B#{TE&IEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. fEixS

ARSI 7Ok SSiBigtaXaERE, EbiSiRILiER AHEIR0,
HiRG i
FailedOperation R
InternalError PEBERIR -
InvalidParameter SHHER,
InvalidParameterValue SHEEEIR.
LimitExceeded BT RCERBR S
MissingParameter ROSHEIR.
ResourcelnUse TR G
Resourcelnsufficient BEERE-
ResourceNotFound BRAEFE.
ResourceUnavailable BEATH,
ResourcesSoldOut RREE,
UnauthorizedOperation KRIFHURIE,
UnknownParameter RINSHEEIR

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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KEE R webshellikZ&

mIEEFATE: 2025-04-25 02:13:07

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
REUEZBIwebshel A7
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wi ESicl 3%

Action 2 String ~H2E, XIEOBE: DescribeWebshellStatus.

Version 2 String ~sd, XMEOBE: 2018-01-25,

Region = String ~AHSH, FRFEIFN TR, FEONSZIFESRY: ap—guangzhou, ap-seoul .
Domain = String HE

=BHE: www.test.com

3. ilis¥

SYEMR ESidl i35
. . webshelltz#&
bomain String FBIE: www.test.com
FRRE
Status Integer =EIE: 1

W—i5EK ID, HRSIKER, SXERASEE (HERAEMEERRERERSR, WZRERFTLIRE Requestld) . EfEEITE

R tid Stri
eques M9 mieszriERE Requestld.

4. 75l
1 FAUEZwebshell &

BT

https://waf.tencentcloudapi.com/?Action=DescribeWebshellStatus

&Domain=www.qcloudwaf.com

AHIERSH>

L L]

|
"Response":
"Domain": "

"Status": 1,

"RequestId":

IRIFRE: BR=ItE (It ) BRSEATF $508 #647:
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5. FREHE

$R= APl £&
Bz API & B&E API 3. $8i%63. API Explorer & SDK #RENA—ERFE, HEENE—ANOEORERBBNZIEMHAFRE API RS

API Inspector
FARFTET AP Inspector BEEFHIGE—TRIEXEBE AP ERER, HBEMERSIESIRAR API K18, BaTFitE APl Explorer #{TEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. =G

PATNGIE 7O SBEIRXMNERG, EESiRDIER 2480,
$HiRED iR
FailedOperation BRERM
InternalError AEREEIR
InvalidParameter SHEIR.
InvalidParameterValue SHEEREIR.
LimitExceeded B ECEPR S o
MissingParameter BROSHEIR.
ResourcelnUse RFEREA,
Resourcelnsufficient BREERE.
ResourceNotFound BRFFE,
ResourceUnavailable BEARTH,
ResourcesSoldOut RIREE,
UnauthorizedOperation KRIGHURIE
UnknownParameter RASHEIR.
UnsupportedOperation BEFRIS,
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RIFRBAE S url

mIEEFATE: 2025-04-25 02:13:07

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
RIFRFAESurl

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESicl iR

Action = String ~HSH, XIZOBE: FreshAntiFakeUrl,

Version 2 String rHSE, FEOBRE: 2018-01-25,

Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
. o . %%

Domain = String w~BIE: www.test.com

Id = Integer \d

A 1110111

3. sy

SHEM ESid iR

SERESE

Result String RIE: success

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. 75
I RIS B

BT

https://waf.tencentcloudapi.com/?Action=FreshAntiFakeUrl

&Domain=www.testl.com
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5. FREHE

ER= APl &
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $WEMS—ENTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector

FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP 53, tErTaiE API Explorer ifTEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. FEiRG

IATFRFIH 7RO SBIEHEXASEIRIG, EMbEiRLIER AHEIEE.
RS i
InternalError PAEBEEIR -
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IDIEBAE I

mIEEFATE: 2025-04-25 02:13:06

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
Pl e e S

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,

SHEM WAiE ESicl i35

Action = String ~HSH, XEOBE: ModifyAntiFakeUrlStatus.

Version = String ~AHSH, XEFOE: 2018-01-25,

Region 2 String AHBY, FRF@SISN tiFFIE, FMEORSZIFESR: ap—guangzhou, ap-seoul
. - . f=

Domain = String E: www.test.com

Status = Integer =GIE: 0

Ids.N = Array of Integer |d5u=

BIE: [110111,110233]

3. mitiay
BEER  XE @R

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. 761
BN TSR

BT

https://waf.tencentcloudapi.com/?Action=ModifyAntiFakeUrlStatus

&Domain=www.
&Status=0

&Ids.0=1101
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"RequestId":

Web RIF3FmASE

5. FREHR
A= APl &

Sz API & 256 API 3. 8%, API Explorer }2 SDK #RRENA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS,

API Inspector

FFELERE API Inspector EEEHIGE—SIRIEXEI AP RRBER, FEMEMSESHRAN API 5, tBaTEiE API Explorer TEZIRIK .

SDK
= API 3.0 Rt TEERFARTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

)

Tencent Cloud CLI 3.0

6. {HiRG

RIS T O SiZEIRXAEIRID, BbEiRILIFED AHEIR0,
IR ]
InternalError AEBEEIR -
LimitExceeded B AR o
ResourceNotFound BRTFE.
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(LDl A S

mIEEFATE: 2025-04-25 02:13:06

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .
B b ek amhe S
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTFBERSEFIR(VIE TEROBRSHEMBI2HS
SHEW Wigk ESic]
Action = String
Version = String
Region = String
Domain = String
Areas.N = Array of String
JobType S String
JobDateTime B JobDateTime

3. ilis¥
BEER  XB @R

Requestld  String

4. 7%
71 ModifyAreaBanAreas

BATH

~HSH, XZOBE: ModifyAreaBanAreas.

AHSY, FEOBE: 2018-01-25,

N

AHSE, FNFERSZIFN TR, FIEONZIFHESES: ap-guangzhou, ap-seoul .

BEERIESZ
BIE: test.com

FEAEMEER, — M FHRHE
wFE: ["guangzhou"]

MUHRTHIAEN, TimedJobAERMIT, CrondobEEMIT
~E: TimedJob

ERMESEE

K—iEK ID, HRSZSIHER, SRERTSIER (HEREEMRRFRERIERSW, WiZXERFLIKXE Requestld) . EZERATH
ERMHIZXIEKRA Requestld,

http /waf.tencentcloudapi.com/?Action=ModifyAreaBanAreas

&Domain=www.test.com

"Response": {
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"RequestId":

5. FREHR

A= APl &
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RRENA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS,

API Inspector
FBREET APl Inspector EEEHIAGE—SIREXERN APHRBER, HEMNERSIESHRAR AP K53, t2rlaiiE API Explorer it{TEZEI

SDK
= API 3.0 Rt TEERFARTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. =g

PATRFIL T O SiZIERXAEIRTE, HEEIRILGFER AHERE
$HiRtY i
FailedOperation BERM
InternalError PIEBEEIR -
InternalError.DBErr DBErr
InvalidParameter SHEIR,
InvalidParameterValue SHEESIR,
LimitExceeded BT RCERPR S
MissingParameter ROSHEIR.
ResourcelnUse BiRBE G
Resourcelnsufficient BEERE-
ResourceNotFound REFRFE
ResourceUnavailable BREATH,
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter RINSHEHIR
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(EcitthiaET 2R

mIEEFATE: 2025-04-25 02:13:06

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
fE28Fh1P L2 AT ZRIRTS
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESicl 353
Action = String ~HSH, XZOBE: ModifyAreaBanStatus.
Version 2 String rHSE, FEOBRE: 2018-01-25,
Region =2 String AHSBY, FRFEmZISH tiFFIER, FMEORSEIFESR: ap—guangzhou, ap-seoul
Domain = Strin mEEHEES
= 9 E: www.testdomain.com
= KEE, 0RFXA, 1ZR7ZHRB
Status = Integer

A 1

3. sy

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4. 761
PN RSN EEERE

BT

https://waf.tencentcloudapi.com/?Action=ModifyAreaBanStatus

&Domain=test.gcloudwaf.com

&Status=1

S REBERBE>

"RequestId":
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5. FREHE

ER= APl £&
BfZE AP| F& 228 AP XH. iR, API Explorer & SDK SIEMS—ENTE, HEENA—A\OSARERBARIRMRFAE AP IS,

API Inspector
FAPFIEE API Inspector EEZEFHIAE—SIREXBN AP ERER, HBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSITIR
« Tencent Cloud CLI 3.0

6. {HiRG

IR 7O SSIZIEHEXANERIS, EthEiRIBER AHEIRE.
IR ik
InternalError.DBErr DBErr
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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botFiaEHx%

mIEEFATE: 2025-04-25 02:13:05

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
botFHRFFX

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik KR 3%
Action = String ~HESH, XEOBE: ModifyBotSceneStatus.
Version 2 String rHsE, FMEOBRE: 2018-01-25,
Region = String AHSBY, FRF@mSZISN tiFFIE, FMEORSIFESR: ap-beijing, ap—guangzhou, ap—seoul, ap—singapore
. o . t%=
bomain = String & test.com
Sceneld = Strin =D
= 9 RIfE: 3024324123
Status = Boolean true—3¥5 false—XH

TE: false

3. mitiay
BEER  XE @R

—i5K ID, HIRSiRER, SXERBSEE (HEREEMREERLERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepriERE Requestid.

4. 75l
=H test
BATG

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content application/j

X-TC-Action odifyBotSceneStatus

<AHERSE>

{
"Status": "false",
"SceneId": "3000004869",

"Domain": "fgsta.gcloudwaf.com"

}

IRIFRE: BR=ItE (It ) BRSEATF £5518 6473,


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyBotSceneStatus

@ H%\_L:HE Web RzFEFXESE

"Response":

"RequestId": "
}
t

P2 BOTZREHX
BT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
: applicati /json

: ModifyBo

"Domain":
"SceneId": "30xxxxxxx",

"Status": false

5. FREHR

A= APl &
Sz API & 246 API 3. $8i%63. API Explorer }2 SDK F#ZRHNA—ERIFE, HEENE—ANOEORERBNSRHIIFRE APl RS,

API Inspector
FEPELEE AP| Inspector BEEEHAS—SIRIEXBI APLRRBRER, FEERSESRAN API 53, BaETEIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFRTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BeHIR
« Tencent Cloud CLI 3.0

IRIFRE: BR=ItE (It ) BRSEATF 519 #6473)


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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6. FHiRtS

PATNGIE 7O SBEIRXANEIRE, BEbESiRGIER 24520,
$5i=tD iR
FailedOperation BRERY
InternalError PIEREIR o
InvalidParameter.BotSceneNotExistErr BotSEAREFHE
UnsupportedOperation.InvalidRequest InvalidRequest

IRIRERE: BR=ITE (1bF) BRSEAE £5520 #6473
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5 E H%\_L:HE Web RZFR5XIE

m=iiaEHBotiIUCBRE XN

EIEE#ATE: 2025-05-13 02:15:40

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .

[EOSH | HRUEEHBotlIUCBEEXAN, AMABME: 1.BOT2REASE 2.BOTIZRER
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik B 3%
Action = String ~HESYH, XEOBYE: ModifyBotSceneUCBRule,
Version 2 String AHSY, AMEOE: 2018-01-25,
NS 3 o o 2 8. an—baeiii - -
Region = String rEsYy, #EFunﬁﬁEﬂ iz, AEONZIFEFY: ap-beijing, ap—guangzhou, ap
seoul, ap—singapore
. o . 152
bomain = String =BIE: test.com
o . 1.BOTLBHEZBLAM, £"global";2.BOTZSEER, EEAFRNESID
Sceneld = String —
FRBIHE: 30xxxxX
MRS, IBINFHESceneldiE2,1.BOT2EEZELEAR, Sceneld’"global”, RuleTypef&
10, Action/3"permit";2.BOTinSE &R, SceneldBiZ=ID
Rule FS InOutputBotUCBRule FBE: {"RuleType":"0", "Name":"=EIAPI2BHEZHENXKZ1", "Ruleld":"3000004932",

"ValidTime":"0", "Timestamp":"1666164720592", "AdditionArg":"none",
"Domain":"fgsta.qcloudwaf.com" }

530MUtt =R
BatchRules.N & Array of BHE: [{"RuleType":"10", "Name":"=EIAPIZBRZENiXKZ1", "Ruleld":"3000004932",
’ = InOutputBotUCBRule "ValidTime":"0", "Timestamp":"1666164720592", "AdditionArg":"none",

"Domain":"fgsta.qcloudwaf.com" }]

3. s
suenm  %m ik
. ERERFAn
Data String SHIE: ok
. Array of ["1231"]
RuleldList  ring OIS IERETMruleidsIE

W—iER ID, HIRSRERN, FRERFEE (EHFEREEMEERRERARSR, WZRERFRIRE Requestld) o Efiid

Requestld  String SR EERMZRERA Requestid.

4, 7HI
PN g =R EE AN

BATHI

IRIFRE: BR=ItE (It ) BRSEATF ££521 #647]R


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#InOutputBotUCBRule
https://cloud.tencent.com/document/api/627/53609#InOutputBotUCBRule
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyBotSceneUCBRule

Web RIS

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: ModifyBotSceneUCBRule

<AHIERSH>

{

"SceneId": "global",

"Domain": "fgsta.gcloudwaf.com",
"Rule": {

"RuleType": "10",

"Name": "ZEAPIZFBABZEUXKZL",
"RuleId": "3000004932"
"ValidTime": "0",

"Timestamp": "1666164720592",
"AdditionArg": "none",

"Domain": "fgsta.gcloudwaf.com",
"Rule": [

{

"Key": "robots_exist",

"Value": {

"LogicValue": "false"

b

"Op": "logic"

1,

"Label": "ARWfBOT",

"Prior": "100",

"Appid": "251197210",
"Action": "permit",

"Desc": "=EArIiKBRUCE",
"OnOff": "on"

}

"Response": {
"RequestId":

"Data": "ok"

t

}

2 MALREEGAN

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: ModifyBotSceneUCBRule

<AHERSH

IRIFRE: BRzITE (165 ) BRSEAS 55522 $647H




Web RIS

"SceneId": "global",

"Domain": "fgsta.gcloudwaf.com",
"Rule": {

"RuleType": "10",

"Name": "ZmEAPIZBEAZEMK 1",
"ValidTime": "0",

"Timestamp": "1666164720592"
"AdditionArg": "none",
"Domain": "fgsta.gcloudwaf.com",
"Rule": [

{

"Key": "robots_exist",
"Value": {

"LogicValue": "true"

by

"Op": "logic"

}

1,

"Label": ”ER?BOT W

"Prior": "100",

"Appid": "251197210",
"Action": "permit",

"Desc": "mEArIiXIZS=UCB",
"OnOff": "on"

}

"Response": {
"RequestId":

"Data": "ok"

}

t

P13 BAGREEIN

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyBotSceneUCBRule
<AHERSH>

{

"SceneId": "3000004909",
"Domain": "fgsta.gcloudwaf.com",
"Rule": {

"RuleType": "0",

"Name": "Z=ElaPTIRX1",
"ValidTime": "0",

"Timestamp": "1666164720592"
"AdditionArg": "none",

"Domain": "fgsta.qgcloudwaf.com",

IRIFRE: BRzITE (165 ) BRSEAS 58523 $647:m




"LogicValue": "true"

b

"Op": "logic"

}

1,

"Label": "SHBOT",

"Prior": "100",

"Appid": "251197210",
n": "monitor",

"Desc": "ZEAPTMiARUCE",

"Tgr. vv$f§$ L

"OnOf£": "on"

"Response":
"RequestId": "

"Data": "ok"

5. FEERE
B APl £&

Biflz API & 245E APl XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOZARERBNZIRMRE AP RS

API Inspector

FRFENEE AP Inspector BEEEHIGE—SREXER AP RAER, HFEMEMSIESRAN API X5, thaaiiE API Explorer #3EL&iRI,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

)

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. HHiRfD

IR 72O S5BIRtEXAEIRS, HthiiRBiER AH4ERE,

IRIFRE: BR=ItE (It ) BRSEATF

Web RIS

55524 $647R


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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8RS iR
InternalError PEREIR .
InvalidParameter.BotNameRepeatErr BRES

Bot_V2 botE FXE#H

EIEEATE: 2025-04-25 02:13:05
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5 E E%\_L:HE Web RZFR5XIE

1. EOHER

EOERER: waf.tencentcloudapi.com .
Bot_V2 bot@FFXEHH
BRMECERITEIRG: 20%/8

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBEELSRURBEMER SDK FRRE.

2. A2
UTFERSHIIFRNFIE TIEROBSRSHEMBO TS, REQAHSHIIRT AHiEkeH,
SHEW Wik B 3%
Action = String ~H2H, FEOBRE: ModifyBotStatus.
Version = String AHSH, FEOHE: 2018-01-25,
Nis 33 [T = O3 < ek it o 2 4 h k. —haeaiii _ _ —
Region = String /_TA,%SZ, R RSTIFRY k5, AEOGIFEDRY: ap-beijing, ap—guangzhou, ap—seoul, ap
singapore o
Cat 2 Stri sl
ategory 2 ring ZBUE: bot
= . K&
Status = String pp—
. . %=
=
bomain = String FBIE: test.com
- . Sl
InstancelD =  String RIE: waf_000000111
i = 2EEbot4.0kA
IsVersionFour a Boolean SEIE: false
. - . EABOthRA S, HRLIRA]"4.1.0"
BotVersion a String SEIE: 4.1.0
DomainListN & Array of HEFEBOTHXAMEZTIR
’ = String ~EE: ["admin.com"]
3. MmN
SHEW E5id) g
. EEBERANUI
bata String BIE: success
. Array of FRWEBOTHILEEZTIZE
UnSupportedList String FBE: ["amdin.com"]
FailDomainList Array of EWEERERMRIFETIR
String w~HE: ["vip-waf.com"]
RInEE
Count Integer =i 1
. W—i5XK ID, HIRSiRERE, BRERBIJIRE (FEREEMEEREIRARSW, WZRERFTSIKE
Requestid String

Requestid ) . EzABITEERHIZRIERN Requestld,

4. 7%

IRIFRE: BR=ItE (It ) BRSEATF 8526 H647R
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https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyBotStatus

Web RIS

71 Bot_V2 botFXEHH

BATHI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyBotStatus
<QHEERSE>

{

"Category": "bot",
"Status": "1",
"Domain": "test.com",

"InstanceID": "waf_xxx"

"Response":

"Data": "su
"RequestId": "alObde
}

}

HI2 FhRA_botiEFFx
BT

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyBotStatus

<REERSE>

{

UStatug¥y YW,

"Category": "bot",

"Domain": "fgsta.gcloudwaf.com",
"IsVersionFour": "true",

"BotVersion": "4.1.0"

"Response":
"Data": "success
"RequestId":

¥

¥

7PI3 BhRA_botBFFxX

IRIFRE: BRzITE (165 ) BRSEAS 5527 $647]H




O BHS

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

TC

X-TC-A
<QHERSE>

Action: ModifyBotStatus

{

"Status": "Q"
§ 8 -

"Category": "bot",

"Domain": "fgsta.gcloudwaf.com",

"IsVersionFour": "true"

"RequestId":
}
}

5. FRERR
BIRE API &

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRHNA—EAFE, HEENE—AOZARERENZIRMFE AP RS

API Inspector

HPEiEE API Inspector EEIZHIGE—SRIEXEN AP RBER, HEMERSIESRARN API X513, tEJFIE API Explorer #{TELZRIX,

SDK
= API 3.0 Rt TRENFRIEE (SDK) , ZIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. {HiRG

PATRFIH T O S3iBIEIRXAEIRTD, EthEiRIBiER AHEIRE.
$Hi=t5
AuthFailure.ErrCodeNoPurchased

InternalError

IRIFRE: BR=ItE (It ) BRSEATF

iR
LREILBIRBELapiREEE

PIBBEEIR o

Web RIF3FmASE

55528 16473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
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IR ik

UnsupportedOperation.InvalidRequest InvalidRequest

(Ecqis&FIRATIGIRBEFFX

mIEEFRATE: 2025-04-25 02:13:05

1. gEOR
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@ H%\_L:HE Web RzFEFXESE

EOERER: waf.tencentcloudapi.com .
IEBURBZFIRAHRIBEFX
ZONEOIERIATIRE: 200R/7

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNBEELSRUREMERN SDK FRRE.

2. WA\2%

UTERSHSIRVIIE TIROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SHEW ik ESid) 3%

Action = String ~H2E, FEOBRE: ModifyDomainsCLSStatus.

Version = String AHSH, FEOHE: 2018-01-25,

Region = String ~H2H, FRFEIZISN EFIER, REONZISESPRY: ap—guangzhou, ap-seoul .
Domains.N = Array of DomainURI BEENNHAEIIE

FE: [{"Domain":"waf.com"}]

{esuF s BEFX A Status

Status SEIE: 1

Integer

2l

3. sy
sgEm %W

—i5K ID, HIRSIKER, SXERBSED (SEREEMREERRERERSR, WZXERFLIRE Requestld ) o EfLTHATE

Requestld  String oz riiskay Requestid.

4. 74
P R EFIR IR BTR

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
Content-Type: appl ion/json
X-TC-Action: ModifyDomainsCLSStatus
<ARERSH-

{
8

"Domains":

{

"Domain": "lucassslil.gcloud.com",
"Edition": "clb-waf"

br

{

"Domain": "lucasssli2.gcloud.

"Edition": "clb-waf"

N
Ir
{

8

"Domain": "lucasssli3.gcloud.com",
"Edition": "sparta-waf"

by
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@ H%\_L:HE Web RzFEFXESE

"Domain": "lucasssli4.gcloud.com",

"Edition": "sparta-waf"

g 4

"Response":
"RequestId": "
}

t

5. FRERR

BR= APl £&
BIfZ AP| F& 228 API H. iR, API Explorer & SDK STEMS—ZNTE, HEENA—A\OSAREMRBAZIREMRAE AP RS .

API Inspector
FARPEE API Inspector EEEFIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API X8, BaFiiE API Explorer B#{TE&IER

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRERIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {HiRB

IAIFRFIH 7RO SSIZIEHEXANERID, EMhEiRIBFER AHEIRE.
IR R
AuthFailure CAMEZ/EIEIR .
DryRunOperation DryRun 1#/F, KFRIERIEEEZHING, RES1ET DryRun 2,
FailedOperation BRIEEM
InternalError PIEBEEIR o
InternalError.DBErr DBErr
InvalidParameter SR,
InvalidParameter.InvalidCertificate IEBREIEE,
InvalidParameter.QueryCertBySSLIDFailed RIBIDEEIEB LY
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E E%\_L:HE Web RZFR5XIE

5=t iR
InvalidParameterValue SHEVERIR.
LimitExceeded RIS ERERPR !
MissingParameter ROCSHEIR.
OperationDenied BRIEIESR .
RequestLimitExceeded IBRANREED 7 SRR E
ResourcelnUse TR G-
Resourcelnsufficient BERE-
ResourceNotFound BREAEFE.
ResourceUnavailable HEATH,
ResourcesSoldOut BREE,
UnauthorizedOperation RIBURME.
UnknownParameter RINSHEHIR-
UnsupportedOperation BERZS.
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5 E H%\_L:HE Web RZFR5XIE

IRERGPIE RIS

mIEEFATE: 2025-04-25 02:13:05

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
clb-wafiR BRI S BFIATS
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik ESic] 12743
Action = String ~HSH, XZOBE: ModifyHostMode.
Version 2 String rHsE, AMEOBRE: 2018-01-25,
Region =2 String AHSBY, FRF@SISN tiEFIE, FMEORSZIFESR: ap—guangzhou, ap-seoul
. o . f%&
Domain = String SBIE: test.com
. o . HZ1D
Domainid = String FIE: waf_000000111
BAFARTS :
Mode = Integer 10: MUMBKKAIXANEN, 11: MUMEKIKAIMEE, 12: HANMBKIKAFZEIER
= 9 20: MUE=EKKAIXAET, 21: HUI=ZEHKKAIMBER, 22: HUEZEHIKAZEES
wE: 21
O:iEeaBhiPEst, 1:1222Al
-
Type a Integer =EIE: 1
- . SEIID
InstancelD & String FOUE: "waf_0e2vi5x"
. — . SEfFIER
Edition & String =hifE: "cde—clb—waf"
3. e
SHEW ESic) iz

RERDIRSTS, NREFAERERIZERINNEEIRZRINIKESSE, MREERIFFAMNEERTMessagelINBREEM
Success ResponseCode = MEREM
~FE: {"Code":"Success","Message":"Success"}

W—i5EK ID, HIRSIKER, SXERTSED (HEREEMEERERARSR, WZRERFTEIRE Requestld) - E

Requestld  String BN EEIR S RERE Requestid.

4. 761
PN RERFEERPRE

BATH
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https://cloud.tencent.com/document/api/627/53609#ResponseCode
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyHostMode

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

ModifyHostMode

"Domain": "www.test.com",
"DomainId": "waf_0x11032",
"Mode": 21,
"Type": 1,

"InstancelID": "waf_0e2v15x"

5. FEERE
BRZ= API £&

Bz API & 246 API 3. $EiR63. APl Explorer &2 SDK #RENA—ERFE, HEENE—ANOEARERBNZEMHIFAE API RS

API Inspector

FPiEE APl Inspector EEEHIGE—SEFXEN APLRARER, HEMERSIESHRAR APl {53, aJFiE API Explorer #{TELZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. HHiRE

IR T2 O S5BIRtEXAEIRID, EthiEiRDiER AHEIRE,

§HIREG 3%
FailedOperation BRIERM
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E H%\_L:HE Web RZFR5XIE

5=t iR
InternalError PEBEEIR -
InvalidParameter SHEIR.
InvalidParameterValue SHEEEIR.
LimitExceeded B ECEPR S o
MissingParameter ROSHEIR.
ResourcelnUse TR G
Resourcelnsufficient BEERE-
ResourceNotFound BRAEFE.
ResourceUnavailable BIEAFRIA,
ResourcesSoldOut BREE,
UnauthorizedOperation RIGHURE,
UnknownParameter RINSHEHIR
UnsupportedOperation BERIS,
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RERPERWAFFX

mIEEFATE: 2025-04-25 02:13:05

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .

clb-waf IRESPEHZEWAFFX
KL EIRIF

EUMEROIERITEIRS: 200K/% -

##Z(ER API Explorer

API Explorer {2t TR . ERIGIE. SDK KBEMFIRERTIZOFEN . EUTEEEXABNERATMERLSRURBMERN SDK FRRM.

2. mAEH

UTERSHEIIRIIE T ROBRSHNDI LY, REAUSHIIRR 2HERSH,

BB Wik B 3%
Action 2 String ~HSE, FEOBE: ModifyHostStatus.
Version 2 String s, AMEOE: 2018-01-25,
Regi - . ~AH2BY, FRFRIFN TR, FMEONZIFESRI: ap—guangzhou, ap-seoul, ap—-shanghai,
egion = String .
ap-singapore, ap—tokyo .
Array of g ZIREFIFR
HostsStatus.N 2 HostStatus ~EHE: [{"Status": 1, "Domain": "evantt.qcloudwaf.com", "Domainld": "waf-cblsyzU7",
"InstancelD": "waf_2kuil2fm02vgqm7z3" } ]
L
SHEW ESic) 3%

RINAVIRSTS, FEJSONMBEBEBER, BEMEIZ{"HE""KE"}, MINAKESBERISuccess, HERNAKXBAPREE
Success ResponseCode ( yunapiE X HISEIRG )
FBIE: {"Code": "Success", "Message": "Success" }

W—iER ID, HIRSIRER, SRERBRIERE (EEREEMEERRLETIARSR, WZRERTEIRE Requestld) . E

Requestld  String BN B RIERE Requestid.

4. 7
RO RGP EWAFFE
WATH

POST / HTTP/1.1
ost: waf.tencentcloudapi.com

: application/json

X-TC-Action: ModifyHostS

<AHHERSH>

{
"HostsStatus": [
{
{

"Status": 1,

"Domain": "evantt.gcloudwaf.com",

IRIFRE: BR=ItE (It ) BRSEATF 55536 16473
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"DomainId": "waf-cblsyzU7",

"InstanceID": "waf_ 2kuil2fm02vqm7z3"

5. FEERE
B APl £&

Biflz APl & 24E APl XH4. $5i%f8. APl Explorer & SDK R RNA—EAFE, HEENE—AOZARERBNZRMNRE AP RS,

API Inspector

HRFENEE AP Inspector EEEHIGE—SREXEKR AP RBAER, HFEMEMSIESRAN API X8, tBaJaiiE API Explorer #3EZ&EI,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. HHiRfD

IR 72O SSBIRtEXAEIRD, EfthiERDER QiR

5=t

FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter

ResourcelnUse

IRIFRE: BR=ItE (It ) BRSEATF

ik
BEEW.
PIEREEIR
SHiEIR.
SYEEEIR.
B ERERR o
BROSHEIR.

BRM G,

Web RIF3FmASE
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation

UnknownParameter
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@ H%\_L:HE Web RzFEFXESE

(€ EBIRIQP SER It 2R F X

mIEEFATE: 2025-04-25 02:13:05

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
1EMEFIRIQP ST EEFF X
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESic] 3%

Action = String ~H2H, XEOBE: ModifylnstanceElasticMode.,

Version 2 String rsd, AMEOBE: 2018-01-25,

Region 2 String ~HSY, FNSRIIEN iEFIR, MEOMGIIEEDE: ap—guangzhou, ap—seoul, ap—singapore .
o . SEIID

Instanceld = String SBUE: waf_000001
= BT

Mode = Integer pifE: 1

3. sy

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4. =6

BN BT HIRoE T BT R
BT

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyInstanceElasticMode

anceId": "waf_000000001",
"Mode": 1

}

L bl
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@ H% \_EHE Web RZFR5XIE

"Response":

"RequestId": "
t
}

5. FRERR

ER= APl £&
Bl AP| £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OSAREMRBAZIREFRE AP RS,

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HBEIEMSESRAN API {53, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {HiRB

IR 7RO SSIZIEHEXANERID, EthEiRIBFER AHEIRE.
RS iR
AuthFailure CAMEZ/EEIR.
DryRunOperation DryRun i&F, KFRIBERISEEZHING, RES1E7T DryRun 2,
FailedOperation BRIEEM
InternalError PIEBEEIR o
InvalidParameter SR,
InvalidParameter.InvalidCertificate IEBRSEIEE,
InvalidParameter.QueryCertBySSLIDFailed RIBIDEEIER LY
InvalidParameterValue SHEVESIR.
LimitExceeded B EPRE o
MissingParameter RAOSHEIR.
OperationDenied BRIFHIESR .
RequestLimitExceeded IBRANREED 7 SRR E
ResourcelnUse BiRW G
Resourcelnsufficient BERE.

IRIFRE: BR=ItE (It ) BRSEATF 55540 $£6473)
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

ResourceNotFound
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ResourcesSoldOut
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UnknownParameter

UnsupportedOperation
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@ H% \_EHE Web RZFR5XIE

{Ecise TR

mIEEFATE: 2025-04-25 02:13:04

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
E2EBIRIZTR

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik KB 3%

Action = String ~H2H, XEOBRE: ModifylnstanceName,

Version 2 String S, AEOE: 2018-01-25,

Region =2 String ~HSY, FNTHREN tiEFIR, FMEOMGZIFEEDE: ap—guangzhou, ap—seoul, ap—singapore .
- . a2

InstanceName = String fE: testl.qcloud.com
o . SEfflid

InstancelD = String =BHE: waf_in342gs9adasf

e o . kR, ZiEclb-waf. sparta—waf
Edition = String =pifE: clb-waf
L
SYBIR ESid] 3%

1Bk 0RmID

ModifyCode Integer =pIE: 0

W—i5EXK ID, HRSBIKER, BXERESEE (HERAEMERRLERERSR, WiZXERFTLIRSE Requestld ) o EfLTEAT

Requestld  StiNG  aiomizurimskin Requestid.

4. 761
PN ETECBIER

BATH

https://waf.tencentcloudapi.com/?Action=ModifyInstanceName

stanceName=testl.qgcloud.com
&InstanceID=waf_ihd3amfdi3ad3qg2
&Edition=clb-waf

s<AIBERSH>

L b
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyInstanceName

"Response":

"ModifyCode": O,

"RequestId": "

}
}

5. FRERR
BRE API &

iflz API & 245E APl XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOZARERENZRMNRRE AP RS,

API Inspector

FRFENEE AP Inspector BEEEHIGE—SREXEKR AP RAER, HFEMEMSIESRAN API 5, thaaiiE API Explorer #3ELZ&RI,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZIES, EEAENTERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. HHiRfD

IR T2 O SSBIRtEXAEIRIS, HthiiRBiER AH4ER0,

5=

FailedOperation

InternalError

InvalidParameter
InvalidParameter.InvalidCertificate
InvalidParameter.QueryCertBySSLIDFailed

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

ik

BIERW.

PEREIR

SHIER,
IEBREIEE,
REIDEEB XK.

SYEEHEIR.

Web RIF3FmASE

55543 #6473


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\_L:HE Web RzFEFXESE

IREEEXLHIRYEMEqps LR

mIEEFATE: 2025-04-25 02:13:04

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
REEEXHIAEEqps LIR
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Wik ESic] 3%

Action = String ~ESH, XEOBYE: ModifylnstanceQpsLimit,

Version 2 String rsd, AMEOBE: 2018-01-25,

Region 2 String ~HSY, FNSRIIEN iEFIR, MEOMGIIEEDE: ap—guangzhou, ap—seoul, ap—singapore .
o . E&LHlid

Instanceld = String SBIE: waf_00000007

QpsLimit = Integer apsLiR

BIE: 99999

3. sy

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4. =6

PN REERLAIRREEqps EIRRH
BT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type:

X-TC-Action: ModifyInstanceQpsLimit

: "waf_2kugtqmk020i74z5",
"QpsLimit": 100000

}

L bl
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyInstanceQpsLimit

"Response": {

"RequestId": "
t
}

5. FRERR
BRE API &

Biflz API & RE5E API XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOSZARERBNZRMNRRE AP RS,

API Inspector

RRFEEE APl Inspector BEEEHIGE—SREXIXR AP RRER, HFEMENSIESRAN API 5, thaaiiE API Explorer #3EZ&RH,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiRE

ZEOE XL SZEHEXAERE, BtbEREGFER AHERD

IRIFRE: BR=ItE (It ) BRSEATF

o

Web RIF3FmASE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\_L:HE Web RzFEFXESE

{ECi LI B BB T X

mIEEFATE: 2025-04-25 02:13:04

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
1E2EBIR R ThEEEEF X
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM WAiE ESic] 12743
Action = String ~H2H, XEOBE: ModifylnstanceRenewFlag,
Version 2 String rsE, AMEOBE: 2018-01-25,
Region 2 String ~HSY, FUSRIIEN iEFIR, MMEOMGIIEESE: ap—guangzhou, ap—seoul, ap—singapore o
- . 61D
Instanceld = String SBUE: waf_000001
&
RenewFlag = Integer ;zg* 1

3. sy

SHEM ESid iR

W—i5XK ID, HIRSIRER, SXERBEE (HEREEMEERLERERSR, WZKERFLIRE Requestld ) o ELITHAIF

R tid Stri
eques 9 miepizmiERE Requestid.

4. 761
PN ERECFIR B REEBFTX
BT

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyInstanceRenewFlag

d": "waf_000000001",
"RenewFlag": 1

}

L bl
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyInstanceRenewFlag

@ H% \_EHE Web RZFR5XIE

"Response":

"RequestId": "
t
}

5. FRERR

ER= APl £&
Bl AP| £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OSAREMRBAZIREFRE AP RS,

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HBEIEMSESRAN API {53, BaEIEIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {HiRB

IR 7RO SSIZIEHEXANERID, EthEiRIBFER AHEIRE.
RS iR
AuthFailure CAMEZ/EEIR.
DryRunOperation DryRun i&F, KFRIBERISEEZHING, RES1E7T DryRun 2,
FailedOperation BRIEEM
InternalError PIEBEEIR o
InvalidParameter SR,
InvalidParameter.InvalidCertificate IEBRSEIEE,
InvalidParameter.QueryCertBySSLIDFailed RIBIDEEIER LY
InvalidParameterValue SHEVESIR.
LimitExceeded B EPRE o
MissingParameter RAOSHEIR.
OperationDenied BRIFHIESR .
RequestLimitExceeded IBRANREED 7 SRR E
ResourcelnUse BiRW G
Resourcelnsufficient BERE.

IRIFRE: BR=ItE (It ) BRSEATF S8547 647


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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@ H% \_EHE Web RZFR5XIE

igBwebshelllkZ&

mIEEFATE: 2025-04-25 02:13:04

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
REHZMwebshellikZ.
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRA AHERSH,
BHEW Wik %R R
Action = String ~ESH, REOE: ModifyWebshellStatus.
Version 2 String s, AEOE: 2018-01-25,
Region =2 String ~AHSE, FRFEIFN TR, FMEONSZIFESPRY: ap—guangzhou, ap-seoul .
Webshell = WebshellStatus R&Ewebshslins

=EE: {"Domain":"www.test.com","Status":1}

3. ilis¥

SHEM ESid filiR

BRINAIRESE, FEJSONBEBEBER, BEMEXZ2{"E&"KE"}, RIAKEBRISuccess, HERMAKRBANIKESS
Success ResponseCode (yunapiEXHIEIRE )
~fE: {"Code":"Success","Message":"Success"}

W—i5EK ID, HIRSBIKER, BXERASED (HEREEMEERERARSR, WZRERFTEIRE Requestld) . E

Requestld  String BN BB SRR Requestid.

4. 75l
7F1 REiEZwebshelliSMiRE

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyWebshellStatus

AERBH

{

"Webshell": {

"Domain": "1218test.gcloudwaf.com",
"Status": 1

}

t
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#WebshellStatus
https://cloud.tencent.com/document/api/627/53609#ResponseCode
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyWebshellStatus

"RequestId":

N
I
1
I

5. FRERR
BRE API F&

Bz API & B&E API 3. $8i%63. API Explorer & SDK #RENA—ERIFE, HEENE—ANOEARERBAZEHAFE API RS .

API Inspector

FARFTET AP Inspector BEEFIGE—TRIEXEBE AP ERER, HBEMERSIESRAR API K18, BaTFitE API Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. HiRG

PATNGIE 7O SBIEIRXMNERG, BEtESiRLIER AHEIR0,
$HiRED iR
FailedOperation BRERM
InternalError AEREEIR
InvalidParameter SHEIR.
InvalidParameterValue SHEEREIR.
LimitExceeded B ECEPR S o
MissingParameter BROSHEIR.
ResourcelnUse RFEREA,
Resourcelnsufficient BREERE.
ResourceNotFound BRFFE,
ResourceUnavailable BEARTH,
ResourcesSoldOut RIREE,

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
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1. EORR

EOERESZ: waf.tencentcloudapi.com .
Waf CC V2 Upserti%Q
BUMZOERITEIRE: 200%/8

= (ER APl Explorer <P mEiEis

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEEN . EUTEESXAMBNERASERLSRURBMER SDK FRRG.

2. \2¥
UTFBERSHIRMFIE T EOBRSYEMIBIAHSY, RBEARSHIIRR AHLiERSH,
SR Wik R R
Action 2 String ~H2Y, FEOBYE: UpsertCCRule,
Version 2 String ~HSY, XEORE: 2018-01-25,
Region 2 String ~HESH, FRFEmSZISH iRy, REOMSIFEPR: ap—guangzhou, ap—seoul, ap—singapore .
. - . i#E
bomain = String ~BIE: test.com
- . E=4
Name = String SHIE: test?
Stat = Int RE
atus 2 nteger SOIE: 0
Ad o . ERiEN (2EERSessiont&illl) , ORFABH, 1R7EH
vance = String _
~BNE: 0
L - . CCiaMigE
Limit = String =i 60
- . CCHaMEHA
Interval = String =i 60
Acti o . ZE, 20RTFME, 21RTANIAR, 22FFiZE;, 23RFRHEEIZE, 26 RTREANIRG, 27RRJISKIE
ctionType = String —
wfE: 22
L - sek
Priority = Integer =GIE: 50
- - HEBMATE
ValidTime = Integer =pifE: 600
. HEMUr
3=
url B SUiNg —his: fest
- 5%, ORFET, 1RTHELER, 2R7E8, 3RTAET, 6RXRFRELNLR, 7R FTFES
MatchFunc & Integer —
~BE: 0
OptionsArr & String CCHIE S JSONFIHLEIFRE, Tl [{"key":"Method","args":

['=ROVU"],"match":"0","encodeflag":true}] Keydi&{E I Method. Post. Referer. Cookie. User-
Agent. CustomHeader match@i#{EH, LKeyHMethodRHREEENO (5F) « 3 (FFF) . Keyh
PostiRHETEERO (ZF) « 3 (FEF) , KeyHCookiefIIHETEMERO (FF) . 2 (B88) , 3(F=F
F) . 7(F88) . HKeyHRefererfIIHETEENO (FF) « 3 (FETF) . 1 (FIRETE) . 6 (FREE ) |
2(88).7(F88) .12 (FE) . 5(F=FE) . 4 (RBHRZE) , ZHKeyHCookieHIFHEIEERO (F
F).3(A%FF).2(88).7(F88) . 12 (FE) . 5 (FFE) . 4 (ABHE) , ZKeyHUser-
AgenttIRHEREERO0 (FF) « 3 (FAEF) . 1 (FIEEE) . 6 (BEEE) . 2 (88) . 7 (FE8) . 12
(FE) . 5 (FEFE) « 4 (AEHAE) , YKeyhCustomHeadertIFHETEEAO0 (ZFF) « 3 (FEF) . 2
(88).7(F88) . 12(#FE) . 5 (FEFE) . 4 (HEHE) . KeyhlPLocationht, ahiE(EH13 (B
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SHEW Wik HEE ik

F) 14 (FEF) . argsHkRFLENS, TEiREencodeflaghitrue, ZKey#Post. Cookie.
CustomHeaderfit, B&S=k55IHEiEKeyfValue, H55IHABase644i8, EEYWIj=YWJj. LKeyH
Referer. User-Agentiy, B&ES=%&&Value, ELI=YWJj,

wBIE: 1"

waflfi#&, sparta—wafsiZclb—-waf

. = .
Edition & String FOIE: "sparta—waf"
BRER
T = [
ype a nteger SEIE: 0
. [ SEE LT
i
Eventld = String TE: api_assdfasd
Array .
HMUEZEFArSessionlD
. . -
SessionApplied.N B of FOUE: [0,1]
Integer
MUID, FiZAHEO
A=
Ruleld B Integer  —pia: 19000001
. - HRMIBYERAIE)
CreateTime S Integer =B 1
. urlE
Length & Integer =EIE: 10
. . PRST5 0
==
LimitMethod & String FOIE: only_limit
celFiz=t
CelRule 5 String =E: has(request.cookies) && has(request.cookies.asda) &&
request.cookies.asda.contains('asdad')
. . BeE R UAZERIER, andskEHor
i
LogicalOp a String =BIE: or
3. e
SHEW ESic) iz
. —fgJAnull
Data String SEIE: "null”
Ruleld Integer ifERIRuleld

+~BE: 19000001

W—i5ERK ID, HRSIKER, SXERTAEE (S ERAEMEERRERARSR, WZKERFTLIRE Requestld ) . ENIEEINTE

R tid  Stri
eques "9 sepimriEken Requestids

4. %
=#M1 Waf CC V2 Upserti&En
BANTH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: UpsertCCRule

<AHHERSE>

[
1

"Status": "0",

IRIFRE: BR=ItE (It ) BRSEATF £5553 6473



O BHS

"Advance": "O",
"Domain": "test.com",
"Name": "test2",
"Url": "/test",
"Priority": "50"
"Interval": "60"
"MatchFunc": "0O"
"ValidTime": "600\n",
"Limit": "60",

"ActionType": "22",

"OptionsArr": "[{\"key\":\"get\",\"args\":

"Response": {
Uipekeaily  Ueibleree el

"RequestId":

5. FREHER
BR= APl &

[\"a=12\"]}]"

Web RIF3FmASE

Sz APl & 246 API 3. $8i%63. API Explorer }2 SDK F#RRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFIE API RS,

API Inspector

FPTiEE APl Inspector EEEHIGE—SREXEN AP ARER, HEMERSE

SDK

= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

.

.

.

Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BeHIR
« Tencent Cloud CLI 3.0
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ITFRFIE T 1O SSZIRERAEIRID, EfthERDIER AR

fHIRS
InternalError
LimitExceeded.SpecificationErr

UnsupportedOperation
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Waf SiEEX Upsertiz

mIEEFATE: 2025-04-25 02:13:04

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
Waf £iEEX UpsertizO
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. MABH
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik 2R ik
Action 2 String ~ESH, REOBYE: UpsertSession,
Version 2 String ~sE, XEOBE: 2018-01-25,
Region 2 String ~AHSY, FNTHRIEN tiEFIR, FMEOMGZIFEEDE: ap—guangzhou, ap—seoul, ap—singapore .
. . i#&
D =2
omain = String RBHE: www.testxxx.com
. sessionkiRUE
S =
ource = String SBIE: none
. FRENZER
Cat =
ategory = String ={fE: match
KeyOrStartMat 2 String  EBkeysiEIaTERL
THE: key_a=
. FERIEE
EndM = -
ndMat = String SBIE: none
. RS
Start =
artOffset = String SEIE: -1
- . R ALE
EndOffset = String SBIE: -1
E =
dition = String BIE: sparta—waf
. . Session&
N =
SessionName & String SpIE: IMERSESSION
. Session¥dzID
ID =
Session & Integer SBIE: SessionlD
3. e
SHEM ESic] g
. gZEg
Data String =EiE: "null
SessionID

SessionlD Integer e 12312321123
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@ H%\_L:HE Web RzFEFXESE

SHEW ESid filiR

W—i5ERK ID, HIRSIKER, BXEREEE (SEREEMEERERARSR, WZRERFTEIRE Requestld ) o EfIiEEIE

Requestid  String  gouwrrissiat Requestid.

4. 76
7N Waf IEEX UpsertiEl

BATH

https://waf.tencentcloudapi.com/?Action=UpsertSession

&Domain=test.com

&KeyOrStartMat=hashId
&EndMat=end
&Source=get
&StartOffset=-1
&EndOffset=-1
&Edition=clb-waf

&SessionName=lliffsSESSTON

s<AHBEREH>

"Response": {

"Data":

"RequestId": "5029e2b0-493
}

}

5. FREHR

ER= APl £&
Bz AP| £& 228 API i, iR, API Explorer & SDK SZEMSG—ZNTE, HEENA—A\OSAREMRBARIRMRIFAE AP IS,

API Inspector
FARFEE API Inspector EEEFHIAE—SIR(EXEBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE AP| Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
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Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.
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ERIEERRSE: 2025-04-25 02:13:06

1. gEOR

EOERESZ: waf.tencentcloudapi.com .
RENEELHINEEqps LR
AR BRI IRF: 200%/F o

= (ER APl Explorer

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEEN . EUTEESXAMBNERASERLSRURBMER SDK FRRG.

2. mABY

MTERSHIIRMNFIL T ROFERSEMBOLAHSY, REAHSHGIRN QHERSH,

SR Witk ESidl R
Action 2 String 22, FEOBYE: GetlnstanceQpsLimit,
Version 2 String ~HSH, XEORE: 2018-01-25,
Region = String ~AHSY, FNF@EIFH iFFIF, FMEOREIFEPRY: ap—guangzhou, ap—seoul, ap—singapore
o . E&xflid
Instanceld 2 SUING  —piE: waf_00000007
. EBER
a
Type = String FNE: sp_wsm_waf_premium_clb
3. mtieN
SHEW ESicl iR
HiEqpstBXEES

QpsData  QpsData e i mopsDatasik

E—iER ID, HIRSiRER, SXERTBIRE (HEREEMREERERERSR, WZRERFTLIXS Requestld ) o EfIiHERT

Requestid  String oo iz rimskiy Requestids

4. 7l
T B qps EERRAME
KENqps SEHEGAME

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
: application/json

tion: GetInstanceQpsLimit

: "waf_22piczpx8beg7rht"
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"Response": {

cBillingDefault": 1

BillingMin": 1

"ElasticBillingMax": 1,

"QPSExtendMax": 1,
"QPSExtendInt1lMax":
by

"RequestId": "d55b9
i

}

5. FREHER
Bz APl £&

Sz APl & 266 API X, (5863, APl Explorer } SDK $#ZRNA—EIFE, HEENE—ANOSORERBNSRIAFRE APl RS,

API Inspector

FAREE API Inspector BEEEFHIAGE—SIR(EXERN AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZLIEIR

SDK

= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
EmnisiEES ( BESCERER)
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik EE 3%
Action = String ~H2E, XIEORE: AddCustomRule,
Version 2 String ~HsY, AEOE: 2018-01-25,
Region = String ~HSY, FRFESIEN TR, FEONSZIFESPRY: ap—guangzhou, ap-seoul .
= . AN Z R
Name = String FBE: rulename
. s
Sortld =
o = String SEIE: 1
. REGIFE
Strat .N = A
rategles = rray of Strategy FBE: [{"Field": "URL", "Arg": "", "CompareFunc": "eq", "Content": "/acl" } ]
. - . EERINEREES
bomain = String FBIfE: test.com
ActionType = String EEZEEY, 1CREER, 2XRAHNIRE, 3TN, MXREEE, SARISKE
wE: 1
. . MEMEREER, NWRREERAGHELL; HEibERATIAAZE
3=
Redirect = String FBIE: /redirect.html
ExpireTime - String JHARIE), EAfIARYRATEIEE, $IaN1677254399% FiZHARTEI2023-02-24 23:59:59. 0F KA iTHA
- wBIfE: "0
Edition = Strin WAFSLfI2BE, sparta-wafRRSAASEIWAF, clb-waf&RRGHISEHWAF
= 9 FBUE: clb-waf
. RIANASSRIR, BRAR=
E B
ventld String =IE: 10111
. HUHTAEC, TimedJobZER#TT, CrondJobiEHAHT
a=
JobType =  Sting FfE: TimedJob
JobDateTime & JobDateTime FH TR IE
. MNskE, FEER2MMEFN
=
Source & String FOWE: applet
Label - String MR, JMMEFRNAE, FAZRERNERBEXIN
- FEUE: label
Status = Integer FFERE, MEFRIENIRHE S ZE

wE: 1
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https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=AddCustomRule
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BB Wik KB 3%
g
Pageld & String Ewrmid

wHIE: 10111

CESRHANZIEXER, ZiFand. or, DARFSMEECRFMHRES . HIXR

LogicalOp & String FEIE: and

3. e
sgEm  %m fiig

RERVIRSES, NRFAEEIRIZERIINRER 2RISR, MREERFMEAMNEZFTMessagelIRNEREEM
Success ResponseCode  MEIREM
FBIE: {"Code":"Success","Message":"Success"}

ARDNRLTHAYAARYID

Ruleld Integer FEE: 7025

W—iER ID, HIRSIRER, FRERBLIEE (EEREEMEERRERARSR, WZRERFTSIRE Requestld) . E

Requestld  String R R B ZRERE Requestd.

4. =61
PN FonmiEE (R )
iEnmimEiES (BB RS )
BATH
POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: AddCustomRule

<AHIFRSE>

{
1

"Redirect": "/redirect_url",
"Domain": "www.test.com",
"Name": "name",

"SortId": "100",
"ExpireTime": "O",
"Edition": "clb-waf"
"ActionType": "1",
"Strategies": [

{

"Content": "cookie_value",
"Field": "COOKIE",
"CompareFunc": "eq",

"Arg": "cookie_key"

"Response":
"RequestId": "

"RuleId":

IRIFRE: BR=ItE (It ) BRSEATF £5561 64731
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5. FREHER

ER= APl £&
BIflZ AP| £& 228 API XH. iR, API Explorer & SDK SZEMSG—ZNTE, HEENA—A\OSARERBARIRMRFAE AP IS,

API Inspector

FARFEE AP Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE AP| Explorer B{TEZIEIR

SDK

= API 3.0 Rt TERENFFRTESE (SDK) , XFSMREIRIES, REESERER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. $EiRE

KIFRSIE TR O SZIstEXAEIR0, EMiERmiEl AHEE0,

§EIRED

InternalError

InternalError.DBErr
InvalidParameterValue.CELSyntaxErr
LimitExceeded
LimitExceeded.SpecificationErr

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

i

PIBREEIR

DBErr
BEXMNCELIZBIERIANIELEIR
B E RS .

SpecificationErr

BAERSZS
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
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HERIETigan

mIEEFATE: 2025-04-25 02:13:09

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
it ERIEtigaF M

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. WA
MTERSHIIRGIL T EOBSRSYMBI ALY, TBAHSEIIRR AHiERSH,
SHEM ik %R iR
Action = String ~HSH, XIEOBYE: BatchOperateUserSignatureRules,
Version 2 String A5y, MMEONE: 2018-01-25,
Region = String ’L?é%%i‘-ﬁl, HRFE RIS iy, AIEONSZIFESRY: ap—guangzhou, ap-seoul, ap-
singapore .
bomain = String g?ﬂfﬁ: testdomain.waf.com
Status = String 0:Xidll, 1: 7R, 2R

xBifE: "0"

R SelectedAlljatrue, MFRFRIERIHN, BURFFEEFHIAWID

- .
Rulelds.N & Array of String FBUE: [“10000262" "10000261"]

< (R R E
Reason a Integer =GiE: 3
E?K&?*
= EAEE
SelectedAll & Boolean =B true
Filters.N - Array of i
: = FiltersitemNew BlE: {"Name":"MainClassID", "Values":["010000000"], "ExactMatch":true }
3. meN
SHEM ESicl 1235

BEER

RspD
CommonRsp  CommonRspData  —pe.” (2o cponse: {Requestid: "546b2091-1a59-4bd9-818d-47ab565102d9"}}

E—iER ID, HIRSIRER, SRERBRIRE (HEREEMEERKRLERARSR, WZRERTSIRE

Requestld  String Requestld ) . EfABHEBIEEZERE Requestid,
4., 76
1 #RIRE{(FtigaF RN
WATDI

POST / HTTP/1.1

Host: waf.tencentcloudapi.com
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https://cloud.tencent.com/document/api/627/53609#CommonRspData
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=BatchOperateUserSignatureRules
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gnatureRules

"Domain": "test.waf.com",
"Status": "1",

"RulelIds": [

"10000009",
"10000011",

"10000030"
: true,

"ExactMatch":
"Name": "MainClassID",

"Values": [

"Response":

ne

CommonRsp" :

te

"RequestId": "

}
}

5. FRERR

HER= AP &
Bl APl F& 228 API X#. iR, API Explorer & SDK $ZEMS—ENTE, HEGENA—A\OZAREMBAZRERE AP IS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APRRIER, HEIMEMSIESRAN API X3, BaEIEIE API Explorer #FEZREIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZIES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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« Tencent Cloud CLI 3.0

6. $EiRE

ZIEOE LI SIZIEHEXAEIRD, EbEREGFER AHERE,
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i Tigas| EMNZEBIFIRE

mIEEFATE: 2025-04-25 02:13:07

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
EifTigas | EMNEB AT
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wi ESic] 12343
Action 2 String ~HSH, XIZOBYE: DescribeUserSignatureClass.,
Version 2 String rHsE, AMEOBRE: 2018-01-25,
Region =2 String ~HSY, FRUFRSIEN iEFIR, MMEOMSIIFEES: ap—guangzhou, ap—seoul, ap—singapore o

. - . BEiflgE
Domain = String RBIE: www.test.com

3. e
SHEW ESid) R
MBI S
Total Integer =GIE: 0
Array of MM EBISIRRAEE
RuleTypelList Ruleyl' - wFIE: [{"TypelD": "010000000","Name": "rulename","Desc": "description”,"RuleTypeStatus":
yp 0,"ActiveRuleCount": 10, TotalRuleCount": 12}]
. W—i5XK ID, HIRSIRERN, BRERBIRE ( FEERERMFERKRERARS K, WZXERFEIXE Requestld) o

Requestid String

EERRA R ERMIZIRERE Requestld,

4. 7
BN EifTigas BB R R
B Tiga3| EMMLBRARTS
WATHI
POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application

X-TC-Action: DescribeUserSignatureClass

"Domain": "www.test.com"

}
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"Response": {
"Total": o
"RuleTypeList":
{

"TypeID": "1(

"Name" :
VDege" 2
"RuleTypeStatus":
"ActiveRuleCount":

"TotalRuleCount": 1

"RequestId": "104cf2£f9-c733
t
}

5. FRERR

ER= APl £&
B AP| £& 228 API XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEGENA—A\OSAREMRBAZREFRAE AP IS,

API Inspector
FBPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HEIMEMSESRAN API X3, BaEIFIE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRfD

ZIEOE XL ZZERXAEIRT, HibERLiER AHLERE,
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
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it W ESich SV P S
mIEEFATE: 2025-04-25 02:13:04

1. EOfR

EOiSKFESE: waf.tencentcloudapi.com .
g Tigas | NSRBI ERFF X
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wik ESid iR
Action = String ~H2H, XEOBE: ModifyUserSignatureClass.
Version 2 String rHsE, FMEOBRE: 2018-01-25,
Region 2 String ~Hts
. . 0%
=
bomain = String wBIE: www.test.com
. MUZERID
P~ o3
TypelD & SUiNg  piE: 010000000
M| 2 RRAS . .
Status = Integer MNEEMRE, 0:%iF, 1: 7B

w~BIE: 0

3. mitiay

SHEW ESid fiiR

MMSERID

TypelD String  —me: 010000000

MUSERLRES, 0: Xid, 11 7B

Stat Int
atus nteger SEIE: 0

W—i5K ID, HIRSIRER, SXIF

Requestld  String  giouizyiskiy Requestid.

4. 761
N 1N Tigas | SERMARGEHFFX

BATH

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyUserSignatureClass

AERBH

IRIFRE: BR=ItE (It ) BRSEATF

REbe

RE (EEREEMRERERARSR, Wiz

RiE

Web RIS

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

H2¥, FRFRIEN hiF5IR, MMEONSIFESE: ap-guangzhou, ap-seoul, ap—singapore .

RAEIKE Requestld ) . EfIEIRATE

55568 164731
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"Domain": "www.test.com",
"TypeID": "010000000",

"Status": 0

"Response": {
"TypeID": "01(

"Status": 0,

"RequestId":

}
}

5. FRERR
BIRE API &

Bifl= API E& RE5E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

HPEiEE API Inspector EEIZHIGE—SRIEXEN AP RBER, HEMERSIESRARN APl X53, BEJFIE API Explorer #{TELZRIX,

SDK

= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiRE

ZHEOE XL SSIZIEHEXAERID, EbEREGFER AHERE,

IRIFRE: BR=ItE (It ) BRSEATF
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E H%\_L:HE Web RZFR5XIE

apiZ iR mHAx

mIEEFATE: 2025-04-25 02:13:06

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
apiFthREAX

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik KB iR
Action 2 String ~HSH, XFEOBE: ModifyApiAnalyzeStatus.
Version 2 String AHSY, FMEONE: 2018-01-25,
Region = String AHSY, FRFmZIFH tiFFIE, FMEOREIFESR: ap—guangzhou, ap—seoul, ap—singapore
- FRRE
Status = Integer SBIE: 0
. . %2
=
Domain = String P& test.com
- . sflid
Instanceld & String FBUE: waf 00000071
. — Array of REEFERIZHTIE
TargetListN & TargetEntity wBHE: ["waf.com"]
3. MtieN
SYEIR ESid] R
c EBEFBHHE MEEEER3 (ATFZHNEEAEHE) , URTHEEY
ount Integer —
BHE: 1
. Array of AHSH B E5IR
UnSupportedList String =BIE: ["gcloudwaf.com"]
FailDomainList Array of A =IE SIS = IS
String =FIE: ["gcloudwaf.com"]
Requestld Strin W—iERK ID, HIRSIHER, BRERBIIRE ( BEREEBREFREIRERSR, WiZRERASIKE
q 9 Requestld) . BB HZRERE Requestld.
4. 76
7PN apiHREFX
apitFREHF X
BT

IRIFRE: BR=ItE (It ) BRSEATF ££570 #647R


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#TargetEntity
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyApiAnalyzeStatus

@ H%\_L:HE Web RzFEFXESE

POST / HTTP/1.1
Host: waf.tencentcloudapi.com

Content-Type: application/

ModifyApiAnaly

"Status": 1,

"Domain": "gcloudwaf.com"

[

5. FRERR

ER= APl E&
BflZ= AP| F& 258 AP XH. iR, API Explorer & SDK $ZEMSG—ENTE, HEGEAA—AOZQREMEAZRERFRE AP IS,

API Inspector
EPaiEE API Inspector EREHAE—SRIEXEN AP RBER, HEMERSIESRAN APl {53, BaFIE API Explorer {TEL&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E H%\_L:HE Web RZFR5XIE

apiZEREZHEZEO

mIEEFATE: 2025-04-25 02:13:06

1. EOR

EOiSKFESE: waf.tencentcloudapi.com .
apiRERTEEEO

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik B 12743
Action = String ~HESH, AEOBYE: ModifyApiSecEventChange.
Version 2 String AHSY, MMEONE: 2018-01-25,
Region = Strin AHSBY, FRF@SISN thiEFIER, FMEONSZIFESRY: ap—guangzhou, ap-seoul, ap-
9 = 9 singapore .
Mode - Strin TERE, 1:3RW, 2, AR, 3, B, 4, ETZ, 5, SR
= 9 AIE: 1
. SIEA
3=
UserName = String FOUE: ddp
. &if, BREERK
a
Remark = String FBE: ceshibaioji
. . HEIRENEHTIR
==
EventldList.N & Array of String FOIE: ["api_aaa","api_bbb']
. . - Array of Ht2igEYapidl=
ApiNameList.N = ApiSecKey FE: [{"ApiName":"/waf"}]
IsDelete - Boolean FlER 2SS, SIEMFRSEHAIMRE =
= FE: trueskEfalse
UpdateApiRemark & Boolean Fll R B R EHapitEiE, EffapiFiEIRHE, Htrue

TBIE: false

3. milis¥

BHEW B ik

E—iER ID, HIRSIKER, SXERPIEE (HEREEMFEERRERERSR, WZRERFRIRE Requestld ) . ELITEAIH

Requestld  StriNg o iswiskay Requestid.

4, 761

T apiRSREXEEO
apiRSREEHZO

BATH

IRIFRE: BR=ItE (It ) BRSEATF $8572 #6477


https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#ApiSecKey
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=ModifyApiSecEventChange

@ H% \_EHE Web RZFR5XIE

POST / HTTP/1.1
Host: waf.tencentcloudapi.com
Content-Type: application/

X ModifyApiSecEventc

"UserName": "ddp",
"EventIdList": [
"api_test"

1,

"Remark": "wafceshi"
"Mode": "2",
"ApiNameList": [

{

"Domain": "www.test.com",

"Method": "POST",

"ApiName": "waftest"

5. FREHER

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHERHA—EAFE, HEENE—AOSARERENZIRMFE AP RS

API Inspector
FRRFEET API Inspector EEEHIAE—SIREXERN APLARER, HEMERSIESRAR AP 68, tBaIaiE API Explorer TSR o

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176

@ ﬁ%fﬂﬁ Web RZRIREXIE

ZEOE XL SSZEHEXAERE, BbEREGFER AHERD,

DescribeScanlp

mIEEFATE: 2025-04-25 02:13:07

1. EOkR

EOiSkFESE: waf.tencentcloudapi.com .

Eigf3tdip
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s E H%\_L:HE Web RZFR5XIE

BRMZOERINEIRS): 200%/8

7185 API Explorer

API Explorer 2t TELIEAR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNERNSEELSRUREMER SDK FRRE.

2. A\BH
LATFERSHFIR(GIE TEOBRSEIBLAHSY, REAHSHGIRRN AHiERSH,
SHEW Wik ESid) IR
Action = String ~s%, FMEOBYE: DescribeScanlp,
Version = String ~HSH, XFOBE: 2018-01-25,
Region 2 String AR, FRFEISH HiEgFIER, MEOGHSEPR: ap—guangzhou, ap—seoul, ap-singapore .
= . EEORipibht
Ip = Sting  —piE: 11.41.2.11
3. mteH
BHEW ESid) R
IoList Array of ipFlE, B A SIpjhallfd, REIFRFEEMipFIE
pLIS Scanlplnfo  wBIfE: [1.1.1.1]
Bussiness Strin PRI
9 TOIE: HEIERRRE
. . AP SSHHE
Characteristic String SEIE: BERASa
Descibe Strin b
9 TOE: WEFAHEHMEFRHTRERN, UHBFRZHEFMEFRSHNZRME.
=N
Referer Strin A
9 https://developers.weixin.qq.com/community/minihome/doc/0008ea401c89c02c¢ff2d1345051001?
blockType=99
Demo String E=trnR ]
. R
Target String FONE: REMEFEAESE
Purpose Strin BiEER
P 9 wOIE: EaERAEET A E RV ENR SRR
FmMER
Announcement  String TBUE: It IPA MEMEFZLRN 138 1P, SEERTER REVEFEAIRSSE BTN, L @RS FEEEm
MEFTRFENZSRER, SFEMRAL IP M1%ETH, EHTHRITEHNE. ..
. ERAdia
UpdateTime Integer FBUE: 1730279041
. ipowner
IpOwner String RE: tencent.com
Requestld Strin W—iERK ID, HIRSIHER, SRERBSIRE ( SERERBERERFREIRERS R, WiZXiERAEIXE Requestld) o
au g B BRI MZRIERE Requestld.
4. 7f
1 EfEip

IRIFRE: BR=ItE (It ) BRSEATF 8575 H647R
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https://cloud.tencent.com/document/api/627/53612
https://cloud.tencent.com/document/api/627/53612#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/627/53609#ScanIpInfo
https://console.cloud.tencent.com/api/explorer?Product=waf&Version=2018-01-25&Action=DescribeScanIp

O BHS

BATH

POST / HTTP/1.1

Host: waf.tencentcloudapi.com

Content-Type: application/json

=1C=

ction: DescribeScanIp

A
‘?El%iﬁﬁﬂ

{

WiEpTE Wil ofl il o d®

ISR,

"Characteristic": "EEiflMLS3ENA",
"Descibe": "{HMEZTEEEIEEO 1 FEXMEHIREHITIE

"Re 9
"Demo": "AVEZEIE",
"Target": "EEER",

"purpose": "{RIZEEIAIE. IRSBIZE",
"Announcement": "It 1P FUEZT RUIEEE 1p, JSEHAXERY HiEERE #TEN,

mATEmE. . .,

"RequestId":

5. FRERR
BRE API F&

Bz API & 246 API 3. $EiR63. APl Explorer &2 SDK #RENA—ERFE, HEENE—ANOEARERBNZEMHIFAE API RS

API Inspector

FPiEE APl Inspector EEEHIGE—SEFXEN APLRARER, HEMERSIESHRAR APl {53, aJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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6. HHiRE

ARSI T O SSZIEEXRIEIRID, HEthEiREIFL

IRIFRE: BR=ItE (It ) BRSEATF

» PUAEIRACETERE. RFABPHERERN.

LA RIEEEIRGS . BRSSISE, SERIKREL 10 A9

Web RIF3FmASE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/waf/v20180125/waf_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/waf/v20180125/WafClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Waf/V20180125/WafClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/waf/v20180125/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/waf/v20180125/waf_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Waf/V20180125/WafClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/waf/src/v20180125/WafClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-waf/lib/v20180125/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/627/53616#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\_L:HE Web RzFEFXESE

IR filiR

InvalidParameterValue SHEVEREIR.

R

=ik EFATE: 2025-05-21 01:37:33

AccessFieldValueRatiolnfo
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O BHS

DescribeAccessFastAnalysisizOfts

WHNTF#EOSIM: DescribeAccessFastAnalysis.

2R ESit)
Count Integer
Ratio Float
Value String
AccessFullTextinfo

DescribeAccessindex

#WANTIEOSIA: DescribeAccessindex.

E=4d ESic)
CaseSensitive Boolean
Tokenizer String
ContainZH Boolean

AccessHistogramltem
FAF#ODescribeAccessHistogram KIS

#anTF#EO5IA: DescribeAccessHistogram,

E=4 ESic)
Count Integer
BeginTime Integer

AccessKeyValuelnfo
FTF DescribeAccessIndex Bjti&

#aNT#ENOSIA: DescribeAccessindex.

B ESig fiiR

ik

BERY
aBifE: 100

MRAIValuelBRIESEE
~fIE: 0.2711782671596206

FERIMRAIE
aBIfE: info

ik

BEXNESK
RHIE: false

2NESIWDIAT, FERREIEFNR—I2F
FHIE: token

EREEHRX

EE WFEBRTEGRE null, RENFIEYE.
TBIE: false

fiik

BEEH

~flE: 100

BfiE, Bfiims
5E: 1625387904000

Key Strin EERERANETTRREINTE
? ~BHE: "method"

FRORSHERER

Value AccessValuelnfo

AccessLoginfo
B ASHIERIE
AN T#ENOSIA: SearchAccesslLog,

IRIFRE: BR=ItE (It ) BRSEATF

TBIE: {"Type":"text","Tokenizer":"token","SqlFlag":true,"ContainZH":false}

Web RIF3FmASE

578 647



O BAT

E=4 ESid)
Time Integer
Topicld String
TopicName String
Source String
FileName String
Pkgld String
PkgLogld String
LogJson String
AccessRulelnfo

DescribeAccessIndexiZOfIHSE

#aNT#ENOSIA: DescribeAccessindex.

E=fi ESicl 3%
eVNFIIEE

FullText AccessFullTextinfo R WFERAEERE null, XREAZEYNE.
FHlE: {"CaseSensitive":false,"Tokenizer":"token","ContainZH":false}
BERSIRE

KeyValue AccessRuleKeyValuelnfo SR IERTASEE null, SREREIGRE.
TTFRESIRE

Tag AccessRuleTaglInfo R WFERAIGERE null, RERAZIERIE,
TE: {"CaseSensitive":false}

AccessRuleKeyValuelnfo

DescribeAccessindexizAfyts

#UNTF#EOSIA: DescribeAccessindex,

& sl sk

CaseSensitive Boolean iggd\iﬁe@

KeyValues Array of AccessKeyValuelnfo iﬁ:‘:ﬁ?aﬂeﬂf{?jeﬁi;ﬁ*’qﬁgmg1 00t H{ERs
AccessRuleTaginfo

DescribeAccessindexizAfyts

#aNTFENO5IA: DescribeAccessindex.

IRIFRE: BR=ItE (It ) BRSEATF

R

BERdiE, Bfims
E: 1625395948532

BEEEID
=BIE: "ae37c76-df99-4e2b-998c-20f39eba6226"

BEEESH
FBIE: waf-topic

BERRIP
wEHE: 1.1.1.1

BRESGEHR
FHIE: name

B LIRIERERID
~BHE: pkg

BERERAENID
R~EIE: log-id

BEREHIsonFIHLFETSR
R WFERAEERE null, RRIAZIEHE.
EHE: "{"ipinfo_province":"#=ibht" "schema":"http","referer":\

Web RIS

88579 #6473



O BAT

E=4
CaseSensitive

KeyValues

AccessValuelnfo

Web RIS

ESid] .
Boolean BEXNEHUE

THIE: false

Array of AccessKeyValuelnfo IFERSIREPHFERIER

FFDescribeAccessindexizOfts

#aNT#ENOSIA: DescribeAccessindex.

E=4 ESid]
Type String
Tokenizer String
SqlFlag Boolean
ContainZH Boolean
ApiAsset
apifl®

iR

FERER, HaZISERE: long. text. double
TBIE: "text"

FERISIEH, REAFRERBtextBABTENY; BAZFEPNEBIEZFRR—N21EF
& token

FRESHES NI
FUE: true

EREsPX
R WFERETAGRE null, REEAZIEHE,
EUE: true

#HANTF#EOSIA: DescribeApiListVersionTwo,

=3

Domain

Method

ApiName

Scene

Label

Active

Timestamp

InsertTime

Mode

Level

Count

S i

String ?;EJ{E: gcloudwaf.com

String ﬁ;ﬁgiﬁGET

String Z—zylﬁaw luser/login

String ?;{;’EE{E; login

Array of String i:ﬁg:ﬁ["date","phone_num"]

Boolean izé%ifélese

Integer iﬁ;?ﬁ?z@mm

Integer ;ﬁ;ﬁgﬂgsmmz

String %Fﬂkﬁ, 1TIRM, 2, Wik, 3, BN, 4, BT, 5, B2
wpIE: 1

String 2;@;2?;01§0,200,300¥§ﬁﬁ*%

Integer g;ﬁ;ﬁfg

IRIFRE: BR=ItE (It ) BRSEATF £580 $647%



O BAT

E=4 %*E
Remark String
IsAuth Integer
ApiRequestRuleld Integer
ApiLimitRuleld Integer
HostList Array of String
ApiDataFilter
apiZEFFIFidiess

WA TF#EOSIA: DescribeApiListVersionTwo,

E=4 ESic]

Entity String
Operator String
Value String

ApiDetailSampleHistory
apiF S BIEEL

#aNTFEOSIA: DescribeApiDetail,

=3

SampleNme

RepLog

RsplLog
ApiParameterType

apiiERSHER

#anT#EO5IA: DescribeApiDetail,

B ES

ParameterName String

Type String

Location String

IRIFRE: BR=ItE (It ) BRSEATF

ol

2l

ik

&
& cesi

REENR, MHRR, 0RTE
BUE: 1

WMFHFINT api NS, WitkidiZEIEFR0
TBIE: 23423432

WNRFINT apifRiFAN, NitidiZEEFRH0
TBIE: 234234

MISIBANFLZIHZ BN, BRhostilR
FHIE: ["aaa.test.com"]

fiik

BIEIRE, BRI, eEEs
FBIE: label,active, scene

FTF
wHE: =

BHE3, FS, HEE
+BfE: date,phone_num,emain

= HHIETR

aBIE: ddp1

EREH

FIE: {"asda"}

) Rz 43¢ 51)

iy

BiIE: {"rsp"}

filiR

SYBMR
RBHE: user_id

SHER
BIE: int

SHNE
=BE: Header

Web RIS

55581 #6473



5 E H%\_EHE Web RZFR5XIE

E=4 ESic) 3%
. HiRRE (BURFER)
Label Array of String BUE: phone_num
Timestamp Integer @Im&ﬁ
BIE: 3242324
] HEEE
k
Remar String FONE: S
Source String RiRRIERHE ML
BIE: request or response
EaREZL , 0FTAEE, 1RTEE
| P ELTD 3 ™ ’ .
sPan Integer FOIE: O
BEEEN, 1272, 0FTE
I A h = H )
sAutl Integer FOIE: 1
ApiPkg
APIZ2RRIER

#UNTF#EOSIA: Describelnstances.

& ESid) Wik iR
Resourcelds String & ;—&;g;; sada
Status Integer & :E{E: 1
Region Integer & gﬁ{ﬁ: 1
BeginTime String & ;ﬁgi:mzom—m—os
EndTime String & i{ﬁgzﬂzom—m—os
InquireNum Integer & ;5251
UsedNum Integer & ggffo
RenewFlag Integer & ?ﬁgf1
Billingltem String a ;ﬁg sv_wsm_waf_scene_major_events_basic
APISeeury T nteger = ;;:yii‘:;?lfiitﬁiﬁiﬂo 1A, OigitF
ApiSecKey
apiflx
#WINT#EOSIA: ModifyApiSecEventChange.
&0 E i) Wik iR

apiBiR

ApiName Strin =2
P ng = FOUE: waf

IRIFRE: BR=ItE (It ) BRSEATF ££582 #647R



5 E H%\_L:HE Web RZFR5XIE

=3 B Witk i
Domain String = gzﬂﬁ: qcloudwaf.com
Method String = ;EE;{Z;?POST

Area

s

#HANTIEOSIA: CreateAreaBanRule, DescribeAreaBanRule, DescribeBotSceneUCBRule, ModifyAreaBanRule, ModifyBotSceneUCBRule,

B £ Wit fEok
Countr Strin - X, BTiRENERINEZISER . EINAMERIIRHR
untry ing = FOUE: hE
. . &
Region String S FOUE: M
. . o
City String ES SEIE:
AreaBanRule
ol AN i

#WANTFIEOSIA: DescribeAreaBanRule.

E=4d ESic] 353
Status Integer RS 0: RABHbHEIEE. 1: FEithiSiIE
wBIE: 0
s . HIBRIE custom: EHENX(EKIA). batch: 2R
ource String —
~BlE: custom
Areas Array of Area BEERIBESIE
wBIE: [{"Country™:"shE","Region":"I"%","City":";F/I"}]
JobType Strin MUHTHER, TimedJobHERHTT, CronJobjaEHEHT
P 9 FBIfE: TimedJob
JobDateTime JobDateTime ERMESER
CronType String MRIFEEES R, BARTEIER, 1 Week: R, Month: &8
REIE: Week
Lan Strin HEHERBANES, Xiscn. en, EiAB$Xcn
9 9 FOUE: cn
AttackLoginfo
WEAEEE
#HaNTEOSIA: SearchAttackLog.
B ESid] 3%
. KWEAFTEERNE
Content String SHIE: cont
. . CLSIEEIRE
FileName String FEIE: name
Source String CLSIEEIRE

IRIFRE: BR=ItE (It ) BRSEATF 55583 #6473



O BAT

E=4 ESid)
TimeStamp Timestamp
AutoDenyDetail
Waf B E

#ENT#EOS|M: DescribeWafAutoDenyStatus.

E=4 ESid)

AttackTags Array of String
AttackThreshold Integer
DefenseStatus Integer
TimeThreshold Integer
DenyTimeThreshold Integer
LastUpdateTime Timestamp ISO8601

BatchlpAccessControlData
SiHEEAZRdescribeigEl

#aNT#ENOSIA: DescribeBatchlpAccessControl,

ik

& src

CLSEEIRE
=~fE: 2023-11-1519:23:06

it A

- WS SRR

= FHIE: idc

- W KA

= FOUE: 1

- EESE o

= TEUE: 1

- WeRaEE

= wEUE: 1

- EIahiTEstiE

= FOUE: 1
BEEHEE

|

mBIfE: 2023-04-13T15:30:00.000Z

E=4 £ R

TotalC t Int B
otalCoun nteger =G 1

Res Array of BatchlpAccessControlltem Z2pgsxE

BatchlpAccessControlitem
HESHSEAZHTIRIp
#aNT#ENOSIA: DescribeBatchlpAccessControl,

E=4 ESid)
ActionType Integer
Note String
Source String
TsVersion Integer
ValidTs Integer

IRIFRE: BR=ItE (It ) BRSEATF

fiiR

BEEB428025840
wBIE: 42

=

w~hE: &iF

batch#itElH&, batch—groupaBEiPxiRE
=Bl{E: batch

fEekBdia)
wBlfE: 1651044385000

AERIRdiE
FIE: 2019571199

Web RIS

5584 #647:


https://cloud.tencent.com/document/api/627/78601

O BAT

=t

Hosts
Ruleld
IpList
CreateTime
JobType

CronType
JobDateTime

ValidStatus

Grouplds

E=id

Array of String

Integer

Array of String

Integer

String

String

JobDateTime

Integer

Array of Integer

ik
et dlES

FHNE: "www.a.com","www.b.com"

55101145
aBIE: MNID

Pz
wBE: ["192.168.1.1","10.23.102.1"]

eUEEatiE
aBlfE: 1651044385000

ERHMES SR
FBlE: TimedJob

[AHAES 2R
FHIE: week

ERMESEEFE
E: 1

FEiFRIRAAIDSISR, INREBERIZBHIFIRE
wBE: [11101,11102]

Web RIS

BotActionScopeRuleEntry
EN{ESERER T ARAMISE (A
#ANT#EO51A: DescribeBotScenelList,

E=gd ESid) Wik iR
. 25
Key String = TOUE: url
. PferF
==
Op String a FOIE: eq
. - SHE
Value String a FEIE: Nlogin
. 3 FLERFERICE value IRHEIEERISLERSE
Name String B — .
fE: post
. - A70RERLFRFESE
ValueArray Array of String S FBIE: ["login']
BotPkg
Bot&HRIER

#ANTF#EO51A: Describelnstances.,

20 SRy Wik iR

Resourcelds String & ﬁgj}; waf_insr3ws8sdbdf833s
Status Integer a ngﬁ 1

Region Integer & ﬁ{i:ﬁ{ﬁ: 16

BeginTime String & AT

~fE: 2021-01-05

IRIFRE: BR=ItE (It ) BRSEATF £8585 #6471



O BAT

E=4 ESid)
EndTime String
InquireNum Integer
UsedNum Integer
Type String
RenewFlag Integer
BotCPWaf Integer
BotNPWaf Integer
IsBotTrial Integer

BotQPS

botiqpsi¥ts

#ANTF#EOS1A: Describelnstances.,

E=4 ESi)
Resourcelds String
ValidTime String
Count Integer
Region String
MaxBotQPS Integer
RenewFlag Integer
BotSceneActionRule

IREUA R EERAE T RATRIRNESRRESE(A
#UNT3EOSIM: DescribeBotScenelist,

=4 ESic)
Ruleld String
RuleName String
Priority Integer

IRIFRE: BR=ItE (It ) BRSEATF

o

iyl

iyl

iyl

iyl

iyl

iyl

HO

HO

il

Ho

o

Web RIS

filiR

Z5ERAdiE)
~FE: 2021-01-05

HRiEHE
IE: 1

ERHME
wfE: 0

Fremcode
FHNE: sp_wsm_waf_bot

SEERIRE
hfE: 1

MLBTbot6iT
hE: 1

EHAZbot5sir
~ENE: 1

7Xbotit BFR 1A 0 ;8F&itH
NE: 1

filiR

&iRid
FBIE: waf_2kuj8hls00b7bo99_bot

BRALE
~filfE: 2022-08-1117:39:53

BEYE
BUE: 1

BRFRTEMX
HUE: gz

fERgpsIIRAE
w~BIE: 0

UE: 1

ik

ENfEEREEID
f{E: 310003242

ENfERIE R TR
BIE: EESRER

SRmEIRSER
BuE: 1

55586 647X



s E H%\_EHE Web RZFR5XIE

E=4d ESicl iR
RIBERIRTE
Status Boolean FEIE: false
SECEE
Score Array of BotScoreRuleEntry 5E: [{"upper":100,"lower":0,"action":"intercept"}]
Level Strin 100-%=H2. 200-#F. 300-™#§. 0-BEX
& wEUE: 0
. EBCEE, AERTLEFEE
Scope Array of BotActionScopeRuleEntry RBIE: [{"key":"url","op""eq","value":"luffy"}]
- Stri default: BkiA8JE custom: BENEIE
ype ring FE: Default
s T Strin CESEERER: 2BE or BEXEESEE
copelype 9 E: global
. . RS RIS X R
ActionMatchType String SEIE: or
BotScenelnfo
IBERFARERES
#ANTIEOSIA: DescribeBotScenelList,
E=4d ESid] R
. =ID
Sceneld String FBIE: 3012321412
T Stri HRER, default:ENAMGS, custom: 3EERNANE S
ype nng wIE: default
. =<4
SceneName String TE: default-scene
. EFATE
UpdateTime Integer FBIfE: 1231435345
. . ESERER, ER: login B&:seckill BRZE: crawl HEX: custom
BusinessType Array of String — i .
~BE: login
. . ERiR2E8, JEEEE/HS5 : browser MERE: miniApp App:
ClientType Array of String FOWE: browser
L 5k
Priority Integer FOIE: 1
. -, ESEE
MatchCondition Array of BotSceneMatchCondition FHIE: ["key":"url","op":"eq", "value":"/luffy"}]
mEHFx
SceneStatus Boolean FOIE: false
. ISR eS
JslnjectStatus Boolean FOIE: false
AlFFx
AlStatus Boolean FOIE: false
TIFF%
TIStatus Boolean FOIE: false
0 &b 3
StatisticStatus Boolean ki

THE: false

IRIFRE: BR=ItE (Ib5R) BRSEAR £5587 H647R



s E E%\_L:HE Web RZFR5XIE

=t ESid ik

ENfERIEEE

ActionRuleCount Integer FIE: 97

BRENHNEE
UCBCount Integer FOIE: 78
HEEESEE, global-£3BE custom-EE X EEEE

MatchType String SIE: custom

CESRFEA SEXR

ActionMatchType String SEIE: and

UAIERFF X

UAStatus Boolean BHE: false

HRERER BRI R mysqliYicRid

JslnjectRuleld Integer TlE: 23

HZEXER: ARREENE

JslnjectAction Integer RBIE: monitor

HREXFS: ARTREEEREE

JslInjectRedirect String FOIE: uffy

AEENER: MERIRER PS:ABRINRE— EERE

ActionRuleList Array of BotSceneActionRule FBIE: [{"Ruleld”:"302131414"}]

ASERES: monitor-ME intercept-#£& custom-BEYX

BotldPattern String FEIE: monitor

ARERZER: bot_idMINIEE
BotldCount Integer FIE: 141
. ABRNAR: MRDERIHN D
BotldMonitorCount Integer FIE: 23
HHENIES R 28

BotldInterceptCount Integer FOIE: 34

BIEIARATEFRINEE

RuleSetSelection Array of String FBIE: ["ddos"]

Minsibot token¥lZE

TokenList Array of BotToken FHIE: [{"Name":"name—token"}]

ARERGR: EEEEIRNSE

BotldRedirectCount Integer SEIE: 23

ABERIBR AUIRBIEHEAIRNSE

BotldCaptchaCount Integer FOIE: 46

ARENAT: BIPER

BotldProtectLevel String SEIE: 100

HREXFS: EREEREE

BotldGlobalRedirect String FOIE: uffy

HREXTER JSERILRERIMRNEE

BotldJsChallengeCount Integer SIE: 18

BotSceneMatchCondition
1R ICER R
#ANTF#EO51A: DescribeBotScenelList.

IRIFRE: BR=ItE (Ib5R) BRSEAR £5588 $647)



O BAT

=t

Key
Op
Value
Name

ValueArray

BotScoreRuleEntry

ENESRARAI— RS BERSLIA

bS]

String

String

String

String

Array of String

#ANTIEOSIA: DescribeBotScenelList,

=3

Upper

Lower

Action

Label

Redirect

BotStatPointltem
bothsEBERIR

bS]

String

String

String

String

String

#ANTF#EO51A: DescribeFlowTrend,

B

TimeStamp

Key

Value

Label

BotToken

bot-tokenit&

S

String

String

Integer

String

#ANT#EAOSIA: DescribeBotScenelList.

IRIFRE: BR=ItE (It ) BRSEATF

- U
= REME: url
- udisre:

= FBIE: eq
- iR

=

iyl

iyl

TEHE: Nuffy

T L ERFERICELvalue HIRHEISERILERE
BE: none

A70EERUASEFESE
BIE: ["Muffy"]

Witk fHik

- PYRE LR
= TEIE: 50
o PBRIED TR
= TEIE: 0

- SEEEE

=

HO

iyl

REHE: permit

MEBRE

w~BIE: EERE

BEM[
=BHE: /redirect_url

filiR

AR
~EHE: 2021-04-22 20:30:00

valueRIFTEXISR
=BHE: /api/cflv4/user/get—info

LIS
~BE: 15

KeyMd R RERTHRE
& /api/cfivd/user/get-info

Web RIS
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O BAT

=t

Name
Description
Id
Status
Location
Key
Operator
Timestamp
Scene
Priority
CCRuleData

G IES
#ANT#EO51A: DescribeCCRule,
E=4d

Res

TotalCount

CCRuleltem
ccHiny

#aNTENO5IA: DescribeCCRule,

E=4 ESid)
ActionType Integer
Advance Integer
Interval Integer
Limit Integer
MatchFunc Integer
Name String

b5

String

String

String

Boolean

String

String

String

Integer

Array of String

Integer

£S5

Array of CCRuleltem

Integer

IRIFRE: BR=ItE (It ) BRSEATF

iR

EE, 20T, 21RTANIRE, 22RFEE, 23FFHEZH, 24RTISKIE

w~BE: 22

SRER
NE: 1

At EEHA
NE: 1

PREIRE
~EHE: 1

Uiy RS
UE: 1

E=4id
BE: test.com

ik

=
HE: waf
SiEfER

BNE: waf_aa
£igid

=E: 342322
REGEIFF RS
BE: false
fiENE
TBE: get
&ifkey

EE: waf

SIELEHN, WRLE. FRTES

hE: =
SIREHRIA DR

~FE: 1730609155

FIR, ABHTRTEAPHRMA

~BE: login

]
wBIfE: 88

3%
ccHim

G (=]
BUE: 2

Web RIS
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=t

Priority

Status
TsVersion

Url

ValidTime
OptionsArr
Length

Ruleld

Eventid
SessionApplied

CreateTime

CCRuleltems

CCHINIFS

wm

Integer

Integer

Integer

String

Integer

String

Integer

Integer

String

Array of Integer

Integer

#aNT#ENOSIA: DescribeCCRuleList,

=t

Name

Status

Advance

Limit

Interval

Url

MatchFunc

ActionType

Priority

EE, 20FRTFMER, 21RTANIRG, 22RTEE, 23FFHEEH, 24RTISKE

filiR

R5ER
UE: 1
E: 1

EIREEE
HE: 1

PEfgurl
wEUE: Jurl

RREENER AT E
=BIE: 600

BREH
FBHE: test.com

urli<E
=EE: 10

MWD
E: 11011

Hitid
=BI{E: api_aaa

XKEXRISessioni N
=BIE: [0,200000001]

eUEEATE
HUE: 0

S ik

] 2F
String TBIE: ruleltemName
Int e
nteger wENE:
Integer o

9 wNE:
Integer e

9 ~BE: 60
Integer o

9 ~BE: 60

) gk
String RBIE: /ccurl
Integer mes

9 ~BE: 0
Integer = :

~NE: 22

Integer i

9 ~E: 50

IRIFRE: BR=ItE (It ) BRSEATF

Web RIS
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=t

ValidTime
TsVersion
Options

Ruleld

Eventld
SessionApplied
CreateTime

LimitMethod
CelRule

LogicalOp

CCRulelLists

CCHIMZES

#WANT#EOSIA: DescribeCCRuleList,

=t

TotalCount

Res

bS]

Integer

Integer

String

Integer

String

Array of
Integer

Integer

String

String

String

CacheUrlitems

B EeRurlTs=

#ANT#EOS1A: DescribeAntiFakeRules,

=t

Id

Name

Domain

Uri

Protocol

IRIFRE: BR=ItE (It ) BRSEATF

ik

B
RBIE: 600

hRA
BlfE: 1715406671183

NS
BE: "1

MWD
BlfE: 1900150355

Hftid
w~BIHE: 0x11101

XEXHISessioniiN
=BI{&E: [0,200000001]

eUERtiE
wBifE: 0

PR35
RBIE: only_limit

celFizzt

FE: has(request.cookies) && has(request.cookies.asda) &&

request.cookies.asda.contains(‘asdad')

ZIEIRIERF
HlE: and

51

Integer

Array of CCRuleltems

54

Integer

String

String

String

String

]

#RiR

UE:

8F

UE:

&

TUE:

Pk

whIE:

iy

whE:

1201

name

www.test.com

path

http

Web RIS

$5592 16473



5 E H%\_L:HE Web RZFR5XIE

E=4 ESicl 3%

Status Integer :EE: 0

ModifyTime String ﬁz?;i:mzozs.—ﬂ—ﬁ 19:23:06

CreateTime String gﬂﬁ?;i:m2023—11—15 19:23:06
CdcCluster

CDCEE TRH1HEWAFRIEEHER
W TF#EOSIM: DescribeUserCdcClbWafRegions,

2R ESid] Wik g
. - cdchygE¥id
Id String = TBHE: "cluster-123456"
Name String = CACHISE T
= FBIE: "SRR
CdcRegion
CDCiz=TRENEWAFRItEHER
W TF#EOSIM: DescribeUserCdcClbWafRegions.,
E=4d Bt Wik 3%
. . o iz
Region String = RHIE: "gz"
ZME RS R R EERHE R
I A f | = 1t Sl
Clusters rray of CdcCluster = FBUE: ["cluster—o41khj8s']
ClbDomainsinfo
GRHERWAFIRZ¥E
#HANT#EOS|A: DescribeDomainDetailsClb,
E=4d ESid] 3%
. . %=
Domain String BE: test.qcloud.com
. . =2 —ID
bomainld String TBE: waf-dafoqwZy
Instanceld String REMMSAID
FBE: waf_2kxtpov80s9z6skb
. i ZFREEHIE
InstanceName String FOIE: TESTSCH
. . 1o & Fr B SE ISR
Edition String FBIE: clb-waf
waffI2EHEE LERIERS. 0: REMENERS 1: EHBSRIERS, wali§ERXFFIRE
IsCdn Inteaer ERIFIP 2: BHERIEBRS, wafi§EBremote_addrifEIZFixIP 3: BEHEIERS, waf
9 (ERip_headersHiIBEE X headerikEIE FixIP
wENE: 1
LoadBalancerSet  Array of GRHEERR b, MWRARKINEEER

IRIFRE: BR=ItE (It ) BRSEATF ££593 #647R



s E E%\_L:HE Web RZFR5XIE

E=4 ESid) iR
LoadBalancerPackageNew ~ENE: FERBIREESFERRG
Fl RHIGHBWAFRIRERIC, 1: EHER, 00 HGEX
owMode Integer —
wENE: 1
State Integer I Z4PERBIEGRIRE
g wIfE: 1
. REIIEZXE, clbakEapisix
AlbType String =piE: clb
. IsCdn=3f, F¥=BEEXheader
IpHeaders Array of String FOUE: ["x-real-ip"]
. cdc—clb-waf#EBWAFRICDCEEER
CdcClusters String =pifE: "cluster—asd"
. Z=ERB:public:AB=; private:fAE=;hybrid:iBE&=
CloudType String FOUE: "public”
. HE&FEER
Note String SO S
. OE=1 7
Labels Array of String FOUE: ["label” "label2"]
ClbObject
CIbZEEIPSIPIIR

#WHNTF#EOS|IMA: DescribeObjects.

E=4 ESid) iR
. . FRID
Objectld String FOUE: Ib-70mdt3it
. ZHIID
Instanceld String SBIE: waf_2kuil2ft02vgm723
. SEHIETR
InstanceName String FBIE: gz-high-level
PreciseDomains Array of RigEsIR
String FE: ["zunhua.gcloudwaf.com"]
Status Integer WAFIhEEF XK, OXMAR
=BIE: 0
WAFHEFXKE, OXiAR
ClsStatus Integer =GIE: 0
VirtualDomain String CLBRSN BRI
& 1b—70mdt3it.clb-default.qcloudwaf.com
. . WRER
ObjectName String FBHE: zunhua—-multi-tt_pjk1
. Array of TS
Publiclp String FBIE: [*139.186.100.71"]
Privatel Array of ] hiichild
P String wENE: ["121.123.11.7"]
. VPCH&ER
VpcName String FBIE: MyonlyWaf-VPC
Vpc String VPCID

=HE: vpc-jlicwie8

IRIFRE: BR=ItE (Ib5R) BRSEAR £8594 H647R



O BAT

E=4 ESi)
InstancelLevel Integer
PostCLSStatus Integer
PostCKafkaStatus  Integer
Type String
Region String
Proxy Integer
IpHeaders g,::i?;Of
BotStatus Integer
ApiStatus Integer
ObjectFlowMode Integer
NumericalVpcld Integer
ModifyTime String
AddTime String
ClbWafRegionltem

Clb-waftthisfE 2

ik

wafEfIER, MRKRIPELHIF0

wifE: 3

clbigi®EFFx
xfifE: 0

kafkalZiEFx
wBIE: 0

MWRHEE: CLB:RA#HIEEE, TSE:ZRERX

BlE: CLB

it
wHIE: gz

Web RIS

RIBIRZE: 0:FF B, 1 EAXFFRISE— N Pt E R ZEFRIP, 2:LAremote_addriEAEFikIP,3: MIEERISL A7 ERIREY

ERiFIP, ZRiEIIpHeaders=FEREAH

wfIfE: 0

FEEIRBNE FiR| PRISLERFERSIZR . IsCdnA3RIER
TBE: ["spheader","myheader"]

botfHiFFFX
aBifE: 0

apibsiRFFx
afBifE: 0

MWRIBNR, ORTRIGEN, 1FFEHER, 2RTHFER, BINBEFRER

xBifE: 0

HERRIRAERL ID
wBIfE: 416562

{EvkRdia)

aBIfE: 2025-03-26 12:00:05

BUEERYiE)

aBIfE: 2025-03-20 00:00:05

#HANT#EOSIMA: DescribeUserClbWafRegions.,

E=4 £l
Id String
Text String
Value String
Code String
CommonRspData
BAIRE

#HANT#O51A: BatchOperateUserSignatureRules, UpdateProtectionModes.,

IRIFRE: BR=ItE (It ) BRSEATF

iR

libiggID
BiE:

"gz"

hiutafepeairl:]

BME: T

HhizE sz e

~FE: "ap—guangzhou"

Hhi e
hiE:

“1 ”

55595 #6473



O BAT

E=4d ESid)

Code Integer

Msg String
CreateDealsGoods
HETHREOHEASGoo0ds

#WANTIEOSIA: CreateDeals,

E=gd ESic]
GoodsNum Integer
GoodsDetail CreateDealsGoodsDetail

GoodsCategoryld Integer

Regionld Integer

CreateDealsGoodsDetail
= SREA
#WINTIEOSIA: CreateDeals,

iR ESic)
TimeSpan Integer
TimeUnit String
SubProductCode String

IRIFRE: BR=ItE (It ) BRSEATF

iy

iyl

i

g

BRIEER
UE: 0

EHER
fE: success

fak

AmYE
wE: 1

(IRl EE:
fE: GoodsDetail

ITREBID, ARE—IRA—MUISH—MES (SH=
SRkR: 102375(34),102376(4:#2),102377 (%)
®IVER : 102378(#W),102379(4:2%),102380(3EHEe)
HEARKR : 102369(#14),102370(££%k),102371(3=Ee)
=8 : 102372(#14),102373(4£2%),102374 (%)
ArS3iRE : 101040(F#1),101041(4£28),101042(3EEe)

SiR-CLB: #i1 101198 £ 101199 A 101200
IVER-CLB 101204 ($7),101205(452%),101206(35Ee)
HEATKR—CLB : 101201($74),101202(4£3%),101203(3=E2)
f# = &-CLB: 101207 (3713),101208(4£%),101209(ZHz)
s34 EE-CLB: 101210(%14),101211(4£28),101212(3E)

~EE: 101201

WEwafEfIXiEID

1 RFEMEKFEER;

IR TWZIEPEKFEER
FHIE: 1

R

Adiaiafm
~EE: 1

By, FMEJ. m. yBI (H. B. &)
TUE: m

Freming, . #ild, E8®uE, ThcktM7EoldConfig newConfigE

Saas BHIR : sp_wsm_waf_premium
SaasfEAR : sp_wsm_waf_enterprise
SaashEfhR : sp_wsm_waf_ultimate
Saas WS EBE: sp_wsm_waf_gpsep
Saas & E&: sp_wsm_waf_domain

BE&MR-CLB:sp_wsm_waf_premium_clb
MR- CLB : sp_wsm_waf_enterprise_clb
HEARRR-CLB:sp_wsm_waf_ultimate_clb
WS EE-CLB: sp_wsm_waf_qgpsep_clb

Web RIS

MAR: W, REXE. &%)

55596 $647m)



O BAT

=t

Pid

InstanceName

AutoRenewFlag

RealRegion

LabelTypes

LabelCounts

Integer

String

Integer

Integer

Array of String

Array of Integer

iyl

iy

|

iyl

iyl

iy

3%
& B8-CLB: sp_wsm_waf_domain_clb

BHE: sp_wsm_waf_ultimate_clb

WSS mEiERIpid (ME— P EMAR) , BdpiditEEAREMER
=ERAR : 1000827

kiR : 1000830

HEARER : 1000832

=€ : 1000834
WrSSHEE 1 1000481
=%R-CLB:1001150
EdkiR-CLB : 1001152
HEAlkR-CLB:1001154

= &-CLB: 1001156
34 RE-CLB : 1001160

~fE: 1000830

wafZflZ
~EHE: waf_122345

1: 55043, O:FEEhiEs
wBE: 1

waflgERISEFRitigE R
BIfE: 9

TR R

Saas B#IR sv_wsm_waf_package_premium

Saas ®MkkR sv_wsm_waf_package_enterprise

Saas [ER sv_wsm_waf_package_ultimate

Saas IEFEIXMEEHRAIR sv_wsm_waf_package_premium_intl
Saas IEPEXFERIAR sv_wsm_waf_package_enterprise_intl
Saas IEPEXFEEMAR sv_wsm_waf_package_ultimate _intl
Saas WSS EE sv_wsm_waf_gps_ep

Saas & EE& sv_wsm_waf_domain

B&RIRCLB sv_wsm_waf_package_premium_clb

®IERCLB sv_wsm_waf_package_enterprise_clb

EAARCLB sv_wsm_waf_package_ultimate_clb
EhEXREERR CLB sv_wsm_waf_package_premium_clb_intl
EREXARERIRCLB sv_wsm_waf_package_premium_clb_intl
JEhEXAREEARCLB sv_wsm_waf_package_ultimate_clb _intl
WS RECLB sv_wsm_waf_qps_ep_clb

& EBECLB sv_wsm_waf_domain_clb

=BIE: ["sv_wsm_waf_package_ultimate_clb"]

IR EHE, —RISvLabelType—33R

wpE: ]
CurDeadline String & iiﬁgfﬁ’zig“—%fﬂiaﬂj17:38:sg
Instanceld String £l ggg?fﬂﬁ_@sﬁlﬁ;?api ==
Resourceld String & ﬁgg waf_2kxtlvk40hsvdnw7
CronJob
HN AT RO SR A

#UNT#EO5|M: AddAreaBanAreas, AddCustomRule, AddCustomWhiteRule, CreateAreaBanRule, CreatelpAccessControl,
ModifyAreaBanAreas, ModifyAreaBanRule, ModifyCustomRule, ModifyCustomWhiteRule, ModifylpAccessControl.

IRIFRE: BR=ItE (Ib5R) BRSEAR

Web RIS

£8597 #6473
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. xa i s
Days Array of Integer = g;g Eg{zlﬁ;;ﬁ
WDays Array of Integer = g;iﬂaiﬁjﬂnmgi
DealData
T T RN RIS

#WHINTFEOSIMA: CreateDeals, GenerateDealsAndPayNew, ModifyGenerateDeals

E=4 B R
ITESHR, TEIMUSEREMgoodsHEMTENE—H, BRFESITRIRIRFET R

DealNames Array of String REIE: ["20211119002000712600571"]
. . KiTHES, —AKITRESTAIUESIMFTE, RBEER—XTER{}L{(]
BigDealld String

~EE: 20211119002000712600561

DescribeAntilnfoLeakRulesStrategyltem
DescribeAntilnfoLeakRulesigEIRI#IRITTRPHIEAAIHNI TR

#HANT#EOSIA: DescribeAntilnfoLeakageRules,

& e at

Field String ;f;j{ﬁ: information
CompareFunc String if;::ﬂ:{ﬁ: contains
Content String -

=BIE: bankcard

DescribeAntiLeakageltem
s

#anTEO5IA: DescribeAntilnfoLeakageRules,

& wm ik

Ruleld Integer f—iiﬂ:; 1101

Name String ;Z{J{{E: Isc

Status Integer i—tw{:ﬁg 1

Action String ??:;E{E: 1
BUEERTIE)

CreateTime  String RBIE: "2021-09-18T20:26:06+08:00"

IRIFRE: BR=ItE (It ) BRSEATF 55598 16473
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=t ESi ik

PLAg st

Strategies Array of DescribeAntilnfoLeakRulesStrategyltem RBIE: [{"Field":"ua","CompareFunc":"rematch","Content":"luffy"}]

tESRIURL

Uri String wBIE: "ftest1"

{Evkadia)

ModifyTime  String RBIE: "2021-09-18T20:26:06+08:00"

DescribeAreaBanAreasRsp
DescribeAreaBanAreasiEO#EIE

#ANTFIEOSIA: DescribeAreaBanAreas,

E=d g5} ik

. RE 0" KA BRI " Fiaithidiis
Status String TEE: "0"

. HIRRIE custom-BEX(FiA). batch-itER5H
Source String — X

FHE: custom
. FREHE, kEMtEYIE

Areas Array of String FEUE: [T

. ERMESER
JobType String FIE: TimedJob
JobDateTime JobDateTime EMES GRS
CronType String et i

REHE: week

DescribeBotUCBRuleRsp
IRENE E NG IRAT RS
#HANT#EOSIA: DescribeBotSceneUCBRule,

E=4d ESicl ik
FAUEZIES
R A fl B BRul
es rray of InOutputBotUCBRule FBIE: [{"Name":"ucb-rule"}]
FI =8
Total |
otalCount nteger REIE: 98

DescribeCustomRulesRspRuleL.istitem
DescribeCustomRulesiEOEIBHRS S8

#HINTF#EOSIA: DescribeCustomRuleList, DescribeCustomWhiteRule

2 £S5 ik
. . EIEZRE, MARBERT, 2(KRANMIASE, IREME, MKREEE, SHRISKIE
ActionType String FEIME: 1
. BrigrysEmg

Bypass String aﬁa: ce

. . elEERdiE
CreateTime String TBIE: 2023-10-09T16:03:14+08:00
ExpireTime String i HARTiE

IRIFRE: BR=ItE (It ) BRSEATF 55599 #6473
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Web RIS

= sem e
~HE: 2023-10-09T16:03:14+08:00
Name String iﬁgfﬁ}anti
Redirect String iﬁgfm;fedirect_url
Ruleld String i:ﬁg 12211
Sortid String ﬁﬁg: 10
Status String 2;&;{5 0
Strategies Array of Strategy REEFE
Eventld String igj}; 11102
ModifyTime String ﬁzgiﬂzoza—1o—09T16:03:14+08:oo
ValidStatus Integer ;zgﬁ—]
Source String ??;IJ{E custom
JobType String :gg?'ﬁfedmb
JobDateTime JobDateTime :Eg%gao%fﬁo—oeﬂe:03:14+08:oo
CronType String ?xﬁgﬁﬁik
el String ;ﬁéfﬁiééﬂ}?*ﬂmum, AkREFRERERNEZAFBEEXR
Pageld String ﬁzgﬁﬂm
Domain String g;ﬁﬁ: www.test.com
Logicalop String gzﬁ:{#i@iEﬁ*%, XfFand. or, FHRTSNMBELEFMERES. HEIXKR
Domaininfo
domainiz

#ANTF#EOS1A: DescribeDomains,

& s ik

poman String = ﬁ?ﬂfﬁ: randy.qcloudwaf.com

pomainid string = ﬁ?ﬂ:; 11c88f0f292a5fd4a3002344271367b2
Instanceld String = SHIID

~E: waf_2kw60jgy0908e8j3

IRIFRE: BR=ItE (Ib5R) BRSEAR £600 #6475,



O BAT

E=4 ESid)
Cname String
Edition String
Region String
InstanceName String
ClsStatus Integer
FlowMode Integer
Status Integer
Mode Integer
Engine Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

o

HO

HO

o

HO

o

HO

il

HO

ik

cnamelisiit

BlfE: daelcae7d48ec31c7727a86a5c1a2a62.qcloudzygj.com

%2 FREsEHISEE

sparta-waf: SaaSE!WAFEfHI

clb-waf: GEEBIWAFELE)

cdc—clb-waf: CDCIME T GEHIIERWAFLE]
BIE: sparta_waf

hiuic
||g{egu: "ca"

T
"R ER":
"SR
"I
"EDEE":
"R
"EK"
"R

"gz"
Ilcdll
"fzec"
"szxX
"
"jnec"
"eq
"tsn"

"BRiMZRAL": "ru”
"EgE": "nj"
"EEES": "usw"
"Z=E": "th"
"I“#{Open": "gzopen"
RYIIERL": "szjr"
E=RE" "de"
"BAE": "jp"
"FBERBIL": "use"
"JbE=": "bj"
"REEE" "hk"
" "hzec"
"JbEERL": "bjjr"
" EigER": "shjr"
"&it": "tpe"
"E/R" ket

" Lig": "sh"
"SR "sg"
"EIE qy"

~EE: gz

il
TBUE: TMESER

BiIEEFRRS.
0: %

1: #RE

~E: 1

GHIERIWAFERES,
0: FE&iE=

1: EikiER

wBIE: 1

wafFEIRE,
0: %@

1: 7B
HIE: 1

NS 1ZERpsHPIER
0: MR

1: @R
wE: 1

S [EFIAIS I EMFER R SRS
1:ADIRIRTES, NS | 2 H R AIS I ERIFEF RIS
10: MUS|EMBRLAAISIEXAER
11: ANSIEMRKKAISIENRE
12: MNSIEMREZKAISIE=EHER

Web RIS

5560146473
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=t

CClList

RsList
Ports

LoadBalancerSet

Appld
State

CreateTime

Ipv6Status

BotStatus

Level

PostCLSStatus

PostCKafkaStatus

CdcClusters

ApiStatus

Array of String

Array of String

Array of Portinfo

Array of
LoadBalancerPackageNew

Integer

Integer

String

Integer

Integer

Integer

Integer

Integer

String

Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

HO

HO

HO

o

o

HO

jiy|

iy

|

i

iy

|

|

Web RIS

ik

20: M5 QKAISIEXAEN
21: MNSIEEHIKAISIEMRIE
22: MNSIEE=HIAKAISIE=EER
~BIfE: 10

ITESEBEIRE AIPSIR
~BE: ["129.101.25.0/24","129.101.20.0/24"]

SR mFEHAIPTIE
BE: ["134.175.221.0/24""2402:4e00:1020:1707::/64"]

RS iR AR E
whE:
[{"NginxServerld":257856,"Port":"80","Protocol":"http","UpstreamPort":"80","

GREHBEREXEE

ARid
~E: 323345279

GEIIERIWAF S LBIIFEIAT .
0: 1R{EmIh

4: IETE4PELB

6: IETERZ45LB

7: RR4BLBKIY

8: HBELBXW

10: POEBEEIR

=~HfE: 0

BUEAiE
~flfE: 2018-10-16 08:53:47

IpveFRIRE
0: Xid

1: 7z
wHIE: 1

BOTHXRZE.
0: %A

1: X

2: H#RE

3: AR
wENE: 1

ZHIRRAFER .
101: IMAEERR
102: MAEBEZRR
2: BHRIR

3: dkhR

4: HEAKR

6: M=hR
~E: 1

{RIBCLSIATS
0: %3

1: FE
~BIE: 1

g CKafkalkz,
0: %@

1: 73

HIE: 1

cdcEflFZBANNERHES, IEcdcEHIRRE o
fHE: "cluster-asdfas"

apIREF XIS,
0: %@

£5602 16473
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E=4 ESid)
AlbType String
SgState Integer
SgDetail String
CloudType String
Note String
SrclList Array of String
UpstreamDomainList = Array of String
SgID String
AccessStatus Integer
Labels Array of String
DomainPackageNew
waf HEf BREE

#WANTIEO3SIA: Describelnstances.

=3

Resourcelds

ValidTime

RenewFlag

Count

Region

DomainRuleld

ta & -MNidEStalk

%R

String

String

Integer

Integer

String

HO

HO

HO

HO

HO

o

iy

iyl

iy

iy

|

o

iyl

iyl

iyl

#ANT#EOS1A: DeleteCustomRule, ModifyCustomRuleStatus.

IRIFRE: BR=ItE (It ) BRSEATF

ik

1: #RE
~BE: 1

RIFABIGEIDESEE, Bhilclb,
clb: tERHIEREE
apisix: apisixpjxE
REIE: "clb"

R2ERS,

0: RE=R

1: IEBN=IRIL
2: REHEPELRY
3: ZeERETE
~NE: 1

RRERSRIFERRE
THE: “EREHRSAHE, HFmER’

BE=WE. hybrid: BE&=ES
public: 2E=HE
FBIE: public

HEEFER
THUE: &

SAASWAFiRisIP5IZ
BIfE: ["36.25.14.3","23.25.37.156"]

SAASWAFiRifi# &5

FBE: ["upstream1.com","upstream2.com"]

RL4HID
BIfE: sg-dasxsi

clbwaffgE NS
wENE: 1

HE iR
wBIE: ["label","label2"]

ik

BIRID
FBIE: waf_2kw60zgy0908e8j3

SRR iE]
=~fE: 2024-12-0115:27:23

EREMEE, 1: BHERE, 0: FEMERE

hE: 1

EEWIN
NE: 1

EENZiE, clb-wafEiigERE
~EE: 9z

Web RIS

55603 16473
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=t

Domain

Ruleld

DomainURI

—3EZDomain

WINTFEOSIA: ModifyDomainsCLSStatus,

=2

Domain

Edition

InstancelD

DomainsPartinfo
SaaSEWAFIEZi¥E

b5

String

String

String

1=
FHIE: www.test.com

Muid
w~BE: 1231

o

Wik g

%2
BIE: luca.qcloud.com

HO

[7ZS
EHE: clb—waf

HO

EHIID
BIE: waf_2kxu92323432d

o

#ANTIEOSIA: DescribeDomainDetailsSaas.

B

Domain

Domainld

Instanceld

Edition

InstanceName

Cert

CreateTime

Engine

HttpsRewrite

String

String

String

String

String

Integer

Integer

IRIFRE: BR=ItE (It ) BRSEATF

fiig

fh=
~BIE: randy.qcloudwaf.com

%= —ID
FBIE: 7d58ebf3db7e5f7e8a9145b0a7c6a7b31

tehZ FEsEHIE—ID
~BIE: waf_000g6ntyb21sdlk

oo
FBE: sparta—waf

& FRRsLhlE
TBUE: BEtRESER)

EH

~E: ———— BEGIN CERTIFICATE———-— XXX ————— END CERTIFICATE

el fELh ]
~BfE: 2023-12-04 19:52:24

NS IEFAIS I P ERBEERS
1:ADEAIRTS, HIN 5 [ = E & KAIS I RIBRIEF RIS
10: HINUSIEMRRAISIEXAE

11: NS IEMRKAISIEMRE

12: MNSIENRIKAISIEZHER

20: HNS|EE=HIKAISIEXAE

21: ANSISEE=HIKAISIENRER

22: MNSISE=HAKAISISE=HER

~BIfE: 10

EBABHTTPREHBHEEIHTTPS,
0: FzIpkie

1: FREZFEIEE

wBE: 1

Web RIS

$5604 1647
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=t £S5 fiiR

HttpsUpstreamPort  String ;;JI’{EPSI?(I)JF!WD
waffi2EBEE tERERS

0: &EIERIERS

1: BHEREPRS, wali§ERXFFEEERizIP

2: BEENRERSS, wafi§FERremote_addrikBEFixIP

3: EEHERIERS, wafi§FERBip_headers$iIEEY headerikEIZE FixIP
BIE: 0

IsCdn Integer

2EEABKE, BEF.
IsGray Integer SEIE: 1
REABHTTP2, SEABHTTPSINY SR
0: xi
1: B
E: 1

IsHttp2 Integer

EEFBEWebSocketziF,
0: %7

1: 7/

~EIE: 1

IsWebsocket Integer

ElFEREHIDEREE

0: &8
LoadBalance Integer 1: IP hash

2: hniEeia

~EIE: O

FriFiE
0: MmeEX
1: =g
wBIE: 1

Mode Integer

EHEIEBRITAR

PrivateKey String TOE: ————— BEGIN RSA PRIVATE KEY-—-—- e — END RSA PRIVATE KEY-—-—-

) CertType#i2hf, BBERUSEH, XRBNZSSLEAEEMIERI
Sstid String FHUE: cKnKQLJ
B EIFERAEREES . UpstreamTypea1id, EEERUFER

UpstreamDomain String FOIE: qq.com

(EIHEES SN

0: EEIPER
1: B R R
UE: 1

UpstreamType Integer

Array of IPEIERIAIEIEIPTIZR . UpstreamTypeB0Rt, FEEFRILFER

Srebist String FBIE: ["26.35.125.29","86.236.39.87"]

IR ORE

Array of wEHE:

Portinfo [{"NginxServerld":231056,"Port":"80","Protocol":"http","UpstreamPort":"80","UpstreamProtocol":"hi
{"NginxServerld":321607,"Port":"443","Protocol":"https","UpstreamPort":"80","UpstreamProtocol":"

Ports

ERHEE,

0: (REBEHTTPYSIMEO, KEITEH
CertType Integer 10 EBFKFHBEEIESR

2: IEBRIFREEIESR

TBIE: 1

RSBEEEHTTPSIHOR, HTTPSHIEIRNY

http: {EEhttptHYERE, FHttpsUpstreamPortE&1EH
https: fFERhttpstHXEIE

REE: https

UpstreamScheme String

Cls Integer BHEEREHE.
0: Xid

IRIFRE: BR=ItE (Ib5R) BRSEAR £8605 H647R
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=t £S5 fiiR

1: #E
~EIE: 1

EACname, SaaSEUFZERLCname#iTiEA

Cname String TIE: 940f377475e9155caa96623ccad545a78.qcloudwzgj.com

REEREKER,
0: EiEE
1: KiEE
~EIE: 1

IsKeepAlive Integer

EEFEEEERD
0: FHE

1: 7B

wENE: 1

ActiveCheck Integer

. TLSIRAER
TLSVersion Integer SEIE: 1
BEXHIMEEMHTIZER. CipherTemplateI3IHFEIEMFER, RTEEXWIMNEEM, EEZDescribeCiphersD
EO3REL,
w~BE: [1,2]

Array of

Ciphers Integer

INBEER,

0: AZIIEIE, HERZMER
1: BRABER

2: RERNEIR

3: BEXER

wBIE: 0

CipherTemplate Integer

WAFSiFi5A%IEERIRSE, #IA300s.

P ReadTi t Int
roxyReadTimeou nteger SEIE: 300

WAF5SiFiERISi#ERIRdiEl, #AIA300s.

ProxySendTimeout  Integer S 300

WAFEIERTRISNISEE
0: %XiFASNI, FEEclient_helloFfiserver_name
1: FFiESNI, client_hellokiserver_nameZBhirtt&

SniType Integer 2: FRESNI, SNINE BRI RS
3: FIESNI, SNIABENIHS
w~BIE: 2
. . SniType#a30Y, BEEELSE, RFEEENHISNI;
SniHost String FBE: randy.testwaf.com
. Array of EliRIPINE
Weights String I [, ]
IoHeaders Array of IsCdn=30Y, FREAEXheader
P String ENE: ["x-real-ip"]
EEHFBXFFEE,
XFFReset Integer 3:: ;‘:
BIfE: 0
. IEEEER
Note String SEE: i
U . BEXEIREHost. BARZEFHER, RRERBPIEEEREREHost.
pstreamHost String —
~EHE: www.qq.com
. b
Level String =fiE: 10
ProxyBuffer Integer REFREF 0-XA 1-FR

~EHE: 0

IRIFRE: BR=ItE (Ib5R) BRSEAR £8606 #647R
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E=4 7 Ry iR
EFiER, 0: FHBER 1: ERETLSERNEM BENSIFER 2: ABEZH(GHISEZRZPimihia
GmType Integer — K
=EHE: 0
EZEEEER, 0: TEZIEE 1: EBREIEBEEZBIES 2: EBRFEHITEESIESR
GmCertType Integer — X
=BEHE: 0
GmCert Strin GmCertTypeit, FEERWSH, FrEEEZEBIERE
e N9 Py - P— BEGIN CERTIFICATE-—-—— s — END CERTIFICATE-—-——
GmPrivatek Strin GmCertType1it, BEERWSH, XrEEEZERAIFANA
aterey 9 TOE: ————— BEGIN PRIVATE KEY----- s — END PRIVATE KEY---——
GmEncCert String GmCertTypeH1is, FEERWSEH, TrEEEZEBHIMZIES

~pE: ———— BEGIN CERTIFICATE-———- XXX ————— END CERTIFICATE-———-

GmEncPrivatekey | String GmCertType1it, BERAFUMSE, FTROEESEBIMETHITLE

w~EE: ———— BEGIN PRIVATE KEY———-- XXX ————— END PRIVATE KEY————-
. GmCertType/a2if, EBERISH, RAEBNZSSLESFREMIESI
GmSSLId String FHUE: aKnKQLJ
Label Array of =R
abels String FBIE: ["label","label2"]
HWIRTE . 0: BERIRN, 1: BRI
ProbeStatus Integer FBIE: 1
ElRRRE o
. 0: GHGEIR
UpstreamPolicy Integer 1: SHEE
~ENE: 1
UpstreamRules Array of b2 EIHEE S

UpstreamRule

DownloadAttackRecordinfo
THKEABCRMER
#WINTFEOSIA: GetAttackDownloadRecords.

E=4 ESid] R
igRID
Id Integer FEIE: 1
. THESS
TaskName String FHIE: task-name
. {EID
Taskld String FIE: task-id
. %2
Host String FE: waf.com
Count Inteqer LA THIESHEEREE
d wHHE: 10
THESETRS: 1-THiEl, 0-THES, 1-TH=H, 2-THEW, 4-EETH
Status Integer — ]
wBIHE: 1
. THEHIEURL
url String FHUE: furl
. . elzERAdE
CreateTime Timestamp FBIE: 2024-10-24 22:15:00
ModifyTime Timestamp BEEREANA

w~fE: 2024-10-24 22:15:00

IRIFRE: BR=ItE (Ib5R) BRSEAR ££607 H647R
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Web RIS

E=4 ESid) Fiiipay

ExpireTime Timestamp 233222024—10—24 22:15:00

TotalCount Integer ;iﬁg%i‘ﬁkﬂﬁﬂﬁaﬁﬁ
ExportAccessinfo

DescribeAccessExports#&O

WA TF#EOSIA: DescribeAccessExports,

E=4 ESid)
Exportld String
Query String
FileName String
FileSize Integer
Order String
Format String
Count Integer
Status String
From Integer
To Integer
CosPath String
CreateTime String
FieldWriteConfig

REMEFRERFHENER

ik

BESHESID
THE: "export-61daca5c-f341-4796-aeb3-4f2f598a06c7"

SEHERIED
T BUE: bot:

BESEXEE
BIE: name

BREXERN
wfiE: 0

BESEEHRE
TpE: "desc"

BESHEN
FIE: "json"

BESHHE
BIE: 6221

BETEKS . Processing:SHIEE#TH, Complete: SR, Failed:SiHEM, Expired:AESHERH (=XBHHE)
BIE: "Processing"

BESHiRiERE
BIE: 1625395948532

BESHERAE
TBIfE: 1626000748532

BESHEE
TE: /path

BESH eI E
~fE: "2021-07-13 19:07:15"

#WINT#EOSIA: CreatePostCKafkaFlow, DescribePostCKafkaFlows,

=t

EnableHeaders

EnableBody

EnableBot

ESic) Wik 3%

- 1:FE O:FFHB
Integer a FOIE: 1

- 1:7B 0:FFF
Integer & SOIE: 1
Integer = 1. 78 O: A FEF

w~hE: 1

IRIFRE: BR=ItE (It ) BRSEATF £608 647,



O BHS

FiltersitemNew
bOREsE G|

Web RIF3FmASE

#WANTEOSIA: BatchOperateUserSignatureRules, DescribeAntiFakeRules, DescribeAntilnfoLeakageRules, DescribeAttackWhiteRule,
DescribeBatchlpAccessControl, DescribeCCRuleList, DescribeCustomRuleList, DescribeCustomWhiteRule, DescribeDomains,
Describelnstances, DescribeObjects, DescribeUserSignatureRule, DescribeUserSignatureRuleV2,

=4 ESic)

Name String

Values Array of String
ExactMatch Boolean

FindAlIDomainDetail

&=
#HaNTFiENO3IA: DescribeFindDomainList.

E=4 ESid)
Appid Integer
Domain String
Ips Array of String
FindTime String
Instanceld String
Domainld String
Edition String
IsWafDomain Integer

FraudPkg

WEELERER

#ANT#EAOSIA: Describelnstances,

iR ESid)
Resourcelds String
Status Integer
Region Integer

IRIFRE: BR=ItE (It ) BRSEATF

Wik

=
E

HO

HO

Wik

iy

|

o

3%

FBRE; diE

FiTESIiE@EEZname /: DealName; valuehFiTES
FBIE: InstanceType

isE
REME: ["clb","saas"]

EEEmER
FBIE: true

filg

ARid
~BHE: 1302199257

t=
=fE: yshch.qcloudwaf.com

iHBZip
wBHE: ["127.1.1.1","22.121.13.1"]

RIALiE
A "2022-12-30 14:14:52"

sfilid
w~BIE: "waf_txt6556006u0c11”

g =id
w~BHE: "waf-i37RmbFW"

wafZi
=BE: "clb-waf"

2&EEAwaf
wBIE: 1

filiR

&iFid
BE: waf_insr3ws8sdbdf833s

UE: 1

tibisy
E: 1

55609 #6473
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E=4d ESid] Wi 3%
BeginTime String S ;EEI:EZOZFN—OS
. . £ERATE)
EndTime String & FEIE: 2021-01-05
InquireNum Integer & $EZ§1
UsedNum Integer & Eﬁiio
FEIFE
RenewFlag Integer & ;Wg' 1
GlobalScenelnfo
LHEFER. REEEAZRE. HARRSHNERER
AN T#EOS|A: DescribeBotSceneOverview,
E=4 ESic) ik
. #»=I1D
Sceneld String FBIE: 3034762512
SceneName String zagﬁﬁiiﬁg
={R5EL
Priority Integer ?i{yugﬁ%
. S ERATE
UpdateTime Integer FBIE: 1233254252
GoodNews
HETREOEAZSGoo0ds
#INT#EOSIM: GenerateDealsAndPayNew,
E=4d ESid] Wi R
= AmiE
GoodsNum Integer = FBIE: 1
. . - AR
GoodsDetail GoodsDetailNew = =@lE: GoodsDetail
ITERERID, ARB—RE— P UISH—firs (SHEMES: Y. BETE. &%)
SRR 102375(3W),102376(££2),102377(ZHE)
1RIVER : 10237 8(F719),102379(4£2%),102380(3He)
PEARKR : 102369(5719),102370(45%),102371(LH)
12 1 102372(F9),102373(££2%),102374(3EEL)
S EE : 101040(F4),101041(4£28),101042(3EL)
=
GoodsCategoryld  Integer = BHIR-CLB: #i% 101198 53 101199 &2 101200
®JER-CLB 101204 (#1),101205(4£%%),101206/(Z£HL)
HEARRR-CLB : 101201(¥713),101202(££2%),101203(Z=HEz)
& 8-CLB: 101207 (374),101208(££2%),101209(Z=HEe)
W3 BE-CLB: 101210(#4),101211(££2%),101212(3=Ee)
BEHE: 101201
Regionld Integer S WEwafLFIXiEID

1 RTEWZKIEER;

IRIFRE: BR=ItE (It ) BRSEATF ££610 H647R
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=t

Goods

HETREEZEAOHASGoods

#aNT#EOSIA: ModifyGenerateDeals,

B

PayMode

GoodsNum

GoodsDetail

Projectid

GoodsCategoryld

Platform

Regionld

GoodsDetail
7= R4

£S5

Integer

Integer

GoodsDetail

Integer

Integer

Integer

Integer

WINTFEOSIA: ModifyGenerateDeals,

B

TimeSpan

TimeUnit

ProductCode

SubProductCode

Pid

Productinfo

InstanceName

ElasticQps

FlexBill

£

Integer

String

String

String

Integer

Array of Productinfo

String

Integer

Integer

IRIFRE: BR=ItE (It ) BRSEATF

i

Web RIS

ORTMEIEFEXMEER
wBIHE: 1
Wik R
o TEER, 1: 7095, 0:FEH
= FEE: 1
o AmiEE
= TAEME: 1
- AR
= TfE: GoodsDetail
- BiAK0
= FGIE: TEID
- HEEEID, Mkicid
= FBIE: 101201
~ FARE, Bl
= FEIE: 1
- WEwafEHIREID
= FEIE: 1
Wik i
o B EiEi
= BIE: 1
- Bf, ZHm. y. d
= TBIE: m
o ot
= ~EHE: p_wsm_waf
- TIRFERD
= FE: sp_wsm_waf_ultimate_clb
- i+ HsERgid
= TBIE: 1066775
= waff=mig
= FE: [{"Name":"n","Value":"v"}]
. wafsLfl&
= TBIE: waf_122345
. QPS#=
= wEE: 1
S

BIE: 10543

5£56116473)



O BAT

E=4 ESic)
AutoRenewFlag Integer
RealRegion Integer

Type String
LabelTypes Array of String

LabelCounts Array of Integer

CurDeadline String
Instanceld String
GoodsDetailNew
F=mmAB4R

HINTF#EOSIA: GenerateDealsAndPayNew,

E=4 HE
TimeSpan Integer
TimeUnit String
SubProductCode String
Pid Integer
InstanceName String

IRIFRE: BR=ItE (Ib5R) BRSEAR

iyl

iyl

iyl

iyl

i

1: 5504, 0:FEnhiEs
wBHE: 1

wafldSERISEFRitgE R
wBIE: 9

|

WafsEFI3d Rif — %= RiE
FBE: sp_wsm_waf_ultimate_clb

iy

TR S
FBIE: ["sv_wsm_waf_package_ultimate_clb"]

iyl

T EARIREEE, —#RFISvLabelType—33h
wBIE: [1]

iyl

THECHER, SCEIZIHARTE
=~fE: 2023-02-28 17:38:59

iyl

SFERIEFIMEEDbot api L
FE: waf_swdg23

iyl

fiiR

BiaiEpE
wENE: 1

B, XIFMWEd. m. yBI (H. B. &)
~EHE: m

FrEming, . #ila, E&uE, ThEATMEoldConfig newConfigEE

Saas SR : sp_wsm_waf_premium
SaastElAR : sp_wsm_waf_enterprise
SaashEfhR : sp_wsm_waf_ultimate
Saas WSS EB&: sp_wsm_waf_gpsep
Saas & E&: sp_wsm_waf_domain

=&h-CLB:sp_wsm_waf_premium_clb
AR~ CLB : sp_wsm_waf_enterprise_clb
HEARRR-CLB:sp_wsm_waf_ultimate_clb
Wi BE-CLB: sp_wsm_waf_qpsep_clb
& B8-CLB: sp_wsm_waf_domain_clb

BHE: sp_wsm_waf_ultimate_clb

WSS mEiERIpid (ME— P EMAR) , BdpiditEEAREMMER
=ERAR : 1000827

kiR : 1000830

HEARKR : 1000832

=€ : 1000834
WrSSHEE 1 1000481
=%R-CLB:1001150
EdkiR-CLB : 1001152
WAk -CLB:1001154

= &-CLB: 1001156
54 RE-CLB : 1001160

~fE: 1000830

wafZflZ
~EHE: waf_122345

Web RIS

55612 36471



O BAT

=t

AutoRenewFlag

RealRegion

LabelTypes

LabelCounts
CurDeadline
Instanceld
Resourceld

MicroVersion

HostDel
CLB-WAFIFgEZ 25
#ANTFIEOSIA: DeleteHost,

=2

Domain
Domainld

InstancelD

HostRecord
GEIIERWAFEZEE

E5id]

Integer

Integer

Array of String

Array of Integer

String

String

String

String

bS]

String

String

String

iyl

iyl

i

iy

ji|

iyl

o

HO

iyl

fiik

1:E5h4E3E, O:FEnhiEsk
wBE: 1

wafldSERISEFRitgE R
wHIfE: 9

TR R S

Saas B#IR sv_wsm_waf_package_premium

Saas ®®MkkR sv_wsm_waf_package_enterprise

Saas [ER sv_wsm_waf_package_ultimate

Saas IFFEXESHRIR sv_wsm_waf_package_premium_intl
Saas IEFEXFERIAR sv_wsm_waf_package_enterprise_intl
Saas IEFEXFEEMAR sv_wsm_waf_package_ultimate _intl
Saas WSS EE sv_wsm_waf_gps_ep

Saas & EE& sv_wsm_waf_domain

=&MCLB sv_wsm_waf_package_premium_clb

ARCLB sv_wsm_waf_package_enterprise_clb

EAARCLB sv_wsm_waf_package_ultimate_clb
EhEXREERIR CLB sv_wsm_waf_package_premium_clb_intl
EREXRERIRCLB sv_wsm_waf_package_premium_clb_intl
JEhEXAREEARCLB sv_wsm_waf_package_ultimate_clb _intl
W33 EECLB sv_wsm_waf_gps_ep_clb

HZ EB8CLB sv_wsm_waf_domain_clb

FBE: ["sv_wsm_waf_package_ultimate_clb"]

HEATIFEEE, —RISvLabelType—33R
wEIE: [1]

LECER, STHIZIEARYE
~flfE: 2023-02-28 17:38:59

SHFERIEFIEEDbot HKapi B2
BE: waf_swdg23

&iRid
FBIE: waf_2kxtlvk40hsvdnw7

Eclb-wafsk&Esaas-waf
BE: clb—waf

ik

1%
TBIE: "txwafwx.qcloudwaf.com"

1H=1D
w~BE: "waf-SdN1ajkf"

SCff SR
FNE: "waf_1xf2vsq6ntyb"

#WANT#EOSIA: CreateHost, DescribeHost, DescribeHosts, ModifyHost.

IRIFRE: BR=ItE (Ib5R) BRSEAR

Web RIS
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=t

Domain
Domainld

MainDomain

Mode

Status

State

Engine

IsCdn

LoadBalancerSet

Region

Edition

FlowMode

ClsStatus

Level

CdcClusters

String

String

Integer

Integer

Integer

Integer

Integer

Array of
LoadBalancer

String

String

Integer

Integer

Integer

Array of String

IRIFRE: BR=ItE (Ib5R) BRSEAR

a0l

o

HO

HO

o

HO

il

o

HO

il

o

HO

il

iyl

iyl

Web RIS

ik

th=
~BNE: "txwafqq.qcloudwaf.com”

= E—ID
HE: "waf-BzOWntsz"

EiFE, A\SHIE
FBNE: "gcloudwaf.com"

5 | ERpiPE
0: MeEX

1: g
wBIE: 1

wafflREIERINBEXR.
0: KR4bE
1: E4E
wBIE: 1

clbwafi# & eIk
0: ER{ERRIN

4: EE4PELB

6: IE7ERE4LB

7: FRHLBRM

8: HELBEXM

10: PEREEIR

wENE: 1

MM IEFAIS I EMFERBRERE

1:ADIEIRTS, FINS | S E & &AIS | ZERIBIEARIRTE
10: MNSIEMRAKAISIZEXAEN

11: MNSIENRKAIS|EMERIE

12: MNSILNRAKAISIE=HE

20: HMNSIEE=HIKAISIEXAER

21: MNSISEHLAKAISIZRMRIER

22: MNSIEEHKAISIZIEZEER

wBIfE: 20

waffI2EHBEE LERERS. 0: REHMENERS 1: GHBRIERS, walSERXFFREERREIP
2: BEENRIERS, wafi§FERAremote_addrikEEFizIP 3: BEENIERS, wafi§ER
ip_headersRIAE X headeriXBlE FixIP

TBIE: 0

HPEMRHIIEGREDTIFR

wBIE: [{"Protocol": "HTTP", "Zone": "1", "Region": "cd", "LoadBalancerName": "80Ib",
"Listenerld": "Ibl-2kOgmnv1", "Vip": "112.12.2.5", "ListenerName": "80http",
"LoadBalancerld": "lb—-mhb5j9gt", "Vport": "80" } ]

2 4BEAL BRI, LUESHEISA Mt
wE: "gz"

IS FREEGIKE,, RHITEEWAFAE"clb-waf"
wHiE: "clb-waf"

GHDERWAFEZNREER .
1: EixiEx

0: FEiHE=

wENE: 1

EEFRBEERE,

1: 7R

0: Xi

BIE: 1

BAiPESR, Ai%EE100,200,300
=BIE: 100

HEFETRIMcdcERTIR. (XCDCIZRTIER

55614 $£6473)
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E=4 i Wik iR
TBHE: ["cluster-041khj88"," cluster—o041khj99"]
MFABGHDEERR, Eikclb,

clb: tERHZMEER
apisix: apisixPIxE

AlbT i &
ype String 5 tsegw: EZEEAPIRX
scf: =EH
& clb
. - IsCdn=30, FEEISH, FRAEXheader
IpHeaders Array of String a FOUE: ["x—real-ip"]
U] =cSici
. 1: menshen
=
EngineType Integer a 2: tiga
~BEHE: 1
=HEE,
public:2B=
CloudType String a private:fAE=
hybrid::B&=
~UE: "public”
. E&EER
Not a
ote String = FOE: &%
HostStatus
RBWAFPRSHEIIE
WANTEOSIA: ModifyHostStatus,
E=4 ESic] Wik iR
. . f=2
D St =
omain rng = FBE: "test.gcloudwaf.com"”
. . - i%ZID
Domainld String = FOUE: "waf_0Mntyb"
WAF#FX, 1: 7, 0: %
Stat Int =
atus nteger = I 1
. SEFIID
| ID &
nstance String = TEIE: "waf_000g6ntyb"
HybridPkg
BEZTRRRER
#INTF#EOSIA: Describelnstances.
E=4 ESic) Wik ik
&iRid
H ==
Resourcelds String & FBIE: sada
Status Integer B &
g = I 1
. e
a
Region Integer 8 FOEIE: 1
- . FHaATE
A=
BeginTime String a FBIE: 2021-01-05
SESERi
EndTime String B FERATIE

~fE: 2021-01-05

IRIFRE: BR=ItE (It ) BRSEATF £615 H647R
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=t

InquireNum

UsedNum

RenewFlag

InOutputBotUCBRule
IEXFREEEGANIAES, SHEEAUFIEEHS

E5id]

Integer

Integer

Integer

|

o

iyl

W TFEOSIM: DescribeBotSceneUCBRule, ModifyBotSceneUCBRule,

B

Domain

Name

Rule

Action

OonOff

RuleType

Prior

Timestamp

Label

Sceneld

ValidTime

Appid

AdditionArg

Desc

Ruleld

PreDefine

£S5

String

String

Array of InOutputUCBRuleEntry

String

String

Integer

Integer

Integer

String

String

String

Integer

Integer

String

String

String

Boolean

IRIFRE: BR=ItE (It ) BRSEATF

Witk

=
E

2l

]

]

]

il

il

O

il

o

i

o

oy

oy

m

|

m

fig

b
~HE

ik

RiEHE
E: 1

ER#ME
wBifE: 0

SRS
E: 1

: admin.com

MNZFR

wHE

. ucb-rule

UCBHIE (AR

7]_T1§ME [{"key":"urI","op":"eq","value“:"/l uﬂ:yn}]

WBE

w~HE

. intercept

T

w~hE

- on

A ES

TIE

10

MR

TBIE

H|

[ CRIETE

THIE

tRE

THE

A2ID
w~HE

#RID
w~hE

1 123243253

: bad bot

1 3012314124

1 3012314124

& diE

w~hE

: 1000

EAHappid

~HE

1 123252257

BN

HE

- none

G

w~hE

MWD
w~HE

true-ZH#FRZNAN false—BHE XN

w~hE

- hemo

1 30123124

. true

Web RIS

£5616 6473
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E=4 ESid)

JobType String

JobDateTime JobDateTime

ExpireTime Integer

ValidStatus Integer

BlockPageld Integer

ActionList Array of UCBActionProportion

DelayTime Integer

InOutputUCBRuleEntry
BEAMUCBMIRUle 4R

Web RIS

Witk ]

ERMESER
~fE: cronjob

ERHMESES
FBE: {"TimeTZone":"utc+8"}

o

Al b ]
HE: 12334463

oy

E¥-1,5%8-0
~BE: 234352324

oy

BEXEETTEID
wE: 10

m

HAction=intercepthy, WFER%IE
FBE: [{"Action":"monitor","Proportion":0.5}]

o

iERdiE
FBIE: 10

m

#ENT#EOS|M: DescribeBotSceneUCBRule, ModifyBotSceneUCBRule,

E=4 ESid)

Key String

Op String

Value UCBEntryValue

OpOp String

OpArg Array of String
OpValue Float

Name String

Areas Array of Area
Lang String

ParamCompareList Array of ParamComparelList

Instancelnfo

— N EGIRSEEEE
WANTIEOSIA: Describelnstances.

IRIFRE: BR=ItE (It ) BRSEATF

Wi

a
[=]

iyl

iy

iy

i

iy

|

o

iyl

iyl

iR

i
~BlE: avg_speed

1RE
wBIE: >

=]
=E: {"basicvalue":"10"}

ATERIH TR
BIE: none

AlERIH TS E
=Bl{E: none

AJiEAgA FE(E
~Bl{E: none

Header&#{ERI{ER

~BE: post

X ik

FHE: [{"Country":"china"}]
BEEWE

BIE: cn

SHITE
FE: [{"Key":"ddp","Value":"waf'},{"Key":"ddp2","Value":"waf1"}]

5617 3647:)



2 E%\_L:HE Web RIFFsA S

=t bS] ik R

EIgE—ID
wBE: waf_2kufmrOu71ae5dz7

o

Instanceld String

STHIBR
BIE: TESTEEH)

o

InstanceName String

SEFIIREEIRID, HEER
FE: waf_2kufmr9u71ae5dz7

2l

Resourcelds String

ST
wHIE: gz

2l

Region String

&R
fE: 1

2l

PayMode Integer

BEhEEEITR .
0: Xi

1: #E
EIE: 1

Ll

RenewFlag Integer

TSR,
0: xiA

1: 7z
~EIE: 1

2l

Mode Integer

EHIEERRA .
101: MAER
102: {BIRIR
2: SRR

3: fRukAR

4: HERR

6: MZIR
wEIE: 2

2l

Level Integer

SEIZHARY 8

ValidTime String FHIE: 2023-11-1519:23:06

2l

SEBIFFSRATIE
~BHE: 2023-11-1519:23:06

2l

BeginTime String

EEREHSE
=hIE: 4

2l

DomainCount Integer

HEME LR
hE: 5

2l

SubDomainLimit Integer

CEREEHSE
ThBIE: 4

ol

MainDomainCount Integer

ElZHE IR
T~BIE: 5

Ll

MainDomainLimit Integer

ZHFI30XAQPSIEE

MaxQPS Integer BE: 10000

Ll

qpsi BaER

QPS QPSPackageNew = FBIE: {"Resourcelds":"","ValidTime":"","RenewFlag":0,"Count":0,"Region":"","Billinc

HET REER

DomainPkg DomainPackageNew = FBIE: {"Resourcelds":"","ValidTime":"","RenewFlag":0,"Count":0,"Region":""}

FPFappid
HE: 129873089

il

Appld Integer

clbaksaas

Edition String FBIE: sparta-waf

il

IsEes

FraudPkg FraudPkg FBE: {"Resourcelds":"","Status":0,"Region":0,"BeginTime":"","EndTime":"","Inquire

il

IRIFRE: BR=ItE (Ib5R) BRSEAR ££618 #6471



2\ E%‘ﬂ:l_ﬁ Web RIFFsA S

E=4 ESid) Wik ik
Bot®RE
BotPkg BotPkg & FBE: {"Resourcelds":"waf_2kuil2fm02vqm7z3","Status":1,"Region":1,"BeginTime":
15:38:04","Type":"sv_wsm_waf_scene_bot","InquireNum":1,"UsedNum":0,"RenewF
botkiqpsi¥iE
=
BotQPS BotQPS = FBE: {"Resourcelds":"","ValidTime":"","Count":0,"Region":"","MaxBotQPS":20,"Rel
- - qpsiétEitEE LR
ElasticBilling Integer a FBIE: 10000
WEAEREFX
=
AttackLogPost Integer & FEIE: 0
. - WERIRE, BAB/S(EHEW)
MaxBandwidth Integer B FOIE: 1024
. - apiREEBME
APISecurity Integer a FEIE: 1
= WEEIqps
QpsStandard Integer = FEIE: 10000
. - TAEHTH RS
BandwidthStandard Integer = FBIE: 500
- LIRS
Status Integer a FEIE: 1
- EHlivfEqpsE
SandboxQps Integer a FBIE: 30000
=5 H 1
o - 2Rapi Z2idH
IsAPISecurityTrial Integer a FHIE: 1
. E )
. ==
MajorEventsPkg MajorEventsPkg = TfifE: {"Resourcelds":"","Status":0,"Region":0,"BeginTime":"","EndTime":"","Inquire
BA S e
. . o= u:m:uK?F,.“@
HybridPkg HybridPkg a8 TIE: {"Resourcelds":" "Status™0,"Region":0,"BeginTime":","EndTime":","Inquire
APIZ2ZREE
ApiPkg ApiPkg & FBE: {"Resourcelds":"waf_2kw60zgy0908e8j3_0_api","Status":1,"Region":1,"Begi
00:01:51","InquireNum™:1,"UsedNum":0,"Billingltem":"sv_wsm_waf_scene_ent","Re
IMNEFRZ2NES
MiniPkg MiniPkg & =~BE: {"Resourcelds":"waf_mini","Status":1,"Region":1,"BeginTime":"2024-04-111
11:31:01","Count":5,"Billingltem":"sv_wsm_waf_scene_mini","RenewFlag":1,"Acces:
. - IMERqpsitg
MiniQpsStandard Integer a FBIE: 100
- — IMEFqpsIEE
MiniMaxQPS Integer a FHIE: 50
B R— B St
LastQpsExceedTime  String & B IRE R

~BfE: 2023-11-1519:23:06

IMEFREENDHET K
MiniExtendPkg MiniExtendPkg a FBfE: {"Resourcelds":"waf_2kw60zgy0908e8j3_0_mini_extend","Status":1,"Regio
23:35:08","Count":1,"Billingltem™":"sv_wsm_waf_exp_exp","RenewFlag":1}

THEETR

Billingltem String = T~BE: sv_wsm_waf_package_ultimate

SCHIFEHRRERIARIR
UE: 1

i}

FreeDelayFlag Integer

RIE3XRXqps

Last3MaxQPS Integer FEHE: 300

i}

IRIFRE: BR=ItE (Ib5R) BRSEAR ££619 H647R
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E=4 ESic]
Last3MaxBandwidth Integer
MajorEventsProPkg MajorEventsProPkg
BasicFlag Integer
IpAccessControlData
TSRS

#WANT#EOS|MA: DescribelpAccessControl,

oy

oy

]
RIE3RRAHE
~BIE: 1000

BREEE
THIE: FERERS

1=2EMt2025kR4; 0F=2
BUE: Eii2025kRAFR

Array of IpAccessControlltem

E=4 ESic]
Res
TotalCount Integer
IpAccessControlitem
ipEEASE

#HANTHEOSIA: DescribelpAccessControl,

=t

Id

ActionType

Ip

Note

Source

TsVersion

ValidTs

ValidStatus

Ruleld

IpList

CreateTime

JobType

CronType

®m

String

Integer

String

String

String

Integer

Integer

Integer

Integer

Array of String

Integer

String

String

IRIFRE: BR=ItE (It ) BRSEATF

fiR

mongoxAigid

wBIE: 64f9ad91ca22cf647117e44d

e
fUfE: 0

ip
~EHE: 1.1.1.1

&it
wHIE: &iE

kiR
BE: batch

EHEEE

~E: 1721739582944

BRI EE
~BIE: 1719630832

BIE: 0

55000001
BIE: MWD

Pl

BIE: ["12.65.102.1","102.66.89.0"]

HUNY B ERAT &)
& 0

ERMESER
B{E: TimedJob

[AHAES R
THIE: week

ik
ipEBR&S

i
aBiE: 1

Web RIS
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& =]
JobDateTime JobDateTime
IpAccessControlParam

IPEESRSHENE, EERTIPEEZHNSA,

#HaNTFEAOSIA: ImportlpAccessControl,

=t

IpList
ValidTs
ActionType

Note

IpHitltem
ipEERS SR

B Wik R

I
Array of String = PoIZ

427FE2E, 40HABE

Integer =
Integer = ~HHE: 42
String & =

#aNTENOSIA: DescribeAutoDenylP, DescribelpHititems.

=4 i
Action Integer
Category String
Ip String
Name String
TsVersion Integer
ValidTs Integer

IpHitltemsData

HRBY

#HINTF#EOSIA: DescribeAutoDenylP, DescribelpHitltems,

£ bS] g
TotalCount Integer ;iﬁ; 1
JobDateTime

IRIFRE: BR=ItE (It ) BRSEATF

wHIE: &iFE

ERMESEEFE

BIE: ["192.168.1.1","192.168.1.2"]

valid_tsAEXBH, EHRFPREEE ( (1016805704201£%2023-04-04 09:07:00) )
~flfE: 1680570420

R

EE
wBlfE: 32

£S5

w~flfE: CC

ip

w~BIE: 192.168.1.1

MNZFR

BHE: rulename

A&

~fIfE: 1730625888

B LR EE

~BIE: 1730625888

Web RIF3FmASE

[{"Action":32,"Category":"cc","Ip":"192.168.1.1","Name":"name","TsVersion":1730625888,"Valid Ts":1730625888}]

5562164731
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MM ATRIBTIEN 5D 4

Web RIS

#UNTF#EOSIA: AddAreaBanAreas, AddCustomRule, AddCustomWhiteRule, CreateAreaBanRule, CreatelpAccessControl,
DescribeAreaBanAreas, DescribeAreaBanRule, DescribeBatchlpAccessControl, DescribeBotSceneUCBRule, DescribeCustomRuleList,
DescribeCustomWhiteRule, DescribelpAccessControl, ModifyAreaBanAreas, ModifyAreaBanRule, ModifyBotSceneUCBRule,
ModifyCustomRule, ModifyCustomWhiteRule, ModifylpAccessControl.

E=4 ESid]
Timed Array of TimedJob
Cron Array of CronJob
TimeTZone String

KVint

Key-Valuelféz{, ValueAint

#WANTEOSIA: DescribeTopAttackDomain,

E=4 ESicl

Key String

Value Integer
LoadBalancer
REINERINEIRES

3

17|

ERRITRIEASE
aBIfE: [{"StartDateTime":1711618518 ,"EndDateTime":1711918518}]

BB TRIB RIS ¥
aBiE: [{"Day":12,"WDay":2,"StartTime":"12:11","EndTime":"21:00"}]

X
~HlE: UTC+8

]

Key
FBIE: clbwaf-shjr.qcloudwaf.com

Value
TBHE: 93

#HANT#EOSIA: CreateHost, DescribeHost, DescribeHosts, ModifyHost.

E=4 ESid)
LoadBalancerld String
LoadBalancerName String
Listenerld String
ListenerName String
Vport Integer
Region String
Protocol String
Zone String
Vip String
NumericalVpcld Integer

IRIFRE: BR=ItE (It ) BRSEATF

Wik

=
E

HO

HO

HO

HO

HO

HO

iy

ik

GG LDRYID
FHE: Ib—jbtg6mms8

GEHIELDRIEIR
=E: randy-clb—waf

GEIEEIRERRIID
BIE: Ibl-hw2avhk0

REIESITEAI IR
NE: waftest

GHEFIARO
wpBifE: 80

AL DAYiIS;
wHIE: gz

BEIREEHNY, http. https
REIHE: http

RGeS FRTERYZoNe
& ap—guangzhou-3

GEIIELHIRIP,. & CLB VIPAIES,
BIE: 136.51.67.104

GHBEVPCID, ARHI-1, AMKZIRES
TBIE: 546585

55622 36471
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E=4 ESid]
LoadBalancerType String
LoadBalancerDomain String

LoadBalancerPackageNew
S8

#WANT#EOSIA: DescribeDomainDetailsClb, DescribeDomains.

=2

Listenerld

ListenerName

LoadBalancerld

LoadBalancerName

Protocol

Region

Vip

Vport

IRIFRE: BR=ItE (It ) BRSEATF

oy

ik

GE SRR
~BIE: OPEN

SIS
BHE: Ib—jbtg6mm8-voix4syum7jtqz5n.clb.ap—guangzhou.tencentclb.com

String

String

String

String

String

String

Integer

1, OPEN:

2l

HO

HO

2l

il

Lol

Ll

22/ INTERNAL : AN

3%

50Rid

~BHE: Ibl-2ngb9pkz
SIS

FENE: (1P
fRFIEId

TBE: Ib-3fty24ab
REFIIE2

wNE: 1P

hiY

FENE: HTTP
X

"ZEE": "ca",
"I "gz",
Ilﬁﬁgﬂll: "cdll,
"= "fzec",
SR "szx",
"ENE": "in",
Iliﬁﬁll: lljnecll,
“EE": llcqll’
"XKiE": "tsn",
"RRMZRAL": "ru”,
"ﬁg‘:“: "nj"’
"EEREA" "usw",
"#=E": "th",

"T"}{Open": "gzopen",
FYIER": "szjr,
"E=5RE" "de",
"BE P,
"BERIL": "use",
"Jb=": "bj",
"hEEE": "hk",
"' "hzec",
"Jt=ERL": "bjjr",
" LigER": "shjr,
"&dt": "tpe",
"BE/R": "kr",

" Eig": "sh",
"FONE": "sg",
A gy
~NE: gz

EAIP

5HE: 81.70.116.92
EANIRO

=BIE: 80

Web RIS
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E=4 ESid] Wik 3%
. o bicho
Zone String = FBIE: ap-beijing—1
. - VPCID
NumericalVpcld Integer = FOIE: 6123
. - CLB2E
LoadBalancerType String = =BIfE: open
. . - GRS A=
LoadBalancerDomain String & IfE: randy.qcloudwaf.com
LogHistograminfo
WEBAERIT#E
WINTF#EOSIMA: GetAttackHistogram,
E=gd ESic] iR
BHESH
Count Integer wpIfE: 10
) A iEEE
TimeStamp Integer FBIE: 1720616514
MajorEventsPkg
BRFIFERER

#WANTIEOSIA: Describelnstances.

E=4 ESid) Wik Fizipa
Resourcelds String & i?;;; sada
Status Integer & ngﬁ: 1
Region Integer & f—Tﬂ:z{E: 1
BeginTime String & 2?22252021—01—05
EndTime String & iéﬁug?zom-m—os
InquireNum Integer & ;;ﬁ§§1
UsedNum Integer & ggizéo
RenewFlag Integer & §§2f1
Billingltem String = ;ﬁg sv_wsm_waf_scene_major_events_basic
HWState Integer & ;_F_\I?;Jg%?
MajorEventsProPkg
BRFPRRER

IRIFRE: BR=ItE (It ) BRSEATF 55624 647
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#ANTFIEOSIA: Describelnstances.

=2

Resourcelds

Status

Region

BeginTime

EndTime

InquireNum

UsedNum

RenewFlag

Billingltem

MiniExtendPkg
MEFESBA DY BEREE

ESid]

String

Integer

Integer

String

String

Integer

Integer

Integer

String

#aNT#ENOSIA: Describelnstances,

B

Resourcelds
Status
Region
BeginTime
EndTime
Count
RenewFlag

Billingltem

MiniPkg

MEFRERFER

B

String

Integer

Integer

String

String

Integer

Integer

String

#WANTFIEO3SIA: Describelnstances.

IRIFRE: BR=ItE (It ) BRSEATF

o

iyl

iyl

iyl

iyl

iyl

iyl

iyl

iyl

iyl

il

il

|

o

iyl

o

iyl

ik

&#iRid
FHIE: sada

K&
E: 1

bt
E: 1

Friaatia
=~FIE: 2021-01-05

£5TRATE)
=~FIE: 2021-01-05

RigHE
BuE: 1

ER%E
E: 0

SRS
wBIHE: 1

IR
BE: sv_wsm_waf_scene_major_events_basic

fiaiR

&iFid
TE: sada

w~IE: 1

bt
IE: 1

Froandial
~fE: 2021-01-05

Z5EREdiE)
~fE: 2021-01-05

WZHE
wBE: 1

SEITE
E: 1

IR
FE: sv_wsm_waf_scene_major_events_basic

Web RIS

£5625 16473
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W ESid) Wi 353
. y Stri - &iRid
esourcelds ring = TFIE: waf_2kw60zgy0908e8j3_1_mini
Status Integer a "
9 = ~BEHE: 1
ithisg
. ==
Region Integer = wBIE: 1
FriaadiE
BeginTime String = SBIE: 2021-01-05
LETRATIE
. . ==
EndTime String 2 RBIE: 2021-01-05
- TAEHE
Count Integer = wBIE: 1
HHEINE
=
RenewFlag Integer = RBIfE: 1
N ) . HHEEIR
Billingltem String = =BE: sv_wsm_waf_scene_major_events_basic
ParamCompareList

bot-BEXMNERSEELITEIDF
#anT#EO5IA: DescribeBotSceneUCBRule, ModifyBotSceneUCBRule.

& E3:0) itk e
. \ EREMIL RS
Key String = THIE: keyl
Val Stri - B S a0 Ui
alue ring = FHIE: valuel
PeakPointsitem

PeakPoints#HIR

#ANTF#EO51A: DescribePeakPoints,

E=4 ESidl R
Time Integer RBIRTIEE
w~BIE: 2
QPS
Access Integer =IE: 1
U Integer HiTHRIEE, $uB
g g FOUE: 4
Down Integer T EIgE, BB
wEHE: 7
WebXEHRE
Attack Integer SoiE: 8
Cc Integer CCIEHEIRE
g FHIE: 9
Bot gps
BotAccess Integer 00

IRIFRE: BR=ItE (It ) BRSEATF £5626 16473
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=t

StatusServerError
StatusClientError
StatusRedirect
StatusOk
UpstreamServerError
UpstreamClientError
UpstreamRedirect
BlackIP

Tamper

Leak

ACL

WxAccess

WxCount

WxUp

WxDown

Piechartitem

THEREZE

#WHNTF#EOSIM: DescribeAttackTypeo

B

Type

Count

Portinfo

IRSSiRAECE

AN T#EOSIA: DescribeDomainDetailsSaas, DescribeDomains.

IRIFRE: BR=ItE (It ) BRSEATF

ESid]

String

Integer

E5id]

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

filiR

WAFREIA 2 Fimik S8 5008
wBIE: 1

WAFIREIZE Fimik S840 R ¥
hE: 1

WAFIREISEFimikSi8302:R 5
hiE: 2

WAFEEI4ZE FimiASi320 284
HifE: 3

RISREIESWAFRZSTE5 X E
hIE: 4

RIS EISWAFIKSBAXREL
HifE: 5

EEHREIRWAFIRSIE302)%81
~BIE: 6

EZgRE
wEIE: 1

PrEEMORE
~EIE: 1

(SR EERE
~EE: 1

B
UE: 1

M2 gps
BIE: 1

INVERRIBERE
hIE: 1

INVERLITHERIEE, $B
E: 1

IMERTITHEIEE, BB
hfE: 1

R

ESid]
wHE: attack

e
wBifE: 10

Web RIS
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=t

NginxServerld
Port

Protocol
UpstreamPort

UpstreamProtocol

Portltem
PSR OREES

#HINTF#EOSIA: AddSpartaProtection, DescribeSpartaProtectioninfo.

=3

Port

Protocol

UpstreamPort

UpstreamProtocol

NginxServerld

PostCKafkaFlowlInfo
CKafkai&i®in

#ANTF#EOS1A: DescribePostCKafkaFlows.

E=4 ESid)
Flowld Integer
LogType Integer
Status Integer
CKafkaRegion String
CKafkalD String
Brokers String
Version String

IRIFRE: BR=ItE (It ) BRSEATF

ESi

String

String

String

String

String

£S5

Integer

String

String

String

String

Wik

=
=

HO

HO

HO

HO

Nginxk9pRs38id
=fE: 257856

- IR ORS
= THIE: 80
= SOz RN
= THIE: http
- EiEiO
= THIE: 80
- EEY
= THIE: http
1R
WIRE RS
FBIE: 80

SPort——3h, RRikOXRAIHY
TBIE: http

SPort——3hi, RREIRIKO
wfE: 80

SPort——3h, RREIREIHMNY
TEUE: http

NginxiIiRS38: 1D, Fitgis S AE"0"
wfifE: "o"

fiiR

RERE—ID
~FHE: 100001

1-piE A% 2-EHE
NE: 1

K& 0-Xid 1-ABEH
w~BHE: 0

CKafkaFrfEX1s;
~BE: ap—guangzhou

CKafkasEfliD
~BE: ckafka—o9gjqonr

ckafkatttiitiZ =
TEIE: 11.179.226.202:6016

ckafkahRES
THE: 2.4.1

Web RIS

55628 16473
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E=4d ESicl r::3%
. . FEZR
Topic String FBE: waf_post_access_log
. . EgEEE, X¥¥gzip l1z4
Compression String FHEIE: 124
EEXIFSASL,0-%iF, 1-FRB
SASLEnable Integer TBIE: 0
. SASLARZ
SASLUser String TEHE: waf_user
. SALS®H3
SASLPassword String FBIE: waf123456
. HEiRMER
Content String FEIE: content
VioTvoe Integer 1-9MMTGW, 2-ZEIE, BRAAZERE
plyp g THIE: 2
. . . . . BERE
WriteConfig FieldWriteConfig F6IE: {"EnableHeaders":1}
PostCLSFlowinfo
CKafkai&i&ii

#ANTF#EO51A: DescribePostCLSFlows,
E=4 ESidl R

1RERME—ID

Flowld Integer ifE: 100001

1-HiEHE 2-BWERE

LogType Integer OUE: 1

Status Integer ;Z‘{;_z*m AR

CLSRegion String ::T:I{_ﬁﬂsgﬁa%iiuangzhou

LogsetName String ,S:T:I{_yuS{EE :%if—‘;?;t—logset

LogsetID String g—:-li_ﬁusfaa :%ifé?ﬂa—d606—4a17—8eaf—0881cb656887

LogTopicName String ;—:—I;&uS{EEI :%:;Nasfz—g;)it—logtopic

LogTopicID String ;Ifﬁusﬁa :%:‘Sggffls?ﬂa—d606—4a17—8eaf—0881cb656887
Productinfo
waffF=m

HINTFEOSIA: ModifyGenerateDeals,

E=4 ESic) Wik 3%
Name String & FEE

~BE: WebRIFR5XiE

IRIFRE: BR=ItE (It ) BRSEATF ££629 H647R
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E=4 ESic) Wik 3%
Value String & I

RBE: FEATRR

QPSPackageNew

clb-waf QPSEZE New
#WANTF#EOSIA: Describelnstances.

E=4 ESid] Wi iR
_ - ZEID
Resourcelds String = SIE: waf_000g6ntyb
. . o idHARd E
ValidTime String = ROUE: 2024-12-0115:27:23
RenewFla Inteaer o =EEEmEE, 1: BahEE, 01 FBmhEE
9 9 = BIE: 1
o EBMINY
Count Integer = FIE: 1
Region Strin o EEWTHE, clb-wafErigERE
g 9 = TBIE: gz
- . - THEEIR
Billingltem String = wBE: sv_wsm_waf_package_enterprise
QpsData
SRERGE M qpsHIBKIAMER(E
WINT#EOSIA: GetinstanceQpsLimit.
E=gd ESid) iR
— EitqpsEIAME
ElasticBillingDefault Integer FBIE: 3333
R . it qpswIME
ElasticBillingMin Integer FBIE: 100
— EqpsRAE
ElasticBillingMax Integer FE: 100000
WSERE&RAKgps
QPSExtendMax Integer F50{E: 10000
QPSExtendintiMax Integer LI REBAGPS

FFHE: 10000

ReqUserRule
PSSR A F IR

#aNTF#EOSIA: ModifyUserSignatureRule, ModifyUserSignatureRuleV2,

2 E5id] %% iR
. _ BIEFS
Id String = FHIfE: 010000001
Status Integer =2 FLFF
0: %
1: 7

IRIFRE: BR=ItE (It ) BRSEATF 55630 6473
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& eS|
Reason Integer
ResponseCode
IRZHA IR EIS

iyl

ESRE

0: T(EHFICRAZE)

1: WEEHBSHIRIRES
D HINRIR IR

D O SSHINIARE

: He

EIE: 1

N

]

Web RIF3FmASE

#UNTEOSIA: AddCustomRule, AddCustomWhiteRule, DeleteCustomRule, DeleteCustomWhiteRule, DeleteHost, DescribeHostLimit,

ModifyCustomRule, ModifyCustomRuleStatus, ModifyCustomWhiteRule, ModifyCustomWhiteRuleStatus, ModifyHostFlowMode,

ModifyHostMode, ModifyHostStatus, ModifyWafAutoDenyRules, ModifyWebshellStatus.

=t ESis g

WNRENREISuccess, KMNUIREIZ=apiE X HIsEIRE

~Bl{E: Success

WNRENREISuccess, KMUIREIWAFE X —HKiEIREE

Code String
Message String
Rule
MBI RIERS

#ANT#EASIA: DescribeDomainRules.

iR ESic)
Id Integer
Type String
Level String
Description String
CVE String
Status Integer
ModifyTime String
AddTime String
RuleList
A= E=1: )

#ANT#EOSIA: DescribeDomainWhiteRules,

IRIFRE: BR=ItE (It ) BRSEATF

~Bl{E: Success

|

oy

iyl

iyl

iyl

iyl

iyl

filiR

#lid
wBE: 16

P ESiS)
wHE: 61

U4
HE: 200

E:
FBUE: rule description

MUB5FRICVERS
~FE: CVE-2017-3506

MNESIRTS
fE: 1

M EELRYATiE)
=BE: 1730688849

I JAeA MU R R A E)
wBlfE: 1730688849

$63146471
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=3 £S5 i

Id Integer Z—m_:{m;j:; 1

Rules Array of Integer f_ﬂ{ﬂ;ﬂg%g@ “

Url String f-{a;{u; path

Function String ﬁ?&jgﬁén

Time String 2};}?; 1719994565

Status Integer g;ﬁgﬁ,]

CreateTime String 252252023-11—15 19:23:06
RuleType
Tiga#iu

#ENT#EOSIM: DescribeUserSignatureClass.

E=4d ESil Wik i35
MWD
1 =
TypelD String = FIfE: 10000001
. - MMZFR
Name String = BIE: ruleName
FRM SR
Desc String &
~BfE: ruleDescription
MNIEBMRE, BIEBERFX, 0: xiF, 1: 72
=
RuleTypeStatus Integer & FBIE: 0
FERTENRIMNEE
. = .
ActiveRuleCount Integer & FOIE: 10
FERTRIHIN S EE
=
TotalRuleCount Integer & TOIE: 16
Scanlpinfo
HiFiplE2
WA TF#EOSIA: DescribeScanlpo
E=4 ESid) b35S
FRiEWsS
Bussiness String
FE: RIEMEFRSEN
. E=EOES
T t t
arge String FOUE: RENEFEARSE
loList Array of ipFlZE
P String =BHE: [".1.1.1","101.226.103.0/25"]
Descibe String iEikeR

IRIFRE: BR=ItE (It ) BRSEATF £632 #647R
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=t B ik
THUE: MEFEMRENMEFRHTRSEN, MNBARERMEFRSHIZSM,
ERRE

Ref Stri
eterer ring FBIE: https://developers.weixin.qq.com/community/minihome/doc/0008ea401c89c02c¢ff2d1345051001?

blockType=99

E#dia)

UpdateTime  Integer TBIUE: 2024-10-29 09:41:01

Searchitem
BAJIREAS Y
#ANTFIEOSIA: DescribeHosts,

E=4 £ Wik Fiiipay
ClsStatus String & ;Zg*,]
Status String & Y_T\:;;g*,]
FlowMode String & ﬁ%ﬁi&
SessionData
sHER

#WANTIEOSIA: DescribeSession.

W EB iR
sessioniEX
Re Array of =BIE: [{"Sessionld": 2000003356,"SessionName": "test-session","Category": "match","KeyOrStartMat":
s Sessionltem "PHPSESSID=","EndMat": ";","StartOffset": "-1","EndOffset": "-1","Source": "cookie","TsVersion":

"1727147589924" "SessionlnUsed": false,"RelatedRulelD": [1}]

Sessionltem
sessioniENX

#ANTF#EO51M8: DescribeSession.

& HE iR

Category String giﬁ%ﬂmatch
KeyOrStartMat String g?;j{%;?tPHPSESSID=
EndMat String i‘i;ﬁiﬁ,

StartOffset String iﬁgg_,l

EndOffset String iﬁg?q

Source String SRR

~Bl{E: cookie

IRIFRE: BR=ItE (It ) BRSEATF 633 #647R
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E=4 ESicl iR

TsVersion String iiﬁg?fﬁwgsmeﬂzs

Sessionld Integer ;;?{;?2200003356

SessionName String ;?ﬁj{zii?rlfst—session

SessioninUsed Boolean ;;?gi;??iiﬂz&m%m

RelatedRulelD Array of Integer ;?;E?no*ﬂ*ﬂ‘JCC*MND
SpartaProtectionPort

wafHf ik - 4RigphP Tl & R RYIR O 454E
WINTF#EOSIA: ModifySpartaProtection.
2 Bl Wik ik
PDERIIRSSEId. ENRIEANESIIKOIZSEHIE0, EEANESMNKEOSEAdETLEE

NginxServerld Integer =2 DescribeDomainDetailsSaasskDescribeDomains#E3kEL
EE: 36582

Port String = ;ﬁufg;ﬁ: 80
Protocol String = :TE;;;{E http
UpstreamPort String = gfﬁﬁlﬁz?so
UpstreamProtocol  String = o

FBIE: http

Strategy
AN CCBR R

#NT#EOS51A: AddCustomRule, AddCustomWhiteRule, DescribeCustomRuleList, DescribeCustomWhiteRule, ModifyCustomRule,
ModifyCustomWhiteRule.

E=4d ESidl Wik iR
Field String 2 CEE=FER

LEEFERARRE, MRS . ZEMS. LEASERARE BFINTHRR:

T 2 s  BEES TERAS
ipmatch (&
. %z ®) D e e T A~
IP (REIP) 5 ipnmatch (F ZMPLAENIESIEH, %2201
ITEe )
ipmatch (&
. %iFe i) N
IPV6 (REIPV6 ) ” ipnmatch (& ZIFENPV6itik
Iofg )
Referer ( Referer) ZEs empty (R&A BEARSE, 51202 /F AR
£ =)

null ( REF1E)
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=t bS]

IRIFRE: BR=ItE (It ) BRSEATF

PLERFER

URL (i&EREER)

UserAgent (UserAgent)

HTTP_METHOD (HTTPi&EX
5iE)

QUERY_STRING (iER=F#
g)

GET (GET&#(&)

GET_PARAMS_NAMES
(GET2HS)

EESE

x5S
#

25
#

F25s
#

s
#

IFEH
FEA

s
#

BEFS

eq (%$F)

neq (F&F)
contains (8
)

ncontains (&
a8)

len_eq (KEZ
F)

len_gt (KEX
F)

len_It (BN
F)

strprefix (FI&%
Iofe )
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len_It (KEN
¥F)
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)
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EESE
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F)
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RICEFERIER
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RICEFERGET
SHEZETS

exsit (FES
#)

nexsit ( FFE
2¥)

len_eq (KEZ
F)
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len_eq (KEZ
F)
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len_It (KB
F)
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Content String =

Arg String =

CaseNotSensitive Integer &
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PLERFER EESE

CONTENT_LENGTH TG
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IP_GEO (kiRIPJAElt ) SA

w~BIE: IP-KRIP
ZIEES

BIEFS—HSAUTLRZER:
empty ( RBEHRZE)

null (REE)

eq ( &F)

neq ( #%F)

contains ( %)
ncontains ( 78%)
strprefix ( BIZZICED )
strsuffix ( FEITE )
len_eq ( KEZTF)

len_gt ( KEXF)

len_It ( KENMF)

ipmatch ( BF)

ipnmatch ( FEF)

numgt ( {EXTF)

numlt ( BENF)

numeq ( HEETF)

geo_in ( IPHIEETF)
geo_not_in ( IPHIERETF)

BEES

numgt ( EEX
F)

numlt ( E{&h
F)

numeq ( HES
F)

geo_in (BF)
geo_not_in
(FEF)
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EERE

Bl HEEFERHICOOKIE (Cookie) B, FEEHA EERE

w~BUE: url
CEESE

BESH—HI2M AR FFSHETIFEH

HIEEFRAUTANY, CERSHAERN, BURZIFHZSH

GET (GET2#1&)
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ARGS_COOKIE ( CookieZ#i& )
ARGS_HEADER (Header&#f&)
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E=4 ESicl Wigk
Field String =
CompareFunc  String =2
Content String 2
TLSCiphers
TLS MEEH

fiig

CEESM4, returncode (MERIES ) « keywords (%% ) | information (88 )
FBIE: returncode

BIEHS, BEEREcontains
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TRRE.

AT =43 RFieldAinformationA AT EXRI TR R A :
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(JAZEHB501) .« 502 (REME502) « 504 (HKEMB504 ) « 5xx (HBESEXIAE) o
LxdRiFieldmkeywordsE AP ESHBALERNS
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#ANT#EOSIA: DescribeCiphersDetail,

i % s
Versionld Integer ;;?{”E&ZE:D
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Clphertiame string gﬁE{:*TLs_ECDHE_RSA_WlTH_AEs_Mos
TLSVersion
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#WANTFIEOSIA: DescribeTlsVersion,
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Versionld

VersionName

TargetEntity

FEARBIXAAPIZER IH+dS HEELH
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TigaMainClassMode
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Intecer TLSVERSION/ID
9 wENE: 1
Strin TLSVERSIONBINAME
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B ESi
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ERRiEE, BACAP
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[=]
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Proportion Float
UCBEntryValue
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EhE

B
FfF{E: monitor
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ZEAPRIIRRE, F3ZFEE R sonE BB string, @ LS R ENARIENN TR LR S HIE

W TFEOSIM: DescribeBotSceneUCBRule, ModifyBotSceneUCBRule,

E=4 ESi)
BasicValue String
LogicValue Boolean

BelongValue Array of String

ValidKey String

MultiValue Array of String
UpstreamRule
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IRIRERE: BR=ITE (1bF) BRSEAE
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~EUE: luffy

WmIRERE
FHIE: false
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ETRENNFE
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E=4 ESid

KeyName String

Symbol String

ContentList Array of String

AddressList Array of String

BalanceType Integer
UserDomaininfo
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Appid Integer
Domain String
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Instanceld String
InstanceName String
Edition String
Level String
WriteConfig String
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AlbType String
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. . FHEF, RiELanguageFEBRiGHPI/EX
MainClassName String ~BfE: Cross Site Scripting
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Array of
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"lurlvalue"}]
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FEEEERRIAE
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WMRREISERPEFE Error FE, NWRTFA APIHZOKXMK. fign:

q
"Response": {

"Error": {

1
I
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Error 1 Code £RiEIRIE, Message ¥RIZEIZHIEKESE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest
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LimitExceeded
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SHEEREIR,

iBXK body B multipart =%,
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B EERRS o
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NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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AuthFailure
AuthFailure.ErrCodeNoPurchased
FailedOperation.CKafkalnternalError
FailedOperation.CLSDBOperationFailed
FailedOperation.CLSInternalError

FailedOperation.CertificateNotFound

FailedOperation.ClickHouseOperationFailed

FailedOperation.MongoOperationFailed
FailedOperation.MysqlDBOperationFailed
FailedOperation.RedisOperationFailed

FailedOperation.SessioninUsed
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IP BRS% o

EMSIRSA,
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InternalError.AsynchronousCallFailed
InternalError.DBErr

InternalError.SSLCallFailed
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InternalError.UnknownErr
InvalidParameter.BotNameRepeatErr
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InvalidParameter.CertificateCheckErr
InvalidParameter.CertificationParameterErr
InvalidParameter.DomainExceedsLimitErr
InvalidParameter.DomainNotRecord

InvalidParameter.InvalidCertificate
InvalidParameter.LogicErr
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InvalidParameter.ProtectionDomainParameterErr
InvalidParameter.QueryCertBySSLIDFailed
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InvalidParameter.SupportTLSConfFailed

InvalidParameter.TLSParameterErr

InvalidParameter.TypeMismatch

InvalidParameter.UnauthorizedOperationParameterErr

InvalidParameter.UnknownAction
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InvalidParameterValue.InvalidRequest
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OperationDenied
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ResourceUnavailable.Domainlpv6InConfigErr
ResourceUnavailable.SSLCertificateErr
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UnsupportedOperation.BotServiceNotSubscribeErr

UnsupportedOperation.InvalidRequest
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