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TKE B API #3EfE, B MEEIS9MT:

HTTP(S)
|:{> APIRI

B

:>

AR5 httpbinky
selectori2: app: TKE
httpbin S
HTTP(S) WRTIE: default

Pod

app: httpbin
version: v1

Pod

app: httpbin
version: v2

Pod

app: httpbin
version: v3

APl [

AP| MXEiEiniE B858 19 Pod, FREBEE CLB, EHTE BR/EE P, httpbin BRSEEXXH YAML 1T, Htp selector i, RREFEHEIFE

B9Pod (EA5E#E app, RE(E hitpbin) )1 BHRBE T =, ELt, version J3 vi/v2/v3 i Pod B2 BB EEN TR .

apivVersion: vl
kind: Service
metadata:
name: httpbin
labels:
app: httpbin
service: httpbin
spec:

ports:

- name: http

port: 80
targetPort: §&
selector:

app: httpbin

FEEE

AN\ 28

o — BRBERSREEXNEZ201 TKE RS,
o FAPEEIEHIURE 58858 B9 Admin A,

o BRIBEN API MXHEZZHIRSER— VPC TAHEEER, Bl AP MXEHAZIFEEE VPC,
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mIEE#RATE: 2023-09-05 17:24:01

RMEER
VPC BB RRISHETE VPC RIRSEIS AP| FIXFFREIMNAE, VPC BIBIRET REIEEEN, TRIME VPC RNS/ES.
HERS

ZRWERN CLB, {X{EM API MXEIEIHK VPC KRS, VPC BEINERSTURE, HAMEER.
EF VPC BIRERFRIE(S, FLSATER, MaelE.

PHESM
BOIER API XIS .
EeIR =SS % VPC WEE.

A EX
Bfl VPC BEsHFHE6l. E=XFITHEEM APl HREIHRINSZE HTTP. HTTPS. gRPC. gRPCs, HFigRPC. gRPCs Y {EMITH
EIRE AP| 487 gRPC @i, &IBHSHSEZLH FEE=L .

RMES R

$H1: 6@ VPC iEiE

1. 8F APl RXEHSE .
2. FEMSHE, BTERREE, #AGHEETIRR.
3. BEREA LANNE, MERIREE, ®F VPC EEEE,
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INESE2
INESZ 2k
EIEERATE: 2024-09-1115:08:31

ATHRIPER API, BEESIAE. RIELE. NARR. BERESSHISIERE . BERK, BRI T SH APHIMESUH AP BHFRES
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R FRIAERSTU
R FRIAIEFS TUHEE

IEE#RATE: 2024-04-1114:22:01

BMEY AP INRERRRIMES, EPIRERRE API i, SEERESFAMNERATHTESIHE, FEESRASEHNARSHIRHTESKIE, SIS
EXEEEFIRLMESITEISE.

© i
ERIESHMAIMEER Demo F2R A EIER-SMESEMRNAIMEES .

o7

AP| RXIRERIREZ RICEINEE, LZINAETT LM :
IEEFIRIERISENE, BIMNERPEHEEER (ApiAppKey 1 ApiAppSecret ) £RIZEZ R
FALEIE R BRI MBS M IR P
. API BB ETILAE APl mXiEHIEH M AEE REfHE—IRAApp, 81 App SEIIEF—XIE2%4A (BIApiAppKey #1 ApiAppSecret) ;
. AP| lE#E1§ AP {ZIREATSER App (App AILARZ APl BEEMESE AP RRHEMRE, 2—1EENERE) ;
. AP AREFAILAR App BIE2EARIAREX API 7,
. EFinEAR AP iY, SEFEACENEE%E (AApiAppKey 1 ApiAppSecret ) JERRBHXEHIBHITNZERS, FEIE ApiAppKey NG
ERINZFEREERN Header {£41£8 APl RI%X; FXAIEEFEEZITEGE,
5. API MXx£iEEiERHeaderd i ApiAppKey , KIEEEIAIRAY ApiAppSecret{s , R ApiAppSecret diERPHEBEIEHITERITE (%
HiXkERAFZENEX, #RTY) . ARERXGETERNSESNERRE LRNZZHTZELY, NTRIEXSNERKE. IEXIRIEBTE
RAGBEEBIRIRS, BU API MEXSINRZERFIEZER, EHRESRBREE

AW N

o ER:
RARESIE-NAYIED, FENAGEEFE—NEN, HESER. FUEEN, SRETFXIEA App B9, 7£ AP BIEREER M FIAIEE
2218
RAREITE-2A%I%ED, BUBREX. tbHRAHIER,, FEAPIRISIER HZAIRHER
XERMTEARASESOAESRESR, API BUSESEER, WMNINTUE:

4RIBAPI

© ez > >

RIRS _SERVICE

Fig. BB, Mocki9API, RFEEXH 2

Lilut

= aram}/)
RFEEEX 2
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RAEAPIRIMIRIAZ AR, BRANGETHESR, R2R5E. AFESS: HAINHERESD 2
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O BHE e

o API HSRRAEETER APl ZEIBREZIRIR AP] AR ARSI, tHETAPHRAEEIRM T —XIEZFH (ApiAppKey #1 ApiAppSecret) o
BEPIRERES

1. MESSTERPIZECIEEIE, BEI— M MIRFEH.
2. (EFRMEHEM ApiAppSecret MHAFHFRHITINBELRE, BSRREES,
3. BB EFMAXMFIEFERMAZIRS HTTP iXheaderd, BEIRE HTTP &K,

DRSS ERARIRIESE 2=

1. NEWEIRSERPIRELEEERIE, SE— 1 AREBHNZTE,

2. NElRIniERPiZEIApiAppKey, B EEiAZIIRSS 2RI RAIApiAppSecret.
3. EAMEEEMApPIAppSecretid X BEIREZ HHITMELIE, BRRSHHRES
4. NEKRIRERPIZNERIRES, WIRSSERES, BERIRESMN—E.

ERSEESS

RN =R
EFHREN HTTP ERFIRIUEXRSIE, BaR— M EEH. ERNEEROEINT:

Headers

HTTPMethod

Accept

Content-Type
Content-MD5

PathAndParameters

LA LGN ZERMAREBN SRR, FRZEER \n #8iE, Headers %84 X-Date, PathAndParameters BAZEIN \n , HtFRINEHTHBEER
B \n . ERXNSEE, SNFERAEBHNINT:
o Headers: FAFAILLUEERUIEERN Header 2588, £5XFFi1TER Header 1Y Key 1RBRFHHAIFEERNTAUHHE:

HeaderKeyl + ": " + HeaderValuel + "\n"\+

HeaderKey2 + ": " + HeaderValue2 + "\n"\+

HeaderKeyN + ": " + HeaderValueN + "\n"

Authorization 1 headers (UBEAMNEERS5ITEEEM header HIBTR, HEWEEIRANE, L ascii E&3R.
f5an, £5itE8 header 73 x—date #l source B, BRI P headers="x-date source"; £5it&i header (X3 x—date B, LHIEHY
f2z0/3 headers="x-date",

o HTTPMethod: HTTP BI7%i%, £5KS (1 POST) »

o Accept: ERHHEI Accept SLEYE, TTAZE. BINETIRE Accept Header. & Accept AZRT, &9 HTTP ZERIRSL Accept iIREZIMER */*,
SHEIRIEM .

» Content-Type: &R Content-Type kHIE, ATHZE,

o Content-MD5: &I Content-MD5 ki9{E, ATAZEREEFREFE Body H Body 53E Form R BFAit&E Content-MD5 . Java 89
Content-MD5 EfISEITHAGNINT:

String content-MD5 = Base64.encodeBase64 (MD5 (bodyStream.getbytes ("UTF-8")));

o PathAndParameters: 88 Path. Query #l Form RHIFiE24, EFALARINT:
O path#8& &HIHE (release. prepub. test) 58,
O Query #l Form 23319 Key ZRFHHIFRER EmIARHHE
O Query 1 Form 2#0h=h, NEEEER Path, AEZRM o
O BHM Value IZHRIRE Key 2588, SSTFEBMAES,
O Query 1 Form ZFEEES RS (key tHE, value FERZE) , Value ZBRFHHIFRFER LENARABHE,
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SETH
BA— i HTTP iEf:

POST / HTTIP/1.1

host:service-3rmwxxxx-1255968888.cq.apigw.tencentcs.com

accept:application/json

content-type:application/x-www-form-urlencoded
source:apigw test

x—date:Thu, Mar 20 08:29:58 GMT
content-length:8

p=test

HERRIERESRA:

source: apigw test
x—date: Thu, 11 Mar 202
POST

application/json

application/x-www-form-urlencoded

RS

ZRiEM HTTP iSRPIZEE X BESIRARREEHE, FENEZHRITNERRFDBLIE, KRRENES. SBNT:
1. BEZE (signing_str FREZHINMIARE ) R UTF-8 #3552 Byte £,

2. (ERMZEER Byte #EHITINE
3. {EF Base64 HiZi#{THwi3, MHRENES.

EhES

EZRIFEEIS Authorization B HTTP iSRepEEES API %, #7828,
Authorization header &0 :

Authorization: hmac id="Ap ey", algorithm="hmac-shal", headers="x-ds

signature=Base64 (HMAC-SHAIL (signing_str, ))

Authorization IZ2EGRBINT:

- 5iRE

hmac BEERS, BFmRitEsE

id HERBHERR ApiAppKeyiiE

algorithm EEE, HEiskiE2M, hmac-shal #1 hmac-sha256

headers S5 F1HEI header, WHEIEFS51TER header 73 x—-date #1 source
signature EEMZEEBANRERES, signing_str EXZFINASE

EHEZRE HTTP iSRRG T :

POST / HTTIP/1.1

host:service-3rmwxxxx-1255968888.cg.apigw.tencentcs.com

accept:application/json

content-type:application/x-www-form-urlencoded

source:apigw tes
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x—date:Thu, Mar 2 08:29:58 GMT

Authorization:hmac id=" ", algorithm="hmac-shal", headers="x-date source", signature="x

content-length:8
p=test

SRHEGE

IR -
API| MXZEZRICKMAT, SRS IRAIEZSE ( StringToSign ) 2 HTTP Response i Header FiREZIZ iR, $&iRiEH401,
BRBG*E:
1. BRI ENEZE (StringToSign ) SRSBIHRENEZEEEF .
2. MERFEZITER ApiAppSecret 2&IEM.
REARRSS SRR ER:

source: apigw tes

x—date: Thu, 1 Mar ) 08:29:58 GMT
POST

application/json

application/x-www—form-urlencoded

/?p=test

HF HTTP Header HZixFRIE1T, Et StringToSign FENIRITHEREEIRE + -

APl [

SRS ANERSEE 5P

HiRZER. &iE., (THESWNRE, FIREFEFRESHNAMEZEZ A
e Python ( BZFIAE )

o JavaScript ( RFFIAIE )

o PHP ( RZFEIAIE)

o Go ( RZFAIE)

o Java ( RIFFAIE)
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ZIMES M AIMEES
Python ( RZFFIAILE)

IEE#ASE: 2022-03-02 16:11:13

RMEIER
AESIESIER Python I8, BRAIAERIIEN APl #HTAEEE.
MES R

1. 7 APl XIZFIE , S—1 AP, ERENEEN “MANE" (821 8E AP i ) .

2. 18 API FIERRSRHERHIE (B8R RSEHSTE ) o

3. EiEHle NAEE FEeIENA.

4. FERFASIERPIEPERCZIFIMNA, BEYPE AP, HEIERSH AP FREIRE, BIRNSHAS AP E8EXR,
5. &0 REIFEES, ER Python iESEHEBHE.

28 i

API FXiZ{t Python 2.7 #1 Python 3 BAMRZAS, LUK JSON iERGZVHN form iERBNMMIERANRIRAILEH, BERIEECISHIIRERSEE
o

=3t N

o BIF4EAREHAEIE, LIR API ERMAEN . MAYE API SHEESESR MAEE,
o NAERESERERSN HAMEA .

BB

Python 2.7 JSON iBRAXREHEE

base64
datetime
hashlib
hmac
json
requests

from urlparse urlparse

ApiAppKey = 'Your ApiAppKey'

ApiAppSecret = '

Url = 'http:
HTTPMethod = '
Accept =

ContentType = 'application/json
urlInfo = urlparse (Url)
Host = urlInfo.hostname

Path = urlInfo.path
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if Path.startswith
Path = '/' + Path[1l:].split('/"',1)[1]
Path = Path if Path else '/'

urlInfo.query
queryStr = urlInfo.query
splitStr = queryStr.split('&')
splitStr sorted (splitStr)
sortStr = '&'.join(splitStr)
Path = Path + '?' + sortStr

ContentMD5 = "'
GMT_FORMAT = '%a, %d %b %Y $H:%M:%S GMT'
xDate = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

- HTTPMethod ==
body = { argl": a", "arg2": "b" }
body_json = json.dumps (body)
ContentMD5 = base64.b64encode (hashlib.md5 (body_json) .hexdigest ())

'x—-date: %s\n%s\n%$s\n%$s\n%s\n%s' % (

signing_str =

xDate, HTTPMethod, Accept, ContentType, ContentMD5, Path)

hmac.new (ApiAppSecret, msg=signing_str, digestmod=hashlib.shal) .digest ()

baseb64.b64encode (sign)

"hmac id=\"" + ApiAppKey + "\", a brithm=\"hmac al\", headers=\"x-da

auth + sign + "\""

headers = {
'Host': Host,
ept': Accept,
“ontent-Type': ContentType,
ce': xDate,
'Authorization': sign
if (HTTPMethod == 'GET'):
ret = requests.get (Url, headers=headers)
if (HTTPMethod == 'POST'"):

ret = requests.post (Url, headers=headers, data=body_Jjson)

print (ret.headers)

print (ret.text)

Python 2.7 form igRBXFHILE
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base64
datetime
hashlib
hmac
json
requests
urllib

from urlparse urlparse

ApiAppKey = 'Your

ApiAppSecret =

Url = 'http://serv
HTTPMethod = 'P T'
Accept = 'application/j

ContentType = 'application/x

urlInfo = urlparse (Url)
Host = urlInfo.hostname

Path = urlInfo.path

if Path.startswith
Path = '/' + Path[l:].split('/',1)[1]
Path = Path if Path else '/'

ContentMD5

GMT_FORMAT '%a, %d %b %Y $H:%M: GMT'
xDate = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

body = { "argl": "a", arg2": "b" }

argBody = urllib.urlencode (body)

- urlInfo.query

argBody = argBody + '&' + urlInfo.query

splitStr = argBody.split('&")
argBody = sorted(splitStr)
sortStr = '&'.Jjoin (argBody)
Path = Path + '?' + sortStr

signing_str = 'x-date: %$s\n%s\n%s\n%s\n%s\n%s' % (

xDate, HTTPMethod, Accept, ContentType, ContentMD5, Path)

hmac.new (ApiAppSecret, msg=signing_str, digestmod=hashlib.shal) .digest ()
baseb64.b64encode (sign)

"hmac id=\"" + ApiAppKey + "\", algor 1m=\ "hmac-—st headers=\"x-date\", signature=\""
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sign = auth + sign + "\""

headers =
Host,
Accept,
ent-Type': ContentType,
xDate,
ion': sign
if (HTTPMethod == 'GET'):
ret = requests.get (Url, headers=headers)
if (HTTPMetho

ret = requests.post (Url, headers=headers, data=body)

print (ret.headers)

print (ret.text)

Python 2.7 mutlipart/form—data i&RAX7HUCHE

#! /usr/bin/env python

base64

datetime

hashlib

hmac

httplib, mimetypes

from urlparse urlparse

ApiAppKey = 'Your

ApiAppSecret = 'Your ApiAppS ret'

Url = 'http://service-xxx-xXx.gz.ap

Fields = []
Files = []

HTTPMethod =
Accept = 'applic

urlInfo = urlparse (Url)
Host = urlInfo.hostname

Path = urlInfo.path

Path.startswith
Path = '/' + Path[l:].split('/',1)[1]
Path = Path if Path else
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if urlInfo.query
queryStr = urlInfo.query
splitStr = queryStr.split('&"')
splitStr = sorted(splitStr)
sortStr = '&'.join(splitStr)
Path = Path + '?' + sortStr

GMT_FORMAT = '%a, %d Sb SY %$H:%M:%S GMT'
xDate = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

def post_multipart (host, selector, fields, files):
content_type, body = encode_multipart_formdata (fields, files)

ContentMD5 = base64.b64encode (hashlib.md5 (body) .hexdigest ())

signing_str = 'x-date: %s\n%s\n%s\n%s\n%s\n%s

xDate, HTTPMethod, Accept, content_type, ContentMD5, Path)

sign = hmac.new (ApiAppSecret, msg=signing_str, digestmod=hashlib.shal) .digest ()
sign = baseb4.b64encode (sign)
auth = "hmac id=\"" + ApiAppKey + "\", algorithm=\"hmac-shal\", headers=\"x-date\",

signature=\

sign = auth + sign + "\""

= httplib.HTTPConnection (host)
putrequest (HTTPMethod, selector)
putheader ('content-type', content_type)

putheader ('conter length', str(len (body)))

putheader ('x @ xDate)
putheader ('Authorization', sign)

endheaders (

h
h.
h.
h.
h.putheader ('accep Accept)
h.
h.
h.
h.

send (body)
response = h.getresponse ()
output = response.read|()

return output

def encode_multipart_formdata (fields, files):
BOUNDARY = hls_Is_tHe_ bouNdaRY_S$'
CRLF = '\r\n'
L =11
for (key, value) in fields:
.append ('--"' + BOUNDARY)
.append ('Content-Disposition:
.append ('")
.append (value)
(key, filename, value) i files:
L.append (' ' + BOUNDARY)
L.append ('Content-Dis form-data; name="%s"; filename="%s"' % (key, filename))
L.append ('Cont t : %s' % get_content_type (filename))
L.append('")
L.append (value)
L.append ('-—' + BOUNDARY + '—-'")
L.append('")
body = CRLF.join (L)
content_type = 'multipart/form-data; boundary=%s BOUNDARY
return content_type, body

def get_content_type (filename) :

rn mimetypes.guess_type (filename) [0
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output = post_multipart (Host, Path, Fields, Files)

print (output)

base64
datetime
hashlib
hmac
json
requests
from urllib.parse urlparse

from urllib.parse urlencode

ApiAppKey = 'Your

ApiAppSecret = 'Your ApiAppS

Url = 'http://service-xxx—xxX.gz.api
HTTPMethod = 'POST'
'

Accept = 'application/json
ContentType = 'application/x-w

urlInfo = urlparse (Url)
Host = urlInfo.hostname

Path = urlInfo.path

if Path.startswith
Path = '/' + Path[l:].split('/',1)[1]
Path = Path if Path else

ContentMD5 =
GMT_FORMAT = 'S%a sd %b %Y $H:%M:%S GMT'
xDate = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

body = { "argl": "a", "arg2
argBody = urlencode (body)

if urlInfo.query

argBody = argBody + '&' + urlInfo.query

splitStr = argBody.split('&")
argBody = sorted(splitStr)
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sortStr = '&'.Jjoin (argBody)
Path

Path + '?' + sortStr

signing_str = 'x : $s\n%s\n%s\n%s\n%s\n%s

xDate, HTTPMethod, Accept, ContentType, ContentMD5, Path)

hmac.new (ApiAppSecret.encode (), msg=signing_str.encode (), digestmod=hashlib.shal) .digest ()
baseb64.b64encode (sign) .decode ()

"hmac id=\"" + ApiAppKey + "\", a ithn c-shal\", headers=\"x-date\", signature=\

auth + sign + "\""

headers = {
Host,
': Accept,
'Content-Type': ContentType,
xDate,

ion': sign

HTTPMethod == 'GET'
ret = requests.get (Url, headers=headers)
HTTPMethod == 'POST'

ret = requests.post (Url, headers=headers, data=body)

print (ret.headers)

print (ret.text)

Python 3 json &ERGXTHKE

base64
datetime
hashlib
hmac
json
requests

from urllib.parse urlparse
ApiAppKey = 'Y

ApiAppSecret =

Url = 'http:/ rvice—-xxXX—XXX.Jgz.api
HTTPMethod = 'GET'

Accept = 'application/json
ContentType = 'application/j

urlInfo = urlparse (Url)

Host = urlInfo.hostname
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Path = urlInfo.path

Path.startswith
Path = '/' + Path[l:].split('/',1)[1]
Path = Path if Path else '/

- urlInfo.query
queryStr = urlInfo.query
splitStr = queryStr.split('&"')
splitStr = sorted(splitStr)
sortStr = '&'.Jjoin(splitStr)
Path = Path + '?' + sortStr

ContentMD5 = ''
GMT_FORMAT = 'S%a,
xDate = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

- HTTPMethod ==
body = {
body_json = json.dumps (body)
body_md5 = hashlib.md5 (body_json.encode ()) .hexdigest ()
ContentMD5 = base64.b64encode (body_md5.encode ()) .decode ()

signing_str = 'x-date: $s\n%s\n%s\n%s\n%s\n%s' % (

xDate, HTTPMethod, Accept, ContentType, ContentMD5, Path)

hmac.new (ApiAppSecret.encode (), msg=signing_str.encode (), digestmod=hashlib.shal) .digest ()
base64.bédencode (sign) .decode ()
wn

"hmac id=\ + ApiAppKey + "\", algorithm=\"hmac-shal\", headers=\"x-date\", signature=\""

auth + sign + m\mn

Accept,
'Content-Type': ContentType,
e': xDate,

ion': sign

HTTPMethod == 'GET'
ret = requests.get (Url, headers=headers)
if HTTPMethod == 'POST'

ret = requests.post (Url, headers=headers, data=body_Jjson)

print (ret.headers)

print (ret.text)

Python 3 mutlipart/form-data i&ERAEXFEHHLEHE

#! /usr/bin/env python
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base64

datetime

hashlib

hmac

http.client as httplib
mimetypes

from urllib.parse urlparse

ApiAppKey = 'Your

ApiAppSecret =
Url = 'http://serv

Fields = []
Files = []

HTTPMethod = 'POST'

Accept = 'application/jso

urlInfo = urlparse (Url)
Host = urlInfo.hostname

Path = urlInfo.path

Path.startswith
Path = '/' + Path[l:].split('/',1)[1]
Path = Path if Path else

urlInfo.query
queryStr = urlInfo.query
splitStr = queryStr.split('&'")
splitStr = sorted(splitStr)
sortStr = '&'.join(splitStr)
Path = Path + '"?' + sortStr

GMT_FORMAT = '%a, %d %b %Y %H:%M:%S GMT'
xDate = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

def post_multipart (host, selector, fields, files):
content_type, body = encode_multipart_formdata (fields, files)

body_md5 = hashlib.md5 (body.encode ()) .hexdigest ()
ContentMD5 = base64.b64encode (body_md5.encode ()) .decode ()

signing_str = 'x-date: %s\n%s\n%s\n%s\n%s\n%s' % (

xDate, HTTPMethod, Accept, content_type, ContentMD5, Path)

sign = hmac.new (ApiAppSecret.encode (), msg=signing_str.encode (),
digestmod=hashlib.shal) .digest ()

sign = baseb4.b64encode (sign) .decode ()
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id=\"" + ApiAppKey + "\", algorithm=\"hmac

sign = auth + sign + "\""
= httplib.HTTPConnection (host)
putrequest (HTTPMethod, selector)
putheader ('content-type', content_type)

putheader ('conten th', str(len(body)))

putheader ('x-date', xDate)
putheader ('Authorization', sign)

endheaders (

h
h.
h.
h.
h.putheader ('accept', Accept)
h.
h.
h.
h.

send (body.encode () )
response = h.getresponse ()
output = response.read() .decode ()

return output

encode_multipart_formdata (fields, files):
BOUNDARY = ThIs_Is_tHe bouNdaRY $'
CRLF = '\r\n'
=[]
or (key, value) in fields:
.append ('-—' + BOUNDARY)
.append ('C tent-Di sition: form-data; name="%s
.append ('")
.append (value)
(key, filename, value)
.append ('-—' + BOUNDARY)
.append ('Content-Disp form-data; name="%s"; filename="%s"' % (key, filename))
.append ('Content-Type: %s get_content_type (filename) )
.append('")
L.append (value)
L.append (' ' + BOUNDARY
L.append('")
body = CRLF.join (L)
content_type = 'multipart/form-data; boundary=%s' % BOUNDARY

return content_type, body

def get_content_type (filename) :

eturn mimetypes.guess_type (filename) [0]

output = post_multipart (Host, Path, Fields, Files)

print (output)
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O BHE e

JavaScript ( BRI\ )

mIEE#ATE: 2023-10-07 11:32:31

RMEIER

ZAESESEER JavaScript i85, BEMAMERIIE AP #ITIMESE,

RMES R

1. £ APl MXIEFHIE , SIB—1 API, SIRERERANRNE (20 812 API £ ) .

2.8 AP| FREERRSEHBERHIE (20 RSEFSTE) o

3. EEHE NAEE REtIBNA,

4. ERRYIRPIEPBECBIFAIIRNA, BEYPE AP, EIZIRSH AP| FERERE, BTSRAS AP BU4EXR.
5. 21 =HIEEE, {#EF JavaScript BSEREERA.

23 003

API X2t JSON iERGZH form iIERFXAIRAILE, BEIREECUSZHIIFER SIRIERE.

FEEEEI

o MFASEREAMNEE, UK AP @RMAEENR. RAYE APl HEEEESI NAEE,
o MAERESEEERSN NAMES .

IR
JSON iERGHFHUCEH

const https = require ("https");

const crypto = require ("crypto");

// MIF ApiAppKey
const apiAppKey = ""
// M ApiAppSecret

const apiAppSecret = ""

/] TER

const = "service-xXXXXXXXX
// #wEAS: https R 443, http MR sC
const port = 13;

// &K path

const path = "

// BRGE

const method = "POST";

// const method = "GET";

const dateTime = new Date () .toUTICString() ;

/] EREH, R FESRMELSH

const body = {

argl: "argl",

arg2: "arg2",

// HER
const sortedBodyStr = sortBody (body) ;

const bodyJsonStr = JSON.stringify (body) ;

// MDSEBERIE—Ebase64
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const contentMD5 = Buffer.from(

crypto.createHash ("md5") .update (bodyJsonStr, "utf8").digest ("hex")
) .toString ("b 4") ;

const options =
hostname,
port,
path:
method,
headers: {
Accept: "application/json",
t-Type":
nt-MD5": contentMDS5,
Content-Length": Buffer.bytelength (bodyJsonStr),

Jate": dateTime,

const signingStr

options.method,
options.headers.Accept,
options.headers["Content-Type"],
contentMD5,

options.path,

].join("\n");

const signing = crypto
.createHmac ("shal", apiAppSecret)
.update (signingStr, "utf8")
.digest ("base64") ;

const sign =

options.headers.Authorization = sign;

/1 BRIEER

const reqg = https.request (options, (res)
console.log ( )i
res.on ("data", (chunk) => {

console.log ("BODY: " + chunk);

-

reg.on ("error (error) => {
console.error (error) ;

P

req.write (bodyJsonStr) ;

reqg.end () ;

function sortBody (body) {

/1 FEFERRHERE

const keys = Object.keys (body) .sort () ;
return keys

.map ((item) => {

return

form ERGXRHULH
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const https = require ("https");

const crypto = require ("crypto");

// RIF ApiAppKey
const apiAppKey =
// MIF ApiAppSecret

const apiAppSecret = "";

nn,
’

// ¥ERhost
const = " vice-0kd7h58k-—xxxxxxx.gz.apigw.
// #O%: https MM 243, http IR 80

const port = 443;

// @K path

const path = "/test";

/1 ERBGE

const method = "POST";

// const method = "GET";

const contentMD5 =

nn .,
’

const dateTime = new Date () .toUTCString() ;
/] EREH
const body =
argl: "argl
arg2: "¢
i

// HERR

const sortedBodyStr = sortBody (body) ;

const options = {
hostname,
port,
path:
method,
headers:
Accept: application/json",
"Content-Type": "application/x-www-form-urlen

x-date": dateTime,

const signingStr = [

options.method,
options.headers.Accept,
options.headers|["Con
contentMD5,
options.path,

.join ("\n");

const signing = crypto
.createHmac ("shal", apiAppSecret)
.update (signingStr, "utf8")
.digest ("base64") ;

const sign =

options.headers.Authorization = sign;

// KiKiE3
const req = https.request (options, (res)

console.log (
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O BHE e

reg.on("error", (error) =>

console.error (error) ;

reqg.write (sortedBodyStr) ;
reg.end() ;
function sortBody (body) {
// BFHEHEF
const keys = Object.keys (body) .
retur keys

.map ((item) =

.join("&");
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O BHE e

PHP ( RZFHTAIE )

mIEE#RATE: 2022-02-28 14:28:00

RMEER

Z(ESIESEER PHP 55, BEMAIMERIER AP E#TINESE,

RMES R

1. 1 APl mXiEHIE , SIE—1 API, SIREMERARBIME (271 82 APl 2 ) .

2. ¥ API FRERSEHERHIE (2R BSEHSTE ) -

3. EEtlE MAEE REeIENA.

4. FERFYIERPIEPERLZIFAINA, BEYPE AP, HEIEIRST AP FRER3E, BINERHAS AP EXHEXR,
5. 80 R=EIEHS, fER PHP ESERESRE.

FiRicm

o FBICEESIEF PHP 7 hj7s, Eftt PHP iRAFRREREEELEL .
o APl RXiZfit JSON iERFTZVHN form iERBNRIRHULE, BERIEE CWSHILIRERSEIERE

T

o RIFSAREEAEIE, LIR API ERMAEN . MAYE API SHRMESESR LAEE,
o MALRESERBERSN NAMES

IR
BRI

<?php
const FORM_URLENCODED = "application/x-www-fc

/**

* Generate a sorted query parameter string from parameter array.
* such as array('b' => 1, 'a' => 2) to "a=1l&b=2"

*

* @param array

* @return string sorted query string

W/

function getSortedParameterStr (

ksort ( ¥
= array () ;
foreach (

if (lempty (Sv))

= ("="

array_push (

join('&"',

* Send a HTTP request with App Authorization

*

* @param string API App Key
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@param string API App Secret
@param string HTTP Method of API
@param string Request URL of API, note that environment path (/release) is not allowed
@param string Request Content-Type header, set empty if request body is not needed
@param string Accept HTTP request header
@param string Request Body, set null if request body is not needed
@param array form parameters array, set null if not form request
@param string Encryption algorithm: shal, sha256, sha384, shab12, SM3, default to
shal
* @param array Custom HTTP Headers, such as
*/
on sendRequestWithAppAuth (

’

= == FORM_URLENCODED) ;

// Note: ContentMd5 is empty for application/x-www-form-urlencoded request
1f ) A

assert (!is_null ( ), "formParam is requir

// generate request body from form parameters

= getSortedParameterStr ( ) g

} elseif (!is_null( )) {

// get content md5 for signing the request later

= baseb64_encode (md5 ( ));

Generate the string to sign

Note:
parameters needs to be sorted in alphabetical order
2. parameters include both query parameters and form parameters
= array();
= parse_url (
('is_null (

parse_str (

('empty (

= gmstrftime ('%a,
= sprintf ("x

’

// Print stringToSign for debugging if authorization failed with 401

= str_replace ("\n", "#", ) i
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2: generate the signature (Authorization header) based on the stringToSign

Encode the string with HMAC and base64.
= base64_encode (hash_hmac (
= sprintf(
" i Vo

'hmac id="%s", algorithm="hmac-%s", headers="x-date", signature="%s

’

(!'empty (

array_push (

('empty (

array_push (

(!'is_null(
foreach (

array_push (

send the API request

= curl_init ();
curl_setopt ( , CURLOPT_URL, )2
curl_setopt ( , CURLOPT_RETURNTRANSFER, 1);
curl_setopt ( , CURLOPT_TIMEOUT, 60);
if (lempty( )) A

curl_setopt ( , CURLOPT_POSTFIELDS, ; // only required if request body is present
}
curl_setopt ( , CURLOPT_HTTPHEADER,
curl_setopt ( , CURLOPT_CUSTOMREQUEST,

= curl_exec ( ) 8

if (curl_errno ( )) A
"

print "Error: curl_error ( ) 8

"RespcC
var_dump (

curl_close (

GET i#R=H
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// Note: environment path, such as , 1s not supported with App Authorization

= 'https://service-xxxXxX—XxXxX.Jz.apigw.tencentcs.com/testmock?b=1&a=2";

sendRequestWithAppAuth ( 7 ’ ’ "y

POST JSON iER=HI

// Example 2: send a POST request with JSON request body
//

// Note: environment path, such as , 1s not supported with App Authorization
= 'htt ServicCe—XXXX—XXXX.gz.ap
= UINWdata\" s ape.
sendRequestWithAppAuth (

’

POST form-urlencoded iERHI

on/9son":
n/json-;

)

// Note: environment path, such as is not supported with App Authorization
= 'https://service-xxxx—-xXxxX.gJgz.apigw.tencentcs.com/testmock?b=1&a=2";
= array ("x-cus
= array('id' => 1, 'name'
sendRequestWithAppAuth ( 7

’ , null,
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O BHE e

Go ( ZFIAIE )

mIEE#RATE: 2022-01-24 14:43:13

RMEIER

ZIESESEER Go i85, BEMANERXER AP #TIMEEE,

RMES R

1. 7 APl RXIZFIE , S8—1 AP, EFENEEN “HANE" (871 8EZ AP i ) .

2. ¥ API FRERSEHERHIE (B0 BSEHSTE ) -

3. EEHlE NAEE RECENA.

4. FERFSIERPIEPERLZIFAIMNA, BEYPE AP, HEIEIRST AP FRERE, BIRNERHAS AP EXHEXR,
5. 210 FEICE , EM Go IBESEMESBAE.

23 003 ]

API X2t JSON iERGZH form iIERFXAIRAILE, BEIREECUSZHIIFER SIRIERE.

FEEEEI

o MFAEREANEE, UK AP| @RMAEENR. RAYE APl HEEEESI LAEE,
o MAERESEEERSN NAMES .

B
JSON iERGRFHUCEH

package main

func main () {
// RIF ApiAppKey
const ApiAppKey = "
//MIF ApiAppSecret
const ApiAppSecret = "

Url = "http:

t GmtFormat = "Mon,
const HTTPMethod = "GET"
const Accept = "applica

const ContentType = "appli
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// tBYE url BBfF Host # Path
u, err := url.Parse (Url)
if err != nil {
log.Fatal (err)
}
Host := u.Hostname ()
Path := u.Path

Query := u.RawQuery

// EBpathFHEIMEER
if strings.HasPrefix (Path, "/release")
Path = strings.TrimPrefix (Path, "/r
telse if strings.HasPrefix (Path, "/t
Path = strings.TrimPrefix (Path,
telse if strings.HasPrefix (Path, "/prepub") {

Path = strings.TrimPrefix (Path, "/prepub")

/) HiiEqueryB ¥, queryBSHREIRFHEHIF
i len (Query) > 0 {

args, _ := url.ParseQuery (Query)

var keys []string
k := range args {
keys = append (keys, k)
}
sort.Strings (keys)
sortQuery := ""
r _, k := range keys {
if args[k] [0] != "" {
sortQuery = sortQuery + "&" + k + "=" + args[k][0]
{
sortQuery sortQuery + "&" + k

}

sortQuery = strings.TrimPrefix (sortQuery, "&")

Path = Path + "?" + sortQuery

// 3REBYSE UTC
xDate := time.Now () .UTC () .Format (GmtFormat)
ContentMD5 := ""
bodyStr :=
if HTTPMethod == "POST" {
h := md5.New ()
h.Write ([]byte (bodyStr)
md5Str := hex.EncodeToString (h.Sum(nil)
ContentMD5 = base64.StdEncoding.EncodeToString ([]byte (md5Str)

/] AEEEZ

signingStr := fmt.Sprintf ("x-date: %$s\n%s\n%s\n%s\n%s\n%s", xDate, HTTPMethod, Accept, ContentType,
ContentMD5, Path)

mac := hmac.New(shal.New, []byte (ApiAppSecret))
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_, err = mac.Write ([]byte (signingStr))
if err != nil {
log.Fatal (err)
}
signature
sign := fmt.Sprintf ("hmac id=\"%s\"
ApiAppKey, signature)
/1 tSE&IER
headers := map[string]string{
"Host": Host,
Pt Accept,
ContentType,
ate xDate,

"Authorization": sign,

/] BiEE>

req, err := http.NewRequest (HTTPMethod, Url,

if err !'= nil {

log.Fatal (err)

Kk,
req.Header.Add (k, )

:= range headers {

res, err := http.DefaultClient.Do (req)

if err != nil {
log.Fatal (err)

}

defer res.Body.Close ()

resBody, := ioutil.ReadAll (res.Body)

fmt.Println (string (resBody))

form ERGXRHULH

package main

"io/ioutil"
"log"
"net/http"
"net/url”
"sort"
"strings"

"time"

func main () {
// RIFd ApiAppKey
const ApiAppKey = "

Your ApiAppKey"
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, algorithm=\"hmac-shal\",

:= baseb4.StdEncoding.EncodeToString (mac.Sum(nil)

strings.NewReader (bodyStr) )

"

headers=\"x-date\"

signature=\"%s\

nn
’
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//MI ApiAppSecret
const ApiAppSecret

Url =

const GmtFormat = "Mon, 02 Jan

const HTTPMethod = "POST"

2

~n"

const Accept = "application/json

const ContentType = "application/x-www-form-urlenco

// ¥BIB url BR#T Host ¥ Path
u, err := url.Parse (Url)
if err != nil {
log.Fatal (err)
}
Host := u.Hostname ()
Path := u.Path

Query := u.RawQuery

// BfBpathFHEHBEER

if strings.HasPrefix (Path, "/rel se) |

Path = strings.TrimPrefix (Path, "/release")

telse if strings.HasPrefix (Path, "/test") {

Path = strings.TrimPrefix (Path, "/test")

telse if strings.HasPrefix (Path

, "/prepub") {

Path = strings.TrimPrefix (Path, "/prepub")

£ Path == "" {
Path = "/"

/1 HHEqueryB¥, queryBHREIRFHFHIRE, denofRIZEEHIF, BEITENHE
if len(Query) > 0 {

Path = Path + "?" + Query

// IRBYEED UTC

xDate := time.Now () .UTC () .Format (GmtFormat)

ContentMD5 := ""

// &R Body form#E
body := map[string]string{

"argl". Mgn
arg 8 a",

"arg2m: "pHr,
}
var bodyKeys []string
for k := range body {
bodyKeys = append (bodyKeys,

var bodyBuilder strings.Builder
sort.Strings (bodyKeys)
- _, k := range bodyKeys {

bodyBuilder.WriteString (fmt
}
bodyStr := bodyBuilder.String ()
/] EERR—1 s
bodyStr = bodyStr[:len (bodyStr)

// 19EER
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signingStr := fmt.Sprintf ("x-date: %s s\n%s\r 5\ n s", xDate, HTTPMethod, Accept, ContentType,
ContentMD5, Path, bodyStr)
mac := hmac.New(shal.New, []byte (ApiAppSecret))

_, err = mac.Write ([]byte (signingStr))
err != nil {
log.Fatal (err)
}
signature := base64.StdEncoding.EncodeToString (mac.Sum(nil)
sign := fmt.Sprintf ("hmac id=\"%$s\", algorithm=\"hmac-shal\", headers=\"x-date\", signature=\"%s\"",

ApiAppKey, signature)

/1 tSEER
headers := map[string]string{
"Host": Host,
ept": Accept,
ContentType,
xDate,

Authorization": sign,

// BRIEER
req, err := http.NewRequest (HTTPMethod, Url, strings.NewReader (bodyStr))
if err !'= nil {

log.Fatal (err)

k, := range headers {

req.Header.Add (k, )

res, err := http.DefaultClient.Do (req)
if err != nil {
log.Fatal (err)
}
defer res.Body.Close ()

resBody, := ioutil.ReadAll (res.Body)

fmt.Println (string (resBody))

E#& hmac_sm3 Hi%ABRE
EZEXEBTTREN FHET6 .

package main

"strings"
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func mySM3_HMAC (data []byte, datalLen int, key []byte, keylen int, mac []byte, macLen int) int {
if data == nil || key == nil | mac == nil | len (mac) != macLen {

panic("invalid parameter"

urn int (C.SM3_HMAC , (C.size_t) (datalen),

(*C.uchar) (unsafe.Pointer (&key[0])), (C.size_t) (keyLen), (*C.uchar) (unsafe.Pointer (&mac[0]))))

func main () {
// MIF ApiAppKey
const ApiAppKey = "Your ApiApgp
//MIF ApiAppSecret
const ApiAppSecret = "Your ApiApp

Url = "http://s vice .apigw.tencentcs.com/a?c=1&b=3"

GmtFormat = "Mon, 02 Jan
HTTPMethod = "GET"
Accept = "application/json"

ContentType = "application/json

// HRfE Url BT Host # Path
u, err := url.Parse(Url)
if err != nil {
log.Fatal (err)
}
Host := u.Hostname ()
Path := u.Path

Query := u.RawQuery

// FEBpathFHHEER

if strings.HasPrefix (Path,

"/release
Path = strings.TrimPrefix (Path, /release
telse if strings.HasPrefix (Path, "/test") {
Path = strings.TrimPrefix (Path, "/test")
telse if strings.HasPrefix (Path, "/prepub") {

"y

Path = strings.TrimPrefix (Path, /prepub")

/1 HHEqueryB¥, queryBHREIRFHFHRF
if len (Query) > 0 {

args, _ := url.ParseQuery (Query)

var keys []string

for k := range args {
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keys = append (keys, k)
}
sort.Strings (keys)

sortQuery := ""
for _, k := range keys {
if args[k][0] != "" {
sortQuery sortQuery + "&" + k + "=" + args[k][0]
{

sortQuery = sortQuery + "&" + k

}

sortQuery = strings.TrimPrefix (sortQuery, "&")

Path = Path + "?" + sortQuery

// IREREEN vtc
xDate := time.Now () .UTC() .Format (GmtFormat)
ContentMD5 := ""
bodyStr :=
if HTTPMethod == "POST" {
h := md5.New ()
h.Write ([]byte (bodyStr)
md5Str := hex.EncodeToString (h.Sum(nil)
ContentMD5 = base64.StdEncoding.EncodeToString ([]byte (md5Str)

/1 EER
signingStr := fmt.Sprintf ("x-date: %$s\n%s\n%s\n%s\n%s\n%s", xDate, HTTPMethod, Accept, ContentType,
ContentMD5, Path)

data := []byte(signingStr)
key := []byte (ApiAppSecret)

var out [32]byte

mySM3_HMAC (data[:], len(data), key[:], len(key), out[:], len(out))
signature := base64.StdEncoding.EncodeToString (out[:])

\m
3\",

headers=\"x-c

sign := fmt.Sprintf ("hmac id %s algorith hmac-sm
ApiAppKey, signature)

// B
headers := map[string]string{
"Host": Host,
pt": Accept,
"Content-Typ ContentType,
"x—-date": xDate,

Authorization": sign,

/] BRIXES
req, err := http.NewRequest (HTTPMethod, Url, strings.NewReader (bodyStr))
if err != nil {

log.Fatal (err)

-k, := range headers {

req.Header.Add (k, )
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err := http.DefaultClient.Do (req)
'= nil {

log.Fatal (err)

efer res.Body.Close ()

resBody,

:= ioutil.ReadAll (res.Body)

fmt .Println (string (resBody))

IRIFRE: BR=ItE (It ) BRSEATF 113 159



O BHE e

Java ( RZFAIE )

mIEE#ATE: 2024-11-05 14:59:02

RMEIER
AESIESIER Java BE, BYRAMERMEN AP ETAEEE.
RMES R

1. 7 APl RXIZFIE , S8—1 AP, EFENEEN “HANE" (871 8EZ AP i ) .

2. ¥ API FRERSEHERHIE (B0 BSEHSTE ) -

3. EEHlE NAEE RECENA.

4. FERFIERPIEPELLZIFAIMNA, BEYPE AP, HEIZIRST AP FRERE, BIERHAS AP EXH8EXR,
5. 81 R=EIEHS, B Java EEEREERE.

Hiikm

o API FIXi2{it JSON iERG U form IERGAIRENNED, BERIEE CU S ERSEIERE,
o MFANIE Java Demo FEZES|IAIMERERE, BEFSIARIERIBT:

org.apache.httpcomponents

httpclient
4.5.13

commons—codec
commons—codec

1.11

jz3_t A

o RIFSAREMAEIE, LIR API ERMAEN . MAE API SHRMESEST LAEE,
o MAERESERERSN NAMES

FHIE
o ER:

A F httpMethod = "GET" . acceptHeader = "application/json" . contentType = "application/json" ¥JARHI, charset

BEARNZE A0, Hfth httpMethod « charset FERNBLASEPRIGRDME,

JSON BRBATHULHE
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java.net .URL;
brt java.text.Simpl

java.util.*;

al String MAC_NAME
inal String ENCODING = "UTF-8";
ring HTTP_METHOD_GET = "GET";
>tring HTTP_METHOD_POST = "POST";

GMTTime
GMTTime;

String (String queryParam) {

(queryParam == nul queryParam == "") {

v wn .
re 1 B

j[] queryParams = queryParam.
Map<String, String> queryPairs = new
for (String

gl kv = query. ("=");

query : queryParams) {

queryPairs. (kv([0], kv[1]);

er sortedParamsBuilder =
iter = queryPairs.
(iter. 0) A
Map.Entry entry = (Map.En

sortedParamsBuilder.
sortedParamsBuilder.
sortedParamsBuilder.

sortedParamsBuilder.

String sortedParams = sortedParamsBuilder.

sortedParams = sortedParams. (0, sortedParams.

rn sortedParams;

static byte[] HmacSHAlEncrypt (String encryptText, String encryptKey) throws Excepti

e[] data = encryptKey. (ENCODING) ;
secretKey = new SecretKeySpec (data, MAC_NAME) ;

cretKey

lac mac = Mac. (MAC_NAME) ;

(secretKey) ;

yte[] text = encryptText. (ENCODING) ;

return mac. (text) ;

(bytel]
r encoder = Base64.

(key) ;
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; md5Hex

return md5Hex;

ylic static void (Stri

String environment = "";

host = "« XXXXXKXX-XXXXXXXXXX.CQ
apiAppKey = "APIDOMSRiefxxXxxxxXxXXXXxxGZ

apiAppSecret = "I0IDUMIr6XXXXXXXXXKXXKXXXK3

httpMethod = "GET";

acceptHeader = "application/json
contentType = "application/json
regBody = "{\"current\":
contentMD5 = (

if (httpMethod. (HTTP_METHOD_GET) )

regBody = "";

if (regBody. ()
contentType = "";
contentMD5 = "";

regBody = "";

parsedUrl = new (url) ;
ing pathAndParams = parsedUrl.
if (environment != "") {
pathAndParams = pathAndParams. (pathAndParams. (environment) +
environment. 0);

}

(parsedUrl. () !'= null) {
pathAndParams = pathAndParams + "7 (parsedUrl.

hAndParams:" + pathAndParams) ;

j xDate = 07

a

ring stringToSign = String. ("x—date: %s\n%s\n%s\n%s\n%s\n%s", xDate, httpMethod,
acceptHeader, contentType, contentMD5, pathAndParams) ;

byte[] hmacStr = HmacS ‘ncrypt (stringToSign, apiAppSecret);
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ing signature = (hmacStr) ;
String authHeader = Stri . ("hmac id=\"%s\", algorithm=\"hmac

$s\"", apiAppKey, signature);

signature=\

(stringToSign) ;

httpClient =

response =

(httpMethod. (HTTP_METHOD_GET) ) {
HttpGet httpGet ew HttpGet (url);

httpGet. AC acceptHeader) ;
httpGet. ("Host", host);

httpGet. ("Content-Type", contentType);
httpGet . ("x-date", xDate);

httpGet. ("Authorizatior authHeader) ;
response = httpClient. (httpGet) ;

(httpMethod. (HTTP_METHOD_POST) ) |
HttpPost httpPost = new HttpPost (url);

httpPost.

httpPost.

httpPost.

httpPost. Cont ype", contentType);
httpPost. te ) , contentMD5) ;
httpPost. ("Authorization", authHeader) ;
StringEntity stringEntity = new StringEntity (regBody, ENCODING) ;
httpPost. (stringEntity) ;

response = httpClient. (httpPost) ;

HttpEntity responseEntity = response. ()
if (responseEntity !=
stem.out. 3 status code: + response. ());

em.out. R dy: ityUtils. (responseEntity));

.apache.commons.codec.digest .Di
.apache.http.HttpEntity;
.apache.http.client.methods.Clos
.apache.http.client .methods.Http
.apache.http.client .methods.Htty
.apache.http.entity.StringEntity;
.apache.http.impl.client.CloseableHttpClient;
.apache.http.impl.client.HttpClients;
.apache.http.util.EntityUt
javax.crypto.Mac;
javax.crypto.SecretKey;

javax.crypto.spec.Sec
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java.net .URL;
rt java.text.Simpl

ort java.util.*;

String MAC_NAME
String ENCODING = "UTF-8";

ring HTTP_METHOD_GET = "GET";
string HTTP_METHOD_POST = "POST";

String GMTTin
GMTTime;

String (String queryParam) {

(queryParam == nul queryParam == ""){

v wn .
re 1 B

j[] queryParams = queryParam.
Map<String, String> queryPairs = new
for (String query: queryParams) {

1g[] kv = query. ("="") g
queryPairs. (kv([0], kv[1]);

er sortedParamsBuilder =
iter = queryPairs.
while (iter. 0)){
Map.Entry entry = (Map.En

sortedParamsBuilder.
sortedParamsBuilder.
sortedParamsBuilder.

sortedParamsBuilder.

String sortedParams = sortedParamsBuilder.

sortedParams = sortedParams. (0, sortedParams.

rn sortedParams;

static byte[] HmacSHAlEncrypt (String encryptText, String encryptKey) throws Excepti

e[] data = encryptKey. (ENCODING) ;
secretKey = new SecretKeySpec (data, MAC_NAME) ;

cretKey

lac mac = Mac. (MAC_NAME) ;

(secretKey) ;

yte[] text = encryptText. (ENCODING) ;

return mac. (text) ;

(bytel]
r encoder = Base64.

(key) ;
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(String[] args) throw

String environment =
ing url = "http://

d=333";

host = "service

nn.
’

SErviCe—XXXXXXX—XXXXXXXXXX . cq

apiAppKey = "APIDoOMSRiefxxxxxxxxxxxxGz6AEEaFB";

apiAppSecret =

"T0IDUMr6xxxXXXxxXXXXxx3C5GUsN2Rjvp";

httpMethod = "POST";

acceptHeader =

nw.,
’

reqBody =

contentType =

"application/json";

'application/x

contentMD5 = "";

(httpMethod.

() == HTTP_METHOD_POST) {

lap<String, String> regBodyMap = new TreeMap<>();

regBodyMap. ("type", "fruit");

regBodyMap. ("f

StringBuffer regBodyBuffer = new

ruitname", "apple");

StringBuffer () ;

(Map.Entry<String, String> e : reqgBodyMap.

regBodyBuffer.

regBodyBuffer.

regBodyBuffer.

regBodyBuffer.

}

regBody = regBodyBuffer.

reqgBody = reqgBody

(regBody . ()
contentType =

nw.
7

nn o,
7

regBody =

URL parsedUrl = new
String pathAndParams

(environment != ""

pathAndParams = pathAndParams.

environment. 0));

}

String queryParams =

(parsedUrl.

(url) ;
= parsedUrl.
) £

nn.,
’

()

queryParams = parsedUrl.

nnooco¢
&&

(regBody !=

i f (queryParams.

reqgBody.
() > 0){

queryParams = queryParams -+ & + regBody;

} else {

queryParams = regBody;

(queryParams != ""){

pathAndParams = pathAndParams + "?" +
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(environment)
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ing xDate =

String stringToSign =

(O

String.

"x—date: %s! %$s\n%s s 5 xDate, httpMethod,

acceptHeader, contentType, contentMD5, pathAndParams) ;

>m.out . ("stri

ing signature =

1g authHeader =

gTc gn:" + stringToSign);

ypt (stringToSign, apiAppSecret);
(hmacStr) ;

3o ("hmac id=\"%s\", algorithm=\"hmac

date\", signature=\"%s\"", apiAppKey, signature);

httpClient = Ht

(httpMethod.
IlttpGet httpGet =
httpGet.
httpGet.
httpGet.
httpGet.

response = httpClient.

if (httpMethod.
HttpPost httpPost
httpPost.
httpPost.
httpPost.
httpPost.
httpPost.
httpPost.
StringEntity

httpPost.

response = httpClient.

HttpEnti

if (responseEntity !=
stem.out.

em.out.

formdata L& HREIETE

com.example.demo;

stringEntity = new

response =

() == HTTP_METHOD_GET) {
IttpGet (url) ;
", acceptHeader) ;

host) ;

authHeader) ;

(httpGet) ;

== HTTP_METHOD_POST) {
= new pPost (url) ;
acceptHeader) ;
host) ;
xDate) ;
("Content-Type", contentType);
("Content-MD5", contentMD5) ;
("Authorization", authHeader);
StringEntity (reqBody, ENCODING) ;
(stringEntity) ;
(httpPost) ;

responseEntity = response.

+ response. )i

ityUtils. (responseEntity)) ;

.apache.commons.codec.digest.Diges

.apache.http.HttpkE
.apache.http.client.

.apache.http.client.

7
methods.Closeak

methods.HttpPc

.apache.http.entity.Con

.apache.http.entity.
.apache.http.entity.
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org.apache.http. .client.C
org.apache.http. client.HttpC

org.apache.http.

javax.crypto.Mac;
javax.crypto.SecretKey
javax.crypto.spec.S
java.io.File;

java.net .URL;
java.text.Simpl

wiesdl . ™ g

string MAC_NAME = "HmacSHA1";
ring ENCODING = "UTF-8";

string HTTP_METHOD_GET = "GET";

String HTTP_METHOD_POST = "POST";

(OR

0
SimpleDateFormat ("EEE, dd MMM yyyy HH:mm:ss

("GMT")) ;
(cd. 0);

(String queryParam) {

(queryParam == null queryParam == "") {

return "";

String[] queryParams = queryParam.
Map<String, String> queryPairs = new
r (String query: queryParams) {
String[] kv = query.

queryPairs. (kv[0],

StringBuilder sortedParamsBuilder

Iterator iter = queryPairs.

while (iter. ())A{
Map.Ent entry = (M
sortedParamsBuilder.
sortedParamsBuilder.
sortedParamsBuilder.
sortedParamsBuilder.

}

String sortedParams = sortedParamsBuilder.

sortedParams = sortedParams. (0, sortedParams.

return sortedParams;

=[] HmacSHAlEncrypt (String encryptText, String encryptKey) th
data = encryptKey. (ENCODING) ;
secretKey = new SecretKeySpec (data, MAC_NAME) ;
(MAC_NAME) ;
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e[] text = encryptText. (ENCODING) ;

return mac. (text) ;

(byte
der encoder = Basc

encoder. (key) ;

args) th
environment
url = "http:/, XXXX—XXXX.JZ.a
host = "se E—XXXX—XXXX.JZ.
apiAppKey = "";
apiAppSecret = "";
httpMethod = "E
acceptHeader = Type .APPLICATION_OCTET_STREAM.
contentType = oe .APPLICATION_OCTET_STREAM.
tEntityBuilder builder = MultipartEntityBuilder. () p
file = new FileBody (new le("demo.file"));

("file", file);

entity = builder.

contentMD5 =

URL parsedUrl = ne (url) ;
1g pathAndParams = parsedUrl.
(environment != "") {

pathAndParams = pathAndParams. (pathAndParams. (environment) +

environment. )

}

(parsedUrl. () !'= null)

pathAndParams = pathAndParams + "?2" + (parsedUrl.

("pathAndParams:"+ pathAndParams) ;

ing xDate = 07

String stringToSign = String. ("x-date: %s\n%s\n%$s\n%s\n%s\n%s httpMethod,

acceptHeader, contentType, contentMD5, pathAndParams);
yte[] hmacStr = HmacS yvpt (stringToSign, apiAppSecret);
String signature = (hmacStr) ;

authHeader = String. ("hmac ithm=\"hmac-shall\",

1re=\"%s\"", apiAppKey, signature);

(stringToSign) ;

HttpClient httpClient = HttpCli

“loseableHttpResj

response = null;

(httpMethod.
HttpPost httpPost
httpPost.
httpPost.
httpPost.
httpPost.
httpPost.
httpPost.
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() == HTTP_METHOD_POST)
pPost (url) ;
acceptHeader) ;
host) ;
xDate) ;
("Content-Type", contentType) ;
("Content-MD5", contentMD5) ;

("Authorization", authHeader) ;
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httpPost.
response = httpClient. (httpPost) ;

HttpEntity responseEntity £G 5 ()
if (responseEntity !=

em.out. e status c !

yS Re status code: + response. () ) ¢

em. out . esponse body: ‘ntityUtils. (responseEntity));
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gtOTUWZCO3NTh; Y QwNjYyY; TifQ.
G6zCrUdm-BWAvg3_2¢jGi TI332jsT. 1u3_mBwS8IZst4_8pef_HALs_h__hneMZTgQHALP1Srdm2V6XETIUCXa JYHULUL
XHVFZ1BqJ fxdmG LRDPSOCL7MiuxmIuku7rizY1hqQo@b KIUNXvrDCRIASCG] IFYBKCL fmFMIBXVZXBgTateMUADIj 7xA6ToL FAYohFPiGOIN_80zdoA_f762-3nfxwScInaQ1LQCOGHfeA7TrQFezD31kPeS]Pg

2. (EFEIXREEY Token i&XKISE AP,
Header 2% Authorization: =3 Bear id_token="<¥REMTokenBBF>" ,

http://service-xxxxxxxx—1234567890.gz.apigw.tencentcs.com/work -H

i0iJSUZIIN nR 2J9.eyJ1leHAIOJEL0TIyNzk

1FZRKRA4RE

1jZTBLLTQIND

W-f7HHIKSVbt LtCygAKsFi5 iHr rVRATPSRTHES

APl [

O MFRIERWAR:
£PESIE, BE403, “Access not authorized” , REBAFZEBIITEN

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

GET v http//service-grvz1k5m-1303926587.de.apigw.tencentcs.com:80/work

Params  Authorization

Headers © 6 hidden

KeY
Authorization

Key

Body Cookies Headers (11)

Pretty  Raw  Preview

-
1

Headers (7)

VALUE

Bearer id_token="eyJhbGciOiJSUzl1NilsimtpZCI6IkNENjgwNTAZODJGRTQ1TNjUSRTNGRTFCNOUWQ]Y3RTIBINO.ey)qdGkiOil

Value

Test Results

Visualize

Body

JSON

2 “message": "Access not authorized."

3y

O MNFERIEIRIRAR:

ESUESIE, BE API RIREARLSR, user001BEIENi#1T API RS

GET ~  hitpi/service-grvz1ksm-1303926587.de.apigw.tencentcs.com:80/work

Params  Authorization

Headers © 6 hidden
KEY
Authorization

Key

Body Cookies Headers (11)

Pretty  Raw  Preview

1 work!!!
2

Web ZPi%

1. FENESEEMA APl iGiaitit, AR HERTE:

Do

2. AERNATEMASRIRENAFERWSHIZN, BIEHT APIASER.

I

Headers (7)

VALUE

Bearer id_token="eyhbGciOijSUzI1NilsimtpZCI6kNENjgwNTAZODJGRTQ1 NjUSRTNGRTFCNOUWQY3RTIBIN.ey)qdGkiOi)

Value

Test Results

Visualize

BEER

Body

JSON v

Pre-request Script

=

Pre-request Script

=

DESCRIPTION

Description

“ save | ~

Cookies Code

BulkEdit  Presets v

@ status: 403 Forbidden Time: 405ms  Size: 444 B Save Response ¥

DESCRIPTION

Description

mQ
|
I

m Save | ¥

Cookies Code

Bulk Edit ~ Presets v

@ status: 2000K Time: 217ms  Size: 391B  Save Response v

mQ

o EIAM MIEXIFHE T 2Ri5iEE API RIXIRSFR, EEH APl MXIRSHIEAINA “AR VPC” , $EiEER EIAM IAIE.

o WIRTE EIAM UK R RERE, FTEESKIEN AP IRE Token,

IRIFRE: BR=ItE (It ) BRSEATF
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O BHE s

OAuth2.0

mIEE#RATE: 2023-10-19 15:57:01
RMEER
AESISSEHE AP| FIXE5IE EX API BE OAuth 2.0 BIGAIE, BEMULESIZENER.

OAuth 2.0 %88

OAuth 2.0 2— " AUERIRE, EATFAFILBEERALNIZAPERRSHFERTEREETRIKSEBERAS=S M. OAuth2.0 2—ME
Y, FRINEY .

OAuth 2.0 s

OAuth2.0 BUTHE M A&:

=)= L]
Bifl= APl R REHEBRSSHIRIES .
BEXISS API HIERORERS BN, BFEFLEWSS, HRAFRBENX.
EPRiR ARBEEXHNERRG, &EE=FNAZEPE, BEOaLiESERA,
BEMIEI API BAFENIIRS API, HEEFRBEX.
OAuth 2.0 EiRRE
I E%i mﬁ?ﬂ Q%E%
1. EBAEER———>

—2, BIFANEER—P nirEsk
&, £
FhEAmME
-3 i\ —————| ftoken

6. BIERLTN, WSSTER (HEF MtokenBiTEISE) —r

——5, #itokeniER I FZapi— ERALH
I0IE
token
[ RO tOKENBRITFLEIHL +vereeeererenresssens
< 7. AR
P RN LR =3 | R
RAES

1.ZPiHREIEE, ERREEN,

2 2HRSHNBAEN IS AP| ZFEIFEE, AR

RETHiATRIE FFiE

1.ZPIHEBEANEER, EiXBR= APl RX.

2.FEAIESR, MBIl APl MXEEARPBENIERIRS A AP|, TEEIIRS PISEFRHALEMRFAANEZE S token,
3JAIERTE, BENIERERSIR token BiSifl= API WX,

4.0 = API RXIERE token £&Fif .

IRIRERE: BR=ITE (1bF) BRSEAE 131159



O BHE s

5. B PRt token HE&E5ER IS APl

6.5 = AP FX{ERAAHIIE token, WIEMIIMISISEREIAFBEXESS APl
7.HFPBEEX IS API IRNFSSER, BREIZERZ APl RX.

8.l = APl RIS 3SR R & Fif

BHRSA

o HEFDEK token BIEIIRSEE (EEEEEEMIRSEE, API MXEMHT Python3 Demo 1 Golang Demo &%) .
o BEGIE— API MXIESS (871 SIERES ) -

RMES R

$B1: RIBRSRAERE (KL Python3 Demo 7l )

1. & API IXEBEEFRTHE Python3 Demo o
2. 5% RSA ~$8F1FA$A. (R Python3 i&1T produce_key.py, E£B=A"314:
O public_pem : pem f&XHIAA.
O priv_pem : pem EXBIFAH,
O public : json IERIREH, ZXHHINBSATEE APl RXANEIR APl BIFEINT:

3. BahbR33 . &3 bottle E. pip3 install bottle /5, M Python3 iE1T server.py. server.py FFi2{it token, HITETLIEERIGELER token2

(3318

oy ot

localhost:8080/token
eyJhbGci0iJSUzIINiIsInR5¢cCI6IkpXVCI9.eyJleHAIOJELIOTIyNzgwODksImZvbyI6ImJhciIsImlhdCI6MTUSMjI3Nzc40Swian
RpIjoibFY1TS10S20xMEdtVOpJcHOtMO1GUSIsIm51Z21iI6MTUSM)I3NZzc40Swid3VwIjo5MHO . aHyZo2 jgkNxVRDMtEiRBU4~
nOpMfalOgocu92KQBe—
nmbFoeI_ S5EWTJ8XFNnSIuoCAIFvrdIMSUX2DNVTgO0woXukjoKOTjZSx4txknaXslaApdviW74FVddCrMtdLrKh_V1wPOrEaOGesmt fcR
3RN8xWnjloedPW-HKPEqQVPIAIIWO8ilCBFF—
S5yffcnFGIbfYO0t 70eBBviCONQjWAMQHNte0ZmOCBeG22k7r1lnjHI6gE_kyq7DHQGMUR ] 1pGxoXRC6E-AiV~
3mYrCGnsAosEltulIUtg8VIbTZabSobFDE92C8us4GFtIVJIQB2NWgeB3Hxgpz3D1b4 cCkZbryEQ

SW2: TR’ API {EREHX API
1. EECIBMIRST, R AP| (S0 Q2B API ) , AIREER, SINEREE oaucn2.0 , OAuth BRE Bilaer o

KRS > >

Z

asdasd

MEEAPI

UBERTRARER, VPCHE, REM. NEFH. AL, MockiAPl, AFAEEXH B

SES%: OAuh 20 EREE &

P15, T BEBITSICORSIEHERARE B

SHE ouiR @ S EiAE @ PR &t

Tt S HE(030)

IRIFRE: BR=ItE (It ) BRSEATF £132 159


https://github.com/TencentCloud/apigateway-demo/tree/master/apigateway-oauth-python-demo
https://cloud.tencent.com/document/product/628/11797
https://github.com/TencentCloud/apigateway-demo/tree/master/apigateway-oauth-python-demo
https://github.com/TencentCloud/apigateway-demo/tree/master/apigateway-oauth-golang-demo/AS
https://cloud.tencent.com/document/product/628/11787

O BHE e

2. [GikECER, BRRSIEEECHNARSSELL, token$REIMI%IFE Header , DFBANITH produce_key.py £/ public 4IRS,
BIERRERERK.

$I|3: WEBAPHERILS API

1. 7SI API FIR—MERSSH, #mE AP (21 UEER API ) fERMLSS API, BliRECERT, SEEBIERE onuth2.0 , OAuth BiEiE JksSarT , X
BXIZA AP| ThOEENINIBIZAIEN API,

© muez > >

UEES asdasd

F26077F

AL AREEE B

GET  POST  PUT  DELETE  HEAD  ANY

E

i T I, BEESE OAN20 [HEEE B
WRRRTN, BEARRAP
scons
. ow-orgn
3 FHITRESIAPI S EE R I CORS i E A EM 2
N sus sHEE © #m Bk © B L3

2. EIHEER, [Si%R%E Mock 28, 7£ body A hello world o
$4: IRF

1. KRB API, 3REY token,

http://service-cmrrdg86-1251890925.gz.apigw.tencentcs.com:80/token

REZR:

eyJhbGci0iJSUzIINiIsInR5cCI6IkpXVCI9.eyJleHAIOJEIOTIyNzk3MTAsImZvbyI6ImJhciIsImlhdCI6MTUSMjI30TQxMCwian
RpIjoiZl1BGY1FZRkR4REx3d01XTF10aHBBQOSIsIm5iZiI6MTUSM]I30TQxMCwid3VwIjo5MHO . 0JQquNRVCQ8n9hPV—
mJi6Mku_7G3T1jFp68Sk2AYBijpzzBMQ1KOCREYy09G6Q0pvdctynGOAPkL3cwgeTzkFhWgGj633pu_MdLjlect EBMGYyVQIv6pL8OBMC
HMQzTUTpHWJ_NoUkLpRLKGQZFFcXW8q7v4KeCbf8xHUa90CHS5VF2JIxYOnFWDVgucSgao06r0Jagqb4LDwKIhLw77ujheKpcBjRrflkgo
Ipgk2ghb8CzxM36g_DawMadzKmX49dT—

k7auNnI2xUtu5CZdXZ31SmLeicXfGjcb6rrH_acqUgipZRKeeQ5F3Mad467jPQaTeOKiCMHWS2_yp—-sXNU2GzxO0A

© iR
BB Ak token: ARIPIENRIRSSEAE, FXFATIER APl MRS API it SEFREY token; StB A LABEIE NSRS S5 HiE
$XEY token,

2. {EFEIRENAY token iER LSS API, TILAEE, HEEERRINIERK.

IRIFRE: BR=ItE (It ) BRSEATF 5133 159


https://cloud.tencent.com/document/product/628/11797

APl [

O BHS

hello world

EREBAYS IR token
A ERBIRATIEE], KEY token RIS AERIEIIGIEITIRE, 1T IREISEIMAA4IREE token, IRIBEIRE, EEE— 1 SBELARAEENE

IRENFEINGS, M server.py XHHALIEE, ALAE—HiER code IREIREUEINGG, MRATIREY token RIAHE, TEXRMEI code #HTHIC, HIMRES

‘o
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& BiE e

HES&T
5ERSHS

EIEE#RATE: 2024-01-22 16:28:51

RMEIER

ZESIESRBEEAR APl MXiEHE, S5HX API RXRSERIER.

RMES R

1. BR AP MxXEGE , EENSHPREES, #ARSFIRR,
2. ERRSBIIRE, PERSS, ENZRSHFERE.

3. EIRSSIFIERINAR, PHERSAE, #AAERE.

4. B LMRIEEIRER, EHRSEE.

€« service- SR
EIEAPI HEiERE fERtH BEXER BEAE IRER BuRgIt SREGEE REER
iy SE3E 24/ 2024-01-22 13:16:03 ~ 2024-01-22 14:16:03%] EENERERE v wmmiERyt | @ Q L
Request ID e API ID/E&1Z R Y IARCRZSES IR E)
e api-¢ RIRZESE): 0.000
~  bofodg172! 497 2024-01-22 14:15:46 jrefe release http 200 RS L -
NIRRASEB [rsp_st] 200
111.231
335
[req_len] 2367
‘el req_t] 0.000%
LA (8] [ups_conn_t]
A8 [ups_head_t]
b0f0 197

Secretld/ApiAppKey[secret_id]

AiElaHE
RS EFZSEELM . A3, E24/\8 . HAFPEEXEKBSHIEEE.
RS BB EAZSERIA30RARIBET.
BXEKETRIEERALEEI1X

FHES

Brilsifl= APl MXiEHI&Z151%8 RequestiD. API ID. (@SS HEtER.
RequestID: FFHIARRIERIITE RequestiD, API MXiRERIESEENZ Request ID MEMEEFESR, FZIFMAES RequestID #{THEHIT
fico
API ID: BFPBASRIIRS TE APl f95822 API ID, API RXRERESEERZ AP IFFEREER, AZISHASES API ID #{THEHITE .

X APRMAXEEE, APl MXEERESEERAEREHREFRSXBIIIERIEENBEEEE.
© iRAR:

FE—XREGF, JR=HEORHHTSEEESR, E-HEIFHSREFET .
MRARPFEES RN, BRMEXBEHTER.

T

RSEEEAE, EUXETH. REETSIERA LA TEIRHEEE,

IRIRERE: BR=ITE (1bF) BRSEAE 55135 159


https://console.cloud.tencent.com/apigateway/index

O BHE s

SHRSZSBEE

RIEE#ATE: 2023-06-19 16:48:51

RMEIER
AXIESHET AP| IXEHASHESES, EFCENRE0HTREI TSR
RMES R

1. BR AP MxXiEGE , EENSHRPRERS, #ARSFIRR,
2. EIRSBIIRR, PERSS, ENZRSHFERE.
3. EERBEE, IHzZRSHESRE.
4. aEEPUENSH, BURISHRSES.
& service- m #ER

EIEAPI EMERE BRI BESESE BEAE BRES HiEgit SREEEE RHER

St Py F24/NE  2023-06-14 19:50:25 ~ 2023-06-14 205025 [F] EEIEESF - fri = o) Q@
Request ID e API ID/E&12 W5 X IRCRSE WRZE 18]
api-fopuktgk
> 7ace faegad 2023-06-14 20:00:58 = release hitp 429 ég%z:{;;ﬂ:g -

© RAR:
o SHEFNETERS LaEDESNEERRE - SuBidERED SN EERR SRS B SR EER .
o SHEFEIA csv, XHH—HEH: RSEZF-IRS ID (FHARE - £5RAdiE) .

BSE=Ui5m

SHERRSS BHEXNT:

oinfo_rtt] [$pid] [$Stime_local] [req_id:$request_id]"';

SSHIRBINT:
SHEM L
app_id B appld,
env_name KiEEM.
service_id BRS5 IDo
http_host W&,
api_id API B ID,
uri ERIIEE
scheme HTTP/HTTPS 4,
rsp_st BRIMEIRESD o
ups_st [RimIr S ARSS ERRIIMRIAZSES (NBIBERBEEER, HEEFHZT .. MRBERE APIGW HiEZHT, BAZEEETA - )

IRIFRE: BR=ItE (It ) BRSEATF 55136 #1591


https://console.cloud.tencent.com/apigateway/index

(0% - iit= Al

cip ZPis 1P,

uip Riwdrs3ERSS (upstream ) BY IP,

vip BRIBEE VIP,

rsp_len MRS o

req_len BERKE,

req_t TERNAAY S ATIE

ups_rsp_t RiRIRAYSRTE ( APIGW EiEZEIEEIFiRIRAIATE ) o

ups_conn_t 5Ein S5 IRSS 8EEIEE I R INATIE .
ups_head_t JEimNE R Y Sk ERE XA 8] o
err_msg HIRER.

ERiG TCP i&EEER, RTT (Round Trip Time ) H=&B/4HR% : $4EEAYE1EAYIE ( propagation delay ) « FimZRSAIIERT

tep_rit I8, BREEEERIOHEARISHERTE ( queuing delay) .
pid #12 D,

time_local REIEKRAYATE

req_id 5K IDo

IRIFRE: BR=ItE (Ib5R) BRSEAR 137 #159]|



O BHS

SEREAE

mIEE#RATE: 2024-05-28 17:42:01

RMEIER

ZESIES B

2(EEHIT (CloudAudit) RB—IZEEHENEWSHITE
F, XEENEEBIBNZEEENEG. APIRS.

BIfE.

RMES R

1. BF BEEHERS -

BERIHESRS , Bif). T AP RXARIECR,
. BREREE. BESERMRKEEZIIRSS . CloudAudit IRMERN WS EMSHHRIC
ST TEMEMBN RS HAITINRE. X—SHHRICRAMEGHEEEST. FiREIRERIEHE

2. EEMSHAR, PHRMECH, HARFCRRE,
3. WRMFCRTER, BALMREREE . FHSIR. BF ID. iFR ID FERFCR.

BRFICR

@ WFFREETESNR 2, LSeh,

0L E VIS ETR ENERIE

IRfERE R v sHER @ APIGW (APII%) v e

PR 28 v & v

#AD @ 71D i#5K ID

API 123

FE BETSER
BRI RIEE BHEH
2023-06-19 20:08:43 BindApiApp(#H1ER FIFIAP) apigw(APIF )
2023-06-19 20:08:12 n ModityService(E %) apigw(APIF )

4. ENREEH—E T RBEMRFICR,

ARTZIRMFCRIBHE, BAESRFCRNERS.

FHHE B

BindApiApp
2023-06-19 20:08:43
1 84 (FE [RE RYIT FEiE)

ap-guangzhou

HERID/ER

BHHER sESeTRRAR

{

“sessionContext": {},

“type": "CAMUser",

“userName": “alannahwang"
¥

“eventRegion": "ap-guangzhou",
2,

“errortlessage": “"permission verify",
“requestIp”: ™ 523
“eventID": 23",

BECR BOHEHE
BAER
O WUFIRSETE=TA %,
=410
Esopw VN | ER | ETR auaE S
ELE
1Pt
FE "5 M HrEn @ APIGW (APIF3) &
CAM ERE -
BRI = - i 1
HEXER
AEID @ w9 AERD
AP
Hox
& = KREsER
1
Bl BEE BHEn N
3
2023-06-19 20:08:43 BindApiApp(4HE L FEFIAPI) 4
5
3
2023-06-19 20:08:12 oot ModifyService({E (%) 7
8
2023-06-19 20:00:48 root ModifyService({E B ]:
1
2023-06-19 20:00:24. root ModifyService({SBiE%) 12
13
14
2023-06-19 20:00:22 ReleaseService(£7582%5) 15

IRIRERE: BR=ITE (1bF) BRSEAE

APl [

CEEXTD v
oL
Q
=
‘apiApp/app-
service/service-
X
ao-guangznou
apigutoncentcloudapicom
w o on
10003 9
R
10~ /07 1 Mm
1

B [‘;@

55138 #159m


https://console.cloud.tencent.com/cloudaudit
https://cloud.tencent.com/document/product/629
https://console.cloud.tencent.com/cloudaudit

O BHE e

2B 2 HEMRSS CLS

mIEE#RATE: 2023-06-2116:29:01

RMEER

APl MXZHFCREFIRIBHIIET, BEHRETIUENETREPRER. BEHERE. SHREAFITAS.
APl BxEH SR T EMNEEER, SUMEREEHEES. RKAE; AP RHXRHTIREATE HERS CLS MI8eh, METZEE BERSS#H
TS HENSRIT SR

MES R
B RATEREMESES

HRFERERDATEBFTRS CLS h, WHRLEATEMATER,
HCHERTEMBTER, WAIEREE S5R2 FHRIEE.
1. BR APl MXEGE , BHENSHENTIR > AERE,

2. mbRAEREL LREERREE, fASRERXE, BHtIEAESE.
3. EHHMAIRABENEED, RERFNE, SHERX,

© 5RAR:
M SIS0E— EFE, BFESWA “apigw_logset”

4. EpREERANATEBXE, HHRRATER,
5. ERH NS AT EENEE, HFEANN API NXEZZFIRMEGNTIRS, BEHRE.

© ¥:
o API MXHIAEIRERZLHIRARY, (NEZIHSZIFHEAETR AERS CLS , HEELHIRZEF.
o EAFETIIRNAM “RE" Fid, pEEEARIECSHRMN APl NXEZEH),
o 81 API RXEHIRIFINE—ABEEEHR,
o — M EFEFTEZSNEEE (Topic) , EEFRE APl MXEEXHIAEREARWBFERP,

6. (i) ERXAHEAET, ERSEEIROAMNIMEGIS, Bh@bEEH0.
SW2: ERHNAE

AP| X EBaEEHIIEENTEAXBENRS|, EXFFIRERS|, TEHEEIERSTRELHTEAE.
1. BR APl MxXEGE , BHEENSHENTIR > AERE,

2. BERIRESERAMRMESIRR, BEE HSRSENS HRRIFRE.
3. ERRPTTENBNEPRANMERSSE, EIFAEEE, BIRRR API FX RS CLS MisiaAE.

© iR
BRIBEEFEBESR EE500 .

Btk
1RIEAIBRSS BBV T
log_format

'[Sapp_id] [$Senv_name] [$service_id] [Shttp_host] [Sapi_id] [S$uri] [$scheme] [rsp_st:$status]

[ups_st:$upstream_status]'

'[cip:$remote_addr] [uip:$Supstream_addr] [vip:$server_addr] [rsp_len:S$bytes_sent] [req_len:$request_length]'

'[req_t:Srequest_time] [ups_rsp_t:Supstream_response_time] [ups_conn_t:Supstream_connect_time]
[ups_head_t:Supstream_header_time]'

'[err_msg:S$err_msg] [tcp_rtt:$Stcpinfo_rtt] [$pid] [$time_local] [req_id:S$request_id]';

IRIRERE: BR=ITE (1bF) BRSEAE 55139 159


https://console.cloud.tencent.com/cls
https://console.cloud.tencent.com/apigateway
https://console.cloud.tencent.com/apigateway
https://console.cloud.tencent.com/cls/search
https://cloud.tencent.com/document/product/614/47044

O BHE s

BSSHIEBINT:
SHEM 5iAA
app_id BR ID,
env_name WE&EWR.
service_id BRS3 IDo
http_host 5%,
api_id APIE9ID,
uri ERIIEE
scheme HTTP/HTTPS ¥,
rsp_st BRIPARZSED
ups_st EimirSSERSSBRAIMRAET (WNRIEKRBEEER, MEEFHE ., MRERE APIGW HBHZ#ET, BRAZEEETRH - ) o
cip ERi% IP,
uip GiRS3ERSS (upstream) BY IP,
vip BERIBEE VIP,
rsp_len MRS o
req_len BERKE,
req_t TERNAAY S ATIE
ups_rsp_t [RiRIREYEAE (APIGW EsZiEREi s RininRAYeE ) o

ups_conn_t 5EinS5IRSS 8REIEE I R INATIE .

ups_head_t TRimi R A9 SLERRYIXRTE o

err_msg EIRMER.
top_rtt ?F‘iﬁ TSP EZER, RTT (Rgund Tri;? Time ) B=3B534EM: $EREAYIEIEITE (propagation delay ) . KikRGHILIERT
e, IRESEEERAYHEAFIZIERTE ( queuing delay ) o
pid #E D,
time_local REIEKRAYATE
req_id 3K IDo
M

o APl RIXAIEBSIRERLHIFAIR, (NEZLHISZIFRIEATIIATMRS CLS , HELHIFZE.
o APl RXEEELIRIAEE CLS pIThRERE, APREZTRERSS CLS i9EM.
o IXZIFHEIRSS CLS RilthisisZiFIbIngE, #5550 CLS /Y =l MAlthie o

IRIFRE: BR=ItE (It ) BRSEATF 2140 H#159R
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O BHS

Vhia e
SHhinmiE

IEE#RASE: 2024-11-14 10:55:01

RMEIER

AP| BXZHEEFEE. AP SHSSNERSHRENNRER, A0S REESHRIEIREROSE.
RMES R

B R

1. BF APl MXEGE , EENSHEZRTEIRS, H#ARSSIRR.

2. ERSBIIRPPERS S, BARSHFBER.

3. EIRSIHIBERINED, PHLIRER, HALEERR,

4. EFFER, APLIERE “£307 &0, JUEECERTHRNGEEER, SERARXE. RE.

& service- #ER

EIEAPI EiERE e BEEHE ERsEE LifER RS FERE REEL

AR v APL 2B
Bl T4 WIR - OBEFAS B BERLL 158 v
@
ERB D
2% R
ARARRE O
[ [
SRR O
0.0007MB omB
HE API REiNE

1. BR AP NXEGE , EENSHERTES, H#ARSIRR,.
2. ERSBIIRPPEERS SR, BARSBHFBR.
3. EIRSIFERIES, PEISER, #AGEERR.

lRzAdiE. $EREREFSHRITHER.

TSR 2 WEEE

RIS SR

0.083%

R

0.00003MB
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BIEE URL RERATRIE _ , EATRE _ SURRNAEERPI TRISSERE, iR,
BEERASFE, FRASFEBRAEUNEZLE,
FE7Z URI hEETES, mER REST APl ERinfERA HTTP 2#AME=NEZFNH Accept request header,

IRIRERE: BR=ITE (1bF) BRSEAE 5157 #1591



O BHE e

API P9 2 itz Pa e g Ez LARZ SR VIP

mIEE#RATE: 2024-11-05 15:03:32

[al =F
EBR=TEEIHRIF TR ERS RS A it = B RS H TR :
1. EEXAERZE, FRBHE—RIXEEHREFSEEN,
2. ERRERE, SRS BIEOFSSZEIRN,
3. EREREHRRE, HERIRSAIIND VIP EEETE,

APl [, $HRIHZLBITEIZAMRSS, NFEEFARMMXIING IP TSRIUATER.
He MR AFANERE. HEP5hN VIP TAFRSMNLREREATHKEITE, BTSSR FinidiE VPC Wi CLB HiR
) B HESLpNTE &

O FEE:
o MREERNSHEEG, EE=:
O BFSRAPHA, HbjE VIP S SHEETE,
O MAPERAHEEFIIRRS, ALVSTEMRE T RLEE, TERNEEFITHE, ERLEAPTEHITRLEH,
O MAPERRSHFEEREEEN VIP, WENNEWERER ., mHZHERESN LOME .
o MNRE(ERAINSIERERERILE], ATREENUVSZNEERTFAF, MEREBSMNMVIP, Fi23sTH,

HitiPIRIRIER ARz SN VIP SRS :

PRRIRER (Fitbldse

bt %) 4R VIP FHRESMNA VIP
125.94.61.15. 125.94.61.16.
125.94.61.17. 125.94.61.18.
9.0.0.0/8. 125.94.61.19. 125.94.61.20.
et 125.94.61.21, 125.94.61.22, 114.132.67.158. 175.178.136.220. 106.55.207.114.
=M 100.64.0.0/10. 116.31.69.26. 116.31.69.27. 134175 252 50. 114205107
11.0.0.0/8. 116.31.69.28. 116.31.69.29. CiTemeTEy e
30.0.0.0/8 116.31.69.30. 116.31.69.36.
116.31.69.37. 116.31.69.38.
116.31.69.39. 116.31.69.40
123.206.35.235.
123.206.35.236.
123.206.35.237.
123.206.35.238.
123.206.35.239,
?6(.)6(.)6(.)(/)5/; 1:2:;82:22:;3?: 120.53.200.198. 120.53.200.58. 120.53.200.182.
. 192.144.235.157. 82.156.210.213. 82.156.183.172.
= 100.64.0.0/10. 123.206.35.242.
162.14.5.122. 162.14.3.190. 162.14.3.122.
11.0.0.0/8. 123.206.35.243, 162145137, 162.14.6.93. 162.14.3.93
30.0.0.0/8 123.206.35.244. I Ty TR e
123.206.35.245.
123.206.35.246.
123.206.35.247.
123.206.35.248.
123.206.35.249
tis 9.0.0.0/8. 211.159.135.21. 124.223.145.141., 124.223.147.207. 124.223.148.119
10.0.0.0/8. 211.159.135.22. 124.220.200.119. 124.220.155.59. 123.207.180.132
100.64.0.0/10. 211.159.135.23. 110.40.163.24. 110.40.163.211. 110.40.163.200.
11.0.0.0/8. 211.159.135.24. 124.222.143.21
30.0.0.0/8 211.159.135.25.

IRIFRE: BR=ItE (It ) BRSEATF

211.159.135.26.
211.159.135.27.
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https://cloud.tencent.com/document/product/628/42937
https://cloud.tencent.com/document/product/628/39300
https://cloud.tencent.com/document/product/628/55510
https://console.cloud.tencent.com/workorder/category

O BAT

9.0.0.0/8.
10.0.0.0/8.
FEEE 100.64.0.0/10.
11.0.0.0/8.
30.0.0.0/8

9.0.0.0/8.
10.0.0.0/8.
Fhhnig 100.64.0.0/10.
11.0.0.0/8.
30.0.0.0/8

IRIFRE: BR=ItE (It ) BRSEATF

211.159.135.28.
211.159.135.29. 211.159.135.30

123.206.35.245.
123.206.35.246.
123.206.35.247.
123.206.35.248.
123.206.35.249

119.28.123.219.
119.28.123.220.
119.28.123.221. 119.28.123.222

APl [

43.132.28.160. 43.132.29.187
43.132.31.114. 43.132.28.122
43.132.29.164. 43.132.31.45

43.132.33.86. 43.132.34.18
43.132.32.215. 43.128.66.147
43.134.99.237. 150.109.16.225
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