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ZIAXHAILE
mRIEEFATE: 2024-11-13 15:30:52

1ETILMER secret_id 1 secret_key x31&09 API HTIMEEIE, secret_id #ll secret_key BXHM, XBIFEIIHRA
secret_id/secret_key ¥,
T£{EH secret_id/secret_key 3iA\Eal, BHELLE—IT secret_id 1 secret_key,

EHMER API

BUE API BT, EAJLUEREIERDBEREN . LikFRAE SN AP RGE, REEAERZANABIHDEBSED
API RXAIRREE, FIEHRAREHERIBEANTEET API MXAIEN
AP| 8IESRfE, BREMER “FERiHR” haelsHAS APl 5 AP| FREIRSH#HITHE . BREIFBEESR ERITHE .

EHAE

secret_id 7=”ffl: ARID**x*xxxxxxx  FFHRRFIERANMANER, HE5881HE, EREEPER,
secret_key Rffl: zxrxxxxxxxxxrxxrc BAFERITE, ERIEPTEU.

HEGE
BEREAR

RERIEN HTTP BERAELEEFE header: Date #1 X-Date Zi%&—LAK Authorization, AJLASBE Source FES
header,
Date header BYE79 GMT #&zUA9 HTTP i5kaiERdiaE, 40 Fri, 09 Oct 2015 00:00:00 GMT,
X-Date header 89{873 GMT &zUaY HTTP i5kiQi&Rdia, FI40 Mon, 19 Mar 2018 12:08:40 GMT . 1553 #hiEht .
Source header {REZKENE, AJLUMESESEHFES,
Authorization header BIRZ4N
Authorization: hmac id="secret_id", algorithm="hmac-shal", headers="date source",
signature="Base64 (HMAC-SHAIl (signing_str, secret_key))"

o

M3t Authorization PRI &R 93 BURERE:
hmac: BERE, BFHRRHESZ.
ID: H{g/ZHM secret_id RIE,
algorithm: MEHix, SHAiFHIR hmac-shat,
headers: £5%&itHH header, EXEIRTERIAIRFEHES.
signature: IHEEZEBEINESR, signing_str EBERS.

SRIAGE
ERMANHFHRIBISENSEASTIHE, I hmac-shal Eikspi:
SEBNE

BGRERZEERNES, EEASHBEENE header HF;, header RENELEE date, TUABEESHIth header,
header BN TFERERGZIFFHET :
1. header i H/N\E, I\ header BI5HEI ascii 26 : #1 ascii =R .

2. RiEkENN header &,
3. NRFERE—SEMWEZEM header, ML ascii ITFF \n .
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BIENERA header £25HBEZBAE (1VATH, BREBUSIIFERESFER) !

Date:Fri, 09 Oct 2015 00:00:00 GMT

Source:AndriodApp

EREBREA:

date: Fri, 09 Oct 2015 00:00:00 GMT

source: AndriodApp

TSR

BE—SERNERRNS, (A Base64 (HMAC-SHA1 ( signing_str, secret_key ) ) Eixi#TitE8ERESR, HH2:
o FHEERSERBNGE, BEAM secret_key RBEIEA, (A HVMAC-SHA1 EE#{TIHESHNBEXEZAS .
o {Hf Base64 MHEBMMEZZATHITHIRERTEENEZRE,

(ERSSE
MBEERRAIBPFTREI—E, 7E Authorization header B signature fMEN E—4i+ HEHEHIES

=3t A

header ¥

Authorization ¥ headers (UBEIEANEERS5iTEZRM header HRTR, HEWUERAINE, L ascii 89 R. Flw, &
5i+8#9 header 73 date #1 source B, I{iEIA L headers="date source"; 25it&H header {XJ3 x-date B, Ik
BRI headers="x—-date",

SERHNBEN

HISIRSE, &S header BEERME ST, NBEXBAIRSHRKRIEE LB, Secretld. SecretKey. URL. Host
FEEMHEZER.

© i
EHESHESR Demo EER AREER-SMESERES .
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ZAESSIESEER Java iES, BEERMESCRMER AP #TAMEEE,

MET R

. & APl RIXEEIE , SE—A AP, EFEREEHBENER (21 = API it ) .

. 18 API FRERSEGERGIHER (80 RSEHTSTFE) o

. EEHEHAEERmeEENAN

. EEHEERIT IR ERERITE, FISERITISELZINBERNNE (B0 ERITLIFE ) o
. 1BERAITRS API 5 AP| FRTEIRSSHITHRRE -

. B T=HIEEE, ER Java iBEEEREBRS

jz3t i

o BRERZEN HTTP ERAZELEEFEA Header: Date 1 X-Date Zi®—LAR Authorization, BAILABEEZ header, fll
2#EH Date Header, IRSZimISASXIGATE; WNRFER X-Date Header, IRSZimiSHIEATIE

o Source Header 2 &/KENME, JLUESEEE, tBAFIES, Demo FRELMER “Xxxxxx”
« Date Header BYEEHESARTE (GMT ) #8089 HTTP i5Rk8i&Rdia, %0 Fri, 09 Oct 2015 00:00:00 GMT,

» X-Date Header BEAt&HEEARTE (GMT ) #&=XAY HT TP i&KkigiEadia, #1481 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header EHIRTEF IS RIS A EEAERIIZ1593 8.

o MBERIRSS API, Header FEEHRN X—-NameSpace—Code 1 X-MicroService-Name B, &FH API FFE
iR, Demo HELARIT XA FE,

o & Demo R8EET GET 5i&# POST HiEHITH, EILMRER CRIBRIER,

HILHE

Base64.java

oo 0 b~ WON -

package apigatewayDemo;

import java.io.UnsupportedEncodingException;

public class Base64 {
private static char[] base64EncodeChars = new char[] { 'A', 'B', 'C', 'D',
'EV, 'F', lGl, 'H', 'I', lJl, 'K', IL', lMl, 'N', IO', lPl’ 'Q',
'RV, 'S', lTl, 'U', 'v', lwl, 'X', IY', lZl, 'a', lb', lcl’ 'd',

va, 'gll 'h', viv, 'j'l 'k', llv, lml, vnv, 'O', lpl’ qu,

'S', 't', vuv, 'V', 'W', 'X', lyv, 'Z', vov, llv, l2l’ 131,

|5|, '6', 171, '8', l9l, v+v, l/l },.

private static byte[] base64DecodeChars = new byte[] { -1, -
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public static String encode (bytel]
StringBuffer sb =

int len

int i

while
o
if

}
b2
if

}
b3
sb

}

return

public static bytel]
StringBuffer sb =

bytel]

int len

.append (base64EncodeChars| ( (b2 & 0x0f)

53,
1, 2,
20,
31,
48,

55,
4,

22,
33,
50,

56,
5, 6,
23,
34,
51,

3,
21,
32,
49,

data) {
new StringBuffer();
= data.length;
057

int bil,

b2, b3;

(1 < len) {

= data[i++] & Oxff;
(1 == len) {

sb.append (base64EncodeChars[bl >>> 2]);
sb.append (base64EncodeChars|[ (bl & 0x3) << 4]);
sb.append ("==") ;

break;
= data[i++] & Oxff;
(1 == len) {

sb.

sb.

append (base64EncodeChars[bl >>> 27]);
append (base64EncodeChars|[ ( (bl & 0x03)

| ((b2 & 0xfO0)
append (base64EncodeChars|[ (b2 & 0x0f)

<< 4)
>>> 4)1);

sb.
sb.

<< 2]);
append ("=") ;
break;

= data[i++] & Oxff;

.append (base64EncodeChars [bl >>> 2]);
sb.

append (base64EncodeChars|[ ( (bl & 0x03)
| ((b2 & 0xfO0)

<< 4)

>>> 4)1);

<< 2)

[ ((b3 & 0xcO0)
sb.append (base64EncodeChars [b3 & 0x3f]);

>>> 6)1);

sb.toString() ;

decode (String str)
new StringBuffer();
data = str.getBytes ("US-ASCII");

= data.length;

int i = 0;

int bil,

while
/*
do

} while

b2, b3, b4;

(i < len) |

[ofL i/
{
bl = base64DecodeChars|[datal[i++]];

(i < len && bl -1);
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35,
=i,

throws UnsupportedEncodingException




break;
7% 182 *
do {
b2 = base64DecodeChars[datal[i++]];
} while (i < len && b2 == -1);
if (b2 == -1)
break;
sb.append((char) ((bl << 2) | ((b2 & 0x30) >>> 4)));
/% 183 */
do {
b3 = datal[i++];
if (b3 == 61)
return sb.toString().getBytes ("IS0O-8859-1");
b3 = base64DecodeChars [b3];
} while (i < len && b3 == -1);
if (b3 == -1)
break;
sb.append((char) (((b2 & 0x0f) << 4) | ((b3 & 0x3c) >>> 2)));
/* bd */
do {
b4 = datali++];
if (b4 == 61)
return sb.toString () .getBytes ("IS0-8859-1");
b4 = base64DecodeChars[b4d];
} while (i < len && b4 == -1);
if (b4 == -1)
break;
sb.append( (char) (((b3 & 0x03) << 6) | b4d));
}
return sb.toString () .getBytes ("IS0O-8859-1");

SignAndSend.java

package apigatewayDemo;

import java.io.UnsupportedEncodingException;
import java.security.InvalidKeyException;
import java.security.NoSuchAlgorithmException;
import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import java.text.SimpleDateFormat;

import java.util.*;

import java.io.BufferedReader;

import java.io.IOException;

import java.io.InputStreamReader;

import java.io.PrintWriter;

import java.net.URL;

import java.net.URLConnection;
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import java.net.HttpURLConnection;

import java.io.OutputStreamWriter;

public class SignAndSend {
private static final String CONTENT_CHARSET = "UTF-8";
private static final String HMAC_ALGORITHM = "HmacSHA1";
public static String sign(String secret, String timeStr)
throws NoSuchAlgorithmException, UnsupportedEncodingException,
InvalidKeyException

{

/ RN EBFHER, sourceBERKEME, TIESESE, DemoffEA" xxxxxx"

String signStr = "date: "+timeStr+"\n"+"source: "+"xxxxxx";

/ /IREUROIER

String sig = null;

Mac macl = Mac.getInstance (HMAC_ALGORITHM) ;

byte[] hash;

SecretKeySpec secretKey = new SecretKeySpec (secret.getBytes (CONTENT_CHARSET),
macl.getAlgorithm());

macl.init (secretKey);

hash = macl.doFinal (signStr.getBytes (CONTENT_CHARSET)) ;

sig = new String(Base64.encode (hash));

System.out.println ("signValue--->" + sig);

return sig;

public static HttpURLConnection NewHttpUrlCon (String url, String secretId, String
secretKey) {
//3REREHE) eyt BYiE
Calendar cd = Calendar.getInstance();
SimpleDateFormat sdf = new SimpleDateFormat ("EEE, dd MMM yyyy HH:mm:ss 'GMT'",
Locale.US);
sdf.setTimeZone (TimeZone.getTimeZone ("GMT")) ;
String timeStr = sdf.format (cd.getTime()) ;
HttpURLConnection httpUrlCon = null;
try {
String urlNameString = url;
URL realUrl = new URL (urlNameString) ;
// ¥TFFHEN URL ZiEIRYIERE
URLConnection connection = realUrl.openConnection () ;
httpUrlCon = (HttpURLConnection)connection;
// REBRANEKREN, source BEZIKEME, AIES{ESIE, Demo HERA“xxxxxx”
httpUrlCon.setRequestProperty ("Host", url);
httpUrlCon.setRequestProperty ("Accept", "text/html, */*; g=0.01");
httpUrlCon.setRequestProperty ("Source", "xxxxxx") ;
httpUrlCon.setRequestProperty ("Date",timeStr) ;
String sig = sign(secretKey,timeStr) ;
String authen = "hmac id=\""+secretId+"\", algorithm=\"hmac-shall\",
headers=\"date source\", signature=\""+sig+"\"";
System.out.println ("authen --->" + authen);
httpUrlCon.setRequestProperty ("Authorization", authen) ;
httpUrlCon.setRequestProperty ("X-Requested-With", "XMLHttpRequest") ;
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httpUrlCon.setRequestProperty ("Accept-Encoding", "gzip, deflate, sdch");

// UNBREMIRES API, Header HHEEFRN' X-NameSpace-Code', 'X-MicroService-
Name ' FWMNFER, BA 2p1 FRERM.
httpUrlCon.setRequestProperty ("X-NameSpace-Code", "testmic") ;
httpUrlCon.setRequestProperty ("X-MicroService-Name", "provider—-demo") ;
} catch (Exception e) {
System.out .println ("$FREESE! " + e);
e.printStackTrace () ;
}
return httpUrlCon;

public static String sendGet (String url, String secretId, String secretKey) {
String result = "";
BufferedReader in = null;
try {
// FERERE

HttpURLConnection httpUrlCon = NewHttpUrlCon (url, secretId, secretKey);

// BIEFRRERR
httpUrlCon.connect () ;

// IREVERENaRsk=ER

Map<String, List<String>> map = httpUrlCon.getHeaderFields () ;

// BHFRERINNR L R
for (String key : map.keySet()) {
System.out.println(key + "-——>" + map.get (key));

// EX BufferedReader HINRFIZE URL AYNERZ
in = new BufferedReader (new InputStreamReader (
httpUrlCon.getInputStream()));
String line;
while ((line = in.readLine()) != null) {
result += line;
}
} catch (Exception e) {
System.out .println ("KIXEGETIEREMBE! " + e);

e.printStackTrace () ;

// fEF finally BREXABANIR

finally {

try {
if (in !'= null) {
in.close () ;
}
} catch (Exception e2) {
e2.printStackTrace();
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}

return result;

public static String sendPost (String url, String secretId, String secretKey) {
String result = "";
BufferedReader in = null;

try {

// FhiBiERE

HttpURLConnection httpUrlCon = NewHttpUrlCon (url, secretId, secretKey);

/ /@B post iBXK

httpUrlCon.setRequestMethod ("POST") ;
httpUrlCon.setUseCaches (false); //Post imRAB(EREF
httpUrlCon.setDoOutput (true) ;
httpUrlCon.setDolInput (true);

/ I BBEREIERE] pody B
OutputStreamWriter out = new
OutputStreamWriter (httpUrlCon.getOutputStream()) ;
String jsonStr = "{\"caller\":\"apigw\", \"data\":\"test post\"}";
out.write (jsonStr);
out.flush{();

out.close();

// BILEEPRRIER
httpUrlCon.connect () ;

// IRENERBINRISLF R

Map<String, List<String>> map = httpUrlCon.getHeaderFields () ;

// BB L ER
for (String key : map.keySet()) {
System.out.println(key + "-——>" + map.get (key));

// EX BufferedReader HINRFIEE URL AYNEREZ
in = new BufferedReader (new InputStreamReader (
httpUrlCon.getInputStream()));
String line;
while ((line = in.readLine()) != null) {
result += line;
}
} catch (Exception e) {
System.out .println ("KIEPOSTIHREMBE! " + ¢);

e.printStackTrace () ;

// R finally BREXABNIR
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finally {
try |
if (in != null) {
in.close () ;
}
} catch (Exception e2) {
e2.printStackTrace () ;

}

return result;

Demo.java

package apigatewayDemo;
public class Demo {
public static void main(String[] args) {
String secretId = "your secretId"; // BEAMHY Secretid
String secretKey = "your secretKey"; // AT SecretKey
SignAndSend signAndSendInstance = new SignAndSend () ;

//get iBEXK
String getUrl = "http://service-—xXXxXXXXx-—
1234567890 .gz.apigw.tencentcs.com:80/get"; // FAPR aArI RYIGIEEEE
String getResult = SignAndSend.sendGet (getUrl, secretId, secretKey);
System.out.println (getResult) ;

//post iBXK

String postUrl = "http://service-XxXXxXXX—
1234567890.gz.apigw.tencentcs.com:80/post"; // FAR 2arI AUIGIRERE

String postResult = SignAndSend.sendPost (postUrl, secretld, secretKey);

System.out.println (postResult) ;
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Go ( ZARHAILE )

RIEE#HATE: 2023-09-04 16:30:07

MR

ZAESIESEER Go 55, BURRANEMRIEN APl EITINEEE,

MEP R

. & APl RIEEIE , SE—A AP, EFERERHBENER (21 = API it ) .

. 18 API| FRERSEGERGIER (80 RSETSFE) o

. EEHEHAEERmeIEENAN

. EEHEERITIRERERITE, FSERITISELZIBERNNE (SR ERUTLIFE ) o
. 1BERAITRIS API 5% AP| FRTEIRSSHITHRRE -

. B0 IS, (EF Go EEEMERBNA.

=3t i

o BRERZEN HTTP ERAZELEEFEA Header: Date 1 X-Date Zi®—LAR Authorization, BAILABEEZ header, fll
B#EH Date Header, IRSZimiSASXIGATE; WNRFER X-Date Header, IRSSimiSHIEATIE

« Date Header BYEEHESARTE (GMT ) #&089 HTTP i&RkHi&Rdia, %0 Fri, 09 Oct 2015 00:00:00 GMT,

« X-Date Header BEIt&HEEARTE (GMT ) #&=X8Y HT TP i&Kkigi&adia, #1480 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header BAIATEFNZHBIRT B EEAREEREZ 1553

o MEERIRSS API, Header FEZEFIN X-NameSpace—-Code #1 X—MicroService-Name BMEER, & API 7EE
&, Demo HEARI T XA FE,

O

oo g b~ WON -

package main

func calcAuthorization (source string, secretlId string, secretKey string) (sign string,

dateTime string, err error) {
timeLocation, _ := time.LoadLocation ("Etc/GMT")
dateTime = time.Now () .In (timeLocation) .Format ("Mon, 02 Jan 2006 15:04:05 GMT")

sign = fmt.Sprintf ("x-date: $s\nsc : %s", dateTime,
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fmt .Println (sign)

//hmac-shal

h := hmac.New(shal.New, []byte (secretKey))
io.WriteString (h, sign)

sign = string(h.Sum(nil))

fmt.Println("sign:", fmt.Sprintf ("%s", h.Sum(nil)))

//base64
sign = baseb64.StdEncoding.EncodeToString ([]byte (sign))

fmt .Println("sign:", sign)

auth := fmt.Sprintf ("hmac id=\"%$s\", algorithm=\"hmac-shal\", headers=\"x-date
source\", signature=\"%s\"",
secretId, sign)

fmt.Println ("auth:", auth)

return auth, dateTime, nil

func main () {
SecretId := "your Secretid" // ZB$AXIAY SecretId
SecretKey := "your SecretKey" // ZEANTRY SecretKey
source := "xxxxxx" // BHRIKEME, "ESEFEE

sign, dateTime, err := calcAuthorization (source, SecretId, SecretKey)
if err !'= nil {
fmt.Println (err)

return

defaultDomain := "service-xxxxxxxx—1234567890.ap—

guangzhou.apigateway.myqgcloud.com" // HP aAPI FR{ERRSSHIELR

reqUrl := "https://service-xxxxxxxx—1234567890.ap—
guangzhou.apigateway.mygcloud.com/release/yousa" // HP aApI RYiGOERE
client := &http.Client{

Timeout: 7 * time.Second, //set

req, err := http.NewRequest ("GET", reqUrl, nil) //set body
if err != nil {
fmt .Println (err)

return

.Header.Set ("Accept", "*/*")
.Header.Set ("Accept-Charset", "utf-8;")
.Header.Set ("Host", defaultDomain)
.Header.Set ("Source", source)

.Header.Set ("X-Date", dateTime)
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req.Header.Set ("Authorization",

// WNBE2MARSS APT, Header HFHBERM ' x—Nar

B2, B a1 FHBERM.
req.Header.Set ("x—Nan

req.Header.Set ("x—-Mi

resp, err := client.Do(req)

if err !'= nil {
fmt.Println (err)
return

}

defer resp.Body.Close ()

fmt.Println ("s

//get resp header

headerMsg string

key, _ := range resp.Header

headerMsg += fmt.Sprintf ("\n

.Println (headerMsq)

body, err := ioutil.ReadAll (resp.Body)

if err !'= nil {
fmt.Println (err)

return

fmt.Println (string (body))
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Python ( Z$B3HIAILE )

RIEE#HATIE: 2020-08-25 14:44:31

MR

ZAESSIESEER Python iES, BEZEAMESRIER AP HITIMEEE

MET R

. & APl RIEEIE , SE—A AP, EFEREEHBENER (21 = API it ) .

. 18 API FRERSEGERGIER (80 RSETS5TFE) o

. EEHIEHAEERmeEENAN

. FEEHSERIT IR ERERITE, FSERITISELZINBERNNE (B0 ERUTLIFE ) o
. 1BERITRIS API 5% API FRTEIRSSHITHRRE -

. B0 THIEES , R Python IESERERBAR.

23 {00 ]

AP| PX$2f Python 2.7 1 Python 3 BMRFRITHINTE, BERIEECH Python IRASIEERE

SN

o BEEEN HTTP iS5 RRELEEHEA Header: Date 1 X—Date Zi&—IAK Authorization, SILABEESE header, M
S{EM Date Header, RSBimEASKRIEHTE; WNRER X-Date Header, BRSZiRISHIGRTIE

» Date Header BYEIEHEIERTE (GMT ) #&zU8Y HTTP i&Eki@i&Rdial, #1n Fri, 09 Oct 2015 00:00:00 GMT.

o X-Date Header BYERIZHEARTIA (GMT ) U89 HTTP i&Xk@iErdial, a0 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header ERIBTEIFILRIRTIERIZEREEBIZ155 8,

o WNE2HERSS AP, Header HEZERN X—NameSpace—-Code #1 X—MicroService-Name B1M=ZER, @ API FEE
&N, Demo HEARI T XFEAFE,

oo g b~ WOWN -

A
Python 2.7 =B

ort requests
mport datetime

ort hashlib
from hashlib import shal
mport hmac

ort base64

GMT_FORMAT = '3a,

(source, SecretlId, SecretKey)

dateTime = datetime.datetime.utcnow () .strftime (GMT_FORMAT)
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auth = "hmac id=\"" + SecretId + "\", algorithm=\"hmac-shall",

source\", signature=\""

"

signStr = 'c e: " + dateTime + "\n" + "source:

sign = hmac.new (SecretKey, signStr, hashlib.shal) .digest ()

sign = baseb64.bb64encode (sign)
sign = auth + sign + "\""

return sign, dateTime

SecretId = 'your SecretId'
SecretKey = 'your SecretKey'
url = 'http://service-xxxxxx—-1234567890.ap-

guangzhou.apigateway.mygcloud.com/release/xxx"'

header = { 'Host':'service-xxxxxx-1234567890.ap-guangzhou.apigateway.mygcloud.com',

'Accept': 'text/html, */*; g=0.01",
'X-Requested-With': 'XMLHttpRequest',

n

'User—-Agent': 'Mozilla/5.0 (X11; Linux x86_64)

like Gecko) Chrome/41.0.2272.89 Safari/537.36"',

1

'Accept-Language': 'zh-CN, zh;g=0.8, ja

Source = 'xxxxxx'

sign, dateTime = getSimpleSign (Source, Secretld,
header['Authorization'] = sign

header['Date'] = dateTime

header['Source'] = Source

header [ 'X-NameSpace—-Code'] = 'testmic'

header['X-MicroService-Name'] = 'provider-demo'

int header

requests.get (url, headers=header)

int r

int r.text

Python 3 =L

base64
datetime
hashlib

hmac

requests
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Accept-Encoding': 'gzip, deflate, sdch',

;9=0.6"

SecretKey)

+ source

headers=\"date

AppleWebKit/537.36
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GMT_FORMAT = '%a, %d %b %

def getSimpleSign (source, SecretId, SecretKey):

dateTime = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

auth = "hmac id=\"" + SecretId + "\", algorithm=\"hmac-shal\", headers=\"date
source\", signature=\""

signStr = "date: " + dateTime + "\n" + "source: " + source

sign = hmac.new (SecretKey.encode (), signStr.encode (), hashlib.shal) .digest ()

sign = baseb64.bb64encode (sign) .decode ()

sign = auth + sign + "\""

return sign, dateTime

SecretId = 'your SecretId'
SecretKey = 'your SecretKey'
url = 'http://service-xxxxxx—-1234567890.ap

guangzhou.apigateway.mygcloud.com/release/xxx"'

header = {'Host': 'service-xxxxxx-1234567890.ap-guangzhou.apigateway.mygcloud.com',

'Accept': 'text/html, */*; g=0.01"',

Requested-With': 'XMLHttpRequest',

'X
'User—-Agent': 'Mozilla/5.0 (X11; Linux x86_64 7 37 . Z (KHTML,

like Gecko) Chrome/41.0.2272.89 Safari/537.36"',
'"Accept-Encoding': 'gzip, deflate, sdch',
'Accept-Language’':

}

Source = "xxxxxx'

'zh—-CN, zh;g=0.8, ja;g=0.6"

sign, dateTime = getSimpleSign (Source, SecretlId, SecretKey)
header['Authorization'] = sign
header['Date'] = dateTime

header [ 'Source'] = Source

r = requests.get (url, headers=header)

print (r.text)
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JavaScript ( ZE$AXIAIE )

RIEE#HATE: 2021-04-15 15:31:20

MR

ZAESSIESIEER JavaScript i55, BEBAMESENEN AP ETIANEEE,

MET R

. 7 API MXiEHIE , SIB—A API, ERERSEEHBHENEN (20 82 AP #fid ) .

. & API FREIRSRHBERGHE (2R RSEHSTE)

. EEHAEPEEREEEHAEY

. EEHAERITRERERITR, FISERITRISEIZMNZBAIHE (2R ERITEIFE ) o
. BERITRIS API 2 API FRTEBRSSIHITHE

. 80 =1L , {EA JavaScript ESEREBNE.

jz3 L ]

o RERZEN HTTP HERAZLEEFEA Header: Date 1 X-Date Zi®—LARK Authorization, AILABEEZ header, 1l
2 Date Header, IRSZimISASXIGATE; WNRFER X-Date Header, IRSZimiSHIEATIE
« Date Header BYEEHESARTE (GMT ) #8089 HTTP i5RkH8i&Rdia, %0 Fri, 09 Oct 2015 00:00:00 GMT,

« X-Date Header BESt&HEEARTE (GMT ) #&X8Y HTTP i&Kkigi&adia, #1481 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header RIS EFNZHBIRT B EEAREEREZ 1553

o MEERIRSE API, Header FEZEFIN X-NameSpace—-Code #1 X—-MicroService-Name BMEER, & API 7EE
&, Demo HELARI T XA FE,

HICHE

oo g b~ WO N -

/*

ugeels; - o

<script js/vue.js"></script>
<script = s"></script>

<script =" </script>

<script src="js/crypto-js/« pto-js -</script>

*/

var nowDate = new Date();

var dateTime = nowDate.toUTICString() ;

//dateTime = "Mon 2018 12:00:44 GMT"

var SecretId you : /) BEAXRY secretid

var SecretKey 3 retKey'; // ZB$AWHY SecretKey

var source = '3 // BZIKENME, nESEEE

var auth = "h d=\"" + SecretId + "\", a orithm=\"hmac-shal\",
source\ s N\ e

var signStr = "x-date: " + dateTime + "\n

console.log(signStr)

var sign = CryptodS.HmacSHAIl (signStr, SecretKey)
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@ Hﬁfﬁﬁ API R

console.log(sign.toString())

sign = CryptoJS.enc.Base64.stringify (sign)
sign = auth + sign + "\""
console.log(sign)

console.log(dateTime)

var instance = axios.create ({
baseURL: 'http: ~vic >

guangzhou.apigat . oud.com/re pli , 1/ FEF' API E’Jiﬁiﬂﬂ%@
timeout:

headers:

// YNR2RMARSS API, Header HHBERM' X-Na

B ar1 AEERM.

"

instance.get ()
.then (function (response) {
console.log (response) ;
)
.catch (function (error) {
console.log(error) ;

)i
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PHP ( Z$AX3AILE )

mRIEEFATE: 2021-03-2516:35:11

MR

Z(ESSIESEER PHP iES, BEZBAMESRMER AP HITAMEEE,

MET R

. T APl MEEHIE , SIE—A API, SEREMREERN “SHEXNER” (SR =2 AP ) .

. 18 API FRERSEGERGHER (80 RSEHTSTFE) o

. EEHIEHAEERmeEENAN

. FEEHEERIT IR ERERITE, FSERITISELZIBERNNE (B0 ERUTLIFH ) o
. 1BEMAITRS API 5% API FRTEEIRSSHITHRRE

. B0 THIEES, R PHP iESEREBRS

jz3 L i

o RERZEN HTTP ERAZELEEHEA Header: Date 1 X-Date Zi&—LARK Authorization, ATLABEEZ header, I
2 Date Header, IRSZimISASXIGATE; WNRFER X-Date Header, IRSZimiSHIEATIE

« Date Header BYE &M EARTE (GMT ) &z089 HTTP iSRHai&RIE, $Ia0 Fri, 09 Oct 2015 00:00:00 GMT,

o X-Date Header B{ESt&HEEARTE (GMT ) &=X8Y HT TP i&Kkigi&adia, #1%1 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header ErIBJiaf 1B BRI EEFBEET 155

o MEERIRSE API, Header FEZEFIN X-NameSpace—Code #1 X—-MicroService-Name BMEER, & API 7EE
i#hN, Demo HEKARI T XA FE,

HICHE

oo g b~ WON -

'", algorithm="hmac-shal", headers="date source",

))

234567890 .ap—guangzhou.apiga
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) 7

= curl_init ();
curl_setopt ( , CURLOPT_URL, ) B
curl_setopt ( , CURLOPT_RETURNTRANSFER,

curl_setopt ( , CURLOPT_TIMEOUT, 60);

curl_setopt ( , CURLOPT_HTTPHEADER,
curl_setopt ( , CURLOPT_CUSTOMREQUEST,

= curl_exec ) ;

if (curl_errno ( )) A

print "Error: . curl_error ( ) 8

var_dump (

curl_close (
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) ;
"GET") ;
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C++ ( ZEAXIAILE )

mRIEEFATE: 2020-08-13 10:15:38

MR

ZAESIESEER C++ 155, BURANESRIEN AP #TINEEE,

MEP R

. T AP mEEHIE , SIE— AP|, SEREREERR “BEX (SR 22 APl 2 ) o

. 18 API| FRERSEGERGIER (80 RSETS5TFE) o

. EEHIEHAEERmeEENAN

. FEEHEERIT IR ERERITE, FSERITISELZIBERNNE (B0 ERUTLIFH ) o
. 1BEMAITRS API 5% API FRTEEIRSSHITHRRE

. B THIKES, R C++ BEEHMEBRR.

23 {00 ]

A Demo H{EH libcurl &t HTTP 5K, 8mFNEBHFERLE libcurl E,

jz3 L A0

o REBEEP HTTP iERAELEEHFA Header: Date ¥l X—-Date Zi%&—LAR Authorization, TTLABEEZ Header. il
B Date Header, IRBimISEASXIEATE; WNRFEH X-Date Header, IRSZimISHIEATIE

» Date Header B{EREHELERTE (GMT ) 18X HTTP iER1iE&ERYE, FI%0 Fri, 09 Oct 2015 00:00:00 GMT,

o X-Date Header BY{ERI&HEIGRTE (GMT ) &30/ HTTP i&RigiShtia, %0 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header ERIRSEFILRIRNERIZEFEEEIZ 1551

o WMRERIRSS API, Header FEZEFHIN “X-NameSpace-Code” #1 “X-MicroService-Name” BAMEER, &M
AP| ZEERN, Demo HRELHAFINT XFEIMFER.

BREHE

A Demo FHEE 7 MY, BREENT:

oo g b~ WON -

AuthenticationDemo.cpp

F—request.cpp
Fbase64.h
F—base64.cpp
F—hmac.h
F—shal.h
Lshal.cpp

gt+ —o AuthenticationDemo AuthenticationDemo.cpp request.cpp base64.cpp shal.cpp -

lcurl
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O BAT

HICHE

AuthenticationDemo.cpp

extern void (const string &defaultDomain, const string &source,
string &dateTime, const string &sign, const string &reqUrl);
extern void (const string &defaultDomain, const string &source,

string &dateTime, const string &sign, const string &reqUrl) ;

using namespace std;

(string &szGmtTime)

time_t rawTime;
struct tm* timelInfo;
char szTemp |3 ={0};
(&rawTime) ;
timeInfo = (&rawTime) ;
(szTemp, sizeof (szTemp), "%a, %d % % sH:$M: %S GMT",timeInfo);

szGmtTime = szTemp;

int (cC st string &source, const string &secretId, const string
&secretKey, string &sign, string &dateTime)
{
(dateTime) ;
sign = "x-date: " + dateTime + "\nsource: " + source;
sign = hmac<SHAl> (sign, secretKey);
string binDight;
(sign , binDight) ;
(binDight , sign);
char tempauth[1024] = {0};
(tempauth, sizeof (tempauth) -1, "hmac id=\"%s\", algorithm=\"hmac-shall\",
headers=\"x-date source\", signature=\"%s\"", secretId. (), sign. ());

sign = tempauth;
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const string secretId = "your secretId";

const string secretKey = "your secretKey";

const string source = "xxxxxx";

string sign, dateTime;

(source, secretld, secretKey, sign, dateTime);

onst string defaultDomain = "service-xxxxxxxx-1234567890.ap—
guangzhou.apigateway.mygcloud.con";

const string reqUrl = "https://service-xxxxxxxx—-1234567890.ap-

guangzhou.apigateway.mygcloud.com/release/xxapi";

(defaultDomain, source, dateTime, sign,

using names

size_t (void *ptr, size_t size, size_t nmemb,
{
((std::string*)stream)—> ((char*)ptr, size*nmemb) ;

return size * nmemb;

(const string &defaultDomain, const string &source, const string
&dateTime, const string &sign, const string &reqUrl)
{
CURL* curl =
if (curl)
{
(curl, CURLOPT_URL, reqUrl. ());
(curl, CURLOPT_SSL_VERIFYPEER, OL);
struct curl_slist * slist = -
slist = i "Accept:*/*");
slist = (slist, "Accept-Charset:utf-8;");
string headDomain "Host:" + defaultDomain;
slist = (slist, headDomain. ());

string headSource "Source:" + source;
slist = (slist, headSource. ());

string headDatetime = "X-Date:" + dateTime;
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slist

string headAuthorization =

slist

(curl,
(curl,
(curl,

(curl,

(slist, headDatetime.

"Authorization:" + sign;

(slist, headAuthorization.

(slist, "x-NameSpace-Code:testmic");

(slist, "x-MicroService-Name:provider—-demo") ;
CURLOPT_HTTPHEADER, slist);
CURLOPT_CONNECTTIMEOUT, 5);
) 8

CURLOPT_READFUNCTION,

CURLOPT_TIMEOUT,
)

std::string response_data;

(curl,

(curl,

CURLcode res =
| =

if (res

{

CURLE_OK)

, "curl_easy_perform/()

long response_code;
(curl,
("response code %d \n",

("response data

CURLOPT_WRITEDATA, &response_data);

CURLOPT_WRITEFUNCTION, req_reply);

(curl) ;

failed: %s\n",

(res));

CURLINFO_RESPONSE_CODE, &response_code);

response_code) ;
$s\n

", response_data. )

(slist);

(curl) ;

()

void

(const

string &sign,

string
&dateTime,

{

T
CURL* curl =
i

{

(curl)

(curl,
(curl,

(curl,

&defaultDomain, const string &source,

const

string

string &reqUrl)

()7

CURLOPT_URL,

CURLOPT_SSL_VERIFYPEER,
CURLOPT_POST, 1);

reqUrl.

* slist = 8

slist
slist

string headDomain

slist

string headSource

slist

IRIFRE: BR=ItE (It ) BRSEATF

"Host:"

"Source:"

(slist, "Accept:*/*");

(slist, "Accept-Charset:utf-8;");
+ defaultDomain;

(slist, headDomain. 0));
+ source;
headSource.

(slist, ());
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string headDatetime = "X-Date:" + dateTime;
slist = (slist, headDatetime.
string headAuthorization = "Authorization:" + sign;

slist = (slist, headAuthorization.

(slist, "x-NameSpace-Code:testmic");
(slist, "x-MicroService-Name:provider—-demc

(curl, CURLOPT_HTTPHEADER, slist);

std::string body = "{\
\"title\":\"post title\",\
\"body\" : \"post body\",\
\"userId\" : 1}";

(curl, CURLOPT_POSTFIELDS, body.

(curl, CURLOPT_CONNECTTIMEOUT,

(curl, CURLOPT_TIMEOUT, 5);

(curl, CURLOPT_READFUNCTION, ) ;
std::string response_data;

(curl, CURLOPT_WRITEDATA, &response_data);

(curl, CURLOPT_WRITEFUNCTION, req_reply);

CURLcode res = (curl) ;
if (res != CURLE_OK)
{

, "curl_easy_perform/()

(res));

ong response_code;
(curl, CURLINFO_RESPONSE_CODE, &response_code);
("response code %d \n", response_code) ;

("response data : %s\n ",response_data. ());

(slist);

(curl) ;

()7

using namespace

const char Base64EncodeMap[64] =
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(string strBin) ;
(string binStr , string &base64Str);
(string hexDight , string& binDight);

(string strBin) {
int num = 0;
int b = 0;
for(int i = 0; i < strBin.
num = num * 2;
b = static_cast<int>(strBin[i]
= num + b;
}

return num;

(string binStr , string &base64Str)

while (binStr. () 5 6 ! 0) {
binStr = binStr +
}
base64Str = "";
string tmp = "";
int index = 0;
int num = 0;
while (index < binStr.
tmp = binStr.
index = index + 6;
num = (tmp) ;
base64Str = base64Str + Base64EncodeMap [num] ;
}
base64Str = base64Str + "=";
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(string hexDight , string& binDight) {
binDight = "";
int £ =
char e;
for(int £ = 0; £ < hexDight.
e = hexDight [f];
if(e >= 'a' && e <= "f'"){

int a = static_cast<int>(e-'a'+10);

binDight binDight "1010";
eak;

binDight binDight "1011";
ak;

binDight binDight "1100";
eak;

binDight binDight "1101";
eak;

binDight binDight "1110";
ak;

binDight binDight "1111";

eak;

if( e >= '0' && e <= '9"){
int b = static_cast<int>(e-'0");

if (£

binDight binDight "0000";
break;

se 1: binDight binDight "0001";
reak;

binDight binDight "0010";

reak;

binDight = binDight + "0011";

binDight

binDight "o101";

binDight "o110";

binDight + "0111";

binDight = binDight + "1000";

break;

9: binDight = binDight + "1001";

break;
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binDight = binDight + "0000";

break;

1: binDight = binDight + "0001";

binDight "oo10";

binDight binDight "oo11";
eak;
binDight binDight "0100";
eak;
binDight binDight "0101";
eak;
binDight binDight "0110";
eak;
binDight binDight "0111";
2ak;
8: binDight binDight "1000";
reak;
9: binDight binDight "1001";

break;

std::string const size_t numDataBytes, const void* key, size_t
numKeyBytes)
{

unsigned char usedKey[HashMethod::BlockSize] = {0};

(numKeyBytes <= HashMethod::BlockSize)

(usedKey, key, numKeyBytes);

HashMethod keyHasher;
keyHasher. (key, numKeyBytes) ;
keyHasher. (usedKey) ;
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for (size_t i = 0; 1 < HashMethod::BlockSize; i++)

usedKey[i] "=

unsigned char inside[HashMethod: :HashBytes];
HashMethod insideHasher;

insideHasher. (usedKey, HashMethod::BlockSize);
insideHasher. (data, numDataBytes) ;

insideHasher. (inside) ;

for (size_t i1 = 0; 1 < HashMethod::BlockSize; i++)
usedKey[i] "= 0x5C ~ 0x36;

HashMethod finalHasher;

finalHasher. (usedKey, HashMethod::BlockSize);

finalHasher. (inside, HashMethod::HashBytes) ;

return finalHasher.
template <typename HashMe
std::string (const std::stringé& data, const std::string& key)

{
return hmac<HashMethod> (data. (), data.

public:
enum { BlockSize = 512 8, HashBytes = 20 };

()7
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std::string operator () (const void* data, size_t numBytes);

std::string operator () (const std::string& text);

const void* data, size_t numBytes) ;

();

ed char buffer[HashBytes]) ;

uint64_t m_numBytes;
size_t m_bufferSize;
uint8_t m_buffer[BlockSize];

enum { HashValues = HashBytes / 4 };

uint32_t m_hash[HashValues];

shal.cpp

m_numBytes

m_bufferSize
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namespace
{
inline uint32_t
{
return d ~ (b &

inline uint32_t

inline uint32_t
{
return (b & c)

inline uint32_t
{

return (a << c) | (a >>
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m_hash[4];

_t* input = (uint32_t*) data;

__BYTE_ORDER != 0)

A A

words [1—8] words [i-14] words[i-16], 1);

words [offset ]
words [offset+1]
words [offset+2]
words [offset+3]

words [offset+4]

words [offset ]
words [offset+1]
words [offset+2]
words [offset+3]

words [offset+4]

words [offset ]
words [offset+1]
words [offset+2]
words [offset+3]

words [offset+4]

words [offset ]
words [offset+1]

words [offset+2]

IRIFRE: BRzITE (165 ) BRSEAS 8837 H46m




(d,e,a) + words[offset+3] +

(c,d,e) + words[offset+4] +

d* data, size_t numBytes)

const uint8_t* current = (const uint8_t*) data;
if (m_bufferSize > 0
{

while (numBytes > 0 && m_bufferSize < BlockSize)

m_buffer [m_bufferSize++] = *current++;

numBytes——;

(m_bufferSize == BlockSize)

((void*)m_buffer);
m_numBytes t= BlockSize;

m_bufferSize = 0;

(numBytes == 0)

return;

while (numBytes >= BlockSize)

(current) ;

current += BlockSize;

m_numBytes += BlockSize;

numBytes —-= BlockSize;

while (numBytes > 0)

m_buffer [m_bufferSize++] = *current++;

numBytes——;
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size_t paddedLength = m_bufferSize

paddedLength++;

size_t lowerllBits = paddedLength & 511;
if (lowerllBits <= 448)

paddedLength += 448 - lowerllBits;
else

paddedLength += 512 + 448 - lowerllBits;

paddedLength /= 8;

unsigned char extra[BlockSize];

(m_bufferSize < BlockSize)
m_buffer [m_bufferSize] = 128;
else

extral0] 128 ¢

size_t 1i;

for (i = m_bufferSize + 1; i < BlockSize; i++)
m_buffer[i] = 0;

for (; 1 < paddedLength; i++)

extrali BlockSize] = 0;

uint64_t msgBits = 8 * (m_numBytes + m_bufferSize);

unsigned char* addLength;
if (paddedLength < BlockSize)
addLength = m_buffer + paddedLength;

addLength = extra + paddedLength - BlockSize;

*addLength++ ur >d char) ( (msgBits >>
*addLength++ uns char) ( (msgBits >>
*addLength++ uns char) ( (msgBits >>
*addLength++ uns >d char) ((msgBits >>
*addLength++ uns d c ((msgBits >>
*addLength++ uns >d char) ((msgBits >>
*addLength++ uns >d char) ( (msgBits >>
*addLength unsigned c ( msgBits

(m_buffer);

(paddedLength > BlockSize)

(extra);

std::string SHAl::
{
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unsigned char rawHash[HashBytes];

(rawHash) ;

std::string result;
result. (2 * HashBytes) ;

or (int i1 = 0; i < HashBytes; i++)

static const char dec2hex[16+1] = "0123456789%abcdef";
result += dec2hex|[ (rawHash[i] >> 4)

result += dec2hex[ rawHash[i]

(unsigned char buffer [SHAl::HashBytes])

uint32_t oldHash[HashValues];
or (int 1 = 0; i < HashValues; i++)

oldHash[i] = m_hash[i];

() ;

unsi d char* current = buffer;

for (int i = 0; i < HashValues; i++)

{
*current ++ (m_hash[i] >> 24) OxXFF;
*current ++ (m_hash[i] >> 16) OxXFF;
*current ++ (m_hash[i] >> 8) OxXFF;

*current++ m_hash[i] & OxFF;

oldHash([i];

std::string SHAl::operator const void* data, size_t numBytes)
{

()i
(data, numBytes) ;

return

std::string& text)
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Erlang ( Z$HXHIAIE )

RIEEFASE: 2023-01-1117:55:15

MR

Z(ES3IESEER Erlang 55, BUEBAMEMRRIIIEN AP EITINEEE,

MET R

oo g b~ WON -

jz3 L ]

. T APl MEEHIE , SIE—A API, SEREMREERN “SHEXNER" (SR =2 APIHERE ) .
. 18 API| FRERSEGERGIER (80 RSETS5TFE) o
. EEHIEHAEERmeEENAN

. FEEHEERIT IR ERERITE, FSERITISELZIBERNNE (B0 ERUTLIFH ) o
. 1BEMAITRS API 5% API FRTEEIRSSHITHRRE

. B0 THIEES , ER Erlang IBSERESAS

API FIX

o RERZEN HTTP ERAZELEEHEA Header: Date 1 X-Date Zi&—LUARK Authorization, ATLABEEZ header, 1l

B({#FH Date Header, IRZBimiSAERIEATE; MNEEFER X-Date Header, IRSSimiSHIEATE
« Date Header BYEAEHEGERTE (GMT ) #8089 HTTP iSRkQi&R3iE, 1% Fri, 09 Oct 2015 00:00:00 GMT,

« X-Date Header BEIt&HELARTE (GMT ) &=X8Y HT TP i5Kkigi&adia, #1%0 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header ErIBJiaf 1B BRI EEFBEET 155
o MER2RIRSE API, Header FEZEFHIN “X-NameSpace-Code” 1 “X-MicroService-Name” BIMEER, &M
API ZFERM, Demo HERFMXFAENFE,

OIS

-module (

%% API

apigateway_erlang_demo) .

—export ([request_api/0]) .

%% request_api ()

request_

beijing.

api() —->

BaiinetsiRSS, MBMMRERULLRS, HigiXE

inets:start (),

Url = "http://service—-xxxxxxxx—-1234567890.ap—
apigateway.myqgcloud.com/release/xxxxx",

Source = "xxxxxx",

GMTDate = now_to_utc_string(),
SecretId = 'your SecretId', %% ?;iﬂi{tﬂ'\_‘j SecretId

SecretKey = 'your SecretKey', %% ZEAXTAY SecretKey
Sign = simple_sign (Source, GMTIDate, SecretId, SecretKey),

Header = [
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https://console.cloud.tencent.com/apigateway/index?rid=1
https://cloud.tencent.com/document/product/628/11795
https://cloud.tencent.com/document/product/628/11809
https://cloud.tencent.com/document/product/628/11816

{"Source", Source},
{"x-Date", GMTDate},
{"Authorization", Sign},

{"Content-Type", "application/x-www—form-urlencoded"}

i

case httpc:request (get, {Url, Header}, [], []) of
{ok, {_StatusLine, _Header, Result}} —->
Result;

Result —-> need decode

Error —->

Error

simple_sign (Source, GMTDate, SecretId, SecretKey) —->

Auth = "hmac id=\"" ++ SecretId ++ "\", algorithm=\"hmac-shal\", headers=\"x-
date source\", signature=\"",

SecretKey = "xxxSNFOCEp30hN4t91234567890AWrct960X9192",

Source = "xxxxxx",

SignStr = "x-date: " ++ GMTDate ++ "\n" ++ "source: " ++ Source,

Mac = crypto:hmac (sha, SecretKey, SignStr),

Sign = base64:encode (Mac),

Sign2 binary_to_list (Sign),

Sign3 Auth ++ Sign2 ++ "\"",

Sign3.

o5 IREVLEIRSEIFFEEA "Mon, 02 Jan 2006 15:04:05 cMT" #&=
now_to_utc_string() ->

{{Year, Month, Day}, {Hour, Minute, Second}} = calendar:universal_time (),

WeekNum = week_num(),

Monthl = month_to_english (Month),

WeekNuml = week_to_english (WeekNum),

Dayl = lists:flatten(io_lib:format ("~2..0w", [Day])),

Datel WeekNuml ++ ", " ++ Dayl ++ " " ++ Monthl,

Date?2 lists:flatten (

io_lib:format (" ~4..0w ~2..0w:~2..0w:~2..0w GMT",
[Year, Hour, Minute, Second])),

++ Date2.

week_num () -—>
{Date, _} = calendar:local_time(),

calendar:day_of_the_week (Date) .

%% day_of_the_week
week_to_english(l) —->
llMonll;
week_to_english (2) —->
llTuell;

week_to_english (3) —->
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"Wed";
week_to_english (4)
"Thu";
week_to_english (5)
"Fri";
week_to_english (6)
"Sat";
week_to_english (7)

"Sun".

month_to_english (1)
"Jan";
month_to_english (2)
"Feb";
month_to_english (3)
"Mar";
month_to_english (4)
"Apr";
month_to_english (5)
"May";
month_to_english (6)
"Jun";
month_to_english (7)
"Jul";
month_to_english (8)
"Aug";
month_to_english (9)
"Sept";
month_to_english (10)
"Gt "
month_to_english (11)
"Nov";
month_to_english(12)

"Dec".
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APl [

o HOUE AP| BHEFZAIER, Wiz API FIERRSHERD . ZAGHRFENEEM . MBZERTHITESEZAN,
ARREAMRAIZ AN ERERRETRBDZ AP,

o BEHRXIZRER query, i5K(E Body SEXE#TT urlencode #&iE, &wisHR7 UTF-8,
o BESHITEREN, YRERARENERTES, AXZI5EA urlencode wBEHFFRHITES, BEEEISZEBXY

query. body BEfH urlencode 45,

EFIREIRE

r =]
e i3
HMAC signature cannot
be verified, a validate 201
authorization header is
required
HMAC signature cannot

. 401
be verified
.auth(.)rlzatlon headers is 403
invalidate
id or signature missing 403
HMAC signature cannot
be verified, a valid 403

$header header is
required

HMAC signature cannot
be verified, a valid date 403
header is required

Found no validate

403
usage plan
HMAC signature does 403
not match
Not Found Host 404
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FE;
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FER
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Get Host Fail

Could not support
method

There is no api match
host[$host]

There is no api match
env_mapping[$env_ma
pping]

There is no api match
default
env_mapping[$env_ma
pping]

There is no api match
uri[$uri]

There is no api match
method[$method]

"Not allow use HTTPS
protocolzk#&Not allow
use HTTP protocol"

req is cross origin, api

$uri need open cors flag
on gcloud apigateway.
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404

404

404

404

404

404

404

429

iERPIETER Host FERIEHAR String

B

HASHFZIBRGERE

HAEERIRSS 2R1a =/t

BEXEZE env_mapping FER$EIR

EIANE B SR env_mapping ZEREER
test/prepub/release

TEZIAR IS N AIARSS THAZIRS R
URI EEEckY API

skttt +URI 3IRAY APl HF32HF
ZIERFE

&AM RS R RIAR S5 H A STHF RS R
HTTP #Y)38

ZERZEEER, (EXMNAI APl FHKT
FrStEFX

APl [

1% Host FE(Ee9 String 8

MERKRAEZERS)

EIERMIH R EIER

EELENB E XS ERER
env_mapping E85B8CES
B—2

ZiAEEZ EH9 env_mapping F
EZEER test/prepub/release

st E URI IEE R A IE
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