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FHMALE

RIEEHATE: 2022-01-1314:52:14

1EAILAER secret_id # secret_key 33EHY AP #{TIAMEEE . secret_id 1 secret_key R HI, XBISEI#HRA
secret_id/secret_key 3,
TE1EM secret_id/secret_key MAERT, EHEELLIE—T secret_id # secret_key.

EHNENR AP

BUZ API Y, ERJLUEIRERREHBANEN . SEFRAENEEN AP R, REERERZANLENHEDESED
AP| RIXRIRES, FEHERSIETHERIIZAXREEE APl RIXAIZER
AP| SRS, BREFER ‘BRI INERISEANS API 5% API FIERSEITHE. BREFBEESR ERITE .

EHAE

secret_id ;=ffl: AKIDCg****j548pN FIFHRRFFERNBNENR, 25X, ERZEPEI,
secret_key :ffl: ZxF2wh***N20oPrC RFERZITHE, EiEIERTAF,

HRGE
BERIHE

REEIEN HTTP BERAZELEEHA header: Date fl X-Date Zi—LAR Authorization, SILASE Source FEZE
header,.
Date header #9{E73 GMT &89 HTTP i&kt@i&hdial, $Ign Fri, 09 Oct 2015 00:00:00 GMT.,
X-Date header RI{E79 GMT #&zChI HTTP iERMERTE, $I80 Mon, 19 Mar 2018 12:08:40 GMT ., 1553 #hit8hd .
Source header {REZ/KENME, AILMESEREHIFES.
Authorization header K9fz40
Authorization: hmac id="secret_id", algorithm="hmac-shal", headers="date source", signature="Base64(HMAC-
SHA1(signing_str, secret _key))"
M3 Authorization REIZERD 93 BIRERE:
hmac: BEERE, BFHRRHESLE.
ID: H{EAZEARA secret_id BB,
algorithm: MEHi%, HEISIFHIZE hmac-shal,
headers: £5%&it8# header, REFRTERIAIIRFHES .
signature: IHEEZEEINESR, signing_str EEEHA.

EEZHEGE
EEEENHHHRBISENSEWARTIHE, I hmac-shal Bik36):
SENE

BAERZEENE, SERSTHEENH header B, header BENZELEE date, ALABEEZHh header,
header ZMNTERERSIRIAFHES :
1. header 8#iH/NE, IS header BIFE ascii F&F : #l ascii BHEFR

2. ZAIEKIN header B,
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3. MRFREE—FBIREEEM header, ML ascii ITFHF \n
BB header E5EERBAR ((NATH, BRIBWSIIFERBESFR) !

Date:Fri, 09 Oct 2015 00:00:00 GMT

Source:AndriodApp

HRRNERATA:

date: Fri, 09 Oct 2015 00:00:00 GMT

source: AndriodApp
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o [FREZABIEREBAGE, B secret_key RIBIFAEA, (EH HMAC-SHA1 EiE#{TiHEHEBENBEEENE .
o M Base64 WEHMMEZZATHITHIGERTERNEZNE.
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o3t Y]

header 3Rz

Authorization # headers (EIEANEEES5iTEXEZM header BB, HEWERAINS, L) ascii =HEPRE. Fli0, &
5i+8#9 header 73 date # source B3, W{ERFR D headers="date source"; £25itEHK header {3 x—date 7, 1t
MERR.R )9 headers="x-date",

ERNBER

HISIRERT, iEiEE header BEEIRHNE ST, NAELEIESERIIETILZED . Secretld. SecretKey. URL. Host
REENAPEXER.
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o Source Header RF2KENME, AJLMESESE, tBAFIES, Demo FEGMER “xxxxxx”
» Date Header BEREHELARTE (GMT ) #=X89 HTTP i&RIgi&ERdia, #40 Fri, 09 Oct 2015 00:00:00 GMT,

o X-Date Header BI{EEHEERTE (GMT ) #&xU89 HTTP iEkiaiErtia, F%0 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header BRIt EF NIRRT EIEEABEEIT159
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RN, Demo HELAFINT XA FER

o & Demo H®ET GET %i&#l POST FixfImfl, ERILMRERCRIFERIEM.
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Base64.java

package apigatewayDemo;

import java.io.UnsupportedEncodingException;

public class Base64 {
private static char[] base64EncodeChars = new char[] { 'A', 'B', 'C', 'D',
'E', 'F', 'G', 'HY 1L Y, K LY, MY, INY, O, PP, QY
'‘R', 'S, T, ‘U VWY, XL Y, 'Y, e, b, e, Y,
e

1 |' |||' |m|, |n|, |0|’ |p|, Iqu
|4|’ |5|’ I6I, I7l' l8I, |9|’ |+|’ I/I };

private static byte[] base64DecodeChars = new byte[] { -1, -1, -1, -1, -1,
-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1, -1, -1, -1, -1,
-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1,-1, -1, -1, -1, -1, -1,
-1,-1,-1,-1,62,-1, -1, -1, 63, 52, 53, 54, 55, 56, 57, 58, 59,
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60,61,-1,-1,-1,-1,-1,-1,-1,0,1,2,3,4,5,6,7,8,9,

10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, -1,
-1,-1,-1, -1, -1, 26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37,
38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, -1, -1, -1,
-1,-1 };

public static String encode(byte[] data) {
StringBuffer sb = new StringBuffer();
int len = data.length;
inti=0;
int bl, b2, b3;
while (i < len) {
bl = datali++] & Oxff;
if (i ==len) {
sb.append(base64EncodeChars[bl >>> 2]);
sb.append(base64EncodeChars[(bl & 0x3) << 4]);
sb.append("==");
break;
}
b2 = datali++] & 0xff;
if (i ==len) {
sb.append(base64EncodeChars[bl >>> 2]);
sb.append(base64EncodeChars[((bl & 0x03) << 4)
| (b2 & 0xf0) >>> 4)]);
sb.append(base64EncodeChars[(b2 & 0x0f) << 2]);
sb.append("=");
break;
}
b3 = datali++] & 0xff;
sb.append(base64EncodeChars[bl >>> 2]);
sb.append(base64EncodeChars[((bl & 0x03) << 4)
| (b2 & 0xf0) >>> 4)]);
sb.append(base64EncodeChars[((b2 & 0x0f) << 2)
| (b3 & 0xc0) >>> 6)]);
sb.append(base64EncodeChars[b3 & 0x3f]);
}
return sb.toString();
}

public static byte[] decode(String str) throws UnsupportedEncodingException {
StringBuffer sb = new StringBuffer();
byte[] data = str.getBytes("US-ASCII");
int len = data.length;
inti =0;
int bl, b2, b3, b4;
while (i < len) {
/X bl */
do {
bl = base64DecodeChars[datali++1];
} while (i < len && bl == -1);
if (b1l == -1)
break;
/% b2 */
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b2 = base64DecodeChars[datali++]];
} while (i < len && b2 == -1);
if (b2 == -1)
break;
sb.append((char) ((bl << 2) | ((b2 & 0x30) >>> 4)));
/* b3 */
do {
b3 = datali++1];
if (b3 == 61)
return sb.toString().getBytes("ISO-8859-1");
b3 = base64DecodeChars[b3];
} while (i < len && b3 == -1);
if (b3 == -1)
break;
sb.append((char) (((b2 & 0x0f) << 4) | ((b3 & 0x3c) >>> 2)));
/* b4 */
do {
b4 = data[i++1];
if (b4 == 61)
return sb.toString().getBytes("ISO-8859-1");
b4 = base64DecodeChars[b4];
} while (i < len && b4 == -1);
if (b4 == -1)
break;
sb.append((char) (((b3 & 0x03) << 6) | b4));
}
return sb.toString().getBytes("ISO-8859-1");
}

SignAndSend.java

package apigatewayDemo;

import java.io.UnsupportedEncodingException;
import java.security.InvalidkeyException;
import java.security.NoSuchAlgorithmException;
import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import java.text.SimpleDateFormat;

import java.util . *;

import java.io.BufferedReader;

import java.io.lOException;

import java.io.InputStreamReader;

import java.io.PrintWriter;

import java.net.URL;

import java.net.URLConnection;

import java.net.HttpURLConnection;

import java.io.OutputStreamWriter;

public class SignAndSend {
private static final String CONTENT_CHARSET = "UTF-8";
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private static final String HMAC_ALGORITHM = "HmacSHA1";
public static String sign(String secret, String timeStr)
throws NoSuchAlgorithmException, UnsupportedEncodingException, InvalidKeyException

IFRERERF e, Source@ERKENME, AIES(EE(E, DemorhfER“xxxxxx"

String signStr = "date: "+timeStr+"\n"+"source: "+"xXxxxxx";

/FREMEOER

String sig = null;

Mac macl = Mac.getinstance(HMAC_ALGORITHM);

byte[] hash;

SecretKeySpec secretkey = new SecretKeySpec(secret.getBytes(CONTENT_CHARSET),
macl.getAlgorithm());

macl.init(secretKey);

hash = macl.doFinal(signStr.getBytes(CONTENT_CHARSET));

sig = new String(Base64.encode(hash));

System.out.printin("signValue--->" + sig);

return sig;

public static HttpURLConnection NewHttpUrlCon(String url, String secretld, String secretKey) {

/BREVZHBY GMT Hdial

Calendar cd = Calendar.getinstance();

SimpleDateFormat sdf = new SimpleDateFormat("EEE, dd MMM yyyy HH:mm:ss 'GMT"",

Locale.US);

sdf.setTimeZone(TimeZone.getTimeZone("GMT"));

String timeStr = sdf.format(cd.getTime());

HttpURLConnection httpUriCon = null;

try {
String urINameString = url;
URL realUrl = new URL(urINameString);
// $TFFEN URL ZiElRYi&Ess
URLConnection connection = realUrl.openConnection();
httpUrlCon = (HttpURLConnection)connection;
/R EBANEKREN, Source RERIKENE, AIES{ES(E, Demo H{ER"“XxxxxX”
httpUriCon.setRequestProperty("Host", url);
httpUrlCon.setRequestProperty("Accept", "text/html, */*; g=0.01");
httpUrlCon.setRequestProperty("Source","xxxxxx");
httpUrlCon.setRequestProperty("Date",timeStr);
String sig = sign(secretKey,timeStr);
String authen = "hmac id=\""+secretld+"\", algorithm=\"hmac-shal\", headers=\"date

source\", signature=\""+sig+"\"";

System.out.printin("authen --->" 4+ authen);
httpUrlCon.setRequestProperty("Authorization",authen);
httpUrlCon.setRequestProperty("X-Requested-With","XMLHttpRequest");
httpUriCon.setRequestProperty("Accept-Encoding","gzip, deflate, sdch");

/] SNEBE2MBRSS APl, Header FhEZEFRNN'X-NameSpace-Code', 'X-MicroService-Name'F{FER, &8
FA APl REBE N
httpUrlCon.setRequestProperty("X-NameSpace-Code","testmic");
httpUriCon.setRequestProperty("X-MicroService-Name","provider-demo");
} catch (Exception e) {
System.out.printin("FBEERE! " + e);
e.printStackTrace();
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return httpUriCon;
}

public static String sendGet(String url, String secretld, String secretKey) {
String result = "";
BufferedReader in = null;
try {
/] FhE&ERE
HttpURLConnection httpUriCon = NewHttpUriCon(url, secretld, secretKey);

/] 33 SERRAERE
httpUriCon.connect();

/1 3RERFRBINRLFER
Map<String, List<String>> map = httpUrlCon.getHeaderFields();

/] IBBFRE RN R L ER

for (String key : map.keySet()) {
System.out.printin(key + "--->" + map.get(key));

}

/I ‘X BufferedReader #iAif3RiERN URL AN
in = new BufferedReader(new InputStreamReader(
httpUriCon.getinputStream()));
String line;
while ((line = in.readLine()) !'= null) {
result += line;
}

} catch (Exception e) {
System.out.printin("&ZXGETiEREMEIE! " + e);
e.printStackTrace();

}

// B finally HRRXEFMNR
finally {
try {
if (in '= null) {
in.close();
}
} catch (Exception e2) {
e2.printStackTrace();
}
}

return result;

public static String sendPost(String url, String secretld, String secretkKey) {
String result = "";
BufferedReader in = null;

try {

11 SR
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HttpURLConnection httpUriCon = NewHttpUrICon(url, secretld, secretKey);

/&& post i5K

httpUriCon.setRequestMethod("POST");
httpUriCon.setUseCaches(false); //Post iB KA RE{FERER
httpUrlCon.setDoOutput(true);
httpUrlCon.setDolnput(true);

INEBREHEE body B

OutputStreamWriter out = new OutputStreamWriter(httpUriCon.getOutputStream());
String jsonStr = "{\"caller\":\"apigw\", \"data\":\"test post\"}";

out.write(jsonStr);

out.flush();

out.close();

/1 EESISERRRYESRR
httpUrlCon.connect();

I IREXFRBInR L= ES
Map<String, List<String>> map = httpUrlCon.getHeaderFields();

/] BBFRE AR SL = ER

for (String key : map.keySet()) {
System.out.printin(key + "--->" + map.get(key));

}

/I X BufferedReader AN ifisRiERN URL AR
in = new BufferedReader(new InputStreamReader(
httpUriCon.getinputStream()));
String line;
while ((line = in.readLine()) !'= null) {
result += line;
}

} catch (Exception e) {
System.out.printin("&ZiXPOSTIEREMBE! " + e);
e.printStackTrace();

}

// {8 finally REXFAWMATR
finally {
try {
if (in '= null) {
in.close();
}
} catch (Exception e2) {
e2.printStackTrace();
)
}

return result;
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Demo.java

package apigatewayDemo;
public class Demo {
public static void main(String[] args) {
String secretld = "your secretld"; // Z$AX3#9 Secretld
String secretKey = "your secretKey"; // Z2$A33#Y SecretKey
SignAndSend signAndSendinstance = new SignAndSend();

/lget BERK

String getUrl = "http://service-xxxxxxxx-1234567890.gz.apigw.tencentcs.com:80/get"; // FAR API
RO

String getResult = SignAndSend.sendGet(getUrl, secretld, secretKey);

System.out.printin(getResult);

/Ipost iFK
String postUrl = "http://service-xxxxxxxx-1234567890.gz.apigw.tencentcs.com:80/post"; // FIFR
API R9iBRIERE
String postResult = SignAndSend.sendPost(postUrl, secretld, secretKey);
System.out.printin(postResult);
}
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4. EEHESERITIRECRERITL, FSERITHISENZNZAENSE (SR ERIHITE ) o
5. JS{EMITRS API 5% API FREEBRSSIHITHRE o
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=3t A

o REBEEP HTTP ERAELEEFH N Header: Date 1 X—Date Zi&—LAR Authorization, TTUABEEE header, il
2#EH Date Header, RSBiHISASKRIEATIE; NEEEA X-Date Header, BRSZimiEHISATE

« Date Header BI{ERIEHEARTE (GMT ) #8089 HTTP i&Kiai&RTal, #1%0 Fri, 09 Oct 2015 00:00:00 GMT,

« X-Date Header BERISHELERTE (GMT ) #8=X89 HTTP i&Rgi&RTE, %0 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header EBaIBTEF NIRRT EIEEAEEEIT157

o WMRIEHMERSE API, Header hEEFI X—~NameSpace-Code #1 X-MicroService-Name BM=2ER, EHH API F7EE
RN, Demo HELAFNT XA FER

OIS

package main

(
"time"
"fmt"
"crypto/hmac"
"crypto/shal"
njg"
"io/ioutil"
"encoding/base64"
"net/http"

func calcAuthorization(source string, secretld string, secretKey string) (sign string, dateTime string, err
error) {

timelLocation, _:= time.LoadLocation("Etc/GMT")

dateTime = time.Now().In(timeLocation).Format("Mon, 02 Jan 2006 15:04:05 GMT")

sign = fmt.Sprintf("x-date: %s\nsource: %s", dateTime, source)

fmt.Printin(sign)
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//hmac-shal

h := hmac.New(shal.New, []byte(secretKey))
io.WriteString(h, sign)

sign = string(h.Sum(nil))

fmt.Printin("sign:", fmt.Sprintf("%s", h.Sum(nil)))

//base64
sign = base64.StdEncoding.EncodeToString([1byte(sign))
fmt.Printin("sign:", sign)

auth := fmt.Sprintf("hmac id=\"%s\", algorithm=\"hmac-shal\", headers=\"x-date source\",
signature=\"%s\"",
secretld, sign)
fmt.PrintIin("auth:", auth)

return auth, dateTime, nil

func main () {
Secretld := "your Secretld" // Z$B%$HY Secretld
SecretKey := "your SecretKey" // Z$A¥$HY SecretKey
source 1= "xxxxxx" // BZKEME, ESESEE

sign, dateTime, err := calcAuthorization(source, Secretld, SecretKey)
if err '= nil {

fmt.Printin(err)

return

defaultDomain := "service-xxxxxxxx-1234567890.ap-guangzhou.apigateway.myqcloud.com" // FHPF

AP| FR{ERRS3 YIS

reqUrl := "https://service-xxxxxxxx-1234567890.ap-
guangzhou.apigateway.myqcloud.com/release/yousa" // FIF API BSi5ialigE
client := &http.Client{
Timeout: 7 * time.Second,//set

req, err := http.NewRequest("GET", reqUrl, nil) //set body
if err '= nil {

fmt.Printin(err)

return

req.Header.Set("Accept", "*/*")
req.Header.Set("Accept-Charset", "utf-8;")
req.Header.Set("Host", defaultDomain)
req.Header.Set("Source", source)
req.Header.Set("X-Date", dateTime)
req.Header.Set("Authorization", sign)

(
(
(
("
(
(
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/] INRE2FIRSS API, Header REEFI'X-NameSpace-Code', 'X-MicroService-Name' /N2 E, & API
FEEHRM.
req.Header.Set("x-NameSpace-Code", "testmic")

req.Header.Set("x-MicroService-Name", "provider-demo")

resp, err := client.Do(req)
if err '= nil {
fmt.Printin(err)
return

}
defer resp.Body.Close()

fmt.PrintIn("status code:", resp.StatusCode)

/lget resp header
var headerMsg string
for key, _:= range resp.Header {
headerMsg += fmt.Sprintf("\n%s:%s", key, resp.Header.Get(key))

}
fmt.Printin(headerMsg)

body, err := ioutil.ReadAll(resp.Body)
if err '= nil {

fmt.Printin(err)

return

fmt.Printin(string(body))

WRIFRE: BRRITE (bR ) ARSEEAE 5818 #45:|



O WS s
Python ( Z$HX3HAIE )

ERIEEFAE: 2020-08-25 14:44:31

MR
ZAESIESEER Python i8S, BUEHRSRRIGH AP| #TNEEE,
MEPRR

1. 7 APl MEEEIE , SIE— API, EREREEDHBER/ENR (S0 1= API it ) .

2. 18 API FRERRSRHBERBIME (B0 RSEHSTE ) -

3. EiEFIERASERmEEAN

4. EEHESERITIRECRERITL, FSERITHISENZNZAENSE (SR ERIHITE ) o
5. JS{EMITRS API 5% API FREEBRSSIHITHRE o

6. 810 THIFEES , (EM Python IES£HEERS .

23 {00 ]

AP| X124t Python 2.7 1 Python 3 B RARIREIES, BEIRIEECH) Python IRASIEERE

=3t i)

o BRERIEN HTTP BRAZLEETE Header: Date #1 X—-Date Z—i&—LAR Authorization, TS EES header,
B(FH Date Header, RSimiSAStZIeRtE; NRHEHE X-Date Header, IRSBimiSHIERTIE

» Date Header BER&HEARIE (GMT ) #=U89 HTTP iBKIgi&ATiE, #5140 Fri, 09 Oct 2015 00:00:00 GMT,

+ X-Date Header BERIEHRARIE (GMT ) =89 HTTP i&R19i&RTE, 140 Mon, 19 Mar 2018 12:08:40 GMT., X-
Date Header ERIETEFNZFIRT A ZEEREEEZ 15538

o UMRZERMIRSS API, Header RFBEERI X—~NameSpace-Code 1 X-MicroService-Name B FER, &R API 7HE
&N, Demo HFELARINT XFENFER .

HIE
Python 2.7 =3

import requests

import datetime

import hashlib

from hashlib import shal
import hmac

import base64

GMT_FORMAT = '"%a, %d %b %Y %H:%M:%S GMT'

def (source, Secretld, SecretKey) :

dateTime = datetime.datetime.utcnow().strftime(GMT_FORMAT)

auth = "hmac id=\"" + Secretld + "\", algorithm=\"hmac-shal\", headers=\"date source\",
signature=\""
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signStr = "date: " + dateTime + "\n" + "source: " + source
sign = hmac.new(SecretKey, signStr, hashlib.shal).digest()
sign = base64.b64encode(sign)

sign = auth + sign + "\""

return sign, dateTime

Secretld = 'your Secretld'
SecretKey = 'your SecretKey'
url = 'http://service-xxxxxx-1234567890.ap-guangzhou.apigateway.myqcloud.com/release/xxx

header = { 'Host':'service-xxxxxx-1234567890.ap-guangzhou.apigateway.myqcloud.com’,

'‘Accept': 'text/html, */*; q=0.01",

‘X-Requested-With': "XMLHttpRequest',

‘User-Agent': 'Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/41.0.2272.89 Safari/537.36',

'‘Accept-Encoding': 'gzip, deflate, sdch’,

'‘Accept-Language': 'zh-CN,zh;q=0.8,ja;q=0.6"

Source = "XXxxxx'

sign, dateTime = getSimpleSign(Source, Secretld, SecretKey)
header['Authorization'] = sign

header['Date'] = dateTime

header['Source'] = Source

header['X-NameSpace-Code'] = 'testmic'
header['X-MicroService-Name'] = 'provider-demo'

print header
r = requests.get(url, headers=header)

print r
print r.text

Python 3 =SB

base64
datetime
hashlib
hmac

requests

GMT_FORMAT = '"%a, %d %b %Y %H:%M:%S GMT'
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def getSimpleSign(source, Secretld, SecretKey):

dateTime = datetime.datetime.utcnow().strftime(GMT_FORMAT)

auth = "hmac id=\"" + Secretld + "\", algorithm=\"hmac-shal\", headers=\"date source\",
signature=\""

signStr = "date: " + dateTime + "\n" + "source: " + source

sign = hmac.new(SecretKey.encode(), signStr.encode(), hashlib.shal).digest()

sign = base64.b64encode(sign).decode()

sign = auth + sign + "\""

return sign, dateTime

Secretld = 'your Secretld'
SecretKey = 'your SecretKey'
url = 'http://service-xxxxxx-1234567890.ap-guangzhou.apigateway.myqcloud.com/release/xxx'

header = {'Host": 'service-xxxxxx-1234567890.ap-guangzhou.apigateway.myqgcloud.com’,

'Accept': 'text/html, */*; q=0.01",
'X-Requested-With': 'XMLHttpRequest',
‘User-Agent': 'Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/41.0.2272.89 Safari/537.36',
'Accept-Encoding': 'gzip, deflate, sdch’,
'Accept-Language': 'zh-CN,zh;q=0.8,ja;q=0.6'
}
Source = "XxXxxxx'
sign, dateTime = getSimpleSign(Source, Secretld, SecretKey)
header['Authorization'] = sign
header['Date'] = dateTime
header['Source'] = Source

r = requests.get(url, headers=header)
print(r.text)
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JavaScript ( Z$AXHAILE )

E=IEEFAE: 2021-04-15 15:31:20

MR
ZAESIESIEER JavaScript iBE, BITENESIRIIEN AP #TAESE.
RMEPRR

. £ APl RIIEHIE , BEE— AP, SRS HBEMER (S0 21 AP R ) .

. 48 AP FREIRSERGERBIE (80 RSEHSTE)

. RN AEREEREEEEY .

. EEHAERITRIRERERITR, FSERITHSEIRNBANE (8 ERITLIZE ) o
. BERITEIS API 5% API FREEIRSSIHITHE

. 80 R=HIEES , EH JavaScript BSE£HEERSE.

=3t A

o RMEBEEP HTTP ERAELEEH N Header: Date 1 X—Date Zi&—LAR Authorization, TTUABEEE header, Ml
2#EH Date Header, RSBiHISASKRIEATIE; NEEEA X-Date Header, BRSZimiEHISATE

« Date Header BI{ERIEHEARTE (GMT ) #8089 HTTP i&Kiai&RTal, #1%0 Fri, 09 Oct 2015 00:00:00 GMT,

« X-Date Header BERISHELERTE (GMT ) =89 HTTP i&Rgi&RTE, %0 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header EBaIBTEF NIRRT EIEEAEEEIT157

o WMREHMERSE API, Header hEEFHI X—~NameSpace-Code #1 X-MicroService-Name BM=2ER, EH API 7EE
RN, Demo HELAFNT XA FER

OIS

D 0o b~ WON -

/*

used...

<script src="js/vue.js"></script>

<script src="js/axios.js"></script>

<script src="js/qgs.js"></script>

<script src="js/crypto-js/crypto-js.js"></script>
*/

var nowDate = new Date();

var dateTime = nowDate.toUTCString();

//dateTime = "Mon, 19 Mar 2018 12:00:44 GMT"

var Secretld = 'your Secretld'; // Z$A%IAY Secretld

var SecretKey = 'vour SecretKey'; // Z$B33fY SecretKey

var source = 'xxxxxx'; /| E£ZKEMEH, "HE{EEE

var auth = "hmac id=\"" + Secretld + "\", algorithm=\"hmac-shal\", headers=\"x-date source\",
signature=\"";

var signStr = "x-date: " + dateTime + "\n" + "source: " + source;

console.log(signStr)

var sign = CryptoJS.HmacSHA1(signStr, SecretKey)

console.log(sign.toString())
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Crypto)S.enc.Base64.stringify(sign)
sign = auth + sign + "\""
console.log(sign)
console.log(dateTime)

var instance = axios.create({
baseURL: 'http://service-xxxxxxxx-1234567890.ap-
guangzhou.apigateway.myqcloud.com/release/api/shoplist’, // FHR API B9i5iaEgE
timeout: 5000,
headers: {
"Source":source,
"X-Date":dateTime,
"Authorization":sign

/| ANR 2RSS APl, Header REEFRI'X-NameSpace-Code', 'X-MicroService-Name'FMNZRER,

iBA APl RFEZER.
"X-NameSpace-Code": "testmic",
"X-MicroService-Name": "provider-demo",
I
withCredentials:

1);

instance.get()
.then(function (response) {
console.log(response);
b9,
.catch(function (error) {
console.log(error);

i
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PHP ( ZAXHIAILE )

ERIEEFAE: 2021-03-25 16:35:11

MR
ZAESIESEER PHP B8, BYTATESIRIEN AP #HTAEEE.
RMEPRR

1. 7 API MXEFIS , SI@— AP, ERENEED “BEMER" (SR QIE API#E ) .

2. 18 AP| FRERRSRHBERBIME (B0 RSEHSTE ) -

3. EiEHERASERmERENAN

4. EEHSERITIREEIZERITY, FIRERITISEZNZAXEE (SR ERITEIZE ) .
5. JS(EMITES API 5% API FREBRSSIHITHRE o

6. 21 THIEES, EM PHP iESERERBAR.

EETEm

o BEEZEN HTTP BRAZELEETW Header: Date 1 X-Date Zi&—LAR Authorization, AILAB&EZ header.
S{EM Date Header, RBimEFERIGATE; WMRER X-Date Header, IRSZimiGHIEATIE,

« Date Header BI{ERIEHEARTE (GMT ) #8089 HTTP i&Kiai&RTial, F1%0 Fri, 09 Oct 2015 00:00:00 GMT,

« X-Date Header BYERIEHEEARTE (GMT ) #&=U89 HTTP i&Rkai&AiE, 40 Mon, 19 Mar 2018 12:08:40 GMT., X-
Date Header ERIBSEFN ZR1AYEIMIZEFREERBIIT155380

o WMREHMERSE API, Header hEEFI X—~NameSpace-Code #1 X—-MicroService-Name BM=2ER, EH API F7EE
&N, Demo HFELAFINT XA FER .

OIS

= gmdate("D, d M Y H:i:s T");
= 'your Secretld';
= 'your SecretKey';
= "date: ". S\nt "source: MMXXXXXX";
= 'hmac id="". ", algorithm="hmac-shal", headers="date source", signature="";
= base64_encode(hash_hmac('shal’, , ) ));

.||\||||,,

= 'http://service-xxxxxxxx-1234567890.ap-guangzhou.apigateway.myqgcloud.com/release/yousa’;

= array(
'Host:service-xxxxxxxx-1234567890.ap-guangzhou.apigateway.myqcloud.com’,

'Accept:text/html, */*; q=0.01",
'Source: XXxXxxx',
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'Authorization: '. ,
'X-Requested-With: XMLHttpRequest',

'X-NameSpace-Code: testmic',
'X-MicroService-Name: provider-demo'

= curl_init();
curl_setopt( , CURLOPT_URL, );
curl_setopt , CURLOPT_RETURNTRANSFER, 1);
curl_setopt , CURLOPT TIMEOUT, 60);
curl_setopt , CURLOPT_HTTPHEADER, );
curl_setopt , CURLOPT_CUSTOMREQUEST, "GET");

(
(
(
(

= curl_exec($ch);

if (curl_errno( ) {
print "Error: " . curl_error(
} else {

var_dump( Dk
curl_close( IE
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C++ ( ZEAITAIE)

E=iEEFATE: 2020-08-1310:15:38

M=
ZAESIESEER C++ BE, BURENESIRIIEN AP #TAESE.
MEPRR

1. 7 API MXiEFIGS , SI@—1 AP, ERENEE) “BE%” (SR I AP R ) -

2. 18 AP| FRERRSRHBERBIME (B0 RSEHSTE ) -

3. EiEFIERASERmEEAN

4. EEHSERITIREEIZERITY, FIRERITISEZNZAXEE (SR ERITEIZE ) .
5. JS{EMITRS API 5% API FREEBRSSIHITHRE o

6. 21 THILEE, R C++ BEEEHMEBRR.

23 {00 ]

& Demo #{EH libcurl &2 HTTP i&K, 8mFI SR ERE libcurl E.

=3t i}

o BREREN HTTP BRAZLEETE N Header: Date ¥l X-Date Zi&—LAR Authorization, TS EES Header., il
B£(FH Date Header, RSimiSASZIertE; NRHEHE X-Date Header, IRSBimiSHIERTIE

o Date Header BI{E9t&HELARTE (GMT ) #8zU89 HTTP iERGi&RSiE, 40 Fri, 09 Oct 2015 00:00:00 GMT,

o X-Date Header HI{EMIIEMEGERTE (GMT ) #8=UA9 HTTP iERMIERTE, 80 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header Ea9AtEIF1 = RIRTERIEEAEEEZ1553 8.

o MRIEHERSE API, Header HEEFIM “X-NameSpace-Code” # “X-MicroService-Name” BANEER, &EHH
API ZFZERM, Demo HPELAFINT XA FER

ER&EHS

A Demo HFHBE 7 ™4, BREWNT:

-AuthenticationDemo.cpp
-request.cpp

-base64.h

-base64.cpp

hmac.h
-shal.h
Lshal.cpp

WiFRS

g++ -0 AuthenticationDemo AuthenticationDemo.cpp request.cpp base64.cpp shal.cpp -lcurl

OIS
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AuthenticationDemo.cpp

#include <iostream>
#include <stdio.h>
#include"hmac.h"
#include"shal.h"
#include"base64.h"

extern void (const string &defaultDomain, const string &source, const string &dateTime,
const string &sign, const string &reqUrl);

extern void (const string &defaultDomain, const string &source, const string &dateTime,
const string &sign, const string &requrl);

using namespace std;

void (string &szGmtTime)
{
time_t rawTime;
struct tm* timelnfo;
char szTemp[30]={0};
(&rawTime);
timelnfo = (&rawTime);
(szTemp,sizeof(szTemp),"%a, %d %b %Y %H:%M:%S GMT",timelnfo);
szGmtTime = szTemp;

int (const string &source, const string &secretld, const string &secretKey,string &sign,
string &dateTime)
{
(dateTime);
sign = "x-date: " + dateTime + "\nsource: " + source;
sign = hmac<SHA1>(sign, secretKey);
string binDight;
(sign , binDight);
(binDight , sign);
char tempauth[1024] = {0};
(tempauth,sizeof(tempauth)-1,"hmac id=\"%s\", algorithm=\"hmac-shal\", headers=\"x-date
source\", signature=\"%s\"", secretld. (), sign. 0);
sign = tempauth;

return O;
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const string secretld = "your secretld";

const string secretkey = "your secretkey";

const string source = "xxxxxx";

string sign, dateTime;

(source, secretld, secretKey, sign, dateTime);

const string defaultDomain = "service-xxxxxxxx-1234567890.ap-
guangzhou.apigateway.myqcloud.com";

const string reqUrl = "https://service-xxxxxxxx-1234567890.ap-
guangzhou.apigateway.myqcloud.com/release/xxapi";

(defaultDomain, source, dateTime, sign, requrl);

return O:

request.cpp

#include <iostream>
#include <cstring>
#include "curl/curl.h"

using namespace std;

size t (void *ptr, size_t size, size_t nmemb, void *stream)
{

((std::string*)stream)-> ((char*)ptr, size*nmemb);

return size * nmemb;

void (const string &defaultDomain, const string &source, const string &dateTime, const
string &sign, const string &reqUrl)
{
CURL* curl = 07
if (curl)
{
(curl, CURLOPT_URL, requrl. 0);
(curl, CURLOPT_SSL_VERIFYPEER, OL);
struct curl_slist * slist = ;
slist = (slist, "Accept:*/*");
slist = (slist, "Accept-Charset:utf-8;");
string headDomain = "Host:" + defaultDomain;
slist = (slist, headDomain. 0);
string headSource = "Source:" + source;
slist = (slist, headSource. 0);
string headDatetime = "X-Date:" + dateTime;
slist = (slist, headDatetime. 0);
string headAuthorization = "Authorization:" + sign;
slist = (slist, headAuthorization. 0);

(slist, "x-NameSpace-Code:testmic");
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(slist, "x-MicroService-Name:provider-demo");
(curl, CURLOPT_HTTPHEADER, slist);
(curl, CURLOPT _CONNECTTIMEOUT, 5);
(curl, CURLOPT _TIMEOUT, 5);
(curl, CURLOPT_READFUNCTION,
std::string response_data;
(curl, CURLOPT_WRITEDATA, &response_data);
(curl, CURLOPT _WRITEFUNCTION, req_reply);

CURLcode res = (curl);
if (res != CURLE_OK)

, "curl_easy perform() failed: %s\n",
(res));

long response_code;
(curl, CURLINFO_RESPONSE_CODE, &response_code);
("response code %d \n", response_code);
("response data : %s\n ",response_data. 0);

(slist);
(curl);

OF

void (const string &defaultDomain, const string &source, const string &dateTime, const
string &sign, const string &reqUrl)
{
CURL* curl = 07
if (curl)
{
(curl, CURLOPT_URL, requrl. 0);
(curl, CURLOPT_SSL _VERIFYPEER, OL);
(curl, CURLOPT POST, 1);
struct curl_slist * slist = c
slist = (slist, "Accept:*/*");
slist = (slist, "Accept-Charset:utf-8;");
string headDomain = "Host:" + defaultDomain;
slist = (slist, headDomain. 0);
string headSource = "Source:" + source;
slist = (slist, headSource. 0);
string headDatetime = "X-Date:" + dateTime;
slist = (slist, headDatetime. 0);
string headAuthorization = "Authorization:" + sign;
slist = (slist, headAuthorization. 0);

(slist, "x-NameSpace-Code:testmic");
(slist, "x-MicroService-Name:provider-demo");
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(curl, CURLOPT_HTTPHEADER, slist);

std::string body = "{\
\"title\":\"post title\",\
\"body\" : \"post body\",\
\"userld\" : 1}";
(curl, CURLOPT _POSTFIELDS, body. 0)F

(curl, CURLOPT_CONNECTTIMEOUT, 5);
(curl, CURLOPT _TIMEOUT, 5);
(curl, CURLOPT_READFUNCTION,
std::string response_data;
(curl, CURLOPT_WRITEDATA, &response_data);
(curl, CURLOPT_WRITEFUNCTION, req_reply);

CURLcode res = (curl);
if (res '= CURLE_OK)

, "curl_easy perform() failed: %s\n",
(res));

long response_code;
(curl, CURLINFO_RESPONSE_CODE, &response_code);

("response code %d \n", response_code);
("response data : %s\n ", response_data. 0);

(slist);
(curl);

OF

base64.h

#include<string>

using namespace std;

const char Base64EncodeMap[64] =

{
'‘A', 'B', 'C', 'D', 'E', 'F', 'G', 'H',
'), 'K LY, MY NS, O P,
'‘QY, 'R, 'S, T, U, VY, WY, X
'y, 'z', 'a', 'b', 'c', 'd', 'e', 'f',
'‘q', 'h', i g, kT, 'me, ',
‘o', 'p', 'q', 'r', 's', 't!, 'u', 'V,
'w', 'x', 'y', 'z, o, 1, 20, '3,
'‘4','5','6','7",'8", 9", '+', '/
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(string strBin);
(string binStr , string &base645tr);
(string hexDight , string& binDight);

base64.cpp

#include"base64.h"

int (string strBin){
int num = 0;
intb = 0;
for(inti = 0; i < strBin. () ;i++){
num = num * 2;
b = static_cast<int>(strBin[i]-'0");
num = num + b;

}

return num;

void (string binStr , string &base64Str)
{
while(binStr. ()% 6 '=0){
binStr = binStr + "0";
}
base64Str = "";
string tmp = "";
int index = 0;
int num = 0;
while(index < binStr. (O)RH
tmp = binStr. (index , 6);
index = index + 6;
num = (tmp);
base64Str = base64Str + Base64EncodeMap[num];

}
base64Str = base64Str + "=";

void (string hexDight , string& binDight) {
binDight = "";
intf=0,c=0;
char e;
for(int f = 0; f < hexDight. (); f++){
e = hexDight[f];
ifle >="a' && e <= 'f'){
int a = static_cast<int>(e-'a'+10);
switch(a){
case 10 : binDight = binDight + "1010";
break:
case 11 : binDight = binDight + "1011";
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case 12 : binDight = binDight + "1100";
break;

case 13 : binDight = binDight + "1101";
break:

case 14 : binDight = binDight + "1110";
break:

case 15 : binDight = binDight + "1111";
break:

}
else if(e >="'0"' && e <="'9"){
int b = static_cast<int>(e-'0");
if(f == 0){
switch(b){
case 0: binDight = binDight + "0000";
break:
case 1: binDight = binDight + "0001";
break;
case 2: binDight = binDight + "0010";
break;
case 3: binDight = binDight + "0011";
break;
case 4: binDight = binDight + "0100";
break:
case 5: binDight = binDight + "0101";
break;
case 6: binDight = binDight + "0110";
break:
case 7: binDight = binDight + "0111";
break;
case 8: binDight = binDight + "1000";
break;
case 9: binDight = binDight + "1001";
break;
}
I
else{
switch(b){
case 0 : binDight = binDight + "0000";
break:
case 1: binDight = binDight + "0001";
break;
case 2: binDight = binDight + "0010";
break;
case 3: binDight = binDight + "0011";
break:
case 4: binDight = binDight + "0100";
break;
case 5: binDight = binDight + "0101";
break:
case 6: binDight = binDight + "0110";
break;
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case 7: binDight = binDight + "0111";
break;

case 8: binDight = binDight + "1000";
break:

case 9: binDight = binDight + "1001";
break;

hmac.h

#pragma once

#include <string>
#include <cstring>

template <typename HashMethod>
std::string (const void* data, size_t numDataBytes, const void* key, size_t numKeyBytes)

{
unsigned char usedKey[HashMethod::BlockSize] = {0};

if (numKeyBytes <= HashMethod::BlockSize)
{
(usedKey, key, numKeyBytes);
}
else
{
HashMethod keyHasher;
keyHasher. (key, numKeyBytes);
keyHasher. (usedKey);

}

for (size_ti = 0; i < HashMethod::BlockSize; i++)
usedKey[i] ~= 0x36;

unsigned char inside[HashMethod::HashBytes];
HashMethod insideHasher;

insideHasher. (usedKey, HashMethod::BlockSize);
insideHasher. (data, numDataBytes);
insideHasher. (inside);

for (size_ti = 0; i < HashMethod::BlockSize; i++)
usedKey[i] ~= 0x5C © 0x36;

HashMethod finalHasher;
finalHasher. (usedKey, HashMethod::BlockSize);
finalHasher. (inside, HashMethod::HashBytes);
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return finalHasher.

}

template <typename HashMethod>
std::string (const std::string& data, const std::string& key)

{
return hmac<HashMethod>(data. (), data. (), key. (), key. 0);

#pragma once

#include <string>

#ifdef MSC_VER

typedef unsigned __int8 uint8_t;
typedef unsigned __int32 uint32_t;
typedef unsigned __int64 uint64 t;
#else

#include <stdint.h>

#endif

class SHA1
{

public:
enum { BlockSize = 512 / 8, HashBytes = 20 };
Ok
std::string operator()(const void* data, size_t numBytes);
std::string operator()(const std::string& text);
void (const void* data, size_t numBytes);
std::string 0;
void (unsigned char buffer[HashBytes]);

void 0):

private:
void (const void* data);

void 0):

uint64_t m_numBytes;
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size t m_bufferSize;
uint8 t m_buffer[BlockSize];
enum { HashValues = HashBytes / 4 };

uint32 t m_hash[HashValues];
e

shal.cpp

#include "shal.h"

#ifndef MSC VER
#include <endian.h>
#endif

void SHA1:: ()

{
m_numBytes = 0;
m_bufferSize = 0;

m_hash[0] = 0x67452301;
m_hash[1] = Oxefcdab89;
m_hash[2] = 0x98badcfe;
m_hash[3] = 0x10325476;
m_hash[4] = 0xc3d2elf0;

}

namespace

{
inline uint32_t f1(uint32_t b, uint32_t c, uint32_t d)

{
returnd © (b & (¢ ™ d));

}

inline uint32_t f2(uint32_t b, uint32_t ¢, uint32_t d)
{

return b ©~ ¢ © d;

}

inline uint32_t f3(uint32_t b, uint32_t c, uint32_t d)
{
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return (b & ¢) | (b & d) | (c & d);
}

inline uint32_t (uint32_t a, uint32_t c)
{
return (a << ¢) | (a >> (32 - ¢));

}

inline uint32_t (uint32_t x)
{
#if defined(__GNUC_) || defined(__clang_ )
return
#endif
#ifdef MSC_VER
return
#endif

return (x >> 24) |
((x >> 8) & 0xO0000FF0O) |
((x << 8) & 0xO0FF0000) |
(x << 24);

void SHA1:: (const void* data)
{

uint32_t a = m_hash[0];

uint32 tb = m_hash[1];

uint32 t ¢ = m_hash[2];

uint32 td = m_hash[3];

uint32_t e = m_hash[4];

const uint32_t* input = (uint32_t*) data;

uint32_t words[80];
for (inti=0;i<16;i++)
#if defined(_BYTE_ORDER) && (__BYTE_ORDER != 0) && (_ BYTE_ORDER ==
wordsl[i] = input[il;
#else
words[i] = (inputlil);
#endif

for (inti=16;i < 80; i++)
words[i] = (words[i-3] ©~ words[i-8] ™ words[i-14] ©~ words[i-16], 1);

for (inti=0;i<4;i++)
{
int offset = 5%;
e += (b,c,d)
d+= ( )
C+= , (e,a,b) + words[offset+2] + 0x5a827999; e
b+= ( )
( )

a+= c,d,e) + words[offset+4] + 0x5a827999; c =
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+ words[offset ] + 0x5a827999; b = (b,30);

a,b,c) + words[offset+1] + 0x5a827999; a = (a,30);
(e,30);

d,e,a) + words[offset+3] + 0x5a827999; d (d,30);
(c,30);
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e += (b,c,d) + words[offset ] + Ox6ed9ebal; b =

d+= (a,b,c) + words[offset+1] + O0x6ed9ebal; a =
C+= (e,a,b) + words[offset+2] + Ox6ed9ebal; e =
b += (d,e,a) + words[offset+3] + Ox6ed9ebal; d =
a+= (c,d,e) + words[offset+4] + Ox6ed9ebal; c =

}

for (inti=8;i<12;i++)
{

int offset = 5%*i;
(b,c,d) + words[offset ] + 0x8flbbcdc; b =
(a,b,c) + words[offset+1] + 0x8flbbcdc; a
(e,a,b) + words[offset+2] + 0x8flbbcdc; e
(d,e,a) + words[offset+3] + O0x8flbbcdc; d =
( )

c,d,e) + words[offset+4] + 0x8flbbcdc; c

™My

for (inti=12;i<16; i++)
{
int offset = 5%*i;
e +=
d+=

b,c,d) + words[offset ] + Oxca62cld6; b =
a,b,c) + words[offset+1] + Oxca62cld6; a

d,e,a) + words[offset+3] + Oxca62cld6; d
c,d,e) + words[offset+4] + Oxca62cld6; c

b+=
a+=

}

( )
; ( )
C+= (e,a,b) + words[offset+2] + Oxca62cld6; e
( )
( )

m_hash[0] += a;
m_hash[1] += b;
m_hash[2] += ¢;
m_hash[3] += d;
m_hash[4] += e;

void SHA1:: (const void* data, size_t numBytes)

{

const uint8_t* current = (const uint8_t*) data;

if (m_bufferSize > 0)
{
while (hnumBytes > 0 && m_bufferSize < BlockSize)

{

m_buffer[m_bufferSize++1 = *current++;
numBytes--;

}
}

if (m_bufferSize == BlockSize)
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((void*)m_buffer);
m_numBytes += BlockSize;
m_bufferSize = 0;

}

if (numBytes == 0)
return;

while (numBytes >= BlockSize)
{

(current);
current += BlockSize;
m_numBytes += BlockSize;
numBytes -= BlockSize;

}

while (numBytes > 0)
{
m_buffer[m_bufferSize++] = *current++;
numBytes--;
}
¥

void SHAL:: ()

{
size_t paddedLength = m_bufferSize * 8;

paddedLength++;

size_t lowerl1Bits = paddedLength & 511;
if (lowerllBits <= 448)

paddedlLength += 448 - lowerl1Bits;
else

paddedlLength += 512 + 448 - lowerl1Bits;

paddedLength /= 8;
unsigned char extra[BlockSize];

if (m_bufferSize < BlockSize)
m_buffer[m_bufferSize] = 128;
else
extra[0] = 128;

size ti;

for (i = m_bufferSize + 1; i < BlockSize; i++)
m_buffer[i] = 0;

for (; i < paddedLength; i++)
extrali - BlockSize] = 0;

uint64 t msgBits = 8 * (m_numBytes + m_bufferSize);
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unsigned char* addLength;
if (paddedLength < BlockSize)
addLength = m_buffer + paddedLength;
else
addLength = extra + paddedLength - BlockSize;

*addLength++ = (unsigned char
*addLength++ = (unsigned char
*addLength++ = (unsigned char)((msgBits >> 40) & OxFF

)((msgBits >> 56) & 0xFF
)(( )
)(( )
*addLength++ = (unsigned char)((msgBits >> 32) & OxFF
)(( )
)(( )
)((

’

msgBits >> 48) & O0xFF);

)
)
)
)
)
)

*addLength++ = (unsigned char)((msgBits >> 24) & 0xFF);
*addLength++ = (unsigned char)((msgBits >> 16) & 0xFF);
*addLength++ = (unsigned char)((msgBits >> 8) & OxFF);

*addLength = (unsigned char)( msgBits & OxFF);
(m_buffer);

if (paddedLength > BlockSize)
(extra);

std::string SHAL:: 0
{
unsigned char rawHash[HashBytes];
(rawHash);

std::string result;

result. (2 * HashBytes);

for (inti = 0; i < HashBytes; i++)

{
static const char dec2hex[16+1] = "0123456789abcdef";
result += dec2hex[(rawHashl[i] >> 4) & 15];
result += dec2hex[ rawHash[i] & 15];

}

return result;

}

void SHA1:: (unsigned char buffer[SHA1::HashBytes])

{
uint32_t oldHash[HashValues];

for (inti = 0; i < HashValues; i++)
oldHash[i] = m_hashliJ;

0;

unsigned char* current = buffer;

for (inti = 0; i < HashValues; i++)

{
*current++ = (m_hash[i] >> 24) & OxFF;
*current++ = (m_hash[i] >> 16) & OxFF;

WRIFRE: BRRITE (bR ) ARSEEAE 5839 #45m




& WS wns

*current++ = (m_hash[i] >> 8) & OxFF;
*current++ = m_hash[i] & OxFF;

m_hash[i] = oldHash[i];
}
}

std::string SHA1::operator()(const void* data, size_t numBytes)

{
OF
(data, numBytes);
return ();

}

std::string SHAL::operator()(const std::string& text)
{

0;
(text. (), text. 0);
return (OF

}
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Erlang ( ZAXAIIE )

ERIEEFRATE: 2023-01-1117:55:15

MR
ZAESIESEER Erlang 55, BBHRISIERIEN AP ETAEEE,
RMEPRR

1. 7 API MXEFIS , SI@— AP, ERENEED “BEMER" (SR QIE API#E ) .

2. 18 AP| FRERRSRHBERBIME (B0 RSEHSTE ) -

3. EiEFIERASERmEEAN

4. EEHSERITIREEIZERITY, FIRERITISEZNZAXEE (SR ERITEIZE ) .
5. JS{EMITRS API 5% API FREEBRSSIHITHRE o

6. 2 THIfEE3, EMA Erlang ESEREBRR

=3t A

o REBEEP HTTP ERAELEEH N Header: Date 1 X—Date Zi&—LAR Authorization, TTIIBEEZ header, il
B#EH Date Header, RSBimISASRIEATIE; NEEEA X-Date Header, BRSZimIEHISATE

« Date Header BI{ERIEHEARTE (GMT ) #8089 HTTP i&Kiai&RTal, #1%0 Fri, 09 Oct 2015 00:00:00 GMT,

« X-Date Header BERIEHELERTE (GMT ) 889 HTTP i&Rigi&RTiE, %0 Mon, 19 Mar 2018 12:08:40 GMT. X-
Date Header EBaIBTEFNZHRIATEIINEEAEEEIT157

o INREMIRSS API, Header FEEHI “X-NameSpace—-Code” #l “X-MicroService-Name” BMFER, &
API FEZEHM, Demo FRFIMXFE N EER

OIS

-module(apigateway_erlang_demo).

%% API
-export([request_api/0]).

%% request_api()
request_api() ->

%%  BElinetshkss, IMBWMRESRBMUIRSS, XiFixXE
inets:start(),

Url = "http://service-xxxxxxxx-1234567890.ap-beijing.apigateway.myqcloud.com/release/xxxxx",
Source = "XXxXxXxx",
GMTDate = now_to_utc_string(),
Secretld = 'your Secretld', %% Z$33$AY Secretld
SecretKey = 'your SecretKey', %% Z$AXIHY SecretKey
Sign = simple_sign(Source, GMTDate, Secretld, SecretKey),
Header = [
{"Source", Source},
{"x-Date", GMTDate},
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{"Authorization", Sign},
{"Content-Type", "application/x-www-form-urlencoded"}

case httpc:request(get, {Url, Header}, [1, []1) of
{ok, {_StatusLine, Header, Result}} ->
Result;

%% %% Result -> need decode

Error ->
Error
end.

simple_sign(Source, GMTDate, Secretld, Secretkey) ->
Auth = "nmac id=\"" ++ Secretld ++ "\", algorithm=\"hmac-shal\", headers=\"x-date source\",
signature=\"",
SecretKey = "xxxSNFOCEp30hN4t91234567890AWrct960X9192",
Source = "XXXxXxx",
SignStr = "x-date: " ++ GMTDate ++ "\n" ++ "source: " ++ Source,
Mac = crypto:hmac(sha, SecretKey, SignStr),
Sign = base64:encode(Mac),
Sign2 = binary_to_list(Sign),
Sign3 = Auth ++ Sign2 ++ "\"",
Sign3.

%% FREVYFIATEIH S "Mon, 02 Jan 2006 15:04:05 GMT" 8=
now_to_utc_string() ->
{{Year, Month, Day}, {Hour, Minute, Second}} = calendar:universal_time(),
WeekNum = week num(),
Monthl = month_to_english(Month),
WeekNum1l = week _to_english(WeekNum),
Dayl = lists:flatten(io_lib:format("~2..0w", [Day])),
Datel = WeekNuml ++ ", " ++ Dayl ++ " " ++ Monthl,
Date2 = lists:flatten(
io_lib:format(" ~4..0w ~2..0w:~2..0w:~2..0w GMT",
[Year, Hour, Minute, Second])),
Datel ++ Date2.

week_num() ->
{Date, _} = calendar:local_time(),
calendar:day_of the week(Date).

%% day_of the week

week to_english(1) ->
“Mon";

week _to_english(2) ->
"Tue";

week _to_english(3) ->
"Wed";

week_to_english(4) ->
"Thu";

week _to_english(5) ->
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"Fri";

week _to_english(6) ->
"Sat";

week _to_english(7) ->
"Sun".

month_to_english(1) ->
"Jan";
month_to_english(2) ->
"Feb";
month_to_english(3) ->
"Mar";
month_to_english(4) ->
"Apr";
month_to_english(5) ->
"May";
month_to_english(6) ->
"Jun";
month_to_english(7) ->
"Jul";
month_to_english(8) ->
"Aug’;
month_to_english(9) ->
"Sept";
month_to_english(10) ->
"Oct";
month_to_english(11) ->
"Nov";
month_to_english(12) ->
"Dec".
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ZRERER

ERIEEFAE: 2020-12-17 14:49:45

FEEI

API P3%

o HEIE AP| BHEFZEANENR, Wiz AP FRERIRSEERS . ZAHNMETENEERITE . MBZERIHITEHEEAY,
RIEEFAM AR LR ERAERKIGEZ AP

o BBEHNITEM query, BEXRE Body BEXEHTT urlencode Hi3, HBHRH UTF-8,
o BESHITEERN, BRERRBRINEHRTESR, FZIHER urlencode FBEHFHFEBTES, BEEEIZEEN

query. body BY{Ef# urlencode %f3.

EFREIRD

\] ‘ﬁ
sizr -
HMAC signature cannot
be verified, a validate 401
authorization header is
required
HMAC signature cannot

o 401
be verified
.authc.)rlzatlon headers is 403
invalidate
id or signature missing 403
HMAC signature cannot
be verified, a valid 403

$header header is
required

HMAC signature cannot
be verified, a valid date 403
header is required

Found no validate

403
usage plan
HMAC signature does 403
not match
Not Found Host 404

58X

BERFFKIES Authorization &

ERENEM, Authorization FRERHiE
whHI Key ID Fk4BEiZ API FRIERIET
®iE, 5& Key ID dEi%, 5&iZ Key #

£H

5K Authorization FEEEXAIEH

i&% Authorization &% ID sk&
signature FE&

5% Authorization ZE&HAY headers
FEREIER header PR EIT N FER

i5K Authorization % REE(FEH date
FERIEAENZERZ—

IBRENKY, API FEER, Bz API
HigBYbEERITR

IFRERENY, HHEEEN HVAC E#
¥, FEFREHIE

IBRPIREET Host FBR
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IFERBIESES demo Wi

FEB

EREZZAMNESRTA, B,
HEZZANERPEMERT
W/RHIE

BEBRFZESESR demo MEiE%

P8

IFE2RBIESES demo 18i5i%

e

IFERBIESES demo 18iEi%

¥R

IFERBFIESES demo 18i5i%

e

XiHlliz API RIEREELRZ API
FRENERHIMEHEERITR, &
ZERIT RIS ER AN

HE HVIAC B5EiR, i52B&
IESES demo 18i&iZFER

iERIEH Host 2R, ZFREE
EiapRS3EMEE, B9 String

eSS
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Get Host Fail

Could not support
method

There is no api match
host[$host]

There is no api match
env_mapping[$env_ma
pping]

There is no api match
default
env_mapping[$env_ma
pping]

There is no api match
uri[$uri]

There is no api match
method[$method]

"Not allow use HTTPS
protocolzk#&Not allow
use HTTP protocol"

req is cross origin, api
$uri need open cors flag
on gcloud apigateway.

404

404

404

404

404

404

404

404

429

iERPIETHA Host ZEREHAFR String

s

HAHFLERFEXEE

HAENERIRSS =710/t

BENXIEHZ G env_mapping FERSEIR

A B EHY env_mapping ZEREER
test/prepubl/release

HEZIER XS R AARSS T HATIRS R
URI EEck9 API

fEiziEkitit+URI 33RA9 APl HARSZH
ZIERFE

ZiER RS R AYAR S5 H A STHF RS R
HTTP %28

ZIERBEIEHIER, BRI API FHKIT
FrEStEFX
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18 Host FER{EMJI String 258!

REBRGEERS)

HEIEKIEEIER

RESENEEESERERN
env_mapping E558CES
B9—32

EiMEZ SR env_mapping F
BEER test/prepub/release

5 E URI EEEREIEHR

BREERGEESIER

ISR EERINYERETIER

i5fTHZ AP BOBSIFFX
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