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@ ﬁﬁfﬂﬁ eIt

API 32t
SFiHE

RIEEFHATE: 2024-11-08 01:21:12

$16 X&®

AAdiE: 2024-11-08 01:21:05
FREHEETUTHE:
MBS,

fEREn:

« LookUpEvents
o ¥ZHS: TotalCount

£ 15 X&H®

BTEHIE: 2024-10-24 16:22:27
FREHEETUTRE:
MBS,

sFgEn:

« ModifyEventsAuditTrack

£14 5%

Abtia: 2024-10-24 15:52:03
FREHEETUTRS:
HEBHIXE,

#higEO:

» CreateEventsAuditTrack

RO :

« CreateAudit
« DeleteAudit

Eegizn:

« DescribeAuditTrack
o FRIGHE: Filters

FIBEIRE:

« Filter
» ResourceField

B 13 R&®

IRIRERE: BR=ITE (1bF) BRSEAE 584 #1053,


https://cloud.tencent.com/document/api/629/35344
https://cloud.tencent.com/document/api/629/111900
https://cloud.tencent.com/document/api/629/111894
https://cloud.tencent.com/document/api/629/83247
https://cloud.tencent.com/document/api/629/35353#Filter
https://cloud.tencent.com/document/api/629/35353#ResourceField

CSZ)HEini eIt

A#mAEdiE: 2024-01-11 01:09:52

RREGEETUTHRE:
MEEHINE,
(EeEELEa:

» Storage

o FmZpk5: StorageAccountld, StorageAppld

B12 RE&®

&Zmidia: 2022-11-24 06:19:10
RXEHBEETIUTAR:
MECHERINE,

#higEO:

» DescribeAuditTrack

fEegizn:

« CreateAuditTrack
o FZAZ: Name, ActionType, ResourceType, Status, EventNames, Storage, TrackForAllMembers
o #miBHE: Trackld
» DeleteAuditTrack
o FMEAZ: Trackld
« DescribeAuditTracks
o ¥rZAZ: PageNumber, PageSize
o FrZHE: Tracks, TotalCount
« ModifyAuditTrack
o FEAZ: Trackld, Name, ActionType, ResourceType, Status, EventNames, Storage, TrackForAllMlembers

RIS ERSS:

« Storage
« Tracks

BN XE®

£7EHE: 2022-02-28 08:08:23
FREHEATATRE:
BEEHHIH.

it

+ CreateAuditTrack
» DeleteAuditTrack
« ModifyAuditTrack

$10 X&®

A#mAdiE: 2022-02-14 08:08:17
FREGEETUTHA:

IRIRERE: BR=ITE (1bF) BRSEAE 585 #1105


https://cloud.tencent.com/document/api/629/35353#Storage
https://cloud.tencent.com/document/api/629/83247
https://cloud.tencent.com/document/api/629/70383
https://cloud.tencent.com/document/api/629/70382
https://cloud.tencent.com/document/api/629/69204
https://cloud.tencent.com/document/api/629/70381
https://cloud.tencent.com/document/api/629/35353#Storage
https://cloud.tencent.com/document/api/629/35353#Tracks
https://cloud.tencent.com/document/api/629/70383
https://cloud.tencent.com/document/api/629/70382
https://cloud.tencent.com/document/api/629/70381

@ ﬁﬁfﬂﬁ Bt

ECHIINE,
whigEO:

» DescribeAuditTracks

89 X&®

ZmAdiE: 2021-11-16 08:07:51
RREHLATUTHE:
BEEEHIH.

fEREn:

» DescribeEvents
o FiZHE: TotalCount

B8 &

£7HHE: 2021-06-17 08:11:39
FREHAETATRE:
BEEAHHIH.

fERiEn:

» DescribeEvents
o FMEAZ: IsReturnLocation

B7XE®

£FAAIE: 2021-05-26 08:10:55
RREHAATATHE:
BEEEHIH.

IR

« Event
o MR Location

86 X&R%

£THIE: 2021-04-09 08:10:33
RREHAETATHE:
BEEHHIH.

srEn:

» DescribeEvents

B5XE®

RfHtiE: 2020-09-09 08:03:42
KXEBEETIUTAR:

IRIRERE: BR=ITE (1bF) BRSEAE 586 105


https://cloud.tencent.com/document/api/629/69204
https://cloud.tencent.com/document/api/629/54488
https://cloud.tencent.com/document/api/629/54488
https://cloud.tencent.com/document/api/629/35353#Event
https://cloud.tencent.com/document/api/629/54488

@ ﬁﬁfﬂﬁ eIt

MECHIINE,
FhigEO:

« ListKeyAliasByRegion

B EIRES:

« KeyMetadata

B4 XR®

A7AdiE: 2020-03-24 08:05:13
FREHEETUTHS:
HECHIXE,

fEeiEn:

« LookUpEvents
o ¥HEAZ: Mode

B3I XE®

#FRfIE: 2020-03-10 00:51:28
FREHEETUTHE:
MBS

ez

» CreateAudit

o ¥MEAZ: IsEnableKmsEncry, Keyld, KmsRegion
» DescribeAudit

o FriZHZ: IsEnableKmsEncry, Keyld, KmsAlias, KmsRegion
« UpdateAudit

o ¥MEAZ: IsEnableKmsEncry, Keyld, KmsRegion

(EeEiRs

- Event
o ¥mZpk5: ResourceRegion

B22REH

A*uhtiE: 2019-06-13 14:55:26
FREHEETUTRS:
HEEHIXE,

EeiEn:

« LookUpEvents
o HERAZ: IsApiV3

B1X&®

IRIRERE: BR=ITE (1bF) BRSEAE 557 105


https://cloud.tencent.com/document/api/629/48173
https://cloud.tencent.com/document/api/629/35353#KeyMetadata
https://cloud.tencent.com/document/api/629/35344
https://cloud.tencent.com/document/api/629/35350
https://cloud.tencent.com/document/api/629/35341
https://cloud.tencent.com/document/api/629/35353#Event
https://cloud.tencent.com/document/api/629/35344

O BAT

A#mAdiE: 2019-06-07 10:19:56

RREBBETIUTAR:
MECHRINE,
FhigEO:

CreateAudit
DeleteAudit
DescribeAudit
GetAttributeKey
InquireAuditCredit
ListAudits
ListCmqgEnableRegion
ListCosEnableRegion
LookUpEvents
StartLogging
StopLogging
UpdateAudit

S ERSS:

IRIFRE: BR=ItE (It ) BRSEATF

AttributeKeyDetail
AuditSummary
CmqRegioninfo
CosRegionlinfo
Event
LookupAttribute
Resource

et

558 #1053,


https://cloud.tencent.com/document/api/629/35350
https://cloud.tencent.com/document/api/629/35349
https://cloud.tencent.com/document/api/629/35348
https://cloud.tencent.com/document/api/629/35347
https://cloud.tencent.com/document/api/629/35346
https://cloud.tencent.com/document/api/629/35345
https://cloud.tencent.com/document/api/629/35344
https://cloud.tencent.com/document/api/629/35343
https://cloud.tencent.com/document/api/629/35342
https://cloud.tencent.com/document/api/629/35341
https://cloud.tencent.com/document/api/629/35353#AttributeKeyDetail
https://cloud.tencent.com/document/api/629/35353#AuditSummary
https://cloud.tencent.com/document/api/629/35353#CmqRegionInfo
https://cloud.tencent.com/document/api/629/35353#CosRegionInfo
https://cloud.tencent.com/document/api/629/35353#Event
https://cloud.tencent.com/document/api/629/35353#LookupAttribute
https://cloud.tencent.com/document/api/629/35353#Resource

@ A HR{EET

;

o=
5 d

1y

IEEFATE: 2025-04-25 01:18:20
(EEESNZ=R(EHEIT (CloudAudit, CA) , FTLUREVESAZIKST APl EARSLICR, SFECENSEEEFE, Bilz SDK, aefTIRM

HitbtBSNZ=ARS#HTH APLER, SEEAZPIEEASNETH. TUREWMLEFER . IMEEERENE AP, MEBAE IP it#HTRA, R
MEYRERER . ETLLRESNFRNIRREAMIREFRNERE, HERHEEEFTFXE CloudAudit BFER.

R

- AETREHIT APHEOAEH API3.0 20, /54 CA BXHIBIIRMSERETEN . RIBEZUEEEEMASH APIS.0 #0.
- DAIBRRR AP SE2OTHEERAGRE, RRURESIESP, WSBHRERIBREOTSE: 2EHIT AP (1BR) #7EE.

IRIFRE: BR=IE (16F) BREEAR 589 #1105


https://cloud.tencent.com/document/product/629/45284

O BAT

API H#EES

RIEEHTE: 2025-02-14 01:19:29

RFRHEXED

e { W
CreateAuditTrack
CreateEventsAuditTrack
DeleteAuditTrack
DescribeAudit
DescribeAuditTrack
GetAttributeKey
InquireAuditCredit
ListAudits
ListCmgEnableRegion
ListCosEnableRegion
ListKeyAliasByRegion
LookUpEvents
ModifyAuditTrack
ModifyEventsAuditTrack
StartLogging
StopLogging
UpdateAudit
DescribeAuditTracks

DescribeEvents

O EE:

M LSS OSRERIREIHE S arT + BN + FWKS , BXBAESHPSE: AP SIZIRFRA

IRIFRE: BR=ItE (Ib5R) BRSEAR

#EOThaE

CURIEESHIRIRE

IS EPSEHHIRIRE

B RAERRIHIREREE
BEIREREEIFS
BERMEEIHRIREFE
&ifjAttributeKeyH BB EVEBE
EiAFACIRIRIRENEE
BEIRIGEHE
BEREHEITSFNemgiI T AR
BEiREHEITFNcosT AR
IRIBlHIIREIKM SZ AR 2
wRAE

(ERURERIHIREREE
(ERURERIHIRIREE (B5H)
FREIRERE

KiAREREE

EIRIREE
EiREREIHRIRESIR

EIFMEHEITEE

SRERIRF (R/ED)
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

20

BEHIT
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https://cloud.tencent.com/document/api/629/70383
https://cloud.tencent.com/document/api/629/111894
https://cloud.tencent.com/document/api/629/70382
https://cloud.tencent.com/document/api/629/35350
https://cloud.tencent.com/document/api/629/83247
https://cloud.tencent.com/document/api/629/35349
https://cloud.tencent.com/document/api/629/35348
https://cloud.tencent.com/document/api/629/35347
https://cloud.tencent.com/document/api/629/35346
https://cloud.tencent.com/document/api/629/35345
https://cloud.tencent.com/document/api/629/48173
https://cloud.tencent.com/document/api/629/35344
https://cloud.tencent.com/document/api/629/70381
https://cloud.tencent.com/document/api/629/111900
https://cloud.tencent.com/document/api/629/35343
https://cloud.tencent.com/document/api/629/35342
https://cloud.tencent.com/document/api/629/35341
https://cloud.tencent.com/document/api/629/69204
https://cloud.tencent.com/document/api/629/54488
https://cloud.tencent.com/document/product/1278/109059

@ A HR{EET

AR
5 K5

RIEEFHAE: 2025-05-21 01:12:52

1. BRSsitht

AP| ZissRiEbIsIEN , ArERHHEEEANERA cloudaudit.tencentcloudapi.com , tBsziFiEE A, Flanr-—HittEEastEs s
cloudaudit.ap—guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBARZEONZSPIRRECLE, SEEFEBENENREIENIRSE . FIINEr NERER, SEREREIT MY
BR$328, MEMIEE cloudaudit.ap—guangzhou.tencentcloudapi.com £—&#9,

R NRESRRLS, BUEERRRE .

HR: HERE AP AR, H AR REEEROCRROIESRN . ™ RSHSNRIRRERRAG R/ ARSECUSPER, BOSTISHbIEE
EROMERASRPER.

BRIZiSREEFIRA:
=N 4 0%
IR (9, RFIESRK ) cloudaudit.tencentcloudapi.com
SERgHEX () cloudaudit.ap—guangzhou.tencentcloudapi.com
SRR (L) cloudaudit.ap-shanghai.tencentcloudapi.com
SRR (BR) cloudaudit.ap—nanjing.tencentcloudapi.com
bt (db5:) cloudaudit.ap-beijing.tencentcloudapi.com
FaRatiX ( A& ) cloudaudit.ap—chengdu.tencentcloudapi.com
ARt (&K ) cloudaudit.ap—chongging.tencentcloudapi.com
BEEHX (FEEE) cloudaudit.ap—hongkong.tencentcloudapi.com
WAZr (#hNi) cloudaudit.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) cloudaudit.ap-jakarta.tencentcloudapi.com
TWA%Fm (28) cloudaudit.ap-bangkok.tencentcloudapi.com
WAFIL (BR) cloudaudit.ap-seoul.tencentcloudapi.com
WAFIL (R&R) cloudaudit.ap-tokyo.tencentcloudapi.com
EEFRE (HHRLE) cloudaudit.na—ashburn.tencentcloudapi.com
EEES (E8) cloudaudit.na-siliconvalley.tencentcloudapi.com
BEERX (EFT) cloudaudit.sa-saopaulo.tencentcloudapi.com
Rt X (iZ=54E) cloudaudit.eu-frankfurt.tencentcloudapi.com

HE: BFSRENFSMREREFAEEN, BhaSXESe (A#28 Region ARt ) , BEARESEFSMEIbRES, BiF
#1 Region RUBERIT—H.

IRIFRE: BR=ItE (It ) BRSEATF 11 #1053,


https://cloud.tencent.com/document/product/304/2766

@ A HR{EET

SRR SRXEES
HERiX (LigsR) cloudaudit.ap—shanghai-fsi.tencentcloudapi.com
EeiX (RYI£R) cloudaudit.ap-shenzhen—fsi.tencentcloudapi.com
2. iBEhY
Bz APl (FREEOLEE HTTPS #TE(S, BRHSRSHNEEEE,
3. @RGiE
T HTTP &RGx:

« POST (%)
« GET

POST iK% #5H9 Content-Type 2E:

« application/json (%) , ¥RFEAZERZFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZTZ v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&p53#E0O%R) , YRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIEREA/NARBEI32KB, POST igKEMAERTZE vl (HmacSHA1. HmacSHA256 ) BIAEGIEI1IMB, POST i&kERAZEES
i%Z v3 (TC3-HMAC-SHA256 ) i#z#510MB,

4, FIRIG

¥IER uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 12 #1053,



CSE)EEinE HR{EET

)\

AN =30

RIEEFATE: 2024-11-15 01:20:37

W

AHSHEAFRRAFNZEOZIMSY, WIEXE, ESMEORRAISEPFIBNXESHHTIHE, BEXEROTEEFXLSY, FHEER
BEIER,

AHSHNREABT2E SERNES T ERFTRAMEMER

EAERGE v3 QB

BEEHE V3 (BRBIRE TC3-HMAC-SHA256 ) 1HLEES 5% v (BEXEAIRESEHRESHE) , ERE, STFEXNERE, X% POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 22751 v3,

e HFECEN, BoREOMEPNRAERNRESSE vI GET BFR, MARERENESHIE v3o
ERERGE v3 i, AHSHFER—ME HTTP Header iSRLEH, GNITFERFAR:

SYHER Bt ik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EA. BIAN=ARSSEEAIEIASEFIFIZERED, BUYES Describelnstances.

HTTP i&%ksk: X-TC-Region, 24, ARIGRAEEZEM MEENEIE, BUESEEOMES
Region String - BMASHEDXTAHSH Region B, FE: BEEEOFAEEMSRIZEY, BOMXERESITFE
HEA, EREEEZSHEFAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3iE&, =lcRA&#E AP iERrIESE, 5140
1529223702, #E&: MRSESHREEZELSIW, SSIESSIMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version. E{EAY API BORA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, BIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Sighature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc96317663032611024
Hrh,

- TC3-HMAC-SHA256: £&%i%, BriEE%E;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERtEIRIBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFTmE, BENHZE
%, f5ian, %3 cvm.tencentcloudapi.com BEFEFREE cvm. A= mEUER cloudaudit;
tc3_request AEEFTE;

- SignedHeaders: £5&%&itHIILEMSR, content-type 1 host Jau4i%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FikMRSS FARNIGRIZEEIEFHI Token, ERIEES

Token String & Secretld 1 SecretKey BEE IR AIGIIZLEIERA TmpSecretld #1 TmpSecretKey. Bk
HIZARIABEIREL Token FER,
. HTTP ig%ksk: X-TC-Language. IEEEORER/IES, (NEoEOZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEEE A MNibiR =R S E6FIRPIEIT1, BOSERENREE Offset=0, REEE Limit=10, WEGEREMIEZEIEKR URL. &

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF 213 #1055,


https://cloud.tencent.com/document/api/629/35336
https://cloud.tencent.com/document/api/629/35336
https://cloud.tencent.com/document/product/1312

et

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkxkkkkkkxkkkxkkxkkxxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHIRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkxkkxkkkkkkkxkkxkxkrkxkkx*x/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRA ((VSEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edbic
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BRzITE (165 ) BRSEAS 514 #1053,




@ H% \,EHE et

EAEEGE v1 RS

ERAEEEE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBESR—MEIEKRER, TENRIFERY

SHEMH ESid] Wik R
Acti Stri o BREMIZOZM, ESEEOMEPEBASHEDTXTFLAHSE Action KIiREE. FlAN=IRSSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR, EOESHtEESEROXXEPRASHEAHES
Region String - # Region BiRAR, FE: RUEOFABEERZESY, EBOXXEhESMILSERE, WS
BiZzeHhfaER.
. o A0 UNIX BSiaE, aicR&RE APl iERAETE, $la011529223702, MMESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = TR
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA RIFEE.
B) 22 EIFRSE PR RIIGRTRSEIEHREY Token, {#AREEIS Secretld #1 SecretKey i
Token String & EFEIRAIGITRZLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER. BERIFTEIT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbeec224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

IRIFRE: BR=ItE (It ) BRSEATF 5515 #1053,
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@ A HR{EET

HpisESIR
KEmFAiBEEDO Region FRAVANEEINTRAT. MREOFZHZERPHFAEEN, WaSHEROERRIHRE

Hbts; BME

AR (b5) ap-beijing
LR (1) ap-guangzhou
EHEMR (L) ap-shanghai

IRIRERE: BR=ITE (1bF) BRSEAE 5516 #1053,



@ HE \,EHE et

=8hiEv3
R EFATE: 2024-12-25 01:20:43

MTXERET E&85% v3 NESTE, ENESEEACHABRRMAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bi=@<iTIR (TCCLI) SAREIR, NZWEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOEZMEMIIE

Bz APl X8 MERETEMNIGE, AFPEEERARERIE, SEFENSEMERHEITES (Signature) , BNMERETEELIHSHIEE
HZERERFIUEENHRMENRZER,

A LBHTES

BRBEIUTHREMRIPER:

1. WIEERERSS
ERRFRERBHSEERLHAFBHALZEN . FSFEEHES = AP| 21 RERENEBEXER.

2. (RIFERRYRUE
ATRHLEREEMIREPREN, BN AP| 2ERBERSERITEIERNEHE, FSERNEFENZERIENERN—8S, KEIBA=
AP| B335 . IRSBLEARZMBERSHIARFNIRHEIERE, HFRIEERPIEEE. MREREEY, SSHRFET—H, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBET LRINESGE v, MEERS, STFEXMER, X JSON X, POST iEKRZIHES
HEM=FATE, B —ERHA, HEERZE|SEITEER,

BRIERD, BIUER AP| Explorer iy “EZ2RER" ThaE, EFEEBIRAT “API 3.0 £8 v3” , AJLANERZERIEHTIRIE, ATEEERR
SDK {13, EZERBN= API BBER 8 MENMRIZEES SDK, BEFIETEBMiEKIE, HWEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNEEEIEAER, FPQE Secretld #l SecretKey. EMAFPRSILUAERIER.
« Secretld: BF#5iR APl {ARERH, TLAERELLHARPE,

+ SecretKey: FBFIIE AP ARENSS, TLARRSELHERS,

- APAATERERSRE, BRLR, EURERMTRE. MR, WIARMERLKIE.

RIFRSEIENREASRIT:

1. B& B=EEBPOEHS -

2. Bt ZAPIZA AOEHIGTRE.

3.7 ZAPIZ IHE, B [ #Esi | eE—X=E,

ERWAF v3 ER/TE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥XF content-Type: application/x-www—form-urlencoded HMH¥E=X. FPOSTA
i%, BAISZIF content-Type: application/json LARR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRBFEEOSES, WAHZEOTEEER json BNEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%#F 32 KB LIRISIERE
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@ HE \,EHE et

TEUZRSHE ST MNREAFIRIEAGF, SEENAERMNITEIRE. RiNEFZEOREN:

1. ZIRSFIACTHIE, EORER;
2. ZEARRIEN, FENENETRRIRET;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

bR, FeAtsSyEHEFRONSY, RMIEESEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFER, F2RY
EAMBIFRISHAE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIREERIEMSE, $I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%HE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ko ko k ok ok ok k kR kR ok ok kkk ok kR ok kk kv xR

FIEEEM MR ZARSZHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Autho C3 AC cedential=AKID**** k% kdkxkkxkxx

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": , "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFARREESITELEE.

1. HHENITEIERER
RINTARIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWm RE
HTTPRequestMethod HTTP i&KR%i% (GET. POST ) . LhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 53k URL FIIEIAZMH, WF POST ik, BEAZEFER"", WF GET ik, Wi URL
@S (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, MEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ERLEMER, ELES host #l content-type B LES, BEAINMARMLAHSSEZLUREESIER
AIE—ERE M, WRGIERIMEI T OB LER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, R key:value\n #&zUHHE;

IRIFRE: BR=ItE (It ) BRSEATF £18 #105;
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@ H% \,EHE et

FEREMN 53
2. BALER, RERLED key (/NE) B9 ASCII AR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %FNIERRIZENIBHEES, BLRIEESMEERERIEEHREESENFNM charset &,
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type #l host Ja:ikskEn,
BHE:
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. B1MkEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload [|owercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEMX{i SHA256 1§
%, RETEHRE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHERFEEFHH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FR2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B, SR, R

RequestTimestamp BIERIES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiaRIRSIELZFH
(tc3_request) . Date 73 UTC iREREINAG, REBTEMAHSHE X-TC-Timestamp #EHAY
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@ A HR{EET

FEREMN R

UTC fRfEREIRM—3; service AFRE, YRS RARNFRIZE—H. IWREITEERR 2019-02-
25/cvm/tc3_request,

BIASSBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZAMBSEEE X-TC-Timestamp it&152l, HIIX) UTC+0, MRMARZAMBXER, fNF/\K, $SHAXMNGE AR
FETh, (BERERERLERY. BiRAIEES 1551113065, E4R/\XHRTELR 2019-02-26 00:44:25, {BRitH{S52IAI Date B
UTC+0 R9BHARZ 2019-02-25, AR 2019-02-26,

2. Timestamp #REZHRIARZNE, BRHERRAHDNITERDIREN, NMRESESASHNLERK .. NRKEEFFRERER
¥, AREET—RIYEE, BEREK, BEIEZIHIER,

RIELAERIN, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. i HER
1) HEIREESENA, ARBNT:

SecretKey = MAkhkkhkhkdkhkdhkhk kA kAR kA kA hxrAx A FhkxAxAAxN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IRELAIZESH SecretDate . SecretService #l SecretSigning RTHFIRIEE, TERESAEITENFERN, SHE I+ #HIFHRITENAHL
$35173: da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dcb12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af .

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BULRERAE, WA IBEBESH key #rl, HRSH data &5, BER
EFERYSRETHEIERNREE, thalRiR M TERFMH7H IR ANREIE, Lt ERRR TSN

FREM R

SecretKey JEHARYD SecretiKey, B =« s koo koah ko skokonkoankxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FfY Service FEIEE . WREIBUER cvm,

2) itEEE, (AT

IRIFRE: BR=ItE (It ) BRSEATF 5520 #105%;



@ A HR{EET

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRFBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. 1% Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREMR R
Algorithm BEAHi%, EEHN TC3-HMAC-SHA256,
Secretld g‘sng'qzﬂg Secreﬂd, EI] DK T D * ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK ok k

CredentialScope RBE, EIEBE. WRFITEERRE 2019-02-25/cvn/tc3_requesto

SignedHeaders RBEM, 25F8ZRLEER . IRHFIEYES content—type;host; x-tc-action,
Signature BEE, IWRHIHTEEREE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIREDS:

TC3-HMAC-SHA256 Credential=AKID*****&kkkxkkrkkhkkhkxkkhkxhkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkkkkxkkkkkkkxkkrkkxkkkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host; x-tc—-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6ec4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

IERRIZEHY HTTP k88 (Header ) FIiER{F ( Payload ) #AHMESIHTHIEFHATRE—H, BUSEEESF—HER, JlEd

IRIFRE: BR=ItE (It ) BRSEATF 521 #1053,



O BAT

| fTENSEPRBERAR, MEMBEHMHE.

SRR

et

fEChRER API 3.0 BY, EEEREENEIA = SDK 3.0 , SDK #ERTESRIERE, FRRIAXEFF-RIZMUINBEFZONT . FMERER SDK H

Do HRAIIFHIRIZESH:

e Python
- Java

« PHP

« Go

¢ NodeJS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMEEIMMIFREEERER:

« Signature Demo

ATERRMERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARNROMSHNEERSI LIRS EmE, X

BRABEERLE, HATESERY, LFFRIEREERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

- javax.crypto.spec.SecretKeySpec;

"t javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1l e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t

IRIFRE: BR=ItE (It ) BRSEATF
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et

String String s) throws Exception {
= MessageDigest.getInstance ("SHA
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

("yyyy—-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyz application/Jjson; charset=utf-8\n"
host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

= "content-type;host; “c-action";

"\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan
ce—name\" } ]}
String = sha256Hex (payload) ;

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);

secretSigning hmac256 (secretService, "tc3_r est");

= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println (signature) ;

IRIFRE: BRzITE (165 ) BRSEAS 5823 #105;




et

= algorithm + " “redentia " + SECRET_ID + "/" + credentialScope + ", "
P
+ "SLQI’LGC{TIP,& ders + signedHeaders + Signature=" + signature;

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

o)
sb.append("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/Jjson; charset=utf-8\"")

"

.append (" -H \"Host: ") .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println (sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%"
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et

"Filters": Values": [u"Z@p "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j n; chars

payload = json.dumps (params)

canonical_headers = "content-type:%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_guerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

1tial=" + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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et

+ action + '"!'

+ str(timestamp) + '"'

+ version + '"'

' (RN}

TC-Region: + region +

+ payload + "'")

crypto/hmac
"crypto/sha256"
It

"encoding/hex

" EmE "

(s string)
sha256.S5um256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv ("TENCENTCLOUD_SECRET_.
host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service := "cvm"

version

"

action : Des Instances

region := "ap-guangzhou"

var timestamp in

httpRequestMethod := "POST"

w/n

canonicalURI :=

canonicalQueryString :=

IRIFRE: BRzITE (165 ) BRSEAS 5526 #105;




et

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-ty 9 g ~c—action"

payload := " {"Limit": "ilters": [{"Values": u67 1, e": i t >—name" }]
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%

httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc3 est", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",
algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s C lential=%s/%s, SignedHeaders=%s, Signature=%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (" curl -X POST https:
—H "Authorization: %s"\
application/json; charset=utf
"X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
o\

"X-TC-Version: %s"\

authorization, host, action, timestamp, version, region, payload)
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fmt .Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
cvm. tencentcloudapi.com";

"cvm";
"2017-03-12";
DescribelInstances

".
’

ap—guangzhou";

"POST";

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:". 0

ction:".strtolower ( )

n

implode (";", [

417d\u540d"], "Name": instance-name"}]}

hash ("SHA256

’

.PHP_EOL;

= gmdate ("Y-m-d",

NQEADE AN
SHAZO0
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’

.PHP_EOL;

= hash_hmac ("SHA2!
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

" Credential
SignedHeac
.PHP_EOL;
https://".
"Authoriz
"Content-Type: application

T

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD

service

host = 'c

endpoint

region 'ap—guangzhou

action
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version =

algorithm

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'
canonical_uri = '/'

canonical_gquerystring =

canonical_headers = "conter —ype:applicat json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

aser\n"

signed_headers = '

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance—name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/ + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} € eaders=#{signed_header
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puts authorization

puts 'curl -X POST ' + endpoint \
+ ' —-H "Authorization: ' + authorization + '"' \

"Content-Type: application/json; charset=utf-8""' \

"Host: ' + host + '""' \

"X-TC—-Action: ' + action + '""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
"X-TC-V on: + version + '"' \
"X-TC-Region: ' + region + '"' \

'" 4 payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)

(SHA256 algo = SHA256.Create())

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));

StringBuilder builder = new StringBuilder();
for (int 1 = 0; i < hashbytes.Length; ++i)
{

builder.Append (hashbytes[i].ToString ("x2"));

builder.ToString () ;

ytel]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

ic Dictionary<String, String>

secretkey,
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DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;

algorithm = "TC3-HMAC-SHA256";

httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; cha

\

~:" + endpoint + "\n"
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

n\ ~An

+ canonicalUri + \n

nw\ ~n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

/" + "tc3_request";

n/n

credentialScope = datestr + "/ + service + "
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
boyte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);
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contentType + "; charset=utf-8");
headers.Add ("X-TC-Time mp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);
headers.Add ("X-TC-Action", action);
headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";
region = "ap-guangzhou";
action "Describelnstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);
string requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\"instance-name\"}]}";

14

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
, endpoint, region, action, version, date, requestPayload);
Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);
}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

crypto =

function (me
~onst hmac = crypto. ('sha256', secret)

urn hmac. (message) . (encoding)
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nst date new

onst year
onst month =
day = ('

& f

(message
rypto.

(message) . (encoding)

amp) {

(timestamp * 1000)

date. ()

('0" + (date.

0" + date.

v

et

"${year}-${month}-${day

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com
service
region

action

version

timestamp

(timestamp)

mp\n
ARY

[{\"Values\": "

onst payload = Limit\": [\"\\u672a\\u547d\\u540d\"], \"Name\

e-name\"}]}"
hashedRequestPayload (payload) ;

httpRequestMethod = "F

canonicalUri = "/"

canonicalQueryString

char

canonicalHeaders = :application/json;

:" + endpoint + "\n"
:" + action.
signedHeaders = "content-type;host;x-tc-action"
onst canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload

£534 H105;
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(canonicalRequest)

onst algorithm = "TC3-HMAC-

nst hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
+ signedHeaders + ", " +
+ signature

(authorization)

X POST ' + "https://" + endpoint

' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.

' + version + '"!'
"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>

<iomanip>
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ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] =

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

+

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL__

i < len; i++)

ss << hash([i];

string

onst lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.pus oack (lut [c & 15]);

‘n output;

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
g

string SECRET_KEY = getenv ("TENCENTCLOU SECRET_KEY") ;

string service =
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string host = "cvm.tencentcloudapi.com";
string region ap-guangzhou";

string action = "DescribeInstances";
string version = "2017-03-12";

nt64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json;

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-acti

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

me—mar@\ T LW
ce—name\" s[5,

string hashedRequestPayload = sha256Hex (payload) ;

string canonicalRequest = httpRequestMethod + "\n"

n\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC

string RequestTimestamp = int2str (timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hma 2256 (kKey, date);
string kService Hmze a256 (kDate, service);

string kSigning ne 12256 (kService, "

string signature = HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;
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string curlcmd = "curl -X POST https://" + host + "\

" —-H \"Authorization: + authorization + "\"\n
Type: application/json; charset=ut
" + hOSt + H‘\ II\T- AL

Action: + action + "\"\n"

"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
"X-TC-Versi : " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
" + payload + "\'";
cout << curlcmd << endl;

eturn

<ctype.h>
lude <string.h>
lude <stdio.h>
de <stdlib.h>
<stdint.h>

ssl/sha.h>

struc 7

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "%Y-%m-%d", &sttime);

char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "%02x", hash[i]);

cat (result, buf);
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HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I
HMAC_CTX_cleanup (h);

HMAC_CTX_free (h);

lut = "012:-

i < input_len; ++i)

char ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 17
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

src[i]; i++)

ower (src[i]);
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SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.co
region = "ap-guangzhou";
action

char* version = "2017

1t64_t timestamp = 1551113065;
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

char* http_request_method = "POST";

char* canonical_uri = "/";

char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);

~cat (canonical_headers, "\n");

char* signed_headers = "content-type;host;x-tc-action";

onst char* payload = "{\"Limit\": , \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\":
nstance—-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

char canonical_request[256] = {0};

sprintf (canonical_request, "%$s\n%s\n%$s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

$s\n", canonical_request);

char* algorithm = "T
char request_timestamp[16]
sprintf (request_timestamp,
char credential_scope[64] = {0};
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};

sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
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credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64]
f(k_key, $s%s", "TC3", SECRET_KEY) ;
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc3_request"), k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_ to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]
sprintf (authorization, %$s Credential=%s/%s, S nedHeaders=%s, Signature=%s
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd[10240
f (curlcmd,
\"Authorizati
"Content-Type: application/: n; charse 1\
\"Host: %s\"\n \
\"X-TC-Action: %s\"\n \
"X-TC-Timestamp: %$s\"\n \
© AL A

\"X-TC-Version: %s\"\n \

\"X-TC- on: %$s\"\n \

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Rfttigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HEREM
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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FREMTEZXMANEIRG, BIRIBIIRERLE,
iRt HiRtEid
AuthFailure.SignatureExpire F2idH . Timestamp SIRSH|FWEIESKROIFTRERGEBE RS .
AuthFailure.SecretldNotFound  BAFEFE. BREHAEERHREHER, REEVSHTEHRES TFH.

. . . FEEIR. THESIITEER, IBEXBS5LMRZNASFEES, thEEREEH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [RFES Token &R,
AuthFailure.InvalidSecretid ZiRIEE (F2= API A28
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@ A HR{EET

N
oA e
RIEEFATE: 2024-12-25 01:20:44

BER®GE VI BEEHE, ERDENZSMHTMERSE v3, HEERESSE V3.

BIRIERY, ZBINER AP Explorer Rl “E&ERER” 8L, EIFEFMRAR “AP13.0 £8 v1” , IJLERSESIRETIRIE, FHRUTISRE
IEENERRG, teEEER SDK X8, BEERBINE AP BRER 8 MERMNRIZEIES SDK, ELIRTESMIEKRIE, WEHE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

& LAiEid AP Explorer B9 [ #2840 | BREESMEOSBZNERIRE.

Bz APl SXEMBRERETEHIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) DIEIESRESH .
BERERHREFIEER, REFIEEE Secretld 7l SecretKey; ERFERBERERFIE, FRIE ZAPIZHTHE BiF, BNWEERAAZ= APl %
A,

1. RERSFIE

EE—RERT AP| 28T, B8 = AP ZHHRE REREEIE,
ZL2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl iBRESH
+ SecretKey AFINZEEZFFFEIRS SRR ZFRRIZEH.
- APSATRERERSEIE, BHtE.

RIEREFENEFSENT:

1. B BA=EEHOEHE .
2. gitE = AP| Z$H poisFlaTm
3.7 = API %5 nE, B [ #iE=E | BIaJLASIZE—3T Secretld/SecretKey.

R BIMRSESTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v £EREZBRFMTE:
iRz FAFHY Secretld 1 SecretKey S3I2:

. Secretld: AKID* ***xkkhkhkhdkhkhkhkhdkrkrkhkrkhtrxk

° SecretKey: R I

R XBERERG, SIREAFEERRIER Secretld fll SecretKey H{TIEEERIE!
L= EEFEFIFIZE ( Describelnstances) i&XkA6], HAPRABX—EORN, HEiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %458 1D AR % % % % % koo % % oo % ok % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE \,EHE et

SHER Ha3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIRRISEH ID ins—09dx96dg
Offset RigE 0

Limit RASIFT 20

Version EZORAS 2017-03-12

XERRT TS AHSHMZEORASE, AFULMRIEIRZERMEMSE, fli Language fl Token 2HS%,

21, HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 58 1) Rigsg&iTHE, SEERISONET, 785k 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BFRIREE. APULUEEREESPIEXHIFREREMIX—Ih8E,
i PHP 589 ksort HEl, EiRREISEIGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit"' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREERERZIHESHARN, A EERGIMRISEETHR, SRINER—EE.

2.2, HHEERFIEH

WL BERIERFERFSR,

BB L—SHIFFIE RS ISR “SHIW-28E" Bk, WX Action 2%, HSHZ#RHB "Action" , 2#{&) "Describelnstances"
, BEg=EERA Action=Describelnstances .

R “S¥E" HREMIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINERZEFHEN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

T TA=AKTD* * %+ kA& k ko okokok ok ko ok ok kA A Kk kkk ok k* kx * g Timestamp=1465185768&Version=2017-03-12

2.3. PHESERIFIH

U ERE R E B R F R
BERENFHFEHRUTNASEMK:

1. i{5K75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEAEIEXE.

2. iERENEFZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREEREESREZOMBERNARTAR,
HFREEOWR.

3. iIERIERE: HFRAZAPIRIERIEREERN | o
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@ HE \,EHE et

4. {ERFHFH: B E—SERMIERER S

BRESCRIHHENMNA: BRFGE + BEREN HERBEE + 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * k¥ * k& xkkk kX kkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

U TR RERS
B5E6ERA HMAC-SHA1 HiZd L—S iR BHSEBRNFHRHITES, RARBEMNEZH(ER Base64 #1THE, BIRRESRENEZSH.

BRI, LA PHP iB57961:

$ = -
$secretKey = VK K KKK K K K KK K KR K K R K K R Kk Kk kxR Rk T

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. ERRmIG
EMNESEHTREREDERSY, BEVHMT URL HE5.

M E—SERREZRH TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MEAPRERSGER GET, H&EiBRGEH POST [ Content-Type # application/x—www-form-urlencoded, WI&XiERIIFR
HERSYHEDREN URL {3, SHEN-FSTRERB. IF ASCIl FHE URL HBAITESLL UTF-8 #H{THB.

HR: FUEEEENNEESENMESYIEHT urlencode, EXHEAT, RMFABENEZHHTT URL FET, FWAAXR URL KRSSHE
BEM.

R Rft2¥Eh®BER{TRSG, WERA RFC 3986, A %XY MWFHFHPIMRFHITESLRER, BB X7 81 “Y” B+ ##eHE (0-9
MXEFH A-F) , EANESRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, BRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2ILH
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http://tools.ietf.org/html/rfc3986

@ HE \,EHE et

RS e L
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BR2ER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z§A2EE)

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXEF-RIZHHEMFEONT, FMERSR% SDK H
0o HEISZHFHIRIEES A

« Python
- Java

« PHP

- Go

* NodeJS
« .NET

« C++

* Ruby

TERET FRFRIEMRES demo, EATLMKEIMNMIFREEEZER:

 Signature Demo

ATEEFRNBERERLE, THEMZRREES 6, B ERNESIREMIM, BROES . AREGROMNSHNEERSI LIrESEEE, K
BRIOBEESEE, HFESERM, LRFRBEREMERA SDK

?ﬁi’%iﬁﬂjﬂ'\] url E_]"ﬁg,ﬂ: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.O=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko k kA x ok kk ki xkxxkxxgSignature=7RAM2XxENMOIEIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNFZAREEN, HEStEFR2RALRAE, ENRISLE url FEREEFITHEER curl EHSRARRSRESMGER: 881
H, ATEF—ANEAUEERE url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEAEIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

R UTREBMERT API 3.0, FRtEEATEMIESRRE, SN RAIERAEE,

Java

t java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

et

= "UTF-8";

String (String s, String key, String method) nrows Exception {
= Mac.getInstance (method) ;
= new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?") ;

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloud i.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce",

params.put ("Timestamg
params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params.put ("Action", ) ribeInsta

params.put ("Version", "2017-03-12");

params. [e "ap-guangzhou") ;

params.
params.
params. "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out .println (getUrl (params)) ;

}

}
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Python

EE: ERE Python 2 FIEHIETT, BEXRIE requests (KEii8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
"

query_str = "&".join("%s=%s params [k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if __name_

endpoint =

data = {

o1

'Action' : 'Describelnstances

'InstancelIds.O 8 ins-09dx9

ap-guangzhou',
secret_id,
Timestamp' : 1

Version': '2017-03-12"
= get_string to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS 58549 H105;




et

"crypto/shal"
"encoding/base64"
"Emt "

nogt

"sort"

strconv'

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")

params :=

"Nonce":

amp": strconv.Itoa (146

"Region": "ap-guangzhou",
etId": secretld,

"Version": "2017

"Action": "DescribelInstances",

'Instance )": "ins-09dx96dg",
"Limit": strconv.Itoa(20),
"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")
WriteString("cvm.tencentcloudapi.com"
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

i := range keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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et

buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

t

= getenv ("TENCENTCLOUD_SECRET_ID") ;

“RET_KEY") ;

["Region"]

["SecretId"]

["Ve on"] = "2017-03-172

["Action"] = "DescribelInstance
"

["InstanceIds.O0"] = "ins-09dx9

[V dbndlic V]

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("¢

.PHP_EOL;
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et

'openssl'

'baseb64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method =
endpoint

data = {

'ap—guangzhou',
SecretId' => secret_id,

stamp' => 1465185768
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72'
params = []
data.sort.each do
params <<

na

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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signRet = string.Empty;
(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams][key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstanc
"2017

version = "201

le RequestTimestamp

Dictionary<string, string> param new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.Add ("Action", action);

param.Add ("Nonce",

IRIFRE: BRzITE (165 ) BRSEAS 5553 #105;
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param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

+

oint) {
params['Signature'] codeURIComponent (params|['Signature']);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

ion
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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et

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"
= "2017-03-12"

"DescribelInstances

let params = {};

params [’ =
params|['Instancelds.0']
params['Limit"']
params|['Offset']
params [ 'No
params [ 'Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’
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3 =
IR[OIE5ER
RIEE#HATE: 2024-10-24 15:52:07

= API 3.0 #A2KARE JSON #47E, EEIE JSON tEXAROSE S PHHIRE . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS EBAEOEEELHIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERHINSSE, RE APILET, WHESIERE,

+ Requestld BF— APl iERIIE—IRR, R API BIRE, AILBR Bi=S0RE sk 1235 T8, FHEHZ ID kAR,

o BRTEENFESN, ERNUAEMEOENNFE, FRNEOMEENFES MEOXEPHEN . 1FlFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE,

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

« Error HEIRREZERFARELEY . Error FERIEREMEREY Code Fl Message FRIEARELMI 2 EREIR .

+ Code FRREFHIBANEIRG, LiERHERATUSRIRZERIGEATLERBMLRIIRONMAYERIESIREAE SR N ERMERE R,
* Message BRHTXMERERENERERE, HEUSEKEFAEMME, WXATRSSERISTENER, APFNKBIXMNMEEIE,

+ Requestld AF—" APl iEREIME—IRR, R API HIRRE, AILAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRD
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ A HR{EET

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.
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S Fg A HY
SR
RIEEFRATE: 2022-08-10 06:22:16

BRI = AP 3.0 MASHAEESHSFINT NSRS :

String: &,

o Integer: B&, FRATHSO64EL ., SDK 3.0 FEAFEIESIIFHEBEMER, BLIFMERREESHRAEBREEN, I colang Ky
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

« Timestamp: F#F&, HEEL. Fign: 2022-01-01 00:00:00,

« Timestamp ISO8601: ISO 8601 2HEFRREMXALR ( International Organization for Standardization, 1SO) &%fIxF BHHAFNRTE
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5an: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRSE, SELUSEMGERINMGER.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

CSE)HEinE HR{EET

BEEITHEXEA
SR EAISHIREREE

RIEEFAE: 2025-04-25 01:18:20

1. EOR

EOEKRER: cloudaudit.tencentcloudapi.com .
CURRIRERRIHIREREE

ERMEOIERITRIRF: 200%/% .

7= (EH API Explorer

API Explorer 12t THELIRA . ERIE. SDK BERMRERRIZOEFMEN . ETEEFSRARNERATNEEERURB5ER SDK
ARG,

2. NEY
PFERSHIIRGIE TEOBRSHNBL LS, REARSHIIRD ~AHiERSH,
SYEMm Wik R iR
Action 2 String AHSY, KEOBE: CreateEventsAuditTrack.
Version = String riEsE, FEOBE: 2019-03-19,
Region 2 String AHSH, FERFERIFH iFsR,
o . IRIRERM, (HFKINEFE, HF. —UKk_AES, 3-481FH
Name = String _ .
E: audit_test
- IRIREIRTS (KFRE: 0; FE: 1)
Status = Integer =EIE: 1
Storage = Storage BRI 7FiE ( BAISZHF cos. cls)
= TBIE: cos
b5 LN s
TBIE: {"ResourceFields":
. o . [{"ResourceType":"cam","ActionType":"*","EventNames":
Filters = Filter ["AddSubAccount","AddSubAccountCheckingMFA"]},
{"ResourceType":"cvm","ActionType":"*","EventNames":["*"]},
{"ResourceType":"tke","ActionType":"*","EventNames":["*"]}]}
EEARISEARRIRFASREIEFASEKRSHETERISEKRS(0: KXFF, 1: 7
TrackForAllMembers & Integer B, REEFASEEkSaSE SRS SEKSHFLLIRINEE)
w~BEIE: 1
3. meN
SHEm ESid) iR
IREREE ID
Trackld Integer =EIE: 1

IRIFRE: BR=ItE (It ) BRSEATF £59 #105;|


https://cloud.tencent.com/document/api/629/35335
https://cloud.tencent.com/document/api/629/35335
https://cloud.tencent.com/document/api/629/35335
https://cloud.tencent.com/document/api/629/35335
https://cloud.tencent.com/document/api/629/35335#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/629/35353#Storage
https://cloud.tencent.com/document/api/629/35353#Filter
https://console.cloud.tencent.com/api/explorer?Product=cloudaudit&Version=2019-03-19&Action=CreateEventsAuditTrack

@ %‘fﬁﬁ et

SHEM ESid) ik

W—iEK ID, HRSBIRERM, SRERTBEE (HEREEMREEKRERERSR, WZRERFIRE

Requestld  String b lestld) . EAEBEEIEMZAERY Requestid.

4.
TN SRR RIS

BT

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com
Content-Type: application/Json
X-TC-Action: CreateEventsAuditTrack
<pHERSEH>

{

"Name": "test_track",

"Status": 1,

"Storage": {

"StorageType": "cos",
"StorageRegion": "ap-guangzhou",
"StorageName": "audit_test",
"StoragePrefix": "audit_config",
"StorageAccountId": "2345345",
"StorageAppId": "23456546"

b

"Filters": {

"ResourceFields":

{

"ResourceType": "cam",
"ActionType": "Read",
"EventNames": [

"ConsoleLogin"

"TrackForAllMembers": 1

"Response": {
"TrackId": 1,

"RequestId": "7f£9b29d-be2c-4061-afb2-

IRIFRE: BRzITE (165 ) BRSEAS 5560 H105;
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5. FREGR

BR= APl &

Bz API E& 2458 API 3. HiRi3. APl Explorer & SDK $XFHA—EATS, HEENE—AOEGRERBEAZIRHEIRE API IR
E=)

API Inspector

RFAEEE APl Inspector EEIEHIGE—SREXIEXR AP ARER, HEEMSIESIRA API 1453, tBaIaiiE API Explorer B3R
ifo

SDK

= API 3.0 Rt TREMNFRIERE (SDK) , MSSHRIEES, SEELENRR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. fHi=

AR 73O S5 ERXEIRD, HibERGIER AHERE,
FEIRMG iR
FailedOperation REEM
FailedOperation.CheckClsTopiclsExistFailed KMBECIsHEETEREFERM
FailedOperation.CheckCosBucketlsExistFailed KB CcosERFERY.
FailedOperation.GetClsTopicFailed hiBlclsHEEMEM .
FailedOperation.GetCosBucketListFailed hiBlcosTFigtmyIREM .
InternalError PEREEIR
InternalError.SearchError PEREIR, IBREFRAR
InvalidParameter SR,
InvalidParameterValue.AliasAlreadyExists BEEEEFE
InvalidParameterValue.CosRegionError BEFEITERIAZISR AN cosithis
LimitExceeded.OverAmount BT IRRENRAE

IRIFRE: BR=ItE (It ) BRSEATF 5561 #1053,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudaudit/v20190319/cloudaudit_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudaudit/v20190319/cloudaudit_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudaudit/lib/v20190319/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudaudit/lib/v20190319/client.rb
https://cloud.tencent.com/document/product/440/6176
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CURIR(FRRIHIRIREE

BUAROIERINERIRS: 200R/%

#EFER API Explorer
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API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

ERRG.

2. NS

LAFiERSHFIRNIE TEOBERSHMBL 2
SHEW Wik R
Action = String
Version = String
Region = String
Name = String
Status = Integer
Storage = Storage
ActionType = String
ResourceType = String
EventNames.N = Arr.ay of

String

TrackForAllMembers & Integer

3. htha¥

IRIFRE: BR=ItE (It ) BRSEATF

Hay,

/,

H2%, KFEOBYE: CreateAuditTrack.

>

2HSY, FEORE: 2019-03-19,
AHSY, FERFRSIN iR

IREREERTR, (RN EFE., 8F. -UR_NES, 3-481FF
BUE: BFET

IRERERIRTE (KFE: 05 FE: 1)
THE: 1

HiEIRSBEE (HRiZ#F cos. cls)
=f{E: cos

IR 4ER (§E: Read; 5: Write; £8p: *)
Tf5E: Read

RIEEEHME~R (e r-mekeEN™m, W: cos, £5: *)
~HIE: cos

IRIESEENRSI%E (ResourceTypels * B, EventNames#mALER: ["*"]; 8E
ResourceTypeht, ZiF£&pE0: [""]; ZiFEE2EO: ["cos”, "cls"], EOSIRL
FR101)

wiE: [*]

EEABRBERAN RSB ERASERSHEVERISEEKS(0: XAE, 1:

R, RetEREEkSHERERSEERSHBLIRIEE)
BIE: 1
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BB ESid) 3%
IREREE ID
Tracklid Integer SBIE: 1

E—iEK ID, HIRSiKER, BXERFSEE (EHERERMRERERIARSE, WZRERTRIRE

Requestld  String oo lestld) . EfEEHESREIZAERE Requestld.

4.
71 CUEREREREE
WATH

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: CreateAuditTrack

<RHEERSH>

{

"Name": "audit",
"ActionType": "Read",
"ResourceType": "audit",
"Status": 1,
"TrackForAllMembers": 1,
"EventNames": [
"LookUpEvents",
"DeleteAudit"

I

"Storage": {

n "

"StorageType": "cos",
"StorageRegion": "ap-guangzhou",
"StorageName": "audit-cos",
"StoragePrefix": "audit"

t

"Response": {
"TrackId": 1,

"RequestId": "2
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FPFEiEE APl Inspector BEEIEHIGE—TIRIEXER APLERER, HENERSIES
ifo

SDK
= API 3.0 RItTERENFRIEE (SDK) , XISSHRFIZES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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ARSI 7O SSZEE ARG, EbEiRiER AHER0E,
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FailedOperation
FailedOperation.CheckClsTopiclsExistFailed
FailedOperation.CheckCosBucketlsExistFailed
FailedOperation.GetClsTopicFailed
FailedOperation.GetCosBucketListFailed
InternalError
InternalError.SearchError
InvalidParameter
InvalidParameterValue.AliasAlreadyExists
InvalidParameterValue.CosRegionError
LimitExceeded.OverAmount
ResourceNotFound

ResourceNotFound.CosNotExist
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fak

BRIERM
REcIsHEEMRRFELRY .
B CcosBRBFEEM
HBlcIsAEERRLM o
HiBlcosTHiEMETIREM -
PIEREEIR o

PREMEIR, BHRAFREAR
SHEIR,

BEZEEFE

BRAFEIT BRI STISM A costitiE

B IRRENRAE
BRFFE.

COSIAFTFTE,

k2RI API X8, tBaIEIE API Explorer i#{7EE&IR
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MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SHEW Wik 3] HEiR
Action = String AHSE, AEOE: DeleteAuditTracks
Version = String ~HSE, AEONE: 2019-03-19,
Region = String ~HSE, ERFFRXIG HiEgFIR,

- IREREE ID
Trackld = Integer =BIE: 1

3. htha%

SR Bt ik

W—i5K ID, HIRSIKER, SXERBSEE (EHEREEMRERERARSR, WZXERTRIRE

Requestld  String Requestld) . EfIARAITEEIRMIZRIERE Requestid.

4, 765

BN ERIRIFEHIRERSE
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POST / HTTP/1.1
Host: cloudaudit.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: DeleteAuditTrack

<pIERSEH
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"Response":

"RequestId": "2

1
I
1
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5. FR&EGR

BR= APl &

iz APl SE& 2&& API X#4. (5%, API Explorer & SDK $#ZFRNA—EIFE, HESMNE—AOEZORERBNSREIFRE AP IR
E=D)

API Inspector

FPTIEE API Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZIESHRER API X3, tEaTFIE AP Explorer #177E4E
ifo

SDK

= API 3.0 Rt TEREMNFLRTEE (SDK) , STESHRIZES,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. $EiRE

IITFNGIH T O SSZEEXAIEIRID, HAEIRIBIFED ARG,

§ERAS

InternalError

InvalidParameter
InvalidParameterValue.AliasAlreadyExists
LimitExceeded.OverAmount

ResourceNotFound.AuditNotExist
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DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW Whisk ESid] R
Action = String ~H2H, FEOBYE: DescribeAuditTrack.
Version = String ~HSH, FEORE: 2019-03-19,
Region = String ~HSE, ERFEEEFH hig5E.
. BRESEE ID
Trackld = Integer —
3. ey
SHEW ESid) R
. IREREERR
Name String OUE: BT
. . IREFER(ERY (i%: Read; 5: Write; £33 *)
ActionType String SfIE: Read
ResourceType String IREREHFREFm (8: cos, £&: *)
FBIE: cos
Status Integer IREREERTS (KFE: 0; FiE: 1)
wEIE: 1
Array of IREFSEMHIEOSTIE (288 [*])
EventNames String wEE: 1
Storage Storage HiREEFE (BRI cos. cls)
9 9 FHIE: cos
=r:3 il
CreateTime String B R A ]

=PIE: 2021-02-0118:03
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O BHS

BHEM ESid)
TrackForAllMembers  Integer
Filters Filter

Requestid String

4. =65

PN SR IREREEIF I
BATH

POST / HTTP/1.1

et

ik

EEARRBERARRIFFESRENERASEKSHEVERSZEEWS
HIE: 1

iR IR

H—iERK ID, HIRSZSIHER, SXEREBSIRE (EEREEMBERERRFRETEARSR, WiZRiER
~&£3%18 Requestld ) . EMIRAIEEIREIZRERDN Requestld,

Host: cloudaudit.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeAuditTrack
<RIERSH>

{
"TrackId": 1

+

BLRE

{

"Response":
"Name": "¢
"ActionType": "F

"ResourceType":

"StorageName": "audi
"StoragePrefix":
"StorageRegion":
"StorageType": "cos
b
"TrackForAllMembers":
VStatugVs i,

"CreateTime":

"RequestId":

t
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SDK

= API 3.0 Rt TREMNFLIRE (SDK) , XIFSHRIZIES, EESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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InternalError
InvalidParameter
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ResourceNotFound.AuditNotExist
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#EFER API Explorer
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API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

ERRG.

2. NS

DTFiERSHFIRNIIE TEOBERSHNBo2HSH,
SHEW Wik R
Action = String
Version = String
Region = String
Trackld = Integer
Name & String
ActionType & String
ResourceType B String
Status B Integer
EventNames.N B Arr.ay of

String

Storage & Storage
TrackForAllMembers & Integer

3. s

IRIFRE: BR=ItE (It ) BRSEATF

~HSH, FMEOBE: ModifyAuditTrack,

#H34, MEOE: 2019-03-19,

>

%

H3%, FRFRSII g

>

\

IRERES ID
HIE: 1

IRIREERTR, NXBFKXNEFH., ¥F. -UKR_EE, 3-481FF

BIE: BIFHET

IRIRSEERY (i%: Read; 5: Write; 23 *)
fl{E: Read

IREREMREm (TSR -mEE™=m, W: cos, £/B: *)

=5HE: cos

IRERERIRTE (RFE: 05 FE: 1)
wHE: 1

IRIFSEMENRSI%E (ResourceTypels * Bf, EventNames#HA£ER: ["*"]; 8E

ResourceTypeld, ZiF2EpiEO: [™"]; ZiFEPHEO: ["cos

FR104)
EHE: 1

HiEIRBEE (HRiZ#F cos. cls)
RE: cos

cls"], #&O%FIxE

REAREEEMRIFMFASRBNERASERSHETVERSSERS(0: £FE, 1:

B, REERAEERSHETERSSEKSHFRBLIIRINEE)
EHE: 1
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W—iER ID, HRSBIRER, SRERFBSEE (EHEREEMREERERERSR, WZRERFIRE

Requestld  String  p o estid) . SUREIEEIRMZAER Requestid.

4.
I BB R

BATH

POST / HTITP/1.1
Host: cloudaudit.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: ModifyAuditTrack
<AERSEH>

{

"TrackId": 1,

"Name": "audit",
"ActionType": "Read",
"ResourceType": "audit",
"Status": O,
"TrackForAllMembers": 1,
"EventNames": [
"LookUpEvents",
"DeleteAudit"

i

"Storage": {

"StorageType": "cos",
"StorageRegion": "ap-guangzhou",
"StorageName": "audit-cos",
"StoragePrefix": "audit"

}

"Response": {
"RequestId":
}
t

5. FRERR

BR= APl &

Bz API E& 2458 APl X4, (HiRi3. APl Explorer & SDK $XFHA—EATS, HEENE—AOEGRERBAIREERE API IR
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API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESHRAE API X583, tBaIEIE API Explorer #{3HEL4E
ifo

SDK

= API 3.0 Rt TREMNFARIEE (SDK) , MSSHRIEIES, SEELENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOITIR

» Tencent Cloud CLI 3.0

6. FHiRG

KRS T O SSZIsRXRIEIRID, EERIDIERD ARG,

FHiRg ik
FailedOperation.CheckClsTopiclsExistFailed KECIsHETRRETFERY.
FailedOperation.CheckCosBucketlsExistFailed HEcostiRBFERM.
FailedOperation.GetClsTopicFailed HBlclsAEEREM .
FailedOperation.GetCosBucketListFailed Rl cosTFimFIREM .
InternalError PIEREEIR
InternalError.SearchError REREIR, BREARAR
InvalidParameter SHEIR.
InvalidParameterValue.AliasAlreadyExists BEBEFE
InvalidParameterValue.AuditTrackNameNotSupportModify IRIREBMASIIFEN
InvalidParameterValue.CosRegionError BRMEREITERIA ISR A cositis
LimitExceeded.OverAmount ECRIRENRKE
ResourceNotFound BEFFE.
ResourceNotFound.AuditNotExist IREREATFE
ResourceNotFound.CosNotExist CostlAREFE.
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
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(EcsuR eI IREREE (Z5MH)

IEE#HAE: 2025-04-25 01:18:18

1. EOER

EOBEKER: cloudaudit.tencentcloudapi.com .
(EBuREERIHIRIRSE

ERAZECIERINZRIRG: 200R/%

#fE=(EH API Explorer

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK
GRS

2. BN\EY
DTFERSHFIRNIIE TEOBRSHNBoAHSY, REARSHIIRI ~AHiERSH,
SHEW Wik R iR
Action = String a2, AEOE: ModifyEventsAuditTrack,
Version = String ~HSE, FEORE: 2019-03-19,
Region = String AHSH, FERFERIFH tiRiR,
- BRESEE ID
Trackld = Integer =BIE: 1
N - . IRERERR, (AN EE., HF. -UR_HAES, 3-481MFF
ame fa String _ .
ME: audit_test
IREREERTS (RFRE: 05 FE: 1)
-
Status a Integer =GIE: 1
3 ey
Storage = Storage HiEIRiEFE ( Baszds cos. cls)

=BNE: cos

EEAREEARRIRFASREIEFASEKSHETERSSEWRS(0: RFF, 1: 7
TrackForAllMembers & Integer B, RatEAEERSHE TSRS EERSHBILIRINEE

EIE: 1
Filters ) Filter ZEmimET e
3. Biiay
SHBMR ESid] iR

—i5K ID, HIRSiKER, SXERBSEE (EHERERMRERERIARSR, WZXERTRIRE

Requestld  String Requestld) . EARAITEEIRMIZRIERE Requestid.
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N BB R

IRIFRE: BR=ItE (It ) BRSEATF 74 #105;|


https://cloud.tencent.com/document/api/629/35335
https://cloud.tencent.com/document/api/629/35335
https://cloud.tencent.com/document/api/629/35335
https://cloud.tencent.com/document/api/629/35335
https://cloud.tencent.com/document/api/629/35335#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/629/35353#Storage
https://cloud.tencent.com/document/api/629/35353#Filter
https://console.cloud.tencent.com/api/explorer?Product=cloudaudit&Version=2019-03-19&Action=ModifyEventsAuditTrack

et

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: ModifyEventsAuditTrack
<]HFRSE>

{

"TrackId": 1,

"Name": "track_test",

"Status": 1,

"Storage": {

"StorageType": "cos",
"StorageRegion": "ap-guangzhou",
"StorageName": "costest",
"StoragePrefix": "audita_config",
"StorageAccountId": "2342424",
"StorageAppId": "353535"

o

"TrackForAllMembers": 1,
"Filters": {

"ResourceFields": [

{

"ResourceType": "cvm",
"ActionType": "Read",
"EventNames": [

"ConsoleLogin"

"Response": {

"RequestId": "a60ef700-c3e4-4921-8d8£-30
}

}

5. FRERR

BR= APl &

iz APl SE& 2&& API X, (8%, APl Explorer ) SDK $#ZFRNA—EIFE, HEEMNE—AN\OEORERBASREIFRE AP IR
5o

API Inspector
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FFEEE APl Inspector EEIZHIGE—SRIEXIXR AP ARER, HEEMSIESHRAE API X583, tBaIaiiE API Explorer #13HEL&R

ifo
SDK

= API 3.0 BRIt TREMNFRIESE (SDK) , MSSHRIZIES, BEELENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BYITIR

« Tencent Cloud CLI 3.0

6. $EiRE

KRS T O SSZIERXRIEIRIS, EEiRIER ALEIR0E,

e iR
FailedOperation.CheckClsTopiclsExistFailed RECIsHEEMEBFERY
FailedOperation.CheckCosBucketlsExistFailed B CcosHREFEERM.
FailedOperation.GetClsTopicFailed hiBlcls HEEREY
FailedOperation.GetCosBucketListFailed fiBlcosTFfigtmaIzREM .
InternalError PIERERIR
InternalError.SearchError AEEIR, BREARAR
InvalidParameter SHEIR.
InvalidParameterValue.AliasAlreadyExists BIBELFE
InvalidParameterValue.AuditTrackNameNotSupportModify IRIREEBMAZIHEM
InvalidParameterValue.CosRegionError BEREITERIAZISH AN cositls
LimitExceeded.OverAmount EPRRENRKAE
ResourceNotFound BFEFFE.
ResourceNotFound.AuditNotExist IREREEATFE
ResourceNotFound.CosNotExist costlARFE.
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1. O

EOBEKER: cloudaudit.tencentcloudapi.com .
EiRERIHRIRETIR

ERAZECIERINZRIRG: 200R/%

#fE=(EH API Explorer

API Explorer 12t TEZLIRMA . EFIRIE. SDK RBERRERRIZEOFEN , ETEESRARNERKASHRESRURB5ER SDK
GRS

2. WNEY
DTFERSHFIRNIIE TEOBRSHNBoAHSY, REARSHIIRI ~AHiERSH,
SHEW Wi i) 3%
Action = String aH2E, AEOE: DescribeAuditTracks.
Version = String ~HSE, FEORE: 2019-03-19,
Region = String ~HSE, FRFFRZIGH TR,
= b
PageNumber = Integer =EIE: 1
. o sRHE
PageSize = Integer =@iE: 10
R h
SHEm 3] iR
Array of IREREETIR
Tracks Tracks TOUE: (0]
258
TotalCount Integer =@iE: 10
Requestld Strin W—iEX ID, HIRSIHER, SRIERTBSIRE (HEREEMFEERRGERERSW, WZRERFJIKE
9 9 Requestld ) . ETBRAITEEIREIZRIEKRE Requestid.
4. W
PN EQIRERITIRIRRESIR

EERaHEERED, EECEENRREIIR

BATH
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et

POST / HTTP/1.1

Host: cloudaudit.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: DescribeAuditTracks
<RIBFRSE>

{
"PageNumber": 1,

"PageSize": 10

"Response": {
"Tracks": [

{

"TrackId": 1,
"Name": "audit",
"ActionType": "Read",
!

'audit

"ResourceType":
"EventNames": [
"LookUpEvents"

I

"Storage": {
"StorageName": "audit-cos
"StoragePrefix": "cloudt 1L,
"StorageRegion": "ap-guangzhou",
"StorageType": "cos"

by

"Status": o

"CreateTime": "2021-01-14 14:43:38"

I

"TotalCount": 1,

"RequestId": "2d4a7fba-bba8-452e-a9%99%e-ccfllfdaa583"
t

t

5. FRERR

BR= APl £&

EBifl= AP & 2E5E API 3. $#iR5E. APl Explorer % SDK $ZBMNSA—EiOFE, HEEME—ADZTORERBNZIZENORE AP IR
£,

API Inspector

HRFaE&EE APl Inspector BEEEFIGE—SIREXIXA APIRBER, FEMENZIESRA API X838, tBaJriiE API Explorer #T7ELZiE
ifo
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SDK
= API 3.0 RIHTREMNFRIESE (SDK) , TSSMRHIEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. FHiR6Y

KIS T2 O SSZIsEXRIEIRIS, EhERIDIERN AEIRG,
iRt i
InternalError PIRBEEIR o
InvalidParameter SHEIR.
InvalidParameterValue.AliasAlreadyExists BEEEEFE
LimitExceeded.OverAmount BRI ERAE
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1. IEOER
EOBEKER: cloudaudit.tencentcloudapi.com o
EGIRMERITEE

BUAROIERINERIRS: 200R/%

#EFER API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. BANBH
ATFERSHFIRNFILE TIEOBERSHNBLAHS Y, REAHSHIIRT AHERSH,
BB Wik 2R iR
Action = String rH2H, FEOBYE: DescribeEvents.,
Version = String ~HSE, MMEORE: 2019-03-19,
Region = String ~HSE, ERFEESEFH higiE.
StartTime o Inteqer HRHARTIEEE (BRI, ARBITXEIRYIE 90 X)
= 9 SEIE: 1612171581
EndTime - Integer LERRIEE (MR, ZamtEEENMT 30 X)
= d TIE: 1612173581
BEEESHENEIE
=
NextToken = Integer RIE: 123213213312313
MaxResults & Integer BEIRBAIRARE (R 50 &

~BIE: 10

MEREHS (Baiszi5 Requestld: &K ID. EventName: H{§EFR.

ActionType: Z{F2£E (Write: 5; Read: i) . Principalld: FKS.

ResourceType: &iRE&ER, Resourceld: &iEld. ResourceName: &R
Array of &R, AccessKeyld: ZH ID. SensitiveAction: 2ESIRE.
LookupAttribute ApiErrorCode: API {&i2f3. CamErrorCode: CAM $&iRf3. Tags: &

(AttributeValuetgzt: [{"key":"*","value":"*"}]) FERENEZ/IEHBDES

%X E, EventNamelEZ MERBEHAIXE )

FHIE: [{"AttributeKey:XX,"AttributeValue":xx}]

LookupAttributes.N &

2FIEE IP FEH (1iEE, 0 FERE )
EHE: 1

iyl

IsReturnLocation Integer
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SHEM g flR

TEARTER. trueRXTER, THEHITHR,

ListOver Boolean TENE: false

EEESHEHEIE

NextToken Integer SBIE: 123123213

Array of

BEES
Event o=

Events

WFREEZER . BiaEAListOverfii&NextToken, fEListOverjafalsei#t{T F—REREIZ
TotalCount Integer — .
THIE: 1
He—iERK ID, HIRSZIHERR, SXBERBLSIED (EEREEHBRERERARSR, WiZRERFTIHEKE

Requestld String Requestld) . EARAITEEIRMIZRIERE Requestid.

4. 76

PN ERREETEE
ENRMEEITEE
BATH

POST / HTTP/1.1
Host: cloudaudit.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeEvents

<RIEERSEH>

{
"StartTime": 1610613170,
"EndTime": 1610699570,

"MaxResults": 1

"Response":
"ListOver":
"Events": [
{

"CloudAuditEvent":

IRIFRE: BR=ItE (It ) BRSEATF £81 105,
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\ ren
, \"eventID

,\"httpMethod\": "apiErrorCode\"

SO
\"POST\", \
eventTime\":1680513809, \"sourceIPAddress\"

:\"cloudaudit.ap-guangzhou.api.tencentyun.com\", \"resources\":\" [\\

ourceSet\":[], \"requestParameters\":\"{\\\"ActionType\\\" :\\\"Write\\

\ \ N ame \ . \ ~ ~ T N 2o a ~ vpe \ o\ \ \
\\\"T, \\\"Name\\\ " : \\\"gwegwe\\\", \\\"ResourceType\\\": \\\"*\\\", \\\"

\\\"d0£f00ec9-5643-4a11-9022-187621

Name\\\":

\ O\

geRegion\\\":\\\"ap-guangzhou\\\", \\\"Sto ype \\A" :\\\"cIs\\\"},\\

\ " mo\ny \ e d\\ )
\ A"{\\\"T 1\

1A\ \\ U

, \"responseElements\ kId\\\":21915, \\\"Request AN

AR Sa\ " . N
AT RN, pe\": \

N
\ "y Cr

\"cloudaudit eventName\" :\ ea

n. my\nmyan
S[N"\"]}",

"EventName" :

"EventTime": "1680513

"SecretId": "xxxxxxx",

"EventId": "008ef803-4549-41fe

aleb
"ErrorCode":
"RequestID": "008ef803-4549-41fe-a
"SourceIPAddress": "111.111.111.111",

"EventSource": "cloudaudit.ag centyun.com",

"EventRegion": "ap-guangzhou

"Resources": {
"ResourceName" :
"ResourceType":
}
"Username": "

"AccountID": 4,

"Location": "HE [FRE i REEE",
"R(EET,

" BURIREEITHIRERES ",

nn

04293

"ResourceTypeCn":
"EventNameCn":
"ResourceRegion":
}

I

"TotalCount":
"NextToken":
"RequestId": "42a0e189-2869-488f-aa34-8bffd08
}

}

BR= APl &

ersion

U, N\

521d38714\\\",\\\"StoragePrefix\\\":

uditTrack\

et

m.\ 3
AN O

\n

apiErrorM

:\"111.111.111.2112\",

A" *\\\"]\",\"resourceName\":\"\",\"res

\ e A (g R
\", \\\"EventNames\\\": [\\\"*

Status\\\":1,\\\"Storage\\\": {\\\"Stor

\\\"clo udit \\\", \\\"Stora

\"Version\\\":\\\"2019-03-19\\\"}

803-4549 e

\"008ef —41fe-a7e6-4331222

ensitiveAction\":\"1\",\"tags

il APl SE& 24&& AP X#4. (8%, API Explorer } SDK $#ZFRNA—EIFE, HEEMNE—AN\OEORERBASRELRE APl IR

5o

API Inspector

HRFaE&EE APl Inspector BEEEFIGE—SREXIXR APLRBER, FEMENZIESRA API K88, tBaJaiiE API Explorer #TTELiRE
ifo

SDK

IRIFRE: BR=ItE (It ) BRSEATF

$£82 #105;



https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

O BAT

= API 3.0 RIHTRENFRIEE (SDK) , SSHRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee

« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. FHiRG

KIS T O SSZEEXRIEIRID, HAERIBIFERD ALEIRGE,

iRt

FailedOperation

FailedOperation.MemberNotAuditRole

FailedOperation.MemberNotinOrganization

InternalError
InvalidParameter
LimitExceeded.OverAmount

UnauthorizedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik
BRAFR

et

SRIEANARPERFTBIEFEIHUR, MRERZAFHEITCR, BRAEFE!

B RAEERAERR,
PIEBEEIR -

SHEIR,

BT IRERENRAE

RIFIURE

£583 #105;


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudaudit/v20190319/cloudaudit_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudaudit/v20190319/CloudauditClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudaudit/V20190319/CloudauditClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudaudit/v20190319/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudaudit/v20190319/cloudaudit_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudaudit/v20190319/cloudaudit_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudaudit/V20190319/CloudauditClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudaudit/src/v20190319/CloudauditClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudaudit/lib/v20190319/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudaudit/lib/v20190319/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/629/35354#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT
RS

IEE#HATE: 2025-05-30 01:20:24

AttributeKeyDetail

AttributeKey/Ei¥1E
#WNT#EOS|A: GetAttributeKey,

E=3d

LabelType

Starter

Order

Value

Label
AuditSummary

PREREEMELS
BANTEASIA: ListAudits,

E=3

AuditStatus
CosBucketName
AuditName

LogFilePrefix

CmgRegioninfo
cmqitti(E2

i

String

String

Integer

String

String

S

Integer

String

String

String

#HINTFEOS|A: ListCmgEnableRegion,

=3

CmqgRegionName

CmqRegion

IRIFRE: BR=ItE (It ) BRSEATF

o

iy

oy

Witk

il

fil

fil

il

fil

Witk

iy

o

et

ik

RINESER
TBIE: type

aER
=~BiE: 12

BrHF
=IE: desc

AttributeKeyf&
TBIE: tagl

HR3CiRE
ThIE: B

ik

IREREERTS, 10 7B, 0: XiF
wBIE: 1

COSFigtEam
FBIE: gz_bucket

IREREEZFR
BHE: audit_track

BEaIg
EHE: cloudtrail

fliR

tibta i
ABUE: Tt

cmattis
=BI{E: ap—guangzhou

5584 H105;



® A et

CosRegioninfo
cositiFHER
#WINTF#EOS|A: ListCosEnableRegion,

=4 B Wik iR
CosRegion String B ;;gi:ﬁap—guanghzou
CosRegionName String B igg?ﬁr"dﬂﬂiﬁ
Event
BE#E

#ANTEOSIA: DescribeEvents, LookUpEvents,

a1 Ei) Bk R

Eventld String a ?;&ﬁ}; : 9aa70d53-6d28-4b5d-94ca-f965816bf8a6
Username String & ;JE;;JE console

EventTime String & A

=~BIE: 1742884755

BEFE

CloudAuditEvent String FOUE: {"useridentity":(}

iy

WRERPER (WFRIEREER, UREREMESERE, JLBKZFRIER)
HUE: KSHl

iy

ResourceTypeCn String

ErrorCode Integer B ﬁzgﬁ?

EventName String = i:;E?ConsoleLogin

Secretld String B g;}; AKIDY3c***NODyAaUPZRd

EventSource String = izziﬁaccount.tencentcloudapi.com

RequestiD String = f—ﬁ; 92a70d53-6d28-4b5d-94ca-f965816bf8a6
ResourceRegion String & ;i?;j{tgi:ﬁap—guangzhou

AccountID Integer S EIESID

= fIfE: 1000100007530

iEIP
~BIE: 127.0.0.1

iy

SourcelPAddress String

BHERPER (WFEREREER, MREREMESERE, TUBBZFRER)
whE: BF

iy

EventNameCn String

IRIFRE: BR=ItE (It ) BRSEATF ££85 #105;



O BHS

=4

Resources

EventRegion

Location
Filter
IRIRE BB FIESY

i)

Resource

String

String

et

Wik R
& &R
e

=E: ap—guangzhou

IP V=it
HUE: PE IIGE AR BRRES

#ANT#EEOSIA: CreateEventsAuditTrack, DescribeAuditTrack, ModifyEventsAuditTrack.

=3 ESid)

ResourceFields

KeyMetadata

CMKEt

Array of
ResourceField

Wik R
TR
B TBIE: [{"ResourceType":"cam","ActionType":"*","EventNames":

["AddSubAccount","AddSubAccountCheckingMFA"1}]

#WINTEAOSIA: ListkeyAliasByRegion.

E=1i ESid)

Alias String

Keyld String
LookupAttribute
BREM

Wi fak
= ERZRERZIHR, ERBRASENRSZ

FHIE: audit_name

CMKHI2BIE—FiR
THE: key_ 34244

iy

#HanT#EO5|M: DescribeEvents, LookUpEvents,

=4 £

AttributeKey String =2

AttributeValue  String &

Resource

HiRsE

ik

AttributeKeyBIBEUEEEIZ:Requestld. EventName. ReadOnly. Username.
ResourceType. ResourceName#fllAccessKeyld, Eventld
TBIE: EventName

AttributeValuel9{&
=BIfE: ConsoleLogin

#HaNTHEOS|A: DescribeEvents, LookUpEvents,

IRIFRE: BR=ItE (It ) BRSEATF
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® H% \,EHE et

=4 B Wik ik
ResourceType String & ?Ei:ﬁgcloudaudit
ResourceName String & ?ngﬂ‘ins—zmzm
ResourceField
BRMESRM

#ANTEOSIA: CreateEventsAuditTrack, DescribeAuditTrack, ModifyEventsAuditTrack.

2R ESid] Wik ik
. = IREREHFE R (S REE /N =m, W: cam, £36: *)
ResourceType  String =

RFHE: cvm

IRIREE4ERY (i%: Read; 5: Write; £8: *)

ActionType String = FIE: Read
Array of IREFEMZENRIE (ResourceTyped * BF, EventNames%Zh£Ep: ["]; 8E
EventNames Stri y 2 ResourceTypeld, ZiF2EpE0: ["]; ZIFHHEO: ["cos”, "cls"], EOFIELR101)
ing FBIE: ["AddUser"]
Storage
IREREETFRIER

#ANTEOSIA: CreateAuditTrack, CreateEventsAuditTrack, DescribeAuditTrack, DescribeAuditTracks, ModifyAuditTrack,
ModifyEventsAuditTrack.

L=t ESic] Wik HEA
. = fFi#k® ( BAUZdF cos. cls)
StorageType String = SIE: cos
. . = TFiEFRTEbi
StorageRegion String = FUE: ap-shanghai
Fi#E#(cos: FESWOARBEXNFERER, F88"-APPID", NZFNEFE. HFLL
StorageName Strin = RrhRI&"-"RAS, FEEBES0FH, BASHSPIE"—"FHLHER; cls: FHEIMAHAEER
9 9 F id, 2HREN1-501FH)
FBIE: audit
St ) . = FiEERINE, cosHEXHMBNISFBMBFIES, 3-401M=FF
oragePrefix String =

EIE: audit

WIEEFERFID
BIE: 23424

iy

StorageAccountld  String

. e ERFERAPappid
A
StorageAppld String & =GIE: 3545646
Tracks
IREREETIR

#ANTEOSIA: DescribeAuditTracks.

IRIFRE: BR=ItE (It ) BRSEATF £87 #105;|



® A et

E=4 ESidl iR
SEEZ R
Name String IREREEEIT

=BE: cloudaudit

RSB (iE: Read; B: Write; £&p: *)

ActionType String SIE: Read
ResourceTvpe Strin IREREHFIEF MR (W: cos, £8: *)
Y yp n9 =BE: cloudaudit
Status Integer IRIREIRTS (KRFRE: 0; FE: 1)
9 RBIE: 1
. IREREHIEOSYR (25 [J)
EventNames Array of String FOUE: [l
Storage Storage HiRigEFiE ( BRISZHF cos. cls)
9 9 TBIE: cos
. . IREREEGUEEATE)
CreateTime String RHHE: 2021-01-20 11:06:00
IREREE ID
Trackld Integer SEIE: 1

IRIFRE: BR=ItE (It ) BRSEATF ££88 #105;



O BAT

tHIRAS

RIEEFATE: 2024-12-20 01:15:59

LIREiRAR

NRREESRPIFE Error FER, WRTIFR API #O%XW. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

et

"Message": "The provided credentials could not be validated. Please check your signature is correct."
by
"RequestId": -£35e-473f-b9£3-0d451b8b79c6"
}
t

Error Hf Code FRi&iIRMB, Message FFRIZEIRNEKER,

HiREsIE

2ILEIREG
e
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

AR

BEOEBTZ.

ERLEPAY Authorization FASBINERE.
BHIEE (F2= API BE2EE)

MFA $8i%.

BIRTEE. B EHE RERREECRNIRSERA, IRSES,
FRERPREIRESIEN, FEREAEEER.

ERIEH, Timestamp HRS[RIFEEERSEIHSH, BEEFI
RHE AR ERERE .

ERER. ERITEER, BURAASAPNERTENEREERITE
i,

token iR,

IERKIEN . 152F CAM STHERIENATIHEA

DryRun #2{E, ARBEREGSZHIING, RRBET DryRun £,
B

PIEBEEIR o

BOXREFE.

SHEIR (SESHIE. #BFER) .

SHEEREIR.

5589 H105;


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

IS ARG
(NG
FailedOperation.CheckClsTopiclsExistFailed
FailedOperation.CheckCosBucketlsExistFailed
FailedOperation.GetClsTopicFailed

FailedOperation.GetCosBucketListFailed
FailedOperation.MemberNotAuditRole

FailedOperation.MemberNotinOrganization

IRIFRE: BR=ItE (Ib5R) BRSEAR

iiAE
iBEXK body B9 multipart {&=&iR.
IP it R Z g,

IP it FEEE ST,

Bt BeERpR S o

R

W

.
FRAFE
EOREFFE.
IEREGREGED T 4R RE
EMSHBIINZRIRS o
IP BRST,
EMSIRIT
IBREBERHIK
BiRMGER.
BRFRE.
BRFFE.
HEARAMA.
IREISEEREADN.
SRIRS SRR Ao
RIEBUR(E

RIMSHIBIR, APSEREXNSHESHER.

BAEFRZH .

http(s) IBRIMLEIR, RX#F GET #1 POST &K,

EOFSZISRRE

iRA

B cIsHEEMEEFEEY .
B CcosilREFEERY
FIEcls AEERREM o

HIBRcosTFiERFIREM -

BEHIT

SREANAPERTBIFMERITHUR, MFEEDZAFHEINCR, 5

BXREFE!

FRAFESERAARF,

£890 #105;
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InternalError.CmqError

InternalError.DescribeAuditError
InternalError.InquireAuditCreditError
InternalError.ListAuditsError
InternalError.ListCmqgEnableRegionError
InternalError.ListCosEnableRegionError
InternalError.ListKeyAliasByRegionError
InternalError.SearchError
InternalError.StartLoggingError
InternalError.StopLoggingError
InternalError.UpdateAuditError
InvalidParameter.Time
InvalidParameterValue.AliasAlreadyExists
InvalidParameterValue.AuditTrackNameNotSupportModify
InvalidParameterValue.CmgRegionError
InvalidParameterValue.CosNameError
InvalidParameterValue.CosRegionError
InvalidParameterValue.KmsRegionError
InvalidParameterValue.LogFilePrefixError
InvalidParameterValue.MaxResult
InvalidParameterValue.QueueNameError
InvalidParameterValue.ReadWriteAttributeError

InvalidParameterValue.Time
InvalidParameterValue.attributeKey
LimitExceeded.OverAmount
LimitExceeded.OverTime

MissingParameter.cmq

ResourcelnUse.CosBucketExists
ResourceNotFound.AuditNotExist

ResourceNotFound.CosNotExist

IRIFRE: BR=ItE (Ib5R) BRSEAR

BEHIT

iRA

BIEcmoiTRERE, TeRESENecmyPAIIBEFE, tBET
BEESERIREERE .,

ERIRRSEFRER, BHREARAR

B IRIRIRENNEIER, FREFRAR
EiRRIREMENIPER, BREFRAR,
MEREIR, BRREFRAR

MEREIR, BRREFRAR

REREIR, BRREFRAR

REREIR, BRREFRAR

REREIR, BREFRAR

REREIR, BREFREAR

REREIR, BREFREAR

VR EFHARNEMSREE, BuFhBEAEE (SRER)
RIZEREFE

IREREBIRASHFHEM
BEREITERARSHF A B emaithil
BABcosFEFEHAFENE
BERITBRAR ST fcosith
BERITERSRZIHAIKMS
BEmEEEIR
HFIRERIFHIRAXREFLHZS0
HWARIBASIBIRF A SHEE
EEREMEENSS: 1,2,3, IRRRE, 2RRRE, WK,
FHaRiE AR REX F4ARATE

AttributeKeyHIBHBUEEER:Requestld. EventName.
ReadOnly. Username. ResourceType. ResourceName#ll
AccessKeyld

B IRIRENRAE
ERZFHEBESERR7X

IsEnableCmqNotify#iA189iE, IsCreateNewQueue.
CmgQueueNamefICmgRegion#F R U RS

cosTFiEEBEFE
IRIFERFE

COSHEARTFE.

5591 #1053,



@ A HR{EET

IR Al

ResourceNotFound.RoleNotExist RABFEFE.

IRIFRE: BR=IE (16F) BREEAR 5592 #105;



O BAT

BAEEH T API 2017

API #EES

RIEEFHAE: 2024-01-16 17:21:27

A EE:

API3.0,

RERHRXEEN

#0&
wRAE
CUEIREREE
PR EREREE
FERERE
EIRIREE
HIBREREREES IR

IREMIREREE(E R

o MRERBHTRIEHITIBR API, TSR T,

Action Name
LookupEvents
CreateAudit
DeleteAudit
StartLogging
StopLogging
UpdateAudit
ListAudits

DescribeAudits

IRIFRE: BR=ItE (It ) BRSEATF

o HEIREHEOBNIANR AP, RERIBESIEAER . B(EEIT APIS.0 IRAEOEEINEE, HialETEES, BNER EEHET

IhaEsER

BFHREATHTER, ETARHTEDHEXAREER.
BT IR IHIREREE o

T MR IHIRERES o

BFABERERE.

BFXARERE.

AT EHRFRIHREREE o

T HIBUIREREES IR o

AT REREREE R

et

$£93 #105;


https://cloud.tencent.com/document/product/629/35331
https://cloud.tencent.com/document/product/629/35331
https://cloud.tencent.com/document/product/629/12362
https://cloud.tencent.com/document/product/629/12364
https://cloud.tencent.com/document/product/629/12365
https://cloud.tencent.com/document/product/629/12367
https://cloud.tencent.com/document/product/629/12368
https://cloud.tencent.com/document/product/629/12369
https://cloud.tencent.com/document/product/629/12370
https://cloud.tencent.com/document/product/629/12371

® H% \.L:HE et

=
WERAE
BIEEHAYE: 2020-03-19 14:23:51

T

LookupEvents AFMHEEASHITIER, EFHP#HITEGHEXINRESES.
EOAIEER: cloudaudit.api.gcloud.com

WREH

MTERSHIIRIIE T IROBERSH,

SHEM Wik S ik

EndTime 2 DateTime £5ERAYiE

LookupAttributes = Array BiEEE, BaEE—1 R, FERAREE0FEIE
MaxResults B Number BFIREIRISRE, FEEARE105E, RBXIF505%
NextToken & String hnEkEZ BERIAHEER

StartTime = DateTime FHRATIE

Hrh LookupAttributes BHISEINT:
SR Wik it R
HERER (E2E) , 818 Username: P&, EventName: H{&4&R,

AttributeKey & String ResourceType: &iE#E, ResourceName: ZFiE&ZHR, EventSource: H4iRE,
Eventld: & ID

Attributeval & String Value &

ue
g

SHEWR il g

Events Array ETLS |

NextToken String hnEkEZAIER
Hrh Events HANSHUNT:

SHER S ik

CloudAuditEvent String EHFHAE

Eventld String =HID

EventName String E={L =4

EventSource String E LS

EventTime String E{4atiE

Secretld String hinA

EventRegion String Xtz

IRIFRE: BR=ItE (It ) BRSEATF ££94 #105;|
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ErrorCode Number
RequestID String
SourcelPAddress String
Resources Object
Username String
Hrh Resources lI2HIIT:
SHEM
ResourceName
ResourceType
SChxREI
ER

H#Hixi3. 0 ARIERE, EftiRIER
5K ID

iR P itk

&R

BPR&. EWSH: root, FWSH: WS ID, ABERA: roleUser

i) R
String BESM
String BRER

et

IRIFRE: BR=ItE (It ) BRSEATF
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HEHERE

IRIFRE: BR=IE (16F) BREEAR 5596 H105;



O BHS

RIEE#HATE: 2020-03-19 14:22:14

WS

StartLogging BFHEHERE.
EOBIEER: cloudaudit.api.qgcloud.com

REH

MTERSHIIRIIL T IEROBERSH,

SYHEW ik sem
Name = String
MRS 3
RSB,
SCRRERGI

faik

IRERERTR

et

IRIFRE: BR=ItE (It ) BRSEATF
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CSZ)HEfoE HR{EET

XA BERE

IEEEFRAEYiE): 2020-03-19 14:21:31

;M

StopLogging AFXHABERE.
EOWBIEER: cloudaudit.api.qgcloud.com

WREH

MTERSHIIRIIE T IROBERSH,

ik

£
b3
2

SHRR
IREREERTR

fil
wn
=
5
«Q

Name
e
MRS R,
SCRRERGI
R

"Name":"String"

IRIFRE: BR=ItE (It ) BRSEATF 5598 H105;



@ HE \,EHE et

E# CloudAudit

RIEEFATE: 2024-01-16 17:25:36

;WS

UpdateAudit BFE#ugfEHEiTRERE, EPAATEFEEASHPH—LIRE, HINEE, COS Bucket FigE, SIS RIFENSIRERAE
(B89, MEREAIEN, FHEEILIRIRERS . X COS Bucket RIEZ, Ri% COS Bucket ZRIRIRIRERTXHHIBFR, WALIEXMI. &
WREFER COS =iEtl, EHERIEEREEEIIRAT.

EOBiEEE: cloudaudit. api.gcloud.com

WREW

ITFERSHIIRNIL T ROBERSH.

SHEW WhiE i) iR

IsMultiRegionA Numb )

o e TUTES L RERESWERE, 0: FRE, 10 R

KmsKeyld S String Kms B scretld, BFEIREME

Name 2 String IREREERIETR, 3-128 F T, REEEAE ASCI RBFE a-z, 2-2 , BF 0-9 , TXIZ _

BucketN

CosBucketNa | m String iR COS Bucket W&, HEMEEMR COS WASER

CosKeyPrefix B String COS Bucketfi%, s&#lie&iE COS

CmqTopicNam . . . e I i E

o & String CMQ £H&E#H, MEABESIIIEES, HEE21 CMQ EX
[D]VE~2

SHEMR R iR

IsMultiRegionAud Numb .
S HRegionad TP SEARSHERE, 0 FHE, 1 FRE

it er
KmsKeyld String Kms B scretld, BFEIEME
Name String IREREERIBTR, 3-128%FT5, REEE@E ASCI RIBFE a2z, 22 , BF 0-9 , TXI&E _ .

CosBucketName String Eigi%E[Y COS Bucket B, mEMBSE COS MHBAER
CosKeyPrefix String COS Bucketfi%, s&#lieE8 COS

TopicR
CmqTopicResour String Cmq EEER

ce
CmgTopicName String CMQ E£ER, MEABESNIIEES, KBS E CMQ EX

SERRERG

R

"IsMultiRegionAudit": "Number",

IRIFRE: BR=ItE (It ) BRSEATF 5899 H105;
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"Number",

IRIFRE: BR=ItE (It ) BRSEATF £5100 #1055



O BHS

RIENEREREE SR

IEE#HAE: 2019-08-23 15:28:51

EOE

ListAudits FFHIEURERESIE.
EOBIEER: cloudaudit.api.gecloud.com

SR8

H#R AHERSY "E.

IR 2%
SHEM S
auditLists

LAT2E auditLists FIFRRIEIE
SHEm ESic]
Name String
bucketName String
prefix String
status Number
IsMultiRegionAudit Number

SChxREI

sMultiRegionAudit":

IRIFRE: BR=ItE (It ) BRSEATF

faik

et

IREREETIR

iR
IRIRESR
COS Bucket &t

BEmE

Audit K7, 0XFEXA,

EEARSHIERE, 0:

1RRFE

& 1=

5101 105


https://cloud.tencent.com/document/product/599/12707

@ A HR{EET
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O BHS

RERIFEER
EIEE#HAE: 2019-08-23 15:26:59

;M

DescribeAudits A FIREUERIRERE R
EOWBIEER: cloudaudit.api.qgcloud.com

et

EREH

SHEM Wik ESid) R
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