& Wiz

TORX 0SS
IS IS\ T

o%

ISz

WRIFRE: BRRITE (bR ) ARSEEAE B1H77TR



O BT P

[ ARAASER ]
©2013-2024 =R

AXtE (BFEXFE. iE. BRFRE ) ZRENEFENEABARHE (ItR) BIRSEQESMEAE, REE=
FRBHBEIT, FUEFRBLMETREES. B8, EA. PR, EEFNESBHEDRE . AIRITHER
MERZZERRRIE, BARBKERIUEREEFIERSEE.

[ BtRAsEE ]

O BAS

RECENZRSEXNEREABAZHE (1tR) BIREEQRAREXRABME . FXETRIB=FEHF
R, KIEENRIARE . REBNZREXNFABEFT, HIEFEFSLMETS M TAERETER. 8
#l. (Z22. 1. PRFTH, SWSARHNEBNZREXNFIABRMEIRIE, BABKERIEREREESR
£,

[ ARS57ER ]

AXEEBEAENBENZERNEL™m. RSHZRBXER, B9 m. RSHASTEFIHERAZ,
SRR m. RSFE. RSITESFNAZSENZZENELSRNOE, RIENSGSELOE, &N,
BN A RS IR R FIERIE

[ BXEFA ]

HABDTFASRENMECRNENNTE DRSS, RIENEAERRS, (FHEUEREHKR 40091001008k
95716,

WRIFRE: BRRITE (bR ) ARSEEAE E2HTTR



12) BT PSS
MHEER

IRFBIRIENF
IRFENEE
HF CSDKEA
C SDK T#;
C SDK BFEa3tE
C SDK_Porting B &isiakhA
FreeRTOS+lwIP E&#EiRA
MCU+i&HMH TCP_AT &4t (FreeRTOS)
MCU+i@H TCP_AT &4t (nonOS)
C SDK #ZAiER
C SDK {&Fi5 AR
(=R
fmiEHcEIRER
#HmiFMIE (Linux #1 Windows )
MQTT HREAI]
FEORATESHRA
IRBEEFE
HTF Android SDK #A
Android SDK hgZi5iAR
Android SDK TiEE&
Android SDK {&Fi%EA
HTF Java SDK#EA
Java SDK hR7i5iAH
Java SDK IiEkE
Java SDK {#Hi5AB
HTF Python SDK ##A
Python SDK hR7i5AA
Python SDK IiEf&
Python SDK {&Hi%EA
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1R FimiEN\Fi
IRE ‘)\1%_
EEEFAYE: 2021-09-08 14:31:24

LIREMRE

ABEARRENEN, FRERSEARE, YERKNESERE T RERFENRS . REBRANYRKNEEETS
BY 2 EiEA/EIE , REEM/IEMINZ EZ TBETEANESRENRIZSTREIEN .

IREIRARSS

IRERENRSIRMIRESIEMAINEE, FERFEHTETREEIRTHK.
IREBBENRSSHFSHUIUEN , SIFHREET MQTT Y, WebSocket ti¥, HTTP/HTTPS i#
i, CoAP WHYSEREEAN o

IREFRARSIRMIENANERS, REFETEANNNSEHRIZEENALE, RIEEZANEZEME,
IRFIRARSIEMIREIR SDK IRSS, REUET SDK SehliEA .

REET SDK #A

YIEXME(SIRM C SDK, Andriod SDK, Java SDK, Python SDK £ SDK #A . SDK ERRIZFIEN
IRS3PEREERITNEE, ARPRERE SDK hRNiRE(ER (ZHHiRE: ProductID. DeviceName. i2&%H;
IEBig#: ProductlD. DeviceName. iEB3X#4. ZiAXHE. CAIER) , #I§ SDK HBRAIThEEERKREIRSE
L, BIAIRRRERIEN . BRIEAIRSSINGEZSM, SDK EBEIRERF. OTA. RRPC EhaEEO, EOFET
SELTETF SDK AT SDK BIfERRABIEX I

C SDK {EF3iER o

Android SDK {£ERi%H8 .
Java SDK {ER3iRAA .
Python SDK {&Fi5H8

© a:
MEXMBESZIFEEXEN ,, RERAFRBTESIRMIIMBIAMERE, BURBMISEIIBEIEA
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EF C SDK#EA
C SDK F&

mIEE#AYE: 2023-07-24 18:00:54

RBEE

B v1.0.0 [RAEFE, iR&iw SDK i3 Github &
https://github.com/tencentyun/qcloud-iot-sdk-embedded-c

T RERFTHR

https://github.com/tencentyun/qcloud-iot-sdk-embedded-c/releases

IR4V3.3.0
REE: 2022/9/26

FRIES: CIiES

FEWE: Linux/Windows/FreeRTOSE

AE:

1. [EE&TF Bug.

2. 1BIn—4E Feature, f5I40: izfE SSH &R. WebSocket 2§5%, ¥R 155 .

MR4v3.2.3

%*mHEHA: 2020/11/03

FAiBS: CiES

FEWE: Linux/Windows

AE:

1. B0 MQTT BE&REZ NTP BiapyIngesEn.,
2, 1EMmXFigE OTA b,

3. fiitt Log/HAL _Printf 3==#FRig5HHI4L TR,
4. Bug s,

hE4v3.2.2

AZ*fBEHA: 2020/10/14
ARIES: CiES

FEWE: Linux/Windows
RE:

1. FiBiciZEEINRERTH.

WRIFRE: BRRITE (bR ) ARSEEAE
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https://github.com/TencentCloud/tencentcloud-iot-sdk-embedded-c/tree/master/docs
https://github.com/tencentyun/qcloud-iot-sdk-embedded-c
https://github.com/tencentyun/qcloud-iot-sdk-embedded-c/releases
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2. PRIBNNERENFiREFIFREN
3. Bug E2=18

R v3.2.1

AZ#HBH: 2020-08-04
FRIE=S: CiES

FEWE: Linux/Windows
SESE

1. #ii8 rrpc AL EEhEERRH .
2. FiErEmeeR=Rsl.

3. MXIENSPE/MBHFirEEO,

&% v3.2.0

AZ#HmBH: 2020-04-30

FRIES: CiBS

FERIFE: Linux/Windows

RE:

1. & mtmc B, ZIFBIREERE, MUSEEERO,

2, EE—LEENAFTRERERIDE, URETFERFIETIIH,

3. {#HA clang—format &= LXH8, SIANLBRETER clang-tidy & cpplint.

R4 v3.1.3
4% BHI: 2020-03-06
FEIES: CiEs
FEWE: Linux/Windows

SESH

YOEX B A=

1. itk ota_mqtt_sample, 1§ OTA REUNRBEXHRENGEESE, FH sample 5 MQTT

EFFFEEZ BBARTLARE T

2. itk gateway_sample, FHEMKE—PLALEFREREULE
3. 1Bm&Eis MQTT EREEITIRKINANEO,

4. (RICREIRE,

5. (EE—LHFEEFR bug.

6. HE—LIEgEHNIE o

IR v3.1.2
REEM: 2019-11-11

FEES: CiEs

WRIFRE: BRRITE (bR ) ARSEEAE
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FEWE: Linux/Windows

SESE

1. 8F%3S loT Explorer FEHEXMNABRIHE, 1X3%# loT Hub., fiL3ttEiR,

2. Bug 2€: OTA #ERAFitFIEE, device_info.json XE/EHRIEIER Windows F&REt&Etia
R o

3. BEHEZ M, ca.c/h EEH qgeloud_iot_ca.c/h, device.c/h Ed&H
gcloud_iot_device.c/h,

&% v3.1.0

A HE: 2019-09-19

FRIES: CiES

F&EFE: Linux/Windows

RE:

C-SDK Z13:

1. RCKEBRARBRER, RAXIGER, SEXERE, RSTAMNEBEYE.

2. =& makefile FHwiFEA LI cmake HwmIFHNFUCIBIMENS X, ENSHREFRE.
3. &0 Windows F&3%#5, XHF7E Microsoft Visual Studio FTH%E

4. 18h0 AT_socket MEEELLZIF MCU+TCP AT {=EISSIIAREIE,

5. 1&I0 FreeRTOS+IwIP & IBIEISE

&% v3.0.3

A BH: 2019-08-26

FAiBS: CiES

FEIEE: Linux, GNU Make

RE:

1. 35 OTA Bt ota_maqtt_sample.c REEMAIBEHRAEEER (KRA. Bi=. MD5) , B
HTEEZ HTTPS i&EiERSZHF range 28,

2. SDK IRFSEHH v3.0.3,

M4 v3.0.2

AZ#HmBEH: 2019-07-18

ARIES: CiES

F&E®EE: Linux, GNU Make

SESH

1. BIBEIRFFRERTISE N FHLE,
2. REBFFERIREN version B,
3. RACEUREIRBX R

WRIFRE: BRRITE (bR ) ARSEEAE BT HTTR
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M4 v3.0.1

AZHBEH: 2019-06-11

HAIBS: CiES

F&E®E: Linux, GNU Make

RA:

1. BELIRIMEENRL, IEREEPRRAF, IFRAAESER LR, EESMERTS.
2. MQTT &0 subscribe B9 event handler EliF, KA3i&@0iTiE topic BIIREZK .
3. EE—&ABERE, Fland MQTT API FREEHIEFA ST,

&4 v3.0.0

AfHE: 2019-05-17

AEiES: CiES

F&EFE: Linux, GNU Make

RE

1. EFEZFEMBUEERINEE .

2. 1B ERINEE.

3. IENEBERICIBEREAIR,

4. &€ JSON Z&EBHETF bug.

5. FISEIBERTE . SHREI. HIBERSETIASRG,
6. EEMIHEN, 1BINEER docs RFEE SDK RRiRE.
7. A& v3.0.0 REAShRAS ERT STHFIEX M@ (S R M BX A 2 P MIBXRES .

IR% v2.3.5

AfHE: 2019-05-15

HEiES: CiES

FEWE: Linux, GNU Make

AE:

1. 1BINiRSE=ZEEMINGE.

2. 1Emmig&EahEiEmRG.

3. BNiz&EERIES HAL #0.

4. 18hn AES mn#E= API.

5. {&2& Sample RZE2IXKMAN/I HAL BE#EOXM,

R4 v2.3.3

&#mBEH: 2019-05-06
FRIES: CiES

HFEFE: Linux, GNU Make

WRIFRE: BRRITE (bR ) ARSEEAE FEBH7TH
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AAE:

1. (€ MQTT keep alive &N #HIK PING request &85

2. (&% MQTT iTi#/BLEITIRNY topic name FERXESAEFELXNEFE, HEEROAAE®ER.
3. (& topic name RRAXKEN128, S=iwEEFREF—H.

4., € HTTPC LAR MQTT 3%BY sys & log iHEH bug.

5. LIRS EE,

iR% v2.3.2

AfHE: 2019-04-12

ARIES: CiES

FEW®E: Linux, GNU Make

RA:

1. BEAKIEEM: £ make.settings BIZINRIXGRIFIEIR ( BAXA ) LARIESEHHRKZITENRS o

2, 28 MQTT EREHPREX FEHETTHEZEXDA: IENEWEPRFEMBERIER, BEMQTT
BIERIZWE PR AKX N2048F T,

3. EMAINTIRERBRAMEB105,

R v2.3.1

AfHE: 2019-03-12

AEiES: CiES

F&EFE: Linux, GNU Make

RE:

1. SDK igmmg&in A& LiRIbEE, HERPED =iREHSnEEERICENISEMINR. BaifGiF
MQTT #&z(,

2. t5i@ SDK BEITEIRS, EEET Bug, HAERZ BRIt

3. EMSFBMERAKENAL8(, 5 loT Hub =inEFHIGHFEEF—.

&% v2.3.0

AZHmBH: 2019-02-25

FRiBES: CiES

FEWE: Linux, GNU Make

RE:

1. EINRISKINEE, TIFMXEEET MQTT MUK IBEFRE L TERIEHE

2. HUSEENE, HEHEERLIRIT, & samples PGS EEFIERESFINNA,
3. 4t MQTT EEMNHI KO Bk 8 E RS B8 RIFR RS o

4. HF Bug HIEE, BOAFRIEBMNSEEEE.,

5. EREFEORFERBAERERN, ROBFSER.

WRIFRE: BRRITE (bR ) ARSEEAE B HTTRH
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R4 v2.2.0

A HE: 2018-07-20

ARIES: CiES

FEWE: Linux, GNU Make

RA:

1. 2 NBloT &S ENGEN

2. i&FE TOPIC RYBELFF “#” #1 “+7 o
3. BEFE=LENBERENE,

4. &F bug H9EE,

R% v2.1.0

AZ#HBEHA: 2018-05-02

ARIES: CiES

FEWE: Linux, GNU Make

RE:

1. FEEEHE (OTA-CoAP iEi&) 8.

2. MSEiRZEZRIZE hmac—shal EUENEED

3. FMBIRENE SRIERYEED
ﬁ* VZ-OIO

AZ*%HEHA: 2018-03-12

FRIES: CiBS

FEIEE: Linux, GNU Make

RE:

1. ¥BEEHE (OTA-MQTT iEi& ) 885,
2. EgEiREFUOMEMRERAIIRE

3. 28 MQTT #KIHIERKERIRFERSHEPXiEH ISR,

MRA v1.2.2

AZ%mHEHA: 2018-02-07

ARIES: CiES

F&E®EE: Linux, GNU Make

AE:

1. it MQTT/CoAP MiRINZEEEZIF .
2. Linux c fmiEhit.

RA v1.2.1
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AZ#HBEH: 2018-02-02

ARIES: CiES

F&E®E: Linux, GNU Make

RA: (€ Publish @ 2B EIFARNEIRIZIE.

&% v1.2.0

AfHEHE: 2018-01-17

FAiBS: CiES

FEWE: Linux, GNU Make

RE:

1. BUERGATREZMN ACK BIEIFEK, FREERIELEE.

2, MRS EEeXTEER. BENMNAEED.

3. ¥ CoAP @&, EF UDP, XH DTLS IEXRINZ, 4 LIREIEIASIEAEEL

&4 v1.0.0

AfmHEE: 2017-11-15

A&RIES: CiES

F&E®EE: Linux, GNU Make

RE:
1. MQTT thisGEHs: TS S HEREINEE loT Hub =iRiRS3:E, T&EE MQTT M o
2, RBEFFIEEXSS: BAAES BETFIFE.
3. RS TRINAEXIFRFAEFINB L NI

WRIFRE: BRRITE (bR ) ARSEEAE BN HT7TR


https://github.com/mcxiaoke/mqtt
https://cloud.tencent.com/document/product/634/11918
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C SDK EF&#stE
C SDK_Porting BEE&2EHLA

mIEEHAE: 2021-02-19 10:40:50

AENBINTIEREIR C-SDK BEZIBFEMHTES . C-SDK RARRLIR, SERMNNIRS SEHER
B, mHTEFE®BEN, —RIAFWEHMREHTIESHEERIR

C-SDK %14

Application Samples ¥ F 7= %1

API N H gm0

HEl
Services ‘F &R % = |
_ mmw .
D
Protocol ¥} )2 - K
POSIX socket AT socket TLS -
Network &2 Utilities

Platform HAL “F &% 2

S |

SIS
SDK #HEiRit, NEETHANAEERSZE. BOUMYE. MEE. BHERE.

WRIFRE: BRRITE (bR ) ARSEEAE B12 H77TR
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IRSSE=

YOEX B A=

EMEMREZ L, TMTRIFERERAEN, ’ELF, MX, HEEH, BELIRM OTA FIh&E,

1=

IRFiIRH loT FERXERIMENYEIE MQTT/COAP/HTTP,

R

SEMETF TLS/SSL ( TLS/DTLS) A3k, POSIX _socket (TCP/UDP ) A=l AT_socket HXRIME

%, FRRSTRIEFEEERFRMNYEEOR.

BEHhRE

TMPEFRAEGEENEERFARRIE, EEHNEFNEGFEEARBE, 58RIl
#85> HAL B0,

B SR B

HAL EXZR/IARAIEE, 735812 OS HXAY. MR TLS X8, IERiTEMBEXA. RSEBHEX.
SDK £ platform/os BRR6I7 Linux. Windows. FreeRTOS & nonOS EMZSAEHHKESH, o
E&ERBENBEREFEIRFESRIBE.

OS #xX#&0

10
1
12

13

RS

HAL_Malloc

HAL_Free
HAL_ThreadCreate
HAL_ThreadDestroy
HAL_MutexCreate
HAL_MutexDestroy
HAL_MutexLock
HAL_MutexUnlock
HAL_SemaphoreCreate
HAL_SemaphoreDestroy
HAL_SemaphoreWait
HAL_SemaphorePost

HAL_SleepMs

WRIFRE: BRRITE (bR ) ARSEEAE

15208

NSHRIBRFR

BAER,
o3 e 8
K2,
BZER
HEERH,
mutex Nk,
mutex f#i,
tEESE.
HRESE,

FHESE.
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RIZER: TLS #XRY HAL &0

RIZSHE R ORE

YOEX B A=

E—REEBE. WTFEENEENENHEFRSER TCP/IP MEHRIEKIRE, FTEXLH

POSIX_socket B9m%E HAL 0, A TLS/SSL MEZ&EREFESH TLS 88 HAL &0, mxdF
MCU+ iBH TCP_AT 4 19, NaJLli%iF SDK 1249 AT_Socket 132, FSLIMEXA AT &E4EIZO,
HTF POSIX_socket B9 HAL &0
Hrh TCP/UDP #EXx#0O8F POSIX socket FRESEM . TLS HXEOMKHT mbedtls B, BiEZE1H 5
RE% LEIAK mbedtls &, MNRERAHM TLS/SSL &, A£#% platform/tilsimbedtls #8XLMi#{Ti51E

&

UDP/DTLS #BXYRERTE(ERE COAP EiflRIIHEZ FERIE.

10

1

12

13

14

15

16

I

HAL_TCP_Connect
HAL_TCP_Disconnect
HAL_TCP_Write
HAL_TCP_Read
HAL_TLS_Connect

HAL_TLS_Disconnect

HAL_TLS_Write

HAL_TLS_Read

HAL_UDP_Connect
HAL_UDP_Disconnect
HAL_UDP_Write
HAL_UDP_Read
HAL_DTLS_Connect
HAL_DTLS_Disconnect
HAL_DTLS_Write

HAL_DTLS_Read

HF AT_socket i HAL 0O

B {EreswiEz AT_TCP_ENABLED %% AT_socket, Ml SDK il network_at_tcp.c A

WRIFRE: BRRITE (bR ) ARSEEAE

il

37 TCP &,
#FFF TCP i&#,
TCP 5,

TCP %,

E37 TLS &%,
BFFF TLS &%,
TLS B,

TLS i,

#2837 UDP &,
¥rFF UDP i&#%.
UDP &,

UDP i,

37 DTLS &,
#FFF DTLS &,
DTLS B,

DTLS %,

F14 H77]
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at_socket #M, at_socket EXEESIE, TECHM AT BORzR AT E4HIRE, AT {EEENRFESH
AT 1E22qh at_device BIIRENEEIIMK at_device op_t BYIREhECABIR], AJLASEE at_device BR THESZIFHY
t54E ., AT EORFESETMEBORPETHEZW, AREDEIRSEFPEBEIRRE at_client_uart_rx_isr_cb Bp

7], AIlA&%E HAL AT UART freertos.c SEMBEIFFESHISHE.

FS EREE

1 HAL_AT_Uart_lInit

2 HAL_AT_Uart_Deinit

3 HAL_AT_Uart_Send

4 HAL_AT_UART_IRQHandler
AR R TEPHERAY HAL £00

FS BRI

1 HAL_Printf

2 HAL_Snprintf

3 HAL_UptimeMs

4 HAL_DelayMs
REEBHEX HAL =0

YOEX B A=

15AA

et AT &0,

E#al AT &0,

AT BOREHE.

AT SRAZEBPETIRSER o

i52EA

BREREIES MR
o

BRERSIES NF

RRBRAEMIARCIETHERD
o

PRZEIERT, EAfIZERY

BN loT FEFEATFERTRNIEFER, ARNEEETRRRSERFEFERENNIESEFENE. T

2% platform/os/linux/HAL_Device_linux.c 7={5ISLI

]

BRI
HAL_GetDevinfo

HAL_SetDevinfo

! BAEITE (IbR) BRSERE

15208
IREIERIEN,

REERRT.

$15 H77TH
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FreeRTOS+IwIP E&#EtE1HEA

mIEE#AYE: 2023-05-10 18:03:35

AIHEN BTN =IEX C-SDK #1455 FreeRTOS+HIWIP £5&.

FreeRTOS #HEE/Y

FreeRTOS fEA— MARERS, EERMISZIBRRAERIESEBEESF OS Ui, EFRRRETFEIEE
ERERSNMREGHAMEE C iEfTE (I8 newlib 3t& ARM CMSIS E) #1 TCP/IP M&&hieE (40 lwlP ) 7
BB IIMRAREITES . ARSMRSFFANHEEFFAMRHEEAER, Eit{EiE C-SDK i, FERE
FRIRENRFERETER.

© ikhA:
SDK 7£ platform/os/freertos Emizit 7 —MEF FreeRTOS+HwIP+newlib f92ELH, iZ3EM
BRERE ESP8266 F& LISIEMIHD

HHEVGHS

EBEF RTOS ZAMNFERmEFLNEZFEE, —MREEZEHEER SDK #Y cmake & make i, Elitt
SDK 2T MENNEE, iRIEFEEHEXABMEE— 1 RIpsEE, XHEEANKBEXBEREE, B
[EAFEREREIH SRS

1. {82 CMakelLists.txt HECE RN freertos F&, HABBMETHEE:

BUILD_TYPE “release")
PLATFORM "freertos")

EXTRACT _SRC ON)
FEATURE_AT TCP_ENABLED OFF)

2. £ Linux BRETLA T <:

mkdir build
cd build
cmake ..

3. BIAJ7E output/gcloud_iot_c_sdk A, #{XEIHEXKENHE, BREXINT:

gcloud_iot_c_sdk

— include

| | config.h
| — exports

WRIFRE: BRRITE (bR ) ARSEEAE $16 H77:
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— platform
L— sdk_src

L— internal_inc

© WhA:
o include BR: SDK #tAF{ERAY API RaEJESH, HP config.h HRIERIFIEIERKIIIRIE
%o APlI BANRIESE EORTESHIRE .
o platformBZ®: FaExpNiE, AUREIFSHRFBR#TIENER . BANRERIBIESE
C-SDK_Porting EEE&TSIERGA o
o sdk_src: SDK B9 UiZERIMNIBXMAE, —RAFTEEN, HA internal_inc /3 SDK BEB
{ERRYL .

4. BRFA% gcloud_iot_c_sdk #NEIHBFFSHREFLIHE, FRIERFERIESRFER,

BwEo

£ Linux AZHIEEF5E ESP8266 RTOS F&aEE—1TiExH6l.
1. i88%F ESP8266_RTOS_SDK 3XEY RTOS_SDK 13z RiwiF=E, HEIBZ—IIMBTE,

2. 1 LEHEAY gcloud_iot_c_sdk B&, # W% components/qgcloud_iot o
3. £ components/qcloud_iot F, FHE— 1 HIFEENH component.mk, AFWT:

gcloud_iot_c_sdk/include \

gcloud iot_c_sdk/include/exports \

gcloud_iot_c_sdk/sdk_src/internal_inc
=\

gcloud _iot_c_sdk/sdk_src\

gcloud_iot_c_sdk/platform

Elt, &S gceloud_iot_c_sdk {EA—MAMEITRIET , ZEERAFPNRBEERATLIRRYEXMNES
C-SDK O TEERAIHE

WRIFRE: BRRITE (bR ) ARSEEAE 17 HTTR


https://github.com/espressif/ESP8266_RTOS_SDK
https://cloud.tencent.com/document/product/634/38259
https://cloud.tencent.com/document/product/634/38388

A BT

YOEX B A=

MCU+i&EH TCP_AT {2418

(FreeRTOS)

RIEEFAE: 2021-02-19 10:39:47

MFARRSMEZENEEND MCU, —RRA MCU+ @ifUEHRNSN, EifiEa (81 Wi-Fil2G/4G/NB-
loT ) —RRIRMHTEFROMI AT 5N MCU #TRMEER , $XX#iESR, C-SDK #%&7T AT-socket
MEE, MEREZ LR OYHIRSEX TS E. AXi@iREt3 MCU (FreeRTOS ) +iEH TCP AT #&4H#Y
BtrFR, W{@istE C-SDK HEANENZMENES

SDK &
FHEFIHARER C-SDK,

SDK IhEEEcE

{(EFER TCP {RARmIFEERINEEHENT:

B
BUILD_TYPE
EXTRACT_SRC

COMPILE_TOOLS

PLATFORM

FEATURE_OTA_COMM_
ENABLED

FEATURE_AUTH_MODE

FEATURE_AUTH_WITH_
NOTLS

FEATURE_EVENT_POST
_ENABLED

FEATURE_AT_TCP_ENA
BLED

FEATURE_AT_UART_RE
CV_IRQ

[=1
debug/release
ON

gcc/MSVC

Linux/Window
s

ON/OFF

KEY

ON/OFF

ON/OFF

ON

ON

WRIFRE: BRRITE (bR ) ARSEEAE

15208
RIEREIRE,
{EREMCEBHHEY

RIEFEEIRE, IDE BRAXE,

RIEEZEIRE, IDE BERAXE,

RIEREIRE,

BFZIRLEIMER VEBGEZRIAL .

RIEEEREERE TLS,

RIEEEREFERESMH LR,

AT 1548 TCP IfgEFX.

AT {REAFEHESZINREFF X

FE18 HT7TH


https://github.com/tencentyun/qcloud-iot-sdk-embedded-c

& BT v

FEATURE_AT_OS_USED ON AT {ZESZHENEEF X
B ) 2 SRR TAE . EEE
FEATURE_AT DEBUG OFF FAXA AT EHREARIIEE, BRAFEESIT

o

TSN

1. £ Linux FIZiETA TS S

build
cd build

cmake ..

2. BIA7E output/qcloud_iot_c_sdk A, ¥(EEXABENE, BRERNT:

gcloud iot c_sdk
— include
| | config.h

| |— exports
— platform
L— sdk_src

L internal_inc

@ iR8:
o include B#: SDK #tFAF{#EREE AP| RaJE25, HA config.h HRIERIFEIRE KR
Fo

o platform B=: FE&1EXHE, TRBSSFHEFBERHETESER.
o sdk_src : SDK Bz UiZERIMNEXAE, —IRAZEENR, H internal_inc 73 SDK A
ER(ERAYSL IS

3. AR gcloud_iot_c_sdk #ENEHBIRFENREEFLAERE, HRERFERENRFIER,

HAL E#iE

iB%S2%E C-SDK_Porting IEE&BEMA #TBE,

HFREEXA HAL 20, @2 LENRIFERSIER SDK 2189 AT Socket #EZE, SDK £iEH
network_at_tcp.c B9 at_socket ##[, at_socket EFREESIE, TELM AT SORIIRATERIRE, AT
1RAIREN B ESEM AT &SR at_device RYIREDEENI(A at_device op_t RYIRENECIENR], RILASER
at_device BRTRIEHFAIES

B#i SDK $334BXmRERE 89 Wi-Fi {28 ESP8266 12 T REEOSH, HiZaIBEtiBEEEMERS
=,

WRIFRE: BRRITE (bR ) ARSEEAE B19H7TR


https://cloud.tencent.com/document/product/634/38388
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A BAS
WP AR

i&a]2% SDK samples BR FHIBIEHITH L
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MCU+iEH TCP_AT {2418

RIEEFATE: 2023-05-2515:23:06

MFARRSMEZENEED MCU, —RRA MCU+ @BIfUEHNSN . EifiEE (81 Wi-Fi/l2G/4G/NB-

loT ) —RRIRMHTEF RO AT 5N MCU #iTRMEEN , $HXX#iESR, C-SDK #%&7T AT-socket

MEE, MEEZ LR OIYHRSEXREIE. AX@RE MCU (F OS) +i&H TCP AT #EHNBIRHF

15, NfaIiEtE C-SDK HENBNZMENES

HIRTFHE RTOS 75, at_socket MEZFWEHIENIMESHEER, NAEFEFLMEAR

IOT_MQTT_Yield FizIiRSin 78R, BSERNEONSFERIRERNER, RIS ZERAERE
SREINEA RTOS, @dEE FEATURE_AT_OS_USED = OFF i&##X OS K.

SDK F#
FHEFIRFGEN C-SDK,

SDK IhEEEcE

% RTOS {£HiEHH TCP EARmFEEXNEENT:

B
BUILD_TYPE
EXTRACT_SRC

COMPILE_TOOLS

PLATFORM

FEATURE_OTA_COMM_ENA
BLED

FEATURE_AUTH_MODE

FEATURE_AUTH_WITH_NOT
LS

FEATURE_EVENT_POST_EN
ABLED

FEATURE_AT_TCP_ENABLE
D

WRIFRE: BRRITE (bR ) ARSEEAE

[Ty
debug/release
ON

gcc/MSVC

Linux/Window
s

ON/OFF

KEY

ON/OFF

ON/OFF

ON

15R8
RIEFEIRE,
{EREFCADHMEN o

REREIRE, IDE BRAXE,

RIEEZEIRE, IDE BRAXE,

RERERE,

BFEZIRLEIMER VB BGEZRIALE

IRIEEEESERE TLS,

RIEEEEEEREN LR,

{E8E at_socket i,

F2N1H7TR


https://github.com/tencentyun/qcloud-iot-sdk-embedded-c

& WS —

FEATURE_AT_UART_RECV_|

RQ ON {EgE AT SROPEZIL,
FEATURE_AT_OS_USED OFF at_socket {84 RTOS FISfER.
INES SRR IDBE I R=2
FEATURE_AT DEBUG OFF BOAXE AT EEHFHIhEE, BRAEE
B,
TR HHEN

1. £ Linux BEis1TA & <$:

build
cd build

cmake ..

2. BIAJ7E output/gcloud_iot_c_sdk /1, #%kEIHBXHEHE, BREXRINT:

gcloud_iot_c_sdk
— include

| — config.h
| |— exports

— platform
L sdk_src

L— internal_inc

OR';!:E
o include B®: SDK #tBP{EAI AP RaIE24, H config.h AIRIERIFERERERIE

]

Ao
o platform B®: FaAXpE, ATRERSHEFERETESER.

o sdk_src : SDK Bz iERimYExXAE, —BRAFTEEM, Heb internal_inc 73 SDK A
ER(ERRRYSL 315

3. AFPA% gcloud_iot_c_sdk ERFIEBIRFERNEEFLHE, FRIEREERIESRRFER,

HAL E#iE

i55%2% C-SDK_Porting EEF&BEMNA .

MFMEEX HAL 20, B LENFmFERCERE SDK 12489 AT_Socket 1E%2, SDK &iER
network_at tcp.c B9 at_socket $&0, at socket EAREEMRIE, BB AT ROKNRE AT &EEHIK,

AT {EABNRAFTELM AT 1E5H at_device FYIRENZEIIE at_device_op_t RIIRENIZOIBNE], AJLISHER

WRIFRE: BRRITE (bR ) ARSEEAE $22 7T


https://github.com/tencentyun/qcloud-iot-sdk-embedded-c/blob/master/docs/C-SDK_Porting%E8%B7%A8%E5%B9%B3%E5%8F%B0%E7%A7%BB%E6%A4%8D%E6%A6%82%E8%BF%B0.md

> WS s

at_device BRTHIEXIFAESR . AT BORENFESTILORIPEEW, AREPREIRSSZERFSiERBERESRE
at_client_uart_rx_isr_cb Bia], aJlA&% HAL_OS_nonos.c SLMBEIrRFEHBIE,

WSSiZEHE

i&a]2%E SDK samples BR FHIBIEHITHE

WRIFRE: BRRITE (bR ) ARSEEAE E23 H7TR
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C SDK =A%

mIEE#AYE: 2023-05-25 15:23:06

ARERE, MEMNFESSERIESMENRENSXNE, BURETSHAMESR, BEFRNEBBIRRESHEIR
AIREIEAN . ETLIMELA TR T BRSNS REERSFIEAIRE.
MEMRSR

REFEBER
NESBAMRRS, HHEBRENTHRE. IEHRRLUTES, EEENERSOKEEAE.
EHREEBYTANESIAE, YARSNTARES: 8 ID (Productld) | BE%

(DeviceName) . @FiEBXH (DeviceCert) . i85FAH3H ( DevicePrivateKey ) , HHEHEX
HIFASAIEEFESER, B—3IR,

FRISFEBIFEANRSINE, $RES=7EER: R ID (Productld) . &&&
(DeviceName) . i2%%$8 ( DeviceSecret) , HhigEFZERFEEER
IREZAR lE~m i, BEREINESNERRE, MTEFR:

gIEEF~m X

AR * il EEMm

l
Hl
1
i)
L[
Ao
}
|j|'|-|
|2}

TIETET, « JSON EEN

WRIFRE: BRRITE (bR ) ARSEEAE $24 #H7TR


https://cloud.tencent.com/edu/learning/quick-play/2896-54332?source=gw.doc.media&withPoster=1&notip=1
https://console.cloud.tencent.com/iothub/product
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RESIBERRR

REEBRIRDHIMERRDSER, BEENANEREIRSNE FERE.
mERR

tIErmiE, AMENEE EHEe EEBET = APl E1CERE, FHIRINNANRERER, 1§ LRNMNTANE
=RAER, MRFEFIEERT, RREEBKNEP, 8F SDK ESTHIZNEFHIRSEER, #TREA
iEo

BhiSHR

MERS: FSEESFEENTMECERE, SMEFNE, HIGMEANEEYE, FaBIERRNG
X, TMHN: FREBBRERFFRNEIESEMINEE, WeER~mER (ProductSecret) . A—F=mTHY
FRERSEEFIETLIRRE—N=RI(ES, B & ID (Productld) . =m#$8 (ProductSecret)
g, BEsSERNARNIREIFEMEEHFET, RAEERARBERN=cHEENTRERHTIRSE
TAIE,

EREFRIRES (DeviceName ) RIER;: SEAXFEMORRERABMIFEE, WREA2UMHSSH
Bo&mkl, BRFIER—F=& ID (Productld ) FHIREEAFAEE, —iREL IMEI sk& MAC ithhit, &iF
BaSEMNERAERABMRECE, WEBEREEMERATES, BRENSEMHSRICFRIENIZEE
BEANSERANRER, LA E—EEERErRERtEENLTLRE .

°, :ﬁ SiEMEERF~RED (ProductSecret) &2, BUAFERKHWLZLIRE,
MERRREMERE
BHEEBA
IEHIg&ESEIINT HAL API:
HAL_API 548H
HAL_SetProductID IREm ID, BAFREIESKEEFENE,
HAL_SetDevName IRBEIRER, UREFEHEIESKEFENRE,

HAL_SetDevCertNam
e

REIRFIEBNHR, IEBXHEEREE certs XIFER,

HAL_SetDevPrivateKe

yName IREIRFIEPIAANHR, AAXHFEREE certs XHER,

FiHIESCIMIT HAL API:

WRIFRE: BRRITE (bR ) ARSEEAE B25 H77:


https://console.cloud.tencent.com/iothub
https://cloud.tencent.com/document/product/634/19468
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HAL_API
HAL_SetProductIiD
HAL_SetDevName
HAL_SetDevSec
RS RIREY
IEBiReESEIINT HAL API:
HAL_API
HAL_GetProductID
HAL_GetDevName

HAL_GetDevCertNam
e

HAL_GetDevPrivateKe
yName

iR ESCMIT HAL API:

HAL_API
HAL_GetProductID
HAL_GetDevName
HAL_GetDevSec
il

o WMIIRILIEERSE

YOEX B A=

i5AR

RE~m ID, $RFREIEZEEEFENR,.

IRBIRER , UAFHEIESEEEEN R

IREIRERH, CAFHREIESXREEFENE, BMEMNR.

15A8
KA Do

IRENSE R o

RENLEIEB NS

IRENRFIERFAAS R o

1A
IREN=mm Do
IRENIZ R o

IRENIS B, SEARINENT, SRS EEEREN .

static Devicelnfo sg_devinfo;

static int

{

int ret;

ret =

WRIFRE: BRRITE (bR ) ARSEEAE

(MQTTInitParams* initParams)

((void *)&sg_devinfo);
if(QCLOUD_ERR _SUCCESS != ret){
return ret;

$26 H77TH



initParams->device_name = sg_devinfo.device_name;
initParams->product_id = sg_devinfo.product _id;

o IREERIREN

int (void *pdevinfo)
{
int ret;
Devicelnfo *devinfo = (Devicelnfo *)pdevinfo;

((char *)devinfo, 0, sizeof(Devicelnfo)):
ret = (devinfo->product_id, MAX_SIZE_OF_PRODUCT ID);
ret |= (devinfo->device_name, MAX SIZE OF DEVICE_NAME);

#ifdef AUTH_MODE_CERT

ret |= (devinfo->devCertFileName,
MAX_SIZE_OF _DEVICE_CERT_FILE_NAME);

ret |= (devinfo->devPrivateKeyFileName,
MAX_SIZE_OF _DEVICE_KEY_FILE_NAME);
#else

ret |= (devinfo->devSerc, MAX_SIZE_OF_DEVICE_SERC);
#endif

if(QCLOUD _ERR SUCCESS != ret){
("Get device info err"):
ret = QCLOUD_ERR_DEV_INFO;

return ret;

o ENSHER

static int (unsigned char *buf, size_t buf len,
MQTTConnectParams *options, uint32 t *serialized_len) {

int username_len = (options->client_id) +
(QCLOUD_IOT_DEVICE_SDK _APPID) + MAX CONN_ID_LEN + cur_timesec_len
+ 4;

WRIFRE: BRRITE (bR ) ARSEEAE E27 #H7TR




options->username = (char¥*) (username_len);
(options->conn_id);
(options->username, username_len, "%s;%s;%s;%Id", options-
>client_id, QCLOUD_IOT_DEVICE_SDK_APPID, options->conn_id, cur_timesec);

#if defined(AUTH_WITH_NOTLS) && defined(AUTH_MODE_KEY)
If (options->device_secret !|= && options->username != ) {
char sign[41] = {0};
(options->username, (options->username), sign,

options->device_secret, options->device_secret len);

options->password = (char*) (51);

if (options->password == ) (QCLOUD_ERR _INVAL);

(options->password, 51, "%s;hmacshal", sign);

EhSIRFRR MR

o FlER RS RENSHB

(int argc, char **argv) {

((char *)&sDevinfo, 0, sizeof(Devicelnfo));
ret = (sDevinfo.product_id, MAX_SIZE_OF_PRODUCT _ID);
ret |= (sDevinfo.product_key, MAX SIZE_OF PRODUCT KEY);
ret |= (sDevinfo.device_name, MAX_SIZE_OF_DEVICE_NAME);

#ifdef AUTH _MODE_CERT

ret |= (sDevinfo.devCertFileName,
MAX SIZE_OF DEVICE_CERT_FILE_NAME);

ret |= (sDevinfo.devPrivateKeyFileName,
MAX SIZE_OF DEVICE_KEY FILE_NAME);

If(QCLOUD_ERR _SUCCESS != ret){

("Get device info err");
return QCLOUD_ERR_FAILURE;

if(! (sDevinfo.devCertFileName, QCLOUD_IOT_NULL_CERT_FILENAME)
]! (sDevinfo.devPrivateKeyFileName,
QCLOUD_IOT_NULL_KEY_FILENAME)){
("dev Cert not exist!");
infoNullFlag = true;

WRIFRE: BRRITE (bR ) ARSEEAE 828 H77™




("dev Cert exist");

#else
ret |= (sDevinfo.devSerc, MAX_SIZE_OF_PRODUCT _KEY);
If(QCLOUD_ERR _SUCCESS != ret){
("Get device info err");
return QCLOUD_ERR_FAILURE;

if(! (sDevinfo.devSerc, QCLOUD_IOT_NULL_DEVICE_SECRET)){
("dev psk not exist!");
infoNullFlag = true;
}else{
("dev psk exist");

}
#endif

o RieahSHE, FREFHENREER

if(infoNullFlag) {
If(QCLOUD_ERR_SUCCESS == (&sDevinfo)){

ret = (sDevinfo.device_name);
#ifdef AUTH_MODE_CERT
ret |= (sDevinfo.devCertFileName);
ret |= (sDevinfo.devPrivateKeyFileName);
#else
ret |= (sDevinfo.devSerc):
#endif
If(QCLOUD_ERR _SUCCESS != ret){
("devices info save fail"):
}else{
#ifdef AUTH_MODE_CERT
("dynamic register success, productIiD: %s, devName: %s, CertFile:
%s, KeyFile: %s", \
sDevInfo.product_id, sDevinfo.device_name,
sDevinfo.devCertFileName, sDevinfo.devPrivateKeyFileName);
#else

WRIFRE: BRRITE (bR ) ARSEEAE B29 H7T7TH
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("dynamic register success,productlD: %s, devName: %s, devSerc:
%s", \
sDevinfo.product_id, sDevinfo.device_hame, sDevinfo.devSerc);
#endif
}

}else{

("%s dynamic register fail", sDeviInfo.device_name);

IREERMNSHEMING, BIEMMBERRIINEE. FEMMERESTERRIRE—E.
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C SDK f{ERi%EA

mIEEFRAYE: 2021-02-19 10:44:30

BN ZYEXMigEin C SDK (kRS HMEERXIMIEEE, AMEXMMRFEARIBILEIRRERZN IR,
HNZimH TR @EEAIEED -

@ iRH8:
EhRAVv3.1.025, SDK MimiFHRE, (SBREREMETTEGNRK, BT IR EN.

C SDK iEHEH

C SDK RAERRLIIT, SEZMNIRSSEHIRE, HRMKIFHEERNMNSHEEL, EATARIR
BNFLRESFERRER.

BE&EMEENEDFHER Linux/Windows IRMERSRISSE

MNFEFMEBERNEDFHERRE Linux/Windows RHRNRE . G0 PC/IRSSER/IMXIEE, RESRIIERA
NBWEIRE, THEEEZSE LHFIE!T SDK,

HWFHRERFEFHHRAN Linux 128, MNEARKIZR toolchain B& glibc sk3EIRIE, aJLUREEIE
socket i&ifl, select @¥ 10, :IBRFDE, KENATE/(RIR/BENEUITENRE, LARIGRERFP
Mutex Hl#l (IREZEBLEIEN ) FERFR, WREMERISE (F10, £ CMakeLists.txt 5k
make.settings BIE3I R FwiFEANRTE ) BIRIHRiFIETT SDKo

REMEENENHEA RTOS RENRE

MFEEMEZENLEDFHRA RTOS IIEXMIZE, C SDK BEHMWAR RTOS HistEiEE e, Bl
C SDK B&i&ft 7 8% FreeRTOS/RT-Thread/TencentOS tiny 2/ EEYIEXMAI RTOS E&.,

£ RTOS ig&#18 SDK B, MNRTFEERM TAEM newlib A C iZTTEEFIZEML IwIP AIERAT TCP/IP #1Y
te, WsEEH TIFthaEiase

MCU+ isiiRandie s

MFFESMLIEALEIH MCU, —fi2RA MCU+ EifliEEmNA, @EifiEA (8% Wi-Fi/2G/4G/NB-
loT) —fRETEF LA AT 15U MCU #1TRSGZER . §#xiXfisas, C SDK#ET AT-
socket MEE, MEEZ L OINYNIRS B REE . FHRHETET FreeRTOS MIAHIRERR
(nonOS ) A AY HAL M,

BRUtzoh, BERZVBRIEIRETEMN AT 1898, NMEEEETM TIZIESE, WiRSENNENELE
B, FEABREFEY, HXMiEs, ESEERBNEES AT REE/N MCU AT SDK.

WRIFRE: BRRITE (bR ) ARSEEAE B HTTI


https://github.com/tencentyun/qcloud-iot-sdk-tencent-at-based.git

& WS —
SDK BR&HE1t

BREMRINEX =TT

2R
CMakelLists.txt

CMakeSettings
.json

cmake_build.s
h

make.settings
Makefile

device_info.jso
n

docs

izl
cmake fwiFEAN .

visual studio F#Y cmake EEEXH,

Linux TR cmake BIRIFHIA

Linux T&ER Makefile EIERIZFNIEE Y

Linux TER Makefile EiERIFE.

IRBIEEXH, 2 DEBUG_DEV_INFO_USED=OFF B, 1§MiZ3 4Tz

&BiER.
Xi5HER, SDK EARRFEE TERIRANME.

external_libs FB=FPRESHHE, B4 mbedtls,

samples REFR7RHB o

include RS P ERRIIMEBL S
EEEXREEXY, BaRETHYERR OS

platform ( Linux/Windows/FreeRTOS/non0OS ) , TLS (mbedtls ) LA AT #£ATF
AYSEM .

sdk_src SDK #ZUiBEY R IRS 8.

tools SDK BEEMNRIFRABERMETIR,

SDK #miEB kB

C SDK Z#F=MimiER:
« cmake B,

 Makefile 5.
o {CHSHMENS TN,
wERNARRFEEERNIFMABIESE FFRERE 1 HEFFIRE .

SDK Ffilisie

WRIFRE: BRRITE (bR ) ARSEEAE E3I2H7TT


https://cloud.tencent.com/document/product/634/38256
https://cloud.tencent.com/document/product/634/38257
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C SDK #J samples BRBERSEANEERITH, XFETRAIBYFMIRIE, $2% SDK XEER TARBME,
MEXRIEEESREFILIZFIR MQTT BEAHRAER, E2%F MQTT HRiEAIT,

o3t A

OTA H& API Tl

M SDK hzA3.0.3F4, OTA ARG TEI=EEE, SEHFTHIEPMREIRNZREXEMFERHEITET, =
LSEETHMEHNSRE, ERRIKETHIHETLARARANEFIETHE, ENRTHERS FE.
EXX—IEEZE, OTAEX API ERBGERETEWN, FM3.0.2REAGRIRFHAERIIAR, FEEN
BAFZEMRE, BNEMTHSXM, i52% samples/ota/ota_matt_sample.c #{FEM

RBaEER

ATREAEEN, FIEFSME, SDK 3.1.0AMEBLEE . RERRGRHITTEE, WFM3.0.3%1L
BIRIRRAFERAIRAR, BILAE Linux BRETEMIT tools/update_from_old_SDK.sh Ei#, MBESHIAFKE
miTRFER, BRTRTTIAERERMRARN SDK,

|=ERE Han g
QCLOUD_ERR_SUCCESS QCLOUD_RET_SUCCESS
QCLOUD_ERR_MQTT_RECONNECTED QCLOUD_RET_MQTT_RECONNECTED

QCLOUD_ERR_MQTT_MANUALLY_DIS QCLOUD_RET_MQTT_MANUALLY_DISC
CONNECTED ONNECTED

QCLOUD_ERR_MQTT_CONNACK_CON QCLOUD_RET_MQTT_CONNACK_CONN
NECTION_ACCEPTED ECTION_ACCEPTED

QCLOUD_ERR_MQTT_ALREADY_CONN QCLOUD_RET_MQTT_ALREADY_CONNE

ECTED CTED
MAX_SIZE_OF_DEVICE_SERC MAX_SIZE_OF_DEVICE_SECRET
devCertFileName dev_cert_file_name
devPrivateKeyFileName dev_key_file_name

devSerc device_secret
MAX_SIZE_OF_PRODUCT_KEY MAX_SIZE_OF_PRODUCT_SECRET
product_key product_secret.,

DEBUG eLOG_DEBUG

INFO eLOG_INFO

WRIFRE: BRRITE (bR ) ARSEEAE $E33H#H77TH
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WARN

ERROR

DISABLE

Log_writter
qgcloud_iot_dyn_reg_dev

IOT_SYSTEM_GET_TIME

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

eLOG_WARN
eLOG_ERROR
eLOG_DISABLE
IOT_Log_Gen
I0OT_DynReg_Device

I0OT_Get_SysTime
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fmirEcEIRAA

IEEHAYE: 2021-02-19 10:44:08

AR C SDK MRFARFRmIFEBEIEIUHITIRE, HNAET Linux Fl Windows F&EIIE FRIRFHIEE
BLARRiETH.

C SDK &i¥p5 =ikt

C SDK ZHFUTHIFA -
cmake B

o HWEFERH cmake (EABESNmETR, XFE Linux #1 Windows AFEFE F#1THmIFE.
« cmake B3R CMakelLists.txt {E/a4RiFE Eikin A .

Makefile 5=

o WFAZHF cmake BIFIRE, (#EF Makefile BEiZRIENA -

» Makefile {5 SDK v3.0.3RZHIRIRAFRIT—H, KA make.settings {EAMRmIFREIETUIAXG, €
M5k EHfT make BT,

RRBHHES

o ZHNARIEERIERINEE, BEAXABHIE—RMmAINHEE, XHXEEHNBEXEREE, HERAR
EUEMTIBCHARFER,

o ZAREEWKT cmake TH, 7 CMakelLists.txt hECERXIDEEERIFFR, 71§ EXTRACT_SRCig
B ON, £ Linux FEE1TUATF#HS:

mkdir build
cd build

cmake ..

« BPEIZE output/qcloud_iot_c_sdk FkEIBXAEXHE, BREXNT:

gcloud iot c_sdk
— include

| | config.h

| |— exports

— platform
L— sdk_src

L internal_inc

WRIFRE: BRRITE (bR ) ARSEEAE S35 #H77]H
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o include B#7 SDK #tAFERR API RAZSH, HA config.h AIRIERIFEREMRIFER o
o platform BRAFEEBRXANE, FTIRERSFHEKIERHTESEE

o sdk_src 73 SDK Rt MZIERIMNEXE, —iREFEN, HA internal_inc 73 SDK AEMERRISLIL
o

@ %HB:
BRI qcloud_iot_c_sdk #NFHBIFFANREFERAE, FRIBEFBRIEMRFIEIR,
C SDK #miFikInikx A
HRiFACEIE

A TFEEIRIRAES S EHERATF cmake 1 make.setting, cmake HfJ ON {EXINF make.setting B9 y,
OFF ¥RMF no

=4 cmake # iz1:3
e release: ABH IOT_DEBUG {58, FiF
#HHE release BRTo
BUILD_TYPE release/de x ~ ‘
bug o debug: EM IOT_DEBUG {8, Hi¥iH
% debug BRT-
EXTRACT_SRC ON/OFF {CHBIMBNThEEFFX, (XXIEA cmake BX.
- NI=F3 i yszon
COMPILE_TOOLS gee X#F gecc m_svc, ‘i’.ﬁjl«)\z.xﬂﬁlﬁso {540
arm—-none-linux—gnueabi-gcc,
PLATFORM Linux &1& Linux/Windows/Freertos/Nonos.
FEATURE_MQTT_COMM_E =
- - - ] EFL‘?\ o
NABLED ON/OFF MQTT & Frk
FEATURE_MQTT_DEVICE_S ez
HADOW ON/OFF 12%5’«?&;\;:':*0
FEATURE_COAP_COMM_E
- - - ‘ﬁ‘é% o
NABLED ON/OFF CoAP BEEHX
FEATURE_GATEWAY_ENAB ON/OFF R TNAEE TR
LED
FEATURE_OTA_COMM_EN ON/OFF OTA BEHHEKEESFX.

ABLED

FEATURE_OTA_SIGNAL_CH MQTT/CO OTA [E9iEiE2EE,

WRIFRE: BRRITE (bR ) ARSEEAE 36 #77:m
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ANNEL AP
FEATURE_AUTH_MODE KEY/CERT BEANAEST .
OFF: TLS (&8t

FEATURE_AUTH_WITH_NO ON/OFF © ‘ &
TLS e ON: TLS x%id.
FEATURE_DEV_DYN_REG_ raz = s
ENABLED ON/OFF 12%51.]'@135%;?*0
FEATURE_LOG_UPLOAD_E .
oy ON/OFF B LIRFX.
FEATURE_EVENT_POST_E
o ON/OEF = HRFFE.
FEATURE DEBUG DEV INF

- —DEV_ B (S SRR
0_USED ON/OFF REREEIREEEEREHX
FEATURE_SYSTEM_COMM P
_ENABLED ON/OFF FEEaEFFX.
EEATURE—AT—TCP—ENABL ONJ/OFE AT 1848 TCP &S,
Fﬁ?‘g URE_AT_UART_RECV 4\ /oFF AT {EERRRES AT
FEATURE_AT_OS_USED ON/OFF AT {EHZ&IZThEEF X
FEATURE_AT_DEBUG ON/OFF AT {EHIEARIhEEF X
FEATURE_MULTITHREAD_T o\ /opF EREE Linux SEELERE.

EST_ENABLED

BEERZEFERBRXR, SRBERIYEAERER, SBoREERAEH, EE2WMT:

=i {REGE IR 5E
FEATURE_MQTT_DEVICE_S

HADOW FEATURE_MQTT_COMM_ENABLED ON
EEATURE—GATEWAY—ENABL FEATURE_MQTT_COMM_ENABLED ON
FEATURE_OTA_SIGNAL_CHA FEATURE_OTA_COMM_ENABLED ON
NNEL(MQTT) FEATURE_MQTT_COMM_ENABLED ON
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FEATURE_OTA_SIGNAL_CHA
NNEL(COAP)

FEATURE_AUTH_WITH_NOT
LS

FEATURE_AT_UART_RECV_I
RQ

FEATURE_AT_OS_USED

FEATURE_AT_DEBUG

REERIEH

FEATURE_OTA_COMM_ENABLED
FEATURE_COAP_COMM_ENABLED

FEATURE_AUTH_MODE

FEATURE_AT_TCP_ENABLED

FEATURE_AT_TCP_ENABLED

FEATURE_AT_TCP_ENABLED

YOEX B A=

ON
ON

KEY

ON

ON

ON

EBN=VBEHStIEREZE, FEIBIREER ( ProductiD/DeviceName/DeviceSecret/Cert/Key X

4 ) EeE7E SDK A BEIERIZTT. EHAME, SDK IREAMLAEFRISEER:
ERIERES (4RiFER DEBUG_DEV_INFO_USED =ON) , M

platform/os/xxx/HAL_Device_xxx.c FEMISRER, EEXGRARIESTRILMERXME.

FREREXMHT (4miFER DEBUG_DEV_INFO_USED = OFF) , MfE device_info.json {4{Ep4ig
#EE, A TENREEEFFENRFE SDK, £ Linux/Windows & THEEFERXMER

WRIFRE: BRRITE (bR ) ARSEEAE
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RiFEFE (Linux #1 Windows )

mEEFRYE: 2023-07-24 18:00:54
Linux (Ubuntu ) #iE

© E8:
AER{ER Ubuntu B9RRAS7316.04

1. BERHREK
SDK F&Z cmake RAE3.5ULE, BAZER cmake IRARR, BRIFEW, BRE TH H28F 28R
B8 #1T cmake $¥FERFITHSRE.

$ -y build-essential gcc cmake

2. BEEEM
{£2% SDK RER T CMakeLists.txt 34, HBFRIATEREFE (LABRAMLRERG) :

set(BUILD TYPE "release")
set(COMPILE_TOOLS "gcc")
set(PLATFORM "linux")
set(FEATURE_MQTT _COMM_ENABLED ON)

(

(

(

set(FEATURE_AUTH_MODE "KEY")
set(FEATURE_AUTH_WITH_NOTLS OFF)
set(FEATURE_DEBUG_DEV_INFO_USED OFF)

3. T GRE
3.1 ERREREZAINT:

.Jcmake_build.sh

3.2 WmBAIESE, SKERRBITE output/release ik,
E—RREmEZE, ERBERFRE, WHTLATRBE:

.Jcmake_build.sh samples

4. WBREER
BEBNZYENESLIZIREFER (MBHAMEREHE) , HS5E SDKBBRT device_info.json
B, REMREBIT:
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"auth_mode":"KEY",
"productld":"S3EUVBQAZW",
"deviceName":"test device",

"key deviceinfo":{
"deviceSecret":"vX6PQqazsGsMyf55Mfs60A6y"
}

5. iBf3HI
THIEEAIF output/release/bin XX, FIMNiETT data_template_sample 7=, HA
.Joutput/release/bin/data_template_sample BiA],

Windows #iE
TREVFIZ23 Visual Studio 2019FF &5 1E

1. i5ihiE Visual Studio TEiMigL , TEHFZEEE Visual Studio 2019, A THLZENE16.2kRA
Community,.

Visual Studio 2019
EAT Android, i0S, Windows, Web Hl=pilheissSRIERTTE

1445 (IDE)
Community Professional Enterprise
R 162 ThEEsEARY IDE, R EESNEEEEIL ERTEAAEZAR
- #FE FHEADE  IDE TEHEIERRE
SETAER
HshE FHmss > TETEE TETEE >

inEEREE

2. %&F “fEA C++ MEEAR” , HifRIiE “AF Windows B C++ CMAKE IH” ,

WRIFRE: BRRITE (bR ) ARSEEAE 5840 #£77R
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EEE ¥ — Visual Studio Community 2019 — 16.2.5 X
TIEME B EE THEUE
Web M (4) ZARFAE R
i i > Visual Studio ¥ R4EEE
ASPINET 30 Web H &, Azure FE %
@ 17 ASPINET\ ASPINET Care s HTMILlavaSeript 1S VLN BT IFE R AR TS Docker SHITE v A Ce+ MR T A
Docker SHSHTEEAR Web RS « 0 Acure 50K TEAGE - B

C+ BB EIIHE

ol
=3

@) Pribon A (5] NedeisF& /] V142 - + x64/x86 £ BT EWT..
i Python #THEE « It REAFEAEANDEIE- . #A Vgegs(—’\ﬁﬁﬁ%{*ggi};ﬁﬂ JavaScript IEFFIE = e 7
FRRERH IR R AR - o
HMcr+ TR
Windows (3) | 2 T windows g c++ cvake TR |
M| c+ or vi42 £ ik T B(x86 1 x64)
B foamre (] R c-cmams ] HiTEEE
85 C=, Visual Basic 30 F# 4G WPF , Windows BHA0lE 65 Microsoft o+ THEE \ ATLE MFC 2R Windows 51 = st EmE
HEERERE- EEAER =
M

Ce

C forvi4z H(x36 7 x6
Sl B Windows TS IFC forvi4z AT B(xee I x64)
L |

T8 C= . V3, 3 C-- (FIEARA Windows PARIRER 7 viaz ERTAN4228 Cr/CU 8
2o AT via2 £ TAM C++ 2
RiER
ERT Sws 3
IncrediBuild - 2 BN
ot FHRMHE (O 12668
D:\software\vs2019 B HiEih®E 33468
HESziE 4668
f&éﬁ%ﬁﬁﬁﬂ”ﬂ%‘ﬁﬁﬁ v’\sualStuono)ﬂEIE*JlﬂEE HABEAVHER Visual Studio TREEHEREF - VR ITRIGVFR] . A2 =R ST ERARIANT eI A oy 5
« R T TR AT THMEE v om%

SEHIET
1. i&17 Visual Studio, EF¥IFARI MR, FHikiEFTHA C SDK BR.

Visual Studio 2019

T ERERNRER)

£6F Visual Studio B, $RFIFTROMERIME. Srif=Ealr 4 aRE R mirit A e thisE .
ALEET AR TR S, LEsRs i TR,

2. BEBNZMBMBEERNSEMIFMNIBEE (LABHANEREHE ) , 5% device_info.json H,
BHEEEIT:

"auth_mode":"KEY",
"productld":"S3EUVBQAZW",
"deviceName":"test device",

"key_deviceinfo":{
"deviceSecret":"vX6PQqazsGsMyf55SMfs60A6Yy"
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3. MEHTFRERRA CMakeLists.txt, HifiAwiFTREFIRERNTFES/ Windows Hi&iFTE7A MSVC,

B build

B certs

docs

external libs
include
platform
samples

sdk src

tools
.gitignore
cmake build.sh
CMakeLists. ot

|
|
|
=
|
|
B
iE
gl C
[

LICEMNSE
(Lo make.settings
i [ Makefile
i3 README.md

set(COMPILE_TOOLS "MSVC")
set(PLATFORM "windows")

4, Visual Studio £Bzh&ER cmake &E1F, 5% cmake EEF&ERNSEE.

E ra

\COMMONT Y IO\ COMMOREX TERSTONS \WICEDSOFT \CMARE W Make  bin\omake. exe” —G “Hinja

— done

= done

fied variables were not used by the project:

MFILER

ave been written to
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5. BEFEMRER, HIREMR > 2BERM.

WEN MMBE((P AR
F7

Ctrl+ Alt+F7

6. IEFENIYREIETT, THINSAPESEMR

M x86-Debug

aircond_sha

coap_sample

oap _sample.e

door_magtt sample.exe

ota_magtt_s

‘:hi?ll"l_l'u'l._ AT
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MQTT REAI]

miEEFRAYE: 2023-05-10 18:03:35

AEHEZEMBINAEENZMERIE(S loT Hub =& EIEIREHINR, H44S C-SDK 89 mqtt_sample 12
AR EmEE MQTT MHUEREIENZ loT Hub, #TiHRRIEMIZIL.

HISIRE

IR MR

1. BF VENEEEGES , BHEMNRAFTRIIER.
2. BAFRIIRTHE, PHURHTR.

3. FERHAGRINF = RNESR, EFETREBEN~RXE, ARSI, ERHAMESXMBEEN, HFEA~n
ik, ARRERE. (NWFEEEERSE, ARTEERE, )

EUEFF=m X

FRER. | EETR TEMTm

AU R, * uEHLAE ZiEAIE

IEES, JSOM EEM

e
4. FRUIERRE, EERNFRRE T, BEREFIIER.
5. MiRBYIRRTE, PEHRMINEEH.
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O WMRFERIMESNDERIAE, BMARESHRING, NicREEEPHTRIEE, THRESPRER
A FIRFIE B AT IR B EE X RIEERIEN

@ CrlFEEngsE, & FeEAEmeEEs!

S test1 7|pE

AR PEEFECIEEAPNREES, FatFENE, 25, BRoA2FEFSRENRD, B
FARNEGERIEB ALz S RFAH.

FHEERRSE EEREFIER
O MEBFRIMEFRAZHALE, MANRERIRAINGE, SESEPETRINNRENESR.

© ChREnhgE, FEEREEH

0

AR FREFAECNREEE, BRtEXE,
FHAEERE IREIEESIFER

t& Topic

1. EERNFRRE T, RENRIIE.
2. HABRYIZRRE, BEd Topic BUIR.

3. EiEaY TOpiC HRTREH, WA data, #iﬁ%ﬁ"d’ﬁﬂﬂﬁ?ﬂ&ﬁﬁﬂiﬂ, EE“EO
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=WaEXETE, #3F, MiEEs: FEERZER /5B
+=r—HR, ERHEE, FEEaaal; KERSH1-64{

FAEIER y-Z i} v

e -

4, fERB&eIEY productiD/A\${deviceName}/data B9 Topic, EF-mRERSIRIIRPENTEEZ=RAIFR
BBRR,

WEETTPIER
TEHARTE Linux MBRIFIEIT matt_sample =6 ( LAZBINEZZHH )
1. #RE SDK

1.1 (€2 CMakelLists.txt MR TIEIRELE:

(BUILD_TYPE "release")
(COMPILE_TOOLS "gcc")
(PLATFORM "linux")
(FEATURE_MQTT _COMM_ENABLED ON)
(

(

(

FEATURE_AUTH_MODE "KEY")
FEATURE_AUTH_WITH_NOTLS OFF)
FEATURE_DEBUG_DEV_INFO _USED OFF)

1.2 ATHIAGRIE

.Jcmake_build.sh

1.3 AT output/release/bin X,
2. ASREER
B LEEERZYELN loT Hub BIZRIRERIREER, 1H5EI device_info.json i,

"auth_mode":"KEY",

WRIFRE: BRRITE (bR ) ARSEEAE 5846 H77TR



"productld":"S3EUVBRJLB",

"deviceName":"test device",

"key_deviceinfo":{

"deviceSecret":"vX6PQqazsGsMyf55Mfs60A6Yy"
}

3. }v$T mqtt_sample THIER

.Joutput/release/bin/mqtt_sample
|2019-09-12 21:28:20|device.c| (67): SDK _Ver: 3.1.0,
Product ID: , Device_Name: test device
[2019-09-12 21:28:20|HAL_TLS_mbedtls.c| (204): Setting up
the / structure...
[2019-09-12 21:28:20|HAL_TLS_mbedtls.c| (246): Performing
the / handshake...
|2019-09-12 21:28:20|HAL_TLS_mbedtls.c| (247): Connecting
to/ .iotcloud.tencentdevices.com/8883...
|2019-09-12 21:28:20|HAL_TLS_mbedtls.c| (269): connected
with / .iotcloud.tencentdevices.com/8883...
|2019-09-12 21:28:20|mqtt_client.c| (125): mqgtt connect
with id: p8tOW success
|2019-09-12 21:28:20|mqtt_sample.c| (303): Cloud Device Construct
Success
|2019-09-12 21:28:20|mqtt_client_subscribe.c| (138):
topicName=$sys/operation/result/ /test_device|packet id=1932
|2019-09-12 21:28:20|mqtt_sample.c| (71): subscribe
success, packet-id=1932
|2019-09-12 21:28:20|system_mqtt.c| (80):
maqtt sys topic subscribe success
|2019-09-12 21:28:20|mqtt_client_publish.c| (337):
publish packetID=0|topicName=$sys/operation/ /test_device|payload=
{"type": "get", "resource": ["time"]}
|2019-09-12 21:28:20|system_maqtt.c| (63):
Recv Msg Topic:$sys/operation/result/ /test_device, payload:
{"type":"get","time":1568294900}
|2019-09-12 21:28:21|mqtt_sample.c| (316): system time is 1568294900
|2019-09-12 21:28:21|mqtt_client_subscribe.c| (138):
topicName= /test_device/data|packet_id=1933
|2019-09-12 21:28:21|mqtt_sample.c| (71): subscribe
success, packet-id=1933
|2019-09-12 21:28:21|mqgtt_client_publish.c| (329):
publish topic seq=1934|topicName= /test_device/data|payload=
{"action": "publish_test", "count": "0"}
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[2019-09-12 21:28:21|mqtt_sample.c| (98): publish
success, packet-id=1934

|2019-09-12 21:28:21|mqtt_sample.c| (195): Receive
Message With topicName: /test_device/data, payload:{"action":
“publish_test", "count": "0"}

[2019-09-12 21:28:22|mqtt_client_connect.c| (437):
mqtt disconnect!

|2019-09-12 21:28:22|system_mqtt.c| (98):
mqtt client has been destroyed

|2019-09-12 21:28:22|mqtt_client.c| (186): mqtt release!

4. MB|EREE

MTHEEERFRRFEREZ MQTT A Publish 2:B5HE, EIREUES
/{productiD}/{deviceName}/data , BRS3EREEMEIFRINGER T ZiHRRILE,

|2019-09-12 21:28:21|mqtt_sample.c| (98): publish
success, packet-id=1934

5. MIHB K

MTEFTEERRLEREARIECHITIAN Topic, FAMAXBIRSHEFHEEEIRGIER, FHNMEMAIE
EIERE

|2019-09-12 21:28:21|mqtt_sample.c| (195): Receive

Message With topicName: /test_device/data, payload:{"action":
“publish_test", "count": "0"}

6. MREFHEHE
BR YBREERNE , PHEEFRER, PELARSRAS, DTSEENLRGHES.

WRIFRE: BRRITE (bR ) ARSEEAE 5848 H77TR


https://console.cloud.tencent.com/iothub/product

& WS -

FRRRE REIE TopicEE =H& finEE ITERE

BiTHS HEstE

fThE= v | 155 v

ZRFIERT
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BORTESKHR

mIEE#AYE: 2023-07-24 18:00:55

ig&inx C SDK HAFIERER AP| REREE, SEURTBSHENFLEAT include BRTHE, FAXHEE
EWZARTEHNTZSHIAR AP REETTIRE

JESHE

C SDK R{EAALURERFGSER, GREHENNSE, WESEMRISRNET. AIZEASHEE:
O MQTT IBEiRA ( \iRiEE, iTiA, %% ) AGERE, B =i, ZING000=/,
O MQTT MY &IXESFIEZHER buffer XINEKIAK2048F T, mAZIFI6KB,
O COAP ¥ &iXHBH#ESZEEM buffer KINEKIABS12FT5, &RAZEKB,
O MQTT LtiBE&IEEHE, RXAEHG0F, Bfi: =i,
O EERAEGHE, B B, RERAEEN, EXMUSEHESEE, SESZRAEEENIE
HEiE,
{824 include/qcloud _iot_export_variables.h XHIMTEEXTANTIIRIZNSERIEE
M RREENRmE SDK , REMLENT:

/* default MQTT/CoAP value when connect/pub/sub (unit: ms) */

/* default MQTT keep alive interval (unit: ms) */

/* default MQTT Tx buffer size, MAX: 16*¥1024 */

/* default MQTT Rx buffer size, MAX: 16*¥1024 */

/* default COAP Tx buffer size, MAX: 1*1024 */

/* default COAP Rx buffer size, MAX: 1*1024 */

/X MAX MQTT reconnect interval (unit: ms) */

API /¥R
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AT 2 C SDK v3.1.0RARIMAEETHEEFIXI L API ##2OAE, BFEPRSWSSIZE, EMmEMakapmEn
SBHREEETESE SDK £ include/exports/qcloud _iot_export *.h ZsL37{4hagiEeR,

MQTT &0
FsS BRE2 izl

IOT_MQTT_Constru e MQTTClient 38 MQTT 2RSS .

ct
2 IOT_MQTT_Destroy Xidl MQTT iEEH S MQTTClient,
. ARG LT, 5 MQTT IESGEE, MEAE, BHE
IOT MOTT Yiel
3 OT_MQTT_Yield %, OHEREERSEESES.
4 IOT_MQTT_Publish b2 1] MQTT EE,

IOT_MQTT_Subscri i MQTT 8.

be

6 IOT_MQTT_Unsubs  poorrimaiTiag MQTT 8.
cribe

7 IOT_MQTT_IsConn vt MQTT 2B TSR,
ected

8 IOT_MQTT_GetErr SKERIOT_MQTT_ConstructscHAusSisem .
Code

ZHENEER DB

SDK ¥F MQTT #O&ES&ERETHERABSN T IEEN:
o FRFSEIEAA IOT_MQTT_Yield, IOT_MQTT_Construct AR IOT_MQTT_Destroy,

o LIS EIZRAA IOT_MQTT_Publish, I0OT_MQTT_Subscribe % I0T_MQTT_Unsubscribe.

o IOT_MQTT_Yield /M socket iZEIFHLIE MQTT IRXAIREL, MNARIE—EAINITESE, BRBIKATE
£ 1% (A

RS TN
XTFREVFIENE, AUSE BELFIEE,

FS ERE= AR

&g & L FEPix ShadowClient, FHi&EE
1 IOT_Shadow_Construct MQTT SRS .
2 IOT_Shadow_Publish ZFERIRAESD MQTT iHR.
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A BT

3 IOT_Shadow_Subscribe EFERPIHITRA MQTT /&,
4 IOT_Shadow_Unsubscribe EFERIRIGHITIASITIAN MQTT £,
5 IOT_Shadow_IsConnected BRI FERIR MQTT RECEE,
. N
6 IOT_Shadow_Destroy fﬂi?:@gﬂ:nﬁqﬁ TR
EHMEE LT, #1T MQTT R3GEE, iH
7 IOT_Shadow_Yield SR, BIHER, OHEREERTSEERESE
5o
8 IOT_Shadow_Update REEWMRFRTFE.
9 IOT_Shadow_Update_Sync RLHXBEIRNRELF
10 IOT_Shadow_Get BEHNIREUSE R FXE.
1 IOT_Shadow_Get_Sync R ARRENRFLFE.
12 IOT_Shadow_Register_Property EMHEIRERREE L.

IOT_Shadow_UnRegister_Proper

13 kRS rRERE M.

ty

14 IOT_Shadow_JSON_ConstructR £ JSON 3ZH4hiRNN reported FE;, FEE=E
eport #o
IOT_Shadow_JSON_Construct_ £ JSON 3Z#4ehiRN reported FE2, B=E

15 .
OverwriteReport #o

16 IOT_Shadow_JSON_ConstructR £ JSON 3Z#49hifRNN reported FE;, RRTEE
eportAndDesireAllNull desired FEg,

17 I0T_Shadow_JSON_ConstructD . 1o\ wriurmizn “desired": null S,
esireAllNull

CoAP 0O

Fs EREL2 AR

1 IOT_COAP_Construct 13i& CoAPClient #52r CoAP &z,

2 IOT_COAP_Destroy X4 CoAP &E#ZFHiEE CoAPClient,

3 IOT_COAP_Yield FEHEE FTXH, #1T CoAP IRSGEEIEBAIESE

WRIFRE: BRRITE (bR ) ARSEEAE $B52 H77:
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OTA &M

IOT_COAP_SendMessage
IOT_COAP_GetMessageld

IOT_COAP_GetMessageP
ayload

IOT_COAP_GetMessageC
ode

x5,

ﬁ*ﬁ CoAP ;ﬁ% o

¥XEY COAP Response i#i& msgld,

$%HY COAP Response iHERA

¥XHY COAP Response iH#EEI=RME.

XF OTA B THINGENR, AIlSE igEEHHE

FS

10

1

12

13

St €

|IOT_OTA_Init

IOT_OTA_Destroy
IOT_OTA_ReportVersion
IOT_OTA_IsFetching
IOT_OTA_IsFetchFinish
IOT_OTA_FetchYield
IOT_OTA_loctl

IOT_OTA_GetLastError

IOT_OTA_StartDownload

IOT_OTA_UpdateClientM
d5

IOT_OTA_ReportUpgrad
eBegin

IOT_OTA_ReportUpgrad
eSuccess

IOT_OTA_ReportUpgrad
eFail

WRIFRE: BRRITE (bR ) ARSEEAE

AR

AL OTA iR, BRHERRILEOZAE

MQTT/COAP RI#4a1E -

B OTA EBRIBXRIEIR

[ OTA RS =BIREFEEFRAFER

REREL T TREMHAS.

HEREHREEE THTM .

NEBREEIHERITERSS 2RIRENEN o

IREVEER OTA B8,

RENERE—1 8=,

YOEX B A=

ST

IRIEIRENEI B EF it AR At EHE B R ( 2 EH

REE) , SERSR/EL HTTP &%,

Wi EEtEn, iTEAMEFI MD5,

SBTEHARR, MRS EREPEHARIIRE,

SEARMKINZIE, MRS LIRARRINEPRS.

SEAREMZIE, MRS LIRARIUEPRS.

E-LRE Y


https://cloud.tencent.com/document/product/634/14674

& BT —

HEEO

igE A& LIRTIHRINGERIEMRIATLISE SDK docs BR TYBMIBEFEXEIREHAE LIRIDEERRS -
FS RE =2 15EA
1 IOT_Log_Set_Level IRE SDK BERBTENFR .
2 IOT_Log_Get_Level i&[E SDK BEITENHFR o

I0T_Log_Set_MessageH  nepmimze ®3m SDK BEFHEHES.

andler
4 IOT_Log_Init_Uploader g SDK B EiR=imAIThEEH#IIa b E TR o
5 IOT_Log_Fini_Uploader {E1k SDK BE LIR=iGINsEH BRI
6 IOT_Log_Upload 18 SDK iZf7HE LIREI=IR
7 L‘ZIT—'-°9—Set—U'°'°ad—'-e {8 SDK B LIRSS
8 |O7Log_Get_Upload_Le * jgm spK s LiRmSE
9 Log_d/ilw/e ERBIFTEDFRIN SDK BERNEO,
Rtz
Fs BRI izL):
P £5ZZ g neti i + ST
1 IOT_Get_SysTime szEJST hub E&&%RYiE, Bel3zis MQTT &@i&Exd
Ejﬂ]ﬁbo
RIXIhsERE O
XFRXKINENE, vIbA2%E SDK docs BR THIBXMIBEFEEXIEM X mERs o
FS EREZ %8R
1 IOT_Gateway_Construct f3i& Gateway client #58pk MQTT &,
2 IOT_Gateway_Destroy XA MQTT &E#FHEEE Gateway client.

IOT_Gateway_Subdev_O

. Figg L%,
nline
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4 IOT_Gateway_Subdev_O FIRF &
ffline
. EAFISE LT, #7 MQTT IRSGEE, Hag
5 IOT Gat Yield
—vateway_rie 8, BEER, CHEREERSEEZES,
6 IOT_Gateway_Publish 2% MQTT iR,
7 IOT_Gateway_Subscribe Tl MQTT E&&,
8 IOT_Gateway_Unsubscri  poowerimmimime MQTT 28,

be
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RHREEFE

mIEE#AYE: 2023-05-25 15:23:07

kit

EBNZMENFES A N RIEE—RA ProductlD, FAFRILAEENX DeviceName #RiRigsE, A
minie + IREIRR + IRFIEB/EAREIELENGIE N . REhFTEFHEXEREEHER . C-SDKEHTIEE
IRHEENEORSELN, ARIELMRERETIEL.

REEHER

IERRFEBEIFENRSINE, YRESN7TAER: =& ID (Productld) . 8&&

(DeviceName) . iR&FIEBMH (DeviceCert) . iRFFAAMH ( DevicePrivateKey ) , HFEHX
HIFASASIIF S ERL, B—3Ih,

FIFRBEBITANRSINE, YRER=7AEE: =R ID (Productld) . &&&

(DeviceName) . i&&%$A (DeviceSecret) , HFigEEHBTEEERN

REROERRR
REEDEROPABERNNSER, FEENAOEEENZS LRSI,
mEGR

tIErmiE, & YENEEENS (EEBEE = API ZE1EIRE, FHRINNANREER, 8 LRNMNTANE
=RBER, mRFEFIMSERT, RREPFEBKNEP, 85F SDK ESTHIEZNFHIIRSEER, #TREA
iEo

shiSHIR

MERSR: SEEEFSERTMECERE, MEFNE, HIGMNABNEEYE, FaFISRRNG
. TMAX: FReIBEEEFRINSEMINGE, WEER=mER (ProductSecret) . A—F=mThY
FrBISEEFIETURRE—I™RER, B~& ID (Productld) . =m%$A ( ProductSecret) .
igFHI e, BEmSEMNARNRIFEMEEHRFET, AEARBEN=THHIENTAERHTIREA
ik,
h&IRFIRER (DeviceName ) BI%RE: BfFEREEIFEMOEMEREEDNZFCE, WiRES2ULIRIGE
Bo&rki, BRRFIER—=& ID (Productld) FTHIRBEEFRESE, —iRE IMEI k& MAC ithiik . &f#
gEESEMEN A ERERMEELE, WEEBERESMASRAES, RS EMITESRICFHIBENRES
ERAEEFANNEES, KA —EEEREFREREEENRENE,

o FEE:
MEEMEERIRTMEN (ProductSecret) BI%2, BUNESFERANRRIEE,
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https://console.cloud.tencent.com/iotcloud
https://cloud.tencent.com/document/product/634/19468
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REERIESEN
SDK 12 TiREERIESM HAL 120, YASM, TASE Linux F& HAL_Device_Linux.c Fig&{Es
ES A0S,

iR\fEE HAL =0 :

HAL_API izl
HAL_SetDevinfo IRFEEBA.
HAL_GetDevInfo IRFBIERIZE

FRBMReEEREE

tIEBIREZE, EEBEHEEE ( ProductiD/DeviceName/DeviceSecret/Cert/Key {4 ) EcBTE SDK A §E

IEfiETTRAl. EHEME, SDK RUmisAEF#HSFER:

1. FRERBEP (FHiFiER DEBUG_DEV_INFO_USED =ON) , WE
platform/os/xxx/HAL_Device_xxx.c FEMIRBFER, EANHZEANFETHLUERZME .

static char sg_product _id[ + 1] = "PRODUCT _ID";
static char sg_device_name[ + 1] =

"YOUR _DEV_NAME";

#ifdef

static char sg_product_secret[

"YOUR _PRODUCT SECRET";

#endif

#ifdef

static char sg_device_cert file_name|[
= "YOUR_DEVICE_NAME_cert.crt";

static char

sg_device privatekey file_ name][
"YOUR_DEVICE_NAME_private.key";
#else

static char sg_device_secret|
"YOUR_IOT_PSK";
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2. FHEREXHH (4HmiFiER DEBUG_DEV_INFO_USED = OFF ) , M7 device_info.json 3Z{HEig
BER, AN TENRBEBAFAFENHIF SDK,  Linux/Windows EETHEREFFERXMAE.

"auth_mode":"KEY/CERT",

“productld":"PRODUCT D",
"productSecret":"YOUR PRODUCT SECRET",
"deviceName":"YOUR DEV _NAME",

"key_deviceinfo":{
"deviceSecret":"YOUR_IOT_PSK"
},

"cert_deviceinfo":{
"devCertFile":"YOUR_DEVICE_CERT_FILE_NAME",
"devPrivateKeyFile":"YOUR_DEVICE_PRIVATE_KEY_FILE_NAME"

¥

"'subDev":{
“sub_productld":"YOUR _SUBDEV_PRODUCT ID",
"sub_devName":"YOUR_SUBDEV_DEVICE_NAME"

}

RIF7

o MIRLERSE

static Devicelnfo sg_devinfo;

static int (MQTTInitParams* initParams)

{

int ret;
ret = ((void *)&sg_devinfo):

if( I= ret){
return ret;

initParams->device_name = sg_devinfo.device_name;
initParams->product_id = sg_devinfo.product_id;
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o BIPREENSYERN

static int (unsigned char *buf, size t buf len,
MQTTConnectParams *options, uint32_t *serialized_len) {

int username_len = (options->client_id) +
( ) + + cur_timesec_len
+ 4;
options->username = (char¥*) (username_len);
(options->conn_id);
(options->username, username_len, “%s;%s;%s;%I|d", options-
>client_id, , options->conn_id, cur_timesec);

#if ( ) && ( )
if (options->device secret = && options->username = ) {
char sign[41] = {0};
(options->username, (options->username), sign,

options->device_secret, options->device_secret len);

options->password = (char*) (51):

if (options->password == ) (

(options->password, 51, "%s;hmacshal", sign);
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HTF Android SDK #EA
Android SDK kA5 BA

A E#AYE: 2021-03-05 10:48:56

RBEE

B v1.0.0 BRAFHA, Android g% SDK ftH3(ER Github &,
REER

B v1.0.0 lRFFE, Android ig&ix SDK lRAFEER, 2R Github o

WRIFRE: BRRITE (bR ) ARSEEAE 5560 771


https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-android
https://github.com/tencentyun/iot-device-java/releases

A BT PR
Android SDK IfEfc&

mIEE#AYE: 2023-05-09 10:52:25

B ZYEMigSEin Andriod SDK (kEZE£ B MRS KRIEIREE, SYEXMMUEF R AR IRHIRFIRRIERA
T, HNZIRHTREEBEENED . ARARRBATIEMNBNE BN TRMIZENIEA

HIRaR

ERR SEENEE ARIFTERIIRE.
SIEB=

$Erk SDK 5=

o K maven iTFEEE, REIWNT:

dependencies {

implementation ‘com.tencent.iot.hub:hub-device-android:x.x.x'

}

OR';!:E
BPRPAERIE RAHEE B EiRX. X XIRE RS

o {KiAHE SDK iRESHEE
(Eca R FRIEIRAY build.gradle , fERAERREIRTG, REIIT:

dependencies {
implementation (":hub:hub-device-android")

}

IAIEEERE

w48 app—config.json XHPHEEESR, AJE loTMqgttFragment.java iEEXSRILATEE:

"PRODUCT _ID":
"DEVICE_NAME":

"DEVICE_PSK":
"SUB_PRODUCT ID":
"SUB_DEV_NAME":  "",
"SUB_PRODUCT KEY":

WRIFRE: BRRITE (bR ) ARSEEAE 861 H77:


https://cloud.tencent.com/document/product/634/14442
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/assets/app-config.json
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/java/com/tencent/iot/hub/device/android/app/IoTMqttFragment.java
https://cloud.tencent.com/document/product/634/48712
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/build.gradle
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"“TEST_TOPIC":
"SHADOW_TEST TOPIC": "*,

"PRODUCT _KEY": o

SDK REHEBANESZIFAMERIAEL R, HIREEENFRIMNEER#ITERIRE,
o BHRIMIERTE app—config.json BEEEPIEN PRODUCT_ID. DEVICE_NAME. DEVICE_PSK
FRXIRIRISE . SDK 2IRBEIRBEEESBMNERER, EAEANYBRNEEEIE.
o MEBINIERTE app-config.json BEEEEFEAN PRODUCT_ID. DEVICE_NAME ERAHiEZEUSEIE
B RBFAANHRIRS . GRS A
O @3 AssetManager #{TiER, LAIFETIFE hub/hub-android-demo/src/main EEETEIE
assets BRHIGEFIED . MERETZERP.
O @2 InputStream #{TiEE, HWAITBENESIER. ABPNLERER.
1.1 BINEEGEBE X SFAANEZ G, B1E loTMqgttFragment.java #i&& mDevCertName iEB&FR
5 mDevKeyName FA$8&#R.

private String mDevCertName = "YOUR_DEVICE_NAME cert.crt";

private String mDevKeyName = "YOUR DEVICE NAME_ private.key";

1.2 BeE=RiZE, EIEFIEA SDK B MQTT EZAIMEXEN, BIRSEMIREANEN

mMqttConnection = new TXGatewayConnection(mContext, mBrokerURL,
mProductiD, mDevName, mDevPSK, , ,mMqgttLogFlag,

mMqttLogCallBack, mMqttActionCallBack);
mMqttConnection. (options, mqgttRequest);
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https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/java/com/tencent/iot/hub/device/android/app/IoTMqttFragment.java
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A BT

Android SDK {&

mIEEFAYE: 2023-07-1111:30:13

YOEX B A=

Andriod SDK 7ERHSBRUENIIREZSF, ERM T RXFIRE, REFF, OTA Fhat, HXIhaEOMmRuN

o
MQTT &0
TXMgqttConnection
HiE&
connect
reconnect
disConnect
publish
subscribe
unSubscribe
getConnectStatus
setBufferOpts
initOTA
reportCurrentFirmwareVersion

reportOTAState

MQTT RxiEO
TXGatewayConnection
Bii&
connect
reconnect

disConnect

WRIFRE: BRRITE (bR ) ARSEEAE

il

MQTT &%,

MQTT &Ei&.

EFFF MQTT &%,

ZH MQTT B,

T MQTT £&&%,

EGEITE MQTT &,

IREY MQTT &E=RE
IRERNERE buffer X,
#04aik OTA IhEe.
HRigESRRMEREIE RS
ERigEAPREEIEERSE-

15A8
TSR
X EE,

EFFFRIX MQTT &%,

F63 H77I:
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publish

subscribe
unSubscribe
getConnectStatus
setBufferOpts

initOTA
reportCurrentFirmwareVersion
reportOTAState
addSubDev
removeSubdev
findSubdev
gatewaySubdevOffline

gatewaySubdevOnline

RERFEO

TXShadowConnection

FiE&

connect

disConnect
getConnectStatus
update

get

registerProperty
unRegisterProperty
reportNullDesiredInfo

setBufferOpts

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

&% MQTT B,

Tl MQTT ER&,

BUHITIE MQTT £,

RN MQTT &R
IRBEENERTE buffer X,
a1k OTA IngE.
HRigEHRIRMEERIE A RS
HRiREARRERIEEIRSEHE
RINFIRE

BIRFIRE.

BHRFIRE

FIRE T

FiRELEZ,

15AA

Shadow &,

X4 Shadow &#.

KL MQTT &R

EIMRERF I

IRENIR &R F Mo

EheEREM.

EiHiEmRE R

B delta 525, L= desired 5.

IREFMEIRZE buffer EX,

$64 H77H
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getMqttConnection #XHY TXMqttConnection 32,
MQTT =fEiRS &= Fik
TXMqttClient

Bix& i5iBH

setMqttActionCallBack
setServiceConnection
init
startRemoteService
stopRemoteService
connect

disConnect

subscribe
unSubscribe

publish
setBufferOpts

clear

Shadow i=2IRSEiR

TXShadowClient

HiE&
setShadowActionCallBack
setServiceConnection

init

startRemoteService

stopRemoteService

WRIFRE: BRRITE (bR ) ARSEEAE

%8 MqttAction [EiE#EO .
IREIRIEIRSSEREEEO
T iERS E PR
HRITERS

(E1LE2ARSS

MQTT &z,

EfFF MQTT &,

T/l MQTT E&&,

BUEITIF) MQTT £,

&£fH MQTT B,
ISBERNERE buffer MK,

BHER.

1A

%8 ShadowAction EliF#0.
IREITTEIRSSERZEEEO .
IRIRiEIRS & P o
FRITiERS .

[ELLTEFEARSS o

565 H77m:
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connect Shadow &#%.
disConnect ¥rFF Shadow i&#&,
getMqgttClient KB MQTT ZEPFif,
get KIS EZFo
update BINS&E8Fo
registerProperty iEMREREME.
unRegisterProperty EEiEMREE .
reportNullDesiredInfo B delta (525, LiR=HY desired 52,
setBufferOpts IREWNEIRZ buffer X,
clear BRIR.

MQTT iEEEHH %K

TXMgqttClient
BB 158A
initOTA N1k OTA Ihge.
reportCurrentFirmwareVersion HRisESrRAEREIEaRSEE.
reportOTAState HRRBEHRIRSIE SRS
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HF Java SDK EA
Java SDK hRAsi5BA

A E#AYE: 2021-03-05 10:48:50

RBEE

H v1.0.0 lRAFA, Java igFix SDK £f{ER Github 58,
BRAEER

B v1.0.0 lrAFE, Java ig&in SDK lRAEER, i5ER Github,

WRIFRE: BRRITE (bR ) ARSEEAE 5867 77X


https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-java
https://github.com/tencentyun/iot-device-java/releases

& BAE s
Java SDK IEfcE

mIEEFAYE: 2021-08-24 16:47:29

Bl =¥ExMigsEis Java SDK (kSEERE B MR KRIEIEEE, HPEERTIGEHZ A RIRHIZSFiHRERAE
i, HHN=iHHTWNEBEENEND. AERARRERHEIIEMENEERN TSRS FANEN

BIRaR
ERR REEAEE WRIFTERIIRE.
SIEB

o NBEBFEEES jar SIBAFXAHITMEFE, TE module BRTHY build.gradle HRiFRIMAKEL, N4k :

dependencies {

implementation ‘com.tencent.iot.hub:hub-device-java:x.x.x'

}

OR';!:E
BPARIE RAHEE B EiRX. X XIRE R o

o NREFEZEICBEXAIHTMEAFAR, alisin Github T& Java SDK iEiE.
AIEERE
RENBSINESISHIAESR, BHIAMEFLERIALE:

O BEABAINEST, & ProductlD, DevName #1 DevPSK,

O HEREBINER, £ ProductlD, CertFile #1 PrivateKeyFile,
INBEERGICHBINT:

private String mProductIiD = "YOUR_PRODUCT ID";
private String mDevName = "YOUR DEVICE NAME";
private String mDevPSK = "YOUR_DEV_PSK";
private String mCertFilePath = null;

private String mPrivKeyFilePath = null;

TXMgttConnection mgttconnection = new TXMqgttConnection(mProductID,
mDevName, mDevPSK, new callBack());
mqttconnection. (options, null);

try {
Thread. (20000);
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https://cloud.tencent.com/document/product/634/14442
https://cloud.tencent.com/document/product/634/48713
https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-java
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} catch (InterruptedException e) {

e. 0);
}

mqttconnection.
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& WiE —
Java SDK {EHiih8

mIEE#AYE: 2023-05-25 15:23:07

Java SDK [RZHIRSBARANINGEZ S, ERMMXFIRE, RELFFEE. BEXIRREOWT.
MQTT #0O

MQTT B9EXEOENXE TXMqttConnection 2H, ZIFEHINTIANGE; MRBZIFRELFIEE, WHEE
F TXShadowConnection 2£KkE7Ai%, TXMqttConnection &0, NEWNT:

HiE& B8

connect MQTT i,

reconnect MQTT &Fi%,

disConnect BFFF MQTT i&E#Z,

publish % MQTT iER.

subscribe 1T’ MQTT £,

unSubscribe EGEITIR MQTT £8&,

getConnectStatus FRE MQTT &S,

setBufferOpts IRBENEIRT buffer BPX,
MQTT Ri&n

MFITEERBEANAKMMERRE, ASEARBNXIRSENNGE, FIRRXRENEEN6E, BREREE
A loT Hub F&,

HFREMPIAKBEMENFiRE, BEIFEHTIHERBEINRE,

A ER:
HrgEARRIT EE, BEREMXEERI, BEMSETRTFEEESE, RIEIRERETHIRE,

MQTT RIXAIBXIZEOENXTE TXGatewayConnection &0, NMBNT:

BhiE& 15488
connect R MQTT &k,
reconnect Rx MQTT &E|i%,
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MRFEFR

A BT

disConnect

publish

subscribe
unSubscribe
getConnectStatus
setBufferOpts
gatewaySubdevOffline
gatewaySubdevOnline
gatewayBindSubdev

gatewayUnbindSubdev

RS FEAQ

BiE&

connect

reconnect
disConnect

publish

subscribe
unSubscribe
update

get
reportNullDesiredInfo
setBufferOpts
getMqttConnection

getConnectStatus

WRIFRE: BRRITE (bR ) ARSEEAE

EIFFRIX MQTT &%,

Z®m MQTT iHR.

T MQTT E&,

EGEITE MQTT &,

REY MQTT &EEIRE,
IRENEIRTE buffer EHX,
FiRE T

FiRE L,

FiREHE

FIREREGD

= FIeE, HBfEM TXShadowConnection 2HAEN, MAEWT:

i52AR

MQTT &%,

MQTT &Ei&.

B MQTT i&E#Z,
Z®m MQTT iBR.
TR MQTT E&,
EGEITIR MQTT £&,
B SR,

RENR R F MM

B delta EEE, LikR=M desired 58,

IREENEIRT buffer BX,
$XEY TXMqttConnection 3£,

IREY MQTT &EERE,

YOEX B A=

BTMHTTR
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HTF Python SDK A
Python SDK hg4si5E8

mIEEFRAYE: 2021-08-24 12:07:04

KEEE
B v1.0.0 hlrFFiaE, Python ig&inm SDK AiB(#ER Github 8%,
B ER

B v1.0.0 lrAFia, Python ig&in SDK IRFENRER, BHSR Github,
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https://github.com/tencentyun/iot-device-python
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& WiRE e
Python SDK I izEfic&

mIEE#AYE: 2023-07-24 18:00:55

BN ZYIEMiIR SR Python SDK (REZEHHRERAIIEIREE, HYEXMIUHTE A RIRHIZSIRRERZN
T, HNZImHTREEBEENED . ARARRFBATIEMNBNE BN TRRAIZENEA

BIRaRF
ERR REENEE WRIFTRIIRE.
SIEB=

o MREFEBEISIAANETREHE, AI&R%E SDK, WTF:

pip3 tencent-iot-device

MREEEEER SDK RAF, ERINTIES:

pip3 show --files tencent-iot-device

NRIEFFR SDK A, EAINMTES:

pip3 -upgrade tencent-iot-device

o MRGEBBEBIABEAFREITHEF A, A5iE Github F# Python SDKiES.

WRIFRE: BRRITE (bR ) ARSEEAE E74HTTR


https://cloud.tencent.com/document/product/634/14442
https://github.com/tencentyun/iot-device-python

O WS -
Python SDK f{&EF3i5HB

IEE#AYE: 2023-05-25 15:23:08

Python SDK IRRH#HSERUENINEEZ 5L, BIRHNMXFIRE, RELFFMEE. EXEEEONT .

MQTT 0

MQTT BHEXEOENXTE hub.py ZEd, ZIFRBINTIANE; MRBEHIELFINEE, WHER
shadow.py £RHAEZE, NMENT:

HiE& i5E8
connect MQTT &,
disconnect B MQTT &%,
subscribe MQTT iTif,
unsubscribe MQTT BUEITi#E
publish MQTT Z#HmiER.
registerMqttCallback M MQTT EIREE
registerUserCallback iEM P EREE
isMgttConnected MQTT REIEEERE,
getConnectState IREL MQTT ERIRES.
setReconnectinterval %8 MQTT EEEiRiEE.
setMessageTimout IREIHERIEERTAYE .
setKeepalivelnterval IRE MQTT {FiEiEkR.
MQTT Mi&n

MFLEEEENUKXRMEZANRE, TEREAFERXSFHMEG, MARXISZSOEENEE, BRERSEE
A loT Hub FE&,

HFREMPIIAKBLEMENFRE, BBIFaHTHENBEINRE,

O ERE:
Hrggkitd bk, BERERXCERK, EaMSERFIRSHELE, RIERFERETHIRE.
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https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/services/shadow/shadow.py
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MQTT RIXEIEXIBEOENTE gateway.py EEOHR, NMENT:

BiE&

gatewaylnit
isSubdevStatusOnline
updateSubdevStatus
gatewaySubdevGetConfigList
gatewaySubdevOnline
gatewaySubdevOffline
gatewaySubdevBind
gatewaySubdevUnbind

gatewaySubdevSubscribe

shRSEREEO

15A8

TSIl A
FfiFIREEEHEZ.

B FIREELRS,
IRENECE X R FiREIIR
REFRE L,
REFIRE T,
PEFIRE -

RFIRE

FIREITH

MRFEEANSEMIDEE, FBEA hub.py XHFRIEO, HMEWMT:

Bik&

dynregDevice

AR

IRENRENSEMRIER

il

OTA#NO

MPEEEROTAIIEE, BEEA hub.py ZHAPRYERO, HMEINTF:
BiE&
otalnit

otalsFetching
otalsFetchFinished
otaReportUpgradeSuccess
otaReportUpgradeFail

otaloctiINumber

WRIFRE: BRRITE (bR ) ARSEEAE

OTA #ltatt.

FIMREIERE FE.
FIRT R & T ST
EIRFABRAEINESR
ERAREEHESE

IRENTFREFXRNE int 2BSR.
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https://github.com/tencentyun/iot-device-python/blob/master/hub/services/gateway/gateway.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py

EHBAT

otaloctlString
otaResetMd5
otaMd5Update
httplnit
otaReportVersion
otaDownloadStart

otaFetchYield

WRIFRE: BRRITE (bR ) ARSEEAE

RENTEEM md5 F string EB(ER.
EE md5 58,

B md5 E8.

#a1E http.

ERZRIBEFRAMER

FAEH T o

ISEENE .
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