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LIREMRE

ABEARRENEAN, FERSRARS, YENEERME T RENRSEEARS . REBANVEMNEEFESR
BY e EiEAM/EIE , REEM/EIBMINZ G TBETMERBEIENRESSHEN o

IRERARS
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IREENRSSHSSHMRMUEN , SHHREET MQTT Y, WebSocket thi¥, HTTP/HTTPS i#
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IRFEIRARSBIREENANERSS, REFETREANMNERIZERENALE, RIEZRANZSHE,
IRFIRARSIRMIREIR SDK IRSS, IREUTET SDK SBAliEAN .

REET SDKEA
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HF C SDKEA
C SDK F#;

mIEEFAYE: 2024-08-2317:13:31

RiBEE

B v1.0.0 IREFE, ir&im SDK UiBER Github &8
https://github.com/tencentyun/qcloud-iot-sdk-embedded-c

THERHIR
https://github.com/tencentyun/qcloud-iot-sdk-embedded-c/releases

I&4Vv3.3.0

AZHBH: 2022/9/26

FRIES: CIiES

FEFE: Linux/Windows/FreeRTOSE

SESE

1. (€& Bug.

2, 18Nn—Lk Feature, fl#N: =fE SSH &R. WebSocket %15%, #W SZi%ifA o

MR4v3.2.3

Z*%mHBEHA: 2020/11/03

FARIES: CiES

FEFE: Linux/Windows

RE:

1. B0 MQTT BE&REZ NTP Bfiagythaesz0,
2, 1EmmXFigE OTA =i,

3. ffift Log/HAL _Printf 3=fFig5HH9E,
4. Bug s,

IR4v3.2.2

AZ*%mHBEHA: 2020/10/14
FRIES: CiES

F&E®E: Linux/Windows
RE:

1. FigxiEEEIhRER =M.

2. MXIBINZREFIRETIREO,
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3. Bug (E3=18
R4 v3.2.1

AZ#HBH: 2020-08-04
ARIES: CiES

F&E®E: Linux/Windows
SESE

1. #i8 rrpc AXBEINEERRH .
2, ErEmaeRRGl.

3. MXIBNSGPE/MBHFIREEO

&% v3.2.0

AZ#HmBAH: 2020-04-30

ARIES: CiES

F&E®E: Linux/Windows

SESE

1. &3 mtmc KB, FBIRFBEE, RAESEEEO,

2, EE-LEBENAFIHERERDE, IIREFESRFISETI™,

3. f#[ clang—-format &A1, SIALBEETIR clang-tidy % cpplint.

R4 v3.1.3

AfHE: 2020-03-06

AEiES: CiES

FEW®E: Linux/Windows

SESE

1. itk ota_mqtt_sample, 1§ OTA REMUREBEXHEENLSEIESE, FH sample 25 MQTT
R EEZ BBATLAMRE T

2. itk gateway_sample, FHEMKE— LA LFREREULE
3. Emn&Eia MQTT £EE&EITIAMKINANEO,

4. (RICRREFRE.

5. EE—LEHRFEER bug.

6. SZ—IBgEHKE.

MR& v3.1.2

Z®mHEE: 2019-11-11
AAiE=S: CiEs
FEFE: Linux/Windows

IRIRERE: BR=ITE (1bF) BRSEAE 556 H£77]



@ Hﬁ‘fﬁﬁ MIEX SIS

SESH

1. ¥BBR3J loT Explorer SEEHEXCBAIHE, X325 loT Hub., E3Z1EEIE,

2. Bug 188: OTA ERAEFMRITE, device_info.json XEREHFIDER Windows FE&RIEIEIaE,
3. BENERZHsE, ca.c/h Eds&H qcloud_iot_ca.c/h, device.c/h Eds&H
gcloud_iot_device.c/h,

R4 v3.1.0

AZHmBAH: 2019-09-19

FRiES: CiES

FEFE: Linux/Windows

SESH

C-SDK Z13:

1. MAEKBEEARERER, RARTRE, SEXERE, RSB EkE,

2. =& makefile FHiFEA LI cmake HIFHNIUCEBMENS X, ENSHRFERE.
3. 1Bh1 Windows F&3%#5F, ZIFE Microsoft Visual Studio THE .

4. 181 AT_socket MEELIZIE MCU+TCP AT EEIG SN RIEE,

5. 110 FreeRTOS+IwIP F&RBIESE,

&% v3.0.3

AZ#HBEHA: 2019-08-26

FRiES: CiES

FE®EE: Linux, GNU Make,

RE:

1. X5 OTA BisgEtg: ota_mqatt_sample.c RENEMAEEFIRAEEEE (A, s, MD5) , E
B HTTPS &EERISZH5 range 28

2. SDK lr4S8#/H v3.0.3,

&% v3.0.2

AZ#HBEH: 2019-07-18

FRiES: CiES

FEIEE: Linux, GNU Make,

SESE

1. HIEERFAFREBTISENFHLE,
2. RBEFERIREM version BE,
3. (RIEEIREEIRER TG

&% v3.0.1

&M HHEA: 2019-06-11
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FRiBES: CiES

FEIE: Linux, GNU Make,

RA:

1. BELIRINEEMRM, DIERERENKAEF, SHFRAXAESRLIR, EESMERESR.
2. MQTT i1 subscribe B9 event handler [Elif, RETEiTIA topic BPIRET
3. EE—mEE, FInd MQTT API AREHEFIETA ST .

&4 v3.0.0

AZfmHEHE: 2019-05-17

FRiBES: CiES

FEWE: Linux, GNU Make,

ES

1. EFZFIEIMEBIERIDEE

2, 18N ERIbEE

3. IEINEBERCIBEREA IR,

4. g€ JSON L4EBIETF bug.

5. FiBEIEERTAE . SHRF. HEERSETIASZR6.
6. EEMIHEN, IBINEER docs RFEE SDK AR
7. % v3.0.0 REATSHRAS EIRT ST BX (S R M BX R FF R P MO BX R ES -

&% v2.3.5

AfHE: 2019-05-15

AEiES: CiES

FEW®IE: Linux, GNU Make,

RE:

1. IBINSFEIEEMINGE,

2, 1BINgEhEEMRG,

3. IEmgHERIES HAL #0.

4. 18nn AES hn#g= API.

5. {€24& Sample iRZERRMH N HAL EEOM.

iR% v2.3.3

AZ#HBH: 2019-05-06

HAIES: CiES

F&EIE: Linux, GNU Make.

AE:

1. {4 MQTT keep alive iE#E#NHIK% PING request & &8KHS.

IRIRERE: BR=ITE (1bF) BRSEAE FE8HTTI
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2. &% MQTT iTiR/BLEITIRY topic name EAMESAEFELNFE, HEEOABEER.
3. &M topic name RRAKEN128, S=inFEEFRIT—H.

4., € HTTPC LAR MQTT 3XBY sys & log iHEH bug.

5. ILEIRBEE,

W% v2.3.2

AfHE: 2019-04-12

FARIES: CiES

FEWE: Linux, GNU Make,

SESH

1. (EEFIEERE: £ make.settings BIEMNMXHRIFEIR ( EAXE ) ARIELIEUFFHRITENRE o

2, 28 MQTT ERENREZFEHETTHEZEXDA: IENEWEHIRFEMERIER, B MQTT
BIERIEWE PR EIAKNBE2048FT5,

3. (EMRINTRERIRANEN10%,

R4 v2.3.1

AZfHE: 2019-03-12

FRiES: CiES

FEHE: Linux, GNU Make,

AE:

1. SDK igmmg&in A& LiRINEE, HERAPEI=IHEH SEREERIZENIFEMIKR. BasiF
MQTT #&ist,

2, ¥ SDK BEITEIRE, EEETF Bug, kLo RiEiglt,

3. EMIRERBMRAKERA8ML, 5 loT Hub =iRiFFIGHRIE—.

&% v2.3.0

A HEE: 2019-02-25

FRiBES: CiES

FEWE: Linux, GNU Make,

RA:

1. IBINRIKINGE, SZIFMXIZEETFT MQTT MR EBFES L TERIEHEE

2. HUSHENR, HAHEERLIRIT, & samples PIGNBEIEHIIEREEEINRA,
3. itk MQTT Ei&EtNHIR OB ERT2ERIFRRES -

4. HF Bug IS, BPoAFRIEBINSXIENEE,

5. ZREFEMEERBAIERELGR, ROBFEER.

R% v2.2.0

& HHA: 2018-07-20
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FRiBES: CiES

FEWE: Linux, GNU Make,

RA:

1. & NBloT igS=IENEED

2. i&fS TOPIC W9iBESrF “#” # “+7 .
3. BES=LENBERENE,

4. HF bug BYES.

A v2.1.0

AZ#HmBH: 2018-05-02

FAiBS: CiES

FEWE: Linux, GNU Make.

RE:

1. MEEEHE (OTA-CoAP i&iE ) &,

2. SRR ERZRIZESE hmac-shal EUEAGED.
3. iBREVESRtERYEED

R4 v2.0.0

ZHEH: 2018-03-12

FRiES: CiES

FEWFE: Linux, GNU Make,

RE:

1. FIEEGFAR (OTA-MQTT iEi& ) 86,
2, EBEREFFFOBEIREGAIDE

3. 28 MQTT ZWIIEIE K EHInFER SHE P XimHrEER,

R& v1.2.2

AZ*fBEHA: 2018-02-07

ARIES: CiES

FREWE: Linux, GNU Make.

RE:

1. ¥ MQTT/CoAP MRINEIEEZIF .
2. Linux c fmiEfifk.

RA v1.2.1

ZmABAH: 2018-02-02

FRIES: CiEE
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FEFE: Linux, GNU Make,
RZ: {2 Publish i EEREIEAREIRIZE

R4 v1.2.0

AZ#HmBEH: 2018-01-17

FRIES: CiBS

FEIEE: Linux, GNU Make,

RE:

1. MERMATRAEER ACK BEEIFEI, FEEERXEE.

2. BNBirEEEXTEE. BEMMAIEED.

3. % CoAP @&, EF UDP, XA DTLS XN, E48 LIREIBIZSEEE D,

&% v1.0.0

AmBEHE: 2017-11-15

FRIES: CiES

FEIE: Linux, GNU Make,

RE:
1. MQTT thilGEH: STHSSEERERNER loT Hub =imiR$S3:E, &S MQTT HHFE o
2. RBLFIREXSG: BRTTEE &2 FiFE.
3. RTINS FRAEMINZ L XL
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https://github.com/mcxiaoke/mqtt
https://cloud.tencent.com/document/product/634/11918
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C SDK iB¥&5#3t8
C SDK_Porting ¥

RIEEHAE: 2021-02-19 10:40:50

| K4 |
| RN |

aElE

IEX YEBAS

AT BRINTIE ISR C-SDK BIEZIBIREHTES . C-SDK RAERKIRIT, SEZOCIHNUIRS SEHmR
B, mHTEFEEBEN, —RIRFNEHHEREHTIESUSERIR

Application Samples 5 F 75 51

API B gm0

Services T F k% E

Protocol H3iX /2

POSIX socket AT socket TLS

Network M2

Utilities

Platform HAL F&#% 2

— —— — —— — — —— — — — — — — — — — — — — — — o— — —

N0 wn— 0

|

SRR

SDK BRI, NEETHNAEERSIE. BOMYE. REBE. BHHBRE.
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WeEE
ERMEIMNEZ L, EMTEIBRTENEN, REFLF, WX, sh&iEM, BELRT OTA FIb&E.
Wi

R 0T FAREMMEMLEE MQTT/COAPHTTP.

R

SEMETF TLS/SSL (TLS/DTLS) 5=, POSIX_socket (TCP/UDP ) 53:#1 AT_socket XHIMZE
ik, FRRSATRIEEEERFRMNEREORE

BHhSR=E

SMBFREGTEENRRIRERERETE, FEHNEFNKEGESTRZE, 9H%REMniEsEEm
2853 HAL B#0.

B =B

HAL BEEXZEB/IARIIBIE, 735612 OS XA, MER TLS HXHY. BERITEMEXR. RSEEHEXM.
SDK 7z platform/os BRRfI7T Linux. Windows. FreeRTOS & nonOS [ MZSHIEEHRESI, o
EERIBENEREFBIRESREE.

OS H#Hx#En
Fs = i5EA
1 HAL_Malloc EISHIERFR
2 HAL_Free BElRER,
3 HAL_ThreadCreate HiZCIEE,
4 HAL_ThreadDestroy HIZHHE
5 HAL_MutexCreate SIEE R,
6 HAL_MutexDestroy HERERF.
7 HAL_MutexLock mutex NN,
8 HAL_MutexUnlock mutex fEsi.
9 HAL_SemaphoreCreate tIRESE.
10 HAL_SemaphoreDestroy HBRESE.
1" HAL_SemaphoreWait EFHESE.
12 HAL_SemaphorePost BEREsSE.
13 HAL_SleepMs KHR .

IRIRERE: BR=ITE (1bF) BRSEAE
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RIZER TLS #XR9 HAL &0

RZEXEORM T E—EEBE. N TFESENEENEDHEERSER TCP/IP MEMN LIRS, TEX
POSIX_socket B9M%E HAL #£0, §EA TLS/SSL mnEEifaE R el TLS #8x<aY HAL 0. mxdF
MCU+ iBH TCP_AT &4 r9ig#, NaTLli%iF SDK 1249 AT_Socket 132, FHLIMEXA AT &E4EIEO,
ETF POSIX_socket i HAL #&0O

Hrh TCP/UDP #X#E0O0&F POSIX socket BRESEM . TLS #HXEOAKTRTF mbedtls E, BiEZHILRHEFR
Z& L ETH mbedtls . MNRRAHM TLS/SSL E, a1£% platform/tls/mbedtls #Hx3EMi#{TiEEIE
Bico

UDP/DTLS 18RI ER7E{EE COAP Bl R A FEBE.

Fs i 6 il

1 HAL_TCP_Connect #37 TCP &,
2 HAL_TCP_Disconnect ErFF TCP i&#&,
3 HAL_TCP_Write TCP 5,

4 HAL_TCP_Read TCP i%,

5 HAL_TLS_Connect 37 TLS &=,
6 HAL_TLS_Disconnect BrFF TLS &,
7 HAL_TLS_Write TLS 5B,

8 HAL_TLS_Read TLS iE,

9 HAL_UDP_Connect #37 UDP &%,
10 HAL_UDP_Disconnect ¥ A UDP &%,
1 HAL_UDP_Write UDP 5,

12 HAL_UDP_Read UDP i%,

13 HAL_DTLS_Connect #37 DTLS &,
14 HAL_DTLS_Disconnect B FF DTLS i&E#&.
15 HAL_DTLS_Write DTLS &,

16 HAL_DTLS_Read DTLS i%.

HF AT_socket i HAL &0
Bid{EeedmiFZ= AT_TCP_ENABLED i#F AT_socket, Ml SDK & network_at_tcp.c B

IRIRERE: BR=ITE (1bF) BRSEAE
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at_socket &M, at_socket ERAFERE, FEXM AT EMOREIR AT 24HIFE), AT RARHRFEE
I AT #2527 at_device BIIBRENEEIEF at_device op_t BIIRENEOIEIA], AJLASHE at_device BRTHE
XISAUEE, AT SBORNFZECIBEONPEIZI, AREPEIRSERPEBEIRRE
at_client_uart_rx_isr_cb BiA], OJLAZ&E HAL_AT UART freertos.c SEMBIFFEERIBIE.

Fs BREZ izl
1 HAL_AT_Uart_Init sk AT &0,
2 HAL_AT_Uart_Deinit EWaE AT 0.
3 HAL_AT_Uart_Send AT BOREEIE.
4 HAL_AT_UART_IRQHandler AT O ERIRSZER o
ASRIRFTERRCAY HAL =0
Fs BRE3 zL):
=4 YIRS AR R
1 HAL._Printf EP:‘.EW%E’J&?E’%’)\*T‘EEHJH&'
2 HAL_Snprintf BREIACHEBIEBAZFS,
i g E \i n- AY zS=/= 'y = \
3 HAL_UptimeMs g%ﬁ?ﬁFﬂLHEEEﬁEﬂ%ﬂ
4 HAL_DelayMs PHEEZERY, ER{UZEFRD.
REEBHEXR HAL #0

B loT ¥FaFEAFatIEraflitEER, RREEETRRREERFRFERENNIERKEFENE. Tl

s platform/os/linux/HAL_Device_linux.c ~BISEI

Fs ERE 2 i5AA
1 HAL_GetDevinfo IRFIERIER
2 HAL_SetDevInfo IRBEERFRF.

IRIRERE: BR=ITE (1bF) BRSEAE $15 H77]m
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FreeRTOS+IwIP E&#ZtaiR B

mIEE#AYE: 2024-09-29 18:03:35

AIHEN BTSN =IEX C-SDK #1585 FreeRTOS+HWIP E£&,

FreeRTOS &Y

FreeRTOS fEA—1"HRZESR, EEREISZIBRAEESZEBEF OS % ONH, EFRREFEEE
BRERSNRGHAMEE C &17E (#I90 newlib 5& ARM CMSIS E ) 1 TCP/IP M&thilte (40 IwlP ) 7
BEZ PR SERERIIRANIETES . ARSMREFFENEFFLFEHEEAHEE, ELERE C-SDK i, FERE
FRIZENERFBREITEL.

© hA:
SDK 7 platform/os/freertos 2zt T —MEF FreeRTOS+iwIP+newlib f92EH, %L
BEERE ESP8266 F& LiSiEmiKid

HHENFLES

ERETF RTOS ZZMFERELNEAEE, —RELZEEFER SDK #Y cmake 5& make HwiE, Elitb
SDK {2t TS HENThEE, "IRIBREISEXIBMENEI— 1 RMpI X, XHREEPNBERBRES, K
[ERAFERNEREIHCHAFRRE.

1. {24 CMakelLists.txt HfcER freertos F&, HABBMMEINGE:

BUILD_TYPE "release")

PLATFORM "freertos")

(
(
(EXTRACT_SRC ON)
(

FEATURE_AT_TCP_ENABLED OFF)

2. £ Linux MBIz TA TS

mkdir build
cd build

cmake ..

3. BIATE output/qcloud_iot_c_sdk #, #HEHEXMAENE, BREXINT:

gcloud_iot_c_sdk
— include

| — config.h

| }_ exports

IRIFRE: BR=ItE (It ) BRSEATF $16 H77:m
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— platform
(I

sdk_src

L internal_ inc

© eA:
« include B®: SDK AP {ERI APl RRAIE2%, HP config.h ARIERIFERERKARIE
%o APlI BENRIESE EORUESEHINA .
o platformB®: FatExatiE, TiRESSFHNEFER#TENER . BFNELHIRBESE
C-SDK_Porting BEF&BEEA .
o sdk_src: SDK B9tzvZiERIMNIBXMAE, —RAFTEE, HA internal_inc 79 SDK BB
{ERRLE .

4. APEE qcloud_iot_c_sdk #REEHBIFFENRmEFLEFE, FRIEEXBERENRFIER,

BERy

£ Linux AZWIEEF5E ESP8266 RTOS F&afEE2— 1 TiEXH6.
1. i52% ESP8266_RTOS_SDK 3XEY RTOS_SDK XXX fwiFsE, HElE— 1 MATIE.

2.} L mMEYRY gcloud_iot_c_sdk B&, ¥ W%l components/gcloud_iot T,
3. £ components/gcloud_iot F, FE— MRIFRENH component.mk, BEFWTF:

gcloud_iot_c_sdk/include \

gcloud_iot_c_sdk/include/exports \

gcloud_iot_c_sdk/sdk_src/internal_inc
=\

gcloud_iot_c_sdk/sdk_src \

gcloud_iot_c_sdk/platform

Ellt, ZAILME gcloud_iot_c_sdk {FA—1MAMEITHRIFETY , ZEERAPBERMRTLIEBYIERERS
C-SDK RIiEO#{TERIIAHR

IRIFRE: BR=ItE (It ) BRSEATF F17 #H7TR


https://github.com/espressif/ESP8266_RTOS_SDK
https://cloud.tencent.com/document/product/634/38259
https://cloud.tencent.com/document/product/634/38388
https://cloud.tencent.com/document/product/634/38388
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IEX YEBAS

MCU+&EH TCP_AT =448

(FreeRTOS)

IEEFATE: 2024-09-30 11:39:21

MFAHEEMZEHNEENR MCU, —#&RA MCU+ BifliEArGN, BifEAR ( 81F Wi-Fi/2G/4G/NB-
loT ) —fRMt TEF RO AT iESHHN MCU #TREEN . $XHX#AR, C-SDK H#ET AT-socket
MEE, MEEZ LA OMYMRSELRBE,. AXiFiRE3 MCU (FreeRTOS ) +i&H TCP AT #&4HrYE

tRIFR, WNfaIi3tE C-SDK HEANENZMENES .

SDK F#

TR ISR C-SDK,

SDK IhReicE

(ERER TCP RARmIFIEEINEENT:
2R [=1
BUILD_TYPE debug/release
EXTRACT_SRC ON
COMPILE_TOOLS gcc/MSVC

Linux/Window
s

PLATFORM

FEATURE_OTA_COMM_

ENABLED ON/OFF

FEATURE_AUTH_MODE KEY

FEATURE_AUTH_WITH_

NOTLS ON/OFF
FEATURE_EVENT_POST

_ENABLED ON/OFF
FEATURE_AT_TCP_ENA ON
BLED

FEATURE_AT_UART_RE ON

CV_IRQ

IRIRERE: BR=ITE (1bF) BRSEAE

i50A
RIERERE,
{ERECEBHMEN o

HRIEFEIRE, IDE BRAXE.

HRIEFEIRE, IDE BRAXE,

RIEREIRE,

FRZRFIMES B EZRINIE.

IRIEREREERE TLS,

RIEREREERSEMH LR

AT 1540 TCP IhgEH %,

AT {RARETZITINREFF X o

$18 H77]H


https://github.com/tencentyun/qcloud-iot-sdk-embedded-c

O BHE

FEATURE_AT_OS_USED ON AT {ZESEIEhEEF X,
TS N £ Thak e e
FEATURE_AT DEBUG OFF iAxid AT =AHRBRIhEE, BRAXEEBT

o

TSN

1. £ Linux BBIizTUATFTHS:

build

cd build

cmake ..

2. BNAJ7E output/qcloud_iot_c_sdk #, #HEHEXMAENE, BREXNT:

gcloud_iot_c_sdk
— include

| — config.h

| — exports

I platform
L— sdk_src

L— internal inc

OR';!:E
o include B®: SDK B {EREI APl RaIE2%, HP config.h BRIERIFERE KR
%o

o platform B3: F&HEXEEHE, TRBRSHNEFBRETIESEE.
o sdk_src : SDK BiziEiERimExXAiE, —RBRAFTEEM, Heb internal_inc 73 SDK A
ER(E RIS

3. AFPA% gcloud_iot_c_sdk ERFIEBIRFERNEEFLHE, FRIBREERIESRRFER,

HAL E#&iE

iB5%2% C-SDK_Porting EEF&ERA #TEE,

XFREZEXAY HAL 0, @8 LHEYRFEREERE SDK i2AY AT_socket 1E%R, SDK i
network_at_tcp.c B at_socket O, at_socket BAEERLIE, FESC AT BOKzIMRATIEAEIK
&, ATHEERNIFZIM AT ERA at_device HIIRENEEIIK at_device_op_t HIIRENECIENA, RILISER
at_device BRTRIEZIFAES.
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https://cloud.tencent.com/document/product/634/38388

IEX YEBAS

O BHS

BRI SDK s 33EXRERE R Wi-Fi 1228 ESP8266 i@t T [k E#OE, MsiaRIHthiEiRErHERS
%,

WSSZEHE

i&a]a#E SDK samples BR TRIGIREHTHA
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O BHS

IEX YEBAS

MCU+iEH TCP_AT {&Hi&iE

(non0OS )

mIEEFAYE: 2024-09-29 15:23:06

MFAHEEMZEHNEENR MCU, —#&RA MCU+ BifliEArGN . BiftEAR ( 81F Wi-Fi/2G/4G/NB-
loT ) —RiRit TEFROMI AT i8St MCU #TRISSIET . $iXMIER, C-SDK #%7T AT-socket
MEE, MEEZ LR OYHRSEXHBIE. AX@iRE MCU (F OS) +iEH TCP AT ZARNBRF
1%, IiBtE C-SDK HEAERZMIEAMES
HERTFE RTOS 75, at_socket MESFIEIRNLIESEER, NAERZEEAMEER
IOT_MQTT_Yield SiZUgiRSSin F1T40HE, B RNEONSFERIREXNER, FRUELSZERASR
ip=EWER RTOS, @BEESE FEATURE_AT_OS_USED = OFF i&##X 0S 5.

SDK T#
TFHBIFIRAIZEH C-SDK,

SDK IhEtEcE

7% RTOS {£HiEH TCP {2 HFi ERINAENT:

B
BUILD_TYPE
EXTRACT_SRC

COMPILE_TOOLS

PLATFORM

FEATURE_OTA_COMM_ENA
BLED

FEATURE_AUTH_MODE

FEATURE_AUTH_WITH_NOT
LS

FEATURE_EVENT_POST_EN
ABLED

FEATURE_AT_TCP_ENABLE
D

IRIRERE: BR=ITE (1bF) BRSEAE

[y=1
debug/release
ON

gcc/MSVC

Linux/Window
s

ON/OFF

KEY

ON/OFF

ON/OFF

ON

i5AA
RERERE,
{EREMUHIHHEN o

RIEFEIRE, IDE BRAXiE,

REREIRE, IDE BRAXE,

RIEEZIRE,

BFEZRLEIMES VEBGEZRIAL

IRIEFEESERE TLS,

RIEEEEEERSEM LR,

{E8E at_socket A,

FE21H#H7T]R


https://github.com/tencentyun/qcloud-iot-sdk-embedded-c

(0% - iit= .

FEATURE_AT_UART_RECV_|

ol e isE
RO ON Fee AT SBEOREMIZIL .
FEATURE_AT_OS_USED OFF at_socket AFK RTOS WiEER,
2Ly I SRR TIhRE iR E
FEATURE_AT DEBUG OFF 2iAXxiF AT EAHBKIIEE, BRAKEE

BiIH.

TS HEY

1. 7 Linux FIZETUATHS:

build
cd build

cmake ..

2. BNAJ7E output/qcloud_iot_c_sdk f, #{EHEXMAENE, BREXINT:

gcloud_iot_c_sdk
F—— include

| — config.h

| — exports

— platform
— sdk_src

L internal_ inc

OR';!:E
o include BR: SDK #BAP{ERN APl RaJE2%, He config.h HIRIERIFIERERIRIE
o

o platform B&: F&HEXEEE, TREBRSHNEFBRETIESEE.
o sdk_src : SDK BiznEiERimEXAEE, —RBRATEEM, B internal_inc 73 SDK A
ER(ERBRYSL IS o

3. AP gcloud_iot_c_sdk ERFEBIRFERNEEFLHE, FRIEREERIENRFEER.

HAL E##iE

iB562% C-SDK_Porting BBEa1BEHLA .

XFMEZEX HAL 20, @d LEpHmFERSEE SDK 121489 AT_Socket 1E22, SDK &iFH
network_at_tcp.c B at_socket &L, at_socket BAEEIE, FESM AT 20Oz AT E4BIK
&1, AT {RAIRENIAFTESLM AT ESRH at_device BIIRENEEMIF at_device_op_t HIIEENIEORIA, ®LIS

IRIFRE: BR=ItE (It ) BRSEATF F22 #H7T]R


https://github.com/tencentyun/qcloud-iot-sdk-embedded-c/blob/master/docs/C-SDK_Porting%E8%B7%A8%E5%B9%B3%E5%8F%B0%E7%A7%BB%E6%A4%8D%E6%A6%82%E8%BF%B0.md

O BHE

B8 at_device BRTHEXISNEH, AT SARDFELMEANDEHZI, ARETEHERSERDRBEIRER
# at_client_uart_rx_isr_cb B8], AJLA&% HAL_0S_nonos.c SLIBHRESHEIE.

WSSiZEHE

i&a]2% SDK samples BR THIfIEHITHE

IRIFRE: BR=IE (16F) BREEAR $E23H#H7TI



@ HE‘.L:HE YIBXRIE(S

C SDK #AiiEA

mIEEFAYE: 2024-11-14 15:49:52

ARERE, YENESSRESMENRENGENE, AREHTSHAESR, REFRNEBRSRREMER
ARSI . EULIMEIA TR 7 BB NSV MEEREENIRE.
MEMRR

REBHER
MEEZFEEXNRS, DAEBRSFNEPRE, [BHFRAEZEHES, BEEHERSIIEGER.
IFBEREBIFESNRSIAE, WREKHNTAIEE: #m ID (Productld) . 283

(DeviceName) . FiEBXH (DeviceCert) . ig&EFAHXH ( DevicePrivateKey ) , HHBEHEX
HHFASANFBFESER, B—3R.

ZIEFEBITFENRDIANE, $RE&Z&=7AHEE: MR ID (Productld) . i28&&
(DeviceName) . i2%%4$8 (DeviceSecret) , HPigEZZHRFEEER
IRBEAR EFR i, BEREBINESNEKAE, NMTEAMRR:

BUEF=m X

me=dl - TET EHERMFm

1
Hi}
I1sr
[iNi]
M
A
il
|'|'|-|
[
I

THETET, JSON =EEN
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https://cloud.tencent.com/edu/learning/quick-play/2896-54332?source=gw.doc.media&withPoster=1&notip=1
https://console.cloud.tencent.com/iothub/product

O BAT
BEEPRERRS

IRBEERRRDAMERFINSHER, FEENANEEENZ2EEBRA.

R

IEX YEBAS

tIErmiE, AMENEE EHS HEEBET = AP| Z1ERE, FHRINNANREER, 8 LRNMNTANE
=RBER, mRFEFIEERT, RREPFEBKNEP, 8F SDK ESTHIZNEFHRSEER, #TREA

ik,

BhiSkRR

MERS: SEESFEERTMEECEFME, FMEFNE, HIGMNANEREYE, FaSHERING
. TMHN: FREBEERFRIONSEMINGE, WEER=mEH (ProductSecret) . B—F=mTH
FrERSEEFIETLIERE—M~RES, BIF~& ID (Productld) . &% (ProductSecret) .

iRt E, BEmEEMNARRIIEEMEEHFT, AREARSHN=THXENTEERRTEE

WNIE,

thERFRIRER (DeviceName ) B4R SEAMSEMPRMERABNRECE, NEI2TLIRIRE
BHOEHR, BLRFRIER—m ID (Productld) TRIRERFES, —iREL IMEI 2& MAC itblit, &fE
BSEMNRNAERBRELIE, UEELRERMARATES, RENDSEMIHISRIGFRRBINRER
REAGERANNRER, WHAGXEE—ERERFE-RERHERNEENE,

A ER:

BSEMEERIFZRZ (ProductSecret ) IR 2, BUESFERANRLIEE,

MERFILENILERE

REERBA

IEBiRESEIMINT HAL API:
HAL_API
HAL_SetProductID
HAL_SetDevName

HAL_SetDevCertNam
e

HAL_SetDevPrivateKe
yName

FiHiRESLIUT HAL API:

IRIRERE: BR=ITE (1bF) BRSEAE

itz
REm ID, $REFREIESEEEFENR.
IREIRER, LAFREERXEFMHETR.

REISFIEBNHR, IEBXHEENEE certs XIFBR,

IREIRFIEPIAAN R, AANXHREMEE certs XIHEZR,

25 H77m


https://console.cloud.tencent.com/iothub
https://cloud.tencent.com/document/product/634/19468

O BHE

HAL_API s8R

HAL_SetProductID IREFm ID, BRENEIEZKEFENE,

HAL_SetDevName IREIRES , YIRFHREIESEEFHENE,

HAL_SetDevSec REIREEH, CRFHEEZKEFENR, BN
BB

IEBiIRESCIMIT HAL API:

HAL_API izl:
HAL_GetProductID RE= @ ID,
HAL_GetDevName REURER o

HAL_GetDevCertNam
e

IRANSEIEB MR o

HAL_GetDevPrivateKe

yName RIS SIEBIAARES .

EiFiREEMUT HAL API:

HAL_API i58H

HAL_GetProductIiD KBV~ 1D,

HAL_GetDevName RENSEE o

HAL_GetDevSec RENSEEH, ESARMENSR, ZEEHRERN.
iz Es)

o HIBEESE

static DevicelInfo sg_devInfo;

static int (MOQTTInitParams* initParams)
{

int ret;

ret = ((void *)&sg_devInfo);

if (QCLOUD_ERR_SUCCESS != ret) {

IRIFRE: BR=ItE (It ) BRSEATF 5826 H77m



IEX YEBAS

return ret;

initParams—>device_name = sg_devInfo.device_name;

initParams—->product_id = sg_devInfo.product_id;

o REERIRE

(void *pdevInfo)

int

DevicelInfo *devInfo = (DeviceInfo *)pdevInfo;

((char *)devInfo, 0, sizeof (DeviceInfo));
ret = (devInfo->product_id,
MAX_ SIZE_OF_PRODUCT_ID) ;
ret |= (devInfo—->device_name,

MAX_SIZE_OF_DEVICE_NAME) ;

#ifdef AUTH_MODE_CERT

ret |= (devInfo->devCertFileName,
MAX_SIZE_OF_DEVICE_CERT_FILE_NAME) ;

ret |= (devInfo->devPrivateKeyFileName,

MAX_SIZE_OF_DEVICE_KEY FILE_NAME) ;

(devInfo->devSerc, MAX SIZE_OF_DEVICE_SERC) ;

if (QCLOUD_ERR_SUCCESS != ret) {
("Get device info err");

ret = QCLOUD_ERR_DEV_INFO;

return ret;

o ENSHERM

static int (unsigned char *buf, size_t

buf_len, MQTTConnectParams *options, uint32_ t *serialized_len) {

IRIFRE: BR=ItE (It ) BRSEATF E27 #H7TIR




IEX YEBAS

int username_len = (options—->client_id) +
(OCLOUD_IOT_DEVICE_SDK_APPID) + MAX CONN_ID_LEN +
cur_timesec_len + 4;
options—->username = (char*) (username_len) ;
(options—>conn_id) ;
(options—>username, username_len,
options—->client_id, QCLOUD_IOT_DEVICE_SDK_APPID, options->conn_id,

cur_timesec) ;

#if defined (AUTH_WITH_NOTLS) && defined (AUTH_MODE_KEY)

if (options—>device_secret != && options—>username !=

char sign[41] {0};
(options—>username, (options—>username),
sign, options—>device_secret, options->device_secret_len);

options—->password = (char*)
if (options—->password ==

(QCLOUD_ERR_INVAL) ;

(options—->password, 51, "$s;hmacshal", sign);
}

#endif

ENSIRFREMIERE

o FliRERENTHE

(int argc, char **argv) {

((char *)&sDevInfo, 0, sizeof (DevicelInfo));
ret = (sDevInfo.product_id,
MAX_SIZE_OF_PRODUCT_ID) ;
ret |= (sDevInfo.product_key,
MAX_SIZE_OF_PRODUCT_KEY) ;
ret |= (sDevInfo.device_name,

MAX_SIZE_OF_DEVICE_NAME) ;

#ifdef AUTH_MODE_CERT

IRIFRE: BR=ItE (It ) BRSEATF $28 H77H
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ret (sDevInfo.devCertFileName,
MAX_SIZE OF DEVICE CERT FILE NAME) ;
ret (sDevInfo.devPrivateKeyFileName,
MAX_SIZE_OF_DEVICE_KEY_ FILE_NAME) ;
if (QCLOUD_ERR_SUCCESS != ret) {
("Get device info err");

return QCLOUD_ERR_FAILURE;

if (! (sDevInfo.devCertFileName,
QCLOUD_IOT_NULL_CERT_FILENAME)
[ ]! (sDevInfo.devPrivateKeyFileName,
QCLOUD_IOT_NULL_KEY_ FILENAME) ) {
("dev Cert not exist!");
infoNullFlag = true;
telse{
("dev Cert exist");

}
#else
ret |= (sDevInfo.devSerc, MAX_SIZE_OF_PRODUCT_KEY) ;
if (QCLOUD_ERR_SUCCESS != ret) {
("Get device info err");

return QCLOUD_ERR_FAILURE;

(sDevInfo.devSerc, QCLOUD_IOT_NULL_DEVICE_SECRET) ) {
("dev psk not exist!");
infoNullFlag = true;
telse{
("dev psk exist");

}

#endif

o KEMSHE, HREFHENLEER.

if (infoNullFlag) {
1f (QCLOUD_ERR_SUCCESS (&sDevInfo)) {

IRIFRE: BR=ItE (It ) BRSEATF $£29 H77H
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ret = (sDevInfo.device_name) ;
f AUTH_MODE_.

ret (sDevInfo.devCertFileName) ;
(sDevInfo.devPrivateKeyFileName) ;
(sDevInfo.devSerc) ;
i1f (QCLOUD_ERR_SUCCESS != ret) {

save fail");

("dynamic r ster success, productlID:
yFile:

sDevInfo.product_id, sDevInfo.device_name,

sDevInfo.devCertFileName, sDevInfo.devPrivateKeyFileName) ;

success, productID:

sDevInfo.product_id, sDevInfo.device_name,

dynamic r er fail", sDevInfo.device_name) ;

IREERNSHENING, BIRAMBERRIINGE. EEIAMERESMBERRIRE—H,

IRIFRE: BR=ItE (It ) BRSEATF 30 H77m



O BAT
C SDK {&

&

ki

IEX YEBAS

1A

mIEEFAYE: 2021-02-19 10:44:30

BN ZYEXMigSEin C SDK (kRSB MERXIMIEEE, AMERMMETFLZARIRRREIRREBZNGIR, F
=i TN EBERYEEN

@ ix8:

C SDKiEReH

EhRAV3.1.02fE, SDK MEmFEHE, NBRkEREEHTTERNRK, RS TIBRMEMIBELE.

C SDK RARRLigIT, SBEMNNIRSSEHIRE, HiRMERUBFHEEZRNSHEELN, ERTARR

BHFAFESTERRE,

B&REEREEHHEER Linux/Windows IMERFRYIRES

HTFESMEENEDFHERIRE Linux/Windows RFRNZE . FIiN PC/IRSZSR/MXKIRE, RESHRATERA
NIRENERE, THIEEZEE LRTFIET SDK,

HNFRERXREIHRA Linux i8%, MBFEIFER toolchain 8% glibc SEMAIE, TTLURMERE
socket i&ifl, select A% 10, EREFEHDE, KENASIE/RIR/BENEFTENRSE, LARIGFREIRFRPWN
Mutex #l#l ((RIEFESLIENT ) SRERFAR, WREBHERESHE (i, £ CMakeLists.txt 5
make.settings BIEMRmFRAIRE ) BIAIRIFIETT SDK,

REMESENENHERE RTOS RS

MFEFMEZENLENFHRA RTOS MI¥IEXMIZE, C SDK FEHMFEN RTOS MistEiEE /e, Bay
C SDK B&i&ft 7 81% FreeRTOS/RT-Thread/TencentOS tiny 2/ ERYIEXMAI RTOS E&.,
£ RTOS i&&#18 SDK i, MNBFEIRET 20 newlib B9 C iE1TEMZEM IwIP B9ERAI TCP/IP Y
%, NBgEERLFEriEasT

MCU+ imiiandie &

MFAESMEENGEDN MCU, —#EB MCU+ BifUEANAX, EifliEA ( 81% Wi-Fi/l2G/4G/NB-
loT) —RURETEF RO AT 1ESNUE MCU #ITREIEN . #3iXfhiss, C SDKHET AT-
socket RBE, MEBEZ LWL OMUHIIRSELX R E. HiRMTETF FreeRTOS MIFATIRIERR
(nonOS) A5 30AI HAL B,

BRibZ5h, BSTYIBRIEIRME T SR AT 1895, MRETEASIMTZIESE, WiRSEAENELE
B, IRAEEEL, XS, ESEEaEN=ES AT EEZHE MCU AT SDK,

SDK HR&MiEN

IRIFRE: BR=IE (16F) BREEAR EINHTTR


https://github.com/tencentyun/qcloud-iot-sdk-tencent-at-based.git

(0% - iit= e

BREMRINEXHETUT:

2R
CMakelLists.txt

CMakeSettings
.json

cmake_build.s
h

make.settings
Makefile

device_info.jso
n

docs

izl
cmake fwiFEANHE .

visual studio T8I cmake BE&X{HE,

Linux TR cmake BI4RIFERIA

Linux FfER Makefile BEIERFNEE .

Linux TR Makefile BiERwiE.

REEEXH, 3 DEBUG_DEV_INFO_USED=OFF B, §MiZ {4tz

&BiER.

XiHER, SDK EFRFEES TERRIANE,

external_libs FE=FXHEHEHEME, B9 mbedtls,

samples Rz,

include RS AP ERRIMEBL LY .
FEEEXREBEXE, BaiRETHYERR OS

platform ( Linux/Windows/FreeRTOS/non0OS ) , TLS (mbedtls ) LA AT #&ATF
AYSEM

sdk_src SDK #ZiBEmY R IRS 8 .

tools SDK EeERImIFRABERMAETE,

SDK #wi¥53UikAB

C SDK ZiF=MmiErL:
« cmake A=,

+ Makefile 5t
o {XEBMENST
WER U RZEEEMANEMRIBIESE RiZEEIRP 1 HERFETE o

SDK REIF

C SDK B9 samples BRBERASAEERNTH, XFESTRANFMRE, H2% SDK XISERTREXHE,
MEXMIEEESREFIEIRSR MQTT EAHILEESR, i52F MQTT REANT,

IRIFRE: BR=ItE (It ) BRSEATF $£32#H77T]H


https://cloud.tencent.com/document/product/634/38256
https://cloud.tencent.com/document/product/634/38257
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O BHS

=3t i
OTA FH& API 4t

IEX YEBAS

M SDK hR#43.0.3F48, OTA AESTHFTI=EtE, SEMH TRHEEPNRENNEFEHEMEESITE, o
ISEETHMEHISRTE, & FRIKE FTHREHERIURANEFRTH, MRAR TGRS TS
EFX—stEZE, OTA X APl BERGERETEWN, WFMN3.0.2RUBIRIRAFAARIAR, &K
APRZEEE, SNEHTEHSEM, i52%E sanples/ota/ota_mgtt_sample.c H{TEN,

RBEaSEL

ATIRSABEEE, FRIESRZIE, SDK 3A.0REMEHEE . RHREHIHTTEE, JWFMN3.0.3%LLE
BERAAEIIAER, JLATE Linux IFMETENIT tools/update_from_old_SDK.sh HA, WHEHSHIAPE

miTRFER, BRI LAERERNREN SDK.

|=ELE
QCLOUD_ERR_SUCCESS
QCLOUD_ERR_MQTT_RECONNECTED

QCLOUD_ERR_MQTT_MANUALLY_DISC
ONNECTED

QCLOUD_ERR_MQTT_CONNACK_CON
NECTION_ACCEPTED

QCLOUD_ERR_MQTT_ALREADY_CONN
ECTED

MAX_SIZE_OF_DEVICE_SERC
devCertFileName
devPrivateKeyFileName
devSerc
MAX_SIZE_OF_PRODUCT_KEY
product_key

DEBUG

INFO

WARN

IRIFRE: BR=ItE (It ) BRSEATF

#and
QCLOUD_RET_SUCCESS
QCLOUD_RET_MQTT_RECONNECTED

QCLOUD_RET_MQTT_MANUALLY_DISC
ONNECTED

QCLOUD_RET_MQTT_CONNACK_CONN
ECTION_ACCEPTED

QCLOUD_RET_MQTT_ALREADY_CONNE
CTED

MAX_SIZE_OF_DEVICE_SECRET
dev_cert_file_name
dev_key_file_name

device_secret
MAX_SIZE_OF_PRODUCT_SECRET
product_secret,

eLOG_DEBUG

eLOG_INFO

eLOG_WARN

$33HT7TH



O BAT

ERROR

DISABLE

Log_writter
gcloud_iot_dyn_reg_dev

IOT_SYSTEM_GET_TIME

IRIFRE: BR=ItE (It ) BRSEATF

eLOG_ERROR
eLOG_DISABLE
IOT_Log_Gen
IOT_DynReg_Device

IOT_Get_SysTime

IEX YEBAS
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O BHE

PRiFECEH AR

mIEE#AYE: 2021-02-19 10:44:08

AR C SDK MmFRRINRMIFERBEIRLGEI TR, FNMET Linux Fl Windows AR FRIRIFIMEEE
VAR i f5l o

C SDK &i¥p5 =ikt

C SDK XU THELR -
cmake 53

o HFFEH cmake (EABEESNRIZTR, ZIFE Linux 1 Windows FRIFETHITRIE
« cmake BFXFHA CMakelLists.txt {fEARIFEEIEIRHAN -

Makefile 5=

o WFAZH cmake BIFR, A Makefile HEi&RiFNA

+ Makefile {5 SDK v3.0.3RZHIRIIRARIF—E, KA make.settings {EAfmFEEIETAANE, &
M 5eRkEH1T make BIA],

UIBHES

o ZAXOMRIERRIEEINEE, SEXABMAINEI— M RIMASER, XHXEAPNIBEXEREE, HERR
ENEREIECHARRKE.

o ZAREEWKE cmake ITH, £ CMakeLists.txt hECEHEXINEEERIIFFR, Fi§ EXTRACT_SRC i
&7 ON, £ Linux FIEETIUTHS:

mkdir build
cd build

cmake ..

o BDEJTE output/qcloud_iot_c_sdk HF#EIBEXMABXHE, BREXRMT:

gcloud_iot_c_sdk
— include
| — config.h

| — exports

— platform
L

sdk_src

L internal inc

IRIFRE: BR=ItE (It ) BRSEATF 35 H77H
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¢ include B%7 SDK #tAFERR APl RAIZ2H, H config.h HiRIERIFEREMNRTER o
o platform BRAFESEXANE, ATIRERSHEFERETENEE.
o sdk_src 73 SDK Rt MZIERIMNEXRE, —AREFEN, HA internal_inc 73 SDK AEMERRISLIL

o

OR'; ;K

R4 gcloud_iot_c_sdk #REIHBIFESNREFEFE, FRIBEEBERIESRFIER,

C SDK #iFi&smises
WIEEEAT

I TEERRAISSEERTF cmake #1 make.setting. cmake iy ON EXEF make.setting By,

OFF MMF no

B

BUILD_TYPE

EXTRACT_SRC

COMPILE_TOOLS

PLATFORM

FEATURE_MQTT_COMM_E
NABLED

FEATURE_MQTT_DEVICE_S
HADOW

FEATURE_COAP_COMM_E
NABLED

FEATURE_GATEWAY_ENAB
LED

FEATURE_OTA_COMM_ENA
BLED

IRIFRE: BR=ItE (It ) BRSEATF

cmake (&

release/de
bug

ON/OFF

gcc

Linux

ON/OFF

ON/OFF

ON/OFF

ON/OFF

ON/OFF

1520A

o release: B IOT_DEBUG B8, #
FmhE release BRE TS

« debug: /EF I0T_DEBUG &2, #i%
1% debug BR T

CRBHMENIDREFF X, XXIER cmake B,

2§ gcc #l msve, tBoJLARRERwiFESS. Flan
arm—-none-linux—gnueabi—-gcc,

4% Linux/Windows/Freertos/Nonos.

MQTT @&=EHX.

RBELF X

CoAP BERZFHX.

PRI XINREBFFK o

OTA EfHERSF X

5836 H77m
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FEATURE_OTA_SIGNAL_CH MQTT/CO

-é—/\\ﬁ\ﬁ* uo
ANNEL AP OTA [ESEE3R
FEATURE_AUTH_MODE KEY/CERT BEAAMESER .

OFF: TLS 1§§bo
FEATURE_AUTH_WITH_NO ON/OFF © ‘ 6
TLS e ON: TLS x4,
FEATURE DEV DYN REG -

- - - - 5% lﬁ; o
ENABLED ON/OFF IRRIESEMFR
FEATURE_LOG_UPLOAD_E -

NABLED ON/OFF EIL‘:\L;EE*O
FEATURE_EVENT_POST_E

NABLED ON/OFF FHHFIRFX,
FEATURE DEBUG DEV INF

- - - IRBIER kiR o
0_USED ON/OFF RR(EEIRECREHRX
FEATURE_SYSTEM_COMM_ . eanct
ENABLED ON/OFF REVESREFAX,
EEATURE—AT—TCP—ENABLE ON/OFF AT t&4H TCP IhgEFx%.
FFR‘g URE_AT_UART_RECV  4\joFF AT AR ERESIHAETRE .
FEATURE_AT_OS_USED ON/OFF AT {EHESEEINREF X,
FEATURE_AT_DEBUG ON/OFF AT EHIFXINEEF X .
FEATURE_MULTITHREAD_T ON/OFF BERIFE Linux SEENREIFE,

EST_ENABLED

B BRI Z B EREIXR, SRBERIEANTRER, BLEREERAB/YR, EE2MT:

s IR kel
FEATURE_MQTT_DEVICE_SH  ceATURE_MQTT_COMM_ENABLED ON
ADOW

FEATURE_GATEWAY_ENABL e ATURE_MQTT_COMM_ENABLED ON

ED

IRIFRE: BR=ItE (Ib5R) BRSEAR $E37 HTTR



@ HE\.L;HE YIBXRIE(S

FEATURE_OTA_SIGNAL_CHA FEATURE_OTA_COMM_ENABLED ON
NNEL(MQTT) FEATURE_MQTT_COMM_ENABLED ON
FEATURE_OTA_SIGNAL_CHA FEATURE_OTA_COMM_ENABLED ON
NNEL(COAP) FEATURE_COAP_COMM_ENABLED ON
EEATURE—AUTH—WITH—NOT FEATURE_AUTH_MODE KEY
;ZATURE—AT—UART—RECV—I FEATURE_AT_TCP_ENABLED ON
FEATURE_AT_OS_USED FEATURE_AT_TCP_ENABLED ON
FEATURE_AT_DEBUG FEATURE_AT_TCP_ENABLED ON
RS RIAN

EBN=YBEHEtBIERZE, BEIBREER (ProductiD/DeviceName/DeviceSecret/Cert/Key X
%) BeE7E SDK A BEIERIZETT. EHAME, SDK RIUEFmMLRFHREER:
o FRERBES (4miFiER DEBUG_DEV_INFO_USED =ON) , M7
platform/os/xxx/HAL_Device_xxx.c HPEMISHFER, EEXHRFIFESTILAER XS,

o FHERENHD (HiFER DEBUG_DEV_INFO_USED = OFF ) , MfE device_info.json X{HE
BigEiER, WA TENREESFAFENRRIE SDK, & Linux/Windows FEE&THEEEERXMA.
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@ HE\.L;HE YIBXRIE(S

iFF1E (Linux 1 Windows )

EEHRYE: 2024-09-29 18:00:54
Linux (Ubuntu ) #iE

OR'; ;K
AIERER Ubuntu BIRAH16.04

1. BERERR
SDK FZ cmake WRAF#E3.50 L, FIARIRR cmake lRAKRIE, ERIFXY, BRE TH HS5F T=EN
BA #1T cmake BERFHTHERE

$ -y build-essential gcc cmake

2. EEEY
{22 SDK #RERTHI CMakeLists.txt 34, FHHRIATEREFE (LABHAMERSEAE ) :

set (BUILD_TYPE "release")

set (COMPILE_TOOLS "gcc")
set (PLATFORM "linux")
set (FEATURE_AUTH_MODE "KEY")

set (FEATURE_AUTH_WITH_NOTLS OFF)

(
(
(
set (FEATURE_MQTT_COMM_ENABLED ON)
(
(
(

set (FEATURE_DEBUG_DEV_INFO_USED OFF)

3. THIAGRE
3.1 ERREREZRGINT:

./cmake_build.sh

3.2 WBAIESUY, EHERRBITE output /release LA,
E—RRERmEZE, EREERZFERA, WHITLATRBE:

./cmake_build.sh samples

4. WEREER
BEBNZYENESLIZINREFERS (MBHAMEREHE) , ES5E SDK BBRT device_info.json
B, RERBWNT:

IRIFRE: BR=ItE (It ) BRSEATF 39 H77TH


https://cmake.org/download/
https://gitlab.kitware.com/cmake/cmake
https://gitlab.kitware.com/cmake/cmake

O BHE

"auth_mode":"KEY",

"productId":"S3EUVBQAZW",

"

devi Name" :"test_ dev

"key_deviceinfo": {

"deviceSecret":"vX6PQgazsGsMyf5SMfs60A6Y"

5. BEBfF7H
AT output/release/bin XEEH, fIUNiE!T data_template_sample =, HA
./output/release/bin/data_template_sample BIR],

Windows #18
IKEIZREE Visual Studio 2019 &1

1. i5ihiE Visual Studio TR, TEFRE Visual Studio 2019, AN THZEAIZ16.20RA
Community.

Visual Studio 2019
=BT Android, i0S, Windows, Web HI=HiTheis&RIEmTTE

IR (IDE)
Community Professional Enterprise
AR 16.2 Theesd Rl IDE, & EiEs/ MENEE BT EEHEEERLRY
EiTied #FE, FHliRSE D FEREEERSE
SEFTAER
EhEE S "PEETREERR 2 TEFSE > TEEw >

InfEEREE

IRIFRE: BR=ItE (It ) BRSEATF $40 H7TR


https://visualstudio.microsoft.com/zh-hans/downloads/

O BHS

2. i%#F “fEf C++ MREALR” , HiRRIE “AF Windows B C++ CMAKE TH” ,

EFE#F# — Visual Studio Community 2019 — 16.2.5
Ihnd  BPEl ES FEME
Web 0% (4)

ASPNET 30 Web F&
R ASP.NETy ASPINET Core HTMLavaScript F0E4E
Docker F3AVFHERM Web BAER -

"3 Python #%
71 Python TG « il « REXFEITEEEE.

windows (3)

NET S5
{#EB C= . Visual Basic 3 F2 £ i WOF . Windows BiFAHE
HsEAERER

W EF Windows FEFE
W C= VB B Co+ EIMINBA Windows RERIRE
B

o
Di\software\vs2018  EEpk...

HEEIR R TR EERTA Visual Studio JRZRIITSIIE » HTBTAIHER Visusl Studio TREEHIERT « B3R EHITRIGIFA]» A0 =718 Sah EHERE T SIEHR FT

it USRI TR ARl

WEFHIETT

1.

T ERHEANRZER)

£5F Visual Studio B, {RITFHMERITE. ri=miritalE S

RILEE R TITa R, LA

A

Azure i
AFAESRA . BE2EEL R BEEE Docker I
264 Azure SDK TEHIRE -

Node.js F%
R Nodejs (— M EFHB NN Javascript IZTRTE
REETR R R TR

A C-+ HIEmA A
A Microsoft C++ TEEE ATLE MFC 2 i Windows 85
ERIAIER -

2 (T FIEIRE.

Rk T .

R AR

> Visual Studio ¥ {47583
v B C++ RIREHR
2as
C++ LT

Alik
M
I’
M«
L= ows fy C++ CMake TH |
rv142 4L T B ix86 30 x64)

i iEmE
t A S

V]
/]

FépWaE (0 12668
Hitigzh#  334GE
FiZERBxE 46GE

T#imERE * ot

217 Visual Studio, EFFTHARSIHRE, HiEFTH C SDK BR.

Visual Studio 2019

FIFAHICHSE(E)

S i

IEX YEBAS

2. BEBN=MENBEEHSEZMNRBMRFER (MUBHALRENAG) , E5E device_info.json /1,

EHCEEINT:

"auth_mode" :"KEY",

"productId":"S3EUVBQAZW",

"deviceName" :"test_device",

"key_deviceinfo":{

"deviceSecret":"vX6PQgazsGsMyf5SMfs60A6y"

IRIRERE: BR=ITE (1bF) BRSEAE
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O BHS

IEX YEBAS

3. WEHHTHRERAI CMakelLists.txt, Hi@iARETREEPIRERTFE) Windows Hl%iFTH} MSVC.,

build

certs

docs
external libs
include
platform

samples

cmake build.sh
CMakelists.bxd

m BEEREEREREERER

=

device_info.
LICEMNSE
make.settings
Makefile

README.md

=T
|
1o
0O
B

set (PLATFORM

IRIRERE: BR=ITE (1bF) BRSEAE

"MSVC" )

"windows")
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O BRE PRRE

4. Visual Studio £Bzh4&R cmake EBF, 5% cmake EFERTEE.

ra

WCMARE W CMake\bin'io

Lo O e O e 4

m

q

2{ZENE
2128

(F) $$8(E) W|WBNW mEP &=
ZRbERk F/

Ctrl+Al+F7

M x86-Debug

data_template

door_coap_sample.exe (D

light_data_template
mqtt_sample.exe (D
ota_mgqtt_sample.exe

shadow sample.exe (DE\work

IRIFRE: BR=IE (16F) BREEAR FE43 HT77TR



(0% - iit= .

MQTT RENAI]
mIEE#AYE: 2024-09-29 18:03:35

AEHEZEMBINMTEENZMEXRIE(S loT Hub =& EIEIREINR, #4548 C-SDK 89 mqtt_sample 12
Al igEimEE MQTT MHGEREIBNZ loT Hub, #{TiHRREFEI,

EHISRE

SRR

1. BF VENEEETS , PEEMNRSETRIIR,
2. BAFRIIRTHE, pHOURRTR.

3. AR RRAED, EETRERNTRER, BAFRSM, SFAMEAFRRESN, FaNTm
iR, ARRLRE. (WFEEEERE, IRTEEE, )

EIEFH~m X

=R e EEm EEMETm

||'||
1]

AP WEFAGE FERIAE

ISR . JSON BEM

[ith

4. FREESRE, EERNFRRE T, BHREIER,
5. EiIRBYIRTHE, PHERMINEE.

IRIRERE: BR=ITE (1bF) BRSEAE $44 H77TR


https://console.cloud.tencent.com/iotcloud

@ H%\.L:HE YIBXRIE(S

O WMRFERIMESNDERIMNE, BMARESWENE, NicREEEPHTREE, THASEPINREE
A FIRFIE B AT RS EEEANEERIER

@ CHINEINNE, & FERETABmesIS!

WEEE test1 7|pE

AE: FEEREEISININRSIE, ERtENE, B4, BRZASEFESNRENTE, B
FAREGERIER R ZS SERFAR.

O MRFMAMEBFRNAZBAE, BWARSRWAINGE, SEREPETHRINIENZHER.

©@ CHhiEmiRs, FEEREEH!

Ja|

1E: FRERECHNREEH, BRUENE,

IREEESIFER

8@ Topic

1. EENFRIRE T, PENRIIER,
2. HANRFIRRTE, B2EEIN Topic MR,

IRIFRE: BR=ItE (It ) BRSEATF 545 H77R



O BHE

3. E#HAY Topic NRIRAS, A data, FRBEIRESIRAZBIITN, BHRE.
il TopicBIBR X

T
o
o

ERaEIFTE, 8iF. Mz ARERZER I OE
+=r—&, ERHEE, AgEHtaaal; KERTH1-644z

IR | Bt v

4, HEIBLIEY product 1D/ \${deviceName}/data B Topic, EF-mREAINIRTIRPENTEE %= MmAEY
FRER

MEETTPIER
TEHATE Linux FREHIFIEIT matt_sample 76 ( LABBINIERE A6 )
1. §RE SDK

1.1 1824 CMakeLists.txt BRI TEIRTFE:

BUILD_TYPE "release")

COMPILE_TOOLS "gcc")

PLATFORM "linux")

(
(
(
(FEATURE_MQTT_COMM_ENABLED ON)
(FEATURE_AUTH_MODE "KEY")

(

(

FEATURE_AUTH_WITH_NOTLS OFF)
FEATURE_DEBUG_DEV_INFO_USED OFF)

1.2 PATHIARGRIE

./cmake_build.sh

1.3 THEEAITF output /release/bin N{&FEH,
2. REREER
B LEEBN=ER loT Hub SIRNIRENRHER, HS3 device_info.json .

IRIFRE: BR=ItE (It ) BRSEATF 846 H77H



"auth_mode" :"KEY",

IEX YEBAS

"productId":"S3EUVBRJLB",

"deviceName":"test_device",

"key_deviceinfo":{

"deviceSecret":"vX6PQqazsGsMyf5SMfs60A6y"

}

3. HfT mqtt_sample FHIER

./output/release/bin/mgtt_sample

12019-09-12 21:28:
1.0, Product_1ID:
12019-09-12 21:7¢
Setting up the
12019-09-12 21:
Performing the
12019-09-12 21:
Connecting to /
12019-09-12
connected with

|2019-09-12 21:28:

20 |device.c| (67): SDK_Ver:

, Device_Name: test_device

: 20 |HAL_TLS_mbedtls.c|

structure. ..

3: 20 |HAL_TLS_mbedtls.c|

handshake. ..

: 20 |HAL_TLS_mbedtls.c|

.lotcloud.tencentdevices.com/

3:20 |HAL_TLS _mbedtls.c|

.ilotcloud.tencentdevices.com/8883...

20 |mgtt_client.c| (125) : mgtt

connect with id: p8tOW success

|2019-09-12 21:28:
Construct Success

12019-09-12

21:28:20 |mgtt_client_

20 |mgtt_sample.c| (303) : Cloud Device

subscribe.c|

topicName=S$sys/operation/result/ /test_device|packet_id=1932

|2019-09-12 21:28:

20 |mgtt_sample.c| (71) :

subscribe success, packet-id=1932

|2019-09-12
21:28:20|system_mgtt.

c | 8 : mgtt sys

topic subscribe success

| 2019=09=12

21:28:20 |mgtt_client_publish.c| (337) : publish

packetID=0 | topicName=

Ssys/operation/ /test_device |payload=

{"type": "get", "resource": ["time"]}

|2019-09-12

21:28:20|system_mgtt.

c| (63) : Recv Msg

Topic:$sys/operation/result/ /test_device, payload:

{"type" . "get"’ "time" .
=12 2i1328¢

fo)

2

IRIFRE: BR=ItE (It ) BRSEATF

1568294900}

21 |mgtt_sample.c| (316) : system time is

F47 H77TR




IEX YEBAS

|2019-09-12
21:28:21 |mgtt_client_subscribe.c|
topicName= /test_device/data|packet_id=1933

|2019-09-12 21:28:21 |mgtt_sample.c|
subscribe success, packet-id=1933

| 2019=09=12
21:28:21 |mgtt_client_publish.c| (329) : publish
topic seqg=1934|topicName= /test_device/data|payload=
{"action": "publish_test", "count": "O0"}

12019-09-12 21:28:21 |mgtt_sample.c| 8): publish
success, packet-i1d=1934

[2019-09-12 21:28:21 |mgtt_sample.c|
Receive Message With topicName: /test_device/data, payload:
{"action": "publish_test", "count": "0"}

|2019-09-12
21:28:22 |mgtt_client_connect.c|
disconnect!

| 2019=09=12
21:28:22 | system_mgtt.c| (98) : mgtt client
has been destroyed

[2019-09-12 21:28:22 |mgtt_client.c]| (186) : mgtt

release!

4. MT|ER &R

MTEFEEETTAEFED MQTT A9 Publish #8HE, EIREIES
/{productID}/{deviceName}/data , BRFZERCEWFIFHRINIFTHK TiZiESRILIE,

|2019-09-12 21:28:21 |mgtt_sample.c| 98): publish

success, packet-id=1934

5. MSERERIK

MTETEERTZHBREAREECHITIAN Topic, FRALANBARSSSBEHFEXEIRGIER, FiHEAMBNAYE
]ECE g8

[2019-09-12 21:28:21 |mgtt_sample.c]|
Receive Message With topicName: /test_device/data, payload:

{"action": "publish_test", "count": "0"}

6. MREHEET

IRIFRE: BRzITE (165 ) BRSEAS $48 H7TR




IEX YEBAS

O BHS

BF VBMEEERE, BEZzERER, PELAREEAE, MTEEN HRNES.

FRRE wEIE TopicEE aHE HREE EEE
BT Bt
fTEE= v | | E155E v
Q
Fifia] =) Requestld i8R ik R
SEFIEAE

$49 H77TH
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https://console.cloud.tencent.com/iothub/product

O BHE

BORAIE S

mIEE#AYE: 2024-09-30 11:39:21

ig&inw C SDK HAFEAEN AP| REEE, SEURTBSHENFLIEAT include BRTH, AXIEEE
MiZzBER THARTESHIAR AP| REHTIHE,

JESHKE

C SDK WERAILMRIERF SRR, REHENNSH, REXMFLSIETT. IZBRASHEE:
O MQTT EEiRA ( 8iFiEE, iTiH, %% ) WBIIEE, 2fi: =/, EiNS5000=#.
O MQTT Y EXEEFIZKGERR buffer XINEIAJ2048FT5, BRAZIFI6KB,
O COAP Y& EEFHZEGESAY buffer KINBAAS12FET, BAZIFIKB,
O MQTT UBERRIXRE, RAMEHCI0R, Bfu: =i,
O EERASSME, Bl =, RRNESEIEN, SXRNSFHNTLEME, NBTiZRASEIENE
HEE,
{€2% include/qcloud_iot_export_variables.h XU TEENAILZENRIZNSHBEE.
BN REESHmE SDK , REULIBINT:

/* default MQTT/CoAP value when connect/pub/sub (unit: ms) */

default keep alive interval

16*1024 */

default buffer : 16*1024 */

default : 1*x1024 */

default buffer : 1*1024 */

IRIFRE: BR=ItE (It ) BRSEATF 50 #H77m



O BHS

/* MAX MQTT reconnect interval

IEX YEBAS

(unit: ms) */

API /¥R

LAT =2 C SDK v3.1.0RAZ A EEINEEFMI N AP| EORIE, AFERHRSIS5EE, EMNEANIRBINEO
SHFREETESE SDK i3 include/exports/gcloud_iot_export_*.h ZFELI(EPAYERE,

MQTT &0
Fs ERE=
’ IOT_MQTT_Constru
ct
2 IOT_MQTT_Destroy
3 IOT_MQTT_Yield
4 IOT_MQTT_Publish
IOT_MQTT_Subscri
5
be
6 IOT_MQTT_Unsubs
cribe
IOT_MQTT_IsConn
7
ected
3 IOT_MQTT_GetErrC
ode
SHEWIRERIRB

i52AR

#3i& MQTTClient #i&E#& MQTT =imbRS -

X MQTT &#&H#HEER MQTTClient,

FEHAZELTXP, #1T MQTT IRSGEE, HELE, &Y
5K, OHBREERSEEF IS

2% MQTT iER .

iTiE MQTT £&&,

EGHITIRETIRN MQTT &%,

BEZE MQTT 2&2iERE,

FREIOT_MQTT_ConstructkM =iz .

SDK 3F MQTT #OESEERETHEREN T EEER:
o FRFSEIEAMA I0OT_MQTT_Yield, IOT_MQTT_Construct EAR IOT_MQTT_Destroy.

o AJLABE&IZAA I0OT_MQTT_Publish, I0T_MQTT_Subscribe & IOT_MQTT_Unsubscribe.
o IOT_MQTT_Yield #E53}\ socket iZERFHLIE MQTT IRIZAIERE, RARIE—ERINITRIE, BEIKIKETE

£ L% {of g

IRIFRE: BR=ItE (It ) BRSEATF
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O BAT

RERTFEO
XFREHTIMRENG, TUSE BELTFIHE.

Fs ERE=

1 IOT_Shadow_Construct

2 IOT_Shadow_Publish

3 IOT_Shadow_Subscribe

4 IOT_Shadow_Unsubscribe

5 IOT_Shadow_IsConnected

6 IOT_Shadow_Destroy

7 IOT_Shadow_Yield

8 IOT_Shadow_Update

9 IOT_Shadow_Update_Sync

10 IOT_Shadow_Get

11 IOT_Shadow_Get_Sync

12 IOT_Shadow_Register_Property

13 IOT_Shadow_UnRegister_Proper
ty

14 IOT_Shadow_JSON_ConstructR
eport

15 IOT_Sh.adow_JSON_Construct_
OverwriteReport

16 IOT_Shadow_JSON_ConstructR
eportAndDesireAllNull

17 IOT_Shadow_JSON_ConstructD

esireAllNull

IRIFRE: BR=ItE (Ib5R) BRSEAR

IEX YEBAS

i520A

&g E2F=Z ik ShadowClient, FHizis
MQTT =i%i&RS5 -

HFEPImAH MQTT iEHR.
HFEFImITEAMQTT £,
HFEPIREGEITIREITAN MQTT &,
BRI FEFIRR MQTT 2EECEE.

%idl Shadow MQTT i&EEFHER
ShadowClient,

ELRIZE LT, #1T MQTT #R3ZE, iH
B, BRER, (EREERSERSFE

5o

BLEMRIFELFHE.

BLBREIMRERFH-
SEHNRIVLBFHLF X,
AL B RIRBURERF o

M ERIRERIRERE

kR EiEMIRRERE M

£ JSON 3ZH4HhiRNN reported FE;, FEEE
o

£ JSON 3ZH4HRiRNN reported FE;, B=E
o

£ JSON 3Z#4hifhn reported FE8, RAYES
desired FE&,

£ JSON 32#ighiFnn "desired": null ZE&,

$52 H77H


https://cloud.tencent.com/document/product/634/11918

IEX YEBAS

RS k6 AR

OTA &M
%£F OTA B FHINEENE, ALUSE SEEHFE.

IOT_COAP_Construct

IOT_COAP_Destroy

IOT_COAP_Yield

IOT_COAP_SendMessage
IOT_COAP_GetMessageld

IOT_COAP_GetMessageP
ayload

IOT_COAP_GetMessageC
ode

ke

IOT_OTA_Init

IOT_OTA_Destroy
IOT_OTA_ReportVersion
IOT_OTA_IsFetching
IOT_OTA_IsFetchFinish
IOT_OTA_FetchYield
IOT_OTA_loctl

IOT_OTA_GetLastError

IOT_OTA_StartDownload

IRIFRE: BR=ItE (Ib5R) BRSEAR

#3i& CoAPClient 755k CoAP &%,
Xidl CoAP E#EFHHER CoAPClient.

FEHAIZIE LTS, i#1T CoAP RIGZEIIEELIESE
x5,

%% CoAP g,

$XHY COAP Response i&i& msgld,

$XHY COAP Response iHERS -

FXHY COAP Response jBE$8i=RME -

AR

At OTA &R, ERIRTRARLROZAFEESHT
MQTT/COAP RI#Ia1L

B OTA ERIBXAIER

[ OTA RS =IREFHEHFRAFER
REREL T THEMHAS.
HEEHESECETHRM.

MNEES EEREANEIZIRS R IRENE
IREUEER OTA B8R,

REERE—1 8R0S,

HRIEIRENEI B EFR it AR i B/ E B wE ( 2 EH
REEE) , SEFIRSSEREL HTTP &%,

$E63 HT77TH


https://cloud.tencent.com/document/product/634/14674

O BAT

IOT_OTA_UpdateClientM

IEX YEBAS

W EEfERl, iTEAMEHR MD5,

SiBTEHHRR, @RS EREMEARIVINS,

SEARMINZIE, MRS LIRFRRINEVAES .

SEHREXMZE, BiRSSE LIRARIBEYAS.

IREFEBAE LIRTIRINEEATFMHIREATLISE SDK docs BR TYBRMIBETFEXIEIRERE LIRINEEERS o

10 d5
1 IOT_OTA_ReportUpgrad
eBegin
12 IOT_OTA_ReportUpgrad
eSuccess
IOT_OTA_ReportUpgrad
13 .
eFail
B0
FS EREZ
1 IOT_Log_Set_Level
2 IOT_Log_Get_Level
3 IOT_Log_Set_MessageH
andler
4 IOT_Log_Init_Uploader
5 IOT_Log_Fini_Uploader
6 IOT_Log_Upload
- IOT_Log_Set_Upload_Le
vel
3 IOT_Log_Get_Upload_Le
vel
9 Log_d/ilwle
RO
FS B2
1 IOT_Get_SysTime
FIXThegiEr

IRIFRE: BR=ItE (It ) BRSEATF

15EA
iRE SDK BERBTENFR o

iE[E SDK BESTENRYHFR -

IRERTEIRELY, EER SDK BEFREmEH.

a2 SDK BE EIR=IRRIThEEFH IR R o
{#1k SDK BE LR RiRIhREHBRHER

¥ SDK iz17H& LiREI iR o

iRE SDK BER LIRFR

ig[E SDK BE EREIFR -

RRBIFTEDZIN SDK BERYEO

AR

IREY loT hub E&&%tAE, BRIXSZE MQTT EiExs

A3ThEE.

554 H77H



O BAT

IEX YEBAS

KXTFMXINEET R, AIbAE%E SDK docs BR TYIEXMIE(SE T & =M X = mabsd

FS

1

EREE
I0T_Gateway_Construct
I0T_Gateway_Destroy

I0T_Gateway_Subdev_O
nline

I0OT_Gateway_Subdev_O
ffline

IOT_Gateway_Yield

IOT_Gateway_Publish
I0T_Gateway_Subscribe

IOT_Gateway_Unsubscri
be

IRIFRE: BR=ItE (It ) BRSEATF

i8R
f3i& Gateway client 358k MQTT &%,

Xl MQTT i&E#&HHER Gateway client.

FiRELZ,

FIRE T,

ESmZSELTXP, #1T MQTT IRXIZE, HEL
2, BEER, OMEREERSEERFES.

&% MQTT iER,

iTiE MQTT £&&,

EGHITIREITIRRN MQTT E&,

5565 H77m



@ Hﬁ‘fﬂﬁ YIBXRUESS

RHREEEFE

A E#AYE: 2024-09-29 15:23:07

Wik

BN =YBNFES B/ N RDEE—RA ProductiD, FARAILABENX DeviceName 1RiRig&E, B
miRe +IREIRR + IREIEB/EAREIERENA XL . RERFEFHEXLRESPESE. C-SDK RIHTIES
IRBERIRORSEXLN, AIRESIFERETIER.

RERHBER

IEPRFEBIFENRSIAE, YREEN7TAEES: ™ ID (Productld) . 283

(DeviceName) . FiEBXH (DeviceCert) . i8&FAHXH ( DevicePrivateKey ) , HHREHX
HFFAE I BFEEER, B—XIR,

FHSFEBEIFSHNRSIAL, ¥RESE=7]AEER: & ID (Productld) . 258

(DeviceName) . i&&%$A (DeviceSecret) , HPigEZAREEERM -

RERBERRR
BEESEROHABERNDSER, FEENANEFNZSE FERE,
MRS

tlErmiE, & YENEEETES XEBE = AP ENMEIERE, HREMNIRERER, B RN TvHaRE
=RAER, MRFEFIEERT, RREFEBKNEP, 8T SDK ESTHIZNFHRSEER, #TREA
iEo

ahShER

MERS: FEESEERTMEEEFME, SMEFNE, HIGNMNANEREYE, FaISHERING
. TMAHN: FREIBEEEF RIS EMINGE, WEER=mEH (ProductSecret) . B—F=mTH
FrBIRSEEFIEIURRE—N~RES, B~ ID (Productld) . =&m#$8 ( ProductSecret) .
iR G, BEmEEMNARRINIFEMEEHFT, ABHPBERN=cAEENTAERHTIIFA
ik,
h&IRFIRER (DeviceName ) BI&ERE: BfFEsEEIAEMNEMEREEMHZFCE, WiES2ULIRIGEHE
BoErki, BeRRIER—~& ID (Productld) FTHIREEAFAEE, —iREY IMEI k& MAC ithiit . &f#
gEESIEMAER A EEEMSFCE, WEBEIRFEMNARATES, BENSEMHSKRIEFRIENIZES
ERAEEFANNSES, AT ERERRF-REREERENEENE.

O EE:
A EMEERIRTRZ (ProductSecret) B2, BUNEFERANRLIEE,

IRIFRE: BR=IE (16F) BREEAR 5556 H77:m


https://console.cloud.tencent.com/iotcloud
https://cloud.tencent.com/document/product/634/19468

O BHE

REERIESEN

SDK Rt Tig&(ERIEE HAL #0, ®HsEM, ALAZE Linux & HAL_Device_Linux.c FiR&EIER
IZERYSEHL
iREER HAL 0 :

HAL_API izl
HAL_SetDevinfo BEIEEEA,
HAL_GetDevInfo IRTFIERIEE

FRMReEEREKE

tIEREZE, SEBERER ( ProductID/DeviceName/DeviceSecret/Cert/Key N ) EeE1E SDK /1

AREIETEITRA . HEFRMER, SDK IRIUBMAGNF#HRSEER:

1. FREARBESP (HiFiER DEBUG_DEV_INFO_USED =ON) , W&
platform/os/xxx/HAL_Device_xxx.c PEMIZHFER, EEXHRERIFESTILAER XSG,

static char sg_product_id][

"PRODUCT_ID";

static char sg_device_name [
"YOUR_DEV_NAME";

#ifdef

static char sg_product_secret|
"YOUR_PRODUCT_SECRET";

#endif

#ifdef

static char sg_device_cert_file name|

1] = "YOUR_DEVICE_NAME_cert.crt";

static char

sg_device_privatekey_file_name]|

1] = "YOUR_DEVICE_NAME_private.key";
#else
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IEX YEBAS

static char sg_device_secret|
"YOUR_IOT_PSK";
#endif

2. FHEREXHH (4HmiFiER DEBUG_DEV_INFO_USED = OFF ) , £ device_info.json X{E
BiREER, AN TENIREEEFAFTERRE SDK, 7 Linux/Windows FEE&THAMEERXMEI.

"auth_mode" :"KEY/CERT",

"productId":"PRODUCT_ID",
"productSecret" :"YOUR_PRODUCT_SECRET",
"deviceName" : "YOUR_DEV_NAME",

"key_deviceinfo":{
"deviceSecret":"YOUR_IOT_ PSK"
1y

"cert_deviceinfo": {
"devCertFile":"YOUR_DEVICE _CERT_FILE_NAME",
"devPrivateKeyFile" :"YOUR_DEVICE_PRIVATE_KEY FILE_NAME"
|

"subDev": {
"sub_productId":"YOUR_SUBDEV_PRODUCT_ID",
"sub_devName" :"YOUR_SUBDEV_DEVICE_NAME"

RIF71

o MIRLERSE

static DevicelInfo sg_devInfo;

static int (MQTTInitParams* initParams)

{

int ret;
((void *)é&sg_devInfo);

= ret){

return ret;
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IEX YEBAS

initParams—->device_name = sg_devInfo.device_name;

initParams—>product_id = sg_devInfo.product_id;

o BIPREENSHEN

static int (unsigned char *buf, size_t

buf_len, MQTTConnectParams *options, uint32_t *serialized_len) {

int username_len = (options—->client_id) +
( ) +
cur_timesec_len + 4;
options—->username = (char*) (username_1len) ;
(options—>conn_id) ;
(options—->username, username_len,
options—->client_id, , options->conn_id,

cur_timesec) ;

#if ( ) && ( )

if (options—>device_secret != && options—>username !=

char sign[41] = {0};
(options—>username, (options—>username),
sign, options->device_secret, options->device_secret_len);
options—->password = (char*) (54) ¢
if (options—->password ==
( )

(options—>password, 51, "S$s;hmacshal", sign);
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@ Hﬁ‘fﬂﬁ MIEX SIS

HTF Android SDK ##EAN
Android SDK KA i8R
mIEEFRAYE: 2024-08-23 17:13:31

RBEE
B v1.0.0 #RAFHA, Android i&&i% SDK RE3ER GitHub &,
BRAER

B v1.0.0 lRAF48, Android ig&ix SDK lRAEALER, i8R GitHub,

IRIFRE: BR=IE (16F) BREEAR 5860 H77m


https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-android
https://github.com/tencentyun/iot-device-java/releases

O BAE
Android SDK IfEfc&

IEE#AYE: 2024-08-2317:13:31

IEX YEBAS

B ZYEXMigEiw Android SDK kEZEAMAEEANEIREE, HYEMTEFAEA R REIRSFIHIREEAN

=i, FHRMETREBENEN . FEARRERAN TROENEBNTRMSSOEA .
BURS

ERR SEENEE WRIFTRIIRE.

SIHB

$&r; SDK AR

o i maven imfEEE, R~EIWNTF:

dependencies {

implementation 'com.tencent.iot.hub:hub-device-android:x.x.x'

@ iRAB:
BPRPEHRIE RAHER 1B EiRx. X XiIRE R ERIRAS o

o {KigiAIth SDK iRES a5 :
(Eca R FRIEIRAY build.gradle , {ERREREIIRE, TEIMIT:

dependencies {

implementation (':hub:hub-device-android"')

WAIEER:
w48 app—config.json MHHRIEREESR, 91 loTMgttFragment.java {EERSRLA TR :
"PRODUCT_ID":

"DEVICE_NAME" :
"DEVICE_PSK":

"SUB_PRODUCT_ID":

"SUB_DEV_NAME" :

"SUB_PRODUCT _KEY":

IRIFRE: BR=ItE (It ) BRSEATF

$61H#H77H


https://cloud.tencent.com/document/product/634/14442
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/assets/app-config.json
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/java/com/tencent/iot/hub/device/android/app/IoTMqttFragment.java
https://cloud.tencent.com/document/product/634/48712
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/build.gradle

(0% - iit= .

"TEST TOPIC": we

"SHADOW_TEST_TOPIC": "",

"PRODUCT_KEY": i

SDK REHEBAMESZIBAERIALELR, HREC N RIMNEERBITEIFIRE.,
o BRINESME app-config.json BREEE®EN PRODUCT_ID. DEVICE_NAME. DEVICE_PSK Ff
MRS E . SDK SRIBRBREESEMNERER, (FAENYBMESHIEIE,
o IEBNIERE app-config.json BLE{EEHIEN PRODUCT_ID. DEVICE_NAME SHAHIEEGESIE
B RBFAAHIAS . AN o
O i@id AssetManager #{TiEBY, MWAIFEETIE hub/hub-android-demo/src/main FEETEIEE
assets BRHIGIIFIED. MPREEZERP.
O iBiZ InputStream #H{TiER, UATHENSSIIER. FABPNLEBERER.
1.1 BINEELEBE X SFAANEZ G, B1E loTMgttFragment.java $ig& mDevCertName iEB&FR
5 mDevKeyName FA$B&#R.

String mDevCertName = "YOUR_DEVICE_NAME_cert.crt";

private String mDevKeyName "YOUR_DEVICE_NAME_private.key";

1.2 BeE=RZE, EIEFEA SDK f MQTT &EZaIMEXEN, BITSMIREAMNEN

mMgttConnection = new TXGatewayConnection (mContext, mBrokerURL,
mProductID, mDevName, mDevPSK, , ,mMgttLogFlag,
mMgttLogCallBack, mMgttActionCallBack) ;

mMgttConnection. (options, mgttRequest) ;
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https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/java/com/tencent/iot/hub/device/android/app/IoTMqttFragment.java
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/assets/app-config.json
https://github.com/tencentyun/iot-device-java/blob/master/hub/hub-android-demo/src/main/assets/app-config.json

O BHS

Android SDK {&

mIEE#AYE: 2023-07-1111:30:13

IEX YEBAS

Andriod SDK THRHIRFAUENIIGEZ S, IR TRXFIRE, IREXF, OTA FIhgt, BXINEEEOMEIRN

o
MQTT £0
TXMgqttConnection
HiE&
connect
reconnect
disConnect
publish
subscribe
unSubscribe
getConnectStatus
setBufferOpts
initOTA
reportCurrentFirmwareVersion

reportOTAState

MQTT RxiEO
TXGatewayConnection
Bix&
connect
reconnect

disConnect

IRIRERE: BR=ITE (1bF) BRSEAE

15208

MQTT &,

MQTT Ei&.,

EFFF MQTT &k,

EH MQTT iE .

T MQTT E&&,

EGHEITI MQTT E&&%,

KB MQTT &S
IREEHEIRTE buffer BX,
4atk OTA Inge,
HRieESHnRAMEREIEERSE

HRiEEABREEEERSR.

]
P KA
M XEE

EFFFRIX MQTT &%,

$63 H77:H



® H%FHE YIBXRIE(S

publish % MQTT iR,
subscribe TR MQTT E/&,
unSubscribe BGHITIR MQTT %,
getConnectStatus IKEY MQTT EZIRS
setBufferOpts IRBFHEIRT buffer BHEKX,
initOTA 141t OTA Ihge.
reportCurrentFirmwareVersion HRigESRAEREIEaRSESE
reportOTAState HRRBEARBIRSIE GRS
addSubDev RINFIRE
removeSubdev BIRFIRE,
findSubdev BHFiRE,
gatewaySubdevOffline FigEFE,
gatewaySubdevOnline FiRig L%,

RERFEO

TXShadowConnection
BiE& i5E8
connect Shadow &#,
disConnect %4 Shadow i&#&.
getConnectStatus RE MQTT &K,
update BB FE,
get REURBTFRF M.
registerProperty iEMHREREM
unRegisterProperty BGE e SEEM
reportNullDesiredInfo B3 delta (F2E, LiR=HY desired 52,
setBufferOpts IRBENEIRZ buffer EX,

IRIFRE: BR=ItE (It ) BRSEATF 5864 H77R



O BHS

getMqgttConnection

MQTT =EESEF iR
TXMgqttClient
HiE&
setMqttActionCallBack
setServiceConnection
init
startRemoteService
stopRemoteService
connect
disConnect
subscribe
unSubscribe
publish
setBufferOpts

clear

Shadow 2B EF iR
TXShadowClient

BiE&
setShadowActionCallBack
setServiceConnection

init

startRemoteService

stopRemoteService

IRIFRE: BR=ItE (It ) BRSEATF

IEX YEBAS

FXEY TXMqttConnection 3£fj

15EA

128 MqttAction EliF#EO
REIEEIRSEEOIREO
IRCITIEIRSS & Fif o
FRITiEiRSS -

(S 1ETFEARSS

MQTT &z,

EFFF MQTT i&E#.

T MQTT E&,

BUHEITE MQTT E3%,

EH MQTT iER.

IR EEHEIRTS buffer EHX,

BRI

i52EA

%8 ShadowAction EliF#0.
IREIEEIRSEROIRED

MR IniEIRS & P o
FREEiRS o

(S LLEFRARSS

5565 H77m



® H%\.EHE YIBXRUESS

connect Shadow &##,
disConnect ¥rFF Shadow i&#&,
getMqgttClient KB MQTT ZEPFim,
get REURBEZF o
update BEIRELF o
registerProperty iEhREREM
unRegisterProperty EHiEMREE
reportNullDesiredInfo Eif delta (F2E, LiR=HY desired 52,
setBufferOpts IRBEFHEIRTS buffer BHKX,
clear B&EIR.

MQTT iEEEHH %K

TXMqttClient
HiE& 588
initOTA 4adk OTA Ihiee.
reportCurrentFirmwareVersion HRiRESRRAMEER R EERSEE.
reportOTAState HRiRBEABRIRSIEERSEE.
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@ Hﬁ‘fﬂﬁ YIBXRUESS

HF Java SDK EA
Java SDK hr4~i5¢08

mIEEFAYE: 2024-08-2317:13:31

RBEE
B1v1.0.0 KRAFHA, Java ig&in SDK (KiBER GitHub &

RAER
B1v1.0.0 KRAFHS, Java ig&i SDK BAEMES, HET GitHub .
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https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-java
https://github.com/tencentyun/iot-device-java/releases

@ HE\.L;HE YIBXRIE(S

Java SDK IiEfc&

mIEE#AYE: 2021-08-24 16:47:29

B ZYEXMigElR Java SDK (REREHMEEEXIRIEEE, HYBRMMARTREARRHLSIRREENS
i, HFHNRIGHITNEDEEIEEN . FRARRFBRMRTREMNENE SR RIRERHEN

BRI
ERR SEENEE WRIFTRIIRE.
SIHB

o MBEFFEET jar SIAHKXBTIMEFE, AE module BRTH build.gradle HFFRINEKE, T
Bt

dependencies {

implementation 'com.tencent.iot.hub:hub-device-java:x.x.x'

@ iRA:
BPRPEHRIE RAHER 1B EiRx. X XiIRE R EFRAS o

o NBEFEEBEIBEAAIHTMEAE, alibia Github T& Java SDK iEB.
TAIEZERE
RBHSDINESZIFEMIAES, BHIAEFLERIME:

O HEAFZHAMESR, £ ProductlD, DevName 1 DevPSK,

O HEMIEBINESDR, F ProductlD, CertFile #1 PrivateKeyFile,
INEER RIS T:

ate String mProductID = "YOUR_PRODUCT_ID";
= String mDevName = "YOUR_DEVICE_NAME";
e String mDevPSK = "YOUR_DEV_PSK";
e String mCertFilePath = null;
String mPrivKeyFilePath = null;
TXMgttConnection mgttconnection = new TXMgttConnection (mProductID,

mDevName, mDevPSK, new callBack());

mgttconnection. (options, null);

try {
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https://cloud.tencent.com/document/product/634/14442
https://cloud.tencent.com/document/product/634/48713
https://github.com/tencentyun/iot-device-java/tree/master/hub/hub-device-java

@ H%\.EHE YIBXRUESS

{
|8

()7

mgttconnection.
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(0% - iit= .

Java SDK {3 AH

mIEE#AYE: 2023-05-25 15:23:07

Java SDK R SAEANINEEZ N, FIREMXFIRE, T FFINEE. BXIIEEEONT .,
MQTT &0

MQTT BIHEXEOENXE TXMgttConnection 2/, ZIFERMINTIFANGE; MREINLBFLFINEE, WHE
F TXShadowConnection £K&H%i%, TXMqttConnection £#0, MM4EUIT:

HiE& 1588

connect MQTT &%,

reconnect MQTT &EF|i%x,

disConnect BFFF MQTT &,

publish % MQTT iEE.

subscribe TR MQTT £/,

unSubscribe EGHITI MQTT E&&,

getConnectStatus REY MQTT &S,

setBufferOpts IREENEIRT buffer EipX,
MQTT MO

MFTEEFEANAKMMERIRE, AISRARBRNXIRSEINGE, FIRMXIRSNEENEE, BRIEBREE
A loT Hub F&,
MNFREHEMPRIASKBRENENFIRE, TEITFEHTHEXMBINRE.

A ER:
HFgRAET LE, FERENXEERI, EEMEETFERESE, RIEIZERETHIZE,

MQTT RIXAIBXIZOENTE TXGatewayConnection &0, NMENT:

hiE& 7L
connect RIx MQTT i&E#E,
reconnect Rx MQTT &%,
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O BAT

disConnect

publish

subscribe
unSubscribe
getConnectStatus
setBufferOpts
gatewaySubdevOffline
gatewaySubdevOnline
gatewayBindSubdev

gatewayUnbindSubdev

RS FEO

MNBEETIFGEFINEE, FER TXShadowConnection #ERNEL, NMEWNT:

HiE&

connect

reconnect
disConnect

publish

subscribe
unSubscribe
update

get
reportNullDesiredInfo
setBufferOpts
getMqttConnection

getConnectStatus

IRIFRE: BR=ItE (It ) BRSEATF

EIFFRIX MQTT &%,
ZmMQTTiER.

T MQTT E&,

EGEITIR MQTT E&o

IREY MQTT &EERE,
IRENEIRTE buffer ZHX,
FIRE T,

FirE L

FIREHE

FIREREGD

i520A

MQTT &%,

MQTT £i&.

B MQTT i&E#Z,
EZ®mMQTTiER.
iR MQTT E&o
EGHITE MQTT &,
B SR,

RENZ TR F Mo

B delta EEE, LikR=HI desired EE,

IREEMEKS buffer BHX,
$XHY TXMqttConnection 3£,

IREY MQTT &EIRE.

IEX YEBAS

ST HTTR



O BRE PRRE
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@ Hﬁ\fﬂﬁ YIBXRIE(S

HTF Python SDK A
Python SDK hg4si5EH

mIEEFAYE: 2024-08-2317:13:31

RBEE

B v1.0.0 hlkFFiaE, Python ig&inw SDK (AiBf#ER GitHub #£&.
RASER

B v1.0.0 lgA 48, Python ig&in SDK IRFENRER, 520 GitHub .

IRIFRE: BR=IE (16F) BREEAR FT3HT7TR


https://github.com/tencentyun/iot-device-python
https://github.com/tencentyun/iot-device-python/releases

O BHE

Python SDK I#ZEfc&

mIEE#AYE: 2024-09-29 18:00:55

BN =YENiR Sl Python SDK (kERZEHMEERXRNIEIREE, AYEXMGRRTLZARREREIRRIEEAS
i, HFRIGETNEEEIEEN . FRARRFRRTEMNENE SR TCRAREIEN

BRI
ERR SEENEE WRIFTRIIRE.
SIHB

o MREEFEBEISIABFNETMEHEL, AIRE SDK, WT:

pip3 tencent-iot-device

MREEEEERR SDK IRE, ERNMTES:

pip3 show —-files tencent-iot-device

NREFEFAK SDK IRE, ERNMTES:

——upgrade tencent-iot-device

o MEFEEZBEABEMBNHRITHBEFE, FTikiE Github T& Python SDK iF3,
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https://cloud.tencent.com/document/product/634/14442
https://github.com/tencentyun/iot-device-python

O BT
Python SDK {&

mIEE#AYE: 2023-05-25 15:23:08

IEX YEBAS

Python SDK IR EZAURNINEEZ SN, EIRINX FiRE, IRBFLFFWEE. HEXNEZOUNT

MQTT #0

MQTT BIEXEOENXTE hub.py £, ZFEGINTIANEE; MRFEISLELTFIHEE, WEER

shadow.py £RHEAZX, NMEUT:

BiE&

connect

disconnect

subscribe
unsubscribe

publish
registerMqttCallback
registerUserCallback
isMgttConnected
getConnectState
setReconnectinterval
setMessageTimout

setKeepalivelnterval

MQTT R&En

5488

MQTT &,

BFFF MQTT i&E#Z.
MQTT iTifd,

MQTT BUEITiA .
MQTT &E#/miER.

A MQTT EIREE
SRR EERE
MQTT E&EERER.
REY MQTT i&EIRE.
RE MQTT Bz iaR.
IREiHBRIEERATE .

RE MQTT FiEER,

o WFEEERENUKXRMMEANRE, THREARERXIRENMNE, FAMXILENEEINEE, SREBRER

A loT Hub F&

o WFREHMPMAKBENENTFIRE, TEIESH

A ERE:

1T ETRELPIRIE o

SFiREAREE LS, REREMNXERKY, FEMSETFIREES, RIERECRETXHIEE.
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https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/services/shadow/shadow.py

O BAT

IEX YEBAS

MQTT RIXRIEXIEOENE gateway.py EEOR, HMENT:

FiE&

gatewaylnit
isSubdevStatusOnline
updateSubdevStatus
gatewaySubdevGetConfigList
gatewaySubdevOnline
gatewaySubdevOffline
gatewaySubdevBind
gatewaySubdevUnbind

gatewaySubdevSubscribe

shRSER SO

]

P X ADIR1E -
FIMFFIRE R AT,
ERFREEZSRTS
IRENECE X R FIREIIR
REFiRE L%,
REFRETZ.
HPEFIREF o

R FIRE-

FiREITFo

MRFEEANSEMINGE, BEA hub.py XEPRYEO, HMEWMT:

Bix&

dynregDevice

OTA#EA

i52EA

RENLRENSEMANEE

MPEFZEROTAINEE, FBEEA hub.py HARYEO, NEWMT:

BiE&

otalnit

otalsFetching
otalsFetchFinished
otaReportUpgradeSuccess
otaReportUpgradeFail

otaloctiINumber

IRIFRE: BR=ItE (It ) BRSEATF

il

OTA #l%att.
FITR A IEE FHEo
FIBTE & T ST
EIRFABEIESR
ERARKYHEE

IRENFHEHXNE int 28BS,

$£76 H77H


https://github.com/tencentyun/iot-device-python/blob/master/hub/services/gateway/gateway.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py
https://github.com/tencentyun/iot-device-python/blob/master/hub/hub.py

® H%\.EHE YIBXRUESS

otaloctlString REVTEHEH md5 F string EBUER,
otaResetMd5 58 md5 52,

otaMd5Update B md5 58,

httplnit HEaM http.

otaReportVersion HIRSEBIEHRAMEE
otaDownloadStart FHAEEH TE.

otaFetchYield BN ES
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