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RIEEFRATE: 2022-05-1110:31:54

IZIEFEN SiotcloudF X AsfIiRA: 2021-04-08

SR

. 2021-04-08 (XMATHRA)

RAERRZS

+ 2018-06-14
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https://cloud.tencent.com/document/api/634/71983
https://cloud.tencent.com/document/api/634/73323

A BT

L

mIEEFRATE: 2024-01-31 01:16:38

£10 X&®

Z#AdiE: 2024-01-31 01:16:26
KRXEBEETUTHSE:
MEEBHIE,

#higiEO:

« UpdateOtaTaskStatus

Eesizn:

« BatchUpdateFirmware

o HBEAS: Type
« EditFirmware

o ¥MEAZ: FirmwareUserDefined
« UploadFirmware

o ¥MEAZ: FirmwareUserDefined

B9 XE®

Z#mAdiE: 2023-08-09 01:29:39
KXEBEETUTHS:
MEEBINE,

Eesizn:

» DescribeDevice
o FiiEH=: NBloTDevicelD
o [EHHE: NbiotDevicelD

(B EiReEa:

» CLSLogltem
o ¥mERR: Userld
o EFEMR: Userid
» Devicelnfo
o ¥EmR: NBloTDevicelD
o FEFEMBA: NbiotDevicelD
« ProductProperties
o FBRRE: AppEUI
o FEFEMBR: Appeui

B8 X&k®

Z%#AdiE: 2023-06-14 01:27:08
FREHESTIUTRE:
BEEEHH.
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https://cloud.tencent.com/document/api/634/103653
https://cloud.tencent.com/document/api/634/73637
https://cloud.tencent.com/document/api/634/73623
https://cloud.tencent.com/document/api/634/73621
https://cloud.tencent.com/document/api/634/71948
https://cloud.tencent.com/document/api/634/71973#CLSLogItem
https://cloud.tencent.com/document/api/634/71973#DeviceInfo
https://cloud.tencent.com/document/api/634/71973#ProductProperties

EHBAT

(B EiRE:

« Devicelnfo
o ¥ERER: CreateUserld
» Firmwarelnfo
o FZR&R: FwType, CreateUserld

BT XE®

£AEHE: 2023-06-12 01:24:01
FREHESTIUTRE:
BEEEIT,

BB

« ProductMetadata
o ¥EmR: CreateUserld, Userld
« ProductProperties
o FZRiR: DeviceLimit, ForbiddenStatus

86 X&%

Z#mAdiE: 2022-08-16 06:27:22
FREHESTIUTRE:

BES A,

SO

» DeleteDeviceShadow

B 5 XERH®

£TEHE): 2022-05-27 06:10:42
FREHAETUTRE:
BEEHHH.

srtEEn:

 ListTopicRules

SRS

+ TopicRulelnfo

B4 XR®

£7EIE: 2022-05-20 06:13:13
FREHESTIUTRE:
BEEAEHH.

SO

« GetAllVersion
» ListFirmwares

WRIFRE: BRRITE (bR ) ARSEEAE
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https://cloud.tencent.com/document/api/634/71973#DeviceInfo
https://cloud.tencent.com/document/api/634/71973#FirmwareInfo
https://cloud.tencent.com/document/api/634/71973#ProductMetadata
https://cloud.tencent.com/document/api/634/71973#ProductProperties
https://cloud.tencent.com/document/api/634/79109
https://cloud.tencent.com/document/api/634/74542
https://cloud.tencent.com/document/api/634/71973#TopicRuleInfo
https://cloud.tencent.com/document/api/634/74072
https://cloud.tencent.com/document/api/634/74071

O BT P

B EREE:

« Firmwarelnfo

B3 XE®

A#hdiEl: 2022-05-1110:24:44
FREHBEETUTHRA:
WECHRIE.

FhigEO:

« BatchUpdateFirmware

» BindDevices

« CancelDeviceFirmwareTask

« CreateMultiDevicesTask

« CreateProduct

» CreateTaskFileUrl

« CreateTopicPolicy

« CreateTopicRule

» DeleteDeviceResource

» DeleteTopicRule

» DescribeDeviceClientKey

» DescribeDeviceResource

» DescribeDeviceResources

» DescribeDeviceShadow

» DescribeFirmware

« DescribeFirmwareTask

« DescribeFirmwareTaskDevices
» DescribeFirmwareTaskDistribution
» DescribeFirmwareTaskStatistics
» DescribeFirmwareTasks

« DescribeGatewayBindDevices
» DescribeProductResource

» DescribeProductResources

» DescribeProductTask

» DescribeProductTasks

» DescribeProducts

» DescribePushResourceTaskStatistics
» DescribeResourceTasks

« DisableTopicRule

« DownloadDeviceResource

« EditFirmware

« EnableTopicRule

+ GetCOSURL

« GetUserResourcelnfo

» PublishMessage

« PublishRRPCMessage

» ReplaceTopicRule

» ResetDeviceState

« RetryDeviceFirmwareTask

WRIFRE: BRRITE (bR ) ARSEEAE 88 #187:\


https://cloud.tencent.com/document/api/634/71973#FirmwareInfo
https://cloud.tencent.com/document/api/634/73637
https://cloud.tencent.com/document/api/634/73608
https://cloud.tencent.com/document/api/634/73631
https://cloud.tencent.com/document/api/634/73642
https://cloud.tencent.com/document/api/634/73646
https://cloud.tencent.com/document/api/634/73641
https://cloud.tencent.com/document/api/634/73645
https://cloud.tencent.com/document/api/634/73617
https://cloud.tencent.com/document/api/634/73636
https://cloud.tencent.com/document/api/634/73616
https://cloud.tencent.com/document/api/634/73607
https://cloud.tencent.com/document/api/634/73606
https://cloud.tencent.com/document/api/634/73605
https://cloud.tencent.com/document/api/634/73611
https://cloud.tencent.com/document/api/634/73630
https://cloud.tencent.com/document/api/634/73629
https://cloud.tencent.com/document/api/634/73628
https://cloud.tencent.com/document/api/634/73627
https://cloud.tencent.com/document/api/634/73626
https://cloud.tencent.com/document/api/634/73625
https://cloud.tencent.com/document/api/634/73604
https://cloud.tencent.com/document/api/634/73603
https://cloud.tencent.com/document/api/634/73602
https://cloud.tencent.com/document/api/634/73640
https://cloud.tencent.com/document/api/634/73639
https://cloud.tencent.com/document/api/634/73644
https://cloud.tencent.com/document/api/634/73635
https://cloud.tencent.com/document/api/634/73624
https://cloud.tencent.com/document/api/634/73615
https://cloud.tencent.com/document/api/634/73634
https://cloud.tencent.com/document/api/634/73623
https://cloud.tencent.com/document/api/634/73614
https://cloud.tencent.com/document/api/634/73633
https://cloud.tencent.com/document/api/634/73632
https://cloud.tencent.com/document/api/634/73619
https://cloud.tencent.com/document/api/634/73618
https://cloud.tencent.com/document/api/634/73613
https://cloud.tencent.com/document/api/634/73601
https://cloud.tencent.com/document/api/634/73622

& BT —

» UnbindDevices

« UpdateDeviceAvailableState
« UpdateDeviceShadow

» UpdateTopicPolicy

+ UploadFirmware

BRSNS

« BindDevicelnfo

« BrokerSubscribe

» DeviceResourcelnfo
« DeviceUpdateStatus
« FirmwareTasklInfo

« Productinfo

» ProductResourcelnfo
+ ProductTaskinfo

» ResetDeviceResult
« SearchKeyword
 StatusStatistic

« TopicRulePayload

B2 RE®

A%AdiE: 2022-04-0115:20:13
FREHGEETUTRS:
HECHRIHE.

FhigEO:

« DeleteProductPrivateCA
 ListLog

» ListLogPayload

» ListSDKLog

» PublishBroadcastMessage

« SetProductsForbiddenStatus

« UpdateDevicePSK

« UpdateProductDynamicRegister
« UpdateProductPrivateCA

fEegizn:

« DescribeDevice
o FilEHS: CreateUserld

IBERESE:

e CLSLogltem
« PayloadLogltem
« SDKLogltem

B1XE®

A#mBdiE: 2021-07-21 08:06:35

WRIFRE: BRRITE (bR ) ARSEEAE 9 #1871


https://cloud.tencent.com/document/api/634/73600
https://cloud.tencent.com/document/api/634/73599
https://cloud.tencent.com/document/api/634/73610
https://cloud.tencent.com/document/api/634/73643
https://cloud.tencent.com/document/api/634/73621
https://cloud.tencent.com/document/api/634/71973#BindDeviceInfo
https://cloud.tencent.com/document/api/634/71973#BrokerSubscribe
https://cloud.tencent.com/document/api/634/71973#DeviceResourceInfo
https://cloud.tencent.com/document/api/634/71973#DeviceUpdateStatus
https://cloud.tencent.com/document/api/634/71973#FirmwareTaskInfo
https://cloud.tencent.com/document/api/634/71973#ProductInfo
https://cloud.tencent.com/document/api/634/71973#ProductResourceInfo
https://cloud.tencent.com/document/api/634/71973#ProductTaskInfo
https://cloud.tencent.com/document/api/634/71973#ResetDeviceResult
https://cloud.tencent.com/document/api/634/71973#SearchKeyword
https://cloud.tencent.com/document/api/634/71973#StatusStatistic
https://cloud.tencent.com/document/api/634/71973#TopicRulePayload
https://cloud.tencent.com/document/api/634/71963
https://cloud.tencent.com/document/api/634/71956
https://cloud.tencent.com/document/api/634/71955
https://cloud.tencent.com/document/api/634/71954
https://cloud.tencent.com/document/api/634/71952
https://cloud.tencent.com/document/api/634/71960
https://cloud.tencent.com/document/api/634/71945
https://cloud.tencent.com/document/api/634/71959
https://cloud.tencent.com/document/api/634/71958
https://cloud.tencent.com/document/api/634/71948
https://cloud.tencent.com/document/api/634/71973#CLSLogItem
https://cloud.tencent.com/document/api/634/71973#PayloadLogItem
https://cloud.tencent.com/document/api/634/71973#SDKLogItem

EHBAT

FXEHBBETUTHE:
MECHIINE,
FhigEO:

CreateDevice
CreatePrivateCA
DeleteDevice
DeletePrivateCA
DeleteProduct
DescribeDevice
DescribeDevices
DescribePrivateCA
DescribePrivateCABindedProducts
DescribePrivateCAs
DescribeProduct
DescribeProductCA
UpdateDevicelLogLevel
UpdateDevicesEnableState
UpdatePrivateCA

BRSNS

WRIFRE: BRRITE (bR ) ARSEEAE
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BindProductinfo
Certinfo
Devicelnfo
DevicelLabel
DeviceTag
ProductMetadata
ProductProperties

YOEX B A=

510 H#187m


https://cloud.tencent.com/document/api/634/71950
https://cloud.tencent.com/document/api/634/71972
https://cloud.tencent.com/document/api/634/71949
https://cloud.tencent.com/document/api/634/71970
https://cloud.tencent.com/document/api/634/71964
https://cloud.tencent.com/document/api/634/71948
https://cloud.tencent.com/document/api/634/71947
https://cloud.tencent.com/document/api/634/71969
https://cloud.tencent.com/document/api/634/71968
https://cloud.tencent.com/document/api/634/71967
https://cloud.tencent.com/document/api/634/71962
https://cloud.tencent.com/document/api/634/71961
https://cloud.tencent.com/document/api/634/71946
https://cloud.tencent.com/document/api/634/71944
https://cloud.tencent.com/document/api/634/71966
https://cloud.tencent.com/document/api/634/71973#Attribute
https://cloud.tencent.com/document/api/634/71973#BindProductInfo
https://cloud.tencent.com/document/api/634/71973#CertInfo
https://cloud.tencent.com/document/api/634/71973#DeviceInfo
https://cloud.tencent.com/document/api/634/71973#DeviceLabel
https://cloud.tencent.com/document/api/634/71973#DeviceTag
https://cloud.tencent.com/document/api/634/71973#ProductMetadata
https://cloud.tencent.com/document/api/634/71973#ProductProperties
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mIEEFATE: 2022-05-1110:31:53

RIDER] MIBXFIEE API 3.0 54 . 2R APHEROXEENABHLSE, K—HSBREMARERE, %—i SDK/CLI &S API SIEFHE—
B, SESEkRRENEREL. SHIFSIRIERALEERERBRETR . ESBR= API 3.0 fANMERESR: REA]

YIEXMIE(E (loT Hub) RSS, BERM—IRL. BE. SRNEETS, SIARKSREREAFIEIN 21887 . “RE-AFPEA” . &
B-ZRS” Z2ETE. SHRNSIEERE. BAMXREETUSIMZEZENE . RENEE LIEMEE TR, ELEFRNSIEMEN=~m
178, HERENIMISERFHENENE. HEURSESHT. BEERR, ETENIRKNERS, FRETLUERASIN “R&E-8iE-NA-=R
$7 BEE, REEEVIKNRETES

TR
R
HHERE BA BRI
Poe Qe o
& BATS & BRT | Hithgs
WRMEETS
(=) =AP G L =mes
BEET L ") ZEB
@@ 8 @@:ﬁauﬂ
EEE BEEE
BEEA o] K#EatsE
“' T. CoA “' T. CoA “ T. CoA
BPiaE
SDKig& SDKig& - SDKig&

o EBABETAEXRIBE
FFIRERIER SDK ENSIMEANERE. KEMEERET MQTT 5 CoAP Y, HLIERREMLMEHE. FiFthF HTTP. WebSocket
BN, REHESINMERLEENY (TLS. DTLS) , TLBSEIEEENISIESGN. HERERE. N TFREZFNERGRNSHEE, TSR
IETR (RFIEBNZRIE. EARRLERGR ) MWMINE (EHNFRE. ERAZRSIMRE) HR.

- AFIREET SDK #THRRE BT
ATEMRERIERLREE, BRBNAREIRERELRHIITABES topic , (ERLIBEEERNSIEXMsESEMLFIGERERE.
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https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

O BT P

« APALIEE SEENN S| ELMRE SESAEREE
ElRiNS|82837452E SQL iBERMIE, Wil repub (ERARMEE ) TWMRFZAMESEELEN. forward (ERESIAFRSE) EWRE
HEHERB=HRS . REHENENZEM~R (FiE. BEE. XERESHESS ) MITEEEDhERIR P,

- HBIREHESE=HRS
ERREHNE—IEANT, MEXNBEESELHERSMIIRS, TREZIRSEEHEERSEANBNZ CMQ. CKafka \7l, $=75RSEE
CMQ. CKafka BA7I SDK BIFiEERIRE, SSMRESE=HRINILERBE.

- BFALIEFREXFINREESNAZAGRENE . KSHEIN @RS
—5H, BFILEE R APl SEESHIRBIRELFE, REEEX LEN, HTLUNRSHLFRNEESH ., 5—HH, REIJLUSERKS
HRFIRERF. AFERRSRSH, RFENRELTF, MALSRSHTEENEERS.

+ AFTILLEI = AP| IMigEER
MFMBIAR TIRENEERED, 2MEEN SDK IR, aEFatRE. BN, &if. BMERE, RBENE. HEszds Python, PHP,
java TES,

WRIFRE: BRRITE (bR ) ARSEEAE $£12#187:)
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IEEFRATE: 2023-02-22 01:31:57

1. BRS5 1tk

AP| ZisHiERIEN , FF-miEibiFiE A\ %E 7 iotcloud.tencentcloudapi.com , tBZiFEE SR, Flanr-MibikiiEEnR
iotcloud.ap—guangzhou.tencentcloudapi.com .

HEERMEIEEAES . RIBAREORZFIRAENS, SEBFEIBENENREIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, MEMISRE iotcloud.ap—guangzhou.tencentcloudapi.com 22—,

R RESURAILSS, BIUSETIBRANNE .

R SR AP BERAR, AR REEEROSTRRRS NN, RSSNiRFREERAB R/ AHSECHEPER, KOTSRS
HEROESN BB PER,

BRISTHSIEESIxRA:
PN b0 o7
FEHIHIEN (5, RESEERK) iotcloud.tencentcloudapi.com
SERHBIR (7)) iotcloud.ap—guangzhou.tencentcloudapi.com
xR (L) iotcloud.ap-shanghai.tencentcloudapi.com
bt X (I6R) iotcloud.ap—-beijing.tencentcloudapi.com
Fargits X (FER) iotcloud.ap—-chengdu.tencentcloudapi.com
ARt X (EFK) iotcloud.ap—-chongging.tencentcloudapi.com
BEAHRX(FESES) iotcloud.ap—hongkong.tencentcloudapi.com
WA LR (Frni) iotcloud.ap-singapore.tencentcloudapi.com
TAFRE(ER) iotcloud.ap—-bangkok.tencentcloudapi.com
W ARER(FHE) iotcloud.ap—mumbai.tencentcloudapi.com
TWAFIL(ER) iotcloud.ap-seoul.tencentcloudapi.com
TAFIL(FER) iotcloud.ap-tokyo.tencentcloudapi.com
ZEFRE(FERIE) iotcloud.na—ashburn.tencentcloudapi.com
EETEER(EES) iotcloud.na-siliconvalley.tencentcloudapi.com
=X (S1E2) iotcloud.na-toronto.tencentcloudapi.com
Bt X ((Z=518) iotcloud.eu—frankfurt.tencentcloudapi.com

R HFESRENFESMEERSFAEEN, BiXS5aSMEESE (2AH2% Region AERRilE) , RERREEHSMRIEAES, SIF
1 Region AYBIEERIS—H

ERIRIEN M RIS

xR (LiBER) iotcloud.ap-shanghai-fsi.tencentcloudapi.com

WRIFRE: BRRITE (bR ) ARSEEAE £13 187,


https://cloud.tencent.com/document/product/304/2766

& BT —

SR iz ERXIHS
LRt R (GRYISERL) iotcloud.ap—-shenzhen-fsi.tencentcloudapi.com
2. iEfEHNY
Bifl= AP BIFFEIEOIEE HTTPS #17EE, RESRESMNEEEE,
3. ERGE
TS HTTP KA

« POST (%)
« GET

POST &K Content-Type #8!:

« application/json (%) , YRERESESE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, %#{ERZE&E v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&a3#EO%F) , YRERESZSZE v3 (TC3-HMAC-SHA256) .

GET iERIIEREANAEIEBE32KB, POST i5EXREAEEHZE v1 (HmacSHA1. HmacSHA256 ) lAE#EBid1MB. POST i5XRERAERT
i%Z v3 (TC3-HMAC-SHA256 ) RI3Z#510MB.

4. FFIRG

&R UTF-8 #Rfi8o

WRIFRE: BRRITE (bR ) ARSEEAE $14 H187:)



& BT —

~HSE

N =

P

RIEEFATE: 2023-12-28 01:17:13

AHSYRATIRRAFPMROZ2SE, NEE, EEMEORRIHEPABYXLESHETIRE, ESRERUFTEETRLESY, FHHIES
KiEiERo

AHSYHARANISRGERNERGERF T RTNEMESR.

ERERGE v3 RSN

BEGEv3 (BRMERRE TC3-HMAC-SHA256 ) HEbERHE v (BEXEAIRESERESEIE) , BERE, IFEAMERE, I POST
JSON #&=t, MReE—ERH, HEERZESHETHES . RENBER £875i% v3.

R WTFEGBR, BoROEPHTERNEERSE vI GET 5K, MAREREMESRSE v3,
EFEESTE v3 Y, AHSHFER—KE HTTP Header iEKLEH, INITFERFAR:

SHEM B Wik R

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action String = \ction KA. BINEIRSEMEIEHAFIREN, BMEN Describelnstances.

HTTP i&XKsk: X-TC-Region, iifS#, AFRFKAFEIRIEREEROEIE, BESEEOMXES
Region String - WMASHEDETAHSE Region KR, T8 REEOFBEEEZSH, BEOXXEREXILIFE
iRA, IWEBIEEEEZSBBTESEN.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicF&ie APl i&RARTE], BI40
1529223702, #*i&: MRSKRFBF[HEHEZELSSH, SSlESEITBHER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, #{EHI APl B9kRZA . BUESEZOMEPASAHESE Version
B9IREE. BIANZ=ARSSZRIRRA 2017-03-12,

fil

Version String

HTTP tRESDIAIESL SRR, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hr,

- TC3-HMAC-SHA256: #&7%i%, BRIEENZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fxErIEIFIEER, BUESE
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
H&EI4E, B3, 8 cvm.tencentcloudapi.com BEREZREE cvm. A=REVEN
iotcloud; tc3_request AEEFMH;

- SignedHeaders: £5&&itHERILEMSEE, content-type 1 host JosigkLER;

- Signature: ESR/E, HEEEER X,

fil

Authorization  String

HTTP ifKsk: X-TC-Token, B Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld 1 TmpSecretKey. {ERAK
iSRRI A BEIR Bt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (NEEOZIFSE ., BYE: zh-CN,
Language String a

en-US, zh-CN BEIF, en-US REIEX,
EigAFEES A bR ZIRSSRLFIFIRPHR+1, ROSHIRENRIEE Offset=0, REHE Limit=10, NEEREMRIRIER URL. i&

RKLED . IERIETRBIGNT:
HTTP GET iER&#93

WRIFRE: BRRITE (bR ) ARSEEAE 15 H187:)


https://cloud.tencent.com/document/api/634/71977
https://cloud.tencent.com/document/api/634/71977
https://cloud.tencent.com/document/product/1312

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEERME:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****+x**EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) iR ((USENZEOSE)

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®*x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--
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ERERGE vI NARSH
ERZEEAE VI (BRLHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBIELTH
BHER ey it

BERROSTR. MESEROMEPEASHETXTALSH Action RIRIE. FIINZ=RSIEM

Action String = BEisLfIFIEEN, BUEX Describelnstances,

ol e8, ARIFRFEIREWM/ MR, BOESNERESSEOGEPRANSHAHS
Region String - # Region IR, R REEROFREEEZSY, EOTEhaIbISEINE, WBEPGEE
BZSYBFaEY.

=ia1 UNIX B3iE&, mlcRAEE APIiEREEGE, $1811529223702, NRSHFIRTEHEES

Timestamp Integer = | TS,
Nonce Integer 2 REHIEREL, 5 Timestamp BX&iEk, AFLEEREE,
Secretld Strin = £ =APIER LERISHRIRSHRY Secretld, —4 Secretld 3RMfE—kY SecretKey ,
9 = SecretKey FR&ERIERES Signature.
Si . o BERER, ARBIEWXERNEEE, SERPREZFVRASEITESH . BRITESEZESR
ignature String = kY
Versi . o 1R1ERY API BOERAE . BUESEEZOEPASAHSH Version Rk, BIINZIRSSZAIERA
ersion String =
2017-03-12,
SignatureMethod ~ Strin = EEHR, BRI HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAINEES, EtERIER HmacSHA BIESHE.
B) 22 EFRSS FiMARIGRI L2 ST Token, EARIEERIS Secretld 1 SecretKey B
Token String = EFIEAIGIRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZEARNTEERELL
Token FE,
L . — EEZEOREES, NEBSEOXSIISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

ERigFAPEESIA bR ZIRSSRLEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&Ha46:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID**¥¥rrRXEXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iER&#a3:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKID#krRkRXEX AMPLE
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https://cloud.tencent.com/document/api/634/71978
https://console.cloud.tencent.com/capi
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A BT

HisE=

FFmFrBEIEN Region FREVANSEMNTERAR. MRZOFSHZEPIFRGME, WESAEROMEPREREA,

b

A% (88)
£t (M)
X (Ligsm)
BRI (iE=51E)

EEFRS (FERIE)

WRIFRE: BRRITE (bR ) ARSEEAE

BE
ap—bangkok
ap—guangzhou
ap-shanghai-fsi
eu—frankfurt

na—-ashburn

YOEX B A=

18 H187m



O BiHE —
E8HiEVv3

IEEFRATE: 2023-12-27 01:21:29

PTFERIET E85% v3 NEREE, ERESRSEHSHNEERAERE API BAEH. BRIMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $HFAEIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> Sk

fZaILliEE APl Explorer B9 [ €& 545; | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIE, AFFREFERRESIE, SEFENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIEER

P LEHTES

BEREIIATARBEURIPIER:

1. BIEERERSH
ERHFREREHFEERHDEBHAREN . BESAEHE = AP| 28 RERBEHEXER.

2. (RIPERITPAIEIRE
ATFHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIGEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS358. IRSBHRSERWEINERSHLAREITRTEIESE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LES T LARINESAGiE v, MEERS, SIFEXMEKR, XiF JSON 18, POST BRZIFES
HEMZ=FMHE, e —ERA, HEERZESHETEES,

BUREER, BIER API Explorer FRRg “SZ 8RR ThaE, EEERIRAS “AP13.0 £8 v3” , AJLANEMEZIZHTINE, aJEEER
SDK X8, #EEMABIN= API BEER 8 MERMRFIZIES SDK, EEHRTEIMERERE, WEFFRE, ZiF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HigR2FIE
AN (ERNREEIENEH, ZHBIE Secretld #1 SecretKey. 81"ARPRSAILIAERHENER,

« Secretld: BF#RR API HRESR, SLAERELLAARS,
« SecretKey: BFIIE API HRERSE, sILAERALLHED,
- BREFFERERSFEIE, BRHE, SWRERMUTEL. NSHE, BUAEMEERSFIE,

RIS EIENEGALSRINT:

1. BF BAZEEPOEHS .

2. BifE =APIZH RIEEIERE .

3. £ =APIZH WE, BE [ #HE59 ] elE—XEH.

ERERAF v3 ERLE

= API 2#5 GET #1 POST ik, MFGETA%, R%IF Content-Type: application/x-www-form-urlencoded #¥i&xX. ¥FPOSTA%, B
BIZ#E Content-Type: application/json AR Content-Type: multipart/form-data FERNYAEEE, json #EXBEASEIEOITE, multipart 1§
NRAERFEEOZE, BINZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAEER, (B GET
BERRZIF 32 KB LIRREKRE .
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https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
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& BT v

TEURRSSREAT NEXZFFIREAGIF, STBRNEEIMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEUBUNEERIVRTE;
3. BOBESNSEMERE, ST SHIRESIRIABEINTER.

G, FeARSEEEFEONSE, RIRERESZILENER. EXFRAMEON, BRIELFERRE, SMEONSEHFTER, FEHEY
EAMGIFRSEIE. i, XBEARRTEHSAESEMEOBASE, APTLMRIBLGEERNEMSE, 0 Language 1 Token A%
(FE HTTP LERIgE, N X-TC-Fi&k) -

{Bi2FFRY Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rirk | B
PREBEM NERRESEEN KGR BENIKRE, RRE—FEIE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHERBIER SR
BN ARBREAHHENEIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&X%Ai% (GET. POST ) . It FIEB{EHA POST,
CanonicalURI URI 2%, API 3.0 BIERIESMHL (/) o

A2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZFHE"", WF GETiEXK, Wi URL &
5 (?) GENFFEAS, FIEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 #1T URLEncode #3 ({$%=FRIBEEASE

8) , FfE UTF-8, EERREEEMEERERTRE.

CanonicalQueryString
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https://tools.ietf.org/html/rfc3986

& BT v

FEREM R

S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WRGIERIMEIN TIEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, R key:value\n E{H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIRRIZRENS, BLRHEEESNEERMERIEEHRESEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBRLEES, HWIBRIEREMLLES5TES, 1 CanonicalHeaders 8 8RILBRNAR—X
[ifY. content-type # host JoutigksLEn,
HEIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKENSFEE, WF GET &K, RequestPayload BEIEAZEFE/H, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRAEIERBMNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. PHESE R FIH
BT HEHESERF S

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW fERz
Algorithm 8%, HaiEE TC3-HMAC-SHA256,
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FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 3 UTC iRgRIERIARE, BUMEREMAHSE X-TC-Timestamp MEHAY
UTC imEREIRR—3; service ArFmE, YRSABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEMANER
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRl HEERE
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date /MRS EIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MBMARSAMHRER, HINE/\K, ESHEXELER
FkIh, (BRESIHEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYBEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRFATE, BRHBFERRFGEDIRERERZESHN, MEEEETRSHNSELY, MEKHEARTRERER
&, AlREiT—BIER, EREY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEEN, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN 3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #ll SecretSigning 2 THHEIRIEIRE, FIREEESFAHTENZESR, SHEITHBIFEFRITENRRML S5
73: ficb4d518a0eda9d5cbbfdb7850983f1e603ecae484edea76e4dd8d8deb5556¢€,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRANREES, HMAC ERHFSHIRFRIRER—#, BASIRERAE, Wb RSH key &R, HESH data E5. BER
EFERHSIREM THEIENMREE, tbURSRATENRFIHERIERANEETE, L ERR ISR

FEREM MRRE
SecretKey [Ri4RY SecretKey, B Gu5t9XxGARNpPQg86cd98joQYCN3kkkk
Date Bl Credential #f9 Date FERIEE . WRHFIBUES 2019-02-25,
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FEREM R
Service Bl Credential Hk9 Service ZEREE . LRGEIBMES cvm,

2) iHEES, (WIBUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

EERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 »

4, 1% Authorization
RITTFHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEEM R
Algorithm 8%, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkkkk

CredentialScope REX, EIEEE, WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5FZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRIER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

REATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
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O EE:

ERRIEAHI HTTP LB (Header ) #liEkK{K ( Payload ) #FHESIHEIETHATR S, BUSEEESF—EER. TED
FTENEIRERAR, MEMBEFSIHE.

EREWT

TECFRER API 3.0 B, #EERECERSIIZ SDK 3.0 , SDK #:RTESERE, FRRARKE=RIZMHNEMZONT, FHAEESR SDK &
Do HAIZIFNRIZESE:

« Python
« Java

« PHP

- Go

« NodedS
« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEIMNMNTRESERMER:

« Signature Demo

ATEFENBREREE, TEAMSRREES P, S LRNES IR, BROES . FRNEOMSHNNER ERESIE0E, £
BRAEBREESLE, FTESER, IMARSEREMEM SDKo

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;
private final static String = System.getenv("TENCENTCLOUD_ SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);

WRIFRE: BRRITE (bR ) ARSEEAE 5524 H187m


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
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https://github.com/TencentCloud/tencentcloud-sdk-cpp
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https://github.com/TencentCloud/signature-process-demo

return mac.doFinal(msg.getBytes(UTF8));
}

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

Suglale = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

Suglale = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();

System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
(v

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + '

+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl[:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 0 {

secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

— i,
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n*
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= S ."/tc3_request";
= hash("SHA256",

\n"
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"
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. S
"Content-Type: application/json; charset=utf-8""'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET _KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action: #{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

l.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=# {secret id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\

"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + '"'\

LG UL payload 4 mn

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;

Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");

string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')

WRIFRE: BRRITE (bR ) ARSEEAE 5835 #187}m




return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "
"X-TC-Region: ' + region + '
"-d'" + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256_Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC _Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << end];

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3 request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};
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hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

HES

» Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oIS

FHEMTESEMAERTD, SRIESSRERGE.

FEIRED fEiRiHiR
AuthFailure.SignatureExpire FEZIH, Timestamp SRSFIEWEIEKROITEBERSESHS .
AuthFailure.SecretldNotFound  E$EFFE. BSREHAEEEHEEHER, EELVSHTFEXES TFEH.

ERER, TRSESHEER, HEESE5IMRENABSTEES, thAURERH SecretKey #

AuthFailure.SignatureFailure .
u ilu ignatu ilu -

WRIFRE: BRRITE (bR ) ARSEEAE 5544 187,



https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

& WS -

fHi=tg iz
AuthFailure.TokenFailure REHEHR Token $EiRo
AuthFailure.InvalidSecretld ZRIEE (F2= AP B3R .
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A BT

N
ERFIE
BiFEHAE: 2024-01-05 01:17:52

BE/BEEVI BR5A, ERNEMNZEMESTMERSE v3, EFEREEEE v3.

YOEX B A=

BUXEERL, ZIER AP| Explorer Ry “SERHB4EM” L, EEERMRAN “API 3.0 £8 v1” , AILAENERIREHTINE, FRHTHRIRE

IEERIERRA, thATERER SDK 53, HEERBINZ AP| BBER 8 MERMRKIZES SDK, B

Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EFZ(ER API Explorer

fZaILliEE APl Explorer B9 [ €& 54£n; | BRESES/MEOEIMEMTE,

SHETERNERIE, HEFR, T

<> mEE

Bz APl 28 MEEIERHITEMIGE, ISNERBFTEELAHBERSEPEEESER (Signature ) KIRIEERESR
ELEEHREEIEN, REFIEEIE Secretld #l SecretKey; ERPESEREREIE, BRI ZAPIZHANH Bi5, BNEEERZ APl

A

1. RERSFIE

EE—RIEA= APl ZAl, iERIE = AP| BERE RIFRLEIE.
ZL2EIFEIE Secretld 7l SecretKey:

« Secretld BF#5iR APl HB&B%
+ SecretKey BFMEEZFHFEMRSHRIRIGIEZZFTRIIZNR.
- BR$ATERERSSIE, BRtdE.

RIEREFIENEFSERINT:

1. B3 BA=SEP RS .
2. gift = AP| Z5H pEFI&TE
3.7 = API Z5H U@, 2F [ #E=A | BaLIeiE—3 Secretld/SecretKey,

R BIMRSRSLUAERX Secretld/SecretKey.

2. ERER R

BTZRLEIE Secretld #ll SecretKey &, BAILAERZEZET . UITRERAEEHE v1 £RE2BA0FMATE:

i FAPAY Secretld #1 SecretKey HB3IE:

» Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3#kkkok
+ SecretKey: GU5t9IXGARNpP86cd98joQYCN 3kkikik

R XBERETRA, SRERAPEEHIE Secretld fl SecretKey i#{TREER{E!

LI=BRS32EEELGIFIR (Describelnstances ) i5kA61, HAPABX—EOR, HiERSHTEMT:

SHEM a3z (]

Action Bt Describelnstances

Secretld ) AKIDz8krbs)5yKBZQpn74WFkmLPx3#kskkks
Timestamp HEURTiEE 1465185768

Nonce e IEZEEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

& BT v

SHER 24 SH(E

Region SEBIFRTEX S ap—-guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, BAPULMRMELRRZERMNEMSE, i Language 1 Token 2HSH,

21. He¥HF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHE. i£5: 1) RiRsHS#iTHE, SHERISYREIT, F25kXk0; 2) % ASCII 18
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 BH, FRIEFEER, BFARIRHE. ARULUERIZEE S PAEXCHEFRERCMIX—IN8E,
i PHP HfY ksort E#, iR REISHAHEFLSERNT:

{

'Action' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*iktkskt
'Timestamp' : 1465185768,

‘Version': '2017-03-12',

}

EREEREFRINESTAN, TN EEREIPHSEHTHR, SRINER—HEI,

2.2. HHEERFTER

WS BRERRIERF T HR

BB L—SHIFIFIERSEUEILRE “SHSHR-28E” BEX, W3t Action 28, HSHE#A "Action" , B2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “S¥E" FRRETIE url KRE0E.

ARBEACENSISHA" HEE—E, REERIERFFHRNA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld

=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥++k*x§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERXFTH

IS BRE R E R F R
BERENFHRAMU T SEMA:

1.1EK75E: 45 POST #1 GET A=, iXEB(FER GET igK, EBHZIEXE,

2. i5REN:EELHIFIE(Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRIBIZEORBERNFRTAR,
HFREEONRN,

3. EREE: HEIRAZAPINBERERZEES / -
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4. {ERFHFR: B E—SERRERFFS,

BBENEHHERNA: BRTE + BREN HEREE + 7 + BRFHHR
TBIRIHHRE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3******¢*§Timestamp=1465185768&Version=2017-03-12

24. EMEREH

U REMEZR,
E5E6ER HMAC-SHA1 HiEx E—ShiREBHNESRIFRHRHITES, ABSEMNESHR(ER Baseb4 #HiTHD, BIRRERENESH,

BB, KL PHPiESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN 3**rrxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3****++*¥§Timestamp=1465185768&Version=2017
-03-12%

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

IpyEZEN:

il
, N
dim
]

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFRNES RN, THLEEREIPHESGHTERIIE, SRINESRSHFHrI—XEN.

3. SZRHG
EMMESEHTEEBEREREYN, BEVELHET URL HB.

N E—EEREZHEA zmmjn35mikh6pM3V7sUEuX4wyYM= , RELEFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, BEBETFERRENIER URL,

R MRAFKNIERGZE GET, B&iERAGZE)H POST @R Content-Type 7 application/x—-www-form—-urlencoded, M&iXiERrSAR
HERSYWEDTEEN URL B, SHEM-FSTBERD. IF ASCIl FFHFE URL HHIRESSLLI UTF-8 #1748,

HE: FURREENNEESAMARESEETT urlencode, EXMIERAT, RMFABENESHRHAT URL KDY, EUMAK URL RBSSHE
LM

R RfteSEhMEHTHRG, RERA RFC 3986, (A %XY NHFHFMRFHTESLLHS, BB X" M “vV” B+A##HFHF (0-9
MXBF8 A-F) , ERNSRSIEER.

4, EREW

RIEEIRER, FEMTESKMAIEIRD, BIREERERGE,
EHiRLI SHIRfHA
AuthFailure.SignatureExpire BRI
AuthFailure.SecretldNotFound BRREFE
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http://tools.ietf.org/html/rfc3986

& BT v

RS e
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token #Hi%
AuthFailure.InvalidSecretld EiRIEE (F2= API EfA%ER)

5. ERWR

ESCiRAA API 3.0 BY, EEERERERSNZA SDK 3.0 , SDK #:RTERMERE, FRNAXEFRBHINEMFEONT ., FHAE2RSR SDK &
Do HAESFHREESHE:

« Python
- Java

e PHP

- Go

» NodeJS
« .NET

« C++

* Ruby

TEREM T FRFRIERES demo, ERAILKEIMMATRESEERAIERN:

» Signature Demo

HTEERNEESZTRE, TAMZRMEEESHM, B LLANSZIEEMRIM, ERNES . AREOMNSHNEESIA LIAZZEEE, £
BRABEZEZIE, HFESERYE, LRARISREEM SDK .

EARWEAY url BI8EJ: https://cvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3**¥****x§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

FE BFREARNEAREEN, HEREAZRALS0E, EMREIE url EEEPITHEER curl EHSRARSEEERER: B8
Hl, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AELRIZEH, HERRAZHFINIEEMES Timestamp o

iR ETENTET, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBUERT API 3.0, FREEERTHRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

public static String (String s, String key, String method) throws Exception {

Mac = Mac.getinstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);

params.put("Timestamp", 1465185768);

params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action", "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

params.put

"Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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R MNRRE Python 2 KIEHIETT, FEBHRI requests &K#fi8: pip install requests o

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

‘Secretld' : secret_id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main

WRIFRE: BRRITE (bR ) ARSEEAE 51187




import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
“fmt"

Ty

"sort"

“strconv"

)

func 09

secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := os.Getenv("TENCENTCLOUD_SECRET_KEY")
params := map[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysli]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.PrintIn(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD_SECRET_ID");

= getenv("TENCENTCLOUD_SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] =
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
'Instancelds.0' => 'ins-09dx96dqg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

‘Timestamp' => 1465185768,
'Version' => '2017-03-12",

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&');

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET _KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL': "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4’)

}

function (params){
let strParam = "*";

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
)
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)

(paramsl['Signature'])
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Al =+

IR [E]455R

RIEEFATE: 2024-03-12 01:33:55

= API 3.0 #ZORLGARE JSON iR, iREHE JSON EasRASE SRR . RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMIEEIPIRMER . SREROERAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETREEA,

iR BRREERBIRSIRIERESGIET , WA HTTP AZEB95200, FIINERERESAEMERBIES LY, B HTTP KEB2200, mMF=2
401,

o

IEfRIEEISSR

A= RS 8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTsaREMTA:

{
"Response": {
"TotalCount": O,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

« Response REMEY Requestld REIENFE, TiCERMINSE, RE APILET, WHERIRE],

+ Requestld BF—1" APl iEREIE—IRT, N8R API BIIRE, ALBR BN=SRE 5218, FHEMZ ID RERTE,

o RTEENFERN, HRUAEMEOENNFE, FRENEOMRENFES REOXEPRIEN . HFIHE TotalCount #l
InstanceStatusSet #73 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREHERERRSEEEM, Elt TotalCount 7
WERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREESR

HiFAAKXY, EREERGIMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."

.
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMRERSZIEKRARKY .. Error FERERERERNY Code 1 Message FERFERAMAXMAY 2% ERER o

+ Code RFEMFHIBAIEIRG, HiERBENTLASGCIREZEIRBEATESIREINHFEOXMAYERETIREmE R NREEFBRS R
+ Message B RETEMEZRENEGEE, BELSEEHRFEML, EXATMHLZRERISTERER, APFMKRHXMEEIE.

+ Requestld BF—1 APl iERRIE—HRR, R API HMBE, FJLKER BN=ZR 5 1232 T8, FHRMEiZ ID RERDRE

AFHIRP

WRIFRE: BRRITE (bR ) ARSEEAE 5858 H#187:


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

& BT —

REIERPINREFE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFEREIRD, FAASHAIREHIMMANEIRBAQHEIR TP, =8
EIRIRIESIRIBESEARTR “API X" BRTH “HEiRiB” THE.

WRIFRE: BRRITE (bR ) ARSEEAE 559 #187m



O BRE —

S g A HY
SEZER
RIEEFRATE: 2022-08-10 06:35:23

ERIESRZ API 3.0 A SN HSECHS N TSRS

+ String: Z&F &,

* Integer: B8, FRAEHFS64UEL, SDK 3.0 FRFEESIFHILEEMER, BLIFERRREESHRABEENY, 4N Golang By
uint64,

+ Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHAEN. flgn: 2022-01-01,

« Timestamp: FfF&, MEig, fla0: 2022-01-01 00:00:00,

« Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE
ERERFFRE, MRER (GB/T 7408-200558FwiiEtgNER R HENEETE) . BiXUERREESIREERITEER.
f5gn: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIAE, BELMFEMNGERINEN

WRIFRE: BRRITE (bR ) ARSEEAE 5860 #187%:


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

& BT —

EEFREXEO
SEHEERRESIRE

IEEFATE: 2024-03-12 01:33:49

1. EOfEE

EOERERZ: iotcloud.tencentcloudapi.com .

A##0 (UpdateOtaTask ) HEHARKESLTIREELEPAINAIREN, FAHENAEGERS, ENoHEIMRFHAR,HEHERIFHITTIEHREY
K&

EUAMEOERITZRMRSH: 200K/7

#=ER API Explorer <> ik

API| Explorer 12t THEZLIAM . ERIGIE. SDK IBEMIIRERRIEOFEN . BTEEERRARNERABHIEESRAR AL, SDK
ARRA.

2. N\EY
LUTERSHIIRGIE TIEOBRSHEMBO AL SY, REAHSHIIRR AHiERSEH,
SHEM Wi ESidl 3%
Action 2 String ~isy, REOBRE: UpdateOtaTaskStatus,
Version = String ~HSH, AEORE: 2021-04-08.
Region = String AHSH, FRFERSIFH iiFdE.
o . ~mID
Productld = String FIfE: ABCDE12345
- Ef4FARIESID
Taskld = Integer =G 11236
- EHESEUHIRS
Status = Integer =GIE: 6
3. miey
SHEW 3] iR

W—iEK ID, HRSIRER, BXERBPSIEE (EEKRERMRERERERSR, WZRERTFTRIKE

R | i
equestid  String o uestid) . ERIAEEESIRHEZRIBR Requestid.

4, 7

PN EREEARESRERERE
SHEHESEFARSIEFZENTER . FUEHHERITFIVRE

BATH

WRIFRE: BRRITE (bR ) ARSEEAE 5561 H187:)


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=UpdateOtaTaskStatus

& BT v

https://iotcloud.tencentcloudapi.com/?Action=CancelDeviceFirmwareTask

&Productld=ABCDE12345
&Taskld=10000
&Status=6
S<pHiFRSH>

Lk )

{

"Response": {

"Requestld": "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX"
}
}

5. FREGR

BiR= APl &

Eifl= AP £& 28 API XY, (8iRf8. APl Explorer & SDK & RINS—EIIFE, HEENE—AOSTORERBNSIZHEERE APl R
%,

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZESIRAH API £13, tEaJgiiE AP| Explorer #T7EZ&R
ifo

SDK

= API 3.0 IR TRENFAIERE (SDK) , SHIFSHMEREIRES, fEEHENNREA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
« Tencent Cloud CLI 3.0

6. HHiRE
ZIEOEELSBIEEXEIRN, RERGER A%,

WRIFRE: BRRITE (bR ) ARSEEAE 562 H187:)


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT v

RERFREXED
RIS F

RIEEFATE: 2024-03-12 01:33:48

1. &OfE

EOERERZ: iotcloud.tencentcloudapi.com .
#3200 ( DeleteDeviceShadow ) FAFHIFIE&SS
EOAEOIERAFIRF]: 200R/F

#=ER API Explorer <> sEiEid

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTIZOFEN . EUTEESRRAANERASTIEDSERIARBMER SDK
AT

2. I NBY
UTERSHIIRNFIE TEROBRSHEMBI LS, RBAHSYFIRR AHIERSH,
SHEBM Wik £ R
Action = String a2, XEOBYE: DeleteDeviceShadow.
Version = String ~HSH, FEOBE: 2021-04-08,
Region = String ~HSY, ERFRZIGH s
Productid = String FEaID

~Bl{E: ABCDE12345

RERH

DeviceName FIE: abc

String

fil

3. e

SHAWR £ ik

W—iER ID, HRSIHER, BXERBSEDE (EEREEMRERERERSR, WZXERFTRIKXE

R tid tri
eques StiNg  pequestid) . ERAEHBERMZRARE Requestid.

4. 7
TN RRER TR0

BATH

https://iotcloud.tencentcloudapi.com/?Action=DeleteDeviceShadow

&Productld=ABCDE12345
&DeviceName=abc
&< AHERSH >

WRIFRE: BRRITE (bR ) ARSEEAE 5663 H#187:


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DeleteDeviceShadow

& BT v

L b

{

"Response": {

"Requestld": "XXXXXXXXXXXXXXXXXXXXXXX"
}
}

5. FREGR

BR= APl &

Bz APl TF& R4 API XX, i85, APl Explorer & SDK $BFHA—ERTE, AEEMNE—AOEAREREAZIRERIERE API R
E=)

API Inspector

FFEER API Inspector BEEHIGE—SIREXEXR AP RRER, HEMEMRSIESRA API 1853, tBaaiiE AP Explorer #{TE4iE
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMEIEIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHIRES

PITRFIH T 12O SSBIatEXAEIRIT, HMEiRmLIER AHLEiR0,
FERES iR
InternalError PIEBEEIR o
InvalidParameterValue SHEUESEIR.
ResourceNotFound.DeviceShadowNotExist REXFAFE.

WRIFRE: BRRITE (bR ) ARSEEAE 5564 187,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

EHBAT A
AR ST

RIEEFATE: 2024-03-12 01:33:48

1. EOR

EOERER: iotcloud.tencentcloudapi.com .

A#0 (DescribeDeviceShadow ) BFEiRINIZEER.
BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiER

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. MA\S%

MTERSHIIRVIIHE TEOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SYEW Wik ESid] iR
Action = String aH2E, FFEORE: DescribeDeviceShadow,
Version = String AHsE, AEORE: 2021-04-08,
Region ] String ~HSY, EREESZISHY higiER.
- . =& ID
Productld = String FfE: ABCDE12345
BEBIR, SEAN: [a-zA-Z0-9: -
DeviceName = String BEEW. HEMU: [a-zA-Z0-9:_-1{1,60}

~BIE: abc

3. iha%

SHEM £ ik

IRELTFEHIE

bata String FBIE: {"payload":{"state": {"reported": { "color": "red"}}, "timestamp

W—iER ID, HRSIHER, BXERBPSIED (EEREEMRERERERSR, WZRERFTRIKE

R tid tri
equestld  String o uestld) . EUEEEEEREZAERI Requestid.

4. 7
TN RRELT

BATH

https://iotcloud.tencentcloudapi.com/?Action=DescribeDeviceShadow

&Productld=ABCDE12345
&DeviceName=abc
&<AHBERSH >

WRIFRE: BRRITE (bR ) ARSEEAE 5865 H#187:


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeDeviceShadow

& BT v

"Response": {
"Data": "{\"payload\":{\"state\": {\"reported\": { \"color\": \"red\"}}, \"metadata\": {\"reported\": {\"color\": {\"timestamp\": 150

9092895971} }}, \"timestamp\": 1509443636326, \"version\": 5},\"result\":0,\"timestamp\":1509440846582,\"type\":\"get\"}",

"Requestld": "XXXXXXXXXXXXXXXXXXXXXXX"

5. AREHR

BR= APl £&

Bz APl SE& RE4E API XX, $#iR5. APl Explorer % SDK $RFHA—ERNTE, HEENE—AOEAIREREBAZIZHIEE API R
5o

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN AP ABER, HEMMERZIEERAR API K18, tEaJgitE AP Explorer 7R
ito

SDK
= API 3.0 Rt TECEMARTHE (SDK) , XISSMRIZIES, REESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. {3

PATRFIH 71O SIS IEEXREIRT, HMEiRGIER AHLEiR0,
=g Epu
InternalError AEREIR
InvalidParameterValue SHEEER.
InvalidParameterValue.Paramincomplete ERPRDXBFERIER.
ResourceNotFound.DeviceShadowNotExist REBEFAFE.
ResourceNotFound.ProductOrDeviceNotExist ARPAEFELFRFERE.

WRIFRE: BRRITE (bR ) ARSEEAE 5866 #187:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT —
BT ER

RIEEFATE: 2024-03-12 01:33:47

1. QR

EOERER: iotcloud.tencentcloudapi.com .
A#%0 (UpdateDeviceShadow ) AFEHEINIZEIER .
EOAEOIERITEIRS: 100:R/7

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\2Y
TFiERSHIIRGIE T EROERSHEIBIAHSE, REBEAHSHEFIRT AHiERSH,

SHEM Wik ESid] iR

Action = String ~HsE, AEORE: UpdateDeviceShadow,

Version 2 String AsE, AEORE: 2021-04-08,

Region = String AHSH, FRFFRSFH thiFFIFR.

o . mID
Productld = String FfE: ABCDE12345
. o . REEW
DeviceName = String =@iE: ABC
o . EINZERIAS, JSONFFHEER, MdesiredEITER
State = String _
FBIE: xxx
. = HRIRAS, BEfREENversionfRIF—, ZEEEHKID
ShadowVersion = Integer —
TBIE: O

3. miey

SHEW 3] iR

D . REBTFEHIR, JSONEFHEN

ata String

TBIE: {"payload":{"state": {"desired": { "color": "red"}}, "timestamp"

W—i5K ID, HIRSIRER, BXERBLIEE (FEREHMRRRERERSR, WXERTRIRE

R tid Stri . s
eques rng Requestld) . EfIABAIIHEEREIZRIBE KL Requestld,

4. 7%
N ERRERT

BATH

WRIFRE: BRRITE (bR ) ARSEEAE 5567 H187:


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=UpdateDeviceShadow

& BT v

https://iotcloud.tencentcloudapi.com/?Action=UpdateDeviceShadow

&Productld=ABCDE12345
&DeviceName=abc
&State={"desired":{"color":"red"}}
&ShadowVersion=1
S&<pHiFRSH>

Lk )

{

"Response": {

"Data": "{\"payload\":{\"state\": {\"desired\": { \"color\": \"red\"}}, \"metadata\": {\"desired\": {\"color\": {\"timestamp\": 15090
92895971}}}, \"timestamp\": 1509443636326, \"version\": 5},\"result\":0,\"timestamp\":1509440846582,\"type\":\"update\"}",

"Requestld": "9e574269-093f-4a7f-bf90-24ef80b6528a"
}
}

5. AREHR

BR= APl £&

Biflz API SE& 248 API XXH4. EiRt8. APl Explorer & SDK #FRHNA—EIIFE, HEENE—AOEGRERBARMRE AP IR
5o

API Inspector

FFREEE API Inspector BEEHIGE—SIREXEA AP RRAER, HEMEMSESRA API 1853, tBaaiiE AP Explorer #{TEZIR
ifo

SDK
= API 3.0 Rt TECEMARTHE (SDK) , ISSMRIZIES, REESENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

wSTIR
« Tencent Cloud CLI 3.0

6. FHiRG

IITFRFIE 71O SIS AEIRD, EbERIBiFER AHEIR0,
$HiR15 i
FailedOperation.UpdateVersionNotMatch EFRA AT o

WRIFRE: BRRITE (bR ) ARSEEAE 5868 H#187%:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

FERES

InternalError

InvalidParameterValue
InvalidParameterValue.InvalidJSON
InvalidParameterValue.JSONHasInvalidNode
InvalidParameterValue.JSONSizeExceedLimit
InvalidParameterValue.NotMergeAble
InvalidParameterValue.Prefixinvalid
ResourceNotFound.DeviceShadowNotExist

ResourceNotFound.ProductOrDeviceNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

ik

PIEBEEIR o

SHEERIR.

JSON&#E%,

State JSSONMKHEEIEET R

State JSONWSFEIK/NRFI, =K 8ko
FEEH

prefixF&i%.

RERFIFE.

BRAEFREFRIRE.

YOEX B A=
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& BT v

IREEXEA
WEHEFIZE

IEEFATE: 2024-03-12 01:33:47

1. EOE

EOERES: iotcloud.tencentcloudapi.com .
A0 (BindDevices ) AFRXIZEHEREFRE
EOAZOIERAFIRF]: 200R/F

= (ER API Explorer <> EEHiEi

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK
AT

2. N\EH
UTERSHIIRGIE TIEOBFRSHEMBO AL SY, RBEAHSHIIRR AHiERSEH,
SHEM Wik ESic] iz
Action = String ~sY, AEOBE: BindDevices.
Version 2 String ~iEsd, AEORE: 2021-04-08,
Region = String ~HSY, FRFFRKSH thiFFIxR.
- . RXIREHFRID
GatewayProductid = String =@liE: 12345ABCDE
. - . RXIZBHIRESR
GatewayDeviceName = String =BIE: test
= . BYPEIRFRIF=@ID
Productld = String FMIfE: ABCDE12345
. - . BYPERZMRESR
DeviceNames.N = Array of String FOUE: [“testO\n” "test\n']
. MCLAAEEEREskey, SEBHIREARE
=
Skey a String =@IE: 123
b

SHRBW ESid flR

W—i5K ID, HIRSiKER, SXERBIEE (FEREHMRRRERARSR, WRXERFRIRE

R tid Stri
eques M9 Requestld) . EFTIEEIREZLRER Requestld.

4.
TN HRSEFEE

WRIFRE: BRRITE (bR ) ARSEEAE 570 #1873,


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=BindDevices

& BT v

https://iotcloud.tencentcloudapi.com/?Action=BindDevices
&GatewayProductld=12345ABCDE

&GatewayDeviceName=test

&Productld=ABCDE12345
&DeviceNames.O=test0
&DeviceNames.1=testl
&<pHiFRSH>

Lok )

{
"Response": {
"Requestld": "69f65618-600b-4ac4-b8e3-4528a6819078"

}
}

5. FR&EGR

BR= APl &

Bz APl & R4 API XX, $#8iR5. APl Explorer % SDK $FFHA—ERTE, HEEMNE—AOEARERENAZIZHIEE API R
E=)

API Inspector

FAPEE API Inspector BEIEFIGE—SIREXEN AP ERER, HEIERSIESIRAN API €88, tbagiiE APl Explorer #177E4iR
ifo

SDK
= API 3.0 Rt TEREMARTEE (SDK) , XISSMEIEIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiREG

IR RFIE 7O SiZEERAEIRD, EMbiERGiER AHEIR0,
iR ik
FailedOperation.BindDeviceOverLimit SEREBII RS .

WRIFRE: BRRITE (bR ) ARSEEAE E71 187


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

HEIRES

FailedOperation.BindDevicePerOnceOverLimit
InternalError

InternalError.DBOperationError

InvalidParameterValue
InvalidParameterValue.DevicelsNotGateway
ResourceNotFound.DeviceNotExist
ResourceNotFound.ProductNotExist
UnauthorizedOperation.DeviceHasAlreadyBindGateway

UnauthorizedOperation.DevicelsNotEnabled

WRIFRE: BRRITE (bR ) ARSEEAE

i3

BXBENREHEBIIRE

PIEREEIR
EREREREIR o
SHEVEEIR.
IREFRRXAEER,
IREFFE.
FRAFE.
ZIREHE T MXIRE,

iREREBH.

YIEX RIS
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A BT

ellfE 4552

RIEEFATE: 2024-03-12 01:33:47

1. QR

EOERERZ: iotcloud.tencentcloudapi.com .

A#EO ( CreateDevice ) AFHiE—MIBMIEEIZS -
ERMEOERIAEIRE: 200R/F

#EFZ(ER API Explorer

YOEX B A=

<> mEEiR

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK

ARRA.

2. MASH

MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SHEW
Action
Version

Region

Productid

DeviceName

Attribute

DefinedPsk

Isp

Imei

LoraDevVEui

LoraMoteType

Skey

LoraAppKey

Wik
=
E
=
=

=
=

il

fil

iy

iy

iy

iy

iy

iy

o

|

ESit]
String
String

String

String

String

Attribute

String

Integer

String

String

Integer

String

String

ik

~HsH, KEOBYE: CreateDevice.

N

K, FEORE: 2021-04-08.
AHSY, FRFESIFH il

m ID . SlEFmiENEABEFRSEEBE— ID
=fIE: ABCDE12345

REBMR. WBMN: [a—zA-Z0-9:-]{1,48}.
THIE: testdevice

REREME

EEFERBEEXPSK, EBARER
TfEfE: ABC

IEEMHAEE, SFRENB-loTFmEY, WFRUE, 1RFPERE, 257PERE, 3FRFPE

73t ]
~EHE: Isp

IMEI, H=RENB-loT=mAt, I=FER%IE
TENE: Imsi

LoRaig&fIDevEuUi, ZHtlZELoRaRt, LtFERwiE
EHE: Eui

LoRaig&H#IMoteType
~BIE: Type

glZELoRaizEHEskey
BIE: skey

LoRaig&HIAppKey
TBIE: key

WRIFRE: BRRITE (bR ) ARSEEAE
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#Attribute
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=CreateDevice

& BT v

SHRBW Wik B ik
FABCALIZENREIEH
TIsCrt & String w~E: ————- BEGIN CERTIFICATE————-

MIIFGjCCBAKgAwIBAgIQCgRwOJa8ihLIkKbf

3. ey
SH2M £S5t} R
. . IRBEBI
DeviceName String fE: test_device
. . MFRINZEZH, baseb64fmiz. RAMMRINZITREIZSH
DevicePsk String —
TRBUELT XXXXXXXXXXKXX
DeviceCert String IREIER, BF TLS EHERNKINERIRED . RAIENRINEREIZSE
HUE: ———— BEGIN CERTIFICATE——— MIIFGjCCBAKgAwIBAgIQCgRwO0Ja8ihLIkKbf
REFASH, BT TLS EHERNKIRERIRED, BIZREFRE, BZERE .. XAIEGHRINZTRE
. . . ZSH
DevicePrivateKey  String . BEGIN PRIVATE KEY-—-——

MIIEvgIBADANBgkqhkiGOWOBAQEFAASCBKgw

LoRaig&#IDevEui, HigEELoRaig&lt, SREIZFER

LoraDevEui Stri —
oraDevEui ring SBIE: w00k
LoRaig&HIMoteType, ZigFEELoRaiREN, RIREIZFER
LoraMoteType Integer —
HHE: xxx
sraz sesnaz e meznt  ssEmn
LoraAppKey String I:oRauﬁEl’JAppKey, HigFELoRaigHEl, SREIZFER
RBHE: xxx
R % y MY PRI % = ha% 0 A‘ﬁ M
LoraNwkKey String L_oRauﬁE’JkaKey, HigEELoRaigEM, RIREIZFE
ROHE: xxx
Requestld Strin W—igK ID, HRSBiRER, SRERMBSERE (EEREEERRERERSR, WZXERTSIRE
9 9 Requestld) . EAMIEEREIZRIBERR Requestld,
4. fw
TN SIS (SRAXRMNEE )
BTG

https://iotcloud.tencentcloudapi.com/?Action=CreateDevice
&Productld=ABCDE12345
&DeviceName=test device

&Attribute.Tags.0.Tag=note
&Attribute.Tags.0.Type=2
&Attribute.Tags.0.Value=test_note
S&<pIiFRSH>

L b

WRIFRE: BRRITE (bR ) ARSEEAE 74 187,



"Response": {

"DeviceName": "test device",
"DevicePsk": "XXXXXXXXXXXXX",
"DeviceCert": "",
"DevicePrivateKey": "",
"LoraDevEui": "",
"LoraMoteType": 1,
"LoraNwkKey": "",
"LoraAppKey": "xx",
"Requestld": "54f75f05-a87c-45fc-9520-6b59e251e91c"
}

}

P12 SIS (SRAEXIHRINE )
BATH

https://iotcloud.tencentcloudapi.com/?Action=CreateDevice
&Productld=ABCDE12345

&DeviceName=test_device

&<ABERSH>

{

"Response": {

"DeviceName": "test device",

"DevicePsk": "",

"DeviceCert": "XXXXXXXXXXXXXXXXXXXX",
"DevicePrivateKey": "XXXXXXXXXXXXXXXXXXXXXXX",
"LoraDevEui": "",

"LoraMoteType": 1,

"LoraNwkKey": "",

"LoraAppKey": "xx",

"Requestld": "54f75f05-a87c-45fc-9520-6b59e251e91c"
}

}

5. FREGR

BER= APl &

Eifl= API F& 2458 AP XH4. $8iRf8. APl Explorer & SDK ERRHA—EIOFE, FEBMNE—ANOEORERBNZIRERE API IR
£,

API Inspector

FAPEE API Inspector BEIEFIAE—SIREXEN AP ERER, HEIERZIESIRAN API £83, tBaaiiE APl Explorer #177E4%R
ifo

WRIFRE: BRRITE (bR ) ARSEEAE 75187}



https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

A BT

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, REESENRERA APl

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR

Tencent Cloud CLI 3.0

6. HHiRE

AR T2 Ok S5ZEEXREIRT, HEREIER

AHEIRB .
iRt

FailedOperation.AlreadyDistributionDevice

FailedOperation.TidWhiteListNotOpen

InternalError

InternalError.DBOperationError

InvalidParameterValue
InvalidParameterValue.DefinedPskNotBase64
InvalidParameterValue.DeviceAlreadyExist
InvalidParameterValue.ProductTypeNotSupport
LimitExceeded.DeviceExceedLimit
ResourceNotFound.ProductNotExist
UnauthorizedOperation.ProductCantHaveLoRaDevice
UnauthorizedOperation.ProductCantHaveNormalDevice
UnauthorizedOperation.ProductCantHaveNotLoRaDevice
UnauthorizedOperation.ProductlsForbidden
UnauthorizedOperation.ProductNotSupportPSK

UnsupportedOperation.SuiteTokenNoCreate

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

fak
ESERIRE, THEEXEIE,

BEBERIERAR, APFITLEIRE, FASRBRESIMIINEHER
ERMEMEEIRE.

PIEBEEIR -

HiREEREREIR .

SHEVEEIR.

B&EiIR, DefinedPskFEIBaseb4i8NHIFHF R,
SIBIIREREF T,
FREREATIE,
IREHEEIRG

FRAEFE.
ZrmERTEELIZLoRaIRE -
NB-loTERAFRIFEIEE RS
ZrmERREELELoRaIRE .
FERERTIZINEE.
FRASHFESRINE.

7 mmASuite tokenZBY, TikbIEHIZSE .
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT —
MpRiZE

RIEEFATE: 2024-03-12 01:33:47

1. QR

EOIERERZ: iotcloud.tencentcloudapi.com .
A#%0O (DeleteDevice ) BFHIERIEXMIBESIRE o
EAEOIERTERIRE: 200%/% .

#E#=(EH API Explorer <> iR

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wik ESid] 3%
Action = String aHsE, FEOBE: DeleteDevice.
Version = String AHSH, AEORE: 2021-04-08.
Region 2 String AHSH, FRFERSIFH hiFdE.
o . REFAERI=& ID
Productld = String FIfE: ABCDE12345
. o . EEMIRRYIZEEMW
DeviceName = String =BlE: abc
. HiFkLoRaig&E AR LoRamXi&EZF Eskey
a
Skey a String SBIE: o
3. e

SHAWR i ik

W—iER ID, HRSIHER, BXERBPSIED (EEREEMRERERERSR, WZRERFTRIKE

R tid tri
equestld  String o uestld) . EUEEEEEREZAERI Requestid.

4. 7
TN DRSS

BATH

https://iotcloud.tencentcloudapi.com/?Action=DeleteDevice
&Productld=ABCDE12345

&DeviceName=abc
&<AHBERSH >

WRIFRE: BRRITE (bR ) ARSEEAE E77 #1187


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DeleteDevice

& BT v

Lk e

{

"Response": {

"Requestld": "XXXXXXXXXXXXXXXXXXXXXXX"
}
}

5. AREHR

BR= APl £&

iz APl SE& 248 API XH4. $#iRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARMIFRE AP R
5o

API Inspector

FFEEE API Inspector BEEHIGE—SIREXER APIRRAER, HEMEMRSESHRA API 1853, tBaaiiE AP Explorer #{TEZIRE
ifo

SDK
= API 3.0 Rt TEEEMARTHE (SDK) , XISSMRIZIES, REESENRARA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
« Tencent Cloud CLI 3.0

6. HiRG

ARSI THEROWSSERXAEIRTG, REbEREFER AHERE,
§ERED iR
InternalError PIEREIR
InternalError.DBOperationError HIERERAREIR
InvalidParameterValue SHEUEER.
ResourceNotFound.DeviceNotExist REAFE.
ResourceNotFound.ProductNotExist FRAEFE.
UnauthorizedOperation.DeviceHasAlreadyBindGateway ZISEHETMXIRE, TiEMR.
UnauthorizedOperation.GatewayHasBindedDevices ZIRE T NEHERE.

WRIFRE: BRRITE (bR ) ARSEEAE 78 187,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
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UnsupportedOperation.DeviceOtaTaskInProgress R&FotaAKH,

WRIFRE: BRRITE (bR ) ARSEEAE $E79 #1187



& BRE —
SEIREFE

RIEEFATE: 2024-03-12 01:33:47

1. QR

EOIERERZ: iotcloud.tencentcloudapi.com .
A0 (DescribeDevice ) BFEFIREER
EOAMEQIERIAZFIRF]: 200R/FD

= (EA API Explorer <> mEiEd

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. N
TFiERSHIIRGIE T EROERSHEIBIAHSE, REBEAHSHEFIRT AHiERSH,
SHEM Wik ESic] ik
Action = String ~H2E, FEOBE: DescribeDevice,
Version = String ~HSE, FEOE: 2021-04-08,
Region = String AHSH, FRFERSIFH hiFdE.
= . ~mID
Productld = String FffE: ABCDE12345
. = . REZ
DeviceName = String SIE: abe
b
SHEM ESic] iz
. . REZ
DeviceName String =@iE: ABCD
Online Integer REEAEL, OFES, 1E%, 3XRME
w~EIE: 1
- REERTE
LoginTime Integer =IE: 1
. . IRBEHRA
Version String =@IE: 1.0.0
. REREEHE
LastUpdateTime Integer =BIE: 1
RFIER
DeviceCert String w~E: ———— BEGIN CERTIFICATE-———- IIDS...Fw==————- END
CERTIFICATE-———-

WRIFRE: BRRITE (bR ) ARSEEAE 5880 187,
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https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeDevice
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SHRBW R fiEik

REEHA

DevicePsk String FEIE: PSK

Array of

DeviceTag aEm

Tags
S il
DeviceType Integer gzgi 3
Imei Strin EfF ez &EIREES IMEI
9 FOUE: imei
Is Integer ERmXE
P 9 ROUE: 1
ConnlP Integer ;{ﬁg 1
LoraDevEui String ;c;;u?éx:ﬁeﬂjidev eul
LoraMoteType Integer ;}ﬁ;ﬁﬂgmom type
RERsdkBESFR
LogLevel Integer R WFEBAEERE null, FREFEEIE.
wBHE: 1

BENR EZ&AdiE
FirstOnlineTime Integer R WFERAEERE null, FFREAAEYE.
E: 1617801604

i T &ehdia
LastOfflineTime Integer R WFEBAIEERE] null, RREAZIERE.
=5HE: 1617801604

RECIETE
CreateTime Integer FE: IFEBAEERE null, XFENRAEEWE,
=5E: 1617801604

REERREVAT, 0 RFILLIREE, 1 BRIV IREEH
R FERAEEEE null, RFREFEEYE,

Ey - — BEGIN CERTIFICATE-—-—-
MIIFGjCCBAKgAwIBAgIQCgRwOJa8ihLIkKbf

CertState Integer

REBRARE
EnableState Integer A IFEBAEEERE null, RFENAEEWE,
w~EE: 1

Array of IREBIRE

Labels DeviceLabel = i#i: W=ERAIAHEE null, ERIFEGME.

MQTTZE Fiwl Ptttk
ClientIP String R IFERAEEEE null, RFEEFEEYE,
=E: 127.0.0.1

REEHE AR
FirmwareUpdateTime Integer R IFEBRAEEEE null, RFEIFEEWE.

=BIE: 1617801604

WRIFRE: BRRITE (bR ) ARSEEAE $81#187
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A BT

SHRBW B faik

BIEEWSID
CreateUserld Integer R WFEBAEEEE null, XFENFEENE.
=BIE: 0

NB loTiZEr4IDevicelD

NBloTDevicelD String =@IE: 1233445

W—iER ID, HBRSZIRERN, BXIERBESIERD (ESEREEMEERERERSR, WiLXiE

R tid Stri
eques nng RFLIHE Requestld ) » EAEREBIRHZRIERE Requestid.

4. 7
TN EEREHETO

BATH

https://iotcloud.tencentcloudapi.com/?Action=DescribeDevice
&Productld=ABCDE12345

&DeviceName=abc

&<pHiFkSH>

{

"Response": {
"EnableState": 1,
"LastOfflineTime": 1,
"Version": "2021-04-08",
"CertState": 1,

"Online": 1,
"FirmwareUpdateTime": 1,
"DeviceName": "Device001",
"Tags": [

{

"Tag": "Key",

"Type": 1,

"Name": "Key",

"Value": "Key"

}

{

"Tag": "tag-a",

"Type": 1,

"Name": "tag-name”,

"Value": "tag-value"

1,
"LogLevel": 1,
"FirstOnlineTime": 1,

"DeviceCert"; "wkkftxt

WRIFRE: BRRITE (bR ) ARSEEAE 5582 187,
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"Imei": "Imei",

"ClientIP": "127.0.0.1",
"DevicePsk": "DevicePsk",
"Isp": 1,

"NBloTDevicelD": "123124",

"LoraDevEui": "your eui",

"DeviceType": 1,

"Requestld": "2abji99uojssd88",
"LoginTime": 1,
"ConnlP": 1,
"LastUpdateTime": 1,
"Labels": [

{

"Value": "value-a",
"Key": "key-a"

}

1,

"CreateTime": 1,
"LoraMoteType": 1,
"CreateUserld": 0

}

}

5. FREGR

BiR= API &

Eifl= AP £& 28 API Y. (8iRf8. APl Explorer & SDK SERINS—EIAFE, HEENE—AOSTORERBNSIZMEERE APl R
=

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZESIRAN API {13, tEaJgiiE AP| Explorer #TEZ&R
ito

SDK

= API 3.0 IRt TERENFFRITERE (SDK) , XiFSHRIEES, ALESERER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
« Tencent Cloud CLI 3.0

6. HHiRE

WRIFRE: BRRITE (bR ) ARSEEAE 5883 H#187:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
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KRG 72O SSZEEXAEIRD, EhiERiBiEn AH4EIR0,

§ERED

InternalError
InternalError.DBOperationError
InvalidParameterValue
ResourceNotFound.DeviceNotExist

ResourceNotFound.ProductNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

faik

PIEBEIR o
HYRREPIEREIR o
SHEEEIR.
RERFE.
FRAFE.

YOEX B A=

5584 H187m
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& BT —
IRENZ &= FATH

RIEEFATE: 2024-03-12 01:33:47

1. EOR

EOIERERZ: iotcloud.tencentcloudapi.com .
IREVERIMESEBIRERITATH, RILERSEETIRSEFNAIAA—X
BRAZECIERSTZIRE: 20:R/8 .

#E#=(EH API Explorer <> iR

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. B\2¥
PTFBERSEIIR I TIEQBERSHEMBOAESE, REAHSHEFIRR AHiERSE,
SHBIR Wik ESid) 735
Action = String ~HSE, FFEOBYE: DescribeDeviceClientKey.
Version =2 String AsE, AEOE: 2021-04-08,
Region 2 String ~HSE, FRFFRSH thiFFxR.
o . FriEr=mhdld
Productld = String BIfE: ABCDE12345
. o . REBIR
DeviceName = String =GlE: abc
3. mts
SHEIR ESid) ik
. . REHFAE
Clientkey  String  —p@. —_________ BEGIN PRIVATE KEY—-——-————~— END PRIVATE KEY---——

W—iER ID, HRSIRER, BXERBSIEE (EEREEMRERERERSR, WZRERTFRIKXE

R tid tri
equestld  String o uestld) . E{UEEEEEREZAERI Requestid.

4. 7
PN KR

BATH

https://iotcloud.tencentcloudapi.com/?Action=DescribeDeviceClientKey
&Productld=ABCDE12345

&DeviceName=abc
&<AHBERSH >

WRIFRE: BRRITE (bR ) ARSEEAE 5885 187,
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"Response": {

"ClientKey": " END PRIVATE KEY-----\n",
"Requestld": "54f75f05-a87c-45fc-9520-6b59e251e91c"

3

¥

5. AREHR

BR= APl £&

Bz APl SE& 246 API XX, $#iR5. APl Explorer & SDK $RFHA—ERTE, HEEMNE—AOEAREREAZIZHIEE API R
5o

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN AP ARBER, HEMERZIEERAR API £18, tEaJgitE AP Explorer #{7ELZ&RA
ifo

SDK
= API 3.0 Rt TECEMARTHE (SDK) , XISSMRIZIES, REESENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. iR

PATRFIH 71O SIS EEXREIRT, HMEiRGER AHLEiR0,
T iR
InternalError PEREIR
InvalidParameterValue.ProductTypeNotSupport FmERLRTE,
ResourceNotFound.DeviceNotExist REAFE.
ResourceNotFound.ProductNotExist FRAEFE.
UnsupportedOperation.ClientCertAlreadyGot IRETAACIREL.
UnsupportedOperation.WrongProductAuthType AZISRIAESEE,

WRIFRE: BRRITE (bR ) ARSEEAE 5886 H187%:
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
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SiNRERRFR

RIEEFATE: 2024-03-12 01:33:47

1. EOR

EOIERERZ: iotcloud.tencentcloudapi.com .

A0 (DescribeDeviceResource ) AF&EMZHEERIEHE,
BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiER

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE TEOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SYEW Wik ESic] fiEik
Action = String ~H2E, FFEORE: DescribeDeviceResource,
Version =2 String AsE, AEOE: 2021-04-08,
Region = String AHSH, FRFEMIEH bEFIR.
. o . REEBM
DeviceName = String SHIE: test
. ~mID
a
ProductID a String =EIE: A AAAAAA
. Bz ERiREm
A
Name a String =BIE: test
3. meMm
SHEM 5] 130
Result DeviceResourcelnfo  R&FEE¥E

W—i5K ID, HIRSIKER, SXERBIEE (HEREHMRERRLERARSR, WZXERT

R tid Stri
edues nng £7%18 Requestld ) » E{UIBEEREZRERE Requestld.

4.
PN ER SRR

BATH

https://iotcloud.tencentcloudapi.com/?Action=DescribeDeviceResource

&ProductiID=ABCDE12345
&Name=test
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&DeviceName=test

&<AHERSH>

Lok )

{

"Response": {
"Result": {

"Status": 1,
"DeviceName": "xx",
"UpdateTime": "xx",
"Name": "xx",
"Percent": 1,
"ProductName": "xx",
"Md5": "xx",
"ProductID": "xx",
"Size": 1

1

"Requestld": "xx"
}
}

5. FRERR

BR= APl &
Bz APl SE& RE4E API XX, $#8iR5. APl Explorer % SDK $#XFHA—ERTE, HEENE—AOEAREREAZIZHE API R

E=D)

API Inspector

HFE&ET API Inspector EEIEFHAGS—SIRIEXEN AP ERER, HEERSIESRAR API {53, BaElFItE AP| Explorer #{TELIR
ifo

SDK

= API 3.0 R TERENALZIESE (SDK) , ZISSMREIEIES, s6EHENER APL,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRG

WRIFRE: BRRITE (bR ) ARSEEAE 5688 H187:
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
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https://cloud.tencent.com/document/product/440/6176
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KRG 72O SSiZEEXAEIRD, EbiERiBiEn AH4EIR0,

e iR
InternalError AEREIR
InvalidParameterValue SHEEER.
ResourceNotFound.DeviceResourceNotExist REBZFEARGFE.
ResourceNotFound.ProductNotExist FmAEFE.
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RELRFRIRTIR

RIEEFATE: 2024-03-12 01:33:47

1. |BO#R
EOERER: iotcloud.tencentcloudapi.com .
A4#0 (DescribeDeviceResources ) BF&EIfIZFEFEIE.

EUAROIERITEEIRE: 200K/% .

= (EA API Explorer <> mEiEd

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. MAEH
UTERSHIIRGIE T IZOBSKRSEMBRAHSY, REAHSHIIRN AHERSEH,
SHEWR Wik il R
Action = String aH2E, FFEOBYE: DescribeDeviceResources,
Version =2 String atsE, AEOE: 2021-04-08,
Region = String ~HSE, FRFFRGH thiFsl%R.
o IRiEE, Offset\OFFIA
Offset = Integer =GIE: 0
Limit o Inteaer SREIKN, HETEE 10-250
= 9 FEUE: 10
. =mID
A
ProductID & String =EIE: AAAAAAAAAA
. - . EETRINRSEEW
DeviceName & String SBIE: test
. . HBRERFRAdE
=
startTime = String RBIE: 2006-01-02 15:04:05
. ) RIRERERAYE
=
EndTime = String FEIE: 2006-01-02 15:04:05
3. ey
SHEM £S5l 3%
BESH
TotalCount Integer =EIE: 10
Array of BiRESE

Result DeviceResourcelnfo  F&E: IFEAIEERE null, RREAZNEYE.

WRIFRE: BRRITE (bR ) ARSEEAE 5890 #187%:


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#DeviceResourceInfo
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeDeviceResources

& BT v

SHRBW ESid) faik

W—iER ID, HRSBIRER, BXERBPSIEE (EEREEMERERERERSR, WRXERT

R tid Stri
eques ring £3%/8 Requestld ) , EAAEHEBIREZRIERE Requestld.

4. 7
N KR E IR

BTG

https://iotcloud.tencentcloudapi.com/?Action=DescribeDeviceResources
&ProductID=ABCDE12345

&Offset=0

&Limit=10

&DeviceName=test
&StartTime=xxx
&EndTime=xxx
&<RHBERSH>

L b

{

"Response": {
"TotalCount": 1,
"Result": [

{

"Name": "xx",
"ProductName": "xx",
"Md5": "xx",
"DeviceName": "xx",
"ProductID": "xx",
"UpdateTime": "xx",
"Size": 1

}

1,

"Requestld": "xx"
}
}

5. FEEGR

BR= APl EE&

iz APl SF& 24& API XH4. $5iRi8. APl Explorer & SDK $#ZRNA—EIIFE, HESNE—AOEGRERBNRMILNRE AP IR
E=D)

API Inspector

FBPFEEE API Inspector BEEEFIGE—SIR(EXEN AP ARBER, HEMMERZIESRAR API £18, thaJgiiE AP|I Explorer #{FELZ&R
ito

WRIFRE: BRRITE (bR ) ARSEEAE £91 187


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

A BT

SDK
= API 3.0 Rt TEEEMARTHE (SDK) , XISSMRIZIES, REESENRERA APl

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR

Tencent Cloud CLI 3.0

6. HHiRE
BATIRBUH T RO SSBIERRAEIED, RN A0,

§ERED

InternalError
InternalError.DBOperationError
InvalidParameterValue

ResourceNotFound.ProductNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

ik

PIEBEIR
HiRREPIRREEIR o
SHEEER.

FRAFE.

YOEX B A=

592 H187m


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT —
RN FIIR

RIEEFATE: 2024-03-12 01:33:47

1. &OfE

EOERERZ: iotcloud.tencentcloudapi.com .
A0 (DescribeDevices ) AFEIYBXMIBEZEHIREIE.
EAEOIERTERIRE: 200%/% .

E#=(EH API Explorer <> mEiEd

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. MABY

MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,
SHEWR Wik B i
Action = String ~HSH, AEOBE: DescribeDevices.
Version = String ~SE, AEORE: 2021-04-08,
Region = String ~HSE, FRFFRZIGH thigs%R.
Productid = String iﬁzgff glgiEi‘JZ;:ilD
Offset 2 Integer gzz’ OOffsetMOFIIé.‘
Limit = Integer STREIK D, HIETEE 10-250

~BIE: 10

RBEHRAS, EFRTHSHSIREIFREEIHRARIESE. £"None-FirmwareVersion"&if]

FirmwareVersion String TRASHIRE

iy |

=EE: 1.0.0
. = . EEIIEAREEM
DeviceName B String =pifE: ABCD
IAZ AT IR &, AR
EnableState = Integer lf‘%IEnEm, OSBRI RAF X
EHE: 1
3. e
SHEM £t iR
RBEH
Total Int
otalCount nteger =EIE: 1
Devices ~ ATVOT  pemmeesns
Devicelnfo

WRIFRE: BRRITE (bR ) ARSEEAE 5693 H#187%:


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#DeviceInfo
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeDevices

A BT

SHEBW E i)

Requestid String

4. 7
PN FENRETIR

BTG

faik

W—iER ID, HRSIHER, BXERBPSEDE (EEREEMRERERERSR, WZXERFTRIXE

Requestld) . EIAMAITHEEIREIZRIERR Requestld,

https://iotcloud.tencentcloudapi.com/?Action=DescribeDevices

&Productld=ABCDE12345
&Offset=0

&Limit=10
&FirmwareVersion=1.0.0
S&<piFRSH>

{

"Response": {
"TotalCount": 1,
"Requestld": "xx",
"Devices": [

{

"EnableState": 1,
"LastOfflineTime": 1,
"Version": "xx",
"CertState": 1,
"Online": 1,
"FirmwareUpdateTime": 1,
"DeviceName": "xx",
"Tags": [

{

"Tag": "xx",

"Type": 1,

"Name": "xx",
"Value": "xx"
}

{

"Tag": "xx",
"Type": 1,
"Name": "xx",

"Value": x"

1

"LogLevel": 1,
"FirstOnlineTime": 1,
"DeviceCert": "xx",

WRIFRE: BRRITE (bR ) ARSEEAE

5594 #1873,




& BT —

"Imei": "xx",
"ClientIP": "xx",
"DevicePsk": "xx",
"Isp": 1,
"NbiotDevicelD": "xx",

"LoraDevEui": "xx",

"DeviceType": 1,

"LoginTime": 1,
"ConnlP": 1,
"LastUpdateTime": 1,
"Labels": [

{

"Value": "xx",
"Key": "xx"

}

1,

"CreateTime": 1,
"LoraMoteType": 1

5. FREGR

BR= APl &

Eifl= AP| E& 2448 API X5, {8288, API Explorer & SDK FRENFE—EIOTFEE, HEENE—AOZORERBA=IZHARE APl R
%,

API Inspector

FFE&EE API Inspector EEIEFIAGS—SIREXEN AP ERER, HEHERSIESRAR API 53, BaElFItE AP| Explorer BT
ifo

SDK

= API 3.0 iRt TERREMFRTHE (SDK) , ZIFSHRIZIES, AESENRE AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

#STIR
« Tencent Cloud CLI 3.0

6. HHiRE

WRIFRE: BRRITE (bR ) ARSEEAE 5895 H#187:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176

A BT

KRS 72O SSiZEERAEIRD, EbiEiRiBiEn AH4EIR0,

§ERED

InternalError
InternalError.DBOperationError
InvalidParameterValue

ResourceNotFound.ProductNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

ik

PIEREIR o
HiRREPIEREIR o
SHEEER.

FmAEFTE.

YOEX B A=
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https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT —
SRENp XHBERY FIREFTIR

RIEEFATE: 2024-03-12 01:33:46

1. &OfEE

EOERERZ: iotcloud.tencentcloudapi.com .
A0 (DescribeGatewayBindDevices ) FBFIREIMX4PERFiREFTIE
EOAEOIERIAFIRFN: 200R/FD

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N
TFERSHIIRGIE T EOERSHEIBIAHSE, REAHSHEIIRD AHiERSH,
SHEM Wi ESic) fEik
Action = String ~H2E, KEOBYE: DescribeGatewayBindDevices.
Version = String ~ISE, FEORE: 2021-04-08,
Region = String ~HSE, ERFFRXZEH thigslxR.
= . MIXIZEHIFRID
GatewayProductid = String =@l{E: 12345ABCDE
. o . PXIZBHIRES
GatewayDeviceName = String SIfE: test
= w2, Offseth\OFiA
Offset = Integer SBIE: 0
Limit = Integer ATMRAD
= 9 FHIE: 10
. LoRar=maiID
=
Productid B String ={iE: ABCDE12345
L
SHEM E-Sid] 3%
FIREEH
TotalCount Integer =G 1
. Array of N
REER
Devices BindDevicelnfo FRERE
FiISEFREIT RS

ProductName String FBIE: test

WRIFRE: BRRITE (bR ) ARSEEAE 97 #1187,


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#BindDeviceInfo
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeGatewayBindDevices

& BT v

BHEM i) iR
. M—iEXK ID, HRSiKER, BXIERAESEE (EEREARMERRGERERSHR, WZREREFS
Requestid String

$%18 Requestld ) . EfIABTFEREIZRIEKRE Requestld,

4. 7
TN KRR TRETIE

BTG

https://iotcloud.tencentcloudapi.com/?Action=DescribeGatewayBindDevices
&GatewayProductld=12345ABCDE

&GatewayDeviceName=test

&Offset=0

&Limit=10
&Productld=ABCDE12345
&<aHgkSH>

L b

{

"Response": {

"TotalCount": 1,

"Devices": [

{

"Productld": "ABCDE12345",
"DeviceName": "test",

"BindTime": 1,

"Tags": [1

}

1,

"ProductName": "test",

"Requestld": "69f65618-600b-4ac4-b8e3-4528a6819078"

5. AREHR

BR= APl E£&

Bz APl £ & B45E API XXHH. $#8iRt3. APl Explorer % SDK $RFHA—EROTE, HEEMNE—AOEARERBAZIZHIETE API R
£

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API K13, tEalgiiE API Explorer #{7EL&R
o

SDK
= API 3.0 iRt TECEMIFRTHE (SDK) , ISSHRIZIES, REESENRA AP,

WRIFRE: BRRITE (bR ) ARSEEAE 5898 187,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

A BT

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

#STIR
» Tencent Cloud CLI 3.0

6. FHIRES
PITRFH T 12O SSiBIEEXRRIRIT, HMEREIER AHLEiR0,
§ERED
InternalError
InternalError.DBOperationError
InvalidParameterValue

ResourceNotFound.ProductNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

ik

PIEBEIR o
HEREPIEBIEIR o
SYHEVEIEIR.
FRAFE.

YOEX B A=
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT —
Sir-mAiRFR

RIEEFATE: 2024-03-12 01:33:46

1. EOR

EOERERZ: iotcloud.tencentcloudapi.com .

##0 ( DescribeProductResource ) BF&EIF=RER#E.
ERNMECERIZEMRS: 200K/7

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SH2W Wik £l iR
Action = String ~H2E, AEOBYE: DescribeProductResource.
Version = String ~SE, AEORE: 2021-04-08,
Region 2 String 2ESY, FERFEEZIFH higFx,
. . EEEERRIIERNZSR ID
ProductID & String SBIE: AAAAAAAAAA
. . EETENERSM
Name B String SEIE: test
3. iy
SH2WR ESid] R
Result ProductResourcelnfo . o lresmiERE null, EFRRFEERE.
Requestld  Strin H—iEK ID, BRSIHER, SREKRFIRE (S5 KEEMFEERERERS R, WiZRERRT
. 9 2778 Requestld ) . ELAENBESIRHZRBERI Requestid.
4l %M
TN BT REREE

BATH

https://iotcloud.tencentcloudapi.com/?Action=DescribeProductResource
&ProductID=ABCDE12345

&Name=test
&<AHBERSH >

WRIFRE: BRRITE (bR ) ARSEEAE £5100 #1873


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#ProductResourceInfo
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeProductResource

& BT —

Lok )

{

"Response": {
"Result": {

"Name": "xx",
"ProductName": "xx",
"Md5": "xx",
"Description": "xx",
"ProductID": IIXX",
"CreateTime": "xx",
"Size": 1

1

"Requestld": "xx"
b
)

5. FEEGR

BR= APl EE&

Bz APl & R4 API XX, i85, APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEAREREAZIZHIEAE API R
5o

API Inspector

HAPFEEE API Inspector BEEFIGE—SIR(EXEN AP ARBER, HEMERZIEERAR API £18, thaJgiiE API Explorer TR
ito

SDK
= API 3.0 Rt TEREMARTEE (SDK) , XISSMRIZIES, BEESENRAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiREG

KRG 7O SiZEERAEIRD, EMbiERiBiER AHEIR0,
(IR ik
InternalError PIEBEEIR

WRIFRE: BRRITE (bR ) ARSEEAE 58101 #1873,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InvalidParameterValue
ResourceNotFound.ProductNotExist

ResourceNotFound.ProductResourceNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

ik
SHEEEIR.
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FRERTFE.
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& BT —
SREN= mRIRIIE

IEEFATE: 2024-03-12 01:33:46

1. QR

EOERER: iotcloud.tencentcloudapi.com .
A4E0O ( DescribeProductResources ) BF&ifl~=mERIIR
EOMEOIERITZEIRS: 200R/%

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\2Y
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SHEM Wi ESic] fEik
Action = String AH2E, FFEORE: DescribeProductResources,
Version = String AHsE, MEORE: 2021-04-08,
Region = String AHSH, FRFFRSSH thiFFIFR.
o {miEE, OffsetMOFFH4
Offset = Integer e —
Limit - Inteaer SRR, EEEBE 10-250
= 9 FBUE: 10
- . SEEERFEIRNTSE ID
ProductID B String =BIE: AAAAAAAAAA
- . EEIENERREEM
Name B String SHIE: tost
3. MiiaN
SYEW ESic] 3%
BREH
TotalCount Integer SEIE: 10
Array of eI

|
Result ProductResourcelnfo  8: HERAIAGEE null, ERIREERIE.

E—iEK ID, HIRSBIFER, SRERBIIEE (HEREEMRERLERIXRSH, WiZREK

Requestld  String FETHE Requestld ) . EAERESIRHZ BRI Requestid.

4.
PN TR R

WRIFRE: BRRITE (bR ) ARSEEAE 103 #187:


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#ProductResourceInfo
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeProductResources

& BT v

https://iotcloud.tencentcloudapi.com/?Action=DescribeProductResources
&ProductID=ABCDE12345

&Offset=0
&Limit=10
&Name=test
&<pHiFRSH>

b s

{

"Response": {
"TotalCount": 1,
"Result": [

{

"Name": "xx",
"ProductName": "xx",
"Md5": "xx",
"Description": "xx",
"ProductID": "xx",
"CreateTime": "xx",
"Size": 1

}

1,

"Requestld": "xx"
}
}

5. AREHR

BR= APl £&

iz API SE& 248 API XXH4. $EiRt8. APl Explorer & SDK #ZFRHNA—EIIFE, HEENE—AOEGRERBARMFRE AP R
5o

API Inspector

FFAEEE API Inspector BEEHIGE—SIREXEA AP RRAER, HEMEMSESHRAN API 1853, tBaaiiE AP Explorer #{TEZIR
ifo

SDK
= API 3.0 iRt TECEMARTHE (SDK) , XISSMRIZIES, REESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

WRIFRE: BRRITE (bR ) ARSEEAE 56104 H#187:)


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp

A BT

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. =G

PATFRFIE 7RO SSIBIEEXAEIRG, BibiSiRGIFER AHERE,
(IR
FailedOperation.ProductResourceDuplicate
InternalError
InvalidParameterValue
ResourceNotFound.ProductNotExist

ResourceNotFound.ProductResourceNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

ik
RA&EFRIECEE.
PREREIR .
SHEVEEIR.
FRAFE.

FRERTFT.

5105 #187]


https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT —
BHIRENRE

IEEFATE: 2024-03-12 01:33:46

1. EOR

EOERER: iotcloud.tencentcloudapi.com .
EERFINERIS

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. \2¥
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,

SYEW D] ESid] 3%

Action = String ~HSE, FEOBE: ResetDeviceState,

Version = String ~HSE, AEOE: 2021-04-08,

Region = String 2B, ERFFRZIGH thigsxR.

o ) =®ID
Productld = String FBIE: ABCDE12345
. o . RBBW

DeviceNames.N = Array of String BHE: ["test_devicel\n","test_device2\n"]
3. mieH

SHEM Bl 3%

HESEIRSEMINE
SuccessCount Integer =iE: 1
ResetDeviceResults Array of HEEEREER

ResetDeviceResult

E—iEK ID, HIRSIHER, FRERBIIRE (FEREEMREREMRIARS, W

R | i
equestld String BRERFATEE Requestld ) . EfIIIESIEMZRIERE Requestd.
4., 7=H
M EEREEERE
BATH

https://iotcloud.tencentcloudapi.com/?Action=ResetDeviceState

&Productld=ABCDE12345

WRIFRE: BRRITE (bR ) ARSEEAE 55106 #187:


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#ResetDeviceResult
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=ResetDeviceState

& BT —

&DeviceNames.O=test_devicel

&DeviceNames.1=test device2

&<aHERSH>

L b

{

"Response": {

"Requestld": "54f75f05-a87c-45fc-9520-6b59e251e91c",
"SuccessCount": 1,
"ResetDeviceResults": [

{

"DeviceName": "test devicel",
"Success": true,

"Reason": ""

iz

{

"DeviceName": "test device2",
"Success": false,

"Reason": "device not exists"

}

]
}
}

5. F&EGR

BRZ= APl &
Bifl= AP| F& B8 AP XZH. IR0, API Explorer & SDK $ZRISH—BNFE, HECME—AOZORERETZREIME API IR
R

API Inspector

FFEEE API Inspector BEEHIGE—SIRIEXEXR AP RRER, HEEMRSIESRA API 1853, tBaaiiE AP Explorer #{TE4iE
ifo

SDK

= API 3.0 Rt TEREMARTHE (SDK) , XISSMEIZIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

WRIFRE: BRRITE (bR ) ARSEEAE 58107 #187:\


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
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6. fHixtS

ARSI THEOWSZERAXAEIRTG, BibiSREFER AHERE,
§ERED
InternalError
InvalidParameterValue.ProductTypeNotSupport
ResourceNotFound.ProductNotExist

UnauthorizedOperation.DevicelsNotEnabled

WRIFRE: BRRITE (bR ) ARSEEAE

faik

PIEBEEIR o
FREBETT.
FRAFE.
REREA.

YOEX B A=
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& BT —
HEREIFIRE

RIEEFATE: 2024-03-12 01:33:46

1. EOR

EOERERZ: iotcloud.tencentcloudapi.com .
A##0 (UnbindDevices ) BFMXIR & ERHPTFIRE
BRAZECIERSTZIRE: 20:R/8 .

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wi ESic) fEik
Action = String aH2E, AEORE: UnbindDevices,
Version = String AsE, AEORE: 2021-04-08,
Region = String AHSH, FRFFRSFH thiFFIxR.
= . PIXiS BRI~ mID
GatewayProductid = String ={lfE: 12345ABCDE
. o . PIXISEIRES
GatewayDeviceName = String =HIE: test
- . F=RID
Productld = String FBIfE: ABCDE12345
. . ZMRER
D N .N B Al f
eviceltames = rray of String TBE: ["testO\n","test1\n"]
. HCLAAEERBIEESkey, EBRETEE
=
Skey a String =BiE: 123
3. e
SHEM E-Sid] R

W—i5K ID, HIRSKER, BXERBLIEE (FEREHMRRRERERSR, WZXERTRIRE

R tid Stri . s
eques ring Requestld) . EfIARAIIHEEREIZRE KL Requestld,

4. 7l
PN f RS TFRE

BATH

WRIFRE: BRRITE (bR ) ARSEEAE 5109 #187:\


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=UnbindDevices

& BT v

https://iotcloud.tencentcloudapi.com/?Action=UnbindDevices

&GatewayProductld=12345ABCDE
&GatewayDeviceName=test
&Productld=ABCDE12345
&DeviceNames.O=test0
&DeviceNames.1=testl
S&<pHiFRSH>

Lok )

{
"Response": {
"Requestld": "69f65618-600b-4ac4-b8e3-4528a6819078"

}
}

5. FREGR

BR= APl &

iz API SE& 248 API XXH4. EiRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARRMRE AP R
o

API Inspector

HFaE&E APl Inspector EEIEHIGE—SRIEXEXE AP RRER, HFEMEMZIESHRAR API 53, tBrIEifE AP| Explorer #{THELIRE
ifo

SDK
= API 3.0 Rt TECEMARTHE (SDK) , ISSMRIZIES, REESENRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

wSTIR
« Tencent Cloud CLI 3.0

6. HiRG

IITFRFIE 71O SIS EtEAEIRD, EbERIBiER AHEIR0,
iR ik
InternalError PIEBERIR o
InternalError.DBOperationError BUREEREREIR

WRIFRE: BRRITE (bR ) ARSEEAE 5110 #1873,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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fHi=tg iR
InvalidParameterValue SHEVEEIR.
ResourceNotFound.DeviceNotExist BEAFE.
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& BT —
IR ST RIS

IEEFATE: 2024-03-12 01:33:46

1. EOR

EOERERZ: iotcloud.tencentcloudapi.com .
EHSEZERIRE

BRAZECIERSTZIRE: 20:R/8 .

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM WAk ESid] 3%
Action = String AH2H, FFEORE: UpdateDeviceAvailableState.
Version 2 String AsE, AEORE: 2021-04-08,
Region = String AHSE, FRFFRSFH thiFFIFR.
o . g &R~ mid
Productld = String FIfE: SBOOJFCHC
. o . REEM
DeviceName = String =@IE: test123
BEIEEYES, 15 , OF=
EnableState 2 Integer %mﬁﬂﬂuﬁﬂkm 1A=H, 02&H
wBE: 0
3. miey

SHAWR i ik

W—iER ID, HRSIHER, BXERBEE (EEREEMRERERERSWR, WZRERTFTRIXE

R tid tri
equestld  String o uestld) . EUEEEEEREZAERI Requestid.

4l %M
7##1M UpdateDeviceAvailableState

BATH

https://iotcloud.tencentcloudapi.com/?Action=UpdateDeviceAvailableState
&Productld=SB90OJFCJ1C

&DeviceName=test123

WRIFRE: BRRITE (bR ) ARSEEAE $£112 #187,
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=UpdateDeviceAvailableState

& BT v

&EnableState=0

&<AHERSH>

Lk )

{
"Response": {
"Requestld": "69f65618-600b-4ac4-b8e3-4528a6819078"

¥
}

5. AREHER

BR= APl £&

iz API SE& 248 API XH4. $#iRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARZMNRE AP R
E=)

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZESIRAN API {13, tEag5iiE AP| Explorer #{TEL&R
ifo

SDK
= API 3.0 Rt TECEMARTHE (SDK) , XISSMRIZIES, REESENIRRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

#STIR
« Tencent Cloud CLI 3.0

6. HiRG

PATRFIH 71RO SSBIEEXEIRTE, HEMEiREIER AHLER0,
§ERED iR
InternalError PIEREIR
ResourceNotFound.DeviceNotExist REREFE
ResourceNotFound.ProductNotExist FRAEFE.
UnauthorizedOperation.DeviceHasAlreadyBindGateway ZIRBMETMXIZE, TiEMbR.
UnauthorizedOperation.ProductisForbidden FRERTiZIEE.

WRIFRE: BRRITE (bR ) ARSEEAE $£113 #187™,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT —
EimzEHER!

IEEFATE: 2024-03-12 01:33:46

1. EOR

EOERER: iotcloud.tencentcloudapi.com .
IREIRE HIRIBEERR

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiER

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SHEM Wi ESidl 3%
Action = String ~H2E, AEORE: UpdateDevicelLoglLevel,
Version = String ~HSH, AEORE: 2021-04-08.
Region = String AHSE, FRFFRSSH thiFFIxR.
o . #~mlD
Productld = String FIfE: ABCDE12345
. o . IREBW
DeviceName = String =@lE: abc
- BER:, 0: X, 1: #8, 2: &%, 3: B8, 4: @
LoglLevel = Integer —_
w~EIE: 1
3. e

SHAWR £ faik

W—iER ID, HRSIHER, BXERBPSIED (EEREEMRERERERSR, WZRERFTRIKE

R tid tri
equestld  String o uestld) . EUEEEEEREZAERE Requestid.

4. 7
N EREE EEHER

BTG

https://iotcloud.tencentcloudapi.com/?Action=UpdateDevicelLoglLevel
&Productld=ABCDE12345

&DeviceName=abc

WRIFRE: BRRITE (bR ) ARSEEAE 114 187,


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=UpdateDeviceLogLevel

& BT v

&LoglLevel=1

&<AHERSH>

Lok )

{
"Response": {
"Requestld": "9e574269-093f-4a7f-bf90-24ef80b6528a"

¥
}

5. AREHR

BR= APl £&

iz API SE& 248 API XH4. $#iRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARZMNRE AP R
E=)

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ABER, HEERZESIRAN API {13, tEag5iiE AP| Explorer #{TEL&R
ifo

SDK
= API 3.0 Rt TECEMARTHE (SDK) , XISSMRIZIES, REESENIRRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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{
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}
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« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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https://iotcloud.tencentcloudapi.com/?Action=CreateProduct
&ProductName=fruit
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&ProductProperties.Format=json
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{

"Response": {

"Productld": "ABCDE12345",
"ProductName": "fruit",
"ProductProperties": {
"ProductDescription": "test",
"EncryptionType": 1,
"Region": "gz",

"ProductType": 0,

"Format": "json",

"Platform": "DEFAULT",

"Appeui": ""

}

"Requestld": "XXXXXXXXXXXXXXXXXXXXXXX"
}
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« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
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« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
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Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
+ Tencent Cloud CLI 3.0

6. $HiRE
BATARBUH TSN SSBIERRAEED, RN A0,

RS iR
FailedOperation.Accountlsolated BEEY, WSEXRERSE.
InternalError PIEBERIR o
InternalError.DBOperationError BIRERAREIR.
InvalidParameterValue SHENEERIR.
InvalidParameterValue.ProductAlreadyExist RN REEFE.
InvalidParameterValue.ProductTypeNotSupport FmERLRTE,
InvalidParameterValue.TidProductAlreadyExist ZTIDFERBEFE.
LimitExceeded.ProductExceedLimit B mEERE
ResourceNotFound.ThingModelNotExist IEBAREFE.
UnauthorizedOperation.UserNotAuthenticaed FAPRKRBIEZIANE,.
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EOR

EOERER: iotcloud.tencentcloudapi.com .
A0 ( CreateTopicPolicy ) BFEIE—/Topic
BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wik 2R 3%
Action = String ~HSE, FEOBE: CreateTopicPolicy.
Version =2 String ~HSE, AEOE: 2021-04-08,
Region = String AHSH, FRFERSIFH hiFdE.
= : ~mESID
Productld = String FIfE: ABCDE12345
. - . Topic&#R
TopicName = String =@IE: abc
Privilege = Integer IopicWBE, 1%%, 21T, 3iTiAER
wE: 2
BrokerSubscribe & BrokerSubscribe gﬁgl‘mﬁ%, RIXF= R ASENF=REIZtopicHEEIES, IEAF=RANIDINIZ
3. By
SYEW E=-5id) iR

W—iEK ID, HIRSIKER, BXERBRIEE (FEREHMRERRERERSR, WZXERTRIRE

R tid Stri
eques M9 Requestld) . EATESIREZLRER Requestld.

4. 7%
b1 S/ TopicTf
LN

https://iotcloud.tencentcloudapi.com/?Action=CreateTopicPolicy

&Productld=ABCDE12345
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#BrokerSubscribe
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=CreateTopicPolicy

& BT v

&TopicName=abc

&Privilege=2
&BrokerSubscribe.Productld=11LAWZ3)2D

&BrokerSubscribe.DeviceName=devicel
&< AHERSH >

L b

{
"Response": {
"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"

¥
¥

5. AREHER

BR= APl £&

Bz APl SE& R4S API XX, $#8iRt3. APl Explorer & SDK $RFHA—ERTE, HEEMNE—AOEARERBAZIZHIEE API R
5o

API Inspector

FRFENEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API K13, tEalgiiE AP| Explorer i#{7ELZR
o

SDK
= API 3.0 iRt TECEMARTHE (SDK) , ISSMRIZIES, REESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG

KITFRFIH 7O SiZEERAEIRG, BEMbERiBiER AHEIR0,
£5iR1B i
FailedOperation.ProductNotBind FmR4E, TiREITHA.
InternalError PIERERIR -
InvalidParameterValue SHEVEEIR.

WRIFRE: BRRITE (bR ) ARSEEAE 55125 #187%,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InvalidParameterValue.TopicPolicyAlreadyExist
LimitExceeded.TopicPolicyExceedLimit

ResourceNotFound.ProductNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

fadk

TopicB&FE.
TopicHEitBHIRF .
FRAEFE.

126 #187]
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IEEFATE: 2024-03-12 01:33:54

1. QR

EOERER: iotcloud.tencentcloudapi.com .
A0 (DeleteProduct ) AFHIEc— MIBXRIEEF R
EAEOIERTERIRE: 200%/% .

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wi ESid] i3
Action = String aHSE, AEOBE: DeleteProduct.
Version = String ~ISE, FEOE: 2021-04-08,
Region = String AHSH, FRFERSIFH hiFdE.
= . SEMFREIT=S ID
Productld = String FfIfE: ABCDE12345
. fikkLoRaFmEEskey
A
Skey B String SEIE: 00
3. mieH

SHEM £ ik

W—iER ID, HRSIHER, BXERBPSEDE (EEREEMRERERERSWR, WZXERFRIXE

R tid Stri
eques "9 Requestld) . EfFTIEEREZLRER Requestld.

4. 7
BN RS

BATH

https://iotcloud.tencentcloudapi.com/?Action=DeleteProduct
&Productld=ABCDE12345

S<pHiEkSH>

b
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https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DeleteProduct

A BT

{

"Response": {

"Requestld": "XXXXXXXXXXXXXXXXXXXXXXX"

5. ARERER

BR= APl £&

Bifl= API SF& 24& API XH4. $#5iRi8. APl Explorer & SDK $#ZRNA—EIIFE, HESNE—AOEGRERBARMLENFRE AP IR
e

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API 13, tEalgiiE AP| Explorer i#{7ELZ&E
ifo

SDK

= API 3.0 iRt TECEMIARTHE (SDK) , SSHRIZIES, REESENRA AP,

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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Tencent Cloud CLI 3.0

6. HHiRE
EATRBUH T SO SSBIERRAEIRD, RN A0,

§ERED

InternalError

InternalError.DBOperationError

InvalidParameterValue
ResourceNotFound.ProductNotExist
UnauthorizedOperation.DeleteTidFail
UnauthorizedOperation.DevicesExistUnderProduct
UnsupportedOperation.GatewayProductHasBindedProduct
UnsupportedOperation.ProductHasBindGateway

UnsupportedOperation.ProductHasBindedGatewayProduct

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

faik

PIEREIR .

HiRREPIEREIR o

SHEEEIR.

FRAFE.

ZFEmEFETIDERS, FIEHR.
HFRRS M TR EIERIIFRAYIRE o

RX 7= FERESERFrm, TR,
FERXREHELT MR, TiEMiR.

FREFESENRX=m, Tk,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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HIER = mBYFAB CAIMER

RIEEFATE: 2024-03-12 01:33:54

1. EOR

EOERER: iotcloud.tencentcloudapi.com .
HpRF=mA9FAB CAIEE

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\2Y
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SHEM Wik ESidl 3%
Action = String AH2E, FFEOBE: DeleteProductPrivateCA.
Version = String AsE, AEORE: 2021-04-08,
Region = String AHSE, FRFFRSSH thiFFxR.
- . ~mID
Productid = String =@iE: ABCDE2345
b

SHEW i R

W—i5K ID, HIRSiKER, SXERBIEE (HEREHMRRKRERARSR, WZRXERTRIRE

R tid Stri
eques M9 Requestld) ., EFTIEEREZRER Requestld.

4, 76

N MR RATAR CAIEH
RS = R EIFA CAIE S

BATH

https://iotcloud.tencentcloudapi.com/?Action=DeleteProductPrivateCA
&Productld=ABCDE12345

&<RHERSH>

L b
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https://cloud.tencent.com/document/api/634/71976
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https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DeleteProductPrivateCA
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"Response": {

"Requestld": "xxxxxxxxxx"

5. AREHER

BR= APl £&

iz API SF& 248& API XH4. $#iRi8. APl Explorer & SDK #ZRNA—EIIFE, HEENE—AOEGRERBARMIRE AP R
e

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API 13, tEalgiiE API Explorer #{7EZR
ifo

SDK

= API 3.0 iRt TECEMIFRTHE (SDK) , SSHRIZIES, REESENRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRG

PATRIIH 72O S5ZiatEXREIRTT, EMEREBIER AHEIR0,
=t faik
InvalidParameterValue.CACertInvalid CAIEBABEIR,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
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1. &OE

EOERERZ: iotcloud.tencentcloudapi.com .
#3200 ( DescribeProduct ) BF&E&EF-RiflE
EAEOIERTERIRE: 200%/% .

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. MAEH
UTERSHIIRGIETIZROBSKRSEMBLAHSY, REAHSHIIRN AHERSEH,
SH2W Wik ESid) iR
Action = String aH2E, KEOBYE: DescribeProduct.
Version = String ~HSE, AEORE: 2021-04-08,
Region 2 String ~HSE, RS thiFs%R.
o . mlD
Productld = String FfE: ABCDE12345
3. mHeM
SHEWR il R
. ~mID
Productld String FfE: ABCDE12345
ProductName String S

REIE: Test 1
ProductMetadata ProductMetadata TR
ProductProperties = ProductProperties FmEH

W—iEK ID, HIRSIRERN, BXERBRIEE (FEREHMFEERERARSHR, WikR

R | i
equestld String BRRATHE Requestld ) . E{UEERESIRMZRERE Requestid.
4. 7=H
M BEEFERIFEERH
BATH
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https://cloud.tencent.com/document/api/634/71973#ProductMetadata
https://cloud.tencent.com/document/api/634/71973#ProductProperties
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeProduct
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https://iotcloud.tencentcloudapi.com/?Action=DescribeProduct
&Productld=ABCDE12345

&<RHERSH>

L b

{

"Response": {

"ProductMetadata": {
"CreationDate": 1509453755000

+

"ProductProperties": {
"ProductDescription": "description1"

¥

"ProductName": "Test 1",

"Productld": "ABCDE12345",

"Requestld": "8e0b3665-cfb5-4077-a535-0ed7f970cf3b"
}

}

5. ARERER

ER= APl £&

Bz APl F& 24&E& API X, {8818, APl Explorer & SDK & ENFA—EiOFE, HEENE—AOZAREREBAZIZENRE API R
£

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API K13, tEalgiiE API Explorer #{7EL&R
ifo

SDK

= API 3.0 2 TEREMARTIESE (SDK) , HIFSMRIZIES, sEFEAERAM APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATRBUH T RO SSBIERRAERD, BRI A0,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InternalError
InternalError.DBOperationError
InvalidParameterValue

ResourceNotFound.ProductNotExist

WRIFRE: BRRITE (bR ) ARSEEAE
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PIEREEIR -
HIRERRREIR
SHEVEEIR.

FRAFE.
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& BT —
S mi#fERCAIES

RIEEFATE: 2024-03-12 01:33:54

1. EOR

EOERERZ: iotcloud.tencentcloudapi.com .
Eifm4ENCAIES

BRAZECIERSTZIRE: 20:R/8 .

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. MAEH
UTERSHIIRGIETIZROBSKRSEMBLAHSY, REAHSHIIRN AHERSEH,
SH2W Wik il iR
Action = String ~HSE, FEORE: DescribeProductCA.,
Version = String AsE, AEORE: 2021-04-08,
Region 2 String AHSH, FRFFRFH thiFFIFR.
- . ~&ID
Productid = String =@iE: ABCDE2345
3. ey
SHEW il iR
Array of N |
CAs Certinfo CAIEHFIE
Requestld  Strin H—iEK ID, HRSHER, SRFKRASIRE (EFKEEHMEEKRERIERSR, WZRSKAKIRKE
9 9 Requestld) . EfiAEREEREZRIERL Requestid.
4. fﬂ
7PN EAFRAICAIES
BMATH

https://iotcloud.tencentcloudapi.com/?Action=DescribeProductCA
&Productld=ABCDE12345

S<pHiEkSH>

b s
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#CertInfo
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeProductCA

& BT —

"Response": {

"Requestld": "XXXXXXXXXXXXXXXXX",

"CAs": [

{

"CreateTime": 1622619674,

"EffectiveTime": 1622448592,

"ExpireTime": 1653984592,

"CertText": " \nMIIDgTCCAMmgAwIBAgIUX/aeTIr85dbejTIbNGcpRPWOdlowDQYJKoZIhveNAQEL\nBQAwWU
DELMAKGA1IUEBhMCQO4xEjAQBgNVBAgMCWd1YW5nZG9uZzERMABGA1UEBwwI\nc2hlbnpoZW4xDDAKBgNVBAOMAOFBQTEMMA
0GA1UEAWWDQUFBMB4XDTIXMDUzMTA4\nMDk1MIoXDTlyMDUzMTA4MDk1MlowUDELMAKkGA1IUEBhMCQO4xEjAQBgNVBAgMCWd
1\nYW5nZG9uZzERMABGA1UEBwwIc2hlbnpoZW4xDDAKBgNVBAOMAOFBQTEMMA0GA1UE\nAwWwDQUFBMIIBIJANBgkghkiGO9wOBA
QEFAAOCAQ8AMIIBCgKCAQEAB5Rt1X/RBAG6\N24)Y1JrsYOCBNALr/i7jA13v3EHEQjA2505G3YM7RL/NeHIMD7m3XYH2IgHVvIXVU\nHz
d+stK5MXXmVSlazt2BYaTdlzZWOI0sPQGU9BalloZyb1nSR/UAZ7s)pon5+nTvVANNUUNkVC36BgWUKfLOTIMKkzIHOLecD/WAzgl)55N

C6QsjKWiKXBm5mtlz4uoZ7Bh\nhQGM/8Zax1YLYnMwkQrMB/o8ma/o5/wWRpdgKT0ixm2yZMxW3c6XHGpEioowbJnHa\nH4AZm8LAVI
H+TtGZoeKRppTfEArlszocuxZHTfk5X]ZhONsofmwKm4BPmMzW+9tF\nRVEwWNnNES1QIDAQABo1MwUTAdBgNVHQ4EFgQUOwWRI/eNy
5y9eF1xcJlosQoyTAHsw\nHWYDVROjBBgwFoAUOwWRI/eNy5y9eF1xcjJlosQoyTAHswDwYDVROTAQH/BAUwWAwWEB\n/zANBgkghkiGOwO0B
AQsFAAOCAQEAO9P5UH8If1Qb/Za4M1gwCylIVtexON7qOk5Y\nqWIPVhG+fpaeA/flQq/3LnKbL2b8Dm/SUFEUASZs/MptXC5d7E++M
wDaiVVQ5rNy\nemHpNrgHXoPZ9)dB4pIFWF4K8CvIcLEmIlyG6tj9mBbQ/toBqHpGdkaGTQMP/UjxQ\nbZFrVI9YiRodEQHfEXD5ZXwvt3
VZsflbz8gf+flAanx8CelEeaZDbQZuqbRHt4FKS\njoasx3KICfdGocM6PGA7smAYc7MFszAS4tGS9H75EZgNZdseKsctOvP3TCb4hE5x

\nupDam8V9w/SQ9vMGzeW1FM91BfWuRXgsv/Bz4FQdeV1+Xyf+Eg==\n

"CertName": "XKFAWDEGLX",

"CertSN": "5ff69e4c8afce5d6de8d395b34672944f5b4765a",

"IssuerName": "CN=AAA,O0=AAA,L=shenzhen,ST=guangdong,C=CN",

"Subject": "CN=AAA,0=AAA,L=shenzhen,ST=guangdong,C=CN"

5. FREGR

BR= APl &

iz API SE& 248 API XXH4. $#iRt3. APl Explorer & SDK #ZFRHNA—EIIFE, HEENE—AOEGRERBARRMFRE AP R
E=)

API Inspector

BPFEEE API Inspector BERHIGE—SIR(EXEN AP ABER, HESERZIESIRAR API {13, tET5iiE AP| Explorer #7ELZ&R
ifo

SDK

= API 3.0 R TERENAETIEE (SDK) , ZIFSHREIZIES, EEHENIER APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs

& WS -

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BOTIR
» Tencent Cloud CLI 3.0

6. $HiRE
ZIEOETALSBERXAERE, EMRDEN A%ER0,

WRIFRE: BRRITE (bR ) ARSEEAE 55136 #187:


https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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RN m=

IEEFATE: 2024-03-12 01:33:53

1. EOR

EOERER: iotcloud.tencentcloudapi.com .
A0 (DescribeProducts ) AF5IHFERSIR.
ERNMECERIZERSE: 200K/7

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. MAB¥
UTFERSEHIIFRIIE TEOBRSHENML AR, SBARSHIIRT AHiERSH,
SEEMR w3 ESid) 3%
Action = String ~H2E, AEOBYE: DescribeProducts.
Version = String A, AEOBE: 2021-04-08,
Region = String AHSH, FERFERIEH IR
Offset 2 Integer gzz’ OOf‘fsetMOHIIé.‘
Limit = Integer ?ﬁkd\, LHUNEPERHEXEE, EEBE 10-250,
w~BIE: 10
3. el
SHEHR 3] ik
= e
TotalCount  Integer ;;ﬁéa ]
Products ~ ATOT  mgimeesis

Productinfo

W—iEK ID, HRSIRER, BXERBPSIEE (EHEKRERMRERERERSR, WZRERFTRIKE

R tid Stri N vy
eques rng Requestld ) . EIAGHESIRHZRERE Requestld.

4. =%
BN R

BATH

https://iotcloud.tencentcloudapi.com/?Action=DescribeProducts

&Offset=0
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#ProductInfo
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DescribeProducts
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&Limit=10

&<AHERSH>

Lk )

{

"Response": {

"Products": [

{

"Productld": "ABCDEF12345",
"ProductName": "hello",
"ProductMetadata": {
"CreationDate": 1529049275
+

"ProductProperties": {
"ProductDescription": "test",
"EncryptionType": "1",
"Region": "gz",

"ProductType": 0,

"Format": "json"

"TotalCount": 1,

"Requestld": "69f65618-600b-4ac4-b8e3-4528a6819078"
}

}

5. FREGR

BR= APl &

Bz APl SE& R4S API XX, i85, APl Explorer % SDK $RFEHA—ERTE, HEEMNE—AOEAREREAZIRERIEAE API R
E=)

API Inspector

HFaE&E API Inspector EEIEHIGE—SREXEXR AP RRER, HEMEMZIESHRAR API 53, tBrIEifE AP| Explorer #{T#ELIRE
ifo

SDK
= API 3.0 R TERERNARTIRE (SDK) , IHSHRIZES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
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wSTIR
« Tencent Cloud CLI 3.0

6. FHiR9

ITFRFIE 71O SIS EHEXAEIR, EhERiIBiER AHEIR0,
iR ik
InternalError PEREEIR o
InternalError.DBOperationError HURERRREIR o
InvalidParameterValue SHEUEEIR.
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https://cloud.tencent.com/document/product/440/6176
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WERE~mERRE

IEEFATE: 2024-03-12 01:33:53

1. EOR

EOERER: iotcloud.tencentcloudapi.com .
MEREFRERRS

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. \2¥
UTFERSEHIIFRIIE TEOBRSHENML AR, SBARSHIIRT AHiERSH,
SHEM Wi i) R
Action = String ~H2E, REOBYE: SetProductsForbiddenStatus.
Version = String ~HSE, FEOE: 2021-04-08,
Region = String ~HSE, FERFFRZISH thigsxR.
= . B EZERREITRTIR
Productld.N = Array of String FBIE: ["productiD1","productiD2"]
- 0/=5M, 12H
Status = Integer SIE: 1
3. mieH

SHEM £ ik

W—iER ID, HRSIRER, BXERBPSIED (EEREEMFRERERERSWR, WZXERFRIXE

R tid Stri
eques N9 Requestld) . EfFTIEEREZLRER Requestld.

4. 7
TN RS R RRRRE
BATH

POST / HTTP/1.1
Host: iotcloud.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: SetProductsForbiddenStatus
<AHERSH >
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=SetProductsForbiddenStatus
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"Productld": [
"productiD1",
"productiD2"
1

"Status": 1

"Response": {

"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"
}

}

5. AR ERR

Bz APl E£&

EBIMZ= APl £ & B45E API XXHH. $#8iR3. APl Explorer % SDK $RFHA—ERTE, HEENE—AOEARERBAZIZHIETE API R
E=

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIREXER AP ABABR, HEMERSIESRAN API K13, tEalgiE API Explorer i#{7ELR
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG

IITFRFIH 72O SSiZEERAEIRG, BEMbERIBIER AHEIR0,
£iR15 it
FailedOperation.Accountlsolated BEEM, WSEBRERS.
InternalError PIEREEIR -
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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fHi=tg b
InvalidParameter SHIEIR.
ResourceNotFound.ProductNotExist FmAFET.
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BT ma)SiE M

RIEEFATE: 2024-03-12 01:33:53

1. EOR

EOERERZ: iotcloud.tencentcloudapi.com .
B mASEMERE

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM D] ESic] iR
Action = String AH2H, FFEORE: UpdateProductDynamicRegister,
Version = String ~SE, AMEOE: 2021-04-08,
Region = String AHSH, FRFERSIFH hiFdE.
o . mld
Productld = String FIfE: ABCDE12345
Reqi o EIASEMSEDR, 0-xiH 1-REIBIRE 2-BxeIERE
egisterType = Integer —
~BHE: O
. . o SEMIRE LR
RegisterLimit = Integer =@IE: 10
3. e
SHEW E 5] 3%

. AFSEMEE, 0-Xid 1-ReIEIRE 2-BatIBIRE

RegisterType Integer _
~EE: 0

MSEM = mEH

ProductSecret  String FOME: X000

. - MASEMS S LR
RegisterLimit Integer =@IE: 10000
Requestld Strin WE—iEXR ID, HIRSIHER, SXERBI/IRE (HERERMBEEKRETERSE, WZRERALIKE
9 9 Requestld) . EfUiTRHEERHIZRIERN Requestld,
4, 75
TN BRI
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https://cloud.tencent.com/document/api/634/71976
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https://cloud.tencent.com/document/api/634/71976
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https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=UpdateProductDynamicRegister

& BT v

B malER

BATH

https://iotcloud.tencentcloudapi.com/?Action=UpdateProductDynamicRegister

&Productld=ABCDE12345
&RegisterType=0
&RegisterLimit=10
&<pHiERSH>

L b

{

"Response": {
"RegisterType": 0,
"ProductSecret": "xxxx",

"RegisterLimit": 10000,
"Requestld": "d15b72a9-ab2b-4906-9632-52f7a31932a9"

5. F&EGR

BiR= API &

Bifl= APl & BEE APl X1, (HiRi8. APl Explorer } SDK H&EHNA—EIFEE, HESNE—AOETORERBNSIZMHAERE APl R
E=

API Inspector

P& API Inspector BERHIGE—SIRIEXEXN AP ABER, HEERZESIRAH API {13, tEaJgiiE AP| Explorer #7ELZ&R
ito

SDK

= API 3.0 iR TERENAETIEE (SDK) , ZIFSHREIRES, EEHENEA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HiRtB
IITFRFIE 71O SSZEtEXAEIRS, EbERIBiIFER AHEIR0,

WRIFRE: BRRITE (bR ) ARSEEAE 144 H187:R


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InternalError
InvalidParameterValue.ProductTypeNotSupport
ResourceNotFound.ProductNotExist

UnauthorizedOperation.ProductlsForbidden
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B~ miIFABCA

RIEEFATE: 2024-03-12 01:33:53

1. EOR

EOERER: iotcloud.tencentcloudapi.com .
B mAIFAECA

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiER

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SYEW Wik ESic] 130
Action = String a2, FEOBE: UpdateProductPrivateCA.
Version =2 String ~HSE, AEORE: 2021-04-08,
Region = String ~HSE, ERFFRZEH thiFsl%R.
- . mID
Productid = String =@iE: ABCDE2345
o . FABCAIFBEM
CertName = String SHIE: CertName
3. e

SHEM £ ik

W—iER ID, HRSIHER, BXERBPSEDE (EEREEMRERERERSWR, WZXERFRIXE

R tid Stri
eques M9 Requestld) . EfFTHEEREZRER Requestld.

4, 7

7N BT RITABCAILES
EHRATAE CAIES

BATH

https://iotcloud.tencentcloudapi.com/?Action=UpdateProductPrivateCA
&Productld=ABCDE12345

&CertName=CertName
&< AHiERSEH >

WRIFRE: BRRITE (bR ) ARSEEAE 55146 #187:\
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=UpdateProductPrivateCA

& BT —

L b

{

"Response": {

"Requestld": "xxxxxxxxxx"

}
}

5. FEEGR

BR= APl £&

Bz APl SFE R4 API XX, i85, APl Explorer % SDK $BFEHA—ERTE, HEENE—AOEAREREAZIRERIAE API R
E=)

API Inspector

FFEEE API Inspector BEEHIGE—SIRIEXEKR AP RRER, HEEMRSIESRA API 1853, tBaaiiE AP Explorer #{TE4iE
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMEIEIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiIREG

PITRFIH T 12O SSBIatEXAEIRIT, HMEiRmLIER AHLEiR0,
(IR ik
LimitExceeded.CACertNotSupport AZISIAEIEBIRE,
ResourceNotFound.ProductNotExist PRI,

WRIFRE: BRRITE (bR ) ARSEEAE 147 #1187\


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EOR

EOERER: iotcloud.tencentcloudapi.com .
A0 (UpdateTopicPolicy ) BF&E#HTopiclE2
BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\2Y
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SHEM D] ESidl 123
Action = String ~H2H, AEOBE: UpdateTopicPolicy.
Version = String ~HSE, AEORE: 2021-04-08,
Region = String 2B, FERFFRZISH thigsxR.
o . =mID
Productld = String FBIE: ABCDE12345
. o . E#EiTopicR
TopicName = String SIE: abe
. o . BEHiETopic&
NewTopicName = String SEIE: ABC
L o TopictR
Privilege = Integer SEIE: 2
BrokerSubscribe ) BrokerSubscribe REBITHRER

3. ha%

SHEM £ ik

W—iER ID, HRSIRER, BXERBPSIED (EEREEMFRERERERSWR, WZXERFRIXE

R tid Stri
eques M9 Requestld) ., EATIEEREZLRER Requestld.

4. 75
1 EFTopic~Fl
BWATH
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#BrokerSubscribe
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=UpdateTopicPolicy

& BT v

https://iotcloud.tencentcloudapi.com/?Action=UpdateTopicPolicy

&Productld=ABCDE12345
&TopicName=abc

&NewTopicName=ABC

&Privilege=2
&BrokerSubscribe.Productld=11LAWZ3)2D
&BrokerSubscribe.DeviceName=devicel
S&<pHiFRSH>

b

{
"Response": {
"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"

}
}

5. AREHR

BR= APl £&

iz API SE& 248 API XXH4. $#iRt8. APl Explorer & SDK #ZFRHNA—EIIFE, HEENE—AOEGRERBARMRE AP R
5o

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN APARBER, HEMERZIEERAR API (£18, tEaJgitE AP Explorer 7R
ito

SDK
= API 3.0 Rt TECEMARTHE (SDK) , ISSMRIZIES, REESENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

wSTIR
« Tencent Cloud CLI 3.0

6. HiRG

IITFRFIE 72O SIS EEXAEIRD, EbERIBiFER AHEIR0,
$HiR15 g
InternalError PIEBEEIR o
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InvalidParameterValue
InvalidParameterValue.TopicPolicyAlreadyExist

ResourceNotFound.TopicPolicyNotExist
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HEfEXEA
ZiHR

IEEFATE: 2024-03-12 01:33:49

1. EOfEE

EOiSKES: iotcloud.tencentcloudapi.com .
A#0O (PublishMessage ) BFEEANERRER .
EOAZOIERIAZFEIRF]: 300:R/F -

= (ER API Explorer <> EEHiEi

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK
AT

2. NEY
TFiERSHIIRGIE T EOERSHEIBRAHSE, SEAHSHIIRT AHiERSH,
SYEW Wik R R
Action = String ~sY, AEOBE: PublishMessage.
Version = String ~HSH, AEORE: 2021-04-08.
Region = String AHSY, FRFFRFH tbiFFIFR.
Tobic o Strin EERENESR, SEMN: ${Productld}/${DeviceName}/[a-zA-Z0-9:_-]{1,128}
P = 9 FIfE: RLOBAZKZ6V/devi/control
o . HERE
Payload = String =BIE: hahaha
o . mID
Productld = StiNg —piE: RLOBAZKZGV
. - . REEW
DeviceName = String =pifE: devl
IRSZEESR, BUEHO0H1
=
Qos a Integer =EIE: 0
PayloadA&ERRmIBIE, BUENAbaseb4ek= . baseb4FRTRIHIGHEIRBEREIEHTT
PayloadEncoding & String base64@EBETRIIRE, ENEEEFRIENS TRINRE
TBE: base64
3. mey
SHEWR E5id] iR

W—i5K ID, HRSIRER, BXERBLIEDE (FEREHMRERRERERSR, WZXERTRIRE

R tid Stri N s
eques M9 Requestld) . ElATESIREZRER Requestld.
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https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=PublishMessage

& BT v

4. 7%
PN RHiHE

BATH

https://iotcloud.tencentcloudapi.com/?Action=PublishMessage

&Topic=RLOBAZKZ6V/devl/control
&Payload=hahaha
&Productld=RLOBAZKZ6V
&DeviceName=dev1l

&Qos=0

S&<pHiFkEH>

b

{
"Response": {
"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"

¥
¥

5. AREHR

BiR= APl &

Bifl= API SF& 24& API X1, $#iR3. APl Explorer % SDK $&RNA—EiIGFE, HESNE—AOEGRERBAZIRMOE AP R
E=

API Inspector

FEFaE&T API Inspector BEEEHIGE—SRIEXEN AP ERBR, FEERSIESHRAR AP 53, BrIFIE AP| Explorer #{TEZiR
ifo

SDK

= API 3.0 R TERENALZTIESE (SDK) , ZIFSMREIEIES, seELHENER APL,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRE
BATRBUE T O SSBIERRAER0, BRI A0,

WRIFRE: BRRITE (bR ) ARSEEAE 58152 #187%:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FailedOperation
FailedOperation.DeviceAlreadyDisabled
FailedOperation.DeviceNoSubscription
FailedOperation.DeviceOffline
FailedOperation.InvalidMsgLen
FailedOperation.InvalidTopicName
InternalError

InvalidParameterValue
InvalidParameterValue.PayloadOverLimit
LimitExceeded.MessageSaved
LimitExceeded.OfflineMessageExceedLimit

ResourceNotFound.DeviceNotExist

ResourceNotFound.ProductOrDeviceNotExist

UnauthorizedOperation.DevicelsNotEnabled

WRIFRE: BRRITE (bR ) ARSEEAE

fak

BRAERM
IRECEWER.
REISHITIAERtopic,
REEE.

HEKEIEE,
iEEtopiciEix.

PIEREEIR o

SHEERIR.

2 PayloadiBHiR#l,
HEBRREFRIEEN.
qosHELHR BT HERE
RERFE.
RAPRAEFE = REigE .
REKREBA.

YOEX B A=

153 #187;



& BRE —
ZHRRPCiHE

IEEFATE: 2024-03-12 01:33:49

1. EOR

EOERERZ: iotcloud.tencentcloudapi.com .
ZMRRPCEE

BRAZECIERSTZIRE: 20:R/8 .

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wik ESic] ik
Action = String aH2E, FEORE: PublishRRPCMessage.
Version = String AHsE, AEOE: 2021-04-08,
Region = String AHSH, FERFEMIEH bEFIR.
o . ~mID
Productid = String =@lE: ASBHKN121
. o . REBM
DeviceName = String =@lE: dev
o . HERE, utf84Hmig
Payload = String IfE: 1234561
3. e
SHEW 3] 30
RRPCiEEID
Messageld Integer =ElE: 74

RBEESERARE, KAbase644wt3

PayloadBase64  String FOIB: QUIDRA==

W—i5K ID, HRSIKER, SXERBIEDE (HERERMRERRERERSR, WZRXERTRIRE

Requestld SiNg pequestld) . EITEEREEIREZRERIY Requestid.
4. 561
7P BHRRPCER
BATH

WRIFRE: BRRITE (bR ) ARSEEAE 58154 #187:\


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=PublishRRPCMessage

& BT v

https://iotcloud.tencentcloudapi.com/?Action=PublishRRPCMessage

&Productld=ASBHKN121
&DeviceName=dev
&Payload=1234561
S<pHiFRSH>

Lok )

{

"Response": {

"Messageld": 74,
"PayloadBase64": "QU]DRA==",

"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"
}
}

5. FREGR

BR= API &

Bifl= APl SE& 248 API XXH4. $#HiRt8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARRMRE AP IR
E=)

API Inspector

HFaE&EE APl Inspector EEIEHIGE—SRIEXEXR AP RRER, HEMEMZIESHRAR API 53, tBrIEifE AP| Explorer #{TELIRE
ifo

SDK
= API 3.0 Rt TECEMARTHE (SDK) , XISSMRIZIES, REESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

wSTIR
« Tencent Cloud CLI 3.0

6. HiR9

IITFRFIE T 12O SIS EEX ARG, EbERIBiFER AHEIR0,
iR i
FailedOperation.DeviceAlreadyDisabled REBECEWER,
FailedOperation.DeviceNoSubscription REIZBITINERATtopic.

WRIFRE: BRRITE (bR ) ARSEEAE 55155 #187]\


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FailedOperation.DeviceOffline
FailedOperation.RRPCTimeout
InvalidParameterValue.PayloadOverLimit
LimitExceeded.OfflineMessageExceedLimit

ResourceNotFound.DeviceNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

ik

REEL.

RRP Ci& ORI EIR SRR o
@2 Payloadi2HiiR#l,
qosHHIBELESEE HERE .
REFEFE.
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& BT v

WIE et izE S M
el g

RIEEFATE: 2024-03-12 01:33:48

1. QR

EOiSKES: iotcloud.tencentcloudapi.com .
A#EO ( CreateTopicRule ) BFRIZE— N
EOAEOIERAFIRF]: 200R/F

HEZ(ER API Explorer <I> =i

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK
AT

2. N\EY

PAFERSHIIR(GIE T EOERSHINT R ARLSEY, REARSHIIRR AHiERSH,
SHEM Wi ESic] HEiR
Action = String ~H2H, AEOBE: CreateTopicRule,
Version = String ~SE, AEORE: 2021-04-08,
Region = String ~HSE, RIS thiFsl%R.

o . MM ZFR

RuleName = String A testrulename
TopicRulePayload 2 TopicRulePayload MRS

3. e

SHEBW ESid filR

—i5K ID, HIRSiKER, BXERBIEE (FEREHMRRRERARSR, WZXERTRIRE

R tid Stri
eques M9 Requestld) . EfATIEEIREZLRER Requestld.

4.
TN SURANRE
L N

POST / HTTP/1.1
Host: iotcloud.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateTopicRule
<RILERSH>

WRIFRE: BRRITE (bR ) ARSEEAE 5157 #187:\


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#TopicRulePayload
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=CreateTopicRule

& BT v

"TopicRulePayload": {

"Sql": "UOVMRUNUIGZpZWxkMSwgZmlIbGQyIEZST00g)3NyY1Byb2R1Y3RJZC9zcmNEZXZpY2VOYW1IL2V2ZW50jw==",
"Description": "xx",

"Actions": "[1",

"RuleDisabled": true

I

"RuleName": "testrulename"

"Response": {
"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"

5. FEEGR

BR= APl &

Eifl= AP F& 245E API X, (8868, APl Explorer % SDK SERHIA—EIIFS, HEENE—AOZORERBAIZHEFRE AP R
=

API Inspector

FAPFEEE API Inspector BEEEFIGE—SIR(EXEN AP ARBER, HEMMERZIEERAR API £18, thaJgitE API Explorer #{FELZR
ifo

SDK

= API 3.0 iR TERENHETIRE (SDK) , ZiSSHRIZIES, EEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. fHiRE
BATRFU T IO SBIERXAEIRE, HBRDEN AR,

WRIFRE: BRRITE (bR ) ARSEEAE 55158 #187;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InternalError

InvalidParameterValue
InvalidParameterValue.ActionNil
InvalidParameterValue.CheckForwardURLFail
InvalidParameterValue.CloudComponentAlreadyExist
InvalidParameterValue.FailActionHasSameDevice
InvalidParameterValue.InvalidSQL
InvalidParameterValue.RuleNumberBeyondLimit
InvalidParameterValue.TopicRuleAlreadyExist

UnauthorizedOperation.PermissionDenied

WRIFRE: BRRITE (bR ) ARSEEAE
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SHEVEIEIR.

MFTHHREE o

REFE=HFURLBITEEEY

REFERM, TARENEAERITHAEERGFAT—H,
FEM, TAREMERERITAEERFFTTAR—IRE.
SQLIEaA&HIEEFN.
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& BT —
BB

RIEEFATE: 2024-03-12 01:33:48

1. EOR

EOERER: iotcloud.tencentcloudapi.com .
#3200 ( DeleteTopicRule ) FFMIp&IRNY
BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiER

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
UTFERSHIIFRFIE TEOBRSHENMLS AR, SBARSHIIRT AHiERSEH,
SHEM Wik ESic] 3%
Action = String ~H2E, FEORE: DeleteTopicRule,
Version = String AHSH, AEORE: 2021-04-08.
Region = String AHSH, FRFERSIFH hiFdE.
= . U
RuleName = String =GIE: test
b

SHEBM i fR

W—i5K ID, HIRSIKER, SXERBLIEE (HEREHMRRRERLRSR, WZRXERTRIRXE

R tid Stri
eques M9 Requestld) . EfFTIEEREZLRER Requestld.

4. 76
N BRI G
BATH

https://iotcloud.tencentcloudapi.com/?Action=DeleteTopicRule

&RuleName=test
&< AHiERSH >

b

{

"Response": {

WRIFRE: BRRITE (bR ) ARSEEAE 55160 #187:


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DeleteTopicRule

& BT —

"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"
}

}

5. FEEGR

BR= APl EE&

iz APl SF& 248& API XH4. #iRi8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARRMINFRE AP R
%O

API Inspector

FFEEE API Inspector BEEHIGE—SIREXER AP RRAER, HEEMRSIESRA API 1853, tBaJaiiE AP Explorer #{TELIR
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMRIZIES, REESENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiRG

IITFRFIH 72O SSZEtERAEIRD, EbERIBiER AHEIR0,
IR R
InternalError PIEBERIR o
InvalidParameterValue SHEEEIR.
ResourceNotFound.TopicRuleNotExist AR EFE.

WRIFRE: BRRITE (bR ) ARSEEAE 58161 187,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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S

RIEEFATE: 2024-03-12 01:33:48

1. EOR

EOERERZ: iotcloud.tencentcloudapi.com .
#3200 ( DisableTopicRule ) BTN
BRAZECIERSTZIRE: 20:R/8 .

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SHEM Wi Bl R
Action = String rH2H, AEOE: DisableTopicRule,
Version = String ~HSE, AEORE: 2021-04-08,
Region 2 String 2ESY, FEREEZIFHY i,

M2 ER
RuleName = String MU ER

TNE: test

3. ha%

SHEBM i fR

E—i5K ID, HIRSIKER, SXERBIIEE (HEREHMRRKRLERLRSR, WZRXERTRIRE

R tid Stri
eques M9 Requestld) . EfFTIEEREZLRER Requestld.

4., 76

BN SEREORE
BATH

https://iotcloud.tencentcloudapi.com/?Action=DisableTopicRule

&RuleName=test
&< AHERSH >

b

{

"Response": {

WRIFRE: BRRITE (bR ) ARSEEAE 5162 #1871\


https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=DisableTopicRule

YOEX B A=

"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"
}

}

5. FEEGR

BR= APl &

Bifl= API SF& 2458 API X4, 8RS, APl Explorer & SDK ERBEHA—EIOFE, FEBMNE—ANOEORERBNZIREERE API IR
£

API Inspector

FRTEIEE AP| Inspector EEIZFIGE—SRIEXER AP RBBR, HBEMERSZSIESRAN API X3, tBalgiiE API Explorer #3ELR
5

SDK

= API 3.0 iRt TECEMFARTEE (SDK) , ZHSHREEE, EEHERAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATARBUH TS O SSBIERRAEERD, RN A0,
%A sk

FailedOperation.RuleAlreadyDisabled ZMNE IZEERERRE, THEBEHRER,

InternalError PIEBEEIR o
InvalidParameterValue SYEUELRIR.
InvalidParameterValue.ActionNil MNFTHRESE o
InvalidParameterValue.RuleNumberBeyondLimit =BT RH
InvalidParameterValue.TopicRuleSqlNotEdited HsqlRYmiE .
ResourceNotFound.TopicRuleNotExist HNAREFE.

WRIFRE: BRRITE (bR ) ARSEEAE

%163 #187]


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& BT —
= R

RIEEFATE: 2024-03-12 01:33:48

1. E=OR

EOERER: iotcloud.tencentcloudapi.com .
#3200 (EnableTopicRule ) BFREREHMN
BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\EY
UTFERSEHIIFRIIE TEOBRSHENML AR, SBARSHIIRT AHiERSH,
SHEM Wik ESidl iR
Action = String ~H2E, FEORE: EnableTopicRule,
Version = String asEy, AEORE: 2021-04-08,
Region 2 String ~HSHE, FRFFRSSH thiFFxR.
o . MM ZFR
RuleName = String =EIE: test
b

SHEW i R

W—i5K ID, HIRSIKER, SXERBLIEE (HEREHMRRRERLRSR, WZRXERTRIRXE

R tid Stri
eques M9 Requestld) . EfFTIEEREZLRER Requestld.

4. 765
BN = RERNRE
BWATH

https://iotcloud.tencentcloudapi.com/?Action=EnableTopicRule

&RuleName=test
&< AHiERSH >

b

{

"Response": {

WRIFRE: BRRITE (bR ) ARSEEAE 58164 #1871
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=EnableTopicRule

& BT —

"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"
}

}

5. FEEGR

BR= APl EE&

iz APl SF& 248& API XH4. #iRi8. APl Explorer & SDK #ZFRNA—EIIFE, HEENE—AOEGRERBARRMINFRE AP R
E=D)

API Inspector

FFEEE API Inspector BEEHIGE—SIREXER AP RRAER, HEEMRSIESRA API 1853, tBaJaiiE AP Explorer #{TELIR
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMRIZIES, REESENRAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HiRG

PATRFIH T 12O SIS IEHEXEIRTT, HMEiRGER AHLER0,
FERED fEiR
FailedOperation.DuplicationOfFunctionltem TEECIRESHIRL .
FailedOperation.FunctionFileNotExist BRI ARFE,
FailedOperation.ProxylPIsNotEnough REBipekin FERE-
FailedOperation.RuleAlreadyEnabled BB ERBRIRE.
InternalError PEBEEIR .
InvalidParameterValue SHEVESEIR.
InvalidParameterValue.ActionNil MNFTHRESE o
InvalidParameterValue.CheckForwardURLFail KEE=AURLBHHEK
InvalidParameterValue.CloudComponentAlreadyExist RIFEM, THREMERERTHEEBFRFAT—,
InvalidParameterValue.FailActionHasSameDevice FEM, TAREMERERTASERRATAR—IRE.

WRIFRE: BRRITE (bR ) ARSEEAE 55165 #187:\


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

InvalidParameterValue.ForwardRedirectDenied
InvalidParameterValue.InvalidSQL
InvalidParameterValue.RuleNumberBeyondLimit
InvalidParameterValue.TopicRuleSqlNotEdited
OperationDenied.GetTDMQProlnternalEndpointFail

ResourceNotFound.TopicRuleNotExist

WRIFRE: BRRITE (bR ) ARSEEAE

ik

FAFEREEM.
SQLEAEHEIEEFH.
MM ST RS -

N sqlRIRLE o

YOEX B A=

TDMQERIDHRENR, TiEf%k, FSHTDMQF M

MUAREFE.
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SR

RIEEFATE: 2024-03-12 01:33:48

1. QR

EOERER: iotcloud.tencentcloudapi.com .
#3200 (ReplaceTopicRule ) FAFEE RN
EOAEOIERITERIRE: 200%/% .

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. MANBH

UTERSHIIRNFIE TEOBRSHENBILAHLSY, RBARSYFIRR AHERSH,
BHEM Wik ESid] iR
Action = String ~Es#, AEOBE: ReplaceTopicRule,
Version = String ~HSE, FEORE: 2021-04-08,
Region = String 2B, ERFFRZIGH thigs%R.
RuleName = String f?wigﬂg*:a‘testrulename
TopicRulePayload 2 TopicRulePayload HigpgMmnaf

3. lmiisx

SHEW i ik

W—i5K ID, HIRSIRERS, BXERBRIEDE (FEREHMRERERARSR, WZXERTRIRE

R tid Stri . PPN
eques rng Requestld) . EfIARITHEERMIZRIBEKRL Requestld,

4. 7%
BN BT
LN

POST / HTTP/1.1
Host: iotcloud.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ReplaceTopicRule
<pHiFRSH>

WRIFRE: BRRITE (bR ) ARSEEAE 58167 #1871\
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https://cloud.tencent.com/document/api/634/71976
https://cloud.tencent.com/document/api/634/71976#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/634/71973#TopicRulePayload
https://console.cloud.tencent.com/api/explorer?Product=iotcloud&Version=2021-04-08&Action=ReplaceTopicRule

& BT v

"TopicRulePayload": {

"Sql": "UOVMRUNUIGZpZWxkMSwgZmlIbGQyIEZST00g)3NyY1Byb2R1Y3RJZC9zcmNEZXZpY2VOYW1IL2V2ZW50jw==",
"Description": "xx",

"Actions": "xx",

"RuleDisabled": true

i

"RuleName": "testrulename"

"Response": {

"Requestld": "be69a7a3-7315-40a7-9532-3316e4a3e97e"
}

}

5. FRERR

BR= APl &

Bz APl £ & B45E API XXHH. $#8iRt3. APl Explorer % SDK $RFHA—EROTE, HEENE—AOEARERBAZIZHIETE API R
E=D)

API Inspector

BRTIEE AP| Inspector EEIEHIAE—SIREXEN APLARBBR, HEhEMZIESHRA APl X3, tBagiiE APl Explorer #7174
ifto

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, REEAENRR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
+ Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

#STIR
« Tencent Cloud CLI 3.0

6. FHiREG

IITFRFIH 71O SZEERAEIRD, BMbERIBIER AHEIR0,
(R ik
InternalError PIRBEEIR -
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/iotcloud/v20210408/iotcloud_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/iotcloud/v20210408/IotcloudClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Iotcloud/V20210408/IotcloudClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/iotcloud/v20210408/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/iotcloud/v20210408/iotcloud_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Iotcloud/V20210408/IotcloudClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/iotcloud/src/v20210408/IotcloudClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-iotcloud/lib/v20210408/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/634/71980#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

InvalidParameterValue
InvalidParameterValue.ActionNil

InvalidParameterValue.CheckForwardURLFail

InvalidParameterValue.CloudComponentAlreadyExist

InvalidParameterValue.FailActionHasSameDevice
InvalidParameterValue.ForwardRedirectDenied
InvalidParameterValue.InvalidSQL
InvalidParameterValue.OperationDenied
InvalidParameterValue.RepublishTopicFormatError
InvalidParameterValue.RuleNumberBeyondLimit
InvalidParameterValue.TopicRuleAlreadyExist
InvalidParameterValue.TopicRuleSqlNotEdited
InvalidParameterValue.UpdateTopicRuleDBFail
ResourceNotFound.TopicRuleNotExist

UnauthorizedOperation.PermissionDenied

WRIFRE: BRRITE (bR ) ARSEEAE

ik
SHEVERIR.
MUITHKREE .

RBEE=SFURLBITEHEY

YOEX B A=

RTFEM, TABRENERERT IEERFFRT—H,

FEM, TABREMERERITIEERFATAR—IRE.

FRFEREEM.
SQLIEA&HIEEFH.
SRR BRI EAREELE
#EERtopiciERBIR.

HUN 2y S BT PR o

MUBFE.

HilsqlkRmiE.
BERANEXBIEREEEN.
MUFEFE.

SERR.
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SRS

EIEEFRATE: 2023-08-17 03:26:36

Attribute
REBH
#ANTEOSIE: CreateDevice.

YOEX B A=

E=4 7 ESid] Wi 3%
Tags Array of DeviceTag B EiEHE
BindDevicelnfo
FiRBIER
#HANTEOSIA: DescribeGatewayBindDevices,
£=4 Bl 123
. =®ID
Productld String FffE: ABCDE12345
. . RESZ
DeviceName String =@iE: ABCD
Tags Array of DeviceTag R%ETag
FIREFYPERTE
BindTime Integer R WFEBAIEERE] null, RREAZIERE.
=f5E: 1617801604
BindProductinfo
FrrRER

#WINT#EOSIA: DescribePrivateCABindedProducts.

&7 s i
Productld String ;E:ED : ABCDE12345
ProductName String ;:;-';E ABCD
BrokerSubscribe
RIETRER

#HaNTEOSIA: CreateTopicPolicy, UpdateTopicPolicy.

E=4 i) wWisk ik

mID

fil

Productid String

WRIFRE: BRRITE (bR ) ARSEEAE

~Bl{E: ABCDE12345
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=

DeviceName

CLSLogltem
CLSH#*

#ANT#EOSIM: ListLog.

E=3

Content
DeviceName
Productid
Requestid
Result
Scene

Time

Userld

Certinfo

X509iEHER

i)

String

String

String

String

String

String

String

String

Witk ik

RER
=fE: ABCD

ik

BERE
FHIE: message

REBM
~BE: ABCD

mID
BIfE: ABCDE12345

iBXRID
BB XOXXXXX

EEES

=BE: SUCC
EiR

~HIfE: SHADOW

BERdiE
wffE: 2021-04-08 00:00:00

BIEWS
=BE: 12345

#ANT#EOSIM: DescribePrivateCA, DescribePrivateCAs, DescribeProductCA.

E=4 E-Sid]
CertName String
CertSN String
IssuerName String
Subject String
CreateTime Integer

WRIFRE: BRRITE (bR ) ARSEEAE

il

il

fil

iR

IEBER
BIE: lotHub

IEBRFESIS, 161#HI4RE
E: 5ff69e4c8afce5d6de8d395b34672944f5b4765a

IEBRRESR
~BIE: CN=AAA,0=AAA L=shenzhen,ST=guangdong,C=CN

EPBER
TBIfE: CN=AAA,0=AAA L=shenzhen,ST=guangdong,C=CN

IEHeIEERdE, RRATiaS

w~BIE: 1622619674

YOEX B A=
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A BT

= i ik ik

EffectiveTime Integer 2

IERBLEEdE, REDE
=~BIE: 1622448592

IERKXASIE, FRAdiaE

ExpireTime Integer = SBIE: 1653984592
X509iEBRAE
CertText String = ~E: ————— BEGIN CERTIFICATE-———- \nBz4FQdeV1+Xyf+Eg==\n
CERTIF
Devicelnfo
RBFIFMEE
#WANTEO51A: DescribeDevices.
E=4 ESic) 130
. . RES
DeviceName String =@lE: ABCD
Online Integer REBEEEE, 04T, 1%
~EIE: 1
LoginTime Integer REE R
9 ° FIE: 1617801604
Version String ;&ﬁugﬁ.o.o
RSB, IEPINZERREIRE
DeviceCert String ~hiE: ———— BEGIN CERTIFICATE-———-
MIIFGjCCBAKgAwIBAgIQCgRw0Ja8ihLIkKbf
g 3 BB IR
DevicePsk String ;zziﬁl’) Sg :ngmu%L@
Array of .
Tags DeviceTag REEM
. IRERRE
DeviceType Integer =@IE: 5
Imei String EprEshig&iRE IMEI
FHHE: imei
Is Integer i
P ° FOUE: isp
IPitfit
connlP Integer FBIE: 123124121
. IREREEHATE
LastUpdateTime Integer =@IE: 1617801604
. . LoRaig&#dev eui
LoraDevEui String =BIE: oui
LoraMoteType Integer ;75?;1:2§H9M0te type

WRIFRE: BRRITE (bR ) ARSEEAE
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= R filiR

B EZATE
FirstOnlineTime Integer R WFEAIERIRE] null, RREAZIBERHIE.
EE: 1617801604

RiE T ZAdia
LastOfflineTime Integer EE WFEBAEERE] null, RRIAZIERE.
=f5E: 1617801604

g =gelbeLnp
CreateTime Integer R WFEREIAEERE] null, RRIAZIEHIE.
5NE: 1617801604

REEERE
LogLevel Integer R WFEAIEERE] null, RREAZIEHE,
~BIE: 1

IREIEBIREVAT, 1 EREVTIREEH, 0 RKMTIREEHH
CertState Integer EE WFEAEERE] null, RREAZIERE.
wBE: 1

IRFAARE, 0FH, 18R
EnableState Integer EE WFEBAIEERE] null, RREFEERE.
~EIE: 1

Array of REBIRE

Labels Devicelabel FE: WFERTASRE null, FRRAIERIE.

MQTTZ i Pitbik
ClientIP String R WFERTEERE null, FTREAIERIE.
~BIE: 127.0.0.1

otam/EEHATE
FirmwareUpdateTime  Integer R WFEAIERRE] null, RREAZIEHE.
5IE: 1617801604
BEE Uin
CreateUserld Integer R WFEBAEERE] null, RREAZIERE.
w~BIE: 0
. . NB IOTizEraIDevicelD
NBloTDevicelD String =@IE: 12345
DevicelLabel
IREIRE

#ANTF#EOSIA: DescribeDevice, DescribeDevices.

& xm i i
Key String = gﬁgiﬂkey
Value String = gﬁg value
DeviceResourcelnfo
BEEEEAEE

WRIFRE: BRRITE (bR ) ARSEEAE $£173 187,
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#anT#EO51M: DescribeDeviceResource, DescribeDeviceResources,

2R ESid) iR
. mID
ProductiD String FOUE: AAAAAAAAAA
. mE
P
roductName String ROIE: test
. BIESM
Name String TBHE: test
: BEXHmd5
Md5 String FHifE: bda2cc64487b0db7f53d689bccabde2d
e Integer BES A
~BilE: 10
: : FEEHAE
UpdateTime String FBUE: 2021-01-03 17:04:05
. . IRERM
DeviceName String FBIE: test
IREARRLERE
Status integer ROIE: 0
borcent Integer RERRLETDL
wHIE: 70
DeviceTag
IREEM

#ANTEOSIM: CreateDevice, DescribeDevice, DescribeDevices, DescribeGatewayBindDevices.,

E=4 £ Witk @ik

BB

T tri =
ag String = w~BIE: tagkey

EHERZEE, 1int, 2 string

Ho

Type Integer

HIE: 1
) - BHE
Value String = FOIE: 123
BHESRETR
Name String B EE: WFEBAIAERE] null, RREAZIERE.
~EIE: xyz
DeviceUpdateStatus
REEHEIFIAS

#INTEOSIA: DescribeFirmwareTaskDeviceso

E=4 i fak

WRIFRE: BRRITE (bR ) ARSEEAE $174 #1871
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= ESid faik

RER

DeviceName String SlfE: ABCD

G IERTE

LastProcessTime Integer SIE: 1617801604

|
Status nteger Ey—

. EREE
ErrMsg String REHE: fail
iR [ERS

Retcod Int —
etcode nteger Sl -1

BtrERhRA

DstVersi Stri
stVersion ring ENE: 1.0.1

THAPRSHOTERRE
Percent Integer 2 FEBRAEEEE null, XFEHFEEYE,
w~FE: 0

[FEhRAS
OriVersion String R WFEBAEERE null, XFENAEENE,
=HIE: 1.0.0

{£551D
Taskld Integer R IFERAEEEE null, RFENFEEHE,
wEHE: 123

Firmwarelnfo
RBEHERER
BANTEOSIA: ListFirmwares,.

E=4 ESicl ik

BEHhR A

Version String STBIE: 1.0.1

Ef$MD5(8

Md5sum String ROIE: 268222b4f275c4f18e69c34f66d2631b

ElfelE2adia)

CreateTime Integer FBIE: 1617801604

@
ProductName String EE: WFEBAIEERE] null, RREAZIERE.
=f5){&E: ABCDE12345

BEH-2TR
Name String EE: WFERARERE null, FREFIEHE.
w~EE: EEER

Bl

Description String R WFEAIEERE] null, RREAZIERE.
~E: BHHES IR

WRIFRE: BRRITE (bR ) ARSEEAE 58175 #187W



& BT v

E=4 ESidl 123
~mID
Productid String R WFERAIAGRE] null, RRIAZEHE.
xf51{E: ABCDE12345
B S
FwType String R IWFEBRAEEEE null, RFREFEEYE.
FBIE: mcu
BlIE#E Uin
CreateUserld Integer R IFERAERE null, FRIAAEYE,
BE: 0
FirmwareTasklnfo
EARIESER

#WANTF#EOS|IA: DescribeFirmwareTasks, DescribeResourceTasks.

B ESi faik

{£551D
Taskld Integer R WFEAIEERE] null, RREAZIERE.
wEIE: 111

ESWE
Status Integer EE: WFEBAIAERE] null, RREAZIERE.
w~BHE: 1

{E55EE
Type Integer R IFEBAEEEE null, RFENFEEYE.
~EIE: 2

{ES3 BRI

CreateTime Integer HE: IFERAEGRE null, FRIAAEYE.
5IE: 1617801604

PayloadLogltem
HEBER

#WaNTFEOSIA: ListLogPayload.

- e R

Uin String ETEZ};: 12345

Productld String ;}’;’3}; ABCDE12345
DeviceName String ?ngfﬁABCD

SrcType String i?:f;:ﬂdevice:DEFAULT_DEVICE
SrcName String HIEET

TBUE: XXXIXXXX

WRIFRE: BRRITE (bR ) ARSEEAE 176 #187:\
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s %R 3%
Topic String ?—;z};?i)ixxlxxxxldata
PayloadFormatType String ;ggﬂ?i,\l
Payload String gﬁg'?{"abc"ﬂzs}
Requestld String fng TOXXOOOXOXKX
DateTime String ;ﬁgiﬂjzoz1—o4—os 00:00:00
Productinfo
ERIEMER

#ANTFEOSIA: DescribeProducts.

E=4 1 ESid] ik
. #mlD
Productld String FIfE: ABCDE2345
, Fm3
ProductName String =EIE: lotHub
ProductMetadata ProductMetadata FEmTtEE
ProductProperties ProductProperties FmiEk
ProductMetadata
FRITEIE

#ANT#EOSIM: DescribeProduct, DescribeProducts.

E=4 S i
CreationDate Integer ; 221%3245
CreateUserld Integer S_EEE :U(i)n
Userld Integer ETEZ{;SnO
ProductProperties
RN

#WeNT#EOSIA: CreateProduct, DescribeProduct, DescribeProducts.

=4 £ Wik R

WRIFRE: BRRITE (bR ) ARSEEAE 177 187,
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£ ESid]
ProductDescription String
EncryptionType String
Region String
ProductType Integer
Format String
Platform String
Modelld String
ModelName String
ProductKey String
RegisterType Integer
ProductSecret String
RegisterLimit Integer
OriginProductid String
PrivateCAName String
OriginUserld Integer
DeviceLimit Integer
ForbiddenStatus Integer
AppEUI String
ProductResourcelnfo
FRERFHRER

Wik

o

o

iy

iy

o

iy

iz

o

o

o

m

iy

iz

o

o

o

iy

iy

YOEX B A=

iR
iR
REE: lotHub

LR, 1RFEBIANE, 28REZZINE. NIFES, RMER1
wE: 2

FRAERE, BRIRSZRETM (gz)
THIE: gz

FRER, SMEHERRNITS-EBNT:
0 EiBEr=fm, 2 NB-loTr/=f, 4 LoRar"f, 3 LoRaMX/ =, 5 Zi@MXi=m HKINMEZ0
E: 5

HiEg=t, BUERjsonzk&Ecustom, EKiAERjson
BIE: json

FmEEFE, RMERO
wBE: 0

FRIPERIIERID, 1RFFHE
wEE: 123

P REERMIERL TR
REUE: xxx

TREA, suiteFRAEE

TBNE: xxxxx

ENASIEMER 0K, 1-TRENIRER 2-NSENIRES
IE: 0

ST mER
THE: key

RegisterType /20T, RETLIERRFIEE
HHE: 1000

WA R, BRARTRID, HRAZE
~fIE: ABCDE2345

FABCARHR
fE: caname

¥R, BRAERFID, ERAE
wE: 12345

IR EEBRE
fifE: 1000

FRERIRE
wiE: 0

LoRaF=fmiZEMAPPEUI, RELoRaFFREEIES
~HHE: 12345

#HaNT#EOSIA: DescribeProductResource, DescribeProductResources.

WRIFRE: BRRITE (bR ) ARSEEAE $178 #1871
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£ 8 iR
. ~&ID
Prod
roductID String =fBlfa: AAAAAA
. fd T
ProductName String =BIE: test
. EREEW
N
ame String TBIE: test
. EEMEmd5
Md3 String FHIE: bda2cce4487b0db7f53d689bccabde2d
. BRE R
Size Integer SIE: 10
BREN iR
Description String R WFEBAEERE null, RFEHAEERE,
wEIE: ik
. . EReIEAE
CreateTime String FBIE: 2021-01-03 17:04:05
ProductTaskinfo
FREISIFEER

#ANTF#EOSIM: DescribeProductTask, DescribeProductTasks,

E=4 Sl ik

551D

Id
Integer  —pua: 123

{ES33E O- it B eIRIRF R

Type Integer SHIE: 0
State Integer 1_E%>Ik§ 0-BUEH 1-1FH1T 2- 1T 3-HITEM 4-FES BB KW 5-HITRETH
~BIE: O
. {ESS82LE cosfile—3XHA random—-BEHLERL
ParametersType String =BIE: cosfile
. ES5H
Parameters String =GIE: abc

{ESMITLERER cosfile—X 4t errmsg—-HiRER
ResultType String R WFERAEEEE] null, RFEBFEEHE,
~BIE: cosfile

ESHITER
Result String R WFERAEEEE] null, RFREFEEHE,
FBIE: succ

FIESEIE
BatchCount Integer R I=FERAIEERE null, FRIAZERE.
FHIE: 100

FESERITITE
BatchOffset Integer R WFEBAEERE null, XFRBAZERE,
TBIE: 50

WRIFRE: BRRITE (bR ) ARSEEAE £179 #187R
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2 ESid] R
. {ESS BUEERT )
CreateTime Integer ={IE: 1617801604
. {ESEFRATE
UpdateTime Integer =ElE: 1617801604
{E53 5 kATl
CompleteTime Integer R WFERAIAEEE] null, RFEEFEEHE,
THHE: 1617801604
ResetDeviceResult
BEEISENSER

#UNTFEOSIA: ResetDeviceState,

E=1 ESic]
DeviceName String
Success Boolean
Reason String
SDKLogltem
SDKHEEIR

WINFEOSIME: ListSDKLog.

E=4 ESid)
Productid String
DeviceName String
Level String
DateTime String
Content String

SearchKeyword

S

faik
IRER
Rf5lfE: ABCD

E=r oAy
~ENE: true

KMIRE
S WFERETAERE] null, RRAFIIEHE.
RFME: not exist

filiR

mID
BIfE: ABCDE12345

IREBR
=f{&: ABCD

BEFHR
~BIE: DEBUG

BEdia
~fIE: 2021-04-08 00:00:00

[EEARES
TBEIE: 12345

#ANT#EO5|M: DescribeFirmwareTaskDevices, DescribeFirmwareTasks, DescribeResourceTasks, ListFirmwares,

E=3 5]

WRIFRE: BRRITE (bR ) ARSEEAE

Witk ik
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=L S it sk

Key String = ﬁﬁé{*iﬁey
StatusStatistic
RSGIHER

#ANTF#EOSIA: DescribeFirmwareTaskDistribution.

E=4 ESid) mEiR
ESKRE

Status Integer EE WFEAIEERE] null, XREAZIEHE,
~EIE: 1
Fit2E

Total Integer EE WFEBAEERE] null, RREAZIERE.

wE: 123

TopicRulelnfo
Y

#ANTF#EOSIA: ListTopicRules,

& xm i
RuleName String f?-w:{mﬁlljjg*:mtest
Description String i—_ﬁl\'{m;j::iitest
CreatedAt Integer gﬁgiﬂmoo
RuleDisabled Boolean :—zﬁg false
TopicPattern String f—T-W:{mylljjifttest

TopicRulePayload

SUEMNER S

#HANT#EOS|A: CreateTopicRule, ReplaceTopicRule.
E=4 ESid] Wik R
FNAISQLIESE, fN: SELECT * FROM 'pid/dname/event', AExHE#HTbase644wi3, 5:

Sql String = UOVMRUNUICogRIJPTSANcGIKL2RuYW1IL2V2ZW50Jw==
FHE: UOVMRUNUICogRIJPTSANCGIKL2RUYW1IL2V2ZW50Jw==

WRIFRE: BRRITE (bR ) ARSEEAE 58181 #187%,
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3 HRIJSONZERFER, KEROFHIAEFIMNT:

[

{

"republish": {

"topic": "TEST/test"

}

}7

{

"forward": {

"api": "http:/127.0.0.1:8080",

"token":"xxx"
}
}’
{
"ckafka": {
"instance": {
"id": "ckafka—-test",
"name": "
}!
"topic": {
"id": "topic—test",
"name": "test"
h
"region": "gz"
}
Actions String & 1,
{
"emqgqueue": {
"queuename": "queue—-test-TEST",
"region": "gz"
}
}!
{
"mysql": {
"instanceid": "cdb-test",
"region": "gz",
"username": "test",
"userpwd": "*",
"dbname": "d_mqtt",
"tablename": "t_test",
"fieldpairs": [
{
"field": "test",
"value": "test"
}
],
"devicetype": "CUSTOM"
}
}
1
wEE: []

= FRM i

Description String FEIE: test

B 48 FRATI |
. - EEZBEMN
RuleDisabled Boolean & SIE: false

WRIFRE: BRRITE (bR ) ARSEEAE
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tEIxtg

IEEFATE: 2023-12-26 01:17:18

LIRBiREA

NRIREZERPEFE Error FB, WRFRM APHEOXLW. fi0:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

YOEX B A=

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Hf Code FRiEiRE, Message RRZERNEMBER.

HiRfEsIE

AFEEHIRG
§ERED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

L]

BOBTZ,

ERLEBRY Authorization REFSEASIRE,
BRIk (F2= API E8A%R)

MFA &%

BRFFE. B EHle HERAERCHNRSELRER, MIASES,
SRERAREESIER, TRIETEEER.

BB, Timestamp HMRSHEGDEEF GBS RS, BIEER
AtEE AR ERNERE

BEREIR, ERTHEER, BURAAGAPHESHEXEREERITE

i3z,

token &R

BEREKEN, 1§5E CAM AT LEAA0IREA

DryRun i#{E, ARIEREEEMINA, RESET DryRun ¥,
BIERW

PIEBEEIR o

BOREFE.

SHER (BESHEl. KBEER)

SHEEEIR.

$183 #187;
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A BT

InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A S5 EEIRES
§ERED
FailedOperation.Accountlsolated
FailedOperation.AlreadyDistributionDevice
FailedOperation.BindDeviceOverLimit
FailedOperation.BindDevicePerOnceOverLimit
FailedOperation.BroadcastTasklsRunning
FailedOperation.DeviceAlreadyDisabled

FailedOperation.DeviceFirmwareTaskAlreadDone

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

B8

iBEXK body B9 multipart &z $&iR.
IPitbitFERE S Brh,

Pl RER SR,

Bt BCERRE o

%

ROSH,

\

FRAFE
BOREFFE.
IERAOREGEE T SRERIRE o

EMWSHBIT SRR

IPBRSR o

ERSIRIR.

EREEBERHEIKN

HiRMER.

BERE.

BRFFE.

BREFTH.

IREISEEREIAN,

SRR SRR A,

RIGIURIE

RIMSHIER, APSEREXNSHSSHIER.
BEFRZH

http(s) iIERIHLEEIR, R3Z#F GET #1 POST 5K,

BOARSTISFRiEE

i5iA8

B, WSEXERS.
BARIRE, THEBXEIE,
PERFBIR
FXPERIREHEBERE .
I BESIERERIT.
REEEWHER,

REEHARESEERM.
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RS

FailedOperation.DevicelsUpdating
FailedOperation.DeviceNoSubscription
FailedOperation.DeviceOffline
FailedOperation.DeviceRunningOtherOtaTask
FailedOperation.DuplicationOfFunctionltem
FailedOperation.FunctionFileNotExist
FailedOperation.InvalidMsgLen
FailedOperation.InvalidTopicName
FailedOperation.ProductNotBind
FailedOperation.ProductResourceDuplicate
FailedOperation.ProxylPIsNotEnough
FailedOperation.RRPCTimeout
FailedOperation.ResourceFileNotMatch
FailedOperation.RuleAlreadyDisabled

FailedOperation.RuleAlreadyEnabled
FailedOperation.TidWhiteListNotOpen

FailedOperation.UpdateVersionNotMatch
InternalError.DBOperationError
InvalidParameterValue.ActionNil
InvalidParameterValue.CACertinvalid
InvalidParameterValue.CACertNotMatch

InvalidParameterValue.CheckForwardURLFail

InvalidParameterValue.CloudComponentAlreadyExist

InvalidParameterValue.DefinedPskNotBase64
InvalidParameterValue.DeviceAlreadyExist
InvalidParameterValue.DevicelsNotGateway
InvalidParameterValue.FailActionHasSameDevice
InvalidParameterValue.FirmwareAlreadyExist
InvalidParameterValue.ForwardRedirectDenied
InvalidParameterValue.InvalidJSON

InvalidParameterValue.InvalidSQL

WRIFRE: BRRITE (bR ) ARSEEAE
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iR

RBIEFEAERP
R&EIZBITIHERRItopic.
REB&L,
RECRETHMotaFHRIES .
THECIBES IR

R HAEFT .
HEKREIEX,

iEHBtopicikix.

FRARGE, TENREITHA.
RAEFREREFT.
REBipiROFFEFRE
RRPC#ARM R FiRINR o
BEXHFMD5EEANA—H

ZMNE | EEERZRARES, TREBHEER.

BEBEREARARE, ARFILRIEE, FASREREIMEIHERER

IRESRAMEIRIRE.

EHRRA A TES

HIRREPIRBEEIR o

MUITHKEE

CAIEBAAEIR.

CARIEE-BARIE

REHE=FURLIBIEEEK .

RFEM, (THRENERERTHEIEEGRTT—H,
t8=EiIR, DefinedPskF&IBase64t&zURIFHFH.
IERIREREFT.

IRETRRXER,

FERM, {TARENERERT HEIERTFATHE—IRE,
BEHEFE.

TRTFEREEM .

JSONS&#E%.

SQLIEOEHIEEFM.
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InvalidParameterValue.JSONHasInvalidNode
InvalidParameterValue.JSONSizeExceedLimit
InvalidParameterValue.NotMergeAble
InvalidParameterValue.OperationDenied
InvalidParameterValue.Paramincomplete
InvalidParameterValue.PayloadOverLimit
InvalidParameterValue.Prefixinvalid
InvalidParameterValue.ProductAlreadyExist

InvalidParameterValue.ProductTypeNotSupport

InvalidParameterValue.RepublishTopicFormatError

InvalidParameterValue.RuleNumberBeyondLimit
InvalidParameterValue.TidProductAlreadyExist
InvalidParameterValue.TopicPolicyAlreadyExist
InvalidParameterValue.TopicRuleAlreadyExist
InvalidParameterValue.TopicRuleSqlNotEdited
InvalidParameterValue.UpdateTopicRuleDBFail
LimitExceeded.CAAlreadyBindProduct
LimitExceeded.CACertLimit
LimitExceeded.CACertNameRepeat
LimitExceeded.CACertNotSupport
LimitExceeded.CARepeat
LimitExceeded.DeviceExceedLimit
LimitExceeded.FirmwareExceedLimit
LimitExceeded.MessageSaved
LimitExceeded.OfflineMessageExceedLimit
LimitExceeded.ProductExceedLimit
LimitExceeded.TopicPolicyExceedLimit
OperationDenied.GetTDMQProlnternalEndpointFail

ResourceNotFound.CACertNotExist

ResourceNotFound.CreateMultiDeviceTaskNotExist

ResourceNotFound.DeviceFirmwareTaskNotExist

ResourceNotFound.DeviceHasNoFirmware

WRIFRE: BRRITE (bR ) ARSEEAE

YOEX B A=

B8

State JSSONMEPEEIEET =,
State JSSONMSEIK/NRFI, &XAF 8ko
FEEH,

(TR HRIEARZELL
ERPROXBFRIER
iHEPayloadiBHR#Hl,
prefixF&i%.

BN REEFT.
FREBETRT,

ERRtopict8= iR,

HA e 2B R o
ZTIDFmBE&FE.

TopicBFE.

MUBEFE.

M sqlRmIE
BRIAINIEXBIRREEEN.
CAILHEE4PETm, TiERlE.
CAIEHAZ IR,
CAIEBERES.
FAFTABIEBERIE,

CAIEBES,

IRRHEBIR

B EE RS
HEEERFREEUT.
qosHMHIELIESEE HERE .
B mEBER .
TopicH=BHIRE .
TDMQERPAHMIENR, TiEEER, HEITDMQF M
CAIEBFFE,
HEBRFESTF T,
REEHARESTEF .
IREEEHRRS o
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ResourceNotFound.DeviceNotExist
ResourceNotFound.DeviceResourceNotExist
ResourceNotFound.DeviceShadowNotExist
ResourceNotFound.FirmwareNotExist
ResourceNotFound.FirmwareTaskNotExist
ResourceNotFound.ProductNotExist
ResourceNotFound.ProductOrDeviceNotExist
ResourceNotFound.ProductResourceNotExist
ResourceNotFound.ResourceFileNotExist
ResourceNotFound.TaskNotExist
ResourceNotFound.ThingModelNotExist
ResourceNotFound.TopicPolicyNotExist
ResourceNotFound.TopicRuleNotExist
UnauthorizedOperation.DeleteTidFail
UnauthorizedOperation.DeviceHasAlreadyBindGateway
UnauthorizedOperation.DevicelsNotEnabled
UnauthorizedOperation.DevicesExistUnderProduct
UnauthorizedOperation.GatewayHasBindedDevices
UnauthorizedOperation.PermissionDenied
UnauthorizedOperation.ProductCantHaveLoRaDevice

UnauthorizedOperation.ProductCantHaveNormalDevice

UnauthorizedOperation.ProductCantHaveNotLoRaDevice

UnauthorizedOperation.ProductlsForbidden
UnauthorizedOperation.ProductNotSupportPSK
UnauthorizedOperation.UserNotAuthenticaed
UnsupportedOperation.ClientCertAlreadyGot

UnsupportedOperation.DeviceOtaTaskIinProgress

UnsupportedOperation.GatewayProductHasBindedProduct

UnsupportedOperation.ProductHasBindGateway

UnsupportedOperation.ProductHasBindedGatewayProduct

UnsupportedOperation.SuiteTokenNoCreate

UnsupportedOperation.WrongProductAuthType

WRIFRE: BRRITE (bR ) ARSEEAE
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i58H

BEFFE.

BETRAFE.
BEZFAFE,

BEHFEFE,
BEHARESTFE,
FRAEE,
HPAEFEL = RE%IRE.
FRERAFE.

BRI EFE,

ESFEFE

YIEBIATFTE o

TopicHRFE.

MNFEFE,

&= RMEFETIDEIE, 1R,
ZIRBHE T PIKIRE, TiEMER.
BEREH.
HERAYF= R TE BIERMIRRRTIRE o
ZIRE TR ENIRS.
RBIR.
ZrRERTALZLoRAIRE
NB-loTERFRIFEIEEERE .

ZrmIEE ReEtIZLoRaig &,

FERAIFERINE.

FARFREIEZINE.

IRETATA IR

gFotaFkh.
RXF=m T EESERNFr=m, TR
FENMNXIRENELR~m, Tk,
FREFESENIRXTm, Tk,
F=R7ASuite token#E, TiEEIEIMZE.

TZIFHITMIERE
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