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API 32t
SFiHE

RIEEFHATE: 2024-11-28 10:52:53

88 X&%

AmAdiE: 2024-11-28 10:52:49
FREHEETUTHE:
MBS,

BRI

« AlarmPolicy

o {BMMR: Uin, Event, Limit, Status, BeginTime, EndTime
» Hsminfo

o BMEIR: HsmType

BT7XE®

A#mAEdiE: 2024-02-29 01:11:23
FREHEETUTHE:
MBI,

fEsIELE:

» Resourcelnfo
o {BMMR: AlarmStatus

86 X&%

&RftiE: 2023-03-10 01:16:51
RREHLATUATHE:
BEEHHIH.

SN

+ GetAlarmEvent
+ GetVsmMonitorinfo
« ModifyAlarmEvent

Eegizn:

« ModifyVsmAttributes
o FEASE: AlarmStatus

IEEIRE:

« AlarmPolicy

Bt e

+ Hsminfo

IRIRERE: BR=ITE (1bF) BRSEAE 4 #1093


https://cloud.tencent.com/document/api/639/41450#AlarmPolicy
https://cloud.tencent.com/document/api/639/41450#HsmInfo
https://cloud.tencent.com/document/api/639/41450#ResourceInfo
https://cloud.tencent.com/document/api/639/88097
https://cloud.tencent.com/document/api/639/88095
https://cloud.tencent.com/document/api/639/88096
https://cloud.tencent.com/document/api/639/41441
https://cloud.tencent.com/document/api/639/41450#AlarmPolicy
https://cloud.tencent.com/document/api/639/41450#HsmInfo

& ﬁ%fﬂﬁ RN

o ¥MEBRYSE: HsmType
» Resourcelnfo
o Hi¥pR: AlarmStatus

B 5X&®

£7E: 2022-06-20 06:05:03
FREHAETUTRE:
BEEHHIH.

fERiEn:

« DescribeSupportedHsm
o FEAZ: HsmType

» DescribeVsms
o ¥MEAZ: HsmType

* InquiryPriceBuyVsm
o FBAZ: HsmType

B4 X%H

&RfHtiE: 2021-05-28 08:09:58
RREHAATUATRE:
BEEHHIH.

shmEn:

« DescribeSupportedHsm

ez

» DescribeVsmAttributes
o #igHZ: Manufacturer
» DescribeVsms
o ¥HEAZ: Manufacturer

IBERES:

» Devicelnfo
* Hsminfo
« Vsminfo

(e EiRaEta:

» Resourcelnfo
o FEMA: Manufacturer

B3I XE®

&RftiE: 2020-10-27 08:09:14
RREGEETIUTHRS:
MEEBIHE,

IRIRERE: BR=ITE (1bF) BRSEAE ££5 #1093,


https://cloud.tencent.com/document/api/639/41450#ResourceInfo
https://cloud.tencent.com/document/api/639/56372
https://cloud.tencent.com/document/api/639/41443
https://cloud.tencent.com/document/api/639/41442
https://cloud.tencent.com/document/api/639/56372
https://cloud.tencent.com/document/api/639/41444
https://cloud.tencent.com/document/api/639/41443
https://cloud.tencent.com/document/api/639/41450#DeviceInfo
https://cloud.tencent.com/document/api/639/41450#HsmInfo
https://cloud.tencent.com/document/api/639/41450#VsmInfo
https://cloud.tencent.com/document/api/639/41450#ResourceInfo

@ H% \.EHE ZHIE

Eegizn:

» DescribeVsmAttributes

o FiiZtE: Tags, RenewFlag
» DescribeVsms

o ¥MEAZ: TagFilters

HIBERE:

- Tag
« TagFilter

(EeEiREa:

» Resourcelnfo
o ¥mZpk&: CreateUin, RenewFlag, Tags

B2XRE®

A#uhtiE: 2020-03-23 08:17:13
FREHEETUTRS:
HECHINX,

#higEO:

» DescribeHSMBySubnetid
» DescribeHSMByVpcld

B1X&®

ZTAtiE: 2020-02-2114:29:13
RREGEETUTHRS:
MEEBRIE,

higiEO:

» DescribeSubnet

» DescribeUsg

« DescribeUsgRule

» DescribeVpc

» DescribeVsmAttributes
« DescribeVsms

« InquiryPriceBuyVsm

+ ModifyVsmAttributes

FRIBEIRE:

» Resourcelnfo
» SgUnit

« Subnet

« UsgPolicy

» UsgRuleDetail
« Vpc

IRIFRE: BR=ItE (It ) BRSEATF 556 #1093


https://cloud.tencent.com/document/api/639/41444
https://cloud.tencent.com/document/api/639/41443
https://cloud.tencent.com/document/api/639/41450#Tag
https://cloud.tencent.com/document/api/639/41450#TagFilter
https://cloud.tencent.com/document/api/639/41450#ResourceInfo
https://cloud.tencent.com/document/api/639/42767
https://cloud.tencent.com/document/api/639/42766
https://cloud.tencent.com/document/api/639/41449
https://cloud.tencent.com/document/api/639/41448
https://cloud.tencent.com/document/api/639/41447
https://cloud.tencent.com/document/api/639/41446
https://cloud.tencent.com/document/api/639/41444
https://cloud.tencent.com/document/api/639/41443
https://cloud.tencent.com/document/api/639/41442
https://cloud.tencent.com/document/api/639/41441
https://cloud.tencent.com/document/api/639/41450#ResourceInfo
https://cloud.tencent.com/document/api/639/41450#SgUnit
https://cloud.tencent.com/document/api/639/41450#Subnet
https://cloud.tencent.com/document/api/639/41450#UsgPolicy
https://cloud.tencent.com/document/api/639/41450#UsgRuleDetail
https://cloud.tencent.com/document/api/639/41450#Vpc
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IEEFRAE: 2025-04-25 01:18:27

Z=NEH ( Cloud Hardware Security Module, CloudHSM ) EFEZRIAERVEMZN, FIRRMMLER, BHEE, SH. SiHeerE
ENMZENZASES T LHIRELRS, FSERESANER, RESH, EBEMNSTWMESR, RERAFNLSHIERIAZS.
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® HE \_EHE Z=hnE

API H#E5S

=IEE#HAYE: 2025-05-28 01:12:10

RN SCHIEXEO
EOSH EOThEE SAERIRG (RS )
DescribeHSMBySubnetid B SubnetldIXREXHs mEREL 80
DescribeHSMByVpcld BiEVpcldIREIHsmTiFREL 100
DescribeVsmAttributes IRERVSMEE 100
DescribeVsms IREYAFVSM5Iz 20
GetVsmMonitorinfo IREYVSMESIRER 100
InquiryPriceBuyVsm A 100
ModifyVsmAttributes EVSMEtE 100

Hftii&O
#OZM #OThse SRERIRG (RS )
ModifyAlarmEvent (B EESE N 100
GetAlarmEvent IRENEESN 100
DescribeSubnet BiFRIIE 100
DescribeSupportedHsm SRERH RIS T SZ ISR & IR 20
DescribeUsg KEVARZEEIFR 100
DescribeUsgRule KRR SHEEE 100
DescribeVpc BigtABMEIIE 20
A FE:

W LS HASEOSRERIREIHE S arT + BN + FKS , BXBAESRPSE: AP SIZIRFRA

IRIFRE: BR=ItE (It ) BRSEATF

558 #1093


https://cloud.tencent.com/document/api/639/42767
https://cloud.tencent.com/document/api/639/42766
https://cloud.tencent.com/document/api/639/41444
https://cloud.tencent.com/document/api/639/41443
https://cloud.tencent.com/document/api/639/88095
https://cloud.tencent.com/document/api/639/41442
https://cloud.tencent.com/document/api/639/41441
https://cloud.tencent.com/document/api/639/88096
https://cloud.tencent.com/document/api/639/88097
https://cloud.tencent.com/document/api/639/41449
https://cloud.tencent.com/document/api/639/56372
https://cloud.tencent.com/document/api/639/41448
https://cloud.tencent.com/document/api/639/41447
https://cloud.tencent.com/document/api/639/41446
https://cloud.tencent.com/document/product/1278/109059

® HE \.L:HE ZHIE

AR
5 K5

RIEEFHATE: 2025-05-21 01:12:55

1. BRSsitht

API ZisFhiEtigiEN , AEmpiEtiHiEANESZ S cloudhsm.tencentcloudapi.com , tB3ZiFigE A, Hlanr-HitkakEE=n
cloudhsm.ap—-guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBAREONZSPIRRECE, SEEFERENENREIBENIRSE . FIINEr NERER, SEREREI MY
BR$328, BMEMISEE cloudhsm.ap-guangzhou.tencentcloudapi.com £—&#9,

R NRESRRLS, BUEETRRE .

HR: HERE AP AR, HFPRRF-REEEROCRROIRESAN . ™ RSHSRSIRRERRRL R/ ARSECUSPER, BOSTISHbEE
EROMERASRPER.

BRIZiSREEFIRA:
=N 4 ==
IR (9, RFIESRK ) cloudhsm.tencentcloudapi.com
SERgHEX () cloudhsm.ap-guangzhou.tencentcloudapi.com
SRR (L) cloudhsm.ap—-shanghai.tencentcloudapi.com
SRR (BR) cloudhsm.ap-nanjing.tencentcloudapi.com
bt (db5:) cloudhsm.ap-beijing.tencentcloudapi.com
PRt ( A& ) cloudhsm.ap-chengdu.tencentcloudapi.com
ARt (&K ) cloudhsm.ap-chongqging.tencentcloudapi.com
BEEHX (FEEE) cloudhsm.ap-hongkong.tencentcloudapi.com
WAZr (#h0i) cloudhsm.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) cloudhsm.ap-jakarta.tencentcloudapi.com
TWA%Fm (28) cloudhsm.ap—-bangkok.tencentcloudapi.com
WAFIL (BR) cloudhsm.ap-seoul.tencentcloudapi.com
WAFIL (R&R) cloudhsm.ap-tokyo.tencentcloudapi.com
EEFRE (HHRLE) cloudhsm.na-ashburn.tencentcloudapi.com
EEES (D) cloudhsm.na-siliconvalley.tencentcloudapi.com
BEERX (EFT) cloudhsm.sa-saopaulo.tencentcloudapi.com
Rt X (iZ=54E) cloudhsm.eu—frankfurt.tencentcloudapi.com

HE: BFSRENFSRREREFAEEN, BlHaSXESE (A#28 Region ARt ) , BEARESEFSMEIbRES, BiF
#1 Region RUMBERIT—H.

IRIFRE: BR=ItE (It ) BRSEATF 589 #1093,


https://cloud.tencent.com/document/product/304/2766

@ HE \_L:HE ZIEH

SRIXIE iz SRXEZ
HERX (LigsR) cloudhsm.ap-shanghai—fsi.tencentcloudapi.com
EegiX (RYI£R) cloudhsm.ap-shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bz APl BIFREEOLEE HTTPS #TE(S, BHSRSMNEEEE,
3. ERG*
T HTTP &RGx:

« POST (%)
« GET

POST iK% #5#9 Content-Type 28

« application/json (%) , ¥AFEAZERFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZT % v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—data ({X&B53#E0O%8) , YRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIBEREA/NARBEI32KB, POST igKEMAERTZE vl (HmacSHA1. HmacSHA256 ) BIAEGIEI1IMB, POST i&kERAEES
% v3 (TC3-HMAC-SHA256 ) i#z#10MB,

4, FIRIG

BIER uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 5810 #1093



® EE \.EHE ZHIE

)\

AN =30

IEE#HATE: 2024-11-28 10:52:52

W

AHSHEAFRRAFNZEOZIMSY, WIEXE, ESMEORRAISEPFIBNXESHHTIHE, BEXEROTEEFXLSY, FHEER
BEIER,

AHSHNREAT2ESERNES T ERFTRMEMER

EAERGE v3 ARS8

BEEHE V3 (BRHBIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHRERSE) , ERE, SIFEANERE, X POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 2751 v3,

e HFECBN, BoROEPNRAERNRESSE vI GET FR, MARERENESHE v3o
EREEGE V3, AHSHBER—ME HTTP Header iERLEH, NTFHRFAR:

SYHER Bt Wik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZEREO, BUYES Describelnstances.

HTTP i&%ksk: X-TC-Region, 24, ARIGRAFEEZEMMEENEIE, BUESZEOMES
Region String - BASHEDXTAHSH Region BURA, EE: REEEROFAEEMSRIZE2Y, BOMXERESXTISE
HEA, HREEEZSHERAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3iE&, =lcRA&#E AP iERrIESE, 5140
1529223702, #ER&: MRSHESHREEZELSIW, SSIESSTMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, E{E8Y API BERA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Blan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEEIZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERTEIRBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFTmE, BENHZE
%, f5ian, %3 cvm.tencentcloudapi.com BEFEFRERE cvm. AF=mEUER cloudhsm;
tc3_request AEEFEFE;

- SignedHeaders: £5&%&itHIILEMER, content-type 1 host Joui%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FiEMRSS FIRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLFEIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIRELL Token FER,
. HTTP id%ksk: X-TC-Language. IEEEORER/IES, (NEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MNibiR =R S E6FIRPHEIT1, BOSERENREE Offset=0, REEE Limit=10, WEGEREMIEZEIEKR URL. &

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF %11 #1095,


https://cloud.tencent.com/document/api/639/41437
https://cloud.tencent.com/document/api/639/41437
https://cloud.tencent.com/document/product/1312

=N

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kk*kkkkkkxkkkxkkxkkrxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbaléc6ccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkxkkxkkkkkkkxkkrkxkrkxkkxx/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba678%a8edb4c
Content-Type: application/Jjson

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRE ((VSEREOZT) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edb4c
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

-—-58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BRzITE (165 ) BRSEAS 12 #1093,




@ H% \_EHE Z=hnE

EASEEGE vI RS

EAEREE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBER—MEIERER, TENRFERY

SHEMH ESid] Wik R
Acti Stri o BRENEOZR, ESEEOMEPEBASHEDTXTFLAHSE Action KIREE. FlAN=IRSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR . EOESHtEEESEROXXEPRASHEAHES
Region String - # Region BiRAA, FE: RUEOFABEERZESY, BOXEhESILSERE, WS
BiZzeHthFaER.
. o A0 UNIX BSiEE, aicR&fE AP iERAETE, $la011529223702, MESZFiRtEEED
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BEX&itesk, AFHLEERKSE.
Secretld Strin = £ =APIZH LERBERRRASHRY Secretld, —4 Secretld MRHE—H#I SecretKey , i
ecre ing = SecretKey &FR&ERIERES Signature,
. . o BRESR, ARIERIERNSEYE, FSERAPIREXFRYMASHITESE. BERTERZESR
Signature String = R
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - EEH, Baixid HmacSHA256 1 HmacSHA1., REIEELZ2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA1 RIFEE.
Bl Z2EIFRSE PR RIIGRTRSEIEHRE Token, {#EAREEIS Secretld #1 SecretKey B
Token String & EFEIRAIGIRLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEMDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER . ERIFTEIT:
HTTP GET i&R&TH!:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9d9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&MRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

f4fde00b0ac9bd9eadebd59blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&Secret Id=AKI

Dx*xkkhkhkhkhkhkrkrkrhkxhkrhrhxhkhxx

IRIFRE: BR=ItE (It ) BRSEATF 13 #1093,


https://cloud.tencent.com/document/api/639/41438
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/639/41438
https://cloud.tencent.com/document/product/1312

O BHS

Huisgol=

KEmFAiBEEDO Region FRAVANEEINTRAT. MREOFZHZERPHFAEEN, WaSHEROERRIHRE

titag

#ipX (4b5)
gt (M)
HRBX (LiE)
fFRK ( LisgR)
TWAZR (#Rng )
BRI (iE=5%1E)

IRIRERE: BR=ITE (1bF) BRSEAE

(=

ap-beijing
ap—-guangzhou
ap—shanghai
ap-shanghai—fsi
ap-singapore

eu-frankfurt

=N

14 #1093,



@ HE \_L:HE =M

=8hiEv3
IR EFATE: 2024-12-25 01:20:52

MTXERET E&85% v3 NESTE, ENESEEACHABRRAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Hl Si=@<iTIR (TCCLI) SAREIR, NiXWEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOEZMEMIIE

Bz APl X8 MERETEMNIGE, AFPEEERARERIE, SEFENSEMERHEITES (Signature) , BNMERETEELIHSHIEE
HZERERFIUEENHRMENRZER,

A LBHTES

BRBEIUTHREMRIPER:

1. WIEERERNSA
ERRFRERBHSEERLHAFBHALZEN . FSFEEHES = AP| 21 RERENEBEXER.

2. (RIFERRYRUE
ATRHLEREEMIREPREN, BN AP| 2ERBERSERITEIERNEHE, FSERNEFENZERIENERN—8S, KEIBA=
AP| B335 . IRSBLEARZMBERSHIARFNIRHEIERE, HFRIEERPIEEE. MREREEY, SSHRFET—H, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBET LRINESGE v, MEERS, STFEXMER, X JSON X, POST iEKRZIHES
HEM=FATE, B —ERHA, HEERZE|SEITEER,

BRIERD, BIUER AP| Explorer iy “EZ2RER" ThaE, EFEEBIRAT “API 3.0 £8 v3” , AJLANERZERIEHTIRIE, ATEEERR
SDK {13, EZERBN= API BBER 8 MENMRIZEES SDK, BEFIETEBMiEKIE, HWEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNEEEIEAER, FPQE Secretld #l SecretKey. EMAFPRSILUAERIER.
- Secretld: BF#5iR APl ARERH, TLAERELHARPE,

+ SecretKey: BFIIE AP ARENSE, TLAERSELHERD,

- APAATERERSRE, BRLR, EURERMTRE. NCHR, WIARMERLKIE.

RIFRSEIENREASRIT:

1. B& B=EEBPOEHS -

2. Bt ZAPIZA AOEHIGTRE.

3.7 ZAPIZ IHE, B [ #Esi | eE—X=E,

ERERAF v3 ERTE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥XF content-Type: application/x-www—form-urlencoded HMH¥E=X. FPOSTA
i%, BAISZIF content-Type: application/json LARR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRBFEEOSES, WAHZEOTEEER json BNEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%#F 32 KB LIRISIERE
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TEUZRSHE ST MNREAFIRIEAGF, SEENAERMNITEIRE. RiNEFZEOREN:

1. ZIRSFIACTHIE, EORER;
2. ZEARRIEN, FENENETRRIRET;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

bR, FeAtsSyEHEFRONSY, RMIEESEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFER, F2RY
EAMBIFRISHAE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIREERIEMSE, $I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%HE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ko ko k ok ok ok k kR kR ok ok kkk ok kR ok kk kv xR

FIEEEM MR ZARSZHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Autho C3 AC cedential=AKID**** k% kdkxkkxkxx

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": , "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFARREESITELEE.

1. HHENITEIERER
RINTARIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWm RE
HTTPRequestMethod HTTP i&KR%i% (GET. POST ) . LhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 53k URL FIIEIAZMH, WF POST ik, BEAZEFER"", WF GET ik, Wi URL
@S (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, MEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ERLEMER, ELES host #l content-type B LES, BEAINMARMLAHSSEZLUREESIER
AIE—ERE M, WRGIERIMEI T OB LER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, RE key:value\n #&xUHHE;
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@ H% \_EHE Z=hnE

FEREMN 53
2. BALER, RERLED key (/NE) B9 ASCII AR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %FNIERRIZENIBHEES, BLRIEESMEERERIEEHREESENFNM charset &,
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type #l host Ja:ikskEn,
BHE:
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. B1MkEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload [|owercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEMX{i SHA256 1§
%, RETEHRE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHEREEFHH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FR2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B, SR, R

RequestTimestamp BIERIES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiaRIRSIELZFH
(tc3_request) . Date 73 UTC iREREINAN, REREMAHSHE X-TC-Timestamp #EHAY
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FEREMN R

UTC fRfEREIAM—3; service AFRE, YRS RARNFRIZE—H. IWREITEERR 2019-02-
25/cvm/tc3_request,

BIASBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e42004984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZMBSEEE X-TC-Timestamp it&152, HIIX) UTC+0, MRMARZAMBXER, fINF/\K, $SHAXMNGE AR
FETh, (BERERMERLERY. BiRAIEE 1551113065, E4R/\XHATER 2019-02-26 00:44:25, {BRi+H{S2IAI Date B
UTC+0 RIRHARJI 2019-02-25, A= 2019-02-26,

2. Timestamp #REZHRIARZNE, BRHERRAHDNITERDIREN, NMRESESASHNLERK .. NRKEEFFRERER
¥, AT —RIYEE, BEREK, BEIEZIHIER,

RIELA LRI, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. iHHER
1) HEIREESEA, ARBNT:

SecretKey = MAkhkkhhk Ak kA dkhkhk kA A Ak kA hdhdrAx A dhdAxA*xN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREMAYESA SecretbDate . SecretService Ml Secretsigning BEFIRIENE, FREESTITENZER, BHEE 7V EIFRFRITEDRYEH
2517 da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BIUERERE, WHAIBEBASH key I, HRSH data #5. BER
EFERHSIRETHEIERNREE, thalsiR M TERFMH7H IR ANREIE, Lt ERRRTHEIEN .

FREMm R

SecretKey JEHARY SecretiKey, B =t koo kot ko sk ko koxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FfY Service FERIEE . WREIBUER cvm,

2) itEEE, (ABEuT:
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Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRFBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. % Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREMR R
Algorithm BEAHi%, EEHN TC3-HMAC-SHA256,
Secretld g‘sng'qzﬂg Secreﬂd, EI] DK T D * ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK ok k

CredentialScope RBE, EIEBE. WRFITEERRE 2019-02-25/cvn/tc3_requesto

SignedHeaders RBEM, 25F8ZRLEER . IRHFIEYES content—type;host; x-tc-action,
Signature BEE, IWRHIHTEEREE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIREDS:

TC3-HMAC-SHA256 Credential=AKID*****&kkkxkkrkkhkkhkxkkhkxhkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkkkkxkkkkkkkxkkrkkxkkkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host; x-tc—-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6ec4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

IERRIZEHY HTTP k88 (Header ) FIiER{F ( Payload ) #AHMESIHTHIEFHATRE—H, BUSEEESF—HER, JlEd
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| STEDSTRRBRAZE, MEMESHAITLHS.

SRR

=N

fEChERER API 3.0 BY, EE(EREENEIAZ SDK 3.0 , SDK #RTESRIERE, FRRIAXEF-RIZMIBFZONT . FMERER SDK H

Do HRAIFHIRIZESH:

e Python
- Java

« PHP
 Go

* NodeJS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMKEIMNMIFREEERER:

« Signature Demo

ATERRMERERLE, TEMZRREES A6, B LRNER IR, BEROES . ARNROMSHNEERSIL LIrEEEAE, K

BRABEESLE, HATESERN, LFFRIEREMERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

© javax.crypto.spec.SecretKeySpec;

"t javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1 e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t
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=N

String String s) throws Exception {
= MessageDigest.getInstance ("SHA 6");
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

cvm.tencentcloudapi.com";

ngzhou";

"2017-03-12";
"TC3-HMAC-SHAZ

"1551113065

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyzp application/json; charset=utf-8\n"

host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";
type;host; x n";
"I\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

ce—name\" } ]}
String = sha256Hex (payload) ;
String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_
= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign);

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3 request");
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println (signature) ;
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= algorithm + " " + "C jential=" + SECRET_ID + "/" + credentialScope + ", "

"

+ "SignedHeaders + signedHeaders + gnature=" + signature;

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

ew ();
sb.append("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")

"

.append (" -H \"Host: ") .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")

.append (" -H \"X-TC-Region: ") .append(region) .append("\"")

.append (" -d ) .append (payload) .append ("'") ;
System.out.println(sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%"
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"Filters": Values": [11"5'5':1‘}5 "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j ng

payload = json.dumps (params)

canonical_headers = C( :%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_gquerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

tial + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

"curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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+ action + '"!'

(RN

' + str(timestamp) +

+ version + '"'

' (RN}

"X-TC-Region: + region +

" + payload + "'")

"crypto/hmac"

"crypto/sha256"

"strings"

"time"

(s string)
sha256.Sum256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey : os.Getenv ("TENCENTCLOUD_SECRET_
host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service : cvm"

version

action : Des Instances"

region := "ap-guangzhou

var timestamp in

httpRequestMethod := "POST"

w/n

canonicalURI :=

canonicalQueryString :=
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canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/j ; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-type; ; ~c—action"

payload := " {"Limit": "ilters": [{"Values": ["\u672a\u547d\u540d"], "Name":
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%$s\n%s\n%:
httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc3 est", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s C lential=% SignedHeaders=%s, Signature=%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (" curl -X POST https://%$s\

—-H "Authorization: %s"\

"Content-Type: application/json; charset=utf-8"\
"Host: %s H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\

"X-TC-Version:

authorization, host, action, timestamp, version, region, payload)
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fmt .Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
cvm. tencentcloudapi.com";

"cvm";

"2017-03-12";
DescribelInstances

ap—guangzhou";

= "POST";

= implode ("\n", [
:application/json; charset=utf-8",
’

ction:".strtolower ( )

n

implode (";", [

417d\u540d"], "Name": instance—-name"}]}

.PHP_EOL;

= gmdate ("Y-m-d", ) g

NQEADE AN
SHAZO0
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’

.PHP_EOL;

= hash_hmac ("SHA2!
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

" Credential
SignedHeac
.PHP_EOL;
https://".
"Authoriz
"Content-Type: application

T

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD

service

host = 'c

endpoint

region 'ap—guangzhou

action

IRIFRE: BRzITE (165 ) BRSEAS 5827 #109%;




=N

version = '2017-03-12"

algorithm "C3-HMAC-SHA

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'

canonical_uri = '/'

canonical_guerystring =
canonical_headers = "cor applicat json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c
aser\n"

signed_headers = 'content-typ

" "

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance-name"}]}
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/' + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} eaders=#{signed_header
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puts authorization

puts 'curl -X POST ' + endpoint \
+ ' —-H "Authorization: ' + authorization + '"' \

"Content-Type: application/json; charset=utf-8""' \

"Host: ' + host + '""' \

"X-TC—-Action: ' + action + '""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
"X-TC-V on: + version + '"' \
"X-TC-Region: ' + region + '"' \

'" 4 payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)

(SHA256 algo = SHA256.Create())

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));

StringBuilder builder = new StringBuilder();
for (int 1 = 0; i < hashbytes.Length; ++i)
{

builder.Append (hashbytes[i].ToString ("x2"));

builder.ToString () ;

ytel]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

ic Dictionary<String, String>

secretkey,
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DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;

algorithm = "TC3-HMAC-SHA256";

httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; cha

\

~:" + endpoint + "\n"
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

n\ ~An

+ canonicalUri + \n

nw\ ~n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

/" + "tc3_request";

n/n

credentialScope = datestr + "/ + service + "
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
boyte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);
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contentType + "; charset=utf-8");
headers.Add ("X-TC-Time mp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);
headers.Add ("X-TC-Action", action);
headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";
region = "ap-guangzhou";
action "Describelnstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);
string requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\"instance-name\"}]}";

14

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
, endpoint, region, action, version, date, requestPayload);
Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);
}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

crypto =

function (me
~onst hmac = crypto. ('sha256', secret)

urn hmac. (message) . (encoding)
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(message
crypto.

(message) . (encoding)

amp) {
onst date new (timestamp * 1000)
onst year date. ()
onst month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com

"
service
region

action

version

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\ub4 , \"Name\":
e-name\"}]}"
hashedRequestPayload (payload) ;
httpRequestMethod = "P
canonicalUri = "/"
canonicalQueryString =
canonicalHeaders = 'c - -ty :application/json; char
:" + endpoint + "\n"
.

+ action.

signedHeaders = "content-—

onst canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"

canonicalQueryString + "\n

"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload
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(canonicalRequest)

onst algorithm = "TC3-HMAC-

nst hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
+ signedHeaders + ", " +
+ signature

(authorization)

X POST ' + "https://" + endpoint

' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.

' + version + '"!'
"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>

<iomanip>
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ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] = {0};

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

t

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL__

i < len; i++)

ss << hash([i];

string

onst lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.pus oack (lut [c & 15]);

‘n output;

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
g

string SECRET_KEY = getenv ("TENCENTCLOU SECRET_KEY") ;

string service =
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"cvm.tencentcloudapi.com";
string region ap—guangzhou";
string action "DescribelInstances";

string version = "2017-03-12";

Nt 6 -~ timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);
string canonicalHeaders = string("content-type:application/json;

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-acti

string payload = "{\"Limit\": \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

string hashedRequestPayload sha256Hex (payload) ;

\
"\n"

string canonicalRequest = httpRequestMethod +

nw\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";
string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hma 2256 (kKey, date);
string kService Hme a256 (kDate, service);

string kSigning ne 12256 (kService, "

string signature = HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " Credential=" + SECRET_ID + "/" + credentialScope + "

+ "SignedHeaders=" + signedHeaders + Signature=" + signature;

cout << authorization << endl;
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string curlcmd = "curl -X POST https://" + host +

" + authorization + "\"\n"

-H \"Authorization:
Type: application/json; charset=ut
n + hOSt + H‘\ II\T- AL

Action: + action + "\"\n"

\"X-TC-Timestar " + RequestTimestamp + "\"\n"
"X-TC-Versi : " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
" + payload + "\'";
cout << curlcmd << endl;

eturn

<stdint.h>
ssl/sha.h>

sl/hmac.h>

struc 7

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "$Y-%m-%d",

&sttime) ;

“har buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

intf (buf, sizeof (buf), "%02x", hash[i]);

(result, buf);
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HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I
HMAC_CTX_cleanup (h);

HMAC_CTX_free (h);

lut = "012:-

i < input_len; ++i)

char ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 17
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

src[i]; i++)

ower (src[i]);
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SECRET_ID = ge
SECRET_KEY = g
service = "cvm
host =
region = "ap-g
action
char* version =
1t64_t timestamp =

char date[20] = {0};

get_utc_date (timestamp, da

char* http_request_m

char* canonical_uri

char* canonical_quer
~har canonical_headers/[!
strcat (canonical_headers,
strcat (canonical_headers,
{0};

value) ;

char value[100] =
lowercase (action,
strcat (canonical_headers,
strcat (canonical_headers,

char* signed_headers

\n

const char* payload = "{\
nstance—-name\"}]}";

char hashed_request_payloa
sha256_hex (payload, hashed_request_payload);
char canonical_request[256
sprintf (canonical_request,
canonical_uri, canonical_g

signed_headers, hashed_req

1", canonical_r

char* algorithm = "T

char request_timestamp[16]
sprintf (request_timestamp,
char credential_scope[64]
strcat (credential_scope,
sprintf (credential_scope,
char hashed_canonical_requ
sha256_hex (canonical_reque
har string_to_sign([256] =

sprintf (string_to_sign, "%s

IRIFRE: BRzItE (ItR) ARSER

"cvm.ter

0] =

tenv ("TENCENTCLOUD_SECRET_ID") ;
etenv ("TENCENTCLOUD_SECRET_KEY") ;
",

1centcloudapi.co

uangzhou";

te, sizeof (date));

ethod =

"pOQTN .

OST";

- n/un.

= -

nw .
’

y_string =

{"content-type:application/json; charset=utf-8\nhost:"};
host) ;

"\nx-tc-action:");

value) ;
"\n") ;
- 4
tc—-action";

= "content-type;host;x

Limit\": 1, \"Filters\": [{\"Values\":

d[100] = {0};

]
$s\n%s\n%s\n%s", http_request_method,
uery_string, canonical_headers,

uest_payload) ;

equest) ;

= {0};

date) ;

W _request", date, service);

$s/%s/tc
est[100] = {0};
st, hashed_canonical_request) ;
{0};

\n%s\n%s\n%s", algorithm, request_timestamp,

5

[\"\\u672a\\u547d\\u540d\"],

\"Name

\

=N

££39 #109;




=N

credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64] = {0};
f (k_key, "$s%s", "TC3", SECRET_KEY);
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strle >3_reques k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]

/o

sprintf (authorization, %$s Credential=%s/%s !

nedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd[10240
f (curlcmd, "ct
\"Authorization:
"Content-Type: application/json; charset=utf-8\"\n \
\"Host: %s\"\n \
\"X-TC-Action: %s
"X-TC-Timestamp:
\"X-TC-Version: %s\

"X-TC— on: %$s\"

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Hittigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oS
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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FREMTEZXMANEIRG, BIRIBIIRERLE,
iRt HiRtEid
AuthFailure.SignatureExpire F2idH . Timestamp SIRSH|FWEIESKROIFTRERGEBE RS .
AuthFailure.SecretldNotFound  BAFEFE. BREHAEERHREHER, REEVSHTEHRES TFH.

. . . FEEIR. THESIITEER, IBEXBS5LMRZNASFEES, thEEREEH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [RFES Token &R,
AuthFailure.InvalidSecretid ZiRIEE (F2= API A28
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N
oA pr
RIEEFATE: 2024-12-25 01:20:53

BER®GE VI BEEHE, ERMEMNZSMHTMERSE v3, HEERAESSE V3.

BRIERD, ZBIUER AP| Explorer Ry “SZHRER” Thae, EEFEEIRAT “API 3.0 £8 v1” , JUIERESSRHTINNE, FHRILTEHIRE
IESEERG, BERER SDK X3, EFERBIN= AP BERER 8 MERMFIZIES SDK, EEHRTEIMERIRE, WEFE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EFZ(ER API Explorer

f&aLAiEiE APl Explorer B9 [ #2840 | BREESMEOSSZNERIRE.

Bz APl SXEMBRERETEHIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) DISIESRESH .
ELECHEEEIEER, REFIEEE Secretld 7l SecretKey; ERFIESEREREIE, BT ZAPIEHRNE B85, SNEEEARAZ API 2
A,

1. RIERSFIE

EE—RERT AP| Z8l, B8 = APl ZHRE REREEIE,
Z2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl BRESH
+ SecretKey AFINZEEZFFFEIRSS SRR ZFRRIZEH.
- ARPSATRRERSEIE, BHlE.

RIEREFIENEFSENT:

1. B BA=EEROERE .
2. gitE = AP| %50 ROkl aTm
3.7E = API %58 nE, B [ #iE=E | BIaJLAeIE—3T Secretld/SecretKey.

R BIMRSERSTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v1 £EREZBREMTRE:
iRz FAFHY Secretld 1 SecretKey 512!

. Secretld: AKID* ***xkkhkhkhkhkhkhkhdkrkrkhkrkhrkxk

° SecretKey: R R i I I I I

R XBERERG, SIRERAFEERRIER Secretld fll SecretKey H{TEEERIE!
LA=RSZEEFEBIFIZE ( Describelnstances) i&XkA6I, HAPABX—EORN, EiERSHTENT:

BHEM thyz BHE

Action BiE& Describelnstances

Secretld %48 1D AR % % % koo % % oo % ook % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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SHER th3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIARISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORSS 2017-03-12

XERRT TS AHSHMZEORASE, AFUTLMRIESIRZERMEMSE, fli Language fl Token 2HS%,

21. HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 5 1) RigsgafTHE, SEERISONET, F25Hk0; 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFAR2IREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
i PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREEERZIHESHAN, A EERGIRRISEETHR, SRINER—HEE.

2.2, HHEERFIEH

WL BERIERFFSR,

BB E—SHIFIFRERSEIRER “SHSM=28E" B, X Action 28, HESHE#A "Action" , 8%{&7 "Describelnstances"
, ELtENETES Action=Describelnstances .

R “S¥E” HRETIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINEREFHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

EIA=ARID**¥** & xkkxkhkhkhkhxkxkxkrkhxsxtx*gTimestamp=1465185768&Version=2017-03-12

2.3. PHESERFIEH

U ERE R B RS F R
BERENFHFEHRUTNASEEMK:

1. {EK75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEHEIEXE.,

2. iIERENEEZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREYEREESRBEZOMBERNARTAR,
HFREEOWRE,

3. iIERIERE: HFRAZAPIRIERIEREERN | -
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4. {ERFHFH: B E—SERMIERER S

BRESCRIHHENMNA: BRFGE + BEREN HERBEE + 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * k¥ * k& xkkk kX kkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

U TR RERS
B5E6ERA HMAC-SHA1 HiZd L—S iR BHSBRNFHRHITES, RARBEMNEZH(ER Base64 #1THE, BIRRESRENESSH.

BRI, LA PHP iB57961:

$ = -
$secretKey = VK K KKK K K K KK K KR K K R K K R Kk Kk kxR Rk T

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

RESHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. SR RmIG
EMNESEHTREREDERSY, BEVHMT URL HE5.

M E—SERREZRA TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EiIVTNmPg06MRNCvQ%3D, BB TFEMRERIER URL.

R MNEAPRERSGER GET, H&EiBR5EH POST [ Content-Type # application/x—www-form-urlencoded, WI&XiERIIFR
AHERSYHEDREN URL {3, SEEN-FSTRERB. IF ASCIl FHE URL HBAITESL UTF-8 #{THB.

HR: FUEEEENNEESENMESYIHT urlencode, EXHEAT, RMABENEZHHTT URL FET, FWAAXR URL KRSSHE
BEM.

R Rft2¥EthSER{TRSG, WERA RFC 3986, A %XY MWFHFHIMRFHITESLREN, BB X7 81 “Y” B+ ##sHE (0-9
MXEFH A-F) , EANSRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, BRIELIAMERLE,

RS iR iR
AuthFailure.SignatureExpire F2ILH

IRIFRE: BR=ItE (It ) BRSEATF 44 H109;


http://tools.ietf.org/html/rfc3986

@ HE \_L:HE Z=hnE

RS e L
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure FRER
AuthFailure.TokenFailure token §Ei%
AuthFailure.InvalidSecretid AL (A2 = APl Z§E%R)

5. ERER

fEChniER API 3.0 BY, #EFEREENEIA R SDK 3.0 , SDK #ERTESHERE, FRRIAXEF-RIZHHNEFEONR, FMERSR% SDK #
Do HAIIFHREIESH:

« Python
- Java

« PHP

« Go

» NodeJdS
« .NET

e C++

* Ruby

TERET FRFRIEMES demo, EATLMKEIMMIFREEEZIER:

» Signature Demo

ATEFRNBERER/LE, THEMZRREES 6, B ERNESIRREMIM, BROES . AREGROMNSHNEERSI LIrESEEmE, K
BRIOBEEREE, HTESERM, IRFRBEREMERB SDK .

%ﬁiﬁtﬂﬂg url E.h‘a‘&?ﬂ: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.O=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko k kA xdkkhkxkdkxkxxkxxgSignature=7RAM2XxENMOIELIVINmMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNZARERN, HESEFR2RALRAE, EinRSLE url FEREEFITHEER curl EHSRARRSRESMER: 881
H, ATEF—ANAIAEEREN url , EEEMREITE Secretld F1 SecretKey AESERIZA, FEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREBEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

R UTREBMERT API 3.0, FRtEEATEMNIESRRE, SR RMAIERAEE,

Java

-t java.io.UnsupportedEncodingException;

"t java.net.URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

=N

= "UTF-8";

String (String s, String key, String method) nrows Exception {
Mac.getInstance (method) ;
(key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?") ;

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloud i.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce", 11886);

params.put ("Timestamp",

params. retId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params. io ) ribeInstances") ;

params. sion", "2017-03-12");

params. gion", "ap-guangzhou");

params.

params.

params.put ("InstanceIds.O "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}

IRIFRE: BRzITE (165 ) BRSEAS 5546 H109:




@ H% \_EHE Z=hnE

Python

EE: ERE Python 2 FIEHIETT, BEXRIE requests (KEii8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
query_str = "&".join("%s=%s params [k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if _ _name_

endpoint =

data = {

'Action' : 'DescribelInstances

'InstancelIds.O 8 ins-09dx9

ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1

Version': '2017-03-12"
= get_string to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])
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=N

"crypto/shal"
"encoding/base64"

" Eme "

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")

params :=

"Nonce":

amp": strconv.Itoa (146

"Region": "ap-guangzhou",
etId": secretld,

Version": "2017

"Action": "DescribelInstances",

"InstancelIds.O0": "ins-09dx96dg"

"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")
WriteString("cvm.tencentcloudapi.com"
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

i := range keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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=N

buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil))

}

= getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TEN

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

IRIFRE: BRzITE (165 ) BRSEAS 5849 H109;




=N

'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]
method = 'GET'
endpoint =

data = {

'ap—guangzhou',
SecretId' => secret_id,

stamp' => 1465185768
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72'
params = []
data.sort.each do
params <<

na
sign += params.join('&")

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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=N

signRet = string.Empty;
(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw.
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams][key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tencentcloudapi
region = "ap-guangzhou";
action "DescribelInstanc
"2017

version = "201

le RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.Add ("Action", action);

param.Add ("Nonce
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=N

param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

t

oint) {
params [ 'Signature'] encodeURIComponent (params['Signature'l]);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap|['HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

n
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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=N

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"
= "2017-03-12"

"Describelnsta

let params = {};
params|['Action'] =
params|['Instancelds.0"']
params['Limit"']
params [ 'Offset']
params [ 'No
params [ 'Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’
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@ HE \_L:HE Z=hnE

Al =
IR[OIE5ER
RIEEFATE: 2024-03-12 01:17:51

= API 3.0 #02AIRE JSON #i7E, EEIE JSON 1EXAROSE PR . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42£f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERMINSSE, RE APILET, WHESIERE,

+ Requestld BF— APl iERIIE—IRR, IR API BIRE, SILBR Bi=S0RE s 1232 T8, FHEHEZ ID REREE,

o BRTEENFEN, ERNUAEMEOENNFE, FRNEOMEENFES MEOXEPHEN . HflFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE.

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

« Error HEIRREZERFARELEY . Error FERIEREMEREY Code Fl Message FRIEARELMI 2 EREIRY .

+ Code FRREFHIBANEIRE, LiERHERATLSRIEBZSRIGEATLERBMLIIRONMAYERESIREAE SR N RRMERE R
+ Message BRHTXMERERENERFERE, MEUSEKEIFEMME, WXATRSESERISTENER, APFNKBIXMEEE,

+ Requestld AF—" APl iEREIME—IRR, R APl HIRRE, ATLAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRP

IRIFRE: BR=ItE (It ) BRSEATF 5554 H109]


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ H§ \_L:HE ZIEH

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” TH.
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@ HE \_L:HE ZIEH

S Fg A HY
SR
RIEEFRATE: 2022-08-10 06:22:23

BRI = AP 3.0 MASHAEESHSFINT NSRS :

String: =& &,

o Integer: B&, FRATHSO64EL ., SDK 3.0 FEAFEIESTIFHEBEMER, BLIFMERREESHRAEBREN, I colang Ky
uint64d,

+ Boolean: #/RE,

+ Float: =g,

+ Double: WiEEZERE,

« Date: Fff&, BHEAE. fla0: 2022-01-01,

+ Timestamp: F#&, HEgl. Fian: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRREMXLAL ( International Organization for Standardization, 1SO) &%fIxF BHHAFNRTE]
EXERFNE, WRERR (GB/T 7408-20058E iz ikiglE R HEIfINEFRTE) . BNCAFERREESIIREEHTISIUEN
f5an: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRS, SELUSEMGERIMGEN.

IRIRERE: BR=ITE (1bF) BRSEAE 5556 H109]


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAS
EHAINZZ eI >z O

Eid Subnetld3£EHsmMFEEL

RIEEFATE: 2025-05-28 01:12:09

1. EOR

EOEKRER: cloudhsm.tencentcloudapi.com .

BidSubnetldFXBYHsMEREL
EOMEOISRITZEIRE]: 80:R/FD

#FEZ(ER API Explorer

=N

<> mEEiR

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK

R

~H2H, FMEOBE: DescribeHSMBySubnetld,
H&%, FEORE: 2019-11-12,

AHSY, FRFEmTIEN WF5IE,

SubnettFiRF
HE: subnet-4vxnrico

RRRE.
2. N
TFERSHIIRFIE TEOBRSHNBo LS, REARSHIIRD ~AHiERSH,
SHEM D] £S5}
Action = String 2
Version = String N
Region = String
Subnetid = String
R h
SHEm ESic) iR
HSMV#=E
TotalCount Integer SEIE: 2
S i g N
Subnetld String EREDFHRISubnetld

Requestid String
4l W
1 RiIESubnetIdEifIsCHIE R
iRiESubnetld&EifsLHIEE
WMATH

IRIFRE: BR=ItE (It ) BRSEATF

f5E: subnet-4vxnrico

W—iEX ID, HIRSIHER, SRIERTBSIRE (HEREEMFEERGERERSW, WZRERFTJIRE
Requestld ) . E{iTBAITEEIREIZRIEKRE Requestid.

857 #109%;


https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeHSMBySubnetId

O BHS

https://cloudhsm.tencentcloudapi.com/?Action=DescribeHSMBySubnetId

&SubnetId=subnet-4vxnrlco

s<ATERSH>

"Response": {
"RequestId": "
"SubnetId": "
"TotalCount": 2
}

}

5. FREGR
Bz APl F&

=N

iz APl SEE 24&& AP X#H. (8%, APl Explorer ) SDK FZFRNA—ERIFE, HEEMNE—ANOEORERBAZRHIFRE AP IR

e

API Inspector

FFEEE APl Inspector EEIZHIGE—SRIEXIER AP ERER, HEEMSIESHRA API X583, tBaIEIE API Explorer #{3EL4E

ifo
SDK

= API 3.0 Rt TREMNFRIERE (SDK) , MSSHRIEES, SEEHENRR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BYITIR

« Tencent Cloud CLI 3.0

6. FHiRG

KIS T O SSZIEEXRIEIRD, HEERIDIERD AEIRGE,

iR iR
InternalError PEREIR o
InvalidParameter SRR
ResourceNotFound BEAEFE.

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/639/41451#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ Hﬁ \_L:HE ZIEH

IR ik

UnauthorizedOperation RIGHURE
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® HE \.L:HE ZHIE

BiZVpcldZREIHs R iREEL

RIEEFATE: 2025-05-28 01:12:09

1. IO

EOBEKER: cloudhsm.tencentcloudapi.com .
BiEVpcldFREHs RS

BRAZECIERIZIRG: 100iR/%

#fE#=(EH API Explorer

API Explorer 2t TR . ESIIE. SDK RIBEMMRERREZOZMED . SUEEFRXRMANERNSMERSRURBMER SDK
UE1ERCT

2. MAB¥
UTERSHIIRMNFIE T EOBRSYNBL ARSY, REAHSHIIRRT AHIERSH,
SHER Witk ESic] g
Action = String ~HE2%, KAMEOBE: DescribeHSMBYVpcld.
Version = String ~HSE, FMEORE: 2019-11-12,
Region = String ~HSE, R RIFH IR,
Veeld = String Yf;ﬁgzi’:\!/fjc—rhx6fnd7
3. s
SHER 5] it
HSMV#E

|
TotalCount Integer FEIE: 10

{ERERFHRIVpcld

Vpcld String  — e vpc-rhx6fnd7

E—i5K ID, HIRSiKER, BXERFEE (EHERERMRERERARSR, WZRERFTRIRE

R tid Stri
eques N9 Requestld) . EfFTIEEIREIZRERE Requestido

4. 75

FF1 IRIEVpcldEigHm
RIEVpcldEifsEfiE

BT

https://cloudhsm.tencentcloudapi.com/?Action=DescribeHSMByVpcId

&VpcId=vpc-rhx6£fnd7
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https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeHSMByVpcId

"Response": {
"TotalCount":

"VpcId": "vpc

"RequestId":

1
I

}

5. AREHR

BR= APl EE&

Bz API & 248 API X4, HiR63. APl Explorer & SDK FXFEHNA—EATS, HEENE—AOSORERENRIZHERE API IR
E=)

API Inspector

ifo

SDK
= API 3.0 BRIt TREMNFLRIERE (SDK) , XSSHRIZIES, EELENREA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOITIR

Tencent Cloud CLI 3.0

6. FHiR6G

KITFNFIH TEOWSZEEXNEIRIG, HERGIERD AHEIR0E,
RS ik
InternalError PEBEEIR o
InvalidParameter SHER,
ResourceNotFound BRFFE.
UnauthorizedOperation RITBURE.

IRIFRE: BR=ItE (It ) BRSEATF

=N

FFEEE APl Inspector EEIEHIGE—SRIEXEXR AP ARER, HEEMSIESIRA API X583, tBaIaiiE API Explorer #{3HEL&R
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/639/41451#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® HE \.L:HE ZINEEH

IREYVSMIE &

RIEEFATE: 2025-05-28 01:12:09

1. IO

EOBEKER: cloudhsm.tencentcloudapi.com .
IRERVSME

BRAZEOIERINZMRG: 100iR/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. BNBH
DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW WAk Sl iR
Action = String aH2E, AEOBE: DescribeVsmAttributes.,
Version = String ~HSE, FEONE: 2019-11-12,
Region = String AHSE, FRFFRXIGH TR,
o . =iRld
Resourceld = String FBHE: hsm-r19rq1b0
3. sy
SHEW ESid] HER
. &iEld
Resourceld String FBIE: hsm-r19rq1b0
. BRSM
ResourceName String FBlE: default-hsmName
BRRE, 1RTERAEE, 2RTERLTFRERES
Status Integer —
wEIE: 1
. . &IRIP
Vie String RIE: 192.168.1.1
. BiRFTEVpc
Veld String FBIE: vpc—nc9yvusp
. &iRFTE TR
Subnetld String FBIE: subnet-4vxnrico
&R Sp
Model String RFTEHSMAIHIE

wBIfE: SJJ1528

IRIFRE: BR=ItE (It ) BRSEATF £862 #1095,


https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeVsmAttributes

O BAT

BB ESic]
VsmType Integer
Regionld Integer
Zoneld Integer
ExpireTime Integer
Sglist C::I)?/J)I];Detail
SubnetName String
RegionName String
ZoneName String
Expired Boolean
RemainSeconds Integer
VpcName String
VpcCidrBlock String

SubnetCidrBlock  String

Tags Array of Tag

RenewFlag Integer

Manufacturer String

Requestid String

4. =5

76N KEMVSMRIE
REYVSMIE

BATH

IRIFRE: BR=ItE (Ib5R) BRSEAR

=INEE

ik

RWiRZER, 17RREVSM, 33%RRFGVSM, 49KRSVSM
w~BE: 17

totld, REIRSA=MEHICES, dr-He1, JE=5m8
BE: 1

XiEld, REEAR S R XA
& 100001

ERdHRE, MrasrERER.
w~fE: 1612332287

ZEAFHER MRREEFREENUI

FMZ
=f{E: Default-Subnet

tthtah =
aBME: T

XiF=
THUE: =R

IR ESEITH
FHIE: false

AEHRREFIEEESHMERRYEY, ARYRTIFCEIHSLOR
HE: 20

FABENIREETR
=fE: VPC-CLOUD-GZ

VPCHIIPv4 CIDR
~IE: 192.168.0.0/16

FRAEICIDR
~BIE: 192.168.1.0/24

ERFTXEARETag
FBIE: [{"TagKey": "EE58i7", "TagValue": "ik" } ]

BREETR, ORTRNAT(AFKRIRE, BMNERS), 1RTENEE, 2RTBHFEE
Z#E(APIRE)
BE: 1

I
TfEE: TASS

W—iEK ID, HMERSBiREN, BREREBIIRE (HEREEMEERERIARSRK, WiXR
BERALIKE Requestld) . EMABNEERMIZRIBERAE Requestid.

£63 #109;m


https://cloud.tencent.com/document/api/639/41450#UsgRuleDetail
https://cloud.tencent.com/document/api/639/41450#Tag

=N

https://cloudhsm.tencentcloudapi.com/?Action=DescribeVsmAttributes

&ResourceId=hsm-aj8fp8al
<RHIFRSE>

{

"Response": {
"ExpireTime": 173
"Expired": fa
"Manufacturer":
"Model": "SJJl1528",

"RegionId":

"RegionName": "J ",

"RemainSeconds": 29

"RenewFlag": 2,

"RequestId": "98119ek 93c2-43 >0db-be2efdf93
"ResourceId": "hsm-aj8fp8al",

"ResourceName": "

default-hsmName",
"SgList": [

{

"CreateTime": "2023-06-05
"InBound": [

{

"Action": "ACCEPT",
"Desc": "—REBUBAIEHIN",
"Ip": "0.0.0.0/0",
"Port":

"Proto":

}

{

"Action": "ACCEPT",
"Desc": "—{EMUBAIEHIN ",
"Ip": "0.0.0.0/0",
"Port":

"Proto":

H

{

"Action": "ACCEPT",
"Desc":

"Ip":

"Port":

"Droto": "ALL"
]7

"OutBound": [

{

IRIFRE: BRzITE (165 ) BRSEAS 5564 H109]




@ HE \_L:HE Z=hnE

"Port":

"Proto": "

] 4

"SgId": "so
"SgName": "
"SgRemark":

"Version": 0

I

"Status": 5
"SubnetCidrBlock": "17
"SubnetId": "subnet-1xa
"SubnetName": "Default-S
"Tags": [

{

"TagKey":

"TagValue": n%B[ji "

I

"Vip": "172.16.16.89
"VpcCidrBlock": "1
"VpcId": "vpc-Tvvic
"VpcName": "Default-VPC",
"VsmType": 17

"ZoneId": 1

"ZoneName": "[ H=RK"

t
t

5. FR&EGR

BR= AP &

iz APl F& 2&& API X#4. (5%, APl Explorer & SDK $#ZFRNA—EIFE, HESMNE—ANOEORERBNSREIFRE AP IR
E=)

API Inspector

FREIEE AP| Inspector BEEEHGE—SIRIEXER APRRER, FEMERZSIESIRAR API 53, tBasiiE API Explorer #1TELIR
ifo

SDK

= API 3.0 RETEREMFATEE (SDK) , ZISSHRIZIES, stEHERER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF £565 H109]


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs

O BHS

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. FHiRG
AT T Ol S5iZ B XA05EIRD, HAbERIFR AHERE,
iRt
InternalError
InvalidParameter
ResourceNotFound

UnauthorizedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

ik
PIEREIR o
SHEIR.
BRFFE.

RIEURIE

=N

5566 109


https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/639/41451#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® HE \.L:HE ZINEEH

SREVARVSM%I%&

IEE#HAE: 2025-04-25 01:18:25

1. IO

EOBEKER: cloudhsm.tencentcloudapi.com .
IRENFFVSM3lZE

ERAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. BN\2Y
DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW Wik R iz
Action = String ~HSH, FMEOBYE: DescribeVsms.,
Version = String ~AHSH, FEORE: 2019-11-12,
Region = String KIS, ERFEESEEH higsE.
= =154
Offset = Integer SEHE: 0
- o BRAHE
Limit = Integer SEIE: 10
. RRIDHEZFRFEMEDRIXET
h A
SearchWord | & String FBIE: hsm-r19rq1b0
. . IREIRE
T . &
agFilters.N - Array of TagFilter FBIE: [{"TagKey":"env","TagValue":["dev"]}]
- . IRBFAERIT SRR, RIEARHTIEIE
Manufacturer a String SBIE: TASS
. HsmfRs338!, mfikvirtualization. physical. GHSM. EHSM. SHSM. all
A
HsmType = String & virtualization
3. mheN
SHEM 5] 1::3%
SRERSEGIRYBANEL
TotalCount Integer =@IE: 10
vsmList ~ Arravof ZREE

Resourcelnfo

IRIFRE: BR=ItE (It ) BRSEATF 267 #1091


https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/639/41450#TagFilter
https://cloud.tencent.com/document/api/639/41450#ResourceInfo
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeVsms

@ HE \.L;HE ZINEH

SHEM g ik

Reauestid | Strin W—iER ID, HESHER, SRERNLIEE (SERERRERRLESE, WLRE
q 9 #%/8 Requestld ) . E{EEIEEREHZRIER Requestld.

4.
B KENEFVSMZIE

BATH

https://cloudhsm.tencentcloudapi.com/?Action=DescribeVsms
&0ffset=0

&Limit=10

&SearchWord=default-hsmName

s<pIERSEH>

{

"Response": {

"RequestId": "7787c490-8c73-48af-bb5a-5d85cc
"TotalCount": 1,

"VsmList": [

{

"AlarmStatus": O,

"CreateUin": "2942368751",
"ExpireTime": 17

"Expired": false,
"Manufacturer": "TASS",
"Model": "SJJ1528",
"RegionId":

"RegionName": "J ",
"RemainSeconds":

"RenewFlag": 2,

"ResourceId": "hsm-aj8fp
"ResourceName": "default-hsmName",
"SgList": [

{

"CreateTime": "2023-

"SgId": "sg-f5imjOk1l",
"SgName": "casb-proxy-20230605

"SgRemark": "HEMN"

I

"Status":

"SubnetId": "subnet-lxaztwla",
"SubnetName": "Default-Subnet3",
"Tags": [

{

IRIFRE: BRzITE (165 ) BRSEAS 5568 H109:




"TagKey":
"TagValue": "SBiJ1"
t

I

"Vip": "172.16
"VpcId": "vpc-7
"VpcName" :
"VsmType" : 0
"ZoneId": 100003,

"ZoneName": "[ H=X"

t
]
t
t

5. AR EHER

BR= APl &

Bz API & 248 API X4, HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSEORERENZIZHERE API IR
E=)

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESIRAE API X538, tBaIaiiE API Explorer #{3HEL&E
ifo

SDK
= API 3.0 BRIt TREMNFLRIERSE (SDK) , XISSHRIZIES, EELENREA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. FHiRES

KNG THEOWSZEEXAEIRID, HERBIFED AHEIR0E,
IR ik
InternalError PEBEEIR o
InvalidParameter SHER,
ResourceNotFound BRFFE.

IRIFRE: BR=ItE (It ) BRSEATF

=N
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/639/41451#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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@ H% \.EHE ZHIE

REVSMIEIEEE

RIEEFATE: 2025-05-28 01:12:09

1. EOER

EOBEKER: cloudhsm.tencentcloudapi.com .
KEVSMEEIRER

BRAZEOIERINZMRG: 100iR/%

#fE#=(EH API Explorer

API Explorer 12t TEZLIRMA . EFIRIE. SDK RBERRERRIZEOFEN , ETEESRARNERKASHRESRURB5ER SDK
A6,

2. BAB¥
DTFERSHFIRNIIE TEOBRSHNBoAHSY, REARSHIIRI ~AHiERSH,
SYEWH Wik i) iR
Action = String aH2H, XEOE: GetVsmMonitorinfo,
Version = String AHSE, FEORE: 2019-11-12,
Region = String AHSH, FERFERZIFH biRFIR.
o i &wiEld
Resourceld = String =BIE: hsm-1234abcd
. BIREMR
=
ResourceName - String THE: default-hsmName
3. e
SHEm £S5l 3%

Array VSMEEER
Monitorinfo of THIE: jsonz=fFE:{"vsm":{"uuid":"C2B7885C—-642A-4459-8D8D-
String D43FD5CFCE35","version":"1.0.19.0_STD","status":"ok","ip":"9.82.42.102","ip6":"","token":"",}}

W—i5EK ID, HIRSBIRER, SRBERBEREE (EFEREEMRERERIARSR, WZXERFIRE

Requestld String Requestld) . EfIiTIRATTHERE u:MESRE':] Requestld,

4, 76

1 FREVSMEERER
TREXVSMISHER

BATH

POST / HTTP/1.1

Host: cloudhsm.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF 71 #1093,


https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=GetVsmMonitorInfo

Content-Type: application/Jjson
X-TC-Action: GetVsmMonitorInfo
<AERSEH>

{
"ResourceId": "hsm-1234abcd",

"ResourceName": "default-hsmName"

"Response": {
"RequestId":

"MonitorInfo":

T\ Tsramn\ U o
L\ Vsm\ "2

,{\"algorithm\":\

0, \"avg\":0}}, {\"al

:{\"max\":0,\"avg\":0

s\":{\"max\":0

—PUB\", \ "ef

\ "+ c\".(
r_s\":0,
13, \"svctm\
:0,\"txbyt_s
s\":0, \"rxby
load5\":0,

,\"tcp

5. FREER

BR= APl &

Eifl= AP SF& B4rE API 324, $5iRf8. APl Explorer & SDK E&EBHA—EOFS, HEEBM

5o

API Inspector

484DBB2F760B\", \

. n\n e ~Alan\ M.\ " n
A"\",\"token\":\"\",

s\":{\"max\":0

s\ " : {\"max\

,{\"algorithm\":\

.0 \"ava\"-0)
o v :0}
U, \"avg\ .L,},

\ W g0
:0,

{\"al

0}}1,\"cpu\":

ion\":\"ESTOOOH1.30.
[{\"algorithm\":\"3

>rithm\":

:{\"max
ithm\":\"RSA-PRI\",
[{\"cpuid\":

\"mem\": {\

:505137}]

W mmmaa\ e [\ e At~
,\"process\":{\"total

ablished\":

rly
_s\":5.74,
":[{\"iface\":
,\"rxmcst_s\":0},
0]

,\"txcmp_s\":0,

\":110, \"running\":

,\"time_wait\":0}}}

=N

\"SM1\",

\

,\"avgqu_sz

\ "t x1

—AOEIRERBAZIRMAFRE API iR

HFaE&EE APl Inspector BEEEHIGE—HREXIXA APLRBER, FEMENZIESRA API X838, tBaJriiE API Explorer #T7ELiRE

ifo

SDK
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

O BHS

= API 3.0 RIHTRENFRIESE (SDK) , HSSHRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
BSITIR

« Tencent Cloud CLI 3.0

6. FHiREG
PATRFIH T Ok SSiZEAX 051N, HibERGIER AHERE,
ST
InternalError
InvalidParameter
ResourceNotFound

UnauthorizedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

faik
REREEIR
SHIEIR,
BRFFE.

HIEBURIE

=N

73 #109;


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
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1. &Oid

EOBEKER: cloudhsm.tencentcloudapi.com .
MENED
ERAEOIERITRIRF]: 100:R/E

#EFER API Explorer

=N

<> R

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

ERRG.
2. BN\EY
DTFERSHFIRNIIE TEOBRSHNBoAHSY, REARSHIIRI ~AHiERSH,
SHEW Wik R 3%
Action = String aH2H, AEOBE: InquiryPriceBuyVsm,
Version = String ~HSE, FEONE: 2019-11-12,
Region = String AHSH, FERFERIFH biRIR.
= EWELHIEE
GoodsNum 2 Integer SIE: 1
= TEIEN: ORTIRFITE/IBEE, 1RF T
PayMode = Integer =G 1
FmAEER ), EERSH, 6] HTimeSpan#1, TimeUnitamAd, FREMMEERTKI1BIIEY
TimeSpan 2 String &
~EIE: 1
TimeUnit - String AmARTEIERAL, mETR, yETRE
= THUE: m
. BHER, FKIABCNY
-
Currency a String =GiE: CNY
. ZAJCREATE, #Ai#RENEW
A
Type 5 SUIN9 Zhia: CREATE
HsmTvpe o Strin HsmBRs338!, digf@virtualization. physical. GHSM. EHSM. SHSM
P - 9 TBIUE: virtualization
3. meN
SHEm ESic] 1235
TotalCost Float RS, RSy, BRENMSSEREA, W: 2000.99

~BIE: 20000.0

IRIFRE: BR=ItE (It ) BRSEATF
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@ H% \_EHE Z=hnE

SHER = i
TWSERISCHIEE
GoodsNum Integer TEIE: 1

FImAREAR), BRSH, #6): ZTimeSpani#1, TimeUnitAmid, RFEMNELEEHLI11BEIRINTE

TimeSpan String FOIE: 1

EImAIRTEENM, mRFA, yRTE

TimeUnit String FOIE: m

RfTREE, FRESY, BHE/NSREME, W: 2000.99

OriginalCost = Float FBIE: 20000.0

E—i5K ID, HRSiKER, BXERFEE (EHERERMFRERERARSR, WZRERFTRIRE

Requestld String Requestld) . EfziTIRAIIHERMIZRIEKRE Requestld.

4. 74
B i

BATH

POST / HTTP/1.1
Host: cloudhsm.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: InquiryPriceBuyVsm
<RIBFRSE>

{

"GoodsNum": 1,
"PayMode": 1,
"Currency": "CNY",
"TimeSpan": "1",
"TimeUnit": "m",
"Type": "CREATE",
"HsmType": "GHSM"

}

BLRE

{

"Response":
"GoodsNum": 1,
"OriginalCost":

"RequestId":

"TimeSpan": "1",

"TimeUnit": "m"

"TotalCost":

IRIFRE: BR=ItE (It ) BRSEATF 5575 #109%;
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5. FRERR

BR= APl &

iz APl E& 2&& API X4, (5%, APl Explorer & SDK $#ZFRNA—ERIFE, HESMNE—ANOEZORERBNSRIFRE AP IR
o

API Inspector

BPEEE AP Inspector BEEHIGE—TIRIEXEN AP ARAER, HEhERSIESHRAR API X3, tBEIFiE API Explorer i#TELZIR
ifo

SDK

= API 3.0 RIHTREMNFRIESE (SDK) , SSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
» Tencent Cloud CLI 3.0

6. FHiRES

KITFNGIH T O SSZ i XRIEIRD, HAEIRIBIFERD AR,
iRt i
InternalError PIEREEIR -
InvalidParameter SHEIR,
ResourceNotFound BEAEFE.
UnauthorizedOperation RIFHURE
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
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1. &Oid

EOBEKER: cloudhsm.tencentcloudapi.com .

g VSME

EUAZOIERINEZRIRS: 100iR/% -

#EFER API Explorer

=N

<> R

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

GRS

2. W NSH

MTERSHIIRFIL T IROBRSYMBIAHLSY, ZERQ

SHEWH
Action
Version

Region

Resourceld

Type.N

ResourceName
Sglds.N

Vpcld

Subnetld

AlarmStatus

3. htha¥

IRIFRE: BR=ItE (It ) BRSEATF

Wiz

Al HD O

fil

il

iy

iy

iy

iy

iy

Array of String

String

Array of String

String

String

Integer

B
i

b

\

&iEld

EE: hsm-1234abcd

UpdateResourceName—{E3iZE&TR,
UpdateSglds—{E & £EETR,
UpdateNetWork— g4,

Default-EiAF &
EHE: ["Default"]

HRBR

E: default-hsmName

Z24Ald

TBlE: ["'sg-abcdefgh']

EHERId

FBIE: vpc—abcdefgh

FMld

BE: subnet-1234abcd

BERAX, ORFXASE, 1RTEHSE

wBIE: 0

HS¥H, XIEOBE: ModifyVsmAttributes,
H2y, FEOME: 2019-11-12,

H3%, FRFRZIFH g
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O BHS

SHEMN ESid) R

H—iER ID, HRSBIHER, SREREPSIEL (FEREEHBREERFRETERSR, WiZRERFTSIKE
Requestid) . EfIOBRITEERMIZIRIERE Requestid,

Requestld  String

4, 76

B EVSMmiE
EMVSME

BATH

POST / HTTP/1.1

Host: cloudhsm.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: ModifyVsmAttributes
<RERSEH>

{

"SgIds": [

"sg—abcdefgh"

I

"VpcId": "vpc-abcdefgh",
"ResourceId": "hsm-1234abcd",

"SubnetId": "subnet-1234abcd",

"ResourceName": "default-hsmName",

n Type "o
"Default"

"Response":

"RequestId":

}

}

5. AR ERR
BR= API &

=N

iz APl & 2&& AP X#H. $8iIRF3. APl Explorer & SDK FZFRNA—ERIFE, HEEMNE—ANOEORERBNZRHIFRE AP IR

E=D)

API Inspector

FRFEl&EE AP| Inspector BEIEHEE—SIRMEXBE APARER, HEMERSIESIRAR API K53, BaEiiE API Explorer #{TEZR

ifo

IRIFRE: BR=ItE (It ) BRSEATF
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SDK
= API 3.0 RIHTREMNFRIESE (SDK) , TSSMRHIEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. FHiR6Y

KIS T2 O SSZIsEXRIEIRIS, EhERIDIERN AEIRG,
iRt i
InternalError PIEREEIR -
InvalidParameter SHEIR,
ResourceNotFound BEAEFE.
UnauthorizedOperation RIFHURME.
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1. EO#R

EOEKRER: cloudhsm.tencentcloudapi.com .

(e EEE G
ERAZOIERTZIRE: 100iR/%

#FEZ(ER API Explorer

=N

<> mEEiR

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK

UTERSHIIRFIE T ROBRSEMBO AHSY, ZBEAHSHIIRN 2HERSH,

RRRE.
2. N
SHEM D] ESid]
Action = String
Version = String
Region = String
Event = String
Limit = Integer
Status = Integer
BeginTime & String
EndTime B String
3. mitieH
SHEMW ESic] iR

fEik

H2%, XIEOE: ModifyAlarmEvent,

>

£33

W

#, AEOE: 2019-11-12,

>

AHSY, FERFmZIF hiEIE,

W

EESHM, ZIFCPUL. MEM. TCP
=BlIfE: CPU

SEEE
wBIE: 70

BERE, ORTEH, 1RTEH
=HE: 0

EEFRIE, REERXTHEEASEEEE, SIREndTimeRASHERTEXEE

FIE: 00:00:00

HEERIE, REERXIHENASRESEE, HiRBeginTimeRASHRTEXEE

wBIE: 23:59:59

W—i5K ID, HIRSIKER, SXERBSED (EHERERMRERERARSR, WXERTRIRE

Requestld  String

4.
TN SRR

IRIFRE: BR=ItE (It ) BRSEATF

Requestld) . EfIi@ETHREREIZRIFKA Requestld,
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(EEESEG
BT
POST / HTTP/1.1

Host: cloudhsm.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: ModifyAlarmEvent
<AHIERSE>

{

"Event": "CPU",

"Limit": O,

"Status": O,
"BeginTime": "00:00:00",
"EndTime": "23:59:59"

}

Lk e

{
"Response": {
"RequestId": "123456789"

t

1
i

5. FREHEIR

BR= APl &

Bz API & R&58 API X4, HiR63. APl Explorer & SDK SXFHNA—EATS, HEENE—AOSEGRERENRIZHERE API IR
E=D)

API Inspector

FRFEl&EE APl Inspector BEIEHEE—SIRMEXBE APARER, HEMERSIESIRAR API K53, BaEiiE API Explorer #{TE4R
ifo

SDK
= API 3.0 RItTERERMFRTEE (SDK) , XISSHRIZES, REEHEIEA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
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» Tencent Cloud CLI 3.0

6. FHiRG

AP T3 Ok S5ZEaXR05EIRD, HbEREIFER AHERE.
e
AuthFailure

InternalError

InvalidParameterValue

IRIRERE: BR=ITE (1bF) BRSEAE

fak
CAMEZ/EIUEIR
PIEREEIR

SHEEEIR.

=INE
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1. IO

EOBEKER: cloudhsm.tencentcloudapi.com .
REVEESG

BRAZEOIERINZMRG: 100iR/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. I NBH

MTERSHIIRFIE T ROBRSEMBR ALSY, REAHLSHIIRN AHLERSH,

SHER Witk £ ik
Action = String AHSH, REONE: GetAlarmEvent,
Version = String AHSE, FEORE: 2019-11-12,
Region 2 String AHSH, FRFERIIFHY HIHTIR

3. e
SRR £ ik
AlarmConfig ~ ATaY of FRF A R

AlarmPolicy

W—i5K ID, HIRSIRER, SRERBEE (EEREEMRERERIARS R, WZXERFS

R tid Stri N [
eques nng $%18 Requestld ) . EfABMAITHERMIZXIEKRE Requestld.

4, 76

B SRENESIRERRE
SREN 5 R
LN

POST / HTTP/1.1
Host: cloudhsm.tencentcloudapi.com
Content-Type: application/Json

X-TC-Action: GetAlarmEvent

<pIERSEH

{1
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=N

{

"Response": {
"AlarmConfig": [

{

"BeginTime": "01:00:00",
"EndTime": "01:59:59",
"Event": "MEM",
"Limit": O,
"Status": 7

"Uin": "22234567"

by

{

"BeginTime": "
"EndTime": "01:59:59
"Event": "CPU",
"Limit": 1,
"Status": 1,

"Uin": "2223456

b

{

"BeginTime": "0
"EndTime": "01:5¢
"Event": "TCP",
"Limit": 99,
"Status": o

"Uin": "2223456

I
"RequestId": "2045f89b
}
}

5. FREGR

BR= APl E&

[Eifl= AP SE& 24& API X4, iR, APl Explorer & SDK SEEHNA—EOTFS, HEEBMNE—AOZQREREN=IZMAIERE AP R
5o

API Inspector

FPAEE API Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZIESRAR APl X63, tEaAIFIE AP Explorer #177ELE
ifo

SDK

= API 3.0 I TREMFETRE (SDK) , IHSMRIZIES, EEAERM APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php

@ HE \_L:HE Z=hnE

Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. FEiRES

KNG THEOWSZEEXAEIRID, HERBIFED AHEIR0E,
R ik
AuthFailure CAMEZ/ERUEIR
InternalError PIEBEEIR o
InvalidParameterValue SHEMEEIR.
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/639/41451#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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Hif Ry

=IEE#HAYE: 2025-05-28 01:12:10

1. EOiE

EOBEKER: cloudhsm.tencentcloudapi.com .
EGFMTIE
ERAECIERITRIRF]: 100:R/E

#EF(ER API Explorer

=N

<> i

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

ERRG.
2. BN\2Y
DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW Wi ESic] iR
Action = String rH2H, FEOBYE: DescribeSubnet,
Version = String ~HSH, FMEORE: 2019-11-12,
Region = String LS, RS igFE.
- o BEEE, LimitHBEE[, 100]Zid.
Limit = Integer SEIE: 10
RZE, RIEEKR0NH0,
Offset =
se = Integer =@IE: 0
. HiEEVpcld FHIFRIES
Vpcld = S
pe = tring HE: vpc—ncOyvubp
. TiERH
SearchWord & =
carchior - String FBIE: subnet-4vxnrico
3. e
SHEW St iR
REIRIFRIEE
Total =
otalCount Integer =BIE: 1
Array IRERYFRISEBIFIZR o
SubnetList  of FBIE: [{"AvailablelpAddressCount":239,"CidrBlock":"10.0.0.0/24","CreatedTime":"2024-05-
Subnet 09 19:51:50","Ipv6CidrBlock":"","IsDefault":false,"Subnetld":"subnet—

4vxnrico","SubnetName":"test_5_01","TotallpAddressCount":254,"Vpcld":"vpc—nc9yvu5p"}]

W—iER ID, HRSBIRER, SRERTSEE (SEREEMREEKRERERSR, WZXERFTIRE

Requestid Stri
au rng Requestld ) . sEfE R EEIRHZRIERI Requestld.

4, 76

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/639/41450#Subnet
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeSubnet

@ HE \_L:HE Z=hnE

PN ERTFRTIR
ERFRIIE

BT
https://cloudhsm.tencentcloudapi.com/?Action=DescribeSubnet

&0ffset=0

&Limit=10

&VpcId=vpc-2atSylpn

s<pIERSH>

"Response": {

"SubnetList": [

{

"VpcId": "vpc-2atbylpn
"SubnetId": "subnet-otu
"SubnetName": "BKIAITHZ
"CidrBlock": "172.16.16.0
"Ipv6CidrBlock": "3402:4e00:20:
"AvailableIpAddressCount": 2
"CreatedTime": "2017-04-20 11:30
"TotalIpAddressCount": 2

"IsDefault": false

] 4
"TotalCount": 1,

"RequestId": "20569756-56ba

5. AR EHR

BR= API &

Sl API SEE 248 API X#4. {88, API Explorer & SDK $ZENSH—EiIFE, HEENE—ANOZTORERBNZIZENRE APl IR
£

API Inspector

FPaiEE API Inspector BEIEHAE—SRIEXER AP ERER, HENERSIESIRAN AP 58, BaFiE API Explorer #T1E&E
i,

SDK

= API 3.0 RETEREMNFATIEE (SDK) , ZISSHRIZIES, sEEHERER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php

O BHS
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» Tencent Cloud CLI 3.0

6. $EiRE

KRS T2 AW S5ZREXRIEIRS, EMIEREERL 2

§RIREG

InternalError
InvalidParameter
ResourceNotFound

UnauthorizedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

fak
PIEREEIR
SHIEIR,
BREFFE.
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=N
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/639/41451#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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IREN S RIMBIERRSZ IS AR IR

IEE#HATE: 2025-04-25 01:18:27

1. O

EOBEKER: cloudhsm.tencentcloudapi.com .
TREN AU PR ST ISR TR

BRAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. INSH

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

SHEW Wik £S5l 3%
Action = String aH2E, AEOBE: DescribeSupportedHsm,
Version = String ~HSE, AEONE: 2019-11-12,
Region = String AHSY, ERFFRTIFH thiRiE,
. Hsm38Y, nfigfEall. virtulization. GHSM. EHSM. SHSM
HsmType S String —
=BIE: all
3. e
BHEW ESic] iR
DeviceTypes Arra.y of LRIl FrSZISHYIR BT
Devicelnfo

Reauestd strin B—iER D, BIRSHER, SRERELER (EBRESMEERSEARSR, WDERTS
9 9 %18 Requestld ) . EIITRBEEIRELRIERI Requestld.

4.
N ESTRAIHS MR
EifZiFHHSMEE

BATH

https://cloudhsm.tencentcloudapi.com/?Action=DescribeSupportedHsm

s<AHERSH>

BHRE
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https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/639/41450#DeviceInfo
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeSupportedHsm

=N

{

"Response": {
"DeviceTypes": [

{

"HsmTypes": [

{

"HsmType": "EHSM",
"Model": "TA CRYPTO ENGINE
"VsmTypes": [

{

"TypeID": 15,
"TypeName": "EHSM"
t

]

by

{

"HsmType": "SHSM",
"Model": "TASS CRYPTO ENGINE",
"VsmTypes": [

{

"TypeID": 47,
"TypeName": "SHSM"
}

]

Hy

{

"HsmType": "GHSM",
"Model": "TASS CRYPTO ENGINE",
"VsmTypes": [

{

"TypelID": 31,
"TypeName": "GHSM"
}

]

by

{

"HsmType": "virtualization",
"Model": "SJJ1528",
"VsmTypes": [

{

"TypeID": 49,
"TypeName": "SVSM"
by

{

"TypelID": 17,
"TypeName": "EVSM"
by

{

"TypelID":

IRIFRE: BRzITE (165 ) BRSEAS £890 H109@




=N

"Manufacturer": "TASS"
by

{

"HsmTypes": [

{

"HsmType": "virtualization",
"Model": "SJJl601",
"VsmTypes": [

{

"TypelID": 149,
"TypeName": "SVSM"

by

{

"TypeID": 117,
"TypeName": "EVSM"

by

{

"TypeID": 133

"TypeName": "

t
]
t
]

’

"Manufacturer": "SANSEC"

I
"RequestId": "59%aa’
}
}

5. FREGR

BR= APl &

Bz API & R&58 APl X#4. HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSORERENRIZHERE API IR
E=D)

API Inspector

HBRFaEEE APl Inspector BEEEHIGE—SREXIXN APRBER, HFEMENZIESRA API K88, tBaaiiE API Explorer #TTELIRE
ifo

SDK
= API 3.0 Rt TREMNFLIESE (SDK) , SSHRIZIES, EESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java

@ HE \.L;HE ZINEH

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. HiRG

KITFNGIH TEOWSZEEXAEIRIG, HEiRBIFERD AHEIR0E,
R iR
AuthFailure CAME & /[EMUEIR.
InternalError PIEBERIR -
InvalidParameter SHEIR.

IRIRERE: BR=ITE (1bF) BRSEAE 5892 #109%;


https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/639/41451#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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IRINARPR2AIIER

=IEE#HAYE: 2025-05-28 01:12:10

1. &Oid

EOBEKER: cloudhsm.tencentcloudapi.com .

RIERFIIApPIdIRENAFPE£ESI%

EUAZOIERINEZRIRS: 100iR/%

#EFER API Explorer

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

ARG,
2. AN
SR Wik
Action =
Version =
Region =
Offset =2
Limit =
SearchWord 5
3. iy
SHBMR £
. Array of
SgList SgUnit

TotalCount Integer

Requestid String

4.
RPN PR LE5IE

ESic] iR
String ~HSE, AEORE: DescribeUsg.
String ~HSE, FEONE: 2019-11-12,
String ARsH, FRFERSTGH gy,
| mBE, HOffsetflLimitiIH0HE—XIEHREIAFRENELETIE.
nteger —
=~BE: 0
| BESE, HOffsetflLimitiyH0IE— R REIRFFRENZEAE,
nteger _ .
wFE: 10
Strin HREM, ZFRLAHd
g TBIE: sg-p9k0sw;j3
HEiR
BRBZLANE

FBIE: [{"CreateTime":"2024-08-30 10:16:07","Sgld":"sg—p9k0swj3","SgName":"ii&E22, 80,
443, 3389ixAFICMP11i%-2024083010155758656","SgRemark":"ARMBE=ENERAERKRweb
IRESixO, AREBE. "1

REIRNZSAHE
HUE: 1

W—iEX ID, HIRSIRER, BRIERTBSRE (HEFREEBFEEKRGERERSW, WiZRERFJIKE
Requestld) . Efui@RITHRERHIZRIER Requestld,
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https://cloud.tencent.com/document/api/639/41450#SgUnit
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeUsg

@ HE \_L:HE Z=hnE

REAFR2ASIE

BATH

POST / HTTP/1.1
Host: cloudhsm.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: DescribeUsg
<AHIERSE>

{
"Offset": O,
"Limit": 10,

"SearchWord": "sg-p9k0Oswj3\t"

"Response": {

"RequestId": "25l1e4fb4-110a-4

"SgList": [

{

"CreateTime": "2024-08-30 10:16:0

"SgId": "s

"SgName": "HiE22, 80, 443, 3389%UmHEFATCMPHMY-2024083010155758656
"SgRemark": RIBE=ENERERRwLRSIKA, ANESKE, "
b

{

"CreateTime":

"SgId": "s

"SgName": "de

"SgRemark" :

b

{

"CreateTime": "2022

"SgId": "sg-ro3eh7bb",

"SgName": "Hi@22, 80, 443, 3389%uwAFITICMPHINY-2022091811240925063",
"SgRemark": "RMEEZENERERKRveblRSinO, RMMEKIE, "
b

{

"CreateTime": "2022-02-10 14:24:04",

"SgId": "sg-3gcokmyz",

"SgName": "HUBLERiKI]-2022021014240020071",

"SgRemark": "REZINRAZIAMIIAM, E—EZEXE"

}

i

"TotalCount":

IRIFRE: BRzITE (165 ) BRSEAS 5894 H109]
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5. FREGR

BR= APl &

Bz API E& 2458 API 34, HiR63. APl Explorer & SDK $XFEHNA—EATS, HEENE—AOEGRERBENRIREIRE API IR
E=)

API Inspector

FFAEEE APl Inspector EEIEHIGE—SREXIEXR AP ERER, HEEMSIESIRA API 1853, tBaTEiiE API Explorer B3R
ifo

SDK
= API 3.0 Rt TREMNFRIRE (SDK) , MSSHRIEES, LELENRER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

6

Tencent Cloud CLI 3.0

. RS

KNG TEOWSZEEXEIRID, HSRBIFED AHEIR0,
R ik
InternalError PIEREEIR o
InvalidParameter SR,
ResourceNotFound BRAFE,
UnauthorizedOperation RITBURME.
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
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IRNEZEHIFIS

RIEE#HAYE: 2025-05-28 01:12:10

1. O

EOBEKER: cloudhsm.tencentcloudapi.com .
KL LEFE

BRAZEOIERINZIRG: 100iR/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. NSH

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

SHEW Wi ESic] iR
Action = String aH2E, AEOBYE: DescribeUsgRule.
Version = String ~HSE, FEONE: 2019-11-12,
Region = String ~HSE, FRFFRXIGH HiEgFIR,
o . Z2HId5IE
Sglds.N = Array of String FOUE: ["sg-6tjv5yxb']
3. mitieH
BHEW ESic] 3%
Array of ssg
SgRules UsgRuleDetail RSN
RYMIFBEHE
TotalCount Integer —

E—i5K ID, HRSiKER, SXERFEE (EHERERMRERERIARSR, WZXERT

Requestld  String £3%(8 Requestld ) . EITERBEIREZAERE Requestid.

4. 74
PN BRI

BATH

https://cloudhsm.tencentcloudapi.com/?Action=DescribeUsgRule

&SgIds.0=sg-6tjv5yxb
s<AIERSH>

IRIFRE: BR=ItE (It ) BRSEATF 5896 H109:


https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/639/41450#UsgRuleDetail
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeUsgRule

=N

"Response": {
"RequestId": "
"SgRules": [

{

"CreateTime":

"InBound": [

{

"Action": "ACCEPT",
"Desc": "Default rule",
"Ip": "0.0.0.0/0",
TREEETg TALLY,

"Proto": "ALL"

I

"OutBound": [

{

"Action": "ACCEPT",
"Desc": "Default rule",
"Ip": "0.0.0.0/0",
TReEETy TALLY,

"Proto": "ALL"

I

"SgId": "sg-6tjvSyxb",

"SgName": "default",

"SgRemark": "System created security group",

"Version": 1

I
"TotalCount":
}

t

5. AR EHR

BR= APl EE&

Bz API E& 258 API 3. (5iRf3. APl Explorer & SDK $BEHA—ERTE, AEENE—ANOFGRERBN=RAFRE API R
E=)

API Inspector
FBFE&ET APl Inspector EEEHAE—HIREXEN AP RBER, HEERSIESRAN API K13, taEFiE API Explorer T
ifo

SDK
= API 3.0 RItTRENFRIESE (SDK) , SSHRHIEES, sEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py

O BHS

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiR6G

KITFNFIH TEOWSZEEXNEIRIG, HEiRGIERD AHEIR0E,
e ik
InternalError PEBEEIR o
InvalidParameter SHER,
ResourceNotFound BREAFE,
UnauthorizedOperation KRISHURIE

IRIFRE: BR=ItE (It ) BRSEATF

=N
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/639/41451#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT
=i I =] LIRS

IEE#HASE: 2025-04-25 01:18:26

1. &OiE

EOBEKER: cloudhsm.tencentcloudapi.com .

EiNAFRABERETIR
BUAROIERINERIRS: 200R/%

#EFER API Explorer

=N

<> i

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK

ARG,

2. BN

UTBERSHEIRGIE TEOBSKRSHENBOAHSE, REAHSHT
SHEWH whisE
Action =
Version =
Region =
Offset =2
Limit =
SearchWord &

3. mem
SYEW ESid] R
TotalCount Integer =G 1
VooLict Array of VpciigFiE
pcLis Vpe

Requestid String

4. 76

7PN IEVpcHiE
IKERVpcFlE

IRIFRE: BR=ItE (It ) BRSEATF

ESit]
String
String

String

Integer

Integer

String

BIEREIRIFREVpcERS S

m
=
B
S
il
%
o
o

~rHESH, FEOBYE: DescribeVpc,

W

AR, FMEORE: 2019-11-12,

\

N

AHSY, FRFEmSTIF tiF5IR.

EEREE, Offset&NE0,
HIE: 0

REIHE . LimitEZEEM, 100]ZiE,.
~fBiE: 10

mRXEF
FBIE: vpc—nc9yvu5p

TBE: [{"CreatedTime":"2024-05-09 19:51:48","IsDefault":false,"Vpcld":"vpc-
nc9yvu5p","VpcName":"test_5"}]

H—iER ID, HRSiRER, BRIERFBSIRE (EHEREEMREEKRGETERS, WZXERFRIRKE
Requestld) . EfiTRIHERHIZIRIEKRAI Requestld,
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https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436
https://cloud.tencent.com/document/api/639/41436#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/639/41450#Vpc
https://console.cloud.tencent.com/api/explorer?Product=cloudhsm&Version=2019-11-12&Action=DescribeVpc

@ HE \_L:HE Z=hnE

BT

https://cloudhsm.tencentcloudapi.com/?Action=DescribeVpc

&0ffset=0

&Limit=10
s<pIERSH>

"Response": {

"RequestId": "53£36372-7b0e-4a24-879b-1£8b877023a0
"TotalCount": 1,

"VpcList": [

{

"CreatedTime":

"IsDefault":

"VpcId": "vpc-nc9

"VpcName": "

5. AR EHR

BMZ= APl E&
BflZ AP| F& &8 API XS, $iR63. API Explorer & SDK $ZENS—EHTE, HEGME—AOZAREMBARRMIE AP IR
%o

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESIRAE API X583, tBaIaiiE API Explorer #1374
ifo

SDK

= API 3.0 BRIt TREMNFRIEE (SDK) , MSSHRIZIES, LELENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cloudhsm/v20191112/cloudhsm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cloudhsm/v20191112/CloudhsmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cloudhsm/v20191112/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cloudhsm/v20191112/cloudhsm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cloudhsm/V20191112/CloudhsmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cloudhsm/src/v20191112/CloudhsmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cloudhsm/lib/v20191112/client.rb
https://cloud.tencent.com/document/product/440/6176

@ HE \.L:HE ZIEH

6. FHiRtS
KITFNFIH 7O SZIEERREIRIG, HEiRIER AHLEIR0E,

Hixhg ik
InternalError PIEBEEIR
InvalidParameter SHER,
ResourceNotFound BREAFE,
UnauthorizedOperation RIGIURIE
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® HE \.L:HE ZINEH

iR

RIEE#HATE: 2025-04-25 01:18:27

AlarmPolicy
SR
#WANT#EOS|A: GetAlarmEvent.

25 SR R
. _ BPKS
Uin String FfElE: 100030647170
) HEEEy
Event String SIE: CPU
. HEiHE
Limit Integer TENE: 90
Statue nteaer EERMESEN, 0: £, 1: B
g REIE: 0
Bociiie Strin ERXMEAEA RiFRESE
ginTi Ing fifE: 00:00:00
_ ) EXA AR fRiFREEE
EndTime String TEHE: 23:59:59
Devicelnfo
REAER

#HaNT#EOS|M: DescribeSupportedHsm,

E=4 E-5id] i
. IS 2R
Manufacturer String =@iE: TASS
HsmTypes Array of Hsminfo W EE TRIREERIIR
Hsminfo
TEIINENERER

#HaNT#EOS|A: DescribeSupportedHsm,

E=1i ESid] 3%
R =
Model String MRS

=E: SJJ1528
VsmTypes Array of Vsminfo LRI INZN R I5AIV SM2EBIIR

IR virtualization. GHSM. EHSM. SHSM

HsmType String RIE: virtualization

IRIFRE: BR=ItE (It ) BRSEATF 55102 109



O BAS el

Resourcelnfo
wEEE
#WANT#EOSIA: DescribeVsms,

& xu fai
, ZiEld
Resourceld String FBIE: hsm-aj8fp8a0
. BRSH
ResourceName  String RflfE: defaultHsmName
Status Integer ARV, IR, 2R, 3T
9 wIE: 1
. ) HERIP
Vip String FEIE: 1.2.3.4
. BRFTEVpC
Vpcld String TBIE: vpc—7vv1g6x9
) ERFRE TR
Subnetld String TBIE: subnet-1xaztwla
) HREREHSMNAE
Model String TBE: SJJ1528
Z=INEMSEEId
VsmType Integer THMHE: 17
_ biuhar el
Regionld Integer hUE: 1
Xi%ld
Zoneld Integer SRBIE: 100001
o idHARdiE ( Epoch Unix Timestamp)
ExpireTime Integer EE: O
. ) Htbiah =2
RegionName String SBME: T
) Xi%Z
ZoneName String FEIE: TN—X
Array of SRR SEIE
SgList S Uﬁit RBIE: [{"CreateTime": "2023-06-05 10:59:39", "Sgld": "sg-f51mj0kl", "SgName":
9 "casb-proxy-2023060510592885829", "SgRemark": "HEX" } ]
. FRETR
SubnetName String =f{E: Default-Subnet
_ LHEIEFIREEETH
Expired Boolean FOIE: false
RemainSeconds | Inteaer AEHFFEGIESTHHEERRS O, ARHRTEEIHS O
9 FOIE: 29123420
VpcName String el

IRIFRE: BR=ItE (Ib5R) BRSEAR

=BlfE: VPC-CLOUD-GZ
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O BAS

E=3

CreateUin
RenewFlag
Tags
Manufacturer
AlarmStatus

SgUnit
REARRED

Sl

String

Integer

Array of
Tag

String

Integer

ik

BIEEVINKS
wfE: 2942368751

BmEEREIRA, 0-FmhEE, 1-BahiEsE, 2-FFE
hiE: 2

tREEFIER
7J_T1§ME: [{ "TagKey": "i:_.'é:gl}ij", ||Tagva|ue||: usmuiitn }]

'
BIE: TASS

BHERE, 0: =/, 1: BA
=BIE: 0

#ANTEOSIA: DescribeUsg, DescribeVsms.,

=3

Sgld

SgName

SgRemark

CreateTime

Subnet

Subnetiig:

#INTEOSIA: DescribeSubnet,

=3

Vpcld

Subnetid

SubnetName

CidrBlock

CreatedTime

IRIFRE: BR=ItE (It ) BRSEATF

s HR
Strin 22EId
'ng FBIE: sg-3qcokmyz

Strin EEEEM

g FONE: MBSO
Strin Eix

g FEUE: WitEELE
String BIEERSE)

~BIE: 2022-02-10 14:24:04

B ik

VPCfIID,

String FBIE: vpc—2at5y1pn
Strin FREBFID, FiEN: subnet-bthucmmy,
9 HE: subnet-otu92seu
String FRET,
REHE: BAT = XFR
String FMEY IPv4 CIDR,
TEHE: 172.16.16.0/24
String EdEES RIS

~BIE: 2017-04-20 11:30:48

=N
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® HE \.L:HE ZHIE

E=4 ESic] iR
. B HIPE .
AvailablelpAddressCount Integer SOIE: 2

FMHKY IPv6 CIDR,

iprecidrBlock String =5E: 3402:4e00:20:1201::/64
TotallpAddressCount Integer SIPH
’ g FOUE: 254
2B AIASubnet
ebefault Boolean TBE: false
Tag
e

#ANTEOSIA: DescribeVsmAttributes, DescribeVsms,

E=4i ESid] Whigk iR
. - IR
TagKey String = FEIE: env
. o FEE
TagValue String = FOIE: dev
TagFilter
IR ESH
#HaNT#EO5|M: DescribeVsms,
E=4i ESid] Wik 3%
. - REiE
TagKey String = SOIE: env
. FEE
A=
TagValue Array of String a SOIE: dev
UsgPolicy
RREFE
#HANTEOSIA: DescribeUsgRule, DescribeVsmAttributes.
E=1i ESic] 1275
| Stri cidrigztitaiit
P ng FIE: "0.0.0.0/0"
d Strin Z2EIdERIBITES
9 THIE: "sg-id"
Ride=aythteE S
AddressModule String RIS

BIE: "addr-id"
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Port

ServiceModule

Desc

Action

UsgRuleDetail

ZEANMNFERE

#HaNT#EOS|M: DescribeUsgRule, DescribeVsmAttributes.

E=
InBound

OutBound

Sgld
SgName
SgRemark
CreateTime
Version

Vpc

VPCX%

S

String

String

String

String

Array of UsgPolicy

Array of UsgPolicy

String

String

String

String

Integer

#HanT#EO5|/M: DescribeVpc,

=4

VpcName

Vpcld

CreatedTime

IRIFRE: BR=ItE (It ) BRSEATF

String

String

ik

754
~EIE: "ALL"

w0
~ffE: "ALL"

IRS3HIdURAMNNANIROSES
HIfE: "sve-id”

&it
EE: "EEXR"

tEef=17/3:ACCEPT/DROP
=fIfE: "ACCEPT"

ik
PN
HusFRm

Z24HId
FBIE: sg—1234abcd

RLEZIR
=fHE: default-name

&ix

FBIE: System created security group

eUEERdia)
=fIE: 2023-06-0510:59:39

IR
EHE: 1

fak

VpcEiR
THIE: test_5

Vpcld
TBIUE: vpc—nc9yvubp

ellbe iRl
~fIE: 2024-05-09 19:51:48

=N
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@ ﬁﬁfﬂﬁ ZINZHL

i % s
=LY
IsDefault Boolean El:ljﬂ..ﬁIAVPC

BE: false

Vsminfo
ZIFHVsmERER
#HANTHEOS|A: DescribeSupportedHsm,

& xE L
) VSMEBIZTR
TypeName String RHE: EVSM
VSM8E
TypelD Integer FBIE: 17
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O BAT

tRIRAD

RIEEFATE: 2024-12-20 01:16:07

LhREixAE

NRREESRPIFE Error FER, WRTIFR API #A%XW. Fign:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

=N

"Message": "The provided credentials could not be validated. Please check your signature is correct."
by
"RequestId": "ed93f3cb-f35e-473f-b9£3-0d451b8b79ce"
t
}

Error Hf Code FRi&iIRIEB, Message FRIZEIRNEKER,

HiREsIE

2ILEIREG
e
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

AR

BEOEBTZ.

ERLEBAY Authorization FEASBINERE.
BHIEE (F2= API BE2EE)

MFA $8i%.

BIRTEE. B EHE RERREECRNIRSERA, IRSES,
FRERPREIRESIEN, FEREAEEER.

ERIEH, Timestamp HRS[RIFEEERSEIHSH, BEEFI
RHEEAIRERERE .

ERER. ERITEER, AURAASAPNERTENEREERIE
g,

token iR,

IERFKIEN . 152F CAM LRI EINATIHEA

DryRun #2{E, ARBERESZAHIING, RRBET DryRun £,
B

PIEBEEIR o

BOXREFE.

SHEIR (SESHE. EBFER) -

SHEEREIR.
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

iAE
iBEXK body B9 multipart t&iEiR .
IP it R Z g,

IP it FEEZ ST,
BT B ERPR S o

g

W

.
FRAFE
EOREFFE.

IEREGREGED T 4R RE

=INEE

RequestLimitExceeded.GlobalRegionUinLimitExceeded XIS BiTSAZEIREI,

RequestLimitExceeded.IPLimitExceeded IP BR5%,
RequestLimitExceeded.UinLimitExceeded FIRSIRIR
RequestSizeLimitExceeded BEREBEIREIK
ResourcelnUse RiFE G
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable REAAH.
ResponseSizeLimitExceeded IREIREEREIA
ServiceUnavailable LRRSENATA.
UnauthorizedOperation RIGHURIE

UnknownParameter FMSHER, APSEREXNSHRSHEIR.
UnsupportedOperation BERZS .
UnsupportedProtocol http(s) IERIMYEIR, RZH GET #1 POST &K,
UnsupportedRegion BOFRSZISFREbS

IS ARG
iRt i58H
AuthFailure CAMEZ/ERUEIR
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