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Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZEREO, BUYES Describelnstances.

HTTP i&ksk: X-TC-Region, iiFS#, ARIFKIFEREM M MELOEIE. ESSEOXES
Region String - BMASHEDXTAHSH Region BURA, FE: BEEEOFAEEMSRIZE2Y, BOMXERESXTISE
HEA, EEREEEZSHEFAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3iE&, =lcRA&IE AP iERRIESE, 5140
1529223702, #E&: MRSHESHREEZELSIW, SSIESSIMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, E{E8Y API BIRA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Hlan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frEREIRIBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFmE, BENIEZE
%, f5ian, 1H3 cvm.tencentcloudapi.com BEEEFREE cvm. A=REUEA tag;
tc3_request AEEFEFE;

- SignedHeaders: £5&%&itHIILEMSR, content-type 1 host Jau4i%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FiEMRSS FIRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLZIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIRELL Token FER,
. HTTP i&dksk: X-TC-Language. IEEEORER/IES, (NEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MR =R S E6FIRPIEIT1, BOSEIRENREE Offset=0, REEE Limit=10, WEGEREMEZEIEKR URL. 15

KRB, BRETHIINT:
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Authorization: TC3-HMAC-SHA256 Credential=AKID******kkxkkkkkkxkkkxkkxkkxxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHIRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkxkkxkkkkkkkxkkxkxkrkxkkx*x/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRA ((VSEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edbic
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--
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ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR, EOESHtEESEROXXEPRASHEAHES
Region String - # Region BiRAR, FE: RUEOFRABEERZESY, EBOXEhESILSERE, RS
BiZzeHthFaER.
. o A0 UNIX BSiaE, aicR&RE APl iERAETE, $la011529223702, MMESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = TR
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA RIFEE.
B) 22 EIFRSE PR RIIGRTRSEIEHREY Token, {#AREEIS Secretld #1 SecretKey i
Token String & EFEIRAIGITRZLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER. BERIFTEIT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbeec224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

Dx*xkkhkhkhkhkhkrkrkrhkxhkrhrhkxhkhkxx
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O BAS i

ERBiEVv3
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O BAS i

RIEEFRASE: 2024-12-25 01:59:16

MTXiERET E&85% v3 NEREE, ENESKEACHABRRAMAERET AP HAEH. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bil=a<fTIR (TCCLI) SARETIR, NIZWEIMT AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOE SN EMIIE

Bz APl 2XBMERHITESHINE, ARFEERAREEI, SFENSEMERH#TES (Signature) , BNMERBTEELAHSHPIEE
BZERBERFIUEENHAMMENRZER,

A LBBTES
ERBIUTHRBERIFER:

1. BIEBRENSH
ESWMRERZHFEERHBHPIALEN . BESHEHE = AP| % TERNEHHEXER.

2. RiPfEmP AR
ATHILEREEMEEPREN, Bz APl SERBERSEKRITEIERIEEE, HSERNIEFENSERENERI—BS, KEFBEA=
API BRS38: . IRSBHBRLEAWEIERSHARFHIRETEIRSE, HIRIESRPOEEE. MREREEY, SSHRFEET—H, Bz AP
BEERKXIER,

#E&HiE v3 (TC3-HMAC-SHA256) IRt LBE T LARIMERSE v, MEEZRE, SIFEKRMIER, X5 JSON 8=, POST iERZHES
HEMZ=F5HE, U —ERA, BEERZESHETEES,

BURIERL, ZBINGER API Explorer Rl “SZ5RER” 8L, EEEFRAS “API13.0 £8 v3” , AILANERERIIEHTINE, thoTEEER
SDK X5, #FERBNT AP| BBER 8 MERMREIZIES SDK, ELHRTEBMEKRIRE, HWEHRIE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

RiERSFIE

AXERNREFIEARER, FPQE Secretld #l SecretKey. B1MAFPRSILUBERIER.

- Secretld: BF#5iR APl {ARERS, WAERELHARE,
+ SecretKey: FBTFIIE API ARENSS, TLARRSELHED,
- APAATERERSRE, BRLE, EURERMTRE. NCHRE, WIARMERSKIE.

RIEREFIENEFSENT:

1. ER BN=EEBPOEHS -
2. BitE =APIEH AYEHIATRE,
3. £ =APIEH WHE, B [ #HE%H | tlE—E8,

ERRA v3 ERTE

= API 2#5 GET #l POST K. MFGETHX, R%HF content-Type: application/x-www-form-urlencoded Y&, WFPOSTH

%, BBEISZ$F content-Type: application/json BAR Content-Type: multipart/form-data PRFPIMYIERS, json BREASEEOYS
£, multipart SSXRBFEEOSE, WEHZEOTEEER json SRXER, SERMAWSIEONERE. #FER POST 5K, ENMmENERHF

ZER, (B GET iEkR%#F 32 KB LARRIERE

TEUSRSHEOT MXEFFIREAGTF, SEBENMEERNITETE. RiNEFZEO2EN:
1. ZRSHJEOACTHE, &EORER;
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https://console.cloud.tencent.com/api/explorer
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https://console.cloud.tencent.com/api/explorer
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet
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https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

O BAS e

2. ZEARRIEN, FENENERRIRE;
3. EOESSHHAER S, AINETESIREERISAMEER.

FEfIR, FeatsyEERONSY, RIEEEFESZLENER. ELMRABKEON, BRIEIFERE, SMEONSHEHFER, FE2EY
EAMBIFRISHANE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIFEERIEMSE, §I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%UE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ok ok kR ok ok k kR ok k ok ok k ok k ok ok ko kxk kxR

FEREEMMRARSFSH “Kad” HENRS, RRE—REE. WisKTEERH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3 AC-S 6 cedential=AKID* * * * * % % % %

. 1551113065"
n: 2017-03-12" \
X-TC-Region: ap—guangzhou" \

-d '"{"Limit": 1, "Filters": [{"Values":

TEHFAREEZITELEE.

1. BHEHNIEER SR
BRI ARBERBHENBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREMH fERE
HTTPRequestMethod HTTP i&k%5i% (GET. POST ) . IRBIEMES POST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

&2 HTTP i5k URL FRIEIGFHE, WF POST idK, BEAZFHE"", MF GET idR, Wi URL #
@Bs (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString EZ2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, HEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ZRLEMER, ELES host #l content-type B LEE, EAINMARMAHSSEZLUREESIER
AR, WRGIERIMEI T EO&LER.
HHERm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, RE key:value\n #&xUHE;
2. 24 LEB, 1%8RLED key (/NB) BY ASCI ASE#{THHE,

IRIFRE: BR=ItE (It ) BRSEATF 519 #1283,


https://tools.ietf.org/html/rfc3986

O BAS e

FEREMN 53

LERBITEEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

iFE: content-type %RAISEIFRERIBHS, BLFEIZIESNEEREREERSEMFM charset &, W
REBHPNEENF—H, RSBSRESZRKIEEK .

S5EZLINER, HIBLRIEREMLLESS5TES, #l CanonicalHeaders B &HILARBRE—3I
RifY. content-type #l host J9:4i%ELER,
BHE:
SignedHeaders 1. &8 key Hi—HHI\E;
2. 2MkEB key (NB) REB ASCIH FEi#iTHHE, HEUSE (;) £R.

It R= 5 content-type;host;x-tc—action

IBRKIEX (payload, Bl body, MRfIJ ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BIGHEE, HEHBH
HashedRequestPayload  Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP i&RIEX SHA256 8
%, RETRHERE, RERERERENSFE, WF GET 5K, RequestPayload BEIEAZEZEFFH, It
TETEEERR 35¢9c5b0e3ae67532d3c9f17€ad6c90222632e5b1ff7f6e89887£1398934£064,

HRIELA LRI, REIFPSEIRNEERBNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1££7£6e89887£1398934£064

2. PHERFSEFE
BT SRS ERF R

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM fER
Algorithm F2HZ, BAIEREH TC3-HMAC-SHA256,

iERATEEE, BIERLIHINTESE X-TC-Timestamp BUE, EXZFIEE UNIX BIiEE, BRI, R

RequestTimestamp fBIE{ES 1551113065,

EIEBE, 8=V Date/service/tc3_request, 85 HHEA. FRiERAIRSNEILZFH
(tc3_request) . Date J3 UTC {RERSEINAN, REBEMAHSE X-TC-Timestamp EERY
UTC iREREIARE—3; service A RS, YRSEBNFREZ—H. IRFTEERERE 2019-02-
25/cvm/tc3_request,

CredentialScope

IRIFRE: BR=ItE (It ) BRSEATF 5520 #128m@
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FEREMN R

BIRASRHHEFRSHUEIERBAREE, HEMHRBRR
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). ltRFlitEHERZE
7019a55be8395899b900£b5564e4200d984910£34794a27cb3fb7d10ff6ales4,

i
@

1. Date %ZAMESEEE X-TC-Timestamp i+t&EEE, BIfX) UTC+0, MRMARZFHRER, FINF/I\K, SSEAXME LERA
FTh, (ERERINARAMELY. FigitiEEEd 1551113065, #F/\RAIETER 2019-02-26 00:44:25, {BEitH 5518 Date BY
UTC+0 a9RHIRZJ 2019-02-25, A= 2019-02-26,

2. Timestamp #RRSHFIRZANE, BFERERANDFIRERDIRESHN, NRESESHSHNLERY . WRKIEFFREERE
&, URET—RIERE, EREY, BREZERIHHER.

RIELA LRI, REIPEEINFERFFRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request
7019a55be83958990b900£fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. itASS
1) HEIREZZEA, BRBNT:

SecretKey = L I R I

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IRELAIZESA SecretDate . SecretService ¥l SecretSigning BTHHIRIEIE, TEEEARTITNZER, BEEN+HEZHFRITEIAEE
23373: da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

imEE, FRNRKEES, HVAC ERSHPSHIRFTER—, BUERERE. WEHhRBHBESH key £/, HESH data 5. BEF
EFERYSREETHFIERNELEE, alsSR I TERFIHEHIERAREIE, b ERRRTEHIEN .

FREM R

SecretKey JERART Secretiey, B « stk iahkon kot donkon i kon ks dox sk
Date BD Credential HfY Date FERIEE . MRHIEUEN 2019-02-25,
Service Bl Credential HifY Service FERIEE . WRFIBUES cvm,

2) iHEES, (ARBEIT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))
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BRBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o
4. 1% Authorization

BTN HHE Authorization:

Authorization

Algorithm + ' +

'Credential="' + SecretId + '/' + CredentialScope + ', ' +

]

'SignedHeaders="' + SignedHeaders + ', ' +

'Signature=' + Signature

FRER R
Algorithm BEHiE, BEIEN TC3-HMAC-SHA256,
Secretld ggﬁxﬁ:‘:ﬂg Secreﬂd, BI AR T D * o & o ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK K Kk

CredentialScope REX, EEEE. WRGITEERRE 2019-02-25/cvn/tc3_requesto

SignedHeaders BEX, 25FZRILEMER . WRHFIBUEN content-type;host;x-tc-action,
Signature FBRHE, WREITEERR 1001a37a7301a02cal9%a647ad722d5e43b4b3cf£309d421d85b46093f6ab6cdfo

RIELA LRI, REIFPSEIRED:

TC3-HMAC-SHA256 Credential=AKID******kxkkkkkkkkkkrkkkkkkxkxkx*x*x/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301lal02cal%a647ad722d5e43b4b3cff309d421d85b46093f6ab6cdf

RESBIFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkkkkkkkkkkkkxkkkkkkkxk*kx*x/2(019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6abbc4f

Content-Type: application/Jjson; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

D EE:

ERRIXEH HTTP k8 (Header ) FliER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEREESF—HER, Tl
{IENSCERERAR, MEMBEFHAXILHIE,

IRIFRE: BR=ItE (It ) BRSEATF 5822 #128;



O BAS e

o33

EEiREA API 3.0 BY, #E(EARENMEILZ SDK 3.0 , SDK #RTESBMIERE, ARNAXEFRIGHHEMEORT . #FHAEESR SDK
o HAISFFHIRIZEIESA:

« Python
- Java

« PHP

« Go

¢ NodeJdS
« .NET

o C++

« Ruby

TEERET FRFRIEMES demo, EALMEEIMMNFREEEZIER:

« Signature Demo

ATERRMFERERLE, THRMUZRREEES A6, BLRNER IR, BEROES . ARNROMSHNEELSI LIRSS ENE, K
BRABEEILE, HATESERY, LFFRIEREMERE SDK.

Java

java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;
java.util.Date;
java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

[
1

= StandardCharsets.UTF_S8;
= System.getenv ("TENCENTCLOUD

= System.getenv ("TENC

= "application/json;

[] hmac256 (! [ key, String msg) throws Exception {
Mac.getInstance ("Hr
= new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

turn mac.doFinal (msg.getBytes (UTF8)) ;

String (St g s) throws Exception {

= MessageDigest.getInstance ("

md.digest (s.getBytes (UTF8)) ;

IRIFRE: BR=ItE (It ) BRSEATF 5823 #128m;


https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

Exception {

ap—guangzhou";
"DescribelInstances";

= <201

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-t application/json; cha t=utf-8\n"
+ "host:" + host + "\n" “c—action:" + action.toLowerCase() + "\n";
String
String { 3 1 \ : [{\"Values\": \u672a\\u547d\\u540d\"], \"Name\": \"instan

= sha256Hex (payload) ;

w\ A"

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n

\

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_r
= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 ( ("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3_reqg
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase();

out.println (signature) ;

= algorithm + " " C wtial=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", + "Signature=" + signature;

System.out.println (authorization) ;
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TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization"”, authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC i1 amp timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-R on", region);
p g9

StringBuilder new ()

sb.append("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/json; char =utf-8\"")
.append (" -H \"Host: ") .append(host) .append("\"")

.append (" -H \"X-TC-Action: ") .append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")

"

.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println (sb.toString()) ;

t

ort hashlib, hmac, json, os, sys, time

n datetime import datetime

secret_id = os.environ.get ("TENCENTCL

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

",

~vm"

service =
host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action "DescribelInstanc
version = "2017

algorithm = "TC3-HMAC-SHA25¢

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%?

params = {"Limit": 1, "Filters": [{"Values": [J"iEﬁi s
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http_request_method = "POST"
canonical_uri =
canonical_gquerystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = ent-type: \D .3 action:$% (ct, host, action.lower())
signed_headers =

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

(key, msg):
return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "t lest")
signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

n/n

+ secret_id + + credential_scope + ", " +

+ signed_headers + ", " +
"Signature=" + signature)

print (authorization)

X POST ' + endpoint
' + authorization + ""'
"Content-Type: application/json; charset=ut
"Host: ' + host + '"'

' RN}

"X-TC—-Action: + action +
"X-TC-Timestamp: ' + str(timestamp) + '"'

"X-TC-Version: ' + version + '"'
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' (RN}

+ region +

+ payload + "'")

"crypto/hmac"
"crypto/sha256"
"

encoding/hex"

"Emt "

(s stri
sha256.5um256 ([lbyte(s))

n hex.EncodeToString(b[:])

s, key string)
hashed := hmac.New(sha256.New, []}
hashed.Write ([]byte(s))

return string (hashed.Sum(nil)

secretId := os.Getenv ("TENC b SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
host : cvm.tencentcloudapi.com"

algorithm : "TC3-1

service : cvm"

version : 2017-03-1~

action := "Describeln

n

region ap—guangzhou"

var timestamp inté6

httpRequestMethod :=

canonicalURI := "/"

canonicalQueryString :=

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n"

"application/ on; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-type;ho action"

IRIFRE: BRzITE (165 ) BRSEAS 8827 #1228,




payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}"
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%s\n%s\n%s\n%s\n%s

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")

credentialScope := fmt.Sprintf("%$s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println (string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt .Println (signature)

authorization := fmt.Sprintf ("%s Creden /%s, SignedHeaders=%s,
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" curl -X POST
H "Authorization: %s"\

=utf-8"\

", host, authorization, host, action, timestamp, version, region, payload)
fmt .Println (curl)
}
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getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TENCENTCLOUD_SECRET_KEY") ;
m.tencentcloudapi.com";
"cvm";
"2017-03
= "DescribelInstanc
—n

ap—guangzhou";

= implode ("\n", [
"content-type:application/json; charset=utf-8",
4

tion:".strtolower ( ),

= implode (";", [
"content-type",

"host",

{"Limit": ilters": [{"Valt : ["\u672a\u547d\u540d"], "Name":

)

7

.PHP_EOL;

= gmdate ("Y-m-d",

n/n
-/

= hash ("SHA256",

"\

\n"

.PHP_EOL;
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= hash_hmac (" SHA
hash_hmac ("SH
hash_hmac ("S

= hash_hmac ("SHA256",

.PHP_EOL;

"Authorization:

.PHP_EOL;

'openssl'

secret_id = ENV["T 'NTC .CRET_ID"]

secret_key = ENV["TENC )_ SECRET_KEY"]

service

host

endpoint

region =

action 'Describelnstances’
version = '2017

v

algorithm

timestamp
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date = Time.at (timestamp) .utc.strftime ('SY-Sm-%d")

http_request_method

canonical_uri = '"/'

canonical_querystring

canonical_headers = "conter —yPe plication/json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

er\n"

signed_headers = 'content-ty

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance—-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_qguerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service + '/' +
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, tc3_request')

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{ ret_1id}/#{credential_c e} € ~aders=#{signec
Signature=#{signatu

puts authorization

puts 'curl -X POS + endpoint \
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' (RN}

"Authori + authorization +
"Content-Type: application/json; char
"Host: ' 4+ host + '""' \

' + action + """ \
!

"X-TC-Timestamp: + timestamp.to_s + '"' \

' + version + '"' \

"X-TC-Version:

"X-TC-Region: ' + region + '"' \

ooy payload + miw

j System;
g System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder () ;

for (int 1 = 0; i < hashbytes.Length; ++i)

{

builder.Append (hashbytes[i].ToString ("x2")) ;

}

return builder.ToString() ;

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

static Dictionary<String, String>

g secretkey, string

string datestr = date.ToString("yyyy-MM-dd") ;
DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
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algorithm =
httpRequestMethod = "POST";
canonicalUri = "/";

j canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; chars

.n \

+ endpoint + "\n"

ion:" + action.ToLower () + "\n";
signedHeaders content-type;host;x-tc-action";
hashedRequestPayload = SHA256Hex (requestPayload) ;

tring canonicalRequest = httpRequestMethod + "\n"

canonicalUri + "\n"

canonicalQueryString + "\n

canonicalHeaders + "\n"

signedHeaders + "\n"

hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc3 request";
g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
ng stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.Writeline (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3

byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;

string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope +
"SignedHeaders=" + signedHeaders + ", "

"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

IRIFRE: BR=ItE (It ) BRSEATF

_request"));

£33 #128m;




headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_S

SECRET_KEY = Environment.GetEnvironmentVariable ("TENC

service =

g endpoint ntcloudapi.com";

region = "ap-guangzhou";

action cribeInstances";

j version

DateTime date = new DateTime (1970, 0, DateTimeKind.Utc) .AddSeconds (

ring requestPayload = "{\"Limit\": \"Values\": [\"\\u672a\\u54

~\"17m

instance-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine (" 3T https://cvm.tencentcloudapi.com");

(KeyValuePair<string, string> kv in headers)
Console.WriteLine (kv.Key + ": "

}

Console.WriteLine();

+ kv.Value);

Console.WritelLine (requestPayload) ;
}
}

onst crypto =

ction (message

st hmac = crypto. a256', secret)

urn hmac. (message) . (encoding)

nction

1st hash = crypto. ('sha256")

urn hash. (message) . (encoding)
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amp) {
new (timestamp * 1000)
nst year date. ()
st month = ('0' + (date.
day = ('0'" + date.

}—S{month}-${day}"

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"

service
region ap-guangzhou"

action describelnstances"

version 017-03-12"

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540c , \"Name\": \"instanc

e-name\"}]}"

hashedRequestPayload (payload) ;
httpRequestMethod = "P
canonicalUri = "/"

canonicalQueryString =
canonicalHeaders = "content-type:application/json; charset=utf-8\n"
"

:" + endpoint + "\n

ion:" + action.

signedHeaders = "content-type;host;x-tc-action"

onst canonicalRequest = httpRequestMethod + "\n"

canonicalUri + "\n"

n\ A n

canonicalQueryString + "\n
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload

(canonicalRequest)

onst algorithm = "TC3
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const hashedCanonicalRequest = (canonicalRequest) ;
const credentialScope = date + "/" + service + "/" +
onst stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +

nst kService (service, kDate)

onst kSigning ('"tc3_request', kService)

onst signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
Credential=" + + "/" + credentialScope + "
rs=" + signedHeaders + ", " +
gnature=" + signature

(authorization)

curlcmd = 'curl -X POST https://" + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'
st: ' + endpoint + '"!'
' + action + '"'
"X-TC-Ti stamp: ' + timestamp.
IH=TC=N on: ' + version + '"'
"X-TC-Region: ' + region + '"'
T

+ payload + "'"

(curlcmd)
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string
{
string utcDate;

char buff[20] = {0};

struc sttime;

sttime = *gmtime (&§timestamp) ;

strftime (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

+

string (int64_t n)
{

std::stringstream ss;

ss << n;

ss.str();

string
{
char buf[3];
igned char hash[SHA256_DIGEST_LENGTH] ;
SHA256_CTX sha256;
_Init (&sha256);
_Update (&sha256, str.c_str (), str.size());
256_Final (hash, &sha256);
std::string NewString = "";

0; i < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, si: "$02x", hash[i]);

NewString = NewString + buf;

urn NewString;

string
{
gned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;
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EVP

&key[0], key.length(),

gned char* )s&input[0],

Final (h, hash, &len);

0x10100000L

1('0");

i < len; i++)

ss << hash[i];

len = input.length () ;

string output;
output.reserve (2 * len);

i =0; 1 < len; ++1i)

har ¢ = input[i];
_back (lut[c >> 4]);

ick (lut [c & 15]);

string SECRET_ID = getenv ("TENCENTCLOUD_

string SECRET_KEY = getenv ("TENCENTCLOUD_

string service
string host = "cvm.tencentcloudapi.com";
string region "ap-guangzhou";

string action "DescribelInstances";

string version = "2017-03-12";
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_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";
string canonicalQueryString =
string lower = action;

ransform(action.begin (), action.end lower.begin(), ::tolower);
string canonicalHeaders = fofe Nt -ty applicati

~:" + host + "\n"

1:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-a
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

ce—-name\"}]}";

string hashedRequestPayload = sha256Hex (payload) ;

AL

string canonicalRequest = httpRequestMethod + "\

n\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

- n

string algorithm "C3—-HMAC—-SH!? &g

string RequestTimestamp nt2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService = HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc3_r est");

string signature exEncode macSha256 (kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " ‘redential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + Signature=" + signature;

cout << authorization << endl;

n\ A n

string curlcmd = "curl -X POST https://" + host + "\n

\"Authorization: " + authorization + "\"\n"

\"Content-Type: application/json; charset=utf-8\

Host: " + host + "\"\n"
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+ action + "\"\n"
" + RequestTimestamp + "\"\n"
+ version + "\"\n"
"

\"X-TC-Region: " + region + "\"\n"

\

+ payload + Ug

cout << curlcmd << endl;

eturn

<stdlib.h>
<time.h>
<stdint.h>
<openssl/sha.h>

enssl/h

7
sttime = *gmtime (&timestamp) ;
woy

strftime (utc, len,

}

{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_TInit (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

printf (buf, sizeof (buf), "%02x", hash[i]);

strcat (result, buf);

HMAC_CTX

#if OPENSSI_}Y {_NUI 0100000L
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HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
= &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

if OPENSSL_VERSION_NUMBER < 0x10100000L

HMAC_CTX_cleanup (h);

HMAC_CTX_free (h);

i < input_len; ++i)

har ¢ = input[i];
temp[0] = lut[c >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

src[i]; i++)

lower (src[i]);

char* SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
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SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi
region = "ap-guangzhou";
action
char* version =
1t64_t timestamp =
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

npAQTN .
H

char* http_request_method = "PO
~har* canonical_uri =
char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);
strcat (canonical_headers, "\n");

"

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub547d\\u540d\"],
nstance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

“har canonical_request[256]

sprintf (canonical_request, 55\ n$s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf ("$s\n", canonical_request);

ar* algorithm = "T

request_timestamp[16]
sprintf (request_timestamp,
char credential_scope[64]
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s, o 1es date, service);
char hashed_canonical_request[100]
sha256_hex (canonical_request, hashed_canonical_request);
“har string_to_sign[256] = {0};
sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

printf ("%$s\n", string_to_sign);
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k_key[64]

f(k_key, $s%s", "TC3", SECRET_KEY) ;

ed char k_date[64] = {0};

igned int output_len = 0;

hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);

ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);

1ar k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3 request", strlen c3_reques k_signing, &output_len);

ed char k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512] = {0};
sprintf (authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s

algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("%$s\n", authorization);

char curlcmd[10240] = {0};
sprintf (curlcmd, "curl -X POST https://%s\n \

—-H \"Authorization: %s\"\n \

\"Content-Type: application/json; charset=utf-8\"\n \
\ "Hc : %s\"\n \
\"X-TC-Action: %s\"\n \
\"X-TC-Timestamp: %s\"\n \
) AL \

\"X-TC-Version: %$s\"\n \

\"X-TC-Region:

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Higs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HREM

FEUTESXMAEIRD, BRIELRERLE,

HHixt eSS

AuthFailure.SignatureExpire FERBIZH ., Timestamp SRS S[IEWEERIITEEEFRGESHS .
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

O BAS e

BRI HEisER
AuthFailure.SecretldNotFound  Z$AFREE. BREHEEERIAREHER, 2REEVEHTEFHES TEN.
5

. . . BRER, THEESHEBR, FEXZEXIFRENNBFEGTS, BETEREH SecretKey &
AuthFailure.SignatureFailure

RSN,
AuthFailure.TokenFailure [BRFES Token HiR.
AuthFailure.InvalidSecretid ZiRIEE (F2= API A8 )
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O BAS i

N
oA pr
RIEEFATE: 2024-12-25 01:59:16

BERGE VI BEEH, ERDENZSMHTMERSE v3, HEERESSE V3.

BRIERD, BIUER AP| Explorer Ry “SZHRER” Thae, EEFEEEIRAT “API 3.0 £8 v1” , JUIERESSRHITINNE, FHRILTEHIRE
ESHEET6, tBaEERER SDK X3, HEEREAZ= AP BER 8 MENMRIZEIES SDK, EE&HRTEIMEKIRE, HEHFE, s
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

fZrILAEE APl Explorer B [ #2546 | RIREESMEOSSMEMTIE.

Bz APl SXEMBRERETEHIE, IENEREFEELHLBERSHHPEEESRER (Signature ) DIEIESERESH .
ELEEHREEIEER, REFIEEE Secretld 7l SecretKey; ERFESEREREIE, BRI ZAPIEHRNE 85, SNEEEARZ API 2
A,

1. RIERSFIE

EE—RERT AP| 281, 58I = APl ZHHRE RiEREEIE,
Z2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl BRESH
« SecretKey AFMEEZFHFRTRSHRIRIGELEZFZFENEH.
- BRSATEFERSRIE, BHtE.

RIEREFIENEFLSENT:

1. B BA=EEROEHE .
2. gitE = AP| Z$H poisklaTm
3.7E = API %5 nl, B [ #E= | BIaJLAeIZE—3T Secretld/SecretKey.

R BIMRSRSTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILIEREZRT . UTRERAEZAE v1 £EREZBEMIE:
{2z FAFHS Secretld 1 SecretKey 512!

. Secreﬂd: AKID***hkkkkkhhkhkhhkkkkkk kA XAk kXXX XXX X

° SecretKey: R I R kI I I

R XBERERG, SIREAFLERRIEN Secretld fll SecretKey H{TEEERIE]
LA=RSSEEFEFIFIZE ( Describelnstances) i&XkA61, HAPABX—EORN, HEiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %48 1D AR % % % % koo % % ko % % ook % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

O BAS e

SHER th3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIARISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORAS 2017-03-12

XERRT TS AHSHMZEORASE, AFUTLMRIESIARZERMEMSE, flil Language fl Token 2HS%,

21, HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 5 1) RigsgafTHE, SEERISONET, F25Hk0; 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFAR2IREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
i PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREERERZIHESHARN, A EERGIRRISEETHR, SRINER—HEE.

2.2, HHEERFIER

WL BERIERFFSR,

BB E—SHIFIFRERSEIRERE “SHSM=28E" BHl, 3 Action 28, HESHE#A "Action" , 8%{E# "Describelnstances"
, ELtENETES Action=Describelnstances .

AR “S¥E" HRBETIE url R/BEHE.

ARBEACENSISHA" & HIZE—E, REEMINEREFHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

CIA=AKIDH % % % %k ko ko ko k4 44 ****xxxx x * g Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERIFIEH

U ERE R B F R
BERENFHFEHRUTNASEEMK:

1. i5K75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEHEIEXE.

2. iIERENEEZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREYEREESRBEZOMBERNARTAR,
HFREEOWRE.

3. iIERIERE: HFRAZAPIRIERIEREERN | -
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O BAS e

4. {ERFHFH: B E—SERMIERER S

BRESCRIHHENMNA: BRFGZE + BEREN HEREE + 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * k¥ * k& xkkk kX kkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

IS TR RERR
B5E6ERA HMAC-SHA1 HiZd L—S iR BHEBRNFHRHTES, RARBEMNEZH(ER Base64 #1THE, BIRARESRENESSH.

BRI, LA PHP iB57961:

$ = -
$secretKey = VK K KKK K K K KK K KR K K R K K R Kk Kk kxR Rk T

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHARN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. R RmG
EMNESEHTREREDERSY, BEVHMT URL HE5.

M E—SERREZRH TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EiIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MEAPRERSGER GET, H&Ei\RGEH POST [ Content-Type # application/x—www-form-urlencoded, NI&XiERIIFR
HERSYHEDREN URL {3, SEEN-FSTRERB. IF ASCIl FHE URL HBAIBESL UTF-8 #{THB.

HR: FUEEEENNEESENMESYHT urlencode, EXHIEAT, RMABENEZHHTT URL FET, FWAAXR URL KRSSHE
BEM.

R Rft2¥EhSERTRG, WERMA RFC 3986, A %XY MWFHFHPIMLRFHITESLRER, R X7 1 “Y” B+ ##sHE (0-9
MXEFH A-F) , EANSRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, BRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2iLH

IRIFRE: BR=ItE (It ) BRSEATF 47 H128;


http://tools.ietf.org/html/rfc3986

O BAS e

RS eSS
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z$E2EE )

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXE-RIZHHEMFEONT, FMERSR% SDK #
0o HEISZHFHIRIEESA:

« Python
- Java

« PHP

- Go

* NodeJS
« .NET

e C++

* Ruby

TERET FRFRIEMES demo, EATLMKEIMNMIFRESEZER:

» Signature Demo

ATEFRNBERERLE, THEMZRREES 6, B ERNESIREEMIM, BROES . AREGROMNSHNEERSI LIrESEEmE, X
BRIOBEEREE, HFESERM, LRFRBEREREMA SDK .

B&GBAY url BIEEA: https://cvm.tencentcloudapi.com/?Action=DescribeInstancessInstanceIds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko kkdxdkkkkxkdxkxxkxxgSignature=7RAM2XxENMOIELIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT RAIPHNZAREEN, HEStEFR2RALRAE, EinRSLE url FEREEFITHEER curl EHSRARARSRESMER: 881
H, ATEF—ANAILUESEREN url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

iR UTRBNERT API 3.0, FatEERATHNESRE, BIRAYSERR]ETE,

Java

-t java.io.UnsupportedEncodingException;

"t java.net.URLEncoder;
java.util.Random;

c java.util.TreeMap;

t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

IRIFRE: BR=ItE (It ) BRSEATF 5548 128;


https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

= "UTF-8";

String (String s, String key, String method) 1rows Exception {
Mac.getInstance (method) ;
= new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring(0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = N <String, Object>();

params.put ("Nonce

params.put ("Times

params. retId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params.

params.

params. Region", "ap-guangzhou");

params.

params.

params.put ("InstanceIds.O "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}

IRIFRE: BRzITE (165 ) BRSEAS 5549 H128]




O BAT

Python

EE: ERE Python 2 FIEHIETT, BEXRIE requests (KEii8: pip install requests o

base64
hashlib

hmac

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
"

query_str = "&".join("%s=%s params[k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if __name_
endpoint =
data = {

'Describelnstances

'Action'

VT c 0) . 1 = —(0) @

09dx9

ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1

Version': '2017-03-12"

= get_string to_sign ("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS $550 #128;




"cry o/hmac"
"crypto/shal"
"encoding/base64

" Eme "

secretId := os.Getenv ("TENC CLOUD_SECRET_ID")

secretKey : os.Getenv ("TENCENTCLOUD_S ET_KEY")
params := map[string]string{
"Nor

tamp": strconv.Itoa (14651
"Region": "ap-guangzhou",
"SecretId": secretId,
"Version": "2017
"Action": "DescribelInstances",
"InstanceIds.O0": "ins-09dx96d
"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")

WriteString ("cvm.tencentcloudapi.com")
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")

IRIFRE: BRzITE (165 ) BRSEAS 5551 #1281




buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil))

}

= getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TEN

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

IRIFRE: BRzITE (165 ) BRSEAS 5852 #128m;




'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentclot

data = {

'ap—guangzhou',
SecretId' => secret_id,

imestamp' => 1465
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72°'
params = []
data.sort.each do
params <<

na
sign += params.join('&")
digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

IRIFRE: BRzITE (165 ) BRSEAS 5553 #128m;




signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))
{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams|[key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstanc
"2017

version = "201

le RequestTimestamp

Dictionary<string, string> param new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.Add ("Action", action);

param.Add ("Nonce",

IRIFRE: BRzITE (165 ) BRSEAS 5554 128,




param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

t

oint) {
params['Signature'] codeURIComponent (params|['Signature']);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

n
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID

IRIFRE: BRzITE (165 ) BRSEAS 5555 #128m;




= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"

"2017-03-12"

let params = {};

params [’ =
params|['Instancelds.0']
params['Limit"']
params|['Offset']
params [ 'No
params|['Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [«

IRIFRE: BRzITE (165 ) BRSEAS 5556 #128m;




O BAS e

A =
IR[OIE5R
IEE#HATE: 2024-03-12 01:48:41

= API 3.0 #02AIRE JSON #i7E, EEIE JSON 1EXAROSE PR . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRBIRSIHEELET, M HTTP KEB1955200, FIINRERESAENERBIESZRY, B HTTP AEB2200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42£f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERHINSE, RE APILET, WHESERE,

+ Requestld BF—1 APl iERIIE—IRR, MR API BIRE, SILIBR BNk s 1232 T8, FHEHEZ ID REREE,

o BRTEENFEN, ERNUAEMEOENNFE, FRNEOMEE/NFES MIEOXEPHEN . 1flFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE.

HIREEIESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

+ Error HEIRREZERFARELEY . Error FERIEREMERE Code Fl Message FRIEARELUI 2 EREIRY .

+ Code FRREFHIBANEIRE, LiERHERATLSRIEZSRIGEATLERBNLIIROMAYERESIREAE SR N ERMERS R,
¢+ Message BRHTXMERERENERERE, MEUSEKEIUFEMME, WXATRSESERISTENER, APFMKBIXMEEIE,

+ Requestld AF—" APl iEREIME—IRIR, R APl HIRRE, AILAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRD

IRIFRE: BR=ItE (It ) BRSEATF 5557 #128;


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

O BAS i

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.

IRIFRE: BR=IE (16F) BREEAR £558 128]



O BAS e

IEE#HASE: 2022-08-10 06:47:30

BRI AP 3.0 MIASHAEESHSFINT NSRS :

String: =& &,

o Integer: B&, FRATHFSO64EL ., SDK 3.0 FEAFEIESTIFHEBEMER, BLIFERREESHRAEBREN, B0 colang BY
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

« Timestamp: F#F&, HEgL. Fia0: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRREMLLEL ( International Organization for Standardization, 1SO) &%fIxF HHAFNRTE]
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5ign: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRS, SELUSEMGERIMGER.

IRIRERE: BR=ITE (1bF) BRSEAE 5559 #128m;


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAS e

5N
iA=gellFE Lo

RIEEFHAE: 2025-04-25 01:54:31

1. EOR

EOEKER: tag.tencentcloudapi.com .
FEORTFURSRERMITEE
ERMECIERITRIRF: 200%/% .

#E#=(EH API Explorer

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK
A6,

2. MASH

UTERSHIIRFIE T EOBERSEMBO AHLSY, RBAHSHIIRN 2HERSH,

SHEM Wi ESic] iR

Action = String ~HSE, AEOBYE: CreateTags.

Version 2 String riEsE, FMEOBE: 2018-08-13,

Region B String AHSY, MEOFTEEEBLSEH.
l_\§ I o

Tags.N & Array of Tag e

NEUEBE: 0~9

3. lilis®

SHEM ESid) flR

W—iER ID, HRSBIRER, SRERBSEE (SEREEMEEKRERERSR, WZRERFIRE

Requestid  String o uestid) » B ESIRHZRER Requestid.

4.
TN QRIS

BATH

POST / HTTP/1.1

Host: tag.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateTags
<]HFRSE>

IRIFRE: BR=ItE (It ) BRSEATF £560 128,


https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35327#Tag
https://console.cloud.tencent.com/api/explorer?Product=tag&Version=2018-08-13&Action=CreateTags

"Tags":

[
1

"TagKey": "09221",

"TagValue": "092211"
}!

{

"TagKey": "09221",

"TagValue": "092212"

t
]
t

BLRE

{
"Response": {

"RequestId": "eb60900d-8e0C

5. FR&EGR

BR= APl E&

[Eifl= AP| SE& 24E& API X#4. #HiR8. API Explorer & SDK SEENA—EOTFS, HEEBMNE—AOZQREREN=IZMAIERE API R
%o

API Inspector

FPAIEE API Inspector BEEIEHIGE—SIRMEXEN AP ERER, HEhERZIESRER API X3, tEAJFIE AP Explorer #{T7ELE
ifo

SDK

= API 3.0 I TREMFETRE (SDK) , IHESMRIZIES, EEAERR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

®SITIR
» Tencent Cloud CLI 3.0

6. $EiRE

KIS T2 AW SSZIRIAXAIEIRIS, EERIER AHLEIR0E,

IRIFRE: BR=ItE (It ) BRSEATF 5561 #128%)


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tag/v20180813/tag_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tag/v20180813/tag_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tag/V20180813/TagClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tag/V20180813/TagClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tag/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tag/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tag/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tag/lib/v20180813/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/651/35328#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAS i

LT HEiR

FailedOperation BRIEEM

InvalidParameter SHEIR.

InvalidParameter.ReservedTagKey REMEITER gcloud. tencentfllproject Z1L61E
InvalidParameter.Tag TagS#iEiz.
InvalidParameterValue.ReservedTagKey RRMEITER geloud. tencentfllproject Z1L615
InvalidParameterValue.TagKeyCharacterlllegal FEROSIEEFH.
InvalidParameterValue.TagKeyEmpty IR RITE,
InvalidParameterValue.TagKeyLengthExceeded K EBE RS .
InvalidParameterValue.TagValueCharacterlllegal FREEASIEEF.
InvalidParameterValue.TagValueEmpty wEEREIZE,
InvalidParameterValue.TagValueLengthExceeded wRERKEBIRS.

LimitExceeded.TagKey FRFeIEEREEIAE EPRE 1000,
LimitExceeded.TagValue MR MAREEIAEI ERE 1000,
ResourcelnUse.TagDuplicate wEeFE.

IRIFRE: BR=ItE (Ib5R) BRSEAR ££62 128,



O BAS e

=M FRIRE

IEE#HATE: 2025-04-25 01:54:31

1. O

EOEKEEZ: tag.tencentcloudapi.com .
AEOATIERMEEEIREE.
ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TEZLIRMA . EFIRIE. SDK RBERRERRIZEOFEN , ETEESRARNERKASHRESRURB5ER SDK
GRS

2. I NBH

MTERSHIIRFIE T ROBRSEMBR ALSY, REAHLSHIIRN AHLERSH,

SHEW Wik ESid) 3%

Action = String ~HSE, AMEORE: DeleteTags.

Version = String ~HSE, AEONE: 2018-08-13,

Region £ String AHSY, FEOFTEEELSE.
SR

Tags.N = Array of Tag inida

NEYEEE: 0~9

3. itha%

SHRWF Bt faik

W—i5K ID, HIRSIKER, SXERBSEE (EHEREEMRERERARSR, WZXERTRIRE

Requestld  String Requestld) . EfIiTEHEERHIZRIFK Requestld,

4. 7
BN BRHRE

BT

POST / HTTP/1.1
Host: tag.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: DeleteTags

<pIERSEH

IRIFRE: BR=ItE (It ) BRSEATF 5563 128,


https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35327#Tag
https://console.cloud.tencent.com/api/explorer?Product=tag&Version=2018-08-13&Action=DeleteTags

O BHS

"TagKey": "09221",

"TagValue": "092211"
b

{

"TagKey": "09221",

"TagValue": "092212"

BLTE

{
"Response": {

"RequestId": "131fd253-b2de-4190-alcl-13ce**

t
t

5. FRERR

BR= APl &

il APl SE& 2&& AP X#4. $8iIRF3. API Explorer )2 SDK $#ZFRNA—EIFE, HEEMNE—AN\OEORERBASRELFRE APl IR
o

API Inspector

HRFaE&EE AP Inspector BEEEFIGE—SREXIXN APLRBER, FEMENZIESRA API X883, tBaJaiiE API Explorer #TTEL&iRE
ifo

SDK

= API 3.0 RItTRENFRIEE (SDK) , SSHRIEES, SLELENER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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FailedOperation.TagAttachedQuota
FailedOperation.TagAttachedResource
InvalidParameter
InvalidParameter.ReservedTagKey
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.TagKeyEmpty
InvalidParameterValue.TagKeyLengthExceeded
InvalidParameterValue.TagValueCharacterlllegal
InvalidParameterValue.TagValueEmpty
InvalidParameterValue.TagValueLengthExceeded

ResourceNotFound.TagNonExist

IRIFRE: BR=ItE (Ib5R) BRSEAR
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IR SRR
EXREBERANTET LIS o
SHIEIR.

RREMEITER gcloud. tencentfllproject Z1L61E
IERAEIEEFH.
IERTRENZE,

IR RIKEBII RS o
IFEELEIEEFH.
IREETRERZE,
IREERKEBIRS

REFFE.
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2. NSH

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SR
Action
Version

Region

ResourceList.N

TagKeys.N

3. itha%

SHRR

FailedResources

Requestid

4, =H

PN SBHERRIRE

BATH

Wik xR
= String
String
& String
Array
= of
String
Array
= of
String
ESic]
Array of

FailedResource

String

IRIFRE: BR=ItE (It ) BRSEATF

ik

N

~rHESH, FEOBE: UnTagResources,

H34, MEOE: 2018-08-13,

>

N

AHSY, AMEOFREEBRSH.

&BEAERTIR, BA=ERREABRXEE— &R, 98Zih0SE- SR E0O5%R-TFE BN
=2

f5lan: ResourceList.1 =
gcs::${ServiceType}:${Region}:uin/${Account}:${ResourcePrefix}/${Resourceld}.
NEUESEE: 0~9

FBIE: [ "gcs::cvm:ap-beijing:uin/1234567:instance/ins—123" ]

IR,

EUEBE: 0~9
FBIE: ["key1"]

iR

EMERER.

R4 RRINAT, iREIRIFailedResourcesA=,

ROPMRE KM EER S K MAT, BEIfFailedResources&BREMERIEAEE

W—iER ID, HRSIRER, SRERBRE (FEREEMREERERERSHR, Wik
IBRFRIRE Requestld ) . EfEEIFEERHIZREKRR Requestld.
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https://console.cloud.tencent.com/api/explorer?Product=tag&Version=2018-08-13&Action=UnTagResources

O BAS e

POST / HTTP/1.1
Host: tag.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: UnTagResources

<NILERSEH>

{

"ResourceList": [
"gcs::cvm:ap-beijing:uin/10000055****:instance/****",
"gcs::icvm:ap-beijing:uin/10000055****:instance/****"
I

"TagKeys": [

"RWFGaltF1R",

"LbDKGjeagV"

"Response": {
"FailedResources":
"RequestId":

}

t

5. AR EHR

BR= APl &

Bz API E& 2458 APl 3. (5iRi3. API Explorer & SDK $XFHA—EATS, HEENE—AOEGRERBAIREEIRE API IR
E=)

API Inspector

FFEEE APl Inspector EEIZHIGE—SRIEXIEXR AP ARER, HEEMSIESIRA API X538, tBaIaiiE API Explorer #{3HEL&R
ifo

SDK
= API 3.0 BRIt TREMNFLRIERE (SDK) , XISSHRIZIES, LELENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
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6. FHiREG

PATRFIH 7Ok S5 EAXA0EIRMDE, HiBEERGIER AHERE,
={ES T
AuthFailure.UnauthorizedOperation
FailedOperation
FailedOperation.PolicyEnforcedinvalid
FailedOperation.ResourceTagProcessing
InvalidParameter
InvalidParameter.ReservedTagKey
InvalidParameter.Tag
InvalidParameterValue.ResourceDescriptionError
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.TagKeyDuplicate
InvalidParameterValue.TagKeyEmpty
InvalidParameterValue.TagKeyLengthExceeded
InvalidParameterValue.TagValueCharacterlllegal
LimitExceeded.ResourceNumPerRequest

LimitExceeded.TagNumPerRequest

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

KiBITCAMEE

BRAERM,

IR RIS R TR PR
BIRIRSIEERER,
SHEIR,

RARBIRER gcloud. tencentfllproject 1L,
Tag&#iEiR.

BiRfERIEIR
InERERIEEFH.
TagListhEFEEESMNTagKey,
IREETREAZE,

IS RIKEBII RS .
IREELSIFEFH.
BIRERIEFHLE LR,

BIXERIGITELEE LR,
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PEENSI RSP R RA—IEHHPERE.

BUAROIERINERIRS: 200R/%

#EFER API Explorer

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

A6,

2. I NSH

MTERSHIIRRIIH T ROBERSHABI 2

SHEW Wik R
Action = String
Version String
Region & String
ResourceList.N =2 Arr.a y of
String
Array of
Tags.N =
ags = Tag
3. s
SHEW ESic)
Array of

FailedResources .
FailedResource

Requestid String

4. 7l

N PEFBEE
HERHIETE

IRIFRE: BR=ItE (It ) BRSEATF

t2Y, RBEAHSHIIRN AHLERSH,

S

rH2%, AEOBYE: TagResources.

o

#H34, FEOE: 2018-08-13,

>

\

AHSY, FEOFFEEBLSH.

HHENZRR, FmENRRABRT. ERNERABRNESE: RENSFEABRRXE
FiRENEr-mRERERG.

NEUEEE: 0~9

FBIE: [ "gcs::cvm:ap-beijing:uin/1234567:instance/ins—123" ]

IR EE.

MREESMRE, WEHIEERFERINIEHBELZS M.

E—&EiRE LAR— M ERRENN— MR EE. MRESXFINEBIRERE, WIMANRE
[ESEHHIE,

MRFEFFESHEONLETE.

NEYEEE: 0~9

R

KMEREE,

BIEHIBEIRZRLINAT, IREIRIFailedResourcesAZ,

AU FHIBEIT LMK ZB LMAT, IREIRIFailedResources& B REMKEHIEMEE o

K—iEk ID, HRSIHER, SREREBRIRE ( HEREEBRERERERERSSH, WX
BERFLIKE Requestld) . EEBRITHEERMIZXIER Requestid,
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https://cloud.tencent.com/document/product/651/89122
https://cloud.tencent.com/document/api/651/35327#Tag
https://cloud.tencent.com/document/api/651/35327#FailedResource
https://console.cloud.tencent.com/api/explorer?Product=tag&Version=2018-08-13&Action=TagResources
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BT

POST / HTTP/1.1
Host: tag.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: TagResources

<RIERSE>

{
1

"ResourceList": [

"gcs::cvm:ap-beijing:uin/10000055****:instance/ins—****",

"gcs::cvm:ap-shanghai:uin/10000055**** :volume/****"
I

"Tags": [

{

"TagKey": "11",

"TagValue": "11"

"TagKey": U220
"TagValue": "22"

}

"Response": {

"FailedResources": [],

"RequestId": "a4c9f540-b04e-47c4-a267
}

}

5. AR ERR
BR= API &

iz APl & 2&& AP X, $EiIRF3. APl Explorer ) SDK FZFRNA—ERIFE, HEEMNE—ANOEORERBNZRHIFRE APl IR

E=D)

API Inspector

FRFEl&EE AP| Inspector BEIEHEE—SIRMEXBE APARER, HEMERSIESIRAR AP X5, BaEiiE API Explorer #{TELR

ifo

SDK

= API 3.0 RIHTREMNFRIESE (SDK) , HSSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
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» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
weT IR

« Tencent Cloud CLI 3.0

6. FHiIRG

PAIFRFIH 7RO SSZEE ARG, HbEiRiFER AHERE,
§RIRMG
AuthFailure.UnauthorizedOperation
FailedOperation
FailedOperation.PolicyEnforcedinvalid
FailedOperation.ResourceTagProcessing
InvalidParameter
InvalidParameter.ReservedTagKey
InvalidParameter.Tag
InvalidParameter.UnsupportedService
InvalidParameterValue.ResourceDescriptionError
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.TagKeyDuplicate
InvalidParameterValue.TagKeyEmpty
InvalidParameterValue.TagKeyLengthExceeded
InvalidParameterValue.TagValueCharacterlllegal
InvalidParameterValue.TagValueEmpty
InvalidParameterValue.TagValueLengthExceeded
LimitExceeded.ResourceNumPerRequest
LimitExceeded.TagNumPerRequest

LimitExceeded.TagValue

IRIFRE: BR=ItE (Ib5R) BRSEAR
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BRREEELETR,

SHEIR.
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LA SR TIFIREIRE
BREREIR
IFEREEIEEFH,
TagListhFEEERNTagKey,
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2. MASH
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SYEMm
Action
Version
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o
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o
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String

Array of
TagFilter

String
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ESig)

String

IRIFRE: BR=ItE (It ) BRSEATF

fEik

N

AHSE, AEOBE: GetResources,

i

&, AEOE: 2018-08-13,

>

\

N

W

~HBY, FMEOFTFEEELSH.

BiREABENIIxR. BASERRREABREE—EIR,

f5lan: ResourceList.1=
gcs::${ServiceType}:${Region}:${Account}:${ResourcePreifx}/${Resourceld},
MBENT HSHSREIFBRERNERETIR, EEMMaxResults&2XM.

NEUESERE: 0~9

FBIE: [ "gcs::cvm:ap-beijing:uin/1234567:instance/ins-123" ]

IREREAREE,

BESMIE, SEHR4SETIZSMrENER,
NEUEBE: 0~5.

g1 TagFiltersiiTagValueREZF104

M E—TRA9Im R HRENEY F— R Token(E,

MRBEXIER, RENZT,

~BIE: POzXXYGXh2fRDHxx7PGaJnLApcyluAYBC5HX25gKI4Sz2R*
B-TUREREIER AR, &K200.
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https://console.cloud.tencent.com/api/explorer?Product=tag&Version=2018-08-13&Action=GetResources

O BHS

BHEM iR
POzXXYGXh2fRDHxx7PGaJnLApcyluUAYBC5HX25gKI4Sz2R*

Array of

R TagM ingLi
esourceTagMappinglist ResourceTagMapping

BRRREARIRE (RFNE)FIE

K—iEK ID, HRSIHER, SRIEREBRIRE (HiEREEBRERLETRE
Requestld String BRSSi%, MIZRBRFEIKE Requestld) . EOIBITEEIRHEIZIRIERET
Requestid.

4.
PN BRI

BATH

POST / HTTP/1.1
Host: tag.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: GetResources
<AHIERSE>

{

"ResourceList": [
cs::cvm:ap-beijing:uin/100000558920:instance/ins-123",
cs::cvm:ap-shanghai:uin/100000558920:instance/ins-345"

"TagFilters": [
{

"TagKey": "11",
"TagValue": [
wyqw

]

b

{

"TagKey": "22",
"TagValue": [
noom

"Response": {
"PaginationToken": "",
"ResourceTagMappingList": [
{

IRIFRE: BRzITE (165 ) BRSEAS 873 #1228,



https://cloud.tencent.com/document/api/651/35327#ResourceTagMapping

"Resource": "gcs::cvm:ap-beijing:uin/1000005589 c 23",
"Tags": [

{

"TagKey": "
"TagValue":

te

{

"TagKey": "11",
"TagValue": "11"
}

]

’

{

"Resource": "gcs::cvm:ap-shang
"Tags": [

{

"TagKey": "

"TagValue":

}!

{

"TagKey": "11",

"TagValue": "11"

"RequestId": "07cfd251-4ed1-426c-8133

5. FRERR

BR= APl &

Sil= APl SEE 24&& AP 3. (8%, APl Explorer } SDK $#ZFRNA—ERIFE, HEEMNE—ANOEORERBNZREIFRE APl IR
e

API Inspector

HRFaE&EE APl Inspector BEEEFIGE—SIREXIXN APLRBER, HFEMENZIESRA API X838, tBaJriiE API Explorer #T7ELiE
ifo

SDK
= API 3.0 RItTERENFRTEE (SDK) , XISSHRFIZES, AEEHEIEA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
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https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35327#Project
https://console.cloud.tencent.com/api/explorer?Product=tag&Version=2018-08-13&Action=DescribeProjects
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4.
TN KRB
BATH

POST / HTTP/1.1

Host: tag.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeProjects

<RIEERSEH>

{
"Limit": 1000,
"AllList": O,

"Offset": O

"Response": {
"Total": 1,
"Projects": [

{

"ProjectId": 1000101
"ProjectName":
"CreatorUin":
"ProjectInfo":

"CreateTime": "

}

+

5. FRERR

BER= APl &

Bifl= AP F& 2E5E AP 3. iR, APl Explorer % SDK $ZBMNA—EIOFE, HEEMNE—ADZTORERBNZIZENORE AP IR
%,

API Inspector

HEPFEiEE API Inspector BEEIEHAES—SRIEXE AP ERER, FENERSIESIRAN AP {53, RaFiE API Explorer #1374
SDK

Z API 3.0 It TRENFFRIEE (SDK) , HISSHRIZIES, sEHENRRB AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tag/v20180813/tag_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tag/v20180813/tag_client.py

O BHS

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. FHiRt0

PATRFIH T OS5 EAX A5 IR, HbEREIER AHERE,
iRt
AuthFailure

AuthFailure.UnauthorizedOperation
FailedOperation

InvalidParameter

IRIFRE: BR=ItE (It ) BRSEATF
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CAMEB/£EUEIR
KRBT CAMEA
BAFRM

SHEIR,
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tag/V20180813/TagClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tag/V20180813/TagClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tag/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tag/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tag/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tag/lib/v20180813/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/651/35328#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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SIZEIRE

IEE#HAE: 2025-04-25 01:54:28

1. IO

EOEKEEZ: tag.tencentcloudapi.com .
elfEIGY=!

ERAZECIERINZRIRG: 200R/%

#fE=(EH API Explorer

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK
GRS

2. 8WN\EY
UTBERSHEINRGIE TEOBSKRSHB O AHSHE, REAHSHIIRN AHiERSE,
SHEWH Wik ESic) ik
Action = String ~HSE, AEOE: AddProject,
Version = String ~s, MMEOBE: 2018-08-13,
Region ) String AHSY, MEOFTEERLSHE.
. - . IB&M
ProjectName = String =EIE: MRS
. ImE#ER
=
Info a String —piE: REEA
3. mheN
SYEW Sl iR
. mBId
Projectld Integer =@EIE: 1001
| ZERHRE, 123HNE, OF2HIRE
sNew Integer

HE: 1

—i5K ID, HIRSIHER, SXERBSEE (EFEREEMREFRERERSR, WZRERTRIRE

Requestld  String o juestld) . E{UEERESIRHZRERY Requestid.
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https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://console.cloud.tencent.com/api/explorer?Product=tag&Version=2018-08-13&Action=AddProject

O BHS

POST / HTTP/1.1
Host: tag.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: AddProject
<RIFRSE>

{

"ProjectName": "JiXIE"

"Response": {
"IsNew": 1,
"ProjectId":
"RequestId":
}

}

5. FREHER

BR= APl &

Bz API SE& RE58 API X4, HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSORERENRIZHERE API IR
E=D)

API Inspector

FRFElEE AP| Inspector BEIEHEE—SIRMEXBE APARER, HEMERSIESIRAR API K53, BaEiiE API Explorer #{TELR
ifo

SDK

= API 3.0 RItTERERMFRTESE (SDK) , XISSHRIZES, REEHEIERA AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Tencent Cloud CLI 3.0

6. $EiR

KU RFIE T2 AW SSZIRIAXAIEIRIS, EERISER AH4EIR0E,

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tag/v20180813/tag_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tag/v20180813/tag_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tag/V20180813/TagClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tag/V20180813/TagClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tag/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tag/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tag/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tag/lib/v20180813/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/651/35328#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FailedOperation
FailedOperation.ProjectNumExceed
InvalidParameter.ProjectNameExisted

ResourceNotFound.RecordNotFound
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RIEE#HATE: 2025-04-25 01:54:27

1. IO

EOEKEER: tag.tencentcloudapi.com .
{EBURE

ERAZECIERINZRIRG: 200R/%

#fE=(EH API Explorer

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK
GRS

2. BWNBY
DTFERSHFIRNIIE TEOBERSHNBoAHSEY, REARSHIIRT ~AHiERSH,
SHEW Wik £S5l R
Action = String ~ES%, XEORE: UpdateProject,
Version = String ~HSH, FEOBRE: 2018-08-13,
Region B String ~HSY, AEOFTEEELSEH
. - IREID
Projectld = Integer =EIE: 1001
. , IR &
=
ProjectName a String SOIE: TAIRE
. - EBmAR, 1, 2MH, 0, BA
Disable B Integer =BIE: 0
. giF
a
Info = String TOUE: EEEE
3. e

SYHER Bt faik

W—iER ID, HRSBIRER, SRERTBEE (EHERERMEEKRERERSR, WZRERFIRE

Requestld  String o questid) » EHAENESIRHZRER Requestid.
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https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://cloud.tencent.com/document/api/651/35310
https://console.cloud.tencent.com/api/explorer?Product=tag&Version=2018-08-13&Action=UpdateProject

O BHS

POST / HTTP/1.1
Host: tag.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: UpdateProject

<NILERSEH>

{
"ProjectId": 1001,

"ProjectName": "IRE&ZR"

"Response":

"RequestId":

5. FREGR

BR= APl &

il APl SE& 24&& AP X#4. (5%, API Explorer } SDK $#ZFRNA—EIFE, HEEMNE—ANOEORERBNSREIFRE APl IR
o

API Inspector

BPEEE AP Inspector BEEHIGE—SIRIEXEN AP ARAER, HEhERSIESHRAR API X638, tBEIFiIE API Explorer i#TELZIR
ifo

SDK

= API 3.0 RIHTRENFRIESE (SDK) , SSHRHEES, SEEHENER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Tencent Cloud CLI 3.0
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KITFNGIH T O SSZEEXRIEIRID, HAEIRIBIFED ARG,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tag/v20180813/tag_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tag/v20180813/tag_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tag/v20180813/TagClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tag/V20180813/TagClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tag/V20180813/TagClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tag/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tag/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tag/v20180813/tag_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tag/V20180813/TagClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tag/src/v20180813/TagClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tag/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tag/lib/v20180813/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/651/35328#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FailedOperation.ProjectDisabled
FailedOperation.ProjectNumExceed
InvalidParameter
InvalidParameter.ProjectNameExisted

ResourceNotFound.RecordNotFound
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O BAT
RS

RIEEFATE: 2025-05-28 01:26:39

FailedResource

EMERER
PEWMBRHPE AT KMIRE

#HANTEOS|A: TagResources, UnTagResources,

E=4i E3ic)
Resource String
Code String
Message String
Project
HEER

#INTF#EO5|A: DescribeProjects.

=3

Projectid
ProjectName
CreatorUin
Projectinfo

CreateTime

ResourceldTag
RS RE

fak

KMAEYFIR R
TBIE: qcs::cvm:ap-beijing:uin/1234567:instance/ins—123

iRt

TBE: InvalidParameterValue.TagKeyDuplicate

BIRER

=BIE: TagKeyDuplicate

S

Integer

String

Integer

String

String

#HaNT#EO5|M: DescribeResourceTagsByTagKeys.

£
Resourceld

TagKeyValues

ResourceTag

IRIFRE: BR=ItE (It ) BRSEATF

ESig

String

Array of Tag

faik

IREID
HIE: 1

Y =E=
FBIE: project_1

BUZ Auin
A 1

Bk
fNE: info

eUEERdia
=E: 2022-08-03 00:00:00

fak

HEE—IRR
TBIE: ins—3841

tREEREN

5594 128,



O BAS e

BiRtrE

#UNTF#EAS|IA: DescribeResourcesByTags, DescribeResourcesByTagsUnion.

& S i
_ ) ERFRTE b
ResourceRegion String FBIE: ap-guangzhou
_ _ NE=ESid]
ServiceType String ~BHE: cvm
. . EREIE
ResourcePrefix String E: instance
_ EEE—tRT
Resourceld String STEIE: ins—1399
Tags Array of Tag TR
ResourceTagMapping
ERRXBEAFE(RIE) -

#ANT#EOSIA: GetResources,
2 £S5} i

BEAEN . BA=ERRREABRNER— MR,

f5lan: ResourcelList.1=
gcs::${ServiceType}:${Region}:${Account}:${ResourcePreifx}/${Resourceld},
TBIE: qcs::cvm:ap-beijing:uin/1234567:instance/ins—123

Resource  String

Array of

BIRXEXRIRESIR
Tag

Tags
Tag
RFE—MEEREE

#ANTEOSIA: CreateTags, DeleteTags, DescribeResourceTagsByTagKeys, DescribeResourcesByTags,
DescribeResourcesByTagsUnion, DescribeTagValues, DescribeTagValuesSeq, GetResources, GetTagValues, GetTags,
ModifyResourceTags, TagResources,

=3 £ Wik R

tREEHE

H =
TagKey String = SBIE: name

wEE
BE: John

il

TagValue String

IREEEE, BUE: Custom: BEMITE., System: EHrE. All: £5rE. FHAME: All.
TEIE: All

iy |

Category String
TagFilter

tagidiIBHES I REHIXE

#ANT#EOSIA: DescribeResourcesByTags, DescribeResourcesByTagsUnion, GetResources.
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B[R ESic) Wik R
R
TagKey String = s

=BNE: name

IREESE S MENERHIXR

TagValue Array of String FBUE: [ "john"]

o

TagKeyObject
IRERENR
#HNTEOSIA: ModifyResourceTags,
E=1i R Wik iR

tREEHE

TagKey String = BIE: name

TagResource
IR RMEIARZEID

#HaNT4EO5|A: DescribeResourceTags, DescribeResourceTagsByResourcelds,
DescribeResourceTagsByResourceldsSeq.

& S ot
TagKey String ggg name
TagValue String iﬁg john
Resourceld String ?;;,:J:; ins—-2568
TagKeyMd5 String g;ﬁﬁ;g?ﬂ5351931cc450442b63f5b3d2769a4297
TagValueMd5 String iﬁg?ﬂgg;abd5b5d689e2c32ae974c6229ff785
ServiceType String ?;g{?;i“cvm
Catosory String gﬁiﬂéi{im Custom: BEXIFE. System: RFFE,
TagWithDelete

RE—MrERENURESE AR
#HANTHEOS|A: DescribeTags, DescribeTagsSeq.
E=4i ESid) 3%

tREEHE

TagKey String FHIE: name
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& xm it
. e
TagValue String TBIE: john
AT LA
Del ! e
CanDelete nteger TEIE: 0
Category String IREESR, BYE: Custom: BEMITE. System: RHHFEE. All: 2R, ZOME: All,

5E: Custom
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tRIRAD

RIEEFASE: 2024-12-20 01:52:53

LIREiRAR

NRREESRPIFE Error FER, WRTIFR API #A%XW. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
by
"RequestId": -£35e-473f-b9£3-0d451b8b79c6"
t
t

Error Hf Code FRi&iIRMB, Message FFRIZEIRNEKER,

HiREsIE

2FLEIREG
e
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

AR

BEOEBTZ.

ERLEBAY Authorization FEASBINERE.
BHIEE (F2= API BE2EE)

MFA $8i%.

BIRTEE. B EHE RERREECRNIRSERA, IRSES,
FRERPREIRESIEN, FEREAEEER.

ERIEH, Timestamp HRS[RIFEEERSEIHSH, BEEFI
RHEEAIRERERE .

ERER. ERITEER, AURAASAPNERTENEREERIE
g,

token iR,

IERFKIEN . 152F CAM LRI EINATIHEA

DryRun #2{E, ARBERESZAHIING, RRBET DryRun £,
B

PIEBEEIR o

BOREFE.

SHEIR (SESHIE. #BFER) .

SHEEREIR.
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https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598
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InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded

RequestLimitExceeded.UinLimitExceeded

RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VSSRGS
NG
AuthFailure
FailedOperation.PolicyEnforcedinvalid
FailedOperation.ProjectDisabled
FailedOperation.ProjectNumExceed
FailedOperation.ResourceAppldNotSame

FailedOperation.ResourceTagProcessing

IRIFRE: BR=ItE (Ib5R) BRSEAR

iAE

iBEXK body B9 multipart t&&iR .
IP it R Z g,

IP it FEEZ ST,

B ECEpRE o

%

ROSH,

\

FRAFE
EOREFFE.
IEREGREGEET T SRR E
EMWSHBIINZRIRS o

IP BRS®,

EMSIRIT
iEREBERHEAN
BiRMGER.

BRFRE.

BRFFE.

BRFTH.
IREISEEREAN.
SRIRS SRR A,
RIEURIE

RIMSHIBIR, APSEREXNSHESHER.

BAEFRZH .

http(s) IBRIMLEIR, IX#F GET #1 POST &K,

EOFSZIFRRE

B8

CAMEZ/ERUEIR

PREE SRR R TR S PR
MEE%MA,

IRBEBIIRS .

BERIERINZ RappldtER o

BRFEIEELIER,
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FailedOperation.TagAttachedQuota
FailedOperation.TagAttachedResource
InvalidParameter.PaginationTokenInvalid
InvalidParameter.ProjectNameExisted
InvalidParameter.ReservedTagKey
InvalidParameter.Tag
InvalidParameter.UnsupportedService
InvalidParameterValue.DeleteTagsParamError
InvalidParameterValue.Offsetinvalid
InvalidParameterValue.Regionlnvalid
InvalidParameterValue.ReservedTagKey
InvalidParameterValue.ResourceDescriptionError
InvalidParameterValue.Resourceldinvalid
InvalidParameterValue.ResourcePrefixInvalid
InvalidParameterValue.ServiceTypelnvalid
InvalidParameterValue.TagFilters
InvalidParameterValue.TagFiltersLengthExceeded
InvalidParameterValue.TagKeyCharacterlllegal
InvalidParameterValue.TagKeyDuplicate
InvalidParameterValue.TagKeyEmpty
InvalidParameterValue.TagKeyLengthExceeded
InvalidParameterValue.TagValueCharacterlllegal
InvalidParameterValue.TagValueEmpty
InvalidParameterValue.TagValueLengthExceeded
InvalidParameterValue.Uinlnvalid
LimitExceeded.Quota
LimitExceeded.ResourceAttachedTags
LimitExceeded.ResourceNumPerRequest
LimitExceeded.TagKey
LimitExceeded.TagNumPerRequest
LimitExceeded.TagValue

OperationDenied

IRIFRE: BR=ItE (Ib5R) BRSEAR

i5RA

IRE B R XK
EXRBKERIMRETIEMES .
PaginationToken&#iki%,
IMESMREFE.

RAEMBITER gcloud. tencentfllproject 2181,
Tag&#iEiR,

LIS A STHFIREIRIE
DeleteTagsHhFgiE@ S ReplaceTagsgzAddTagsHit=.
offset error,

it RiR .

RRMBITER gcloud. tencentfllproject Z21EEIE,
BRAREIR

BRIdEIR.

BRAIEEIR.

APSERBIEIR,

TagFilters&#i8iR.

IR E R RR EEIARI EIR% 6.
IrERAEIEEFH.
TagListPFEEENTagKey,
IRERETRENTE,

IR EBIT R .
IREERSIEEFH.

IREETRERZE,

IREEREBIR

UinB8 A &%,

B EERPRS o
BIRBRAIRE SO RS o
BREROEFHOEE LR,
FAPEEREEAR EIRE 1000,
BRERITELED LR,
BNMFE RN AR EEIAE ERE 1000,

e E
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O BAT

ResourcelnUse.TagDuplicate
ResourcelnUse.TagKeyAttached
ResourceNotFound.AttachedTagKeyNotFound
ResourceNotFound.RecordNotFound

ResourceNotFound.TagNonExist

IRIFRE: BR=ItE (It ) BRSEATF

B8

IREEFE,

X RIAGRE AR KX o
BIRXBRIITERTFE.
IERFFHE.

REFRFE.
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O BAT

tr& API1 2017
API #EES

RIEEFHATE: 2019-09-12 14:47:09

B0

e mE

CreateTag

DeleteTag
UpdateResourceTagValue
ModifyResourceTags
AddResourceTag

DeleteResourceTag

O

EOSW
GetTagValues
GetTags

GetTagKeys

GetResourceTagsByResourcelds

IRIFRE: BR=ItE (It ) BRSEATF

=OhEE

ellfe2oRed

PR tRE

(Bt EiRE
HERMFERABERE
IREXREXERIR

RRtREERESD

#0OIhiE
EiirEE
BEiirEsIR
=3[t

EETIRXIKAITE
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https://cloud.tencent.com/document/product/651/13563
https://cloud.tencent.com/document/product/651/13568
https://cloud.tencent.com/document/product/651/13564
https://cloud.tencent.com/document/product/651/13565
https://cloud.tencent.com/document/product/651/13566
https://cloud.tencent.com/document/product/651/13567
https://cloud.tencent.com/document/product/651/13584
https://cloud.tencent.com/document/product/651/13585
https://cloud.tencent.com/document/product/651/13586
https://cloud.tencent.com/document/product/651/13589

O BAS i

AR
5 K5
RIEEHAYE: 2019-09-12 14:48:02

MEENZ=A AP| EZOREARREZEENE AP RS ikttt &XiER, FERIZORBESRPIMNERATERSERTM . Bz AP B9iERE
tE: BRSSitbhE. WIEHNY. ERGE. ERSYMFHRIDAERN. BAERERINT:

BRSsituhit

BRE AP BRSNS SEAMEIRIER, $AES RERIURRIEA.
iBEY

BIRE AP| HOKEIS EOANER HTTPS #FEE, HERUERL LOBEEE.
WRGE

Bz API ERISZHF POST #1 GET K.

o FE:

1. POST #1 GET i&kAsERGEM, &fFER GET AU, WSHIIM Querystring BIS; &fEMH POST =, WES#HIIM Request
Body ES, M Querystring FREISEISREE . AMIERANHISEHIBIANER, —MRIERTER GET 5K, SASHFHFRTKITE
#=(ERH POST,

2. MRAFPIERGER GET, WA ERSHEIFTEM URL i3, &5 POST, WEHWSEHRED.

3. GET BRMRAKEREFRINEERSSI[RETAAE, fig0, &4 |E NEEsEREHH2K, Firefox R 8K, MF—LSHEK
2. KERKMN APIiER, BiEER POST AiEUMGEERIEFLATFFHEBERAKEMSHIEREY .

4, 33F POST iBER, BEEFA x-www-form-urlencoded BIFES, EHZ API MUIEN $_POST FEVHIERSE,

WRSW

Bz API IBNERBEFBEEAESH: AHBERSHURBZAOBREY . HPQALERSYESMEIONZAIMEREY, BRISI A5
RS, MEOBERSYURSMEOMMFER, BERSMEON “BRSY” k.

FRG

BBz AP SR RIREISRIER UTF-8 FAFE#H{THRD o

IRIRERE: BR=ITE (1bF) BRSEAE £5103 128


https://cloud.tencent.com/doc/api/372/%E5%85%AC%E5%85%B1%E8%AF%B7%E6%B1%82%E5%8F%82%E6%95%B0
https://cloud.tencent.com/doc/api/372/%E5%85%AC%E5%85%B1%E8%AF%B7%E6%B1%82%E5%8F%82%E6%95%B0

O BAS i

IR [B]455R

IEE#HATE: 2020-02-13 14:27:46

© iRAB:
LBREEOAIER API, KETsEEILER, BRFRREENSH . =IRSEE AP 3.0 IRAEOEENNE, HiORETERE, @il
{5/ =fEs38 AP13.0,

& APl ERRI, NWREIRELSRPIEIRE code 5 0, $EIR(EE message A%, HESERIEERNEREIE.
RN

"message":

<IREIEREE>

IRIFRE: BR=ItE (It ) BRSEATF £104 #1283,


https://cloud.tencent.com/document/api/213/15689

O BAS e

‘/\~ P<N
~HESEH
R EFATE: 2020-02-1117:24:28

— I RENEBNZ APl IERFEALERSY: AHERSHMBZOBRSHY . FXENEENZ AP ERFERIIN6NALHERSH, EXENOE
REYRFMRPESR EHOERSH BN,

AHBERSYRFMENDTEERINBEREY, FRESRERABNR AP| REBEREHFEHFTXLEALERSY, BEVUSSBIEREY, A
IBREYEFBEIXE, MUUEXSTFREOBRSH,

AHERSYEBTIRUT:

A FEE:
XEFREOXFILAERZE CVM H6l, SEA=~RIEMERSRIE MR~

SHEM iR St Wik
. BFRENIESEOSZR, flSiR= CVM BFRER &EiaLfI5izE #0, W Action SEED Strin -
Action . =
73 Describelnstances, g
iS4, FARIRRERIREM A FAEETSR MIFHTRRX JI%, SER &
EitiaFlE APl EOES. .
Region R strin &
1. EEBRTHSHI2VRE, MEHEN, WESEERIEORHTIHE; g
2. B XIFIEERNG, ERXmEEtsARHK.
Timestamp %50 UNIX BHElE, =NicREEE APIiERAATE, Ulnt =
Nonce APRTBEEMMEHIERS, 5 Timestamp B&ieskR, AFRHLEEHRIE. Ulnt =
Secretld £ =APIZE LERBRIRIASHEI Secretld, —4 SecretID 3Rlt—kY SecretKey , M Strin -
ecre SecretKey £ERERBERES Signature, BAFIEE BE5E B, 9 =
. BRES, ARBIEISKRUGEYE, SERPRBFHBASEITESY, i85S Strin o
Signature e g e =
T X8/HE EW. g
F2HN, BEISZIE HmacSHA256 #1 HmacSHA1., REIBELIES% 73 HmacSHA256 Stri
SignatureMethod Y, &M HmacSHA256 SiIEES, HiERIER HmacSHAT IRIESS . A% mooox
BtERETESE B8HE BV, 9
Token IGEHE4SFRAIRY Token, BERAISHES—ER, KBHHFEE Token. ;’t”” =
sEFB=HI

BAE=~m APl BRiEED, AHBERSENEINT, UBRZ=E CVM A6, BRigBFEEEar iR =RSSELEIZIR, WEEREHEA
HA:

https://cvm.api.gcloud.com/v2/index.php?

Action=Describelnstances
&Secret Id=xxXxXXXXX
&Region=ap-guangzhou
&Timestamp=1465055529
&Nonce=59485
&Signature=mysignature
&SignatureMethod=HmacSHA256

&< >

IRIFRE: BR=ItE (It ) BRSEATF £5105 128\


https://cloud.tencent.com/document/product/302/7303
https://cloud.tencent.com/document/api/213/9388
https://cloud.tencent.com/document/product/213/6091
https://cloud.tencent.com/document/api/213/9456
https://cloud.tencent.com/document/api/213/9456
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/product/215/1693
https://cloud.tencent.com/document/product/215/1693
https://cloud.tencent.com/document/product/215/1693
https://cloud.tencent.com/document/api/302/7303

O BAS e

IBRER

IEE#HATE: 2024-11-18 14:32:33

o FE:
il NLP IRS3EF 2019507 B09REHARA ik, EOMEELME, RSE\MEE, BEANERERZEER,
ZIRAFOISABHESER, STF2019F1MB16BFTRT%, BIUEER ki AP , HFIEEMKIRS
EOMIED, SEEHEXE8, IMAES QQ & (330130409 ) ¥AEiM.

Bz APl SXEMBRIER#TEEIIE, BEMERBEEEAHIERSHIEEESER (Signature ) , DIRIERFS4 . ESERHAR
FRnERSEIEER, REFIEEE Secretld #1 SecretKey, EHFEREREEIE, WEEENZEN EBEHE, BNEEFRZ= API #
a.

RS FIE

EF—RERBNZ APl 281, AREEBAZERNS > AP ZHE1E LHBERLSEIE. RLEIEEIE Secretld #1 SecretKey, Heh:
Secretld: BF#5iH API ABES%

SecretKey: ATFMESERFHFHRMIRSHIHIGIEERFAFRIIER,

o FE:
API| ZAREEBN= APl ERNEREIE, FRABA= API ILUREES THREEBNSER, ATENUEHRSR:, SZEREHE
HiEIREE, HEEREEE, BRIHRIEER.

RFRFIESR:

1. ERBN=EHES, 3N\ AP ZHEE ®E,
2. £ AP| ZPEERE, BEMBEPAITLLSIE—IT Secretld/SecretKey .

A EE:
FREKSRSTLUAERRT Secretld / SecretKey.
BHEERNATHEPE QQ WS, EFRFEFMEHE, ALRBERRNELEIE.
FRHPHRLEIE, BafXEERLMIEONS AP,

SERERH

BTLREEIE Secretld #l SecretKey 5, MAILAERERET . EEZBRIFMASENT:

. HHESR
T EEHERE {Hﬁﬁﬁ%‘“’—ﬁ% ]—»[ = ]—»[ SRGERE

iR FAFRY Secretld 1 SecretKey 512!

 kkkkkkkkkkhhkhkkkkhkhkhkhkhhhkkhhhkhhhhhhhhk
Secretld:

SecretKey: **rrikiiiiiddiiiiiiiiiiiihhioiok

o FEE:
XERZERE, BRAPIRIEECEIRN Secretld #1 SecretKey HliERSEHITELEHRE,

LIBifl= CVM A6, LAFERBIRZ= CVM B &5:L6151% (Describelnstances)iZ0OfY, Hisk&#:

SHEWR faiR SHE

Action BiE& Describelnstances

IRIRERE: BR=ITE (1bF) BRSEAE 55106 #1281


https://console.cloud.tencent.com/cam/capi
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/213/9388
https://cloud.tencent.com/document/product/271/3317
https://cloud.tencent.com/document/product/271/35484

O BAS e

Secretld =48 ID

Timestamp LFuAdiaEE 1465185768

Nonce REHIEREES 11886

Region SEIRRTE X i ap—guangzhou

SignatureMethod 2/ HmacSHA256

Instancelds.0 FEIRISEHI ID ins—09dx96dg
1. NSEHIF

BSNEERSHIESHSHFREAFHS . (FRNEFHRFAFHS], BN EMINEEFEPHSISE—FHR, RRFEBRIBFREBIZINEFL
HESIRRE, BIESRE— “FE8” , EERNERTERESA “FE”7 , Kt . ) SULMEERIZES PIRXHIFRECRTIZ—I4E, W
PHP H9 ksort &, ERRHISHATHIFERINT:

ERHERFRINESARE, T LERATOSETHR, SRS,
2. PHEEERFRER

UL ERIS L RERF TR
BIEE—SHIFIFAERSEIERMUR «SHBW = SHIE" B9, WX Action 3%, HSHEBWA "action" , SHEN

"DescribelInstances" , EMERAEFMI Action=DescribelInstances o

A EE:
o “BEE” AREETIE URL HIBEHE.

o BMASEN Key FEETRIZ, WEBIEHEES . , (B2 Value PRI TRIZUFABEER, I Placement_Zone=CN_GUANGZHOU
, MEBIGHEMEEY Placement . Zone=CN_GUANGZHOU o

AREBENCENSISHA "« HIEE—E, REERNERFHEND (BRI PRYIRT)

Action=Describelnstances

&InstancelIds.0=ins-09dx96dg

&Region=ap-guangzhou

:.Secretlcl:**********~k*************************

&SignatureMethod=HmacSHA256

&Timestamp=146

3. PHES B RIFTH

IS E SRR FHF R,
BB FrFRAHHERN g :
ERGE + BEREN GERBERE + 2 + BRFES

IRIFRE: BR=ItE (It ) BRSEATF 5107 #128m



O BAS e

SRR

o WRAGE: 25 POST #1 GET 5=, iXBfFER GET i5K, FEAiEhEXE,

o EREN: BIENES, BERESHEOFRENTREFMEFRIVERRE, FRAFRXFRFRERIEREZSLSERE. WSl CVM &
if1EHIFIZE (Describelnstances ) BIERIEZH: cvm.api.qgcloud.com , BAFFRIEREFESIFRSIEONRN,

o IERIER: Bz AP MRF=RANERIER, —BE— N FRMN—IEEEE, MER= CVM EKRIBREERN /v2/index.php o

o IEREFR: AL—SERERFERS

Eit, EiRREIAHESZSRENFHRERD (BRI PRIRT) !

GETcvm.api.gcloud.com/v2/index.php?Action=DescribelInstances

&Instancelds.0=ins-09dx96dg

&Nonce=11886

&Region=ap-guangzhou
‘ISecretldz************************************
&SignatureMethod=HmacSHA256

&§Timestamp=1465185768

4. SRR
IS WEREEE,

O FE:
HEEZNGZERmM: HmacSHA256 1 HmacSHAT1 XEERIBEIEENEZEX (B SignatureMethod 281 ) &REZH . g
% SignatureMethod 3 HmacSHA256 B, FEER HmacSHA256 itE%&, HittiERiEHER HmacSHAT itHES,

BREAEEEE (HmacSHA256 5% HmacSHA1) X E—SrhiRiSh) ESRNFHER HITES, RABISEMYESHER Base6d #1THD,
BIRRERENER SR,

BFMEIBINT, KL PHP iS5G, BFAFIPRANESHEZN HmacSHA256, FILERESRHEBAT (EREEEFRRINESHRN, TH
ERRHIRREF R TESEIE, SANESHRSHIFPI—ET) :

RESEINERSRA:

OEEm/HtGRr/VJIXTAD9t YMth1Bzm31LHz5RCDv1GdM8s=

2, HEEEEEHEZEN HmacSHAT B, E£REZHBACIBNT:

T
’

x.php?Action=DescribeInstances&Instancelds.O=ins-

stamp=146518576

REBIHNERSA:

IRIFRE: BR=ItE (It ) BRSEATF £5108 #1283



O BAS e

nPvnY6njQOmwQ8cigbPl5Qe+0rud=

SEBRE

ERNEZRHTEERENETRSH, FENHHATT URL &3,

N E—SEREAIEREN 0EEN/HEGRr /VIXTADSt YMth1Bzm31LHz5RCDv1GAM8s= , NIELRIBEH

OEEM$2FHt GRr$2FVIXTADIt YMth1Bzm31LHz5RCDvIGAMEs$3D o EIL, REBIIMNEZHIEREY (Signature) H:
OEEM%2FHt GRr$2FVIXTADIt YMth1Bzm31LHz5RCDv1GAM8s%3D , BISAFEMBAMNIERKURL,

A EE:
MBAFIERAZE GET, WHEGERSHNSHENTEM URL FHi3; Ith, BHESESB URL #T7HE, ESRELESNE
BRIREM
LMW
HENFEIR, TEEEIINTRER:
FEIR{CE fEIRERY fEIRfER
- BRIEIERY, BRREERSEH DA Signature BB ERSRITHEIER, 15503 Signature
4100 SIMNERI B url BBEBREBR.
4101 ;ﬁﬁ?ﬁﬁ}gﬂﬁazg ZFRAPREESRARLED . BREFABEN, EEEER BIEERK .
SRS RS ES, EIRGHRAER, B GrhEs BENER
. TR :EDXE’JﬁJ? #Hrh, FEREAREENANNERE, B7E message ZERPTEETNEENER
PR FRIEIR BERERFEMIEN, EHBEN SIS .
EF &R Secretld .- - -
4103 R AR AED FHRFH Secretld AXIFFARALED, IEFEEENAR.
4104 Secretld F7FE B2 Secretld REE, BUHEFIPRSHIR, BRR API ZHEREFREEZR,
4110 EESL PURKIS RN, iBHRIREEERFSIDEENBUR
4500 B EEIR iBiEE Nonce 2HMRIERFEEEE, Timestamp SRS SEZEEFEERBIIT 2/,
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https://cloud.tencent.com/document/product/598/10600
https://cloud.tencent.com/document/product/598/10600

O BAS i

5N
ellfE LR
RIEEFHTE: 2019-09-12 14:52:12

WS

BIEHRE CreateTag AT BN = L ERETIRECIRIRIE,
iBKiH\/: tag.api.gcloud.com

BASH

MTERSHIIRRIIL T ROBRSYMBIALSY, SBAUSHIIRN AHLiERSH,

SHER Witk ESid] i
tagKey 2 String [t
tagValue = String wEE
LR
x
iR
iRt g
30001 FERAEFE
30002 RAETREIREHE qcloud: F tencent: EEIFBIE
30004 EKS Uin FFE
30016 eIZEE Uin 77
30017 APREEEE
30010 APt irEAR LR 1000
30020 BAREREN IR EEXE LIRE 1000
=Bl
BT
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https://cloud.tencent.com/document/product/651/18354

O BAS i

MIpRtRZE

IRIFRE: BR=IE (16F) BREEAR 111 #128;



O BHS

RIEEFASE: 2019-09-1214:49:59

WS

52 DeleteTag AF MBS = L EREHTIREMERIRIE.

BRI tag.api.gcloud.com

BASH

UTERSHIIRFIH T ROBRSEMBO AHSY, ZBAHSHIIRD 2AHERSH

SHEM
tagKey

tagValue

LR

%

IR
§HIREG
30001
30004

30016

=Bl

BATH

=
E

fil

Bt
String
String
fEiR
IRERAEFE

EWS Uin FFE

BliEE Uin =&

REE

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/651/18354

O BAS e

(AL R |
IEE#HAE: 2019-09-12 14:51:07

;M

(eMiERinE(E UpdateResourceTagValue AFEMEII = LEREXBKIFZINFEE (IFEZRBFET) ©
BRI tag.api.gcloud.com

BASH

MTERSHIIRFIH T ROBERSEMBO ALSY, RBAHLSHIIRN AHERSH

SHEW Wi ESid] R

tagKey 2 String BIRRBRIR SR

tagValue = String (EMERREE

resource 2 String EANEVANE W )
T

HiRD

FHIRTS ik

30001 IRERTEFE

30006 IREERFE

30004 EWS Uin F=FE

30016 BliEE Uin =&

30003 BRABRATCSHIER

30007 BRIFERFE

30020 BMTRE RN MR E(EIXE LIRS 1000

G
BATH

https://domain/v2/index.php?

Action=UpdateResourceTagValue&tagKey=tlstagValue=vl&resource=gcs: ::cvm:ap-

beijing:uin/1234567:instance/ins-123s<IERSE

IRIFRE: BR=ItE (It ) BRSEATF 113 #1228,


https://cloud.tencent.com/document/product/651/18354
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O BAS i

WERIFRIRFIBIRE
REEHEE: 2019-06-26 15:31:58

;Wb

HERIEZERAEFZE ModifyResourceTags AFMBIN= LEEEFEHTIHETFSIRE,
BRI tag.api.gcloud.com

BASH

MTERSHIIRFIH T ROBERSEMBO ALSY, RBAHLSHIIRN AHERSH

SHEMR Wik &S] i

resource 2 String CAHEVAN R W )
replaceTags & Array EEENNREES
deleteTags & Array EEMFRREES

Hrh replaceTags HEISEINT:

SHEW Wik ESid] R
tagKey S String RE#, replaceTags HfITTE
tagValue B String F%f8, replaceTags HHITE

Hrh deleteTags ENSHINT:

SHEM Wik ESid) iR
tagKey B String 7%52, deleteTags HfITE
tagValue 5 String r2%fE, deleteTags HfITTE
mihay
xo
iR
=g &k
9003 SRR
30001 IRERAFE
30006 IRSEERFE
30004 EHS Uin FFE
30016 eIEE Uin 7=
30003 TR BRRCSHER
30007 RFIRERFE
30010 BEANRAPRZ10001M AR/ key
3001 BN RRIRE R AREBIE50

IRIFRE: BR=ItE (It ) BRSEATF 115 128


https://cloud.tencent.com/document/product/651/18354
https://cloud.tencent.com/document/product/598/10606

O BAS i

30020 MR RIS EAR) EIRE1000
G
BATH

https://domain/v2/index.php?
Action=ModifyResourceTagsé&replaceTags.0.tagKey=tl&replaceTags.0.tagValue=vl&deleteTags.0.tagKey=t2&

replaceTags.0.tagValue=v2&resource=qgcs: :cvm:ap-beijing:uin/1234567:instance/ins-123s<AHERSE

IRIFRE: BR=ItE (It ) BRSEATF 5116 128



O BAT
frERBXRIR

=IEEHITE: 2019-11-19 15:37:19

T

EXEER AddResourceTag AT = LETR#HTREKIZIE
BRI tag.api.gcloud.com

BASH

MTERSHIIRFIH T ROBERSEMBO ALSY, RBEAHLSHIIRN 2HERSH

SHEWR Wik il g
tagKey 2 String [Fesicd
tagValue 2 String wEE
resource 2 String CAHEVANE T
LR
x
iR
FHiRhg ik
30001 RERAEFE
30002 RATREIFER gcloud: Fl tencent: ZIFIE
30004 EKS Uin 77FE
30016 tIEE Uin 7 7FE
30003 BRARIUITCSHER
30010 ARt xR LRE1000
30020 MRS MARE(EIAE LIR%1000
30005 BRERFE B EFEAHESIRM
Bl

BATH

https://domain/v2/index.php?Action=AddResourceTagstagKey=tl&tagValue=vi&sresource=gcs: :Cvm:ap—

beijing:uin/1234567:instance/ins-123s<AHiERSE>

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/651/18354
https://cloud.tencent.com/document/product/598/10606

O BAS i
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O BHS

Gyl ey il

IEE#HAE: 2019-09-12 14:50:31

T

HFIRZERESD DeleteResourceTag AF BN = LB XS REITREGMEE,

BRI tag.api.gcloud.com

BASH

MTERSHIIRFIL T IROBERSEMBI ALY, REAHLSHIIRR

SHBR Wik

fil

tagKey

fil

tagValue

fil

resource

miha
x
iR
§RIREG
30001
30004
30016
30003
30007
Al

BATH

https://domain/v2/index.php?Action=DeleteResourceTag&tagKey=tl&stagValue=vlsresource=qcs
beijing:uin/1234567:instance/ins-123s<IERSE

ESid)
String
String
String

iR

IRERTFE

EWS Uin FFE

tIEE Uin 7&E
BRABRTICSHIER

BRIFERFE

HiR7ERIFC

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/651/18354

O BHS

iEzN
EiirEIIR

RIEEFATE: 2019-09-12 14:49:28

WS

BifirE5E GetTags BTFEGCSEIZNREIIE.
iBKiH\/: tag.api.gcloud.com

BASH

MTERSHIIRRFIL T ROBRSEMBIALSY, SBAUSHIRN AHLiERSH,

SHEMm Wik
createUin )

page &

iy |

rp
tagKey &

tagValue &

L2
SHEWR
total
page
rp
rows

He rows $ERNSHINT:
SHBM
tagKey
tagValue
canDelete

HixB
§ERES
30004

G

BATH

int
int
String

String

IRIFRE: BR=ItE (It ) BRSEATF

faik

BIEEAPUIn, FMEHAZRBUINEARHESR

g, BN

BTk, BiAF 15

&R, SEEERNFEXRNAEE, FFENETREZAFPRERE

rEE STEERRANFESRNAEFTE, FFENETRENZAFPRERE

S i

int HERE2Y
int DY)
int =5\
Array rE5IE
ik

IREERE

IRl

BEEMIIR, TS ETFEER MR

fhik

EWS Uin F=FE
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https://cloud.tencent.com/document/product/651/18354

https://domain/v2/index.php?Action=GetTags&tagKey=testTagKey&tagValue=testTagVals<AILiFRSE

"total": 1,

page": "1",
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O BAS i

EitrEE
RIEE#HATE: 2019-09-12 14:48:51

T

BifirZE#E GetTagKeys BFEASEZANFETIRPANFERE,
BERE®T: tag.api.gcloud.com

BASH

MTERSHIIRFIH T ROBERSEMBO ALSY, RBAHLSHIIRN AHERSH

SHEWR Wik il g
createUin £ Int UEERPF Uin, FMEFA=RIE Uin (EAFMHER
page & Int 8, BN
rp B Int grkdh, EiAB15
miha
SHEWR i) it
total Int HEREH
page Int EEIDAE)
rp Int grAN©
rows Array rEE5IE
Hr rows HAEHSHINT:
SHEWR Ry R
tagKey String [
iR
iRt fhid
30004 EKS Uin &=
=Bl
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