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[ HRARA=EA ]
©2013-2025 BN =IRINFAE

At (BRBEXE. iE. BREFAE) RENEFVABASTHE (bR ) ARSEARSRMAE, REBNZBSXBHBEmITY, EAEFRFEU
HIRAEH . E24. ER. PR, EEAXESBHBIAT . AIRTHEORIBNZESFRNAEE, BRZBKERIEEERIEEEE.

[ EtRA=EA ]

O BAS

RECENZRSBEXMEITRIAEARTE (1tR) BRSELBREXKABME . FXIEERHEZSEHEIE, KEBRAARE. REER
ERBXFHABEITFY, HIEFRSLMETSAMERREmETER . 26, &0, EE. PRFTH, SWBIERIERIREXRF ARG
BB, BRZBIKERIVEREFRIEESEE.

[ BRS37=HA ]

AXEEERENTBENZ SRS MR RSHZMEIEXENR, B9 m. RSBHASTEFIHEMEZE,
BFAZRIBEN AT m . RSB, IRSINESHRESEAZZEANELSRNOE, RIENSREHE, &N, BRIWNASHEHEFIEIIERE
BT RIRIERIRIE o

[ BXRIZEA ]
HNBATHERENMECNENET SRS, REMIRAERRS, HTREERKER 4009100100895716,
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O BHS

API 32t
SFiHE

RIEEFHATE: 2025-08-13 01:30:22

B1X&%

AAdiE: 2025-07-2116:47:39
KREBEETIUTAS:
MECERINE,

migiEO:

« DescribeClusters
» DescribeDatabases

BERS

e Cluster

« Database
« Filter

« Network
» Order

» Period

- Spec

« Tag

e Tenant

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/document/api/652/121579
https://cloud.tencent.com/document/api/652/121577
https://cloud.tencent.com/document/api/652/121580#Cluster
https://cloud.tencent.com/document/api/652/121580#Database
https://cloud.tencent.com/document/api/652/121580#Filter
https://cloud.tencent.com/document/api/652/121580#Order
https://cloud.tencent.com/document/api/652/121580#Period
https://cloud.tencent.com/document/api/652/121580#Tag
https://cloud.tencent.com/document/api/652/121580#Tenant

@ BBz RIFIER CTSDB

;

o=
5 d

1y

IEEFRAE: 2025-08-15 01:29:31

g

EIFFEERE CTSDB ( TencentDB for CTSDB ) 2 =IEHEI—HKSHN. T R, MFETHEIEERS SN FEIREE . ZHiBERIExX
REIMERE, RUESHES. [EAEE. BANRESTED . SOEEURSEESIERAIRNEDE. BIRARASTHRASEFHNESLSX, §
BRIE T RIS AR S,

Aigx

BBz APl 281, BhREREERE CTSDB WERSEIE. BIMER, BERXEHS,

{eE FRPRSY
XF AP|EOIRSHIRS, BSESEOREFIOSHHE.

API {RENI]

EaTLAMER API Explorer TEHIEFIE APl #0. MTFLLUEARA DescribeClusters EO&@LFIFIZRIH, #HAA{ER APl Explorer TEEZER
API EORIREIIE,

1. A API Explorer TERH, i&#F CTSDB =&,
2. EEMSHKEIEIGHIFIRNED, ERASHKXE, REEMSHETHEEERRESH . BIHMER, B2N ZigxhlFlx.
3. BETHMRERA, SHWAER, <REOER,

IRIRERE: BR=ITE (1bF) BRSEAE 585 663


https://cloud.tencent.com/document/product/652/89878
https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/product/652/121579

O BHS

API H#EES

IEE#HASE: 2025-07-2116:47:48

SCHEKEEN

EORR

DescribeClusters

SUmEEIRXEO

EOBMN

DescribeDatabases

A FEE:

#ZAhaE

EigsEfIFIR

#=O1aEg

BEEMIRERESIE

PAESSHRYEOSTRIRFIME I npT + BAMIE + FWS , BXIRTESHIPSE: AP| STEIRHIHA

IRIRERE: BR=ITE (1bF) BRSEAE

RiFFEIEEE CTSDB
SREEPRE (OR/E)
20
SRERIRE (OR/ED)
20
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https://cloud.tencent.com/document/api/652/121579
https://cloud.tencent.com/document/api/652/121577
https://cloud.tencent.com/document/product/1278/109059

@ BBz RIFIER CTSDB

AR
5 K5

RIEEFHATE: 2025-07-2116:47:45

1. BRSsitht

AP| ZisshiEbIsiEN , Ar-RaEEEENE&A ctsdb.tencentcloudapi.com , tBziFEE A, Flanr-HitbEastEs 5 ctsdb.ap-
guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBARZEONZSPIRRECLE, SEBFEBENENREEENIRSE . FIINEr MERER, SEREREIT MY
BRS388, WEMISE ctsdb.ap—guangzhou.tencentcloudapi.com 82—,

R NRESRRLS, BUEETRRE .

HR: HERE AP AR, HFPRRT-REEEROCRROIESAR. ™ RSHSRSIRRERRRG R/ ARSECUSPER, BOSTHSHBIEE
EROMEMASRPER.

BRISZisRE SR
Ethis =
IR (9, RFIESRK ) ctsdb.tencentcloudapi.com
LR (M) ctsdb.ap—guangzhou.tencentcloudapi.com
SRR (L) ctsdb.ap-shanghai.tencentcloudapi.com
SRR (BR) ctsdb.ap-nanjing.tencentcloudapi.com
bt (db:) ctsdb.ap-beijing.tencentcloudapi.com
FaRatiX ( A& ) ctsdb.ap-chengdu.tencentcloudapi.com
ARt (&K ) ctsdb.ap—-chongging.tencentcloudapi.com
BEEHX (FEEE) ctsdb.ap-hongkong.tencentcloudapi.com
WAZr (#hNi) ctsdb.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) ctsdb.ap-jakarta.tencentcloudapi.com
TWA%Fm (28) ctsdb.ap-bangkok.tencentcloudapi.com
WAFIL (BR) ctsdb.ap-seoul.tencentcloudapi.com
WAFIL (R&R) ctsdb.ap-tokyo.tencentcloudapi.com
ZEFRS (HHRLE) ctsdb.na—-ashburn.tencentcloudapi.com
EEES (E8) ctsdb.na-siliconvalley.tencentcloudapi.com
BAERX (EFT) ctsdb.sa—saopaulo.tencentcloudapi.com
Rt X (iZ=54E) ctsdb.eu-frankfurt.tencentcloudapi.com

R BFSRENFSRREREFAEEN, BhaSRXESE (A#28 Region ARt ) , BEAREEFSMEIbRES, BiF
#1 Region RUMBEERIT—H.

IRIFRE: BR=ItE (It ) BRSEATF 587 #66]


https://cloud.tencent.com/document/product/304/2766

@ BBz RIFIER CTSDB

SRR SHXEEZ
HERX (LigsR) ctsdb.ap-shanghai-fsi.tencentcloudapi.com
EegiX (RYI£R) ctsdb.ap-shenzhen-fsi.tencentcloudapi.com
2. BB
Bz APl BIFREEOLEE HTTPS #TE(S, BHSRSMNEEEE,
3. @ERBGiE
T HTTP &RGx:

« POST (%)
« GET

POST iK% #5#9 Content-Type 28

« application/json (%) , ¥ RFEAERFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZTSZ v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&B53#E0O%8F) , BRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIEREA/NARBEBI32KB, POST i5KERAERRZE v1 (HmacSHA1. HmacSHA256 ) BIRSi#EIZ1MB, POST iEXRERZEER
% v3 (TC3-HMAC-SHA256 ) i#z#10MB,

4, FIRIG

BIER uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 58 66



® Bils RIFIER CTSDB

)\

AN =30

RIEE#HATE: 2025-07-2116:47:46

W

AHSHEAFRRAFNZEOZIMSY, WIEXE, ESMEORRAISEPFIBNXESHHTIHE, BEXEROTEEFXLSY, FHEER
BEIER,

AHSHNREAT2ESERNES T ERFTRMEMER

EAERGE v3 ARS8 H

BEEHE V3 (BRHBIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHRERSE) , ERE, SIFEANERE, X POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 2751 v3,

e HFECBN, BoROEPNRAERNRESSE vI GET FR, MARERENESHE v3o
ERERGE V3, AHSHBFER—ME HTTP Header iERLEH, WNTFHRFAR:

SYHER Bt Wik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZEREO, BUYES Describelnstances.

HTTP i&%ksk: X-TC-Region, 24, ARIGRAFEEZEMMEENEIE, BUESZEOMES
Region String - BMASHEDXTAHSH Region B, FE: REEEROFAEEMERIZE2Y, BOMXERESXTISE
HEA, EEREEREZSHERAESER.

HTTP ig&ksk: X-TC-Timestamp. Zal UNIX B3ig&, =lcRA&E AP iERRIESE, 5140
1529223702, #ER&: MRSHESHREEZELSIW, SSIESSIMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, E{E8Y API BERA . BUESEZOMEPASAHESE Version
B9REE. BIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Blan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEEIZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERTEIRIBEE, BESFEMAH
2# X-TC-Timestamp && /) UTC #rEERTEBEI—E; service BEEFmE, BENIEZE
%, f5ian, %3 cvm.tencentcloudapi.com BEFREFREZE cvm. A=REUEA ctsdb;
tc3_request AEEFEFE;

- SignedHeaders: £5&%&itHIILEMER, content-type 1 host Joui%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FiEMRSS FIRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLFEIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIRELL Token FER,
. HTTP i&dksk: X-TC-Language. IEEEORER/IES, (NEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MR =R S E6FIRPIEIT1, BOSEIRENREE Offset=0, REEE Limit=10, WEGEREMEZEIEKR URL. 15

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF 559 #6631


https://cloud.tencent.com/document/api/652/121585
https://cloud.tencent.com/document/api/652/121585
https://cloud.tencent.com/document/product/1312

BYFE#ERE CTSDB

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkxkkkkkkxkkkxkkxkkxxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&R&EHRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkxkkxkkkkkkkxkkxkxkrkxkkx*x/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£f2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRA ((VSEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edbic
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BR=ItE (It ) BRSEATF 5510 H663
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EAEEGE v1 RS

EAEEEE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , ARSHBEEZ—MEIIERER, TENFFERY

SHEMH ESid] Wik R
Acti Stri o BRENIZOZR, ESEEOMEPEBASHEDTXTFLAHSE Action KIiREE. FIAN=RSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR EOESHtEEESEROXXEPRASHEAHES
Region String - # Region BiRAA, FE: RUEOFRABEERZSY, EBOXEhESILSERE, WS
BiZeHthfaER.
. o A0 UNIX BSiaE, aicRARE AP ERAETE, $Ia011529223702, MESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHLIEEE, 5 Timestamp EX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature.
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = Sty
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ3 HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERIER HmacSHA RIFEE.
Bl 22 EIFRSS PR RIIGRTRSEIEHRE Token, {#EAREEIS Secretld #1 SecretKey B
Token String & EFEIRAIGIRLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. EBEEORENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESA MR RRSHLGITIR, HIEREGRIRIER URL., ERLER . BERIFTEINT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9d9eadeb459blbbeec224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iER&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

IRIFRE: BR=ItE (It ) BRSEATF 1166


https://cloud.tencent.com/document/api/652/121586
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/652/121586
https://cloud.tencent.com/document/product/1312

@ BBz RIFIER CTSDB

HpisESIR
KEmFiBEEO Region FRAVANEEINTRAT. MREOFZHZERPHFAEEN, WaSHEROERRHRE

hichad ]

b (b= ) ap-beijing
SERgHEX () ap—guangzhou
MK (Lig) ap-shanghai
WAZE (Fhn ) ap-singapore
Bttt (ix=%e4@ ) eu-frankfurt
EEES (ES) na-siliconvalley

IRIRERE: BR=ITE (1bF) BRSEAE $£12 66



@ BBz RIFIER CTSDB

=8hiEv3
R EFATE: 2025-07-2116:47:46

UTXERET E&85% v3 NESTE, ENESEEACHABRRAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bi=@<iTIR (TCCLI) SAREIR, NAWEIMTN AP| BRHTES

#E#=(EH API Explorer

fZAILAEE API Explorer B [ 2546 | BRESSMEOEZMEMTIE

Bz API £X8MEREITEHEIE, AFFEERREREIE, SSENSEMERH#TES (Signature) , BNEREBRFEEALSHPIEE
GZERBERFIUEENHRMENREER,

A LBHTES

BRBEIUTHREMRIPER:

1. WIEERERSS
ERRFRERBHSEERHAFBHUARZEN . FSFEEHE = AP| =1 RERENZEBEXER.

2. (RIFERRYSUE
ATBHILEREEMIREPREN, BN AP| 2ERERSERITEIERNEHEE, FSERNEFENZRIENERN—8S, KEIBA=
AP| B335 . IRSBLEARZMBERSHIARFNIRHEIERE, HFRIEERPIEEE. MREREEY, SSHRFET—H, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBET LRINESGE v, MEERS, STFEXMER, X JSON X, POST iEKRZIHES
HEMZ=FATR, HRE—ERHA, HEERZE|RGEITEER,

BRIERD, BIUER AP| Explorer Ry “SEZHRER" IhaE, EFEEBIRAT “API 3.0 £E v3” , AJLANERERIEHTIRIE, ATEEERR
SDK {18, HEZERBN= AP| BBER 8 MENRIZEES SDK, BEIRTERMiEKIE, HEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNELEIEAER, FPQIE Secretld #l SecretKey. E1MHAFPRSILUAERIER.
« Secretld: BF#5iR APl ARER®, TLAERELLHARPE,

+ SecretKey: FBTFIIE AP ARENSE, TLARRSELHERD,

- APAATERERSRE, BRLR, EURERMTRE . NCHR, WIARMERSKIE.

RIFRSEIENREASRIT:

1. E& B=EEBPOEHS -

2. Bt ZAPIEA ANEHIGTRE.

3.7 ZAPIZ HE, B [ #Esi | eE—X=m8,

SREAF v3 ERTE

= API 325 GET #1 POST 5K, 3FGETAiE, RXF content-Type: application/x-www—form-urlencoded HM¥E=X. 3 FPOSTA
i%, BAUSZIF content-Type: application/json LAR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
5, multipart BRXRIBFEEOSET, WAHZEOTEEER json BNEAA, SERAKWSIEONXIERE #EER POST iEK, BARENERH
EER, B GET i5KkR%#F 32 KB LIRISIERE

IRIRERE: BR=ITE (1bF) BRSEAE $£13 #£66m


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

® BBz RIFIER CTSDB

TEUZRSHE ST MNREAFIRIEAGF, SEENAERMNITEIRE. RiNEFZEOREN:

1. ZIRSFIACTHIE, EORER;
2. ZEARRIEN, FENENERRIRE;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

bR, FeAtsSyEHEFRONSY, RMIEESEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFER, F2RY
EAMBIFRISHAE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIREERIEMSE, $I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%HE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ko ko k ok ok ok k kR kR ok ok kkk ok kR ok kk kv xR

FIEEEM MR ZARSZHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Autho C3 AC cedential=AKID**** k% kdkxkkxkxx

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": , "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFARREESITELEE.

1. HHENITEIERER
RINTARIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWm RE
HTTPRequestMethod HTTP i&KR%i% (GET. POST ) . LhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 53k URL FIIEIAZMH, WF POST ik, BEAZEFER"", WF GET ik, Wi URL
@S (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, MEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ERLEMER, ELES host #l content-type B LES, BEAINMARMLAHSSEZLUREESIER
AIE—ERE M, WRGIERIMEI T OB LER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, RE key:value\n #&xUHHE;

IRIFRE: BR=ItE (It ) BRSEATF 14 H663


https://tools.ietf.org/html/rfc3986

® Bils RIFIER CTSDB

FEREMN 53
2. BALER, RERLED key (/NE) B9 ASCII AR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %FNIERRIZENIBHEES, BLRIEESMEERERIEEHREESENFNM charset &,
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type #l host Ja:ikskEn,
BHE:
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. 21MkiEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload [|owercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEMX{i SHA256 1§
%, RETEHRE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHERSEFIEH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FR2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B, SR, R

RequestTimestamp BIERIES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiaRIRSIELZFH
(tc3_request) . Date 73 UTC iREREINAN, REREMAHSHE X-TC-Timestamp EHAY
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FEREMN R

UTC fREREIAM—3; service AFRE, YRS RARNFRIZE—H. IWRETEERR 2019-02-
25/cvm/tc3_request,

BIASBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e42004984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZMBSEEE X-TC-Timestamp it&152, HIIX) UTC+0, MRMARZAMBXER, fINF/\K, $SHAXMNGE AR
FETh, (BERERMERLERY. BiRAIEE 1551113065, E4R/\XHATER 2019-02-26 00:44:25, {BRi+H{S2IAI Date B
UTC+0 R9BHARZ 2019-02-25, AR 2019-02-26,

2. Timestamp #REZHRIARZNE, BRHERRAHDNITERDIREN, NMRESESASHNLERK .. NRKEEFFRERER
¥, AT —RIYEE, BEREK, BEIEZIHIER,

RIELA LRI, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. iHHERE
1) HEIREESEA, ARBNT:

SecretKey = MAkhkkhhk Ak kA dkhkhk kA A Ak kA hdhdrAx A dhdAxA*xN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREMAYESA SecretbDate . SecretService Ml Secretsigning BEFIRIENE, FREESTITENZER, BHEE 7V EIFRFRITEDRYEH
2517 da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BIUERERE, WHAIBEBASH key I, HRSH data #5. BER
EFERYSRETHEIERNREE, thalRiR M TERFMH7H IR ANREIE, Lt ERRR TSN

FREMm R

SecretKey JEHARY SecretiKey, B =t koo kot ko sk ko koxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FfY Service FERIEE . WREIBUER cvm,

2) itEEE, (ABEuT:
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Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRFBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. % Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREMR R
Algorithm BEAHi%, EEHN TC3-HMAC-SHA256,
Secretld g‘sng'qzﬂg Secreﬂd, EI] DK T D * ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK ok k

CredentialScope RBE, EIEBE. WRFITEERRE 2019-02-25/cvn/tc3_requesto

SignedHeaders RBEM, 25F8ZRLEER . IRHFIEYES content—type;host; x-tc-action,
Signature BEE, IWRHIHTEEREE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIREDS:

TC3-HMAC-SHA256 Credential=AKID*****&kkkxkkrkkhkkhkxkkhkxhkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkkkkxkkkkkkkxkkrkkxkkkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host; x-tc—-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6ec4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

IERRIEEH HTTP k88 (Header ) fIiER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEEESF—HER. JlEd
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fEChRER API 3.0 BY, EEEREENEIA = SDK 3.0 , SDK #ERTESRIERE, FRRRAXEF-RIZMUMABEMFZONT . FMERER SDK H

Do HRAIIFHIRIZESH:

e Python
- Java

« PHP

« Go

* NodeJdS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMEEIMMIFREEERER:

« Signature Demo

ATERRMERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARANROMSHNEERSIL LIRSS ENE, K

BRABEERLE, HATESERY, LFFRIEREERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

- javax.crypto.spec.SecretKeySpec;

"t javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1l e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t
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https://github.com/TencentCloud/tencentcloud-sdk-ruby
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String String s) throws Exception {
= MessageDigest.getInstance ("SHA 6");
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

cvm.tencentcloudapi.com";

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyzp application/json; charset=utf-8\n"

host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

type;host; x n";
"I\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan
ce—name\" } ]}
String = sha256Hex (payload) ;
String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_

= sha256Hex (canonicalRequest) ;

n\ A n

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3 request");
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase();

out.println (signature) ;
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= algorithm + " " + "C jential=" + SECRET_ID + "/" + credentialScope + ", "

n

+ "SignedHeaders + signedHeaders + gnature=" + signature;
g 4

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

o)
sb.append("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/Jjson; charset=utf-8\"")

"

.append (" -H \"Host: ") .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")

.append (" -d ) .append (payload) .append ("'") ;
System.out.println(sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%"
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"Filters": Values": [u"Z@p "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j n; chars

payload = json.dumps (params)

canonical_headers = "content-type:%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_guerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

1tial=" + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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+ action + '"!'

(RN

' + str(timestamp) +

+ version + '"'

' (RN}

"X-TC-Region: + region +

"" 4+ payload + "'")

"crypto/hmac"

"crypto/sha256"

"strings"

"time"

(s string)
sha256.S5um256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey

host := "cvm

algorithm

service

version

action : Des Instances"
o

region := "ap-guangzhou

var timestamp in

httpRequestMethod := "POST
w/n

canonicalURI :=

canonicalQueryString :=
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canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-ty 9 g ~c—action"

payload := " {"Limit": "ilters": [{"Values": u67 da"il, e": i t >—name" } ]
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%

httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf("%$s/%s/tc3 est", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",
algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s C lential=%s/%s, SignedHeaders=%s, Signature=%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (" curl -X POST https:
—H "Authorization: %s"\
application/json; charset=utf
"X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
o\

"X-TC-Version: %s"\

authorization, host, action, timestamp, version, region, payload)
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fmt .Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
cvm. tencentcloudapi.com";

"cvm";
"2017-03-12";
DescribelInstances

".
’

ap—guangzhou";

"POST";

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:". 0

ction:".strtolower ( )

n

implode (";", [

417d\u540d"], "Name": instance-name"}]}

hash ("SHA256

’

.PHP_EOL;

= gmdate ("Y-m-d",

NQEADE AN
SHAZO0
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’

.PHP_EOQOL;

= hash_hmac ("SHA2E
= hash_hmac ("SHA256",
= hash_hmac ("¢ 256Y

= hash_hmac ("SHA256",

.PHP_EOL;

" Credential
SignedHeac

.PHP_EOL;

curl -X POST https://".
"Authoriz
"Content-Type: application
o

~ion: '

TC-Timestamp: '.

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD_

service

host = 'c

endpoint 'httr
region 'ap—guangzhou

action
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version

algorithm

= 1551113065

timestamp

date Time

http_request_method

canonical_uri = '/'

canonical_querystring

= U=

canonical_headers

I\ r

signed_headers

payload = '{"Limit": 1,

hashed_request_payload
[

canonical_request
http_request_method,
canonical_uri,
canonical_guerystring,
canonical_headers,
signed_headers,
hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope
hashed_request_payload
=

string_to_sign
algorithm,
timestamp.to_s,
credential_scope,
hashed_request_payload,
].join("\n")

puts string_to_sign

digest

secret_date OpenSSL: :

secret_service

secret_signing

signature

puts signature

authorization = "#{a

date + '/'

OpenSSL: :Digest.new ('sha

OpenSSL: :HMAC.digest (digest,
OpenSSL: :HMAC.digest (digest,

OpenSSL: :HMAC.hexdigest (digest,

.at (timestamp) .utc.strftime ('SY-Sm-%d")

POST'

lication/json; charset=utf

"Filters": [{"Values": ["\u672a\u547d\u540d"], "Name":

Digest::SHA256.hexdigest (payload)

+ service + '/ + c3_request'

Digest::SHA256.hexdigest (canonical_request)

256")

HMAC.digest (digest, 'TC3' + secret_key, date)

secret_date, service)
secret_service, 'tc3_request')

secret_signing, string_to_sign)

Credential=#{secret_id}/#{credential
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action:#{action.c

nce-name" } ]

aders=#{signed_header
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ignature=#{signature}"

authorization

puts 'curl -X POST + endpoint \
+ 1 "Authorization: ' + authorization + '"' \
Content-Type: application/json; charset=utf-8""' \
' + host + '"' \
' + action + """ \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
!

"X =V sion: + version + '""' \

"X-TC-Region: ' + region + '"' \

+ payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)

(SHA256 algo = SHA256.Create())

oyte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();

0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i] .ToString ("x2")) ;

}

return builder.ToString/() ;

byte (]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

Dictionary<String, String>

datestr = date.ToString("yyyy-MM-dd");
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DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;
algorithm = "TC3-HMAC-SHA256";
httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
wn .
;

canonicalQueryString =

contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n

"\n"

~:" + endpoint +
action:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

"

+ canonicalUri + "\n

n\ A n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;
signature = BitConverter.ToString(signatureBytes) .Replace ("-", "").ToLower () ;

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint) ;
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contentType + "; charset=utf-8");
headers.Add ("X-TC-Time mp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);
headers.Add ("X-TC-Action", action);
headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";
region = "ap-guangzhou";
action "Describelnstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);
string requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\"instance-name\"}]}";

14

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
, endpoint, region, action, version, date, requestPayload);
Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);
}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

crypto =

function (me
~onst hmac = crypto. ('sha256', secret)

urn hmac. (message) . (encoding)
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(message
crypto.

(message) . (encoding)

amp) {
onst date new (timestamp * 1000)
onst year date. ()
onst month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com

"
service
region

action

version

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\ub4 , \"Name\":
e-name\"}]}"
hashedRequestPayload (payload) ;
httpRequestMethod = "P
canonicalUri = "/"
canonicalQueryString =
canonicalHeaders = 'c - -ty :application/json; char
:" + endpoint + "\n"
.

+ action.

signedHeaders = "content-—

onst canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"

canonicalQueryString + "\n

"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload
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(canonicalRequest)

onst algorithm = "TC3-HMAC-

nst hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
+ signedHeaders + ", " +
+ signature

(authorization)

X POST ' + "https://" + endpoint

' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.

' + version + '"!'
"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>

<iomanip>
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ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] =

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

+

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL__

i < len; i++)

ss << hash([i];

string

onst lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.pus oack (lut [c & 15]);

‘n output;

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
g

string SECRET_KEY = getenv ("TENCENTCLOU SECRET_KEY") ;

string service =
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string host = "cvm.tencentcloudapi.com";
string region ap-guangzhou";

string action = "DescribeInstances";
string version = "2017-03-12";

nt64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json;

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-acti

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

me—mar@\ T LW
ce—name\" s[5,

string hashedRequestPayload = sha256Hex (payload) ;

string canonicalRequest = httpRequestMethod + "\n"

n\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC

string RequestTimestamp = int2str (timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hma 2256 (kKey, date);
string kService Hmze a256 (kDate, service);

string kSigning ne 12256 (kService, "

string signature = HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + "
+ "SignedHeaders=" + signedHeaders + ", Signature=" + signature;

cout << authorization << endl;
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string curlcmd = "curl -X POST https://" + host +

" + authorization + "\"\n"

-H \"Authorization:
Type: application/json; charset=ut
n + hOSt + H‘\ II\T- AL

Action: + action + "\"\n"

\"X-TC-Timestar " + RequestTimestamp + "\"\n"
"X-TC-Versi : " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
" + payload + "\'";
cout << curlcmd << endl;

eturn

<stdint.h>
ssl/sha.h>

sl/hmac.h>

struc 7

sttime = *gmtime (&timestamp) ;

strftime (utc, len, "$Y-%m-%d",

&sttime) ;

“har buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

intf (buf, sizeof (buf), "%02x", hash[i]);

(result, buf);
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HMAC_CTX *h;

if OPENSSL ERSION
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I

HMAC_CTX_cleanup (h);

lut = "0123456789a

add_out [128]
har temp[2]

(size_t 1 0; i < input_len; ++1i)

char ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

0; srcli]; i++)

ower (src[i]);
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SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.co
region = "ap-guangzhou";
action

char* version = "2017

1t64_t timestamp = 1551113065;
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

char* http_request_method = "POST";

char* canonical_uri = "/";

char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);

~cat (canonical_headers, "\n");

char* signed_headers = "content-type;host;x-tc-action";

onst char* payload = "{\"Limit\": , \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\":
nstance—-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

char canonical_request[256] = {0};

sprintf (canonical_request, "%$s\n%s\n%$s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

$s\n", canonical_request);

char* algorithm = "T
char request_timestamp[16]
sprintf (request_timestamp,
char credential_scope[64] = {0};
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};

sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
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credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64] = {0};
f (k_key, "$s%s", "TC3", SECRET_KEY);
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request", strle >3_reques k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]

/o

sprintf (authorization, %$s Credential=%s/%s !

nedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

char curlcmd[10240
f (curlcmd, "ct
\"Authorization:
"Content-Type: application/json; charset=utf-8\"\n \
\"Host: %s\"\n \
\"X-TC-Action: %s
"X-TC-Timestamp:
\"X-TC-Version: %s\

"X-TC— on: %$s\"

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Rittigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HERBEM
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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FEUTEZXMANEIRG, BIRIBIRERLGE,
iRt HiRtEid
AuthFailure.SignatureExpire FZ2idH . Timestamp SIRSH|IFWEIESKROIFEIBEERSEBE RS .
AuthFailure.SecretldNotFound  BHFEFE. BREHAEEEHREHER, RE5VSHTEHRES TFH.

. . . FEEIR. THEEIITEER, IBEXBS5IMRZNNSFRES, thEEREH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [fRFES Token $&iR.
AuthFailure.InvalidSecretid ZiRiEE (F2= API A28 )
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N
oA e
RIEE#HATE: 2025-07-2116:47:47

BER®GE VI BEEHE, ERDENZSMHTMERSE v3, HEERESSE V3.

BIRIERY, ZBINER AP Explorer Rl “E&ERER” 8L, EIFEFMRAR “AP13.0 £8 v1” , IJLERSESIRETIRIE, FHRUTISRE
IEENERRG, teEEER SDK X8, BEERBINE AP BRER 8 MERMNRIZEIES SDK, ELIRTESMIEKRIE, WEHE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

& LAiEid AP Explorer B9 [ #2840 | BREESMEOSBZNERIRE.

Bz APl SXEMBRERETEHIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) DIEIESRESH .
BERERHREFIEER, REFIEEE Secretld 7l SecretKey; ERFERBERERFIE, FRIE ZAPIZHTHE BiF, BNWEERAAZ= APl %
A,

1. RIERSFIE

EE—RERT AP| 28T, B8 = AP ZHHRE REREEIE,
ZL2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl BRESH
+ SecretKey AFINZEEZFFFEIRSS SRR ZFRRIZEH.
. APSATBRRERSEIE, BHilE.

RIEREFENEFSENT:

1. B BA=EEHOERE .
2. gitE = AP| Z$H poisFlaTm
3.7 = API %5 nE, B [ #iE=E | BIaJLASIZE—3T Secretld/SecretKey.

R BIMRSESTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v1 £EREZBREMTRE:
iRz FAFHY Secretld 1 SecretKey S3I2:

[ Secretld: AKID* ***xkkhkhkhdkhkhkhkhdkrkrkhkrkhtrxk

° SecretKey: R I

R XBERERG, SIREAFEERRIER Secretld fll SecretKey H{TIEEERIE!
L= EEFEFIFIZE ( Describelnstances) i&XkA6], HAPRABX—EORN, HEiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %458 1D AR % % % % % koo % % oo % ok % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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SHER th3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIARISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORSS 2017-03-12

XERRT TS AHSHMZEORASE, AFUTLMRIESIRZERMEMSE, fli Language fl Token 2HS%,

21. HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 5 1) RigsgafTHE, SEERISONET, F25Hk0; 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFAR2IREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
i PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREEERZIHESHAN, A EERGIRRISEETHR, SRINER—HEE.

2.2, HHEERFITH

WL BERIERFFSR,

BB E—SHIFIFRERSEIRER “SHSM=28E" B, X Action 28, HESHE#A "Action" , 8%{&7 "Describelnstances"
, ELtENETES Action=Describelnstances .

AR “S¥E” HREMIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINEREFHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

EIA=AKID**¥** & *kkxkhkxkhkhxkxkxxrkrxrxtx*gTimestamp=1465185768&Version=2017-03-12

2.3. PHESERFIEH

U ERE R B RS F R
BERENFHFEHRUTNASEEMK:

1. {EK75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEHEIEXE.,

2. iIERENEEZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREYEREESRBEZOMBERNARTAR,
HFREEOWRE,

3. iIERIERE: HFRAZAPIRIERIEREERN | -
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4. {ERFHE: B E—SERMERERF S

BRESCRIIHHENMNA: BRFGE + BEREN HEREE « 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * ¥k k& xkkk Ak xxkkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

U BRERE RS
B5E6ERA HMAC-SHA1 HiZd L—S iR BHEBRNFHRHTES, RARBEMNEZH(ER Base64 #1745, BIRARERENERSH,

BRI, LA PHP iB57961:

$secretKey = T RR KK KKK KKK KK KKK KKK KK KKK KK AKX KKK KN

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID*** ¥ *x* k& xxkkkhxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERAIPREEITERIIE, SRNERHESHFHI—HET,

3. R RmIG
EMMESEHTREREDERSY, BEVHT URL H15.

N E—SERREZRA TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIERSH ( Signature ) 7:
7RAM2xfNMO9EIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MEAPRERSGER GET, H&EiBRGEH POST [ Content-Type 5 application/x—www-form-urlencoded, NI&XiERIIFR
AERSYHEDREN URL {3, SEEN-FSTRERD. IF ASCIl FHE URL HiBAITESLLL UTF-8 #H{THB.

HR: FUEEEENNEESENMESYEHT urlencode, EXHERAT, RMABENEZHHTT URL BT, FWAXR URL KRSSHE
BEM.

R Rft2¥Eh®BEHRTRSG, WERA RFC 3986, M %XY MWFHFHIMRFHITESLRER, Hbh X7 81 “Y” B+ ##eeE (0-9
MXEFH A-F) , EANESRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, SRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2ILH
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http://tools.ietf.org/html/rfc3986
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RS eSS
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z$E2EE )

5. ERER

fEChRER API 3.0 BY, #EFERERENEIA = SDK 3.0 , SDK #RTESHIERE, FRRIAXE-RIZHHEMFEONT, FMERER% SDK #
0o HEISZHFHIRIEESA:

« Python
- Java

« PHP

- Go

* NodeJS
« .NET

o C++

* Ruby

TERET FRFRIEMRES demo, EATLMKEIMNMIFREESSEZER:

» Signature Demo

ATEFRNBERERLE, TEMZRREES 6, B ERNESIREMIM, BROES . AREGROMNSHNEERSI LIrESEEmE, X
BRIOBEEREE, HFESERM, LRFRBEREREMA SDK .

B&GBAY url BIEEA: https://cvm.tencentcloudapi.com/?Action=DescribeInstancessInstanceIds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko kkdxdkkkkxkdxkxxkxxgSignature=7RAM2XxENMOIELIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNZHAREEN, HEStEFR2RALRE, EinRSLE url FEREEFITHEER curl EHSRARRSRESMER: 881
H, ATEF—ANAILUESEREN url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

iR UTRBNERT API 3.0, FatEERATHNESRE, BIRAYSERR]ETE,

Java

-t java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo
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= "UTF-8";

String (String s, String key, String method) nrows Exception {
= Mac.getInstance (method) ;
(key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?") ;

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloud i.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce", 11886);

params.put ("Timestamp",

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params.put ("Action", )] ribeInstances") ;

params.put ("Version", "2017-03-12");

params. [e "ap-guangzhou") ;

params.
params.
params. "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}
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Python

EE: MERE Python 2 FIEHIETT, BELRLE requests KEiiE8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
"

query_str = "&".join("%s 5 params [k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()
return base64.b64d4encode (hmac_str)

if name == '_main___

endpoint = "cvm.tencentcloudapi.com"

data = {

'Action'’ 'DescribelInstances’',

VT s.0 . T 09

Region' : 'ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1
Version': '2017-03-12"'

= get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])
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"crypto/shal"
"encoding/base64"
"Emt "

nogt

"sort"

"strconv"

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")

params :=

"Nonce":

amp": strconv.Itoa (146

"Region": "ap-guangzhou",
etId": secretld,

"Version": "2017

"Action": "DescribelInstances",

'Instance )": "ins-09dx96dg",
"Limit": strconv.Itoa(20),
"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")
WriteString("cvm.tencentcloudapi.com"
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

i := range keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))
hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil))
}

= getenv ("TENCENTCLOUD_ “RET_ID") ;

= OUD_SECRET_KEY") ;

["Timestamp"]
["Region"] =
etId"]

Version"] = "2017-03-1~
["Action"] = describeInstances";
["InstanceIds.O"] ins-09dx96
["Limit"] =

["Offset"]

.tencentcloudapi.com/?

= baseb64_encode (hash_hmac ("

.PHP_EOL;
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'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'
endpoint = 'cvm.tencentclouc
data = {

'Action' =>

'ap—guangzhou',
SecretId' => secret_id,

imestamp' => 1465
'Version' => '2017-03-12",

}
sign = method + endpoint + '/72°'
params = []
data.sort.each do
params <<
na
sign += params.join('&")
digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

5548 H663
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signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))
{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams|[key]);

retStr 4= v.TrimEnd('&");

return retStr;

SECRET_ID =

SECRET_KEY

j endpoint cvim.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstances";
"

version = "201

double RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Of ", "0 ;

param

param.

param.
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param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

+

oint) {
params['Signature'] codeURIComponent (params|['Signature']);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

ion
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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= process.env.TENCENTCLOUD_SECRET_KEY
endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"

= "2017-03-12"

= "Describelnsta

let params = {};
params|['Action'] =
params|['Instancelds.0"']
params['Limit"']
params [ 'Offset']
params [ 'No
params|['Region'] =
params [ 'SecretId']
params|['Timestamp'] =

params|['Version'] =

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params['Si
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3 =
IR[OIE5ER
RIEEHATE: 2025-07-2116:47:47

= API 3.0 #A2KARE JSON #47E, EEIE JSON tEXAROSE S PHHIRE . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS EBAEOEEELHIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLEREINSE, RE APILET, WHESERE,

+ Requestld BF—1 APl iERIIE—IRR, MR API BIRE, SILIBR Bi=S0RE sk 12328, FHEHEZ ID REREE,

o BRTEENZEN, ERNAEMEOENNFE, FRNEOMEENFES MEOXIEPHEN . 1flFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE,

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

+ Error HEIRREZERFARELEY . Error FERIEREMEREY Code Fl Message FRIEARELUI 2 EREIR .

+ Code FRREFHIBANEIRE, LiERHERATUSRIEZERIGEATLERBMLIIRONMAYERESIREAE SR N ERMERS R,
+ Message BRHTXMEREENERERE, HEUSEKRFFEMME, WXATRSESERISTENER, APFNKBIXMEEIE,

+ Requestld AF—" APl iEREIME—IRR, R APl HIRRE, AILAKER BNZER 8 23215, FiEHiz ID REREE.

AHEHIRB
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

O BHS NI CTSDB

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.
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IEEFRASE: 2025-07-2116:47:47

£
&

BRI AP 3.0 MIASHAEESHSFINT NSRS :

String: &,

Integer: B2, FIRATFHFSO64UELE, SDK 3.0 FRAFEESSHFNERERER, BNFERREESHNRABEEY, fI8 colang B

uint64d,

+ Boolean: f/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

« Timestamp: F#F&, HEEL. Fia0: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRREMXALR ( International Organization for Standardization, 1SO) &#fIxF BHHAFNRTE]
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5an: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRSE, BSELUSEMGERINMGEN.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

LB XiEN
SifsLhIZIE

RIEEFATE: 2025-09-12 01:46:47

1. EOR

EOERER: ctsdb.tencentcloudapi.com .

EiLRIFIRRIFE

ERAEZOISRINZIRE: 200R/%

#FEZ(ER API Explorer

BYFE#ERE CTSDB

<> mEEiR

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK

A=A

2. A%

UTERSHIIRFIE T EOBERSEMBO AHLSY, RBAHSHIIRN 2HERSH,

SYEMm
Action
Version

Region

PageNumber
PageSize

Filters.N

Orders.N

3. itha%

SHRR

TotalCount

Clusters

Requestid

Wik

fil

fil

il

O

iy |

iy

5]

Integer

Array of
Cluster

String

sem
String
String

String

Integer

Integer

Array of
Filter

Array of
Order

faik

fik

Y

AHSE, AEOBYE: DescribeClusters,

2y, MEOME: 2023-02-02.

>

H24, FRFmZIF iE5I%.

W

>

wEE: 1

EATTR/
wBIfE: 20

EiSE: HHEIELFID (cluster_id ) FASLHIBTR (name ) #TITEEE
FBIE: [{"Name":"name", "Values":["test"]}]

HiF2H: SEdeIEMIESFER (created_at) #15HEF, TypedligEHNDESC (&R ) %
ASC (#HF)
FBIE: [{"Name": "created_at", "Type": "DESC"}]

LEIREFTHRICRE
S WFEREEHRE null, FFREAZIERE.
=HIE: 100

FFEFMRISTHIZIR
EE: WFBRARIRE null, REBAZIERIE.

W—iEK ID, HIRSBIKER, ERERMSIRE (FEREEMEEKRGTERS, WZXERFLIKE
Requestld) . EARAITEEIRMIZRIERE Requestid.
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https://cloud.tencent.com/document/api/652/121584
https://cloud.tencent.com/document/api/652/121584
https://cloud.tencent.com/document/api/652/121584
https://cloud.tencent.com/document/api/652/121584
https://cloud.tencent.com/document/api/652/121584#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/652/121580#Filter
https://cloud.tencent.com/document/api/652/121580#Order
https://cloud.tencent.com/document/api/652/121580#Cluster
https://console.cloud.tencent.com/api/explorer?Product=ctsdb&Version=2023-02-02&Action=DescribeClusters
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4. 75

N EYXGITIE
BihIzIE

BT

POST / HTTP/1.1
Host: ctsdb.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: DescribeClusters

<NIERSE>

{

"PageNumber": 1,
"PageSize": 10,
"Filters":

{

"Name": "cluster_id",
"op": "=",

"Values": [

"ctsdbi-xxxxxxx"

"Orders": [
{
"Name": "created_at",

"Type": "DESC"

"Response": {
"TotalCount": 1,
"Clusters": [

{

"AppID": 123456789,
"ClusterID": ctsdbi-xxxxxxx",
"AccountID": "xxxxxx==",
"Name": "iMizSER",
"Region": "guangzhou",
"Zones": "guangzhou-3",
"Networks": [

{

"VIP": "10.0.0.x

"Port":
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"VpcId": "332211",

"SubnetId": "55321"

t

I

"Spec": {

"RequestUnit": 1,

"PayMode": 1,

"Cpulimit": 1,

"MemoryLimit": 4,

"DiskLimit": 100,

"Shards": 3,

"Replicas": 1

by

"Status": 1,

"Period": {

"StartTime": "2020-09-22T00:00:00+00:00",
"EndTime": "2020-09-22T00:00:00+00:00"

by

"CreatedAt": "2020-09-22T00:00:00+00:00",
"UpdatedAt": "2020-09-22T00:00:00+00:00",
"Tenant": {},

"Tags": [

{

"Key": "test",

"value": "ffl"

] 4
"Security": [

"tegt"

"RequestId": "requestxxxxxxxxxx"
}
}

5. AR EHR

BR= APl EE&

Bz API E& 2458 API 34, HiR63. APl Explorer & SDK $XFHNA—EATS, HEENE—AOEGRERENRIZHERE API IR
E=)

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXEXR AP ARER, HEEMSIESHRA API X538, tBaIaiiE API Explorer #{3HEL&E
ifo

SDK
= API 3.0 Rt TERENFARIESE (SDK) , ZIFSHREIZIES, sEEHEEA API.
« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/ctsdb/v20230202/ctsdb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctsdb/v20230202/ctsdb_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctsdb/v20230202/ctsdb_client.py

@ BBz RIFIER CTSDB

« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiR6g

KITFNFIH 7O SZEEREIRTG, HEEiRGIERD AHEIR0E,
iRt ik
AuthFailure CAMEZ/ERUEIR
FailedOperation BERM
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/ctsdb/v20230202/CtsdbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctsdb/v20230202/CtsdbClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctsdb/v20230202/CtsdbClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Ctsdb/V20230202/CtsdbClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctsdb/V20230202/CtsdbClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctsdb/V20230202/CtsdbClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/ctsdb/v20230202/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctsdb/v20230202/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctsdb/v20230202/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/ctsdb/v20230202/ctsdb_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctsdb/v20230202/ctsdb_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctsdb/v20230202/ctsdb_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Ctsdb/V20230202/CtsdbClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctsdb/V20230202/CtsdbClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctsdb/V20230202/CtsdbClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/ctsdb/src/v20230202/CtsdbClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctsdb/src/v20230202/CtsdbClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctsdb/src/v20230202/CtsdbClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-ctsdb/lib/v20230202/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctsdb/lib/v20230202/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctsdb/lib/v20230202/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/652/121589#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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SUEREEXEO
SEHIEEFIER

RIEEFAE: 2025-09-12 01:46:46

1. EOR

EOEKRER: ctsdb.tencentcloudapi.com .

EERIEESIE

"Database" : {

"ClusterID":"ctsdbi-rebgOghl",

"Name":"" //FIBENEIDLFI FREID
}

EUAROIERINERIRS: 200R/%

#EFZ(ER API Explorer

<> iR

API Explorer 12t THELRA . ERIRIE. SDK ABERMRERRIZOEFEN  EUTEESRNARNERASTHNEREISERURB5ER SDK
A6,

2. mASH

UTERSHIIRFIE T ROBERSEMBO ALSY, RBEAHSHIIRN 2HERSH,

SHEMR Wik ESid] iR

Action = String rH2E, AEOBE: DescribeDatabases.,
Version = String ~HSE, AEONE: 2023-02-02,
Region = String AHSE, ERFFRZIGH TR,
Database = Database HiEESH

PageSize 5 Integer SRR

PageNumber & Integer SRAME

3. ey

SHBMR £ 3%

Databases Array of HUIRESIZR
Database

TotalCount Integer e

W—iEK ID, HRSBiRER, SRERFEE (HEREEMEEKERERSR, WZRERTRE

R | i
equestld  String Requestld) . E{AEHESREZRER Requestid.
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https://cloud.tencent.com/document/api/652/121584
https://cloud.tencent.com/document/api/652/121584
https://cloud.tencent.com/document/api/652/121584
https://cloud.tencent.com/document/api/652/121584
https://cloud.tencent.com/document/api/652/121584#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/652/121580#Database
https://cloud.tencent.com/document/api/652/121580#Database
https://console.cloud.tencent.com/api/explorer?Product=ctsdb&Version=2023-02-02&Action=DescribeDatabases
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4. 75

N ENBIRESIR
i e e S

BT

POST / HTTP/1.1
Host: ctsdb.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: DescribeDatabases

<NIERSE>

{

"Database": {

"ClusterID": "ctsdbi-xxxxxxx",
"Name": "flig",

"CoolDownInDays": O,
"RetentionInDays": O,

"Remark": "",

"Status": O,

"CreatedAt": "2020-09-22T00:00:00+00
"UpdatedAt": "2020-09-22T00:00:00+00
by

"PageSize": 10,

"PageNumber": 1

"Response": {

"Databases": [

{

"ClusterID": "c bi-xxxxxxx",
"Name" :

"CoolDownInDays": O,
"RetentionInDays": O,
"Remark": "test",

"Status": O,

"CreatedAt": "2020-09-22T00
"UpdatedAt": "2020-09-22TO0

+

I

"TotalCount": O,

"RequestId": "requestxxxxxxxxx"
}

}
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5. FRERR

BR= APl &

iz API E& 24&& API X#4. $8iIRF3. API Explorer & SDK $#ZFRNA—EIFE, HESMNE—ANOEORERBNSRIFRE AP IR
5o

API Inspector

BPEEE AP Inspector BEEEHIGE—TIREXEN AP ARAER, HEhERSIESHRAR API X3, BaIFIE API Explorer i#HTELZIR
ifo

SDK
= API 3.0 RIHTRENFRIESE (SDK) , SSHRHIEES, SLEHENER APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BOITIR

Tencent Cloud CLI 3.0

6. FHiRES

KITFNGIH T O SSZ i XRIEIRD, HAEIRIBIFERD AR,
iRt i
AuthFailure CAMEZ/EMUEIR.
ResourceNotFound BEFFE.

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/ctsdb/v20230202/ctsdb_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctsdb/v20230202/ctsdb_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctsdb/v20230202/ctsdb_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/ctsdb/v20230202/CtsdbClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctsdb/v20230202/CtsdbClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctsdb/v20230202/CtsdbClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Ctsdb/V20230202/CtsdbClient.php
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Cluster
SHIEXRER
#ANTEOSIA: DescribeClusters.

E=3d g

AppID Integer
ClusterIlD String

AccountID String

Name String
Region String
Zones String
Status Integer
Period Period
Timestamp
CreatedAt 1ISO8601
Timestamp
UpdatedAt 1ISO8601
Tenant Tenant
Tags Array of Tag

Security Array of String

Database
HiREEIEAEE

IRIFRE: BR=ItE (Ib5R) BRSEAR
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o
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iy

iy

o
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iy

ik

FHRFAPPID
R IWFEAEERE null, FRRARERIE,

flid
R WFEAIEERE] null, FREARERE.
TBHE: ctsdbi-kcd2mjqgp

HSid
R IWFEAEERE null, FRERARIEYIE,

BENEEHIE
R WFEAIEERE] null, FREARERE.
=BHE: ctsdbi-kcd2mjgp

itk
R IWFEBRAEGRE null, FREAZIE™RE.
FBIE: ap-beijing

1)::] 4
R WFERAEERE null, XRFREAZIENE.
TBIE: ap-beijing-5

BYFE#ERE CTSDB

SEFPRZS: 0: iE1THh,1: SUEEH 16: TEHPAT7: BED,18: FHER,19: kEH,20: XM

, 21: g 22: BEE
R WFERAEERE null, FFREAZEHE.
wHIE: 0

SEHIBEXE
R WFBRAEIRE null, RRBAFZIEHIE.

ellfEhllE
R WFBRARIRE null, RENFEEHE.

S R
R IWFEAEERE null, FRRARERIE,

FEERPIERYIE
R WWFERARERE null, RRRARERIE.

s

R IFEAEERE null, FRRAERIE,

Z2HER
R IWFEAEERE null, FRERARIE™IE,
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#UNTFEOS|IA: DescribeDatabases,

E=4i ESidl Wik iR
SCoaI
ClusteriD String B SEBID

R WFEAEERE null, FREARIERE.

HiRRER
FE: WFBEERE null, RENAFRIEHE.

o

Name String

PEiRdiE (X)
R WFEAEERE null, FREARIERE,

iy

CoolDownInDays Integer

HIRRERE (X)

BYFE#ERE CTSDB

H A
RetentioninDays  Integer 5 uE WFRTEE null, TRIREGHE.
Remark Strin = &
9 S EE: BFRALSEE null, ERIAHERE.
KA 0: FEMMGAKE, 1: ZEOES, 2: EERS, 3: ZEMREG, 4: SESH
Status Integer & B, 5: ZEZEATH, 6: ZECEM, 7: 5ERE, EEATRE
EE: WPETLSER null, ERIFEGRIE.
Timestamp . elFELib )
CreatedAt 1SO8601 5 uE WFRTMEE null, SRIAEGHE.
Timestamp = RISIETKATiE
UpdatedAt 1SO8601 5 a8 WTRTAEE null, TRIAEEHE.
Filter
Biidiees

#ANTEOSIA: DescribeClusters,

_ - TiEs#
Name String = FBIE: app_id
_ - diggixzt
Op String = ~BIE: IN,=,LIKE
) 253iENE
=
Values Array of String = & 10000
Order
HFs#, BFHIFEaER
WU TF#EOS|IA: DescribeClusters,
) . HEF=ER
Name String = TBIE: created_at
Type String = HiFERB

=fIfE: ASC/DESC
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Period
et

#ANTEOSIA: DescribeClusters.

e R Wit R
. FrEaRdia
. A<
StartTime Timestamp 1SO8601 = s IREREASEE null, ERECREENE.
EndTime Timestamp 1ISO8601 B (SRS
P = A8 WFRASEE null, ERIFIERIE.
Tag
%

#ANTEOSIA: DescribeClusters.

& sm Bie Ty
Ke Strin a =
y 9 = EE: WPEALSEE null, FRIREGKIE.
Value Strin = B
9 = EE: WTETASEE null, EREREEKIE.
Tenant
R RS

#ANTEOSIA: DescribeClusters,
E=4 ESid] Wik iR

FiEEECnE

IsPasswordEncrypted Boolean SBIE: false

o
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RIEE#HATE: 2025-07-2116:47:47

LhREixAE

NRRELERPIFE Error FER, WRTIFR API #OXW. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

BYFE#ERE CTSDB

"Message": "The provided credentials could not be validated. Please check your signature is correct."
by
"RequestId": "ed93f3cb-f35e-473f-b9£3-0d451b8b79ce"
s
}

Error Hf Code FRi&iIRIEB, Message FRIZEIRNEKER,

HiREsIE

2ILEIREG
iR
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

iiAe

EOETZ.

ERLEBAY Authorization FESBAERE.
ZHIEE (F2= API ZEAEE)

MFA $8i%.

BIRFFHE. B 265 RERARSCRNFHESR, REES,
ISHRERASBESIER, TEREFEEEE,

ER2i3H, Timestamp HIRSZEEFEAEERSEI RS, BHRERH
IR EitREREIRES .

ERER. ERITEER, BURAASAPNERTENEREERITE
_-r*io

token iR,

IERFKIEN . 152F CAM LRI ENATIHEA

DryRun &{E, KFRIFKRESEMING, RESET DryRun £#,
B

PIEBEEIR o

BOXREFE.

SHEIR (SESHE. EBFER) -

SHEEEIR.
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InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

iiAE
iBEXK body B9 multipart t&iEiR .
IP it R Z g,

IP it FEEE ST,
BT B ERPR S o

g

W

.
FRAFE
EOREFFE.

IEREGREGED T 4R RE

BYFE#ERE CTSDB

RequestLimitExceeded.GlobalRegionUinLimitExceeded XIS BiTSAZEIREI,

RequestLimitExceeded.IPLimitExceeded IP BR5%,
RequestLimitExceeded.UinLimitExceeded FIRSIRIR
RequestSizeLimitExceeded BEREBEIREIK
ResourcelnUse RiFEER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable RREATH.
ResponseSizeLimitExceeded IREIREIREIA
ServiceUnavailable HRRSENATA.
UnauthorizedOperation RIGHURIE

UnknownParameter FMSHER, APSEREXNSHSHER.
UnsupportedOperation BERZS .
UnsupportedProtocol http(s) IERIMNEIR, RZH GET #1 POST &K,
UnsupportedRegion BOFRSZISFREbS

IS ARG
iR i58H
AuthFailure CAMEZ/ERUEIR
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