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ECS. 56, BEMERSESAS

VPC. EIP. ALB. SLB.
NLB, NAT, VPN, CDN

085, NAS

MySGL, Redis, PostgreSQL.,
SQLServer, PolarDB, MongoDB

Elasticsearch Service

B RSACK, Kafka,
RocketMQ

ECS
VPC
OBS

RDS(MySQL). Redis, MongaDB

EC2
VPC
53

RDS(MySGL)
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MySGL. Redis
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(ERIER
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eS8

EELE

AR TETFRERETEMEN maiR, BiRAE Y Region MiGRIZEIREINZEAY (AccessKeylD

#1 AccessKeySecret) .

Tk AWS Jafi:

1. BIASIRFR{ENELE, 61890 cn—shanghai. cn-beijing F. BEfRIGEEES RinFEREPLIRERBE

2. FR=HERFHDER (AKSK) .

3. PHIERRETIHER.
BHAMIESERENMETERSSHL, ZRSHSEBMBIRITMERE, LARREEIRFIEREX APl i#17
TR, ZTERZEZED 2C4G HNEME, BERRERFIER Linux R17hR (CentOS7 &fF) =X
MAC &%,

O ER:
2 Mac ZZFEXXHHFINZLIEN, BEA: ZGRIFLE > RhAS%Ee.
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https://msp-release-1258344699.cos.ap—

shanghai.mygcloud.com/package/urp/aws—scanner—-linux-1.0.0.tar.gz

-xzvf aws—-scanner-linux-1.0.0.tar.gz

BERNEREENT:

mspcli

— ReadMe.txt # TE({#ERIRIANE
— config.yaml # S¥EENH
— aws-scanner # REERNH

3.3 SEHER . BILAMRRNERIFS HSEHLIER, (BRE|ES aws—scanner EEA—&ES, BX
#8273 config.yam| BIEEESHER
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IRIFRE: BR=ItE (It ) BRSEATF 87 H23|



il
fi
&

O BHS

Products: ec2

O ERE:
o SEESIFRNZAEE, ZFHRSATFAR API BFA93EIE, AT ERFRF.
o EREMESEREAMA—N"Z=BEBRANNE, SMEUESGESIERF. = Regions
Products EcEIAZ=RT, ENASIEAEIEAITE~=m .

o BENHEESHEER (80 aws-scanner ) ER—E&BF:H.,

IRHIT

EARIMEINRER, BT xxx—scanner FHTHIERE . MITHSHIZTERINT:

+X aws—scanner

./aws—scanner

ERRIRTMITERRERR: /home/ec2-user

MEFHEENE: config.yaml

EREHREED. . .

HArEm ec2 ERAHRESR

SR AR B E SR

AR = EIR

HRAASRE, FF@m: ec2, XiEf: ap-southeast-1, FEERHE:
HRSIRSHEIN: aws_scan_20241008084938.x1sx

o FEE:
LFMEEE T Mac B, BaiiE: RARIFSE > BIASRLH > ‘e, SRR Mac i
FBEITA , 3T

B8

HfESE R ESERRE R T ERIN T4

mspcli

— ReadMe.txt TE{ERiRA S

— config.yaml SHEENHE
— aws-scanner + REERH
— aws_scan_20241008084938.x1sx # SRR
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— generate_scan_config log.json + BEENMHENGRE

F— mspcli.log + MTE®E

LEERE

ERARBEIRELIRE, TIABHRERYE (xIsxtgt ) LEEI=EE (CMG)

o ER:
P TEEIERBIT SRS, BOEMERE,

B mEBELE > RETH > LIEETRBIFE > L.

THIA

iR TRIETHN

Linux v HETH S TREE
0 in1a

EEME

© rroamnze

HEMBHRE (ZEBRSHI

aws_scan_20241008084938.xIsx
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BELE: A-KSTRIMDER

o BEENR: [—xHzbnEl
B L
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(ERIER
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&
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EETE

O ERE:
AR GBS ECERNERREEER, FEREMILSZER.
BEDERTHRIIREUYE, BRXEEELEZFEN, (EHTEESSEEIRETEY

1. ERAEZEN, BN HEZFEHT
2. BERFBHROEMNSERLE T4 > FREH , T©RNIAEPEEESAN-WEZIRH.

3. BEFRRE, ESEWRER, SFRMNOBEEER~mEE, RIETNERITARNER, SF2WE
o

4. EFETMES100%5E, HENFHMES, 2ESH, REUFHER.
5. ATIRSHER=ERRMER, BOESRRERIH

FroaiRw

1. BAZEBZEES , AXHESAPREFEFENERSERES.
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2. LIEXH, EIFERXY, SRESETHETRXHFETER

0 remzzaase

BEMEHER (TEBRSHIL
survey_job_20241028_89460db473b845da9f29033a95446657.xls

o BEKS: SAKSHEELERERTE
® * BHAE F-HKSTRIAIDEE

o BEEEN: B—SARMREIR

ERLRE

BERBISIBIEL: 115545995827332

o IS A865HIE, Edpostgresql 1%, vpc 495, mongodb 2%, oss 304, eip 1%, nat 15, mysql 15, sqlserver 1%

EAEEYIR
BFEHEREEIR, SERARSTN “RFEESH” f, BERFRSANEIE.
o ER:
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vpc-ruby k2 (tR)
VG BE B |otc8f6ch? cn-beijing o
- - o 2024-10-28 15:26:17
dedicates  w zvpe #ik2 (k%)
NN cn-beijing

[ - - - 2024-10-28 15:26:17

Avdln (L=

IRIRERE: BR=ITE (1bF) BRSEAE $13 #23m



il
fi
&

O BAT
B =T

mIEE#AYE: 2025-02-07 15:37:42

o

AXEENE, NMAEAZIBHTHERNELRR. FLRMEESRFEER— I UEZRIENRAYR, B
IHELRERHRAER LSHERNEDEN, RARANSEENEREE . MEF. FREESSINHSETRE, B
ERHEFRGEEITER, BERMERTE=SF2THER, RSLIS=SIHEXTEDE,

© Aa:
ZEBELERENN AP ERNEFIEERLEENRITER, APTLERRTRE, RBUT
IR(FIES | B REXEA:
1. R WEGiTEHRE
2. EEMSHE, SESMEE > AR,
3. #AFT@E, g8 RAM BARE&R.
4. #£AF AccessKey Xi¥, 15 AccessKey.,

S HEREZRESPREH
1. BRABZEN, #AN MEZIHOEFZEE,
A ER:

NMRE2ERNE=FHRSER, FRKSTEREEEHTES (RAM ) BIR, BIEERPIAREN
BIBUR ( AliyunRAMFullAccess) o

2. EEMREDEZEAR, PHURAR, BAFTAPNERERRERER, TRHDSRFEIE OpenAPl
AAGE, ESRUEERERERE, TUSE 8E RAM AR

3. #APFRE, ¥ E—SHIReENER, BRERARPSHANZBPEERT, EREERFIEEN, h78
PEFRIEHOREMERERINIE (ReadOnlyAccess ) ; ALASE 1 RAM BAFEI,

4. EiZRAPFERmEASAEEES, pFe® Accesskey, SIiETHE, BEREEEFFHRT, TLISE
# AccessKeyo

2. FARH

HA ZiEEGE , BEREIR> WER > ERAH, BN 51 PEIZNR/IURNERSZNR, EFEFEN
AR, REUESERE, PEFERITEE.
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https://ram.console.aliyun.com/overview
https://help.aliyun.com/zh/ram/user-guide/create-a-ram-user?spm=5176.28366559.help.dexternal.211e336aHHxLYF
https://help.aliyun.com/zh/ram/user-guide/grant-permissions-to-the-ram-user?spm=a2c4g.11186623.0.0.376f4052eCpGrb
https://help.aliyun.com/zh/ram/user-guide/create-an-accesskey-pair-1?spm=a2c4g.11186623.0.0.151e42a3tKy4Xt
https://help.aliyun.com/zh/ram/user-guide/create-an-accesskey-pair-1?spm=a2c4g.11186623.0.0.151e42a3tKy4Xt
https://console.cloud.tencent.com/msp/cmg
https://ram.console.aliyun.com/overview
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HEMARTISEZRL R R
REMEHER (DIBRSMN)

g

$W3: ERER

AMERERTRAMZESE, PESARRERRAREFLXEFHER, FHENRRRREREEFHEREE
HREALESA, WAXBMAEES, AEHHTREN.

(3 EL T

T
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IRIRERE: BR=ITE (1bF) BRSEAE 815 #23m



il
fi
&

O BAT
LR EZLRE

mIEE#AYE: 2025-02-07 15:37:42

o

AXEENE, MAERAZIBHTEAZNELRR . FLRAREESRFZEE—NEAZRIENRAIER, B
IHELRERRENZ LSHEROEDEAN, ARNSEENTRIEE . MMEF. FREESSINHSETRE, B
ERHEFRGEEITER, BoRMERTE=S52THER, RSLIS=SIEXTEDE,

@ iR8:
ZIFENELZRARS(S AP =S RIS EREE RN REEN, BRI ERTEE, KRB
TIR(EISE | ZEAtEXE:

1. BREATEM, HN EHEH—BHAERS o
2. EEMEEGHANBPDE, EXNNARFERZSIRBENFIOFEAXE, BESEMA AccessKey,

T HEREITREPPREH
1. BRERNZEM, #HN ERHEH—BBINEERS o
A ER:

MRERERAEINTFURSER, FKSTERST IAM BoFR0IRSAEIIR (IdentityCenter
FullAccess)

2. EEMRSEPHNAFH, STORARE, HSHEXERGE, RERE.

3. PEIEFRIRAPAREEN, BEMEFEERIRSZHBMIITHEE (ECS ReadOnlyAccess ) .« EHlFA
B=RESUR (VPC ReadOnlyAccess ) « XREREIRERS ERIIENUR (RDS
ReadOnlyAccess) . MREM#RZHIFIENIR (OBS ReadOnlyAccess ) « MISEIRERSS ZFiERIEN
iR (DDS ReadOnlyAccess) . %X EFRS RiER (DCS ReadOnlyAccess) , AJLIE&E gliEMA
PLEFHEIN .

4. EEMREPHNBR, 2HRAR, BABRPSE, HRSACAELAiRERD, HABFEREXYNAR
H, CliErE, BERITHAHDZAHERT, TUSE E IAM AR LIRS 1AM AFER .

$W2: FARH

BN ZiEREGES , BIEREIR > AR > ERAN, BAS—LTHEENR/IBURELNZZNR, EFFENRE
iR, REUESEEE, REFREIAE,
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https://console.huaweicloud.com/iam
https://support.huaweicloud.com/usermanual-iam/iam_03_0001.html
https://support.huaweicloud.com/usermanual-iam/iam_03_0001.html
https://support.huaweicloud.com/usermanual-iam/iam_02_0001.html
https://support.huaweicloud.com/usermanual-iam/iam_01_0652.html
https://console.cloud.tencent.com/msp/cmg
https://console.huaweicloud.com/iam
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$W3: ERER
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HREAGESA, WAXBMAEES, AEHETREN.
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T

RMB5ERE 100%
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AXEENE, MAEAZIERHT AWS NEZFHR. ALEARRESEFREE—" AWS RIEtRIEA,
BIRJ7ELRESER AWS ESHFRNEEIRM, HRASEENTRNAEE. MIEEF. FRMERSINSER
B, BENAFRMEIERS, BoRMERTE=S2THER, RSLIS=SIHEXTEDE,

© ha:
ZEBNELARSNEAP =R REYEFMIEERIEEBNIIZER, APULUERRERE, &
RUATREIgS | B2 RBXEA:
1.1 &2 AWS EM, #A AWS Z2FiiE,
1.2 EEMSEEPHANBRNEE, ENAFFEERESSIENHNZEEXE, PHEEEA AccessKey.

Bz Amazon Web Services #E ( 1t% ) X1l Amazon Web Services HE (72 ) K
e Z=iEEH o

ST HEERAWSRIEIRES
1. BR AWS BN, HA AWS Z2EiE .

A ER:
MNEEBZER AWS FIkSER, FIKkSHEHRHE IAMFullAccess R,

2. EEMSERHA AP 68, PEUEAR, mRENIRN, EEEEMNER, BEVES
AmazonEC2ReadOnlyAccess. AmazonVPCReadOnlyAccess R,

3. IERME, REAPER, SAFHFFERE, EREFIEFRIFREAR, ESME, FERITHR
IRRIEBHRTZ -

S$H2: FaiAm

BN ZEREGS , EFERETIR > AWS BiRS > LA, BAS—ShelEIRITR AWS 28, &F
FENEWLE, REUESFEERE, PEFFREE.
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https://us-east-1.console.aws.amazon.com/iam/home?region=us-east-1#/security_credentials
https://us-east-1.console.aws.amazon.com/iam/home?region=us-east-1#/users
https://console.cloud.tencent.com/msp/cmg
https://us-east-1.console.aws.amazon.com/iam/home?region=us-east-1#/security_credentials
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IDC TEEMEBEREZIBNELTR, SSHEXEER, Bali#T IDC S RSHMBERAH. FEE
NEMAERZIFRIEEIRHRT IDC TRAH,

@ %HA:
ZFBHIELEM T BN A RSB B IEHTRAN, FAiEl. NAtIRS SRS,

FroaiRH

1. ITLATaSER mltht SREURRIE, HBREEZEBINEEZIR,

wget https://msp-release—-1258344699.cos.ap—

shanghai.mygcloud.com/package/urp/agent.tar.gz

tar —-xzvf agent.tar.gz

2. £IH agent ARBRME user.config . BRTH, SEEAMIYRSSHEZEHESR] user.config
h, SPRSHREDIRTERE.

userl:passwordl:hostl:portl

user2:password2:host2:port2

3. MITEASES .

4, SRERERLA 1oc_BYEE . csv X

A EE:
IBESCRARNYE, (ENTRESESAINEIRREITEK

5. A =iFgiEHIE , £ IDC PiEFTRIEM, & E—2ShEmY toc MG . csv XHEIRZEA, 5Tk
BREETHETRXHBTER
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https://msp-release-1258344699.cos.ap-shanghai.myqcloud.com/package/urp/agent.tar.gz
https://console.cloud.tencent.com/msp/cmg/research-tool
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BEMFHAE (ZERRSMN)

o BEEKS: STKSHBELEEERTH
o BREE: F-KSTHLAIDEE
o BEEEN: F-XATMINED

0 =zs»
AIERIRRS

BESER

PFAIEREEE, SERARORNRSERERANERRXSAIEIRE.
O ERE:

BE2.
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FISAFHER
1. FHXLHER,

BF mitigiEtla, EERETIR > IDC > XHASA, BETEHER.

RETH

new

2= ERhT AWS IDC
TR XHEFA

@ sox sezinm

X{4HERR

TR HRIR

BT EXHHRRR, RRERERIASTMG LE, EEFMEIRNA

2. IRIBEIRERIES MR, EBIIBIRLAVIERIR,

A ERE:

FRIEMNEMIERSY, HBRELATRES SEEURBETIY

EAER Atk

Hesk

oz}

&t

MBEEHE—ITR) | HFmacitihlt UEHE  |CPURBINMA)| WiZE(GR)(E) | RAREE(CB)NT) | BRRSE(GE)
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