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EcEI
{

"Action”: [
"bss:",
"hssapi:"

1

"Resource": "*",

"Effect": "Deny"

1

{

"Action": [
":Describe",
":List",
"Get",
":Read",
":BatchGet",
":BatchDescribe",
":Query",
":BatchQuery",
"actiontrail:Lookup*",
"actiontrail:Check*",
"dm:Desc*",
"dm:SenderStatistics*",
"ram:GenerateCredentialReport”,
"cloudsso:Check*",
"notifications:Read*",
"selectdb:Check*",
"hbr:Search*",
"hbr:BrowseFiles",
"hbr:BatchCountTables",
"hbr:CheckRole",
"hbr:PreCheckSourceGroup",
"nis:Count*",
"nis:Check*",
"nis:1s*",
"sr:HasRole",
"resourcecenter:Search*",
"resourcecenter:ExecuteSQLQuery",

"resourcecenter:ExecuteMultiAccountSQLQuery",

"clickhouse:Check*"
1,
"Resource": "*",
"Effect": "Allow"
}

{
"Action”: [
"mqg:OnsRegionList",
"mq:OnsinstancelnServiceList",
"ons:OnsRegionList",
"mq:0OnsinstancelnServiceList"
1,
"Resource™: "*",
"Effect": "Allow"
}

{

"Action": [
"yundun-sas:",
"yundun-aegis:",
"sasti:"

I

"Resource": ",

"Effect": "Allow"

i
{

"Action": "ram:CreateServiceLinkedRole",

" nam

"Resource": "*",

"Effect": "Allow",

"Condition™: {

"StringEquals": {
"ram:ServiceName": [

"sas.aliyuncs.com”,
"cloudsiem.sas.aliyuncs.com",
"espm.sas.aliyuncs.com"

L]
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( CloudFirewall ) EERZETIXIE
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=hRs58 (ECS) EZEAEXERE

sion": "1",

ent": [

tion": [

Viogs g #Y

"bssapi:*"

LU}

"Deny"

"Action": "yundun-waf:",

"Resource":
"Effect": "Allow"

"Action”: [
"yundun-cloudfirewall:*",
"sasti:Get™",

"sasti:Describe*",

"sasti:Query*",

"sasti:List*",

"sasti:Grant*",
"bss:QueryAvailablelnstances”,
"bssapi:QuerySavingsPlansinstance”

I

"Resource": "*",

"Effect": "Allow"

"Action": [
"ecs:CreateSecurityGroup",
"ecs:ModifySecurityGroupPolicy",
"ecs:ModifySecurityGroupAttribute”,
"ecs:DeleteSecurityGroup"”,
"ecs:AuthorizeSecurityGroup”,
"ecs:ModifySecurityGroupRule",
"ecs:RevokeSecurityGroup”,
"ecs:AuthorizeSecurityGroupEgress"”,
"ecs:ModifySecurityGroupEgressRule”,
"ecs:RevokeSecurityGroupEgress”,
"ecs:JoinSecurityGroup”,
"ecs:LeaveSecurityGroup",

I

"Resource": "*",

"Effect": "Allow"

:Describe*",

S List=",
S

:Read*",

:BatchGet*",

:BatchDescribe*",
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"*:Query*",

"*:BatchQuery*",
"actiontrail:Lookup*",
"actiontrail:Check*",

"dm:Desc*",
"dm:SenderStatistics*",
"ram:GenerateCredentialReport",
"cloudsso:Check*",
"notifications:Read*",
"selectdb:Check*",

"hbr:Search*",

"hbr:BrowseFiles",
"hbr:BatchCountTables",
"hbr:CheckRole",
"hbr:PreCheckSourceGroup",
"nis:Count*",

"nis:Check*",

"nis:Is*",

"sr:HasRole",
"resourcecenter:Search*",
"resourcecenter:ExecuteSQLQuery",
"resourcecenter:ExecuteMultiAccount SQLQuery",
"clickhouse:Check*",
"yundun-waf:*",
"yundun-cloudfirewall:*",
"sasti:Get*",

"sasti:Describe*",
"sasti:Query*",

"sasti:List*",

"sasti:Grant*",
"ecs:CreateSecurityGroup",
"ecs:ModifySecurityGroupPolicy",
"ecs:ModifySecurityGroupAttribute",

"ecs:DeleteSecurityGroup",

"

ecs:AuthorizeSecurityGroup",

"ecs:ModifySecurityGroupRule",

"

ecs:RevokeSecurityGroup",

"ecs:AuthorizeSecurityGroupEgress",
"ecs:ModifySecurityGroupEgressRule",
"

ecs:RevokeSecurityGroupEgress",

"ecs:JoinSecurityGroup",
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"ecs:LeaveSecurityGroup"
I
YResoureeti Aty

"Effect": "Allow"

"Action": [
"mg:0OnsRegionList",
"mg:0OnsInstanceInServicelList",
"ons:0nsRegionList",
"ons:0OnsInstanceInServiceList"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"yundun-sas:*",
"yundun-aegis:*",
"sasti:*"

] 14

"Resource": "*",

"Effect": "Allow"

"Action": "ram:CreateServicelLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": [

"sas.aliyuncs.com",

"cloudsiem.sas.aliyuncs.com",

"cspm.sas.aliyuncs.com"
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