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"Action": [
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(BSS) EEZASKE 1,

(BSS) HIUR

"bss:",
"bssapi:"
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EERBEERSMAEXS

i, EEipiEmAFERBR.

", nxn

"Resource": "*",

"Effect": "Deny"

"Action": [

ReadOnlyAccess
= RiEpRRERNERR
RAIILR

":Describe",

":List",

":Get",

":Read",

":BatchGet",
":BatchDescribe",

":Query",

":BatchQuery",
"actiontrail:Lookup*",
"actiontrail:Check*",
"dm:Desc*",
"dm:SenderStatistics*",
"ram:GenerateCredentialReport",
"cloudsso:Check*",
"notifications:Read*",
"selectdb:Check*",
"hbr:Search*",
"hbr:BrowseFiles",
"hbr:BatchCountTables",
"hbr:CheckRole",
"hbr:PreCheckSourceGroup",
"nis:Count™",

"nis:Check*",

"nis:ls*",

"sr:HasRole",
"resourcecenter:Search*",
"resourcecenter:ExecuteSQLQuery",

"resourcecenter:ExecuteMultiAccountSQLQu
eryll,

],

"clickhouse:Check*"

", nxn

"Resource": "*",
"Effect": "Allow"

}
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"Action": [
"mq:OnsRegionList",
"mq:OnsinstancelnServicelList",
"ons:OnsRegionList",
"mq:OnsinstancelnServiceList"

]1

"Resource": "*",

"Effect": "Allow"

"Action": [
"yundun-sas:",
"yundun—aegis:",

"sasti:"
]’
"Resource": ",
"Effect": "Allow"

"Action": "ram:CreateServiceLinkedRole",
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringEquals": {

"ram:ServiceName": [
"sas.aliyuncs.com",
"cloudsiem.sas.aliyuncs.com",
"cspm.sas.aliyuncs.com"

"Action": "yundun-waf:",

"Resource": ",
"Effect": "Allow"

"Action": [
"yundun-cloudfirewall:*",
"sasti:Get™",
"sasti:Describe*",
"sasti:Query*",
"sasti:List*",
"sasti:Grant*",
"bss:QueryAvailablelnstances”,
"bssapi:QuerySavingsPlansinstance"
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", N

"Resource": "*",
"Effect": "Allow"
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{
"Action": [
"ecs:CreateSecurityGroup",
"ecs:ModifySecurityGroupPolicy",
"ecs:ModifySecurityGroupAttribute",
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"ecs:AuthorizeSecurityGroup",
"ecs:ModifySecurityGroupRule",
RREEXIRE "ecs:RevokeSecurityGroup",
"ecs:AuthorizeSecurityGroupEgress",
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"ecs:ModifySecurityGroupEgressRule",

"ecs:RevokeSecurityGroupEgress",
"ecs:JoinSecurityGroup",
"ecs:LeaveSecurityGroup",

],

", nxn

"Resource": "*",
"Effect": "Allow"
}
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urityGroug

: [

:OnsRegionList",

S|
"yundun

"yundun

ram:CreateS iceLinkedRole",
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O BAT
B REIE

IEE#AYE: 2024-07-2210:44:31
RSB ESEMIEENERZRE2PMEERRIIR, FESEERZREP LR GIFERSRIRE.

R{FinR

mREHh

B LB ERIBIIEE (Cloud Access Management, CAM ) kR, ERFABE=Z2FC ( Cloud Security Center, CSC) =il

AT ENERSERIRR,
SOC WILIRE R

MEERFEAFPAEEREZREPOINR, ERLZAPERSIRA: QcloudSSAFullAccess BIZERS, ZRIEBT LAY EREHCFR
BRFHREERENR, NAZIBEN, ISTuRSER QcloudSSAFullAccess ERGERARPRIMEMESE, BER BEZE

SOC MIRiERR
MREFEAFAEEAZZSPOINIR, E2FEECIE. Bk, LEBORUR, SR ZBAPERSRA:

QcloudSSAReadOnlyAccess HIZRREE, TigTRIRERE QcloudSSAReadOnlyAccess BIGAR, EMRMESE, 520 #ESE,

SOC X HRAYREE

NREHFEAFPAEERZREPOEEFT. GMEE. ZR2ERE. MNP OR UBA BIBSIR, ZrILZAFERSHA:
QcloudAuditFullAccess RIZRES . ZREGEEILAPIHEFHEITIEERMBEFIRFERIR, NTXZEIEN, "SRR

QcloudSSAReadOnlyAccess ERERHF, BFRESE, B8R BIESE.

RMES R

1. BR HAEEEHE, AENSHP, PHEE, EANRBRHE.
2. ERENERNERIED, WARBSR (RIBLFEHRIER) , MBI “QcloudSSAFullAccess” i#iTiER,
3. # “QcloudSSAFullAccess” SRESHIGMIRIEIES, BEXEAR/ARE.

a5 ST B QcloudSSAFullAccess
EEE s il g ik s
QcloudSSAFullAccess EESEN Full read-write access to Security Situation Awareness(SSA) 2024-03-06 11:06:16
BiE0E, H1I MW~ £/1

4. EXBAP/APE//AGRE, EPRERENRNFHEP, RERET.
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https://console.cloud.tencent.com/cam/policy
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