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API 315
L

IEEFATE: 2025-03-07 01:12:21

%8 50 X&R%

A7AdiE: 2025-03-07 01:12:16
FRRGEETUTRA:
MECHRINE,.

E2aEiRLta:

» AssetViewPortRisk
o FERLR: ServiceJudge, XspmStatus
« AssetViewVULRiskData
o ¥ERKR: IsPOC
» AssetViewWeakPassRisk
o ¥ERR: Port
» ServerRisk
o ¥MBMAE: NewlLevel, XspmStatus

849 Xk%

ZfAtiE: 2024-12-26 18:44:26
FREGEETUTHRA:
MECHRINE,

HigEEO:

» DescribeClusterAssets

» DescribeOrganizationinfo
» DescribeSubUserInfo

» DescribeUebaRule

« ModifyUebaRuleSwitch

FIBERLSE:

» AssetCluster

+ CloudCountDesc
« Organizationlnfo

« StatisticalFilter

« SubUserinfo

» UebaCustomRule
» UebaEventContent
« UebaRule

B 48 R&®

&ZmEdiE: 2024-11-04 15:50:57
FREHEAETUTHE:
BEEAMX.

R

- TagCount
o fBMEBER: Name, Count

IRIFRE: BR=ItE (It ) BRSEATF 555 #431m
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https://cloud.tencent.com/document/api/664/90825#ServerRisk
https://cloud.tencent.com/document/api/664/114843
https://cloud.tencent.com/document/api/664/114848
https://cloud.tencent.com/document/api/664/114847
https://cloud.tencent.com/document/api/664/114846
https://cloud.tencent.com/document/api/664/114845
https://cloud.tencent.com/document/api/664/90825#AssetCluster
https://cloud.tencent.com/document/api/664/90825#CloudCountDesc
https://cloud.tencent.com/document/api/664/90825#OrganizationInfo
https://cloud.tencent.com/document/api/664/90825#StatisticalFilter
https://cloud.tencent.com/document/api/664/90825#SubUserInfo
https://cloud.tencent.com/document/api/664/90825#UebaCustomRule
https://cloud.tencent.com/document/api/664/90825#UebaEventContent
https://cloud.tencent.com/document/api/664/90825#UebaRule
https://cloud.tencent.com/document/api/664/90825#TagCount

(%) - iiit= mEa

847 R&f

ZfAtiE: 2024-11-04 15:17:26
FREHEETIUTRE:
CETSET R

R

« ServerRiskSuggestion
o {BMEER: Title, Body

846 X&®

&AdiE: 2024-10-30 20:52:19
TREGEETUTRA:
MECHRINE,

EBEiRLta:

« AssetinfoDetail
o fBMEER: ApplD, CVEId, IsScan, InfluenceAsset, NotRepairAsset, NotProtectAsset, Taskld, TaskPercent, TaskTime, ScanTime

845 XR%

&AdiE: 2024-10-30 20:10:52
FREGEETUTRA:
MECHRINE,

feesizn:

» DescribeClusterPodAssets
o ¥EAS: Memberld

» DescribeSubnetAssets
o FBAZ: Memberld

« DescribeTopAttackinfo
o FHEASE: Memberld

» DescribeVpcAssets
o ¥MBAZ: Memberld

« ModifyOrganizationAccountStatus
o ¥EAS: Memberld

» UpdateAlertStatusList
o ¥EAS: Memberld

FIBERLSE:

* ProductSupport

EBEiRLta:

« AssetBaselnfoResponse
o BMIEER: Vpcld, VpcName, AssetName, Os, Publiclp, Privatelp, Region, AssetType, Assetld, AccountNum, PortNum, ProcessNum,
SoftApplicationNum, DatabaseNum, WebApplicationNum, ServiceNum, WebFrameworkNum, WebSiteNum, JarPackageNum,
StartServiceNum, ScheduledTaskNum, EnvironmentVariableNum, KernelModuleNum, SysteminstallationPackageNum,
SurplusProtectDay, CWPStatus, Tag, ProtectLevel, ProtectedDay
» AssetViewCFGRisk
o ¥mZME: Clbld
» BuglnfoDetail
o fEMEER: Id, Patchld, VULName, Level, CVSSScore, CVEId, Tag, VULCategory, ImpactOs, ImpactCOMPENT, ImpactVersion, Reference,
VULDescribe, Fix, ProSupport, IsPublish, ReleaseTime, CreateTime, UpdateTime, SubCategory
« DataSearchBug

IRIRERE: BR=ITE (1bF) BRSEAE 586 #431:m


https://cloud.tencent.com/document/api/664/90825#ServerRiskSuggestion
https://cloud.tencent.com/document/api/664/90825#AssetInfoDetail
https://cloud.tencent.com/document/api/664/93512
https://cloud.tencent.com/document/api/664/90818
https://cloud.tencent.com/document/api/664/104060
https://cloud.tencent.com/document/api/664/90817
https://cloud.tencent.com/document/api/664/103094
https://cloud.tencent.com/document/api/664/106208
https://cloud.tencent.com/document/api/664/90825#ProductSupport
https://cloud.tencent.com/document/api/664/90825#AssetBaseInfoResponse
https://cloud.tencent.com/document/api/664/90825#AssetViewCFGRisk
https://cloud.tencent.com/document/api/664/90825#BugInfoDetail
https://cloud.tencent.com/document/api/664/90825#DataSearchBug

& BiE

o ¥R R: DataSupport, Cveld
o MR StateCode, DataBug, DataAsset, VSSScan, CWPScan, CFWPatch, WafPatch, CWPFix
« DbAssetinfo
o fEMRER: CFWStatus, Assetld, VpcName, AssetType, Publiclp, Privatelp, Region, Vpcld, AssetName, CFWProtectLevel, Tag

844 XR%

£TEHIE): 2024-08-28 01:24:29
RREHESTUTHE:
BEEAHR.

feRsiEn:

» DescribeCVMAssets
o ¥gHZ: ProtectStatusList

(B EiReEa:

» AlertExtralnfo
o FiBRRE: ProcessName, PID, PodName, PodID, Response, SystemCall, Verb, LogID, Different, EventType, Description, TargetAddress,
MaliciousRequestDomain, RuleType, RequestURI, RequestUser, RequestObject, ResponseObject, FileType, TIType, SourcelP
« Alertinfo
o ¥ERR: LogType, LogSearch
« CVMAssetVO
o ¥ERR: ProtectStatus, OfflineTime
« Rolelnfo
o #¥RR: ContainerName, ContainerlD

88 43 XK

&fAtiE: 2024-08-02 01:20:09
TRRGEETUTRA:
MECHRINE.

fgegEn:

« DescribeAlertList
o ¥ZtE: ReturnCode, ReturnMsg

8 42 xR

A7AdiE: 2024-07-30 01:24:16
FRRGEETUTRA:
MECHRINE.

igEn:

« DescribeCFWAssetStatistics

BN XEH

&AdiE: 2024-07-03 01:12:26
RREHEETUTHE:
BEEHHIX.

eI :

» TaskLogURL
o {EMEEA: URL, Logld, TaskLogName, Appld

IRIRERE: BR=ITE (1bF) BRSEAE 87 H#431m


https://cloud.tencent.com/document/api/664/90825#DbAssetInfo
https://cloud.tencent.com/document/api/664/90821
https://cloud.tencent.com/document/api/664/90825#AlertExtraInfo
https://cloud.tencent.com/document/api/664/90825#AlertInfo
https://cloud.tencent.com/document/api/664/90825#CVMAssetVO
https://cloud.tencent.com/document/api/664/90825#RoleInfo
https://cloud.tencent.com/document/api/664/105563
https://cloud.tencent.com/document/api/664/109405
https://cloud.tencent.com/document/api/664/90825#TaskLogURL

O BT R

58 40 X%

ZfAtiE: 2024-06-20 01:24:58
FREHEETIUTRE:
CETSET R

feRzO:

« CreateDomainAndlIp
o FBAZ: Memberld
« CreateRiskCenterScanTask
o FEAZ: FinishWebHook
» DeleteDomainAndIip
o ¥MBAZ: Memberld
« ModifyRiskCenterScanTask
o ¥FEAZ: FinishWebHook

EesEiRLEta

» AssetViewVULRiskData

o ¥MBMAE: TvdID, IsOneClick
« CVMAssetVO

o #ERR: RealAppid, CloudType
« VULViewVULRiskData

o FERER: TvdID, IsOneClick

58 39 R

A7AdiE: 2024-06-19 01:24:50
FRRGEETUTRA:
MECHRINE,.

wigEn:

« DescribeVULRiskDetail
« DescribeVulViewVulRiskList

FIBERLSE:

» VULRiskinfo
« VULViewVULRiskData
« VullmpactComponentinfo

e VulTrend

8 38 xR

&ZAdiE: 2024-05-16 01:26:49
KRRHBEETUTRA:
MECHRINE,

whigEO:

« UpdateAlertStatusList

FRIBEURE

* NewAlertKey

837 R&®

A%fltiE: 2024-05-10 01:27:43

IRIFRE: BR=ItE (It ) BRSEATF 58 #4331,


https://cloud.tencent.com/document/api/664/93274
https://cloud.tencent.com/document/api/664/94177
https://cloud.tencent.com/document/api/664/98743
https://cloud.tencent.com/document/api/664/103117
https://cloud.tencent.com/document/api/664/90825#AssetViewVULRiskData
https://cloud.tencent.com/document/api/664/90825#CVMAssetVO
https://cloud.tencent.com/document/api/664/90825#VULViewVULRiskData
https://cloud.tencent.com/document/api/664/107483
https://cloud.tencent.com/document/api/664/107482
https://cloud.tencent.com/document/api/664/90825#VULRiskInfo
https://cloud.tencent.com/document/api/664/90825#VULViewVULRiskData
https://cloud.tencent.com/document/api/664/90825#VulImpactComponentInfo
https://cloud.tencent.com/document/api/664/90825#VulTrend
https://cloud.tencent.com/document/api/664/106208
https://cloud.tencent.com/document/api/664/90825#NewAlertKey

& WifiE

FRRGEETUTRA:
ECHRIE.
ez

» DescribeCVMAssets
o FigHZ: PublicPrivateAttr
« DescribeDbAssets
o FEAZ: Memberld
o FiigHE: PublicPrivateAttr
« DescribeOrganizationUserinfo
o ¥EAS: Memberld
o ¥gBH2: JoinTypelLst, CloudTypeLst

EesERaata

» OrganizationUserlInfo
o ¥MBM&RE: SubUserCount, JoinTypelnfo

5836 XRH

&ZAdiE: 2024-05-07 01:12:54
FREHEETUTHE:
BEEAHH.

feRsEn:

« CreateRiskCenterScanTask
o ¥EAS: Memberld

» DeleteRiskScanTask
o ¥EAZS: Memberld

» DescribeRiskCenterAssetViewCFGRiskList
o FBAZ: Memberld

» DescribeRiskCenterAssetViewPortRiskList
o ¥MBAZ: Memberld

» DescribeRiskCenterAssetViewVULRiskList
o ¥EANS: Memberld

» DescribeRiskCenterAssetViewWeakPasswordRiskList
o ¥EAS: Memberld

» DescribeRiskCenterPortViewPortRiskList
o ¥EAS: Memberld

» DescribeRiskCenterServerRiskList
o FBAZ: Memberld

» DescribeRiskCenterVULViewVULRIiskList
o ¥MBAZ: Memberld

» DescribeRiskCenterWebsiteRiskList
o ¥EANS: Memberld

» DescribeScanReportList
o ¥EAS: Memberld

» DescribeScanTaskList
o ¥EAS: Memberld

« DescribeTaskLogList
o FBAZ: Memberld

* DescribeTaskLogURL
o FEAZ: Memberld

» ModifyRiskCenterRiskStatus
o ¥EANS: Memberld

« ModifyRiskCenterScanTask
o ¥EAS: Memberld

IRIFRE: BR=ItE (It ) BRSEATF 589 H431R


https://cloud.tencent.com/document/api/664/90821
https://cloud.tencent.com/document/api/664/90819
https://cloud.tencent.com/document/api/664/102512
https://cloud.tencent.com/document/api/664/90825#OrganizationUserInfo
https://cloud.tencent.com/document/api/664/94177
https://cloud.tencent.com/document/api/664/98745
https://cloud.tencent.com/document/api/664/98822
https://cloud.tencent.com/document/api/664/93509
https://cloud.tencent.com/document/api/664/93508
https://cloud.tencent.com/document/api/664/98821
https://cloud.tencent.com/document/api/664/100198
https://cloud.tencent.com/document/api/664/98820
https://cloud.tencent.com/document/api/664/100197
https://cloud.tencent.com/document/api/664/98819
https://cloud.tencent.com/document/api/664/90815
https://cloud.tencent.com/document/api/664/97683
https://cloud.tencent.com/document/api/664/97682
https://cloud.tencent.com/document/api/664/97681
https://cloud.tencent.com/document/api/664/100196
https://cloud.tencent.com/document/api/664/103117

O Wiz

« StopRiskCenterTask
o FHEAE: Memberld

835 xR

A%ltiE: 2024-04-23 01:12:12
FREHEETIUTHE:
BEEAEIH.

s

« DescribeAlertList

FIBERLSE:

« AlertExtralnfo
« Alertinfo

« KeyValue

» RelatedEvent
» Rolelnfo

B34 X&H®

R#ETIE): 2024-04-08 01:11:35
FRRHGEATIUTHS:
HEBEH,

e

» DescribeAssetViewVulRiskList

RIREURGS

» AssetViewVULRiskData

B33 RE®

&RfnAtiE: 2024-03-28 01:12:39
KRRHBEETUTRA:
MECHRINE,

(B ERE

» AssetViewWeakPassRisk
o {BMIEER: AffectAsset, Level, InstanceType, Component, Service, RecentTime, FirstTime, Status, Id, Index, Instanceld, InstanceName,
Appld, Nick, Uin, PasswordType, From, VULType, VULURL, Fix, Payload
» PortViewPortRisk
o fEMEER: NoHandleCount, Level, Protocol, Component, Port, RecentTime, FirstTime, Suggestion, AffectAssetCount, Id, From, Index,
Appld, Nick, Uin, Service
» WebsiteRisk
o IBMIEER: AffectAsset, Level, RecentTime, FirstTime, Status, Id, Index, Instanceld, InstanceName, Appld, Nick, Uin, URL, URLPath,
InstanceType, DetectEngine, ResultDescribe, SourceURL, SourceURLPath

832 X%kH

A#AdiE: 2024-03-04 01:11:59
RREHEETUTHE:
BEEHHIX.

srEEn:

IRIRERE: BR=ITE (1bF) BRSEAE 510 #4313,


https://cloud.tencent.com/document/api/664/98744
https://cloud.tencent.com/document/api/664/105563
https://cloud.tencent.com/document/api/664/90825#AlertExtraInfo
https://cloud.tencent.com/document/api/664/90825#AlertInfo
https://cloud.tencent.com/document/api/664/90825#KeyValue
https://cloud.tencent.com/document/api/664/90825#RelatedEvent
https://cloud.tencent.com/document/api/664/90825#RoleInfo
https://cloud.tencent.com/document/api/664/104896
https://cloud.tencent.com/document/api/664/90825#AssetViewVULRiskData
https://cloud.tencent.com/document/api/664/90825#AssetViewWeakPassRisk
https://cloud.tencent.com/document/api/664/90825#PortViewPortRisk
https://cloud.tencent.com/document/api/664/90825#WebsiteRisk

O BT R

« DescribeTopAttackinfo

FRIEEIES:

« TagCount

8 31 R

A%ltiE: 2024-02-02 01:09:24
TRRGBEETUTRA:
MECHRINE.

fgesiEn:

» DescribeCVMAssets

o FEAZ: Memberld

o g2 AssetMaplinstanceTypeList
» DescribeVULRiskAdvanceCFGList

o FiBAZS: Memberld

o ¥mZHZ: VulTagList
IBERLEN

» AssetinstanceTypeMap
» Element
« ServiceSupport

EeEiELta:

« CVMAssetVO
o ¥BMR: CVMAgentStatus, CVMStatus, DefenseModel, TatStatus, CpuTrend, MemoryTrend, AgentStatus, CloseDefenseCount,
InstanceState, SecurityGrouplds, AgentMemRss, AgentCpuPer
« RiskCenterStatusKey
o EMEER: Appld
* VULRiskAdvanceCFGList
o FiiBFXRE: Payload, References, CVSS, AttackHeat, ServiceSupport, RecentScanTime

8 30 X&R%

RAEETIE): 2024-01-3101:10:44
FREHBERTIUTHE:
HEBEIH.

iR

* PortRiskAdvanceCFGParamltem

e iRt :

» TaskAdvanceCFG
o FBRYRE: PortRisk

B 29 xR

AfAdiE: 2024-01-22 01:09:58
ARRGEETUTRE:
WECEIH,

whigEO:

« ModifyRiskCenterScanTask

IRIRERE: BR=ITE (1bF) BRSEAE $£11 #4313,


https://cloud.tencent.com/document/api/664/104060
https://cloud.tencent.com/document/api/664/90825#TagCount
https://cloud.tencent.com/document/api/664/90821
https://cloud.tencent.com/document/api/664/100951
https://cloud.tencent.com/document/api/664/90825#AssetInstanceTypeMap
https://cloud.tencent.com/document/api/664/90825#Element
https://cloud.tencent.com/document/api/664/90825#ServiceSupport
https://cloud.tencent.com/document/api/664/90825#CVMAssetVO
https://cloud.tencent.com/document/api/664/90825#RiskCenterStatusKey
https://cloud.tencent.com/document/api/664/90825#VULRiskAdvanceCFGList
https://cloud.tencent.com/document/api/664/90825#PortRiskAdvanceCFGParamItem
https://cloud.tencent.com/document/api/664/90825#TaskAdvanceCFG
https://cloud.tencent.com/document/api/664/103117

O BT R

58 28 X&16

ZfAtiE: 2024-01-19 01:09:59
FREHEETIUTRE:
CETSET R

migEO:

« ModifyOrganizationAccountStatus

827 xR

#7EHE): 2023-12-19 01:25:03
AREHEETIUTRA:
MECHRINE,

feesizn:

» DescribeDomainAssets
o ¥EAS: Memberld

« DescribeGatewayAssets
o FBAZ: Memberld

« DescribeListenerList
o FHEAE: Memberld

» DescribeNICAssets
o ¥MBAZ: Memberld

« DescribePubliclpAssets
o ¥EAS: Memberld

5826 XR&®

&ZmAdiE: 2023-12-1519:18:42
FREHEAETUTHE:
BEEAH.

g

« DescribeOrganizationUserinfo

IBEIRGS

» OrganizationUserlInfo

58 25 xkf

BAHE: 2023-12-12 01:27:48
FREGEETIUTHE:
BEEAH.

sFEE:

» DescribeNICAssets

IREURGS

* NICAsset

B 24 RE&®

&ZAdiE: 2023-12-08 01:27:48
FRRHBEETUTRSA:

IRIRERE: BR=ITE (1bF) BRSEAE $£12 #4313,


https://cloud.tencent.com/document/api/664/103094
https://cloud.tencent.com/document/api/664/93511
https://cloud.tencent.com/document/api/664/102291
https://cloud.tencent.com/document/api/664/96103
https://cloud.tencent.com/document/api/664/102406
https://cloud.tencent.com/document/api/664/93510
https://cloud.tencent.com/document/api/664/102512
https://cloud.tencent.com/document/api/664/90825#OrganizationUserInfo
https://cloud.tencent.com/document/api/664/102406
https://cloud.tencent.com/document/api/664/90825#NICAsset

(%) - iiit= mEE

MECHRIE.
wigEO:

« DescribeGatewayAssets

FIBERLSE:

« GateWayAsset

B 23 X%kH®

&A%AdiE: 2023-11-16 01:12:23
RREHAETUTHE:
BEEHHIX.

eI

» AssetViewVULRisk
o IBMIEER: AffectAsset, Level, InstanceType, Component, Service, RecentTime, FirstTime, Status, Id, Index, Instanceld, InstanceName,
Appld, Nick, Uin, VULType, Port, Describe, AppName, References, AppVersion, VULURL, VULName, CVE, Fix, POCId, From,
CWPVersion, IsSupportRepair, IsSupportDetect, InstanceUUID, Payload, EMGCVulType

8 22 xR

A7AdiE: 2023-11-15 01:23:10
TRRGEETUTRA:
MECHRINE.

E2EiRLta:

« ScanTaskiInfo
o {EMRRR: Appld, UIN, UserName
« VULViewVULRisk
o {BMEER: Port, NoHandleCount, Level, Component, RecentTime, FirstTime, AffectAssetCount, Id, From, Index, VULType, VULName,
CVE, Describe, Payload, AppName, References, AppVersion, VULURL, Nick, Appld, Uin, Fix, EMGCVulType

B2 XE®

B8 2023-11-13 00:07:56
FREHEETIUTHE:
BEEAEH.

IEREE:

» AssetViewPortRisk
o {BMEER: Port, AffectAsset, Level, InstanceType, Protocol, Component, Service, RecentTime, FirstTime, Suggestion, Status, Id, Index,
Instanceld, InstanceName, Appld, Nick, Uin, From

820 R&ET

&ZAdiE: 2023-11-03 01:10:39
KRRHBEETUTRS:
ECHRINHE,

ez

» DescribeTaskLogList

o ¥gHE: ReportTemplateNumber

(B EiReaEa:

IRIRERE: BR=ITE (1bF) BRSEAE $£13 #4313,


https://cloud.tencent.com/document/api/664/102291
https://cloud.tencent.com/document/api/664/90825#GateWayAsset
https://cloud.tencent.com/document/api/664/90825#AssetViewVULRisk
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O BT R

« TaskLoglInfo
o #HERLR: ReportType, Templateld
o {BMEER: TaskLogName, TaskLogld, AssetsNumber, RiskNumber, Time, Status, TaskName, StartTime, TaskCenterTaskld, Appld, UIN,

UserName
B19 xR
&ZAdiE: 2023-10-3101:30:05
KRRHBEETUTRS:
MECHRINE.
(B ERE:

» VULRiskAdvanceCFGList
o FERYRE: Riskld

B18 xR f

A%ltiE: 2023-10-30 00:24:02
ARRHGEETUTRE:
WECEIH,

wRigEO:

» DescribeVULRiskAdvanceCFGList

BRI

» VULRiskAdvanceCFGList

B17 &

&fAtiE: 2023-10-27 01:27:32
TRRGEETUTRA:
MECHRINE,

fgegiEn:

« CreateDomainAndIp
o ¥EAS: Tags

» CreateRiskCenterScanTask
o ¥MBAS: Tags

« DeleteDomainAndIp
o ¥MBAS: Tags, Type
o fBMIAE: Content

» DescribeDomainAssets
o ¥EANS: Tags

« DescribePubliclpAssets
o ¥EANS: Tags

« DescribeRiskCenterAssetViewCFGRiskList
o FBAS: Tags

» DescribeRiskCenterAssetViewPortRiskList
o ¥ENS: Tags

» DescribeRiskCenterAssetViewVULRiskList
o ¥EANS: Tags

» DescribeRiskCenterAssetViewWeakPasswordRiskList
o ¥EANS: Tags

» DescribeRiskCenterPortViewPortRiskList
o ¥EANS: Tags
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« DescribeRiskCenterServerRiskList
o HBAS: Tags

» DescribeRiskCenterVULViewVULRIiskList
o ¥ENS: Tags

» DescribeRiskCenterWebsiteRiskList
o ¥EANS: Tags

» DescribeScanTaskList
o ¥EANS: Tags

« DescribeTaskLogURL
o ¥EAZ: ReportTaskldList
o {EMAE: ReportltemKeyList

FIBERLSE:

* AssetTag
* ReportTaskldList
« Tags
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» CreateRiskCenterScanTask
o ¥EAZ: ScanFrom
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« DescribeRiskCenterPortViewPortRiskList
» DescribeRiskCenterVULViewVULRiskList
« ModifyRiskCenterRiskStatus

IREURGS

» PortViewPortRisk
« RiskCenterStatusKey
« VULViewVULRisk
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o {BMEER: Id, CFGName, CheckType, Instanceld, InstanceName, InstanceType, AffectAsset, Level, FirstTime, RecentTime, From, Status,

CFGSTD, CFGDescribe, CFGFix, CFGHelpURL, Index, Appld, Nick, Uin
« ScanTasklInfoList
o ¥MBMER: SourceType
» TaskAssetObject
o FRERKR: Arn
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FREHEAETUTHE:
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» DescribeRiskCenterAssetViewCFGRiskList

» DescribeRiskCenterAssetViewWeakPasswordRiskList
» DescribeRiskCenterServerRiskList

» DescribeRiskCenterWebsiteRiskList

BRI

» AssetViewCFGRisk

» AssetViewWeakPassRisk
» ServerRisk

« ServerRiskSuggestion

« WebsiteRisk
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FREBEETIUTHE:
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« DeleteDomainAndip
« DeleteRiskScanTask
« StopRiskCenterTask
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« PubliclpDomainListKey
» TaskldListKey
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» DescribeScanTaskList
« DescribeSearchBuginfo
» DescribeTaskLogList

» DescribeTaskLogURL

IREURGS

« AssetInfoDetail

« BuglInfoDetail

» DataSearchBug
* ReportltemKey
ScanTasklInfoList
TaskLoglInfo

» TaskLogURL
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B9 XE®

AAdiE: 2023-08-31 01:11:48
FREHEAETUTHE:
BEEHHIX.

e :

» ClbListenerListinfo
o #iERR: LoadBalancerDomain
o {BMEER: Listenerld, ListenerName, LoadBalancerld, LoadBalancerName, Protocol, Region, Vip, VPort, Zone, NumericalVpcld,
LoadBalancerType, Domain
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ZfAtiE: 2023-08-09 01:17:49
RREHAETUTHE:
BEEHHIX.

shmEn:

« DescribeListenerList

FIBERLSE:

« ClbListenerListinfo
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&AdiE: 2023-08-08 01:12:25
RREHEETUTHE:
BEEHHIX.

fezsgEn:

» CreateRiskCenterScanTask
o ¥BHS: Status, UnAuthAsset

EBEiRLta:

« AssetClusterPod
o FERR: IsNewAsset
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o {BMEER: Appld, Uin, Nick, Region, Assetld, AssetName, InstanceCreateTime, Namespace, Status, Clusterld, ClusterName, Machineld,
MachineName, Podlp, ServiceCount, ContainerCount, Publiclp, Privatelp, IsCore
« CVMAssetVO
o FMBMER: IsNewAsset
DBAssetVO
o ¥MBMEA: IsNewAsset
o IBMIEER: Assetld, AssetName, AssetType, Vpcld, VpcName, Region, Domain, AssetCreateTime, LastScanTime, ConfigurationRisk,
Attack, Access, ScanTask, Appld, Uin, NickName, Port, Tag, Privatelp, Publiclp, Status, IsCore
« DomainAssetVO
o FERLR: IsNewAsset, VerifyDomain, VerifyTXTRecord, VerifyStatus
« IpAssetListVO
o FERLR: IsNewAsset, VerifyStatus
o {BMIEER: Assetld, AssetName, AssetType, Region, CFWStatus, AssetCreateTime, Publiclp, PubliclpType, Vpcld, VpcName, Appld, Uin,
NickName, IsCore, IsCloud, Attack, Access, Intercept, InBandwidth, OutBandwidth, InFlow, OutFlow, LastScanTime, PortRisk,
VulnerabilityRisk, ConfigurationRisk, ScanTask, WeakPassword, WebContentRisk, Tag, Addressld, Memberld, RiskExposure
* SubnetAsset
o ¥MBMEA: IsNewAsset
o BMEER: Appld, Uin, Assetld, AssetName, Region, Vpcld, VpcName, Tag, Nick, CIDR, Zone, CVM, Availablelp, CreateTime,
ConfigureRisk, ScanTask, LastScanTime, IsCore

.

* Vpc
o FERLR: IsNewAsset, IsCore
o {EMmER: Subnet, ConnectedVpc, Assetld, Region, CVM, Tag, DNS, AssetName, CIDR, CreateTime, Appld, Uin, Nick

86 XM

A%ltiE: 2023-07-18 01:21:16
FREHEETIUTHE:
BEEAEIH.

rEEE:

« DomainAssetVO
o FERLR: ServiceRisk
o {BMEER: Assetld, AssetName, AssetType, Region, WAFStatus, AssetCreateTime, Appld, Uin, NickName, IsCore, IsCloud, Attack,
Access, Intercept, InBandwidth, OutBandwidth, InFlow, OutFlow, LastScanTime, PortRisk, VulnerabilityRisk, ConfigurationRisk,
ScanTask, SubDomain, Severlp, BotCount, WeakPassword, WebContentRisk, Tag, SourceType, Memberld, CCAttack, WebAttack
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KRRHBEETUTRS:
ECHRINHE,
HigEO:

» CreateRiskCenterScanTask

IREURGS

« TaskAdvanceCFG

« TaskAssetObject

« TaskCenterCFGRiskinputParam

» TaskCenterVulRisklnputParam

» TaskCenterWeakPwdRiskinputParam
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https://cloud.tencent.com/document/api/664/90825#Vpc
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https://cloud.tencent.com/document/api/664/94177
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FREBEBETUTHS:
ECHRIE.
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» DescribeClusterPodAssets

« DescribeDomainAssets

« DescribePubliclpAssets

» DescribeRiskCenterAssetViewPortRiskList
» DescribeRiskCenterAssetViewVULRiskList

IREURGS

» AssetClusterPod

» AssetViewPortRisk
« AssetViewVULRisk
« DomainAssetVO

* IpAssetListVO

EBEiRLta:

« CVMAssetVO
o FERLR: BASAgentStatus

BIRE®

#75EHE): 2023-06-08 01:17:51
KREHEETIUTRA:
MECHRINE,

higEO:

» CreateDomainAndIp

B2 XRM
A%ltiE: 2023-05-19 01:27:03
RREHEETUTHA:
MECHRINHE,
ez
» DescribeCVMAssets
o ¥MEHHS: OsList
(e EiREaEa:

« CVMAssetVO
o ¥ERER: RiskExposure

B1R&®

#75ETiE): 2023-05-08 10:25:58
KREHEETIUTRA:
MECHIINHE,

higEO:

« AddNewBindRoleUser
» DescribeCVMAssetInfo
» DescribeCVMAssets
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» DescribeDbAssetInfo

« DescribeDbAssets

» DescribeScanReportList
« DescribeSubnetAssets
» DescribeVpcAssets

IRRURS

» AssetBaselnfoResponse
« CVMAssetVO

« DBAssetVO

» DbAssetinfo

« Filter

« FilterDataObject
» ScanTasklInfo

* SubnetAsset

e Tag

« Vpc

» WhereFilter
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DescribeTaskLogURL IREVIR &5 TR ImRT s 20
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DescribeTaskLogList REUES IR ETIR
StopRiskCenterTask FELEAREROEES
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SRhOEXEN
EOSIm #EOae
DescribeAlertList BLERENR 3
DescribeTopAttackinfo HfITOPHEER 20
UpdateAlertStatusList HEEERTLE 20
R OEXED
BOSMm #ZOIhae
DescribeRiskCenterAssetViewCFGRiskList REVEF A EEERETIER
DescribeRiskCenterAssetViewPortRiskList IRENE A RIR O RS

DescribeAssetViewVulRiskList
DescribeRiskCenterAssetViewVULRiskList
DescribeRiskCenterAssetViewWeakPasswordRiskList
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DescribeRiskCenterWebsiteRiskList
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DescribeScanReportList IRERREIR ST 20
ModifyRiskCenterRiskStatus e MBS RO RBE RS 20
DescribeRiskCenterServerRiskList REVR LRSS 512 20
‘@rediiaxEn
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CreateDomainAndlp BlEBE S . iplEXER 20
DeleteDomainAndlp HpR = F0ipiER 20
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DescribeDomainAssets baz=71ES 20
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DescribeNICAssets F-R5I% 20
DescribeSubnetAssets FMFIE 20
DescribeVpcAssets vpcHlFE 20
DescribeListenerList HificlbiEIrEEFIR 20
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csip.na-siliconvalley.tencentcloudapi.com
csip.sa—saopaulo.tencentcloudapi.com

csip.eu—frankfurt.tencentcloudapi.com

R BFSHENESMRERETEEN, AbYhRISMRESE (232 Region AEMKil) , REREEHSMR RIS, BIFN Region Mtz

I—H.

SRR SRS

R ( Lissh)

et (FRYIER)

2. iEfEh%

BSifl= API HIFFEEOMIEBIE HTTPS #Ti8E, RHSRSMHINEEEE,

3. BR%GE
EI5 HTTP BRAE:

« POST (##)
« GET

IRIFRE: BR=ItE (It ) BRSEATF

csip.ap—shanghai-fsi.tencentcloudapi.com

csip.ap—shenzhen—fsi.tencentcloudapi.com

5825 H431;


https://cloud.tencent.com/document/product/304/2766
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POST i&Kkz#569 Content-Type 8:

- application/json (#%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, %#F{EREZ%iE v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form—data ({X&p53#E0O%F) , YREAERTZE v3 (TC3-HMAC-SHA256) .

GET iSRIBERERNFSiEBI32KB, POST iEREREZSZE v1 (HmacSHA1. HmacSHA256 ) BIR5i8id1MB, POST iEREREZHZE v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.

4. FFRG

(ER uTr-8 w8,

IRIFRE: BR=IE (16F) BREEAR 5526 H431;



(%) - iiit= mEE

AQ
YN =225

RIEEHASE: 2024-11-15 01:22:37

N

AHSHERATIRAAFTIIROESNSY, NHEKE, EEMEORMIEPRBTXESHRTIHE, E@XERETERHERLESY, FRERRESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(ERER5E v3 AHSE

EE7E v3 (BRMBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BERE, XIFEAMNERE, X5 POST JSON 3, 14aE
BF—ERA, HEERRESAETHEES RENBER E85 v3.

EE HWFEEER, BoROMERRREIERNRESSE v1 GET iFXK, MAREREMESHIE v3.
ERESAE v3 B, AHSYFRHE—ME HTTP Header iSRAEH, INTFRAR:

SHEMR ES] Bk ik
Acti st _  HTTPi&®sk: X-TC-Action. BIFEOEH. BESEROTMBASHS BT ARSY Action HIHE. FINE
ction N9 = pesememwpisi®En, BES Describelnstances.
Redion strin ) HTTP i&Rksk: X-TC-Region. MES8, FRIFAESIREHMESIRE, RESSEOXNTHASHSHETFA
o ng $#8% Region MM, 8 REEOFEESEESSY, BOATSTISIINNG, KEHEEESSBETIEN.
Ti " Int - HTTP i&ksk: X-TC-Timestamp. Zgi UNIX iHiaZ, aicRA&ie AP iERA9ATE. Flan 1529223702, F&: W
imestamp neger = pspssmlEsEEsst, S3lESSTREE.
. _ o HTTPi&®sk: X-TC-Version. {{E API fOBRA . ESEROIRASARSY Version Wi, FIISIRSE
Version String =

BIERA 2017-03-12,

HTTP #REESHIMESLEBFER, FIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
Hr,

- TC3-HMAC-SHA256: ¥&7%i%, BrRIEENZE;

- Credential: E£&ZiE, AKID*** 2 Secretld; Date £ UTC trifiapy AL, BEZEMAHLSE X-TC-
Timestamp &HAI UTC ingERTiEEE—E; service BEGFRE, BEAESZFE. Hl0, 53
cvm.tencentcloudapi.com EHEFRE R cvm. AF=REUER csip; tc3_request BEEFETH;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host JauwtiELal;

- Signature: E&HE, ITEIEER X,

HO

Authorization  String

HTTP i&ksk: X-TC-Token, Bl Z2£FIEMRSS FRMAAIGEIZLFEIEHRRY Token, (EMRIIFEZEIE Secretld #1
SecretKey KIEEZAIGIIZLEIEFRE TmpSecretld #1 TmpSecretKey, {ERKAZANFEEREILL Token F
E&.

iyl

Token String

HTTP i&ksk: X-TC-Language. {EEENERENIES, (XESEOZSSE., BUE: zh-CN, en-US, zh-CN
BEHRX, en-US REIHEN,

iy

Language String

BigAPEEEE SN =IRSELFIFIRDNET4, BOSHIREHRBE Offset=0, BEHE Limit=10, WEEREDEIFER URL., &KL, ERERG)
mF:

HTTP GET i&RE1a75H1:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA. 3 B AL NR LD 2 L ey Ly Ercy £ Loy ey L Er B ey iy eIy N O vt // )
ontent-type;host, Signature=5da7a33f6993f0614b047e5df4582db%9%bf4672ba50567dbaléc
Content-Type: application/x-www-—form-urlencoded

Ho : cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 27 H431:


https://cloud.tencent.com/document/api/664/90830
https://cloud.tencent.com/document/api/664/90830
https://cloud.tencent.com/document/product/1312
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HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA25¢ 8 A s SignedHead

ontent-type;host, Signature=58
Content-Type: application/json
Host: cvm.tencentcloudapi.com
cribeInstances
2017-03-12
X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form-data ) iERE@TE (USFEEOE) :

https://cvm.tencentcloudapi.

Authorization: TC3-HMAC-SHA256 Credentia equest, SignedHeade
ontent-type;host, Signature=582c400e06b5924a6£f2b5d7d672d79¢c15b13162
Content-Type: multipart/form-data; boundary=58731222010402
t: cvm.tencentcloudapi.com
—-TC-Action: DescribelInsta
2017-03-12
X-TC-Timestamp: 1527672334

ap—-guangzhou

n: form-data; name="Offset"

osition: form-data; name="Limit"

--58731222010402--

ERERSE VI B8

FEREERE v (BILME HmacSHA256 1 HmacSHA1) , AHSHEESR—HEIERER, TENRIEN

SR ESidl Wik iR
Acti . - BRERNIEOSMR, ESZEROXEPFRNSHETXTAHSH Action BIREE, FIIN=IRSSEMEDEFIFIRED,
ction String = . .
BYEJ Describelnstances.
Region String _ M%), ARMRFEIRER/MESRNEE. BEOESHORRESZEONEPRASHATSE Region RREE,
R REEOAREGRZSY, BOMEhESXISEIRE, WHEEEEZSHBTaER.
Ti - 51 UNIX BHiE&, TieRER AP iERIATE, £i11529223702, MESHEMEEEEX, S3REZiSHE
imestamp Integer = -
Nonce Integer 2 FEHIEEES, 5 Timestamp BX&# R, AFHLEEREE:,
. = £ =APIEH EERISHIRIASEHAY Secretld, —4* Secretld MRME—HI SecretKey , M SecretKey £FRER
Secretld String = . .
BERER Signature,
Signature String 2 BEREZ, ARBIEXERIEEYE, FERPRESGHEASEITEEYH . BNTEEGZSR 34,

IRIFRE: BR=ItE (It ) BRSEATF 5528 H431;


https://cloud.tencent.com/document/api/664/90831
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/664/90831
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SHEW ESic] Wik iR
Version String 2 RERY API B9RRZS . BUESEEROXEPAS2HSH Version iR, HIINZIRSSAIMRA 2017-03-12,

F&HN, Bk HmacSHA256 1 HmacSHA1. REIEERSE) HmacSHA256 B, Z{ER

SignatureMethod  String &, SHADEE BAIERES, EftERISER HmacSHAT IIEES.

Tok Stri — B Z2FIERSS PR RIIGRIRZ2EIEPRY Token, {ERRIFEES Secretld 1 SecretKey RIEEIRMIGIIRZERE
oken ring = HEFAY TmpSecretld #1 TmpSecretKey. {FRAKEIZAIIAREZEL Token FE .

Language String £ EEENREES, (NESEOSIEE ., BE: zh-CN, en-US, zh-CN iBEHZ, en-US iBEIEIZ,

EigAFEESTI MRAIZIRSS/LAIFIR, HiSREMEIRIER URL., ERLEB. BERERHWT:

HTTP GET i&RE1a75H1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstance ersion=2 &SignatureMethod=HmacSHA256&Timestamp=15276723

3 ignature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb 181d02&Region=ap—-guangzhou&Nonce=2

AR T D * * % o % o o o o ok o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Host: cvm.tencentcloudapi.com

HTTP POST &R &G M5 :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23

* %k

g5
AFEAEIEO Region FRNAGENTRAT. MREOFRSREPUOFEEE, WRIEEOI—PEIRR.

Hbigy BE

gt (M) ap—-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 5829 H431;


https://cloud.tencent.com/document/product/1312
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ERHIE V3

mIEEFATE: 2024-12-25 01:22:51

AT T E&8757% v3 NESTE, BENESKRSEHSHAERERISAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiEH<TT
£ (TCCLI) SHR&EIR, NELBEIM@AN APl BRETES .

7= (EH APl Explorer

fZELAiEE APl Explorer BY [ 3546, | BIREESMEOESMEMTE.

iz APl S8 MERETHHWIE, ARFEEARLEE, SUHENSEMERETES (Signature) , BNMERBEEELAHSHPIEERESLERHIMEE
BIE XIS REIER .

PHARHTES
ERBELTHRBERIER:

1. MIEERERSH
FEZRFREREZHFEERLDRAPAREN, BESREFHE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLEREEMSEPHEN, Bz AP| 2ERERSECRITEERNEHE, FSERNIBFRENZGFERERI—IS, REZBNL= AP RSH. SRS
ERREIRSERSHARFNEEITEIAHE, HINEERPIRHE. MRERREN, BSBEBET—H, BA= APIBEERRIER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LBZ T LIRIRIESSE v1, MEERS, IFEAMIER, XI5 JSON X, POST ERIISETHEM=FHEH, &
REE—ERA, BEERZESHETEES,

BENRIERE, BIUER API Explorer i “SRHBER” 6L, BIERERAA “AP13.0 B8 v3” , ALAEREZISIEHTIE, BAIERER SDK X8, HEER
Bifl= API BEER 8 MERMNRIZES SDK, BEHETEZMEKRIIRE, YEFHR, =F Python. Java. PHP. Go. NodeJS. .NET. C++, Ruby,

iR 2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENENR.

+ Secretld: BFHRR APl ARESR, AILAERELBFSE,
« SecretKey: ATFIGIE APl HEEMNSH, TLAEREELLAED,
- BRYATEEFERSKIE, BRE, TUSERYFRE, NOHE, BUARAZRLREIE.

REREEITNEFSRINT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFISRME.
3. =APIZH W@, $E [ #E® ] IE—=R.

EEIEF v3 ERUE

= AP| %5 GET #1 POST idK. MFGETHIE, R3Z#F content-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BHRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHMHNYIE, json ElEASHIEONZE, multipart BXREEEEO
%45, WAHZIEOAEEER json XA, SERKWSIEONERE, #FER POST 5Kk, BABENERHEER, (B GET i5R1I%F 32 KB LIBMERE .

TEUBRSHEA MREFFIRERGF, SERNMASEIMHESRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SEMERS, JIERESBIREMRIMENTER.

TG, FeAHRSYHERONSY, RIFEEFSZLHENER. ELMRAMBEOMN, BRESFERE, SMEONSEHFER, FERPXFIFRISEN

B Ut5h, RERRRTHSAHSEIEOBASE, APULIREXIFRERIEMSE, fli Language l Token 28% (7 HTTP L&R&HE, &M X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 530 H431;


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3
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{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok ko ok ok ok Kk ok ok ok Kk Rk K K kR kK mFEEErMEEEE
SB/EN “KAR” BWENRS, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3-HMAC-SHA256 Credentie

application

v . tencentclouday

X-TC-Region:

-d '"{"Limit":

THFAREESITETRE,

1. BHERTEER S
AT IBERBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . lRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

&2 HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET XK, WA URL #iEds (?) FENF
TFEBERA, FIEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HZFRIBETAEZRE) , FHFE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAIMARLFS5EZ RS ESERNE—EINRESH,
ML RBIERIMEIN T O LER
HHERIN :
1. 8B key #l value Z—5:rk/\S, HEEBETH, KR key:value\n 18=UHE;
2. B1LE, BB key (/W) B9 ASCI At THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMEIFRIZMEFS, BLREESMEENFERIEEHRSBERM charset (B, MNEEZRFNREIFR
—¥, RBSHFEEEERINEY

S5ZELEMER, RIBLLRIESREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IRAY, content-
type #1 host JusigEskEn
HHERN :
SignedHeaders 1. L&B key Z—ERNS;
2. B84 key (/B ) 2B ASCH AF#{THHE, FEUSE (;) $R.

I R=BlA content-type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, M7 {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, itEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AB+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF 31 #4313,


https://tools.ietf.org/html/rfc3986

O BT R

FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANEFHHE . LWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIREIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

9f17ead6c90222632e5b1ff7£6e89887£1398934£064

2. PSR FEER
IR ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2HEi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERLEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp 1551113065
o

EIEBE, &V Date/serviceltc3_request, BEHEA. FHERAIIRSNELILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope HHRENAE, MEBEMA#SH X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRmE, YRSHBE
REE—H, WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREIIEIERBIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMATiEIEE X-TC-Timestamp i+&55, HRFXHA UTC+0, MEMAREFMXER, BINFE/N\K, SSHEXMGE LRMKD, EBR%=ER
WERM, [RiIgHEET 1551113065, FE4R/\XKAANER 2019-02-26 00:44:25, {BRitH5FIM Date BY UTC+0 BIBHIRJ 2019-02-25, MAE
2019-02-26,

2. Timestamp #R2ZAARSE, BFRHRFZFONIREHEAZREMN, MRESETESHNLEELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHHEIR.

HRIELA LR, TEIPSEIRNGESFHRINT:

TC3-HMAC-SHA256

1551113065

request

p900£fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

IRIFRE: BR=ItE (It ) BRSEATF 32 H431;
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3. it HER
1) HEIREEZHHE, BRBUT:

7 = MhkkhkkhkkhkkhkhkhkhkkhkhhkkhhkhkhhhhhhhkhhhhhkhhkhhkxxW
__SHA256 ("TC3" + SecretKey, Date)

HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREA SecretDate . SecretService Hl SecretSigning SIBHNEIRE, TS8R ITEHER, BHER T/ SHFIZFRITEINEES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRFEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WRahREEASH key 71, HESH data E5. BEIREERGSRETH
HIENENRENE, thATEESREHTENRIFAIH/ i EIENRIRENE, tERRRTHHIEN.

FEREM R

SecretKey JEHAHY Secretiey, Bl ## st xxttxrssssrtnsssstrssntrs,
Date B Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential F#Y Service FERIER . WRBIEUES cvm,

2) HHEES, hIREIT:

Signature = HexE e (HMAC_SHA256 (SecretSigning, StringTo

LERBRITEERR 1001a37a7301a02cal9%9a647ad722d5e43b4b3cf£309d421d85046093f6ab6cdf o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + '
dential="

edHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREM iR

Algorithm ERE/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SEANTERAY Secretld, B ARTD* * ko ik kkok ok k ok ok koo k ok ok ok 4Kk

CredentialScope BEX, SIEEE, WRFITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLEX, 25FXZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREITELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

REL LN, REIPSEIAES:

256 Credential=AKID****x*kxkkkkkkkkkkxkkkkkkkxkkx***x/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature=10bla37a7301a02cal%a647ad 5e43b4b3cff309d421d85b46093f6abbc4df

RARBIEARERNT:

IRIFRE: BR=ItE (It ) BRSEATF £33 H431;
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P https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****kxkkxkkkkkkkxkkkkkxkxkkxkkx*x/2019-02-25/cvm/tec
ontent-type;host;x-tc-action, Signature=10bla37a7301lal02calf%a647ad722d5e43b4b3cf£309d421

Content-Type: application/json; cha

ibeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAE HTTP &8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL—, ENREREST—BUEIR. TAETENLFERAR,
REMBEFHRXXLHE

SEET

EEPREA API 3.0 Y, #EFERRERNETZ SDK 3.0 , SDK HiRTERMITE, FRRRXTFFRIRUMEFEONT ., #MEESR SDK i, HEIIFHIRE
BEEH:

* Python

« Java

« PHP

. Go

+ NodeJS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRER:

« Signature Demo

ATEEBMERERLE, TEMZRREES A, B LRSS RRREI, FERNES . ARNEOMSKEESNI LREZEEmE, ABRBEEaL
12, #FESEM, IRFRIEREER SDK.

Java

.nio.charset.Charset;

.nio.charset.StandardCharset
ecurity.M

.text.SimpleDateFormat;

.util.Date;

.util.TimeZone;

.util.TreeMap;

javax.c

javax.c

IRIFRE: BR=ItE (It ) BRSEATF 5834 H431;


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
Spe = new (key, mac.getAlgorithm());

mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

x-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-action";
1, \"Filters\": [{\"Values\":
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg W) 8
g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;
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y = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();

n

headers.put ("A 9 authorization);
headers.put ("Co ype CT_JSON) ;
headers.put ("Hos host) ;

headers.put ("X-TC-Ac on", action);
headers.put ("X-TC stamp", timestamp) ;
headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

uilde )i
sb.append ("curl -X h ://") .append (host)
.append (" \"Autho ation: ").append(authorization) .append ("\"")
.append (" \"Co nt-Type: applicatio json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append (payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("
service = "

host = "cvm.tencentcloudapi.co
endpoint https://" + host
region = "ap-guangzhou"

action "DescribelInstances
version = "

algorithm =

timestamp = 155111
date = datetime.utcfromtimestamp (timestamp) .strftime ("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5'5’-% "], "Name instance-name"}]}

http_request_method
canonical_uri =

canonical_querystring = ""
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payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tcC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

"

credential_ scope + \n" +
hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_re

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint

"y

Authorization: '

+ authorization + '"'
json; cha
+ host + '"!'
' + action + '"!'
(timestamp) + '"'
ion: + version + '"'
Region: ' + region + '"'

+ payload + "'")
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

Func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;
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"{"Limit": 1, "Filte

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y-m

7

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;

IRIFRE: BR=ItE (It ) BRSEATF 5840 H431;




mREHh

secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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1g SECRET_ID = Environment.GetEnvironmentVariable ("

1g SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

ring service =
ing endpoint
j region =
g action

j version =

DateTime date = new DateTime (I ( 1 0 DateTimeKind.Utc) .AddSeconds (15 113065) ;

1g requestPayload = "{\"Limit\": \"Filters\": \"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC ht 2/ / tencentc pi.com");
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

7) A
crypto. 'sha2 secret)

(message) . (encoding)

ion (messag € ing hex') {
nst hash = crypto. ('sha256")

urn hash. (message) . (encoding)

on
1st date new (timestamp *
1st year date.
st month = ('0' + (date.
1st day = ('0'" + date.

turn " S${year}-${month}
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)

e

curlcmd

yall

+ endpoint
"Authorization: + authorization + '"'

"Content-Type: application/json; cha

'

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC-Versi g + version + '"'
"X-TC-Region: ' + region + '"'
v

+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20]

sttime;
time (¢timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff) ;

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256);
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;
}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service
string host =
string region = "ap-guangzho
string action = cribelInsta
string version 2017-03-12";
int64_t timestamp = 1551113065;

string date = t ta(timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =
string canonicalQueryString = "";
string lower = action;

Sicels g (action.be 1(), action.end(),

string canonicalHeaders = st

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{

string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date + "/" + service + "
string hashedCanonicalRequest = sha256

string stringToSign = algorithm + "

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2ques

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;
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\"Values\

>x (canonicalRequest) ;

n" + RequestTimestamp +

n" + credentialScope + "

stringToSign)) ;

+ hashedCanonicalRequest;
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string authorization = algorithm + " Cre " + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHe s=" + signedHeaders + ", g e=" + signature;

cout << authorization << endl;

https://" + host + "\n

+ authorization + "\"\

n

+ RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% £ >d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

intf (buf, of (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h);
ftelse
HMAC_CTX_free (h) ;

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

(output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID") ;

SECRET_KEY = getenv ("TE NTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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char* version
int64_t timestamp =
har date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
har* canonical_query_string = "";
char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,
har value[100] = {0};
lowercase (action, value);
¢ (canonical_headers, wvalue);
(canonical_headers, "\n");
har* signed_headers = "content-type;host;x-tc

har* payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

har canonical_request[256] = {0};
I (canonical_request, %$s\n%s\n%s\n%s\n% $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, "%d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
printf (string_to_sign, "%$s\n%s\n$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};

hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);

nsigned char k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_ reg strlen("tc3_request"), k_signing, &output_len);

nsigne gl k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signature[]
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e (k_hmac_sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si

printf ("%$s\n", authorization);

har curlcmd[1024

* (curlcmd, "curl -X POST

host, authorization, host, action, request_timestamp,

intf ("$s\n", curlcmd);

eturn 0;

RS

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMANEIRD, BRELFEREE.

signature);

region,

payload) ;
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IR SHiIREIR

AuthFailure.SignatureExpire EZIH, Timestamp SRSFEWRIERIOITEHEERSEIHD .

AuthFailure.SecretldNotFound BRTEE. FAEHAEERIARERER, EaLENTERHES TFY,
AuthFailure.SignatureFailure FRER, TRERESITHER, IETIEXMERENABTEFTS, LETEEE SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld AL (F=R= API BHER )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

O BT R

BER/FiE
EIEEHATE: 2024-12-25 01:22:52

BEEGE VI GRS, BRENZSURTUNESSZ v3, BEERESREE v3.

BENXRIERR, BiUER AP| Explorer iy “SZB4ERL” 8L, BIREEBMRAA “AP13.0 B8 v1” , JEREZTIEHTIRIE, FEETHORESSHZZIT, tb
AEIZER SDK 18, HEFEREN= API BEER 8 MENMNRIZES SDK, BEHRTEZMGEKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##ER API Explorer <> SHEKiEi

fZELAEE APl Explorer B9 [ #2546 | BIREESMEOEZMENMIE.

Bz APl XS MARIERBFTRHAKIE, ENEREEEEAHBERSYPEEERIER (Signature ) ASIEERESH .
ESECHRETIEEN, Z2FIEEE Secretld #l SecretKey; ERFERERERIE, ErIE ZAPIZARH BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ= API 281, i#RiE = AP| ZHHRE BiERLEIE,
RLEIFAE Secretld #l SecretKey:

« Secretld BF#RiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SZIRIGITIXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEESBINT:

1. BR BA=EERMERE .
2. gif¥ = API Z4A poisHIATRE
3.7 = AP| =0 WM, BgF [ #HE% | BaLAeIE—3S Secretld/SecretKey,

R 81 KSRSTLUAER Secretld/SecretKey,

2. £EEEHR
BTXREEIE Secretld ¥l SecretKey 5, BMAIMEREZRT . UITRERERGE v EREZBRFMEEE:

{RizFAF#Y Secretld 1 SecretKey S3EI2:

o Secretld: AR TID* % x %k ko ko sk ok sk ok sk ok k sk ok k ok ok ok ok ok Kok kK

. SeCretKey: Kk khkkhk Ak hhkkh Ak khkhkhkhkhkk kK k& hx*

R XERETH, SRIERAPEGRIER Secretld fl SecretKey i#{TREURE!
MZ=ARSZEEFLAIFIE (Describelnstances ) iEXRAHI, BRAFFABX—EOR, HiERkSHaIsNT:

SHEW iz sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %5k &% ko k% ko &% ok K% kK& %k A%k
Timestamp EEIREIFE 1465185768

Nonce REALIEZEEY 11886

Region SEGIFRTEX ap—guangzhou

Instancelds.0

FEIIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit RAfIFES 20
Version EOREKS 2017-03-12

IRIRERE: BR=ITE (1bF) BRSEAE

5553 #431;


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

O BT R

BREARTTHSAHSHIROBASY, APALREZIRERRIEMSE, fi Language 1 Token 235#,

21, HBNHF

BANAEERSBIRSHENTHR ( ASCI ) AFHF, E58: 1) RESHSHTHIE, SRERSYNEIE, FS5LEX0; 2) & ASCIIBEEXD,
Instancelds.2 ZHE Instancelds.12 [5H, FRIEFEER, BFARERE. ARALMEEREES PRIEXHIFREREIMX—IEE, W0 PHP a9 ksort B®%. £k
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit"' : 2

'Nonce' :

'Offset' :

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(I[]'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'kk'k*'k*',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRFIER

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEFH A
Action=Describelnstances .

R “S8E” HRAEMIE url KEEE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID*******

KKK KKK KKK KKK XX F KKK x* kg Timestamp

2.3, HESERIXF =

IS RE R EREF AT H o
BREXFHREUTLSEIGR:

1. iEKFiE: X5 POST M1 GET A=, XE(EM GET 5K, EFEAZEAEXE,

2. i5EREN:BEELAIFIER(Describelnstances)iUiEkE&H: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, ¥ 0NSEORE,
3. IERIEE: HARA=APIRERIEZEER / o

4. BRFHFHR: B E—SERINERFFHR,

BEFECRRIFHENNT: ERBGE + BHREN HEREEE + » + BRFHFE
THIRBHEER

ntcloudapi.com/?Action=DescribelInstances&Instancelds i 9dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-gu

T ot TA=AKTID* % % % %% %k k4 4% %k k k4 %% %k k k% x g Timestamp=146518 sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHAT B3 E—S iR SMESRNFHRHITES, REBEMNZEZRER Baseb4 #1THRD, BIARSRENIERR,

BT, I PHP ESH5):

SsecretKey = "HFHAEE XK I AKX KK KA KKK I KA KKK I AKX KA

m.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ ¥k &k xkkdkxddkdkxhhhxkdhhhxrksxx*gTimestamp=1465185 sion=2017-03-12";

IRIFRE: BR=ItE (It ) BRSEATF 5554 H431;
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4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRERHEN:

TRAM2x fNMO9EiVINmPg06

EREEERRIHESHARN, A LERAIPREETEREIE, SRINERRSHIFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL BB,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSH (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EiSATFERRERNIER URL,

R WRAPRERG AR GET, S&iERGEN POST [ Content-Type 4 application/x-www-form-urlencoded, W&EXiERISFAEERSHAEIIT
Efff URL {8, SHEN-FSABERHD. I ASCII ZFFE URL HEEIMESLL UTF-8 #7408,

HE: AFURERISNREESENIFAES2%IET urlencode, EXHERAT, MABENESHHT URL ®BT, HWMX URL KHRSSBESLK.

R Hfti2SEEREEHTRG, HEFRA RFC 3986, £ %XY MEFHFHPILRFHITES LSRG, Hp X7 7 “¥” IR #HFH (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEWAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEmIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid EiHiEE (A== API EH%E )

5. VAT

TESEFRAF API 3.0 BY, EEFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZHHEFZORNT ., #REESRK SDK i, HEstshmz
E=A:

» Python

« Java

« PHP

« Go

* NodeJS

« NET

o C++

* Ruby

THEHRHT FREFRIERES demo, EHLMKIRINA=RESEEZRIERMN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREAIN, BERES . RRGEOMSHNEERI LrEZTERE, ABRIREEST
2, ArE&ERE, EHhARIERE[ER SDK .

REHHE url TT8ER: https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

IRIFRE: BR=ItE (It ) BRSEATF 5855 #431;


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

@ %FH_E mREHh

guangzhou&Secret IA=AKID* **¥ ¥ * Xk xkkkdkkkxkkxhhxkxxkxk*x*gSignature=7RAM2xfNMOIEIVTNMPg06MRNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, MEaSthFAERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEIGER: ERidH. HTES
PAEEIREIR url , BEEMREIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRASR, FRFEES, EER—ESERNTEEIN url FTRERERFR, FMASHNIRFETRE, BXHFZINERE. IBFRESHEEHNE, BESIHE
IEtRBIES,

FE: UTREMRERT API 3.0, FRtERATHEMNESIRE, BARAISEIRXETE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;
java.util.TreeMap;
javax.crypto.Mac;

rt javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

t String (& g 8, & g k e E 1) ows Exception {
Mac.getInstance (method) ;
KeySpe = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString() .substring (0, url.length() - 1);

i (Strin : throws Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId System.getenv ("TENCENTCLOUD_SECRET

IRIFRE: BRzITE (165 ) BRSEAS $56 H431;
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params.put ("Ac o, describeInstances");
params.put ("Versio 2017-03-12") ;
params.put ("Rec

params.put ("

params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHAL1l"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 KiERiE T, BESRE requests IKHi8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params)
n s + query_str
(key, s, =thod) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS 57 H431:




mREHh

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := os.Getenv ("TENCENTCLOUD

ylstring{

guangzhou",

secretId,

anceIds. O

"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, 1
1ge params {

end (keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString ("="
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)

IRIFRE: BRzITE (165 ) BRSEAS 5558 H431;
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hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

["InstanceIds.O
["Limit"] = 20

et"]

= substr ( ( =) g

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

secret_id = ENV["TENC

IRIFRE: BRzITE (165 ) BRSEAS $559 H431;




mREHh

secret_key = ENV["TENCENTCLO

method = 'GET'
Ve

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;

IRIFRE: BRzITE (165 ) BRSEAS 5860 H431;
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retStr += requestHost;
retStr += requestPath;
retStr += "2";

1g

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

amp", RequestTimestamp.ToString());

n

version) ;

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥
}

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}

IRIFRE: BR=ItE (It ) BRSEATF 561 #431%
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)

IRIFRE: BRzITE (165 ) BRSEAS 5562 H431;
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params [ 'Signa e' , strSign)

IRIFRE: BR=ItE (It ) BRSEATF 5563 #431:
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A1 =+
IR[EIEER
mIEEFATE: 2024-03-12 01:19:00

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 2T, WXERIRE],

+ Requestld BF—1 APl iEREIE—RR, MR API HIRE, AILIBER Bi=EE sk 2328, FHRMIZ ID RERITE,

- BTYEENFEIN, HRUAERMEOENHFE, FENEOMEENHFESMIEOXERHEN . FIHE TotalCount 1 InstanceStatusSet #873
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

« Error BIEMRREZISKABKLY . Error FEHEREREY Code 1 Message FERERARLXYAT 24 ERER

« Code RTEGFHEMNEIRG, HiERKEENTUSGSRBZERBEALEIREINLNFHEONMAEREIIREAERYRFERFERLR.
+ Message Bt TRMERRENEAKERE, EEWSRELAFRML, BNATRSEEFMSTEREH, ARFRKEXMNEEIE,.
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.

IRIFRE: BR=ItE (It ) BRSEATF 5564 H431:


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

O BHE

i

#<E

IEEEFRATE: 2023-05-08 10:26:32

-\

8
Z

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

String: Z&F$,

Integer: BE, FIRATHS64AMEH, SDK 3.0 FAREESHISHLELERER, BNIFMERARFEESHRAEREN, Hi0 colang B uint6d,

Boolean: #/REL,

Float: ZmE,

» Double: SUSEF=E,

- Date: F#H, AHBER. Flan: 2022-01-01,

« Timestamp: ZF#F&H, WEgR. Flagn: 2022-01-0100:00:00,

» Timestamp ISO8601: 1SO 8601 EHEFMFHMAL (International Organization for Standardization, 1SO ) &#%HI¥FHEAFRHEERHEFFRE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: ZT#HIRE, EELUSEMNERINGER

.

.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

ZWSEEBXED
SHSHEKSFE
EIEE#ATE: 2025-04-25 01:19:56

1. gEOE

EOERES: csip.tencentcloudapi.com
BOEFAKSFE
BRAZCIERIARIRS: 200R/%

= (ER API Explorer

mREHh

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

2. WA\2%

UTERSHSIRVIIE TROBRSHEMIBI ALY, REARHSHIIRN AHiERSHY,

SHEWR Wik ESic)
Action = String
Version =3 String
Region & String
Memberld.N &

3. Jitisy

SHEW ESid) %

SEY
~BIE: 10

TotalCount Integer

EHFARPYIE
FBIE: [{"NickName":"&=ES
%","NodeName":"Root","CFWProtect":"Ultimate","WAFProtect":"","CWPProtect":"Ultimate","Role":"admin

Array of

bata Organizationinfo

Requestld String

4, 7%
TN EREEKSIFE
BREFAKSFE
BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeOrganizationInfo

<AHHERSE>

[
1

"MemberId": [

IRIFRE: BR=ItE (It ) BRSEATF

Array of String

I

o

YHEH, AMEORE: 2022-11-21,

\

N

~HSY, WSHHAMESH,

EHFAWSHIKRId
FHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]

E—iEXK ID, MIRSIKER, SRERBLIEE (SEREEMERKREIRIARS, WZXRERFEIRXE Requestld) o Ef
EREA R E IR MHIZIRIE KA Requestld,

£566 H431;


https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#OrganizationInfo
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeOrganizationInfo

mREHh

"Response": {
"Data": [

{

"NickName": "BERSE",
"NodeName": "R«
"CFWProtect":
"WAFProtect":
"CWPProtect":
"Role": "¢
"MemberId":
"JoinType": at o
|75

"GroupName": "

"AdminName": "202
"AdminUin":
"CreateTime":
"MemberCreateTime":
"NodeCount":
"MemberCount": 19,
"SubAccountCount": 151,
"AbnormalSubUserCount": 14,
"GroupPayMode" :
"MemberPayMode" :
"GroupPermission": [

wn

1,

"MemberPermission": [
"EEWER",

"EBERM",

"RERIR,

"AFFHK,

nFFEEn

1,

"Departments":

" iizi4E

1,
"CloudCountDesc": [
{

"CloudType":
"CloudCount": 14,
"CloudDesc": "R&flz="
I

{

"CloudType":
"CloudCount":
"CloudDesc":

b

{

IRIFRE: BRzITE (165 ) BRSEAS 567 H431:
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"CloudType":
"CloudCount":

"CloudDesc":

"EnableAdminCount": 2,

"AdminCount":

1,

"RequestId": "9c3abcf0-0860

"TotalCount":

5. FREHR

A= APl F&
Bz APl & B&E API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEOREBBNZRHAFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—SIRIEXBE AP ERER, HFBRMERZIESIRAR API K68, BaTFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEERNFRTESE (SDK) , ZIFSMRIRIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSFTIR
« Tencent Cloud CLI 3.0

6. fHiRE

ZIROE XL SSIZIEHEXAEIRIS, EfhiEREER 2H4ERD,

IRIFRE: BR=ItE (It ) BRSEATF 5568 H431;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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EIEEHATE: 2025-04-25 01:19:56

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
EiEHAKSHFSIE
ERAZECIERITRIRS: 20:0/%

#EFE(ER API Explorer

mREHh

<> EEER

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW wik KB 353
Action = String ~HSH, XIZEOBE: DescribeOrganizationUserInfo,
Version 2 String AR, FMEOBRE: 2022-11-21,
Region B String rHsH, WSEATESE,
Array of EFAWSHIEERId
a
Memberld.N = String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
TERE
Filter - Filter wBIE: {"Filters™:[{"Name":"RecentTime","Values":['2024-10-3119:46:48"],"OperatorType":5},
= {"Name":"InstanceType","Values":
["CVM"],"OperatorType":7}],"Limit":10,"Offset":0,"Order":"desc","By":"RecentTime"}
ES 22
N | a8 Bool
otSupportCloud & oolean =B true
3. mtieN
SHEW ESid) 35S
BRY
TotalC t Int —
otalCoun nteger SHIE: 10
Array of .
&M= [
Pata OrganizationUserlInfo BIRFsI=
MAB Rz

inTypeL A f FilterD j
JoinTypeLst rray of FilterDataObject FOUE: [{ Text": "EEKS", "Value™ "0" } ]

RIERFIRE

=R
CloudTypelLst  Array of FilterDataObject FEME: [{"Text™ "BMZ=", "Value": "0" }, { "Text": "#HiX=", "Value": "2" }, { "Text": "ESH=",
"Value™: "1"}]
Requestld String W—iEK ID, HIRSinER,, FRERBLIEE (EEREEMFREERAERARSRK, Wiz
Requestld ) . E{IiARIHEREIZXIEKR Requestld,
4. 76
=N EREEKSAR5IE
EIEHAKSHFSIE
NG

IRIFRE: BR=ItE (It ) BRSEATF

5569 H431;


https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#OrganizationUserInfo
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeOrganizationUserInfo

mREHh

POST / HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeOrganizationUserInfo

<AHERSH

{

"MemberId": [
"mem-5b28e2010c18£f07a"
1,

"Filter": {

"Limit": 10,

"Offset": O,

"Order": "SubUserCount",
"By": "desc",
"Filters": [

{

"Name": "NickName",
"Values": [

"Andy"

1,

"OperatorType": 7

"NotSupportCloud": true

"Response": {
"TotalCount":

"Data": [

{

"Uin": "10

"AppId": "130

"NickName":

"NodeName" :

"CFWProtect": "Ultimate",
"WAFProtect": "Advanced"
"CWPProtect": "Ultimate",
"CSIPProtect": "Ultimate",
"Role": "admi

"MemberId":

"JoinType":

"AssetCount":
"RiskCount":
"AttackCount":
"SubUserCount":

"Enable": 1,
"QuotaConsumer":
"CloudType": O,

"PermissionList": [

IRIFRE: BR=ItE (It ) BRSEATF SE70 H431:




"AuthType": O,
"SyncFrequency":
"IsExpired": false
"TcMemberType": O,
"JoinTypeInfo":

}

1,

"JoinTypeLst": [

{
1

"Text": H%ﬂl&%n ,

"yalue": "O"

5. FRERR
BRE API £&

Bifl= API E& RE5E API XH4. {8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERENZIRMFE AP RS,

API Inspector

FAREE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. $EiRE

ZIEOE X SSIZIEHEXAEIRE, EhEiREFER A54ERE,

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

£71 #4313


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

mREHh

O BAT

EERANFKSIIR

EIEEHATE: 2025-04-25 01:19:56

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
EIEHANFIRSTIE
ERAZECIERITRIRS: 20:0/%

#EFE(ER API Explorer

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik KB ik
Action 2 String rH2H, XIEOBE: DescribeSubUserinfo,
Version String ~HSY, FEONE: 2022-11-21,
Region & String ~HsE, WSEAEESE,
Array of SRS R
=
Memberld.N | & String FBE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
EERE
Filter S Filter ~EHE: {"Filter":{"Filters":[{"Name":"OwnerAppID","Values":
["1300448058"],"OperatorType":7}],"Limit":10,"Offset":0}}
3. mtiay
BHEW ESid) i35
TotalC t Int ar
otalCoun nteger SOIE: 10
FRAPIE
Data Array of SubUserInfo FEUE: [{"ID": 54673597, "NickName": "TC_20241224_Wez4", "OwnerAppID": "1330959198"
il
CloudTypeLst Array of |Te37ES

OwnerApplDLst

FilterDataObject

Array of
FilterDataObject

TBUE: [{"Text": "BRZ=","Value": "0"},{"Text": "EZH=","Value": "1"}]

EREEWS appidirzs
TEHE: [{"Text": "K=2ZH&", "Value": "13***448058" } |

E—i&EK ID, HIRSiRER, SRERBSIEE (BEREEMERFRERARSR, WZXERFTSIRE

Requestld String Requestld ) » EHIMEHEERMZRIBR Requestid,
4., 76
BN test
BATH

POST / HTTP/1.1
Host: csip.tencentcloudapi.com

Content-Type:

application/json
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#SubUserInfo
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeSubUserInfo

mREHh

X-TC-Action: DescribeSubUserInfo

<AHHERSE>

{

"Filter": {
"Filters": [

{

"Name": "OwnerAppID",
"Values": [
"1300448058"

1,
"OperatorType": 7
¥

1,

"Limit": 10,
"Offset": 0O

}

"Response": {
"CloudTypeLst": [
{

"Text": Hﬂgiﬂzu ,
"Value": "0"

by

{

"Text": "IFDEE",

"yalue™: "1"

1,

"Data": [

{

"ID": 4¢

"AppID": "1

"Uin": "

"NickName":
"OwnerAppID":
"OwnerUin": "
"OwnerNickName" :
"OwnerMemberID": "mem-tencent-—
"CloudType":
"ServiceCount":
"InterfaceCount":
"AssetCount": 1,
"LogCount": O,
"ConfigRiskCount":
"ActionRiskCount": O,
"IsAccessCloudAudit":
"IsAccessCheck": true,

"IsAccessUeba":

1,

"OwnerAppIDLst": [

IRIFRE: BR=ItE (It ) BRSEATF 73 HA3M:




mREHh

"Text": "KTZHE",
"Value": "1x**

by

{

"Text":

"Value":

b

{

"Text":

"Value":

by

{

"Text": "R,
"Value": "131***4211"
I

{

"Text": "BEWKS",
"Value": "132%%%
by

{

"Text":

"Value":

by

{

"Text": "BIFRED{I",
"Value": "2229%***¢
b

{

"Text": "BIFEBD{I",

2

"yalue": "230***Qx*

I

{
"Text":
"Value":
Ty

{
"Text":
"Value":
T

{
"Text":
"Value":
I

{
"Text":
"Value":
by

{
"Text":

"Value":

1,
"RequestId": "f

"TotalCount": 151

IRIFRE: BR=ItE (It ) BRSEATF
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5. FRERR

A= APl £&
Bz API & B&E API 3. $8i%63. APl Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector
FPTiEE API Inspector BEEZHIAE—SRIEXEN AP BRAER, HFEMERSIESHRAN APl X53, taJFIE API Explorer #{T7ELRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. $HiRE

ZIROE X SSIBIEHEXAEIRIG, EfhiEREIER 2H4ERG,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. gEOE

EOERES: csip.tencentcloudapi.com
REUR S TEAYIGRT HEE
BRAZCIERIARIRS: 200R/%

7185 API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

2. 8\2¥
ATFERSHIRGILE TEOBRSEIML AHSY, RBEAHSYGIRR ~AHiERSH,
SHEMW Wik ESidl iR
Action = String ~HSH, XEOBYE: DescribeTaskLogURL.
Version = String ~HSH, XEORE: 2022-11-21,
Region a String ~HSY, WSHATESH.
Tvoe - Integer 0: fiiss, 1: T
yp = 9 whE: 1
: ERAKSHIRERI
=
Memberld.N = Array of String FBUE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
. E5SIRENd FIE
=
ReportltemKeyList.N & Array of ReportltemKey FOUE: [{("TaskLogList"["rpt—**T)]
. . REPESIATIE
=
ReportTaskldList.N & Array of ReportTaskldList FOUE: ["TaskldList"["rmis—**"T}]
3. miiaH
BHEW ESid) g
Array of IRER EIER T Eurl
Data TaskLogURL FE: [ {"URL": "https:/lyuzhi-tasklog-pdf-1300616671.cos.ap—guangzhou.myqcloud.com/**** pdf",

"Logld": "rpt-*", "TaskLogName": "f4##e ", "Appld": "1302****"}]

W—i5EK ID, HIRSiER, SXERTRE (EEREEMFEERERARSHR, WZRIERFTEIRE Requestld) .

R | i
equestld  String SR EERGRERE Requestid.

4. 761

2N REVRES T HRAY IR
AR & TS ROIRT S 1%

BATH

POST / HTITP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

IRIFRE: BR=ItE (It ) BRSEATF 5576 H431:


https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#ReportItemKey
https://cloud.tencent.com/document/api/664/90825#ReportTaskIdList
https://cloud.tencent.com/document/api/664/90825#TaskLogURL
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeTaskLogURL

"ReportItemKeyList":
(
1

"TaskLogList": [

Nppt—xkkEN

"Type": O,
"ReportTaskIdList":
{

"AppId": "1302***x",

"TaskIdList": [

0 epgial, =" £ 55

"Response":
"Data": [

{
1

"URL": "h
"LogId":
"TaskLogName" :

"AppId": "1302%

1,

"RequestId": "

}
}

5. FEERE
BRZ APl £&

Biflz API & RE4E API XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEEMNE—AOSZARERBNZIRMRRE AP RS,

API Inspector

FRFENEE APl Inspector BEEEHIGE—SREXIXR AP RBAER, FEMEMSIESRAN API X3, thaaiiE API Explorer #3EZ&RI,

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

)

IRIFRE: BR=ItE (It ) BRSEATF

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp

O BAT

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. $EiRE

KRS T2 OS2 IstEXaEIR0, EfiERmiEl AHEE0,

$Hi=tD

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik

CAMEZ/EUER.

DryRun ##F, KRIERIELZMINN, F2SET DryRun ¥,

BEEW.
PEREIR
SHiEIR.
SYEEHEIR.
B EERR o
ROSHEIR.
RIERIES
IERANXEGEE T RERIRE o
HRESRA.
BERE.
BEAFHE.
BEAAHA.
BREE,
HRIFHURE
RIMSEHEIR,

BAERSZS

=REHL
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
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EIEE#ATE: 2025-04-25 01:19:56

1. gEOE

EOERES: csip.tencentcloudapi.com
IR RS FR O SS
BRAZCIERIARIRS: 200R/%

7185 API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

2. WA\2%

UTERSHSIRVIIE TROBRSHEMIBI ALY, REARHSHIIRN AHiERSHY,

SHEMW Wik ESid) g
Action 2 String ~H2H, XEOBYE: DeleteRiskScanTasko.
Version = String ~HSH, XEORE: 2022-11-21,
Region a String ~HSY, WSHATESH.
. - . 1£53id 5%
TaskldList.N = Array of TaskldListKey FBUE: [("Taskld""rmis—**"]
R Si
Memberld.N & Array of String SEAKS AR

FBHE: [[{"mem-6wfo0fzks3","mem-85fo0fzks4"}

3. Jitisy

SHEW ESid R

—i5K ID, HIRSIKER, SXERBSER (HEREEMEERRLERERSR, WiZXERFLIRE Requestld ) o ELTHAIE

Requestld  StriNg g0 mimeimsiit Requestids

4. 761
BN BERRE R OEREES
BIRR RIS RHESS

BATH

POST / HTTP/1.1

ost: csip.tencentcloudapi.com

—-Type: applica

“-Action: DeleteRiskScanTask

"MemberId":
"mem—********"

1,

"TaskIdList": [
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"TaskId": "rmis—**x*"

5. FRERR
BRE API £&

Bifl= API E& RE5E API XH4. {8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERENZIRME AP RS

API Inspector

FAREE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BTIR

Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T O S3iBIEIRXAEIRTD, EhEiRIBER AH4EIRE.

§EIRED

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter

OperationDenied

IRIFRE: BR=ItE (It ) BRSEATF

iR

CAMEZ/EUER.

DryRun &k,
BIERM,
PIEBEEIR -
SHER.
SHEYEIEIR
B ELARIRE] o
BROSEEIR,

BRAERIES

REFEREEEMIIL, RIZSET DryRun 2,

mREHh
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5=t Fiiipay
RequestLimitExceeded IERANREBIE T SRR
ResourcelnUse RiFH S
Resourcelnsufficient BEFEo
ResourceNotFound BRFFE
ResourceUnavailable BREATH,
ResourcesSoldOut RIREE,
UnauthorizedOperation RIGHURIE,
UnknownParameter RHMNSHIEIR
UnsupportedOperation BIERXSS.
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IREMESHEIRSIIER

EIEEHATE: 2025-04-25 01:19:56

1. EO#R

EOSKIFESE: csip.tencentcloudapi.com
REUES IR ETIER

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. \MN\BH
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik ESic] 353
Action = String ~HSH, XEOBYE: DescribeTaskLogList,
Version 2 String AHSY, FMEONE: 2022-11-21,
Region & String AHSY, LSEAESH,
. SRR SHIFLRI
i
Memberld.N = Array of String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
. . pUB AN PN
a=
Filter a Filter SEUE: {"Limit"1)}
3. e
SHEW ESid) g
Jots:
TotalCount Integer ﬁ;ﬂz 10
Array of e
bata TaskLoglInfo iRss=
4 E I—¥
NotViewNumber Integer :@Eﬂf
e
ReportTemplateNumber  Integer ;E{;EW?

W—i5EK ID, HIRSIKER, BXERAED (HEREEMEERERERSR, WZRERFTLIRE

Requestld String Requestld ) . EfEEHEBIRMZRER Requestid.

4. 7%

N REES IR ETIR
HEMESHIMRETIR

BWATH
POST / HTTP/1.1

Content-Type: applicatior

X-TC-Action: DescribeTaskLogList
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"Limit":

"Response": {
"Data": [

{

"ApPIdT: "130**kkHN

"AssetsNumber":

Num.
"StartTime": "
"Status": 2,
"Tas
"Ta
"TaskLogName": "tREEHFIE_
"TaskName": "FREEBRIE +xxxrrxxxnxn
"TemplateId": 2,
"Time": "2024-(
"UIN": "1000***xkxn

"UserName":

"NotViewNumber": 7

"ReportTemplateNumber":
"RequestId": "
"TotalCount":

t

}

5. FRERR
BRE API &

Eiflz API & RE5E API XH4. $8iRf8. APl Explorer } SDK FRRNA—EAFE, HEENE—AOSARERENZRMFRE AP RS,

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

)

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. $EiRE

LIRS T2 O SZIstEXAEIR0, EMiERmiEl AHEE0,

RS

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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iR

CAMEZ/EIUER.

DryRun ##F, RFERGSEMINE, RESIET DryRun 24,

BEEW.
PIEREEIR o
SHER,
SYEEEIR.
B EERR S o
ROSHEIR.
BRAERIES
IERANREEED T SRERIRE o
HiRH G,
BERE.
BEAFHE.
BEAFAHA,
BREE,
HRIFHURIE
RIMSEHEIR,

BAERS

=REHL

5584 H431;m


https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT R

(S LERXPERCHREESS

EIEEHATE: 2025-04-25 01:19:55

1. EO#R

EOSKIFESE: csip.tencentcloudapi.com
FIEARBE RO RREES

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,

SHEW Wi ESicl 3%

Action 2 String ~ESH, REOBYE: StopRiskCenterTask.,

Version 2 String ~HSY, FEONE: 2022-11-21,

Region & String ~HSBH, WSHATESH,

. - . 1E53id FIE
TaskldList.N = Array of TaskldListKey FOUE: [("Taskld""rmis—**"}]
- ERAKSAIRLRI
=

Memberld.N = Array of String EHE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
3. e

SHEW ESid) iR

Status}0, {SLERLTH

Stat Int
atus nteger p—

W—i5EXK ID, HRSIKER, SXERTASEE (HERAEMEERRERARSR, WZRERFTEIRE Requestld ) . EfIEEITE

R tid Stri
eques "9 mepzriERE Requestld.

4. =6

PN BLLEARRROEIRHES
ELEAR SR ORREES

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi

Content-Type: application/json

: StopRiskCenterTask

"TaskIdList": [

{
1

"TaskId": "rmis—**x*xxxxn

2
b

IRIFRE: BR=ItE (It ) BRSEATF 5585 H431;
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O BT R

"Response": {

"Status": O,

"RequestId":

2
b

}

5. FREHR

A= APl &
Sz APl & B&E AP X#. $8i%63. API Explorer }2 SDK F#ZRNA—ERIFE, HEENE—ANOSORERBNSRHAIFE API RS,

API Inspector
EPELEE AP| Inspector BEEEHAS—SIRIEXBI APLRRBRER, FEMERSESRAN API 53, BaETFIE API Explorer #TEZIRIR .

SDK
= API 3.0 Rt TEERNFRTRSE (SDK) , ZIFSMRIRIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. {HiRG

PATNGIE T O SZERXAEIRID, EbEiRILIFER AHEIR0,
IR iR
AuthFailure CAMEZ/EBUEIR
DryRunOperation DryRun 1#E, KFBFERIELEMING, RRS(ET DryRun &%,
FailedOperation BEEM
InternalError PIEREEIR
InvalidParameter BHER,
InvalidParameterValue SHEESIR,
LimitExceeded B E AR .
MissingParameter ROSHEIR.
OperationDenied IREELE
RequestLimitExceeded ERADREET T SRR E
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
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(%) - iiit= mEa

5=t Fiiipay
ResourcelnUse RiFH G
Resourcelnsufficient BELRE-
ResourceNotFound REFFE,
ResourceUnavailable BREAFTH,.
ResourcesSoldOut BREE,
UnauthorizedOperation FRIFBURIE,
UnknownParameter RMNSHEIR
UnsupportedOperation BERZIS,
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& WifiE

IRENHEESS PR

EIEEHATE: 2025-04-25 01:19:56

1. EO#R

EOSKIFESE: csip.tencentcloudapi.com
IREUARIESS SR

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. A
UTFERSHFIRGIE T EOBRSHMBRAHSY, REAHSHEIIRN AHiERSH,
SHEW Wi ESid ik
Action = String ~HSH, XIZOBYE: DescribeScanTaskListo
Version 2 String AHSY, FMEONE: 2022-11-21,
Region & String ~HsH, WSEARESE,
. ERAKSHIKRI
i
Memberld.N = Array of String TBHE: ["mem-6wfoOfzks3","mem-85fo0fzks4"]
. ) TERE
a=
Filter a Filter SEUE: {"Limit"1)}
IR
a
Tags.N = Array of Tags TBIE: [{"TagKey"™:"","TagValue":"1"}]
3. ey
SYEW R ik
BEY
TotalCount Integer =EIE: 10
Array of +3
bata ScanTaskInfoList s EE=
. . EMFIDFIZE
UINList Array of String FEHE: ["100011949846", "100014592178"]
Array of R iEsIE
TaskModelList fray ) REUE: [{ "Text": "tREHFR", "Value": "0" }, { "Text": "HREHIE", "Value": "1" }, { "Text": "BERFHE",
FilterDataObject " o e
Value": "2"}]
Requestld Strin W—i&K 1D, HIRSZIHER, SRERMBESIEE (SEREEMERERERERSN, WZRERFLIKE
q d Requestld) . EUIEHBEBIREZRIERL Requestld.
4. 36
TN ERESTIR
BEiESIIE
BTG
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mREHh

POST / HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeScanTaskList

<AHERSH

{

"MemberId": [
"mem-68b8087a65268000",
"mem-tencent-522badef8ad96a4d"
1,

"Filter": {

"Limit":

}

"Response": {

"Data": [

{

"AppId": "1302
"AssetNumber":
"Assets": [

{

"Asset": "ins
"AssetName": "ke
"AssetType": "Instance",
"InstanceType": "CVM",
"Region": "ap-shanghai"
t

1,

"CSPMTaskId": "CspmTaskI
"CSPMTaskProcess":
"CWPB1lId": "c
"CWPBlProcess": 10
"CwPPOCId": "1",
"CWPPOCProcess": 0O,
"CompleteAssetNumber":
"CompleteNumber": 1,
"EndTime": "
"ErrorCode":
"ErrorInfo":
"Frequency":
"InsertTime":
"IsDelete": 1,
"IsFree":

"Percent": 100,
"PredictEndTime": "’
"PredictTime": 6,
"ReportNumber": 1,
"RiskCount": O,
"ScanAssetType":
"ScanFrom":

"ScanItem":

IRIFRE: BR=ItE (It ) BRSEATF 5889 H431;




"ScanPlanContent": "59 59
"ScanStatus": 2,

"SelfDefiningAssets":

n

"SourceType": 0
"StartDay":

"StartTime": "2

"TaskId": "rmis-svowe7ol"
"TaskMode":

"TaskName" :

"TaskType":

"UIN": "100014592178",
"UserName": "BmSE",
"VSSTaskId": "mig-—****"

"VSSTaskProcess":

1,

"RequestId": "d32ed248-d824-4893-9c
"TaskModeList": [
{

"Text": "FMEEE",
"Value": "O0"

I

{

"Text": "HREFE",
"Value": "1"

by

{

"Text": "

"Value":

1,
"TotalCount":

"UINList": [

5. FRERR

BR= AP £&
Bl AP| F& 228 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMBAZRERE AP RS,

API Inspector
BPEER AP| Inspector EEEHAE—HIRIEXBM APLRARBER, HEMEMSIESRAN API X3, BaEIFIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
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O BHE

« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

IR 7RO SSBIREXANEIRIS, HthiiRBiER AH4ERE,

5=t iR

AuthFailure CAMEZ/EUEIR

DryRunOperation DryRun ##E, KFBERIGSEMINN, RESET DryRun 2#,
FailedOperation BRIEEM

InternalError PIEBEEIR o

InvalidParameter SHEIR,

InvalidParameterValue SHEERIR.

5]
£
=
o
=
=
i)
a
s
5

LimitExceeded

MissingParameter BROSHEIR.
OperationDenied BIFRIES
RequestLimitExceeded ERAREGEE T SRERIRS
ResourcelnUse TR G
Resourcelnsufficient BEERE-
ResourceNotFound BRAEFHE.
ResourceUnavailable BEATH,
ResourcesSoldOut RREE,
UnauthorizedOperation RIFBURIE,
UnknownParameter RINSHIEIR
UnsupportedOperation BEFRXIS,

IRIFRE: BR=ItE (It ) BRSEATF 91 H#431,


https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

mREHh

O BAT
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1. EOkR

EOiSKIFESE: csip.tencentcloudapi.com
BifRRNESRES
ERAECIERITRIRS: 200R/%

##ZER API Explorer

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. A
UTFERSHFRGIE TEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik ESi] 3%
Action = String ~HSE, XIEOBYE: DescribeVULRiskAdvanceCFGList.
Version String ~HSY, FMEONE: 2022-11-21,
Region £ String ~HSE, WSEAEESH,
. ERAKS IR R
=
Memberld.N = Array of String FBE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
. {E5ID
=
Taskld & String SEIE: rmis—**
. . TiREH
=
Filter = Filter wOUE: {"Limit":1)
3. mtiey
SR ESidl R
Array of
551
bata VULRiskAdvanceCFGList ReEIEIE
TotalC t Int s
otalCoun nteger SOIE: 1
. . . : RS FRITETIE
RiskLevelLists Array of FilterDataObject FOUE: [{ "Text": 8F", "Value": "info" }]
. . . imEEELTRIE
VULTypelLists Array of FilterDataObject FOUE: [(Text™: "REBHIT " "Value™ BT )]
. . . IRBIRIETRFIR
CheckFromLists  Array of FilterDataObject FOUE: [{"Text": "EZethi", "Value": "0"}]
. . . R ESIxR
VulTagList Array of FilterDataObject FOUE: [{"Text": "HRBREAMRIE", "Value": "HRRINAEAERIE")]
Requestld Strin W—iEXK ID, HIRSIRER, BRERBLIRE (BEREEMBREERERERS R, WiZXERR
q 9 £7%(8 Requestld) . ERITEIEBIZHZRIBERI Requestid.
4. 76
7PN ERREREEREE

IRIFRE: BR=ItE (It ) BRSEATF ££92 #4313,
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https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#VULRiskAdvanceCFGList
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeVULRiskAdvanceCFGList

mREHh

ENRENESRES
BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeVULRiskAdvanceCFGList

<AHERSE>

{

"MemberId": [
"mem-68b8087a65268000"
1,

"Filter": {

"Limit": 1,

"Offset": 0O

}

"Response": {
"CheckFromLists": [
{

"Text": "BmEEHIL",
"Value": "O"

I

{

"Text": "EHUEM",

"yalue": "1"

"AttackHeat": "O0",

"CVE": "CVE-2024-4

VCwegg e

"CheckFrom": "«c
"EMGCVulType":

"Enable": O,

"FixMethod": [

"N EE SRR RN E R AR
1,

"ImpactComponent":
"ImpactVersion": "
"RecentScanTime": "2024-10-1
"References": "https

a/b

"ReleaseTime":

"RiskId": "4c5

"RiskLevel": "extreme",
"ServiceSupport": [

{

"IsSupport":

"ServiceName":

IRIFRE: BRzITE (165 ) BRSEAS 5893 H431;




mREHh

"SupportHandledCount":
"SupportTotalCount":
by

{

"IsSupport":
"ServiceName" :
"SupportHandledCount":
"SupportTotalCount":
Yy

{

"IsSupport": true,
"ServiceName": "vss",
"SupportHandledCount":
"SupportTotalCount":

¥

1,

"VULDescribe": "Apache OFBizEEEPIIHET (2 e ) BESW—ERWERIER (Ere) BHR. ZRRIRM T —EEEF javalwenNBEFEMGTIE,
\pache OFBiz 18.12.16ZAINRAFERBEERR, ZmEETEZZHRSHERBEFCIIENLE. ",
"VULName" : pact S =2 MITIRRE (cvE-2024-45507) ",
"VULTag": [
"ZimiE A LAEEEFIA ",
"Zimimap

"ZimiR {70 R AR A REA
1,

"VULType": "fEEZiEA"

}

I

"RequestId": "
"RiskLevelLists":

{

"Text": "{@R",
"Value": "info"

by

{

"Text":

"Value":

by

{

"Text":

"Value":

by

{

"Text":

"Value":

by

{

"Text":

"Value":

1,

"TotalCount": 10,
"VULTypeLists": [
{

"Text": "#EFRIEEL",
"Value": "BASRISEEL"
I

{
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"Text":

"Value":

by
{
"Text":

"Value":

b
{

"Text":

"Value":

1,

"SR,

"B

"EEEN",
"REBIEAN"

"EREFE v,
"EREFE

"VulTagList": [

{

"Text":

"Value":

b
{

"Text":

"Value":

by
{

"Text":

"Value":

by
{

"Text":

"Value":

b
{

"Text":

"Value":

by
{

"Text":

"&imiE S LATFERIA ",
"i%imiE S LATEEFI A

"iZimiEEexp",
"ZimiAEexp"

"Zimim (X EEA R ",
"iZimiE (X REA A A

"Zimn A EARGAMGRREH ",
"ZimiE A (E ARG A RREE

"imim A R A RIRAGE
"Zimim W {E 79 R FR A M RmiRAG

"yalue": "

b
{

"Text":

"Value":

by
{

"Text":

"Value":

by
{

"Text":

"Value":

e,
A

" A R A SR B I
"ZimiEA R FA S B B

"iZimiEapoc",
"Zimig&poc"

5. FRERR
BRE API F&
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Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSARERENZIRMFRE AP RS

API Inspector

BPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK

= API 3.0 Rt TERENFRTESE (SDK) , XSSMREIRIES, REEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee

« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRf

Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

ARSI T 12O S3iBIEEXRIEIRD, EMEREIFEL AHEIR0E,

$5i=tD

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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ik

CAME R [EIEIR
DryRun ##E, R&REREESR
BRI

RIEBSEIR o

BHIEIR.

SYEEHEIR.

B ERERR o
ROSHEIR.

BRI
IERANXEGEE T SRERIRE o
HRESRA.

BERE.

BEAFHE.

BEAAHA.

RREE,

HRIFHURE

RIMSEHER,

BRI

IR, RES(ET DryRun 28,
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
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1. EOkR

EOiSKIFESE: csip.tencentcloudapi.com
USROS
ERAECIERITRIRS: 200R/%

##ZER API Explorer

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

IRIFRE: BR=ItE (It ) BRSEATF

2. 8)\2¥
UTFERSHEIR(GIE TEOBRSEIMO AHSY, RBEAHSEGIRR AHiERSH,
SHEW Wik KB i35S
Action 2 String AHSH, XIZOBE: CreateRiskCenterScanTask.
Version 2 String AHSY, FMEONE: 2022-11-21,
Region £ String rHsH, WSEARNESH,
. ESEIR
TaskN = St
askiame = rna TOUE: R _SE—
0-21, 1-I8EE~A, 2-HEr=1, 3-FMESH; 1M2WAssetsFE%iE, 30
ScanAssetType = Integer SelfDefiningAssets%iE
~FE: 0
Scanltem.N 2 Array of String ?_EI?‘u?IﬁE ;" port"/poc/weakpass/webcontent/configrisk/exposedserver
BIE: ["port"]
_ a2 1-3 _eopd _HEY: n DA
ScanPlanType = Integer (i [AEAMESS 1 -3ZBPHE, 2- BRI, 3-BEX; 0,2,3MScanPlanContent4&
w~BIE: 1
. EFARSHIRRRId
M Id.N a
emberld = Array of String FHIE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
Array of R\EEETIxR
A .N E
ssets = TaskAssetObject wBE: ["Asset":"1.1.1.1"]
ScanPlanContent a String gﬁgtufgﬁo N
SelfDefiningAssets.N & Array of String i_%;?{g /u[:%iﬂ 1
ScanFrom = String i_%zﬁ&‘i@ﬁﬁ, vss.ﬁrﬁﬁiﬁ?ﬂfﬁﬂﬁ%, =REHRLRIAFIEETCcsip, Bilcsip
& vss/csip
- SREE
TaskAdvanceCFG & TaskAdvanceCFG ZBIE: {"PortRisk™[]}
ol _,_‘*’—"“,—E'_f“,._‘,_\*
TaskMode = Integer ﬁiﬁ*iiﬁ, O-tmEEER, 1-HRIEER, 2-BRiEX, FMTEER
BIE: 1
BFERE
T =
ags = AssetTag wBE: {"TagKey":"1","TagValue":"1"}
(—] 1E
FinishWebHook & String s rERwebhookBil

& https://lwww.qqg.com
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https://cloud.tencent.com/document/api/664/90825#AssetTag
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=CreateRiskCenterScanTask

O BHE

3. MmiisM

SHEW ESis ik

£55id

Taskld String TBIE: rmis—alwqd

0,{ES3CURRRETN; INFOKXM; —1AFERFRIANE

Status Integer FEHE: 0

Array of FINEEF=5IE

UnAuthAsset | o4 ing ROUE: ["1.1.1.1"]

E—iEK ID, HIRSiKER, SXERTIEE (HERAEMFEERRERERSR, WZXERFLIRE Requestld) o E

Requestld String (A BB RE R Requestld.

4. =61

TH1 SlRRBRRORIMES
BRI R OIEHES

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateRiskCenterScanTask
<pHERSH>

{

"MemberId": [
"mem-68b8087a65268000"
1,

"TaskName": "scan-task",
"Assets": [

{

"AssetName": "insname"
"InstanceType": "CVM",
"AssetType": "Instance",
"Asset": "ns-mx19k34r"
"Region": "ap-guangzhou"
}

1,

"ScanAssetType": 1,
"ScanItem": [

"port"

1,

"ScanPlanType": 2,
"ScanPlanContent": "38 53 11 */1
"SelfDefiningAssets": [1],
"ScanFrom": "csip",
"TaskAdvanceCFG": {
"PortRisk": [

{

"PortSets": "80"
"CheckType": O,
"Detail": "port info",
"Enable": 0

}

]
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by

"TaskMode": 0

5. FREHR

BR= APl &
Bifl= API £& B5E API XH4. {8iRf8. APl Explorer & SDK FHRRHA—EAFE, HEENE—AOSZARERBNZIRMIFE APl RS,

API Inspector
FARFTEE AP Inspector BEEEFIAGE—SIR(EXBR AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIZIES, REESERER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. EiRG

PATRFIH T O S3iBIEIRXREIRD, EthEiRiBiER AH4EIRE.
IR i
AuthFailure CAMEZ/EUEIR
DryRunOperation DryRun &, KFRIFKIGESE2MINN, R22E7T DryRun 2%,
FailedOperation B
InternalError PIEREEIR
InvalidParameter SHEIR,
InvalidParameterValue SHEEER,
LimitExceeded B ECERRS .
MissingParameter ROSHEIR.
OperationDenied IBERIELE,
RequestLimitExceeded ERAREGEE T SRR
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
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$5i=tD Fiiipay
ResourcelnUse RiE G
Resourcelnsufficient BELRE-
ResourceNotFound REFFE,
ResourceUnavailable BREATH,.
ResourcesSoldOut BREE,
UnauthorizedOperation FRIFBURIE,
UnknownParameter RMNSHEIR
UnsupportedOperation BERZIS,
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1. EOkR

EOiSKIFESE: csip.tencentcloudapi.com
(RIS RO HE(ESS
ERAECIERITRIRS: 200R/%

##ZER API Explorer

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

3. miisy

IRIFRE: BR=ItE (It ) BRSEATF

2. A
UTFERSHIIRNFILE TIEOSKRSHENBOAHSE, REQAHSEIIRT AHiEkaH,
SHEM Wik 2B i35
Action 2 String ~HSH, XFOBE: ModifyRiskCenterScanTask,
Version String Sy, MEONE: 2022-11-21,
Region £ String ~HsH, WSEARESE,
. E3EM
TaskN =
askiame =  String FBIE: helloworld
0-21, 1-18E&~A, 2-HRE~H, 3-FahESH; 1f12WAssetsFER%1E, 30
ScanAssetType = Integer SelfDefiningAssets%iE
BIE: 0
P -
Scanltem.N = Array of String i;l:;}:;:ﬁfu ’?;)rrttlf]poc/weakpass/webcontent/conflgrlsk
_ 2 41 4+ 5 copd =Y - m W
ScanPlanType = Integer (l [AERESS,1-3Z2B033HE, 2- ERTAE, 3-BEX; 0,2,3NScanPlanContent%i&
wENE: 1
. E(EMAYESid
Taskl =
askid = String P —
. SRS RId
M Id.N a5 Al f
emberld = rray of String FBIE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
Array of RiEE~EEYIR
A .N a8
ssets = TaskAssetObject TBHE: ["ins—1un2au3th"]
- . =L pdllES
ScanPlanContent & String SEIE: 000 % ***
i 4
SelfDefiningAssets.N & Array of String ;ﬁg /u[r:#]_i ]
BREE
TaskAd CFG & =
askAdvance & | TaskAdvanceCFG FBIE: {"PortRisk":{"PortSets":"80,443","CheckType":1}}
oy _I—‘“’_"“',_Ef“,“‘l_‘*
TaskMode = Integer @ﬁ’fii\‘., O-tmEEER, 1-HREER, 2-SRER, BHMPEER
w~EIE: 1
(—) 1E]
FinishWebHook a String EsERERwebhookitilt

& https://lwww.qg.com
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mREHh

SHEW ESis ik

£55id

Taskld String FHIUE: rmis—****

0, fE2qmizh, EfhEW; —1HFESFRIAME

Status Integer EHE: 0

Array of FINEEF=5IE

hAsset String FUE: ["ins—1un2au3th"]

E—iEK ID, HIRSiKER, SXERTIEE (HERAEMFEERRERERSR, WZXERFLIRE Requestld) o E

Requestld String (SR SR ZRIEREY Requestid.

4. =61

O RO RIES
{EBRISARLBIES

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyRiskCenterScanTask
<pEERSH>

{

"MemberId": [
"mem-fel9lfeeedcc2567"
1,

"TaskName": "asset scan task",
"Assets": [

{

"AssetName": "cvm-tl",
"InstanceType": "CVM",
"AssetType": "Instance",
"Asset": "ins-mx19k3r4",
"Region": "guangzhou"

}

1,

"ScanAssetType": O,
"ScanItem": [

"port"

1,

"ScanPlanType": O,
"ScanPlanContent": "38 53 11 */1
"SelfDefiningAssets": [
"120.53.53.53"

1,

"TaskId": "rmis-112hqg236",
"TaskAdvanceCFG": {
"PortRisk": [

{

"PortSets": "80",
"CheckType": 0,
"Detail": "port info",
"Enable": 0

}
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"VulRisk": [
{
"RiskId": "fc41d3fb24eb96abdfbl2c 20ebf4b",

"Enable": 0

I

"WeakPwdRisk": [

{

"CheckItemId": 151,

"Enable": 0

"CFGRisk": [
{
"ItemId": "161",

"Enable": 0,

"ResourceType": "CentOS7"

5. FRERR
BRE API £&

Bifl= API £& B5E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSZARERENZIRMFE APl RS

API Inspector

FAREE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
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6. fHixRtS

PATRFIH 7O S3iBIEIRXAEIRTD, HEiRIBFER AHEIRE.

$HiRtD

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik

CAMEZ/ERER.

DryRun ##E, RFBERESZMINE, RRSET DryRun ¥,

BIEEW.
PIRBEIR
SHIEIR.
SYEEHEIR.
B EERR o
ROSHEIR.
BRIERIES
IERANXEGEE T SRR o
HRESRA.
BERE.
BEAEHE.
BEAAH,
BREE,
HRIFHURIE
RIMSEHER,

BERS

=REHL
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O BT R

SEHOEXREO
EgEE5EI%R

mIEEFATE: 2025-04-25 01:19:57

1. E\O#R

EOEKREE: csip.tencentcloudapi.com .
HEhLEEEEFIRED
BRMEOERITFIRG: 3R

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. B\2¥
UTFERSHIIFRNFIE TEROBSRSHEMBO RS, REQAHSHIIRT AHiEKkeH,
SHEWR Wi ESidl 3%
Action 2 String ~H2E, FIFEOBRE: DescribeAlertList.
Version = String ~HSH, FEORE: 2022-11-21,
Region £ String ~HSY, WSHATESH.
Filter 2 Filter IREIE R
. ERAKSAIRLRId
=
Memberld.N = Array of String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
. A RERAW SRR RId
=
OperatedMemberld.N = Array of String FE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
BUAREB 1R Bo
AssetType & Integer ;z{‘gs 1'” 7ID 2:64%
3. misN
SR ESidl 3%
AlertList Array of SBEEIIE
Alertinfo
AlertTypeCount Array of EEARYE
yp TagCount AT
EERH
TotalCount Integer =piE: 13524
ReturnCode Integer ;{y;;cc; ed1: timeout
. BREREER
ReturnMsg String SIE: success
Requestld Strin W—iEXK ID, HIRSIKER, SRERBLIRE (SEREEMRERFRERARS, WRRERFSIRE
q 9 Requestld) . EfUIEHBEBIREZRERE Requestld.
4. 76
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mREHh

PN SEPOSRERTE

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeAlertList

<PEHERSH>

{

"Filter": {
"Filters": [

{

"Name": "Status"
"Values": [

ngm

1,

"OperatorType": 7
br

{

"Name": "Uin",
"Values": [
"1123213213"

1,

"OperatorType": 7
}

1,

"Limit": 10,
"Offset": O,
"StartTime": "2024-10-24 00:00:00"
"EndTime": "2024-10-30 23:59:59"
by

"MemberId": [
"mem-tencent-1829"

]

"Response": {
"AlertList":

{

"Action": 1,
"AppID": "18742",
"Attacker": {
"Account": "18742"
"Address": "HELE",
"AssetType": 2,
rcity": "kEigr,
"ContainerID": "ins
"ContainerName": "
"Country": "HRE",
"Domain": "main

"Family": "AP

IRIFRE: BRzITE (165 ) BRSEAS 55106 431\
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"FileName":

"HostIP":

"IP": "2

"Info": "ma
"InstanceID":
"Latitude":
"Longitude":

"MD5": "d41d

"Name": "sdb
"OriginIP":

"Port": 20,
"Province":
"VirusName" :

I

"Count": o
"CreateTime": "2024-10
"Date": "2024-10
"EvidenceData": "18
"EvidenceLocation":
"EvidencePath": "p
"ExtraInfo": {
"AffectedFileName":
"AttackIPTags": "APT",
"BehavioralCharacteristics":
"CallbackAddressTag": "
"ClassName": "java.lang.R
"CommandContent": "mkdir
"DecoyPath": "path/
"ExecutedCommand": "sh
"FileLastAccessTime": "2024-1(
"FileMD5": "d4
"FileModifyTime":

"FileName": "file

"FilePath": "file
"FilePermission":

"FileSize": "0.0
"LoginUserName":
"MaliciousProcessFileMD5": "d41
"MaliciousProcessFileSize": "(
"MaliciousProcessNamePID":
"MaliciousProcessPath": "p
"MaliciousProcessStartTime":
"NewPermissions": "0777",
"ParentProcess": "sh",
"ProcessCommandLine": "sh
"ProcessName": " (0)",
"ProcessNamePID": " (0)",
"ProcessPath": "path/
"ProtocolPort": "8989"
"RecentAccessTime": "2024-10
"RecentModifyTime": "2024-10
"RelateEvent": {
"Description": 1ser IERRER",
"EventID": " ent 232412",

"RelatedCount":

IRIFRE: BR=ItE (It ) BRSEATF 5107 431\
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"StartupUser": "r

"UserGroup": "admin",

"VirusFileTags": "APT"

"VirusName": "virusil"

T

"ID": "alert-al8c

"Key": "main.

"Level":

"LogSearch":

"LogType":

"Name": "iFjaiEEibhtagigE,

"NickName": "nickname"

"ProcessType": "Bl al kA s, It a et",

"RemediationSuggestion": =11 REEAEE, EREETEERINEX, TENZHTREZSE",
"RiskInvestigation": "n

"RiskTreatment": "nc

"Source":

"Status":

"SubType":

"Type": "Actix

"Uin": "18342

"UpdateTime":

"UrgentSuggestion":

"Victim": {

"Account": "12742

"Address": "1.4.42

"AssetType": 1
rcity": "kig",
"ContainerID": "ins-218742",
"ContainerName": "containerl"
"Country": "FRE",
"Domain": "www
"Family": "ma
"FileName": "
"HostIP": "1

"IP": "1.4.42
"Info": "mail",
"InstanceID": "ins
"Latitude": "27.1"
"Longitude": "12.9",
"MD5": "d41d
"Name": "namel
"OriginIP": "1.4
"Port": 824,
"Province": "[ ZR",

"VirusName": "virusl"

"AlertTypeCount": [
{

"Count":

"Name": "Su

I

{

"Count":

"Name" :

IRIFRE: BRzITE (165 ) BRSEAS £5108 $#4313:




’

9
I
{
1
n

"Count":

"Name" :

"Count":

"Name": "

"Count":
"Name" :

.
b
.

1
"Count":
"Name" :
by

{
"Count":

"Name" :

"ReturnCode": |
"ReturnMsg":
"TotalCount": 968
}

}

5. FREHR
BRE API &

Bifl= API & R45E API XH4. {828, APl Explorer } SDK FRRHA—EAFE, HEENE—AOSZARERENZRMRE AP RS

API Inspector

MPEiEE API Inspector EEIZHIAE—SREXEN AP ABER, HEMNERSE

SDK

= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeITIR

Tencent Cloud CLI 3.0

6. $HiRE

ZEOE XL SIZIEHEXAER, EbEREGFER AHERD

IRIFRE: BR=ItE (It ) BRSEATF

o

hRAHY API X3, thETRi#E API Explorer it{TEZEREIRK o
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
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EHTOPWEER

EIEEHASE: 2025-04-25 01:19:57

1. EOkR

EOiSKIFESE: csip.tencentcloudapi.com
BHTOPKEHER
ERAECIERITRIRS: 200R/%

##ZER API Explorer

2. mAEH

UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wi ESid 35S
Action 2 String ~H2E, XIEOBYE: DescribeTopAttackinfo,
Version String ~HsE, XEORE: 2022-11-21,
Region & String ~HSY, WSEAESHE,
. SRS RI
=
Memberld.N = Array of String FBE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
. AR ERAKR SRR
=
OperatedMemberld.N = Array of String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
3. /e
SHEW ESid) Ty
Array of TopI B IHEIRE
TopAttackinfo TagCount FEE: {"Name": "[®iRKE", "Count": 13 }

Requestid String

4. =6

BN FITOPKHERRH
BATH

POST / HTTP/1.1

ion/json

X-TC-Action ibeTopAttackInfo

<PHHERSE>

[
1

"MemberId": [
"mem-tencent-1£94db8d0x231e0"
]

t

IRIFRE: BR=ItE (It ) BRSEATF

K—iEXK ID, HRSIHER, &
Requestld) . EiARHEEREIZRXIEKRE Requestld,

REEIEE] (SEREEMRERERIARSR, WRERTRIRKE

mREHh

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.
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O BT R

"Response": {

"TopAttackInfo": [
{
"Name": "EiEKE",

"Count": 1
}
1,

"RequestId":

5. FREHR

A= APl &
Sz API & B&E API 3. $8i%F3. API Explorer }2 SDK F#RRNA—ERFE, HEENE—ANOEARERBNZRHAFE API RS,

API Inspector
FERFEEE AP| Inspector BEEEHAE—HIRIEXBI APLRRBRER, HEMERSESRAN API 53, BaETEIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFRTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. fHiRE

IR OE R SSIZIEHEXAERIS, EfhEREIER AH4ERE,
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
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O BHE

HESTRTIE

EIEEHASE: 2025-04-25 01:19:57

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
fEEERELEED

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wi ESic] 3%
Action 2 String ~HSH, XEOBYE: UpdateAlertStatusList.
Version 2 String ~HSY, FMEOWE: 2022-11-21,
Region a String AHSY, WSEATESH.
= £&|DFIx
DN = Array of NewAlertKey TBIE: ["alert-kmukkUds", "alert-kmukkUd2"]
B
1:fEaE
2R HERE
OperateType 2 Integer 3o
4:BUHtRCEE
5:BGEIRIC 2R
wBIE: 1
. ERWSHIRERid
=
Memberld.N = Array of String FBE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
. WRRNERAKSHIMKRI
=
OperatedMemberld.N = Array of String FBE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
3. e
SHEW ESicl iR
. ZERER
Msg String ~BE: success
. R
Code String =GIE: 0

E—iEK ID, HIRSiRER, SRERBRIEE (HEREEMERKRLERTIARSR, WZRERTEIRSE Requestld) o EfiEEIHR

Requestld  StriNg oz iRy Requestid.

4. 74
AP R EERRE

BATH
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#NewAlertKey
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=UpdateAlertStatusList

/ HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

UpdateAlertStatusList

"MemberId": [
"mem-tencent-4120f 1129"
1,

"OperateType": 3,
"ID": [

{

"AppId":

"Type": "Acti utbound”,
"SubType": "MaliciousRequest",

"Source": "CWP",

"Name": "ihiaEEtEItEkiEE ",

"Key": "WRzIsdfMPkmukkUdsfsXfpzu",

"Date": "2024-10-30T00:00:00+08:00"

"Response":
"Code": "0",
"Msg": "
"Requ

}

}

5. FRERR
BRE API &

Biflz API E& 24E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOZARERBNZRMNRRE AP RS

API Inspector

FRFENEE APl Inspector EEEHIGE—SREXIKR AP BAER, HFEMEMSIESRAN API X5, thaJaiiE API Explorer #3ELZ&iRI,

SDK
= API 3.0 Rt TREMFRIESE (SDK) , XIHFSHRIZES, EEAENERA APl

)

)

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb

O BT R

« Tencent Cloud CLI 3.0

6. HHiRf

ZEOE T SZEHEXAERE, BMbEREFER AHERE,

RSB X
IRIE =R ARIECEXESIE
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https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

=REHL

O BAT

ERIEE#RATE: 2025-04-25 01:19:52

1. EOMR
EOERESZ: csip.tencentcloudapi.com
REVERF- I ANEERIESIR

EOMZCIERITZRIRE: 200R/%
#EFFER API Explorer

<> EEIR

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEN . EUTEESXAMBNERABTERLSRURBMER SDK FRRG.

2. \2¥
UTBERSHFIRFE TIEOERSHEIIDAHSE, REAHSHIIRR AHiERSH,
SHEW Wik E3id) i
Action = String aHs¥, AEORE: DescribeRiskCenterAssetViewCFGRiskList.
Version =3 String ~HSE, XEORE: 2022-11-21,
Region a String ~HSH, WSHATRESH,
. ERAWSHIRERId
=
Memberld.N | & Array of String FBUE: ["mem-6wfoOfzks3","mem-85fo0fzks4"]
Filter a Filter TERE
BFEIRE
: & f
TagsN = Array of AssetTag REE: [{"Text": "AithEE&", "Value": "Local" }, { "Text": "CLB", "Value": "CLB" } ]
3. mtieN
SHEW ESic) ik
BEY
TotalCount Integer SEIE: 10
Data Array of AFUANREREIE
AssetViewCFGRisk
Array of RsF=
StatusLists FENE: [{"Text": "5K&HE", "Value™: "0" }, { "Text": "B&E", "Value": "1"}, { "Text": "EZ",

FilterDataObject alues "2} { "Toxt": "B, Walue™ "3"} ]

. Array of o
LevellLists FilterDataObject BIEERIIR
. Array of ’
CFGNamelLists FilterDataObject EBEERE
CheckTypelLists Array of MERRIR
FilterDataObject -
InstanceTypelLists Array of BFFHEBTIR
FilterDataObject
KRiRFIZE

FromLists

Requestid

Array of
FilterDataObject

String

IRIFRE: BR=ItE (It ) BRSEATF

TBE: [{"Text": "&Z&40", "Value™: "0"}, { "Text": "EHUEN", "Value": "1"}, { "Text": "&
BRI, "Value™: "5" }]

W—iEXK ID, HIRSIHER, SRERBIIERE (SEREEMREERFRERIARS, WZRERFRIRK
8 Requestld ) . EfIiTBMIIEESIRHEIZRIERE Requestld.
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#AssetViewCFGRisk
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeRiskCenterAssetViewCFGRiskList

O BT R

4. 7H

N RNREF-RANRERETI=
AR ERRTIE

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeRiskCenterAssetViewCFGRiskList
<QHIERSE>

{

"MemberId": [
"mem-68b8087a65268000"
1,

"Filter": {

"Limit": 1,

"Offset": 0O

}

}

L]

{

"Response": {

"CFGNameLists": [

{

"Text": "IRE\ "EEMERHLEIELER\ " FRETEScuest s
"Value": "{EE\"IEEMESIMLBELER\ "FREFESc

I

{

"Text": "NSARLHITINEE, FHESISITHERP, WEENAPTANEEZSSHHHTHEIT",
"Value": "MEARLHITIME, HITEZISI AR, NEENARGTANEERSEHHTHIT"
br

{

"Text": "B\ "WSHIEHE\ "BREATFoHEMEF10",
"Value": "B\ "KSHIERE\ "BEAFHBENFEF 0"

I

{

"Text": "B\ "ELETTESERSER\ "KEESTRE",
"Value": "HRE\"ELEITESERSER"RESTLE"

I

{

"Text": "i5FSSHEHRBARER",

"Value": "EEFsSHFEEBARER"

1,

"CheckTypeLists": [

{

"Text": "CentOSEZIEE",

"Value": "CentO:s

I

{

"Text": "EPFFEE-Centos TREEZEBELevell,
"Value": "EfFtFE-Centos TREEZEZR B cvell"
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"Text": "KERE",

"Value": "MKSRE"

I

{

"Text": Yocker Daemon 2375 SIBIROFRE",
"Value": "Docker Daemon 2375 EIBHOIFFR"

I

{

"Text": "EFFRE-Windows 2012 R2BRSHZBEE",
"alue": "EFFFE-Windows 2012 ROBREEHBEE"
I

{

"Text": "EPFMRE-Centos TREELZBLevel2",
"Value": "EfFtREE-Centos TREEZIRBE Level2"
br

{

"Text": "ZER=LR-Windows 2012 R2BREHZIRE",
"Value": "ZFR=K-Windows 2012 R2BREEEEE"
I

{

"Text": "MF{RE",

"Value": "MIEZRE"

I

{

"Text": "HUERE",

"Value": "HUERE"

by

{

"Text": "ZERZIR-Centos TREEZIRE",
"Value": "HRZ=K-Centos TREELIRE"

I

{

"Text": "EftEL",

"Value": "HitZe"

br

{

"Text": "NginxBZLEZIRE",

"Value": "NginxBEEHZEE"

I

{

"Text": "SHRTR-Centos TREEZEE",
"Value": "SRR Centos TREHLEIRE"

I

{

"Text": "LinuxZELEERE",

"Value": "LinuxBTEEZEE"

1,

"Data":

{

"AffectAsset": "Ix *x,

"AppId": "1302133215",

"CFGDescribe": "JTLHIEERE, Docker IR TIHIEEEIEO, Docker Daemon {EASTHPME, BTERS, TUMITAEIIEEEAO LR pocker #
<. EREPERIERT Docker imlis 2375 #M, SIBEZLRFRE. ",

"CFGFix": "KM 2375 w0, EAMZEMNTESEKO 2376, \nIRESBESRLSAHEMHXIEHTIZIKORILIE PR, E2E. ",

IRIFRE: BRzITE (165 ) BRSEAS SE1M7 H431:
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"CFGHelpURL": "url.***x, v,

"CFGName": "Docker Daemon 2375 EixOFRE",
"CFGSTD": "none

"CheckType": " ker Daemon 2375 EIMRROFR",
"ClbId": "cl

"FirstTime":

"From": "ZEHAEM",

"Id": "0 591ec

"Index": "c

"InstanceId": "ins-elxffb4 o
"InstanceName": "ZE2HUDLxEHBEREHEE",
"InstanceType": "CVM",

"Level": "high",

"Nick": "BEESkE",

"RecentTime": "2024-10-25 11:

"Status":

"gin": "1

I

"FromLists":

{

"Text": "ZmREHL",
"Value": "O"

I

{

"Text": "FEHUSM",
"Value": "1"

br

{

"Text": "BaGiln,

"Value":

1,
"InstanceTypeLists": [
{

"Text": "CVM
"Value":

by

{

"Text":

"Value":

Ty

{

"Text": v-?rm&%",
"Value": "2"

by

{

"Text": "WM’E%" ;
"Value": "4"

I

{

"Text": "CDB",
"Value": "CDB"
by

{

"Text":

"Value":
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"Text":
"Value":
by

{
"Text":
"Value
Yy

{
"Text":
"Value":
by

{
"Text":
"Value
by

{
"Text":
"Value":
by

{
"Text":
"Value":
by

{
"Text": "TKECLUSTER",
"Value": "TKECLUSTER"
H

{
"Text":
"Value":
by

{
"Text":
"Value
by

{
"Text":

"Value":

1,
"LevelLists": [
{

"Text":

"Value

br

{

"Text":

"Value

I

{

"Text":
"Value":

I

{

"Text": "1&%” o

IRIFRE: BRzITE (165 ) BRSEAS 119 H#431:1
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"Value":
b
{

"Text": "{EIR",

"Value": "info"

I
"RequestId": "S5effc83e-cefb-4fa b35-8a9
"StatusLists": [

{
1

"Text": "FRAIE",
"alue": "Q"

’

2
I

.
1

"Text":

"Value":

br

{

N"Text": M
"alue":

I

{

"Text": "G,

"yalue": "3"

5. FRERR

ER= APl £&
BIfZ AP| F& 228 AP XH. iR, API Explorer & SDK $SZEMS—EATE, HEENA—A\OSARERBAZRERE AP RS .

API Inspector
BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XSSMREIRIES, REESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

ZEOE LI SZEHEXAERE, BtbEREFER AHERE,

IRIFRE: BR=ItE (It ) BRSEATF 5120 #4311


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHE

IREN R = A RYim O KU BE S 2=

ERIEEHASE: 2025-04-25 01:19:52

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
REVEF- AR OMESIR
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTFERSHEIR(GIE TEOBRSEIMO AHSY, RBEAHSEGIRR AHiERSH,
SHEW Wik B iR
Action 2 String ~HSH, XIEOBYE: DescribeRiskCenterAssetViewPortRiskList,
Version 2 String aHsE, MMEOBE: 2022-11-21,
Region & String rHsH, WSEATESE,
Array of EFWSHILRId
=
Memberld.N | & String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
pUb AN EN
. = . w~BIE: {"Filters":[{"Name":"RecentTime","Values":['2024-10-3119:46:48"],"OperatorType":5},
Filter a8 Filter " . . .
{"Name":"InstanceType","Values":
["CVM"],"OperatorType":7}],"Limit":10,"Offset":0,"Order":"desc","By":"RecentTime"}
Taas.N - Array of BFERE
9s- = AssetTag FBE: [{"TagKey":"key","TagValue":"value"}]
3. mtieN
SHEW ESicl 353
ISE3
TotalCount Integer 7};2 10
Data Array of AERNEERRIE
AssetViewPortRisk
Array of RSH%
StatusLists FilterDataObiect FHIE: [{"Text": "BHZE", "Value": "3"}, { "Text": "K&E", "Value": "0" }, { "Text": "tricElt
J %Il, "Value": ll1ll }’ { "TeXt": "E&mﬁ", "Value": lI2II }]
Array of ElaERTIFR
LevelLists Filte?'/DataOb'ect TEIHE: [{"Text": "F=&E", "Value™: "extreme" }, { "Text": "&f&", "Value": "high" }, { "Text": "&
! f&", "Value": "middle" }, { "Text": "{&f&", "Value": "low" }, { "Text": "{&7=", "Value": "info" } ]
Array of BSUR
SuggestionLists rray . FEUE: [{"Text": "FISHR", "Value": "0" }, { "Text": "RELAE", "Value": "1" }, { "Text": "£iZix
FilterDataObject - o e
a", "Value": "2"}1]
InstanceTypeLists Array of BIEERTIR
FilterDataObject
. Array of RiRTIZE
FromLists . . — — N =
FilterDataObject FHNE: [{"Text": "=RLHL", "Value": "0" }, { "Text": "FRERH", "Value": "3"} ]
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#AssetViewPortRisk
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeRiskCenterAssetViewPortRiskList

@ %\_EHE =xreHh

SHEW ik

E—i&EK ID, HIRSiRER, SRERBLIEE (HERERMERRERARSR, W

Requestld Requestld) . ERIEHESREZRER Requestld.

4. 7%

PN SRR A RNRORESIE=
IREVEF= AR O EFI%R

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeRiskCenterAssetViewPortRiskList
<QHIERSE>

{
"Filter": {
"Limit": 1

}

"Response": {

"Data": [

{

"AffectAsset": "1.1.1.1",
"AppId": "2344
"Component": "Open
"FirstTime": "2024-04
"From": "ZmREARIL",
"Id": "k Bikok kK ko
"Index":

"InstanceId": "ins
"InstanceName":
"InstanceType": "C
"Level": "middle",
"Nick": "nickname",
"Port": 22,
"Protocol": "tcp
"RecentTime":
"Service": "ssh
"Status": 3,
"Suggestion":

"gin": "22

1,

"FromLists": [

{

"Text": "BRREEHIL",
"Value": "O"

by
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{
"Text": "FTEREEN",

"Value":

1,
"InstanceTypeLists": [
{
"Text":
"Value":
by

{
"Text":
"Value":
I

{
"Text": "EIP",
"Value":
by

{
"Text":
"Value": "VPN"
by

{
"Text":
"Value":
I

{
"Text": "OTHER",
"Value":
H

{
"Text":
"Value":
by

{
"Text":
"Value":
by

{
"Text":
"Value": "NATEFW"
by

{
"Text":
"Value":
by

{
"Text":
"Value
H

{
"Text":
"Value":
by

{
"Text":

"Value":
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1,
"LevelLists": [
{

"Text": "FEE",
"Value":

br

{

"Text":
"Value":

I

{

"Text":
"Value":

I

{

"Text":
"Value":

by

{

"Text": "ER",

"Value": "info"

1,

"RequestId": "c
"StatusLists":

{

"Text": "SI,
"Value": "3"

Yy

{

"Text":

"Value":

by

{

"Text": "tRCCLE",
"Value": "1"

by

{

"Text":

"Value":

1,
"SuggestionLists":
{

"Text": "{RIFHUK",
"Value": "0"

br

{

"Text": "PR&EIAGE",
"Value": "1"

Ty

{

"Text": "FHEiFO",

"yalue™: "2"
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"TotalCount":

mREHh

5. FREHER
A= APl &

Sz API & B&E API 3. $8i%63. API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS

API Inspector

FARFTEE AP Inspector BEEFIGE—TIRIEXBE AP ERER, HFBRMERSIESIRAR API K58, BaTFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. FEiRG
ITFRFIH 7RO SSIBIEHEXAEIRIG, HEMbEiRLIER AHEIEE.
RS %
AuthFailure CAMEZ/EUEIR
DryRunOperation DryRun ##E, RFBERESZMING,
FailedOperation BRIERM
InternalError PIEREIR
InvalidFilter TR iEeE
InvalidParameter BHEIR.

InvalidParameter.DecryptError

Decrypt error

InvalidParameterValue SHEEEIR.
LimitExceeded B EERPRE
MissingParameter ROSEEIR.
OperationDenied BRERIES
RegionError oz

RequestLimitExceeded

TERINREEEE T SRERIRH

ResourcelnUse HRE S,
Resourcelnsufficient BREAR.
ResourceNotFound HBRAFE,

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.CloudAudit
UnauthorizedOperation.Cos
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF
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O BHE

i 212 - R ARIRRKEER

ERIEEHASE: 2025-04-25 01:19:52

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
REVEF- A ARRMESIR
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wi ESic] 1234
Action 2 String ~H2H, XIEOBYE: DescribeAssetViewVulRiskList,
Version 2 String ~HSY, FMEOME: 2022-11-21,
Region & String aHsH, WSEATESE,
. ERWSHIRLRId
i
Memberld.N = Array of String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
. . PO EN
i
Filter a Filter SBUE: {"Limit": 10}
BERE
i
Tags.N = Array of AssetTag FBIE: [{"TagKey": "tag-key", "TagValue": "tag-vaule"}]
3. mtiey
SHEW ESid) iR
B
TotalCount Integer ﬁ?{;ﬁ; 10
Data Array of AEARRRESIE
AssetViewVULRiskData
StatusLists Array of FilterDataObject KSR
LevelLists Array of FilterDataObject ElaERTIFR
KiREFIER
FromLists Array of FilterDataObject FEUE: [{"Text": "mReduly", "Value": "0" }, { "Text": "EHEM", "Value": ""}, { "Text":
"ZREam", "Value": "5" } 1
e Ty
VULTypelLists Array of FilterDataObject RFEIR

TBIE: [{"Text": "GBiBIEIEIR", "Value": "RIBBIEHEIR" } ]

. . . RFE2ER5I%R
InstanceTypeLists = Array of FilterDataObject FOUE: [{"Text": "CVM", "Value": "CVM"} ]
Tags Array of FilterDataObject tagtizs

—i5K ID, HIRSIRER, SXEREBSED (HEREEMEERRLERERSR, WZXERT

Requestld String 2918 Requestld) . EUTENBESIRMZRBRE Requestid.
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#AssetViewVULRiskData
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeAssetViewVulRiskList

O BAS

4. 7H

PN FEET R A NRRRESE=
REVEF A MRRERILTIE

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeAssetViewVulRiskList
<QHIERSE>

{

"Filter": {
"Filters": [

{

"Name": "RecentTime"
"Values": [
"2024-10-26 19:37:21"
1,

"OperatorType": 4

I

{

"Name": "RecentTime"
"Values": [
"2024-11-01 19:37:21"
I

"OperatorType": 5

by

{

"Name": "Status"
"Values": [

nom

1,

"OperatorType": 7

}

I

"Limit": 10,
"Offset": O,

"Order": "desc",
"By": "RecentTime"

}

"Response": {

"Data": [

{

"AffectAsset": "182.254.145.
"AppId": "13004

"AppName": "O

"AppVersion":

"CVE": "CVE

"CVSS":

IRIFRE: BR=ItE (It ) BRSEATF

mREHh
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mREHh

"CWPVersion":
"Component":
"EMGCVulType":
"FirstTime": "2 E
"From": "ZmRERIL",
"HandleTaskId":
"Index": "360Dbf
"InstanceId":
"InstanceName" :
"InstanceType":
"InstanceUUID":
"Level": "high",
"Nick": "BFESE",
"PCMGRIdA": "pcmgr-n2
"POCId": "c
"Payload":

"Port": "22"
"RecentTime":
"RiskId": "1
"Status":

"TaskId":

"Uin": "21¢
"VULName" : :
"VULType": "ERLIEN",

"VULURL": "/vul/detail?

I

"FromLists":

{

"Text": "mREHD",
"Value": "O0"

by

{

"Text": "EHUEM",
"Value": "1"

I

{

"Text": "ZetGl",

"yalue"™: "5"

1,
"InstanceTypeLists": [
{

"Text":

"Value":

I
"LevelLists": [
{

"Text": "fEE",
"Value": "extr
by

{

"Text":
"Value":

by

{

IRIFRE: BRzITE (165 ) BRSEAS 129 #4311




"Text":
"Value":
I

{
"Text":
"Value":
br

{

"Text":

"Value":

1,

"ehfE,

" e
m

&,

"low"

"}EU_T” ,

"info"

"RequestId": "3c

"StatusLists":

{

"Text":
"Value":
by

{

"Text":
"Value":
by

{

"Text":
"Value":
I

{

"Text":

"Value":

1,
"Tags":
{
"Text":
"Value":
I

{

"Text":
"Value":
Yy

{

"Text":
"Value":
I

{

"Text":
"Value":
by

{

"Text":
"Value":
by

{
"Text":
"Value":
by

{

"RELE",

non

"tRCELE",
Wy

"BiESE",

nan

3

"ZimiR B R S ERF I

n

VN

YITED"

"Zimim (N EEA IR ",

"LOCAL"

"Zimm A EARGAMGRRIGEH ",

nayan

"&imim I (E AR A RREEH

"ADDp™

HEE%aH,

"IS_EMERC

"imim A LATEERIA ",

"NETYV n

IRIFRE: BR=ItE (It ) BRSEATF
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O BT R

"Text": "iXimiEBpoc",

"yalue": "POC"

"Text": "RAE",

"Value": "
by
{
"Text": "

"Value":

"TotalCount": 11(
"VULTypeLists": [

[
1

"Text": "QCIBBIEEIR",
"Value": "QbIBBIEFEHIR"

5. FRERR

ER= AP &
BIflZE APl £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ENTE, HEGENA—A\OZAREMEAZREFRE AP IS,

API Inspector
EPaiEiE API Inspector BEERHIAE—SREXBN AP RBER, HEMERSIESRARN APl 53, BaFiE API Explorer #{TEZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZEIES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeTIR
» Tencent Cloud CLI 3.0

6. HHiRfD

RS X SSIBIBHEXAEIRIG, EfhiEREER 254ERG,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHE

IRER I ANERRKETIR

ERIEEHASE: 2025-04-25 01:19:52

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
REVEF- A ARRMESIR
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTFERSHEIR(GIE TEOBRSEIMO AHSY, RBEAHSEGIRR AHiERSH,
SHEW Wik B iR
Action 2 String ~HSH, XIEOBYE: DescribeRiskCenterAssetViewVULRiskListo
Version 2 String aHsE, MMEOBE: 2022-11-21,
Region & String rHsH, WSEATESE,
Array of EFWSHILRId
=
Memberld.N | & String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
pUb AN EN
. = . w~BIE: {"Filters":[{"Name":"RecentTime","Values":['2024-10-3119:46:48"],"OperatorType":5},
Filter a8 Filter " . . .
{"Name":"InstanceType","Values":
["CVM"],"OperatorType":7}],"Limit":10,"Offset":0,"Order":"desc","By":"RecentTime"}
Taas.N - Array of BFERE
9s- = AssetTag FBE: [{"TagKey":"key","TagValue":"value"}]
3. mtieN
SHEW ESicl 3%
PR
TotalC t Int —
otalCoun nteger SBIE: 10
Data Array of AEMERARRIE
AssetViewVULRisk
Array of il
StatusLists FilterDataObiect REHE: [{"Text": "FH&E", "Value": "0"}, { "Text": "tRCBLE", "Value™ "1"}, { "Text": "EZ&
J mﬁll’ llvaluell: "2" }’ { IITeXtII: "E{l%ﬁ", IIValuell: ll3|l }]
Array of ElRERTIxR
LevelLists Filte?'/DataOb'ect FHUE: [{"Text": "F=&E", "Value": "extreme" }, { "Text": "&f&", "Value": "high" }, { "Text": "
! f&", "Value": "middle" }, { "Text": "{&&", "Value": "low" }, { "Text": "{&7%", "Value": "info" } ]
Array of RIS
FromLists . Y . FOUE: [{"Text": "mZ&2dul", "Value": "0" }, { "Text": "EHA&M", "Value™: ""}, { "Text": "&E
FilterDataObject i I
t&il", "Value": "5"}1
VUL TypeLists Array of R
FilterDataObject
InstanceTypeLists  Array of BFERRTIR
FilterDataObject FHNE: [{"Text": "fEEEEEE", "Value": "managed_cluster" }, { "Text": "CVM", "Value": "CVM"
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#AssetViewVULRisk
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeRiskCenterAssetViewVULRiskList

@ %\_EHE =xreHh

SHEM 3%
}, {"Text": "#HuEE&", "Value": "Local" }, { "Text": "CLB", "Value": "CLB" } ]

W—i5EK ID, HRSiKER, SXERVEE (HERAEMEERRLERERSR, WZXERFTLIRE

R tld
eques Requestld ) . E{uiaErEEREIZRIERM Requestld.

4. =6

PN FE R NIRRERRTIE
REVEF I ARRERESIR

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeRiskCenterAssetViewVULRiskList
<AHERSH>

{

"MemberId":
"mem-68b8087a65268000"
1,

"Filter": {

"Limit": 1,

"Offset": 0O

}

"Response": {

"Data": [

{

"AffectAsset": "ins-95
"AppId": "1302111215",
"AppName": "libcurl-minimal,curl",
"AppVersion": "7.61.1-18.el8",
"CVE": "CVE-2023-2
"CWPVersion": O,

"Component": "c

"Describe": "descr
"EMGCVulType":

"FirstTime": "2024

"Fix": "ENKEEAE \nBIWEEF LR RRRRHERIIR, TRREOES. ",
"From": "Besfaill",

"Id": "11fcé

"Index": "5f£f31127*%
"InstanceId": "si
"InstanceName":
"InstanceType":
"InstanceUUID": 3cbf
"IsSupportDetect":
"IsSupportRepair":

"Level": "extreme",

IRIFRE: BRzITE (165 ) BRSEAS 5133 #431:m




"Nick":

"POCId":

"ERESk",

"pcmgr—-407

"Payload": "7.61

"Port":

naan
s0",

"RecentTime": "2024-10-30 11:20:

"References": "https://hackero

"Service:

0 @il @ T
service",

"Status":

"Uin":

"y

"VULName": "Curl BSIAIESESRRE (cvE-2023

"YULType": "Effr,

"VULURL": "http://url"

1,

"FromLists": [

{
"Text":
"Value
H

{

"Text":

"Value":

by
{

"Text":

"Value":

1,

"mRERD,

nomn

" ENAE ",

win

BN,

ngn

"InstanceTypeLists": [

{

"Text":

"Value":

I

{
"Text":
"Value
br

{
"Text":
"Value
I

{

"Text":

"Value":

1,

"fEEER",

Ty
ma

"AHBERIR

"Tocal"

"LevelLists": [

{
"Text":
"Value
I

{

"Text":

"Value":

by
{

"Text":

",

"extreme"

IRIFRE: BR=ItE (It ) BRSEATF
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"Value":

by

{

"Text": "{&fE",
"Value": "low"
by

{

"Text": "};E:B_T” 0

"yalue": "info"

1,

"RequestId": "e
"StatusLists": [
{

"Text": "RAAEE",
"Value": "O"

br

{

"Text": "FRcBLE",
"Value": "1"

I

{

"Text": "GSZHE",
"Value": "2"

I

{

"Text": "BIEE",

"yalue": "3"

1,

"TotalCount":
"VULTypeLists": [
{

"Text": "{ERME",
"Value": "{ERittiE"
I

{

"Text": "QMEBIEFEIR",
"Value": "QMBBIEIEIR"
I

{

"Text":

"Value":

I

{

"Text":

"Value":

br

{

"Text": "{EEIRE",
"Value": "{EANjalRE"
Ty

{

"Text": "JENI]
"value": "JENER"
I

{

IRIFRE: BRzITE (165 ) BRSEAS 55135 #431:m




"Text": "{GEBEA",
"value": "fCEBIEA"

"Text": "EHXiE
"Value": "ZEMXigH"
br

{

"Text": "ECEEIR",

"value": "ECEEI=E"

N
Ir
{

8
"Text": unug,l‘qggn ,

"Value": "HAZE{EIRE"

"Text":

"Value":

"Text":

"Value":

5. FRERR
BRE API £&

Bifl= API £& B45E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

FAREE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TE&IEIR

SDK

= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. $EiRE

ZIEOE T SSIZIEHEXAEIRNS, EihEiREFER AH4ERE,

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
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O BHE

IRENR =R ARISE AL MPETI=R

ERIEEHASE: 2025-04-25 01:19:52

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
REVEF- I AMNEOSRIETIE
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. A
UTFERSHIIRNFILE TIEOSKRSHENBOAHSE, REQAHSEIIRT AHiEkaH,
SHEM Wik ESic] 3%
Action = String ~H2H, XIEOBYE: DescribeRiskCenterAssetViewWeakPasswordRiskList.
Version = String ~HSY, FMEONE: 2022-11-21,
Region ) String ~HsE, WSEAEESE,
. ERWSHIRLRId
a=
Memberld.N = Array of String FBE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter & Filter TRRE
BFERE
=
Tags.N = Array of AssetTag FEUE: [{"Text": "AHEEH", "Value": "Local" }, { "Text": "CLB", "Value": "CLB" } ]
3. e
SHEWR ESidl i35
BRY
TotalC t Int —
otalCoun nteger SBIE: 10
Array of |
Pata AssetViewWeakPassRisk RIS
KSR
StatusLists Array of FilterDataObject FEUE: [{"Text": "KEHE", "Value™: "0"}, { "Text": "E&&E", "Value": ""}, { "Text": "B
@mﬁll’ "Value": "2" }’ { IITeXtII: IlE%j%ll’ "Value": ll3|l }]
LevelLists Array of FilterDataObject EIEERTIZR
JEF
FromLists Array of FilterDataObject FimIR

wBIE: [{"Text": "EHMER", "Value": "1"}]

eSS

InstanceTypelLists Array of FilterDataObject FOUE: [{"Text": "CVM", "Value™: "CVM" } ]

S5ASRBITIE

PasswordTypelists  Array of FilterDataObject FOUE: [{"Text": "LinuxRESEOSHI", "Value": "LinuxEHBOSEN" ) ]

W—iEK ID, HIRSIKER, BXERESEE (EEREEMEERERARSR, WiZRiER

Requestid String R£7£/8 Requestld ) . E{UIEHBEIRMZAER Requestid,
4. 775

IRIFRE: BR=ItE (It ) BRSEATF 137 #431|
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https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#AssetViewWeakPassRisk
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeRiskCenterAssetViewWeakPasswordRiskList

mREHh

0N RERF-RANEO S RRTIR
KENE = AUSE IS MIRFIZE

BATH

POST / HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeRiskCenterAssetViewlWeakPasswordRiskList
<pEERSH>

{

"MemberId": [
"mem-68b8087a65268000"
1,

"Filter": {

"Limit": 1,

"Offset": 0O

}

"Response": {

"Data": [

{

"AffectAsset": "132.**.1

"AppId": "13 25Y

"Component": "nginx"

"FirstTime": "2024-10-28 06:05:21",
"Fix": "{ENRIAFRIERS S BISEERIEE, ",
"From": "ZEHAEM",

"Id": "Obfl0**e

"Index": "cb07e22

"InstanceId": "ins-p7x4
"InstanceName" :

"InstanceType":

"Level": "high",

"Nick": "BEESE",

"PasswordType": "LinuxZFFEOSHEN",
"Payload": "RHPFEHEOS:
"RecentTime": "2024-10-30
"Service:

"Status":

"Uin": "100014 178",

"VULType": "LinuxZRHS5OSHEM",

"VULURL": "http://url"

1,

"FromLists": [
{
"Text": "FEHUSM",

"yalue": "1"

IRIFRE: BRzITE (165 ) BRSEAS 55138 431\




mREHh

"InstanceTypeLists": [
{
"Text": "CUM",

"Value": "CVM"

1,
"LevelLists": [
{

"Text": "fEE",
"Value": "extreme"
by

{

"Text":
"Value":

by

{

"Text":
"Value":

H

{

"Text":
"Value":

by

{

"Text":

"Value":

I

"PasswordTypeLists": [

{

"Text": "LinuxZRHFFOSHEN",
"Value": "LinuxZR&5OASHEN"

1,

"RequestId":
"StatusLists": [
{

"Text": "SRALIE",
"Value": "O"

Yy

{

"Text":

"Value":

I

{

"Text":

"Value":

by

{

"Text": "GFE",

"yalue"™: "3"

1,

"TotalCount":

}
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O BHS

5. FRERR
ER= APl £&

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOZARERENZIRMFE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIR(EXBRN AP ERER, HFBEMERSZIE

SDK

= API 3.0 Rt TERENFRITEE (SDK) , ZIFSMREEES,

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BTIR

Tencent Cloud CLI 3.0

6. $EiRE

ZHEOE X SSIZIEHEXAEIRIG, EhEiREIFER AHERE,

IRIRERE: BR=ITE (1bF) BRSEAE

hRAH API X3, thETRI#E API Explorer it{FEZLREIK o

EE S {EA9ER APl

mREHh
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
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IR BV 48 A ROum 1 KUBE 51 R

RIEEHATE: 2025-04-25 01:19:51

1. EOkR

EOiSKIFESE: csip.tencentcloudapi.com

RENR O A AR OME SR

BOAMROIERITIRH: 200R/% -

##ZER API Explorer

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

2. MN\EH
SHEW Wik ESid)
Action = String
Version = String
Region B String
Memberld.N & Array of String
Filter B Filter
Tags.N B Array of AssetTag
3. e
SHEWR ESic]
TotalCount Integer
Array of
bata PortViewPortRisk
. Array of
LevelLists FilterDataObject
L Array of
SuggestionLists FilterDataObject
. Array of
FromLists FilterDataObject
Requestid String
4. 561
PN FAURO R AR O RS

RER O A RROARKESI=

BATH

IRIFRE: BR=ItE (It ) BRSEATF

~HESH, REOBYE: DescribeRiskCenterPortViewPortRiskList,

#H2%, AEORE: 2022-11-21,

>

HEY, WSHAAESH.

»

ERWSHIRLRId
FBE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
EERE

BERE
FEUE: [{"Text": "AHEEH", "Value": "Local" }, { "Text": "CLB", "Value": "CLB" } ]

iR

BEE
=BE: 10

RO A RYIROMESIZE

BrRERTI=

LEEIRIIFE
EEHE [{ "Text": II{%%IEH*", "Value": "0" }, { "Text": "BE%'JiHiﬂT.I", "Value™ ™" }, { "Text": "iﬂ%iﬁ"ﬁﬂ",
"Value": "2" } ]

kiRFIZ
TBUE: [{"Text": "mEEHL", "Value": "0"}, { "Text": "REREN", "Value": "3" } ]

W—iERK ID, HIRSIHER, BRERBIIRE ( BEREEMBEREREFREIRERSR, WiZXERFALIKE
Requestld ) . E{ziABrTEEREIZRIERE Requestld,

£141 #431)
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#PortViewPortRisk
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeRiskCenterPortViewPortRiskList

mREHh

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeRiskCenterPortViewPortRiskList
<DHERSH>

{

"MemberId": [
"mem-68b8087a65268000",
"mem-tencent-522badef8ad96a4d"
1,

"Filter": {

"Limit": 1,

"Offset": 0O

}

"Response": {
"Data": [

{
"AffectAssetCount": "2",
"AppId": "18
"Component":
"FirstTime":
"From":

"Id": "1

"Index":

"Level": "middle",
"Nick": "EEEE",
"NoHandleCount":
"Port":
"Protocol":
"RecentTime":
"Service": "h
"Suggestion":

"gin": "1

I

"FromLists": [

{

"Text": "BREHIL",
"Value": "0"

Ty

{

"Text": "RERKEI",

"yaluem: "3"

I

"LevelLists": [

{

UiEsEE g Wil
"Value": "extreme"

b
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"Text": "SfE",

"Value":
b
(
1

"Text": "
"Value": "
by

{

"Text":

"Value":

"SuggestionLists":

{

"Text": H{%}%Iﬁl‘%n ,

"yalue": "O"

’

2
b

.
1

"Text": "PREAm",

"Value": "1"
by
{

"Text": ui\ :Tﬁjﬁl:l ",

"yalue": "2"

"TotalCount":

:
}
}

5. FREHR
A= APl &

Sz API & 246 API X, 8%, API Explorer }2 SDK F#ZRHNA—ERIFE, HEENE—ANOSORERBNSRHIFE API RS,

API Inspector

FPiEE APl Inspector EEIEHIGE—SREXE AP RRER, HEMERSIESRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 Rt TEEMNFRTIESE (SDK) , ZIFSMRIZIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeTIR
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[
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https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb

(%) - iiit= mEE

« Tencent Cloud CLI 3.0

6. HHiRf

ZEOE T SZEHEXAERE, BMbEREFER AHERE,

KA ARERKETIR

mIEEFATE: 2025-04-25 01:19:51
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O BAT

1. OEGR

EOEREES: csip.

tencentcloudapi.com .

RENRRERANRRERESE
BUMEOIERINEIRS: 200%/%

#EFE(ER API Explorer

mREHh

API Explorer 2t TTELIAR . ESIIE. SDK KBEMFIRERTIZOSHN . ETEESXARNBERNBSIEELSRIURBMER SDK FRRE.

2. M NBH

UTERSHSIRIIE TROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SHEWR Wik ESid)
Action = String
Version = String
Region & String
Memberld.N & Array of String
Filter & Filter
Tags.N & Array of AssetTag
3. miiay
SHEW ESic)
TotalCount Integer
Array of
bata VULViewVULRisk
. Array of
LevelLists FilterDataObject
. Array of
FromLists FilterDataObject
. Array of
VULTypelists it erDataobject
Requestld String
4. 76
N FEURER A RERESIE

RENRRI A ATRRMES] =

BATH

POST / HTTP/1.

1

Host: csip.tencentcloudapi.com

Content-Type:

application/json

fliR

N

A, AEOBYE: DescribeRiskCenterVULViewVULRiskListo

HS¥, FMEONE: 2022-11-21,

B

At

W

H, WSHATESH,

ERWSHIKRId
FBHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]

2iRRE

BFERE
ABE: [{"Text": "A#BER", "Value": "Local"}, { "Text": "CLB", "Value": "CLB" } ]

fiiR

BEY
wBIfE: 10

iR RARRRRK SR

felaFRII=

kiFFI=
TEE: [{"Text": "&=Z&H0", "Value": "0" }, { "Text": "EHUEN", "Value": "1"}, { "Text": "SEEN",
Ilvaluell: ll5ll } ]

imiRZEESIZR

H—iEK ID, HRSIKER, SRBEREMSIEE (EEREEMEFEREFRERERSR, WZRBERFEIRE
Requestld) . EiABBEREZXIER Requestld,

WRIRERE: BiRzitE

(b)) BRSEAT

55145 #4311
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https://cloud.tencent.com/document/api/664/90825#VULViewVULRisk
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
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https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeRiskCenterVULViewVULRiskList

mREHh

X-TC-Action: DescribeRiskCenterVULViewVULRiskList
<QHIERSE>

{

"MemberId": [
"mem-68b8087a65268000"
I

"Filter": {

"Limit": 1,

"Offset": O

}

"Response": {

"Data": [

{

"AffectAssetCount": 1,

"AppId": "1315",

"AppName": "perl

"AppVersion": "5

"CVE": "CVE

"Component":

"Describe":

"EMGCVulType": O,

"FirstTime": "2024-09 14:50:06",
"Fix": "FHERISHEREIRAS \ nBIVEERLRRRHNEERHR, SRRRIGES, ",
"From": "Zeatall",

MieTg T aa

"Index":

"Level": "extre

"Nick": "%F:EE_,! ",

"NoHandleCount":
"Payload": "5.20.2
"Port": "80",
"RecentTime":
"References":

"Uin": "1C

"VULName": "PERL regu
"VULType": "SEMXiEEH",

"VULURL": "/usr/bin"

I

"FromLists": [

{

"Text": "BREHIL",
"Value": "O"

I

{

"Text": "FEAAEM",
"Value": "1"

br

{

"Text":

IRIFRE: BRzITE (165 ) BRSEAS 55146 #4311




mREHh

"Value":

1,
"LevelLists":

{

"Text": "HAfg",
"Value": "middle"
br

{

"Text":
"Value":

Ty

{

"Text":
"Value":

I

{

"Text":
"Value":

I

{

"Text":

"Value":

1,

"RequestId":
"TotalCount": 460
"VULTypeLists": [
{

"Text": "({ERitE",
"value": "{EEitiE"
Ty

{

"Text": "QPIBBIEIEIR",
"Value": "QPIBZIBEEIR"
I

{

"Text":

"Value":

I

{

"Text":

"Value":

I

{

"Text": "{ZARERA",
"Value": "{SaIRE"
br

{

"Text": "JENRIE",
"value": "JENERE"
Ty

{

"Text": "{SEBIEAN",
"Value": "{CEEiEAN"
I

{

IRIFRE: BR=ItE (It ) BRSEATF




"Text": "SZHXiEH",
"Value": "ZEHXigH"

"Text": "ELEIEIR",
"Value": "BCEiRIR"
by

{

"Text": "HNEFEIRA",
"Value": "fNZF[ERE"
I

{

"Text": "EEULBIA",
"value": "EEusBIA"
JL r

{

"Text": "@SIEAN",
"Value": "RRSIEA"

}

]
}
y
I

5. FRERR
BRE API F&

Bz API & B&E API 3. $8iR63. APl Explorer &2 SDK #RENA—ERIFE, HEENE—ANOEARERBBAZEHIFE API RS .

API Inspector

FPiEE APl Inspector EEEHIGE—SEEXEN APLRARER, HEMERSIESRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. fHiRE

Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

IR T2 O SSBIREXAEIRID, EthiEiRDiER AHEIRE,

$HiIREY
AuthFailure
DryRunOperation
FailedOperation

InternalError

IRIFRE: BR=ItE (It ) BRSEATF

R

CAMER/EEIR.

DryRun ##F, RFBERBSEMNE, RESET DryRun ¥,
BAEEM.

PRIEBEEIR o

mREHh
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& WifiE

$5i=tD it
InvalidParameter SHEIR.
InvalidParameterValue SHEESIR,
LimitExceeded BT BCERPRE o
MissingParameter ROSHEIR.
OperationDenied IRERIELE
RequestLimitExceeded ERANREGEE 7 SRR E
ResourcelnUse RiE G
Resourcelnsufficient BEFE.
ResourceNotFound BEAFE,
ResourceUnavailable BREATH,.
ResourcesSoldOut BREE,
UnauthorizedOperation FRIFBURIE,
UnknownParameter RINSHEIR
UnsupportedOperation BERZIS,

IRIFRE: BR=ItE (It ) BRSEATF 58149 #431|



(%) - iiit= mEa

i = I —imiEiFES

RIEEHATE: 2025-04-25 01:19:51

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
REURRREE

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. A
UTFERSHFRGIE TEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wi ESidl 353
Action = String ~HSH, XIZOBE: DescribeVULRiskDetail,
Version 2 String AHSY, FMEONE: 2022-11-21,
Region £ String AHSY, BWSEAESH,
. ERAWSHIRERId
a
Memberld.N = Array of String TBIE: ["mem-6wfoOfzks3","mem-85fo0fzks4"]
. . RB&id
a=
Riskld = String FBIE: id-d3fb24eb9
- . pcMgrid
PCMGRId e String SHIE: pemgr-1542
3. mtiey
SR ESid] 3%
ServiceSupport Array of REFRIIFER
ServiceSupport
VulTrend Array of VulTrend i
VulData VULRIisklInfo iR FEE
. . NEVFiTEid
Questionld String FBIE: csipllim-witt
. . £ifid
Sessionld String RBIE: cve-2081-3346
Requestld Strin —i5K ID, MRSIKER, SRERBIVEE (FEREEMFEEKREIRARSW, WZRERFRIRE
q 9 Requestld ) . EfUEEIIEEIZHIZRIERRN Requestid,
4. %
TN FNEERIEE
REVERRFFE
BNTG
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#ServiceSupport
https://cloud.tencent.com/document/api/664/90825#VulTrend
https://cloud.tencent.com/document/api/664/90825#VULRiskInfo
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeVULRiskDetail

mREHh

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeVULRiskDetail
<DHERSH>

{
"PCMGRId": "pcmgr-33429"

"Response": {

"QuestionId": "id-21b4

"RequestId": "46d

"ServiceSupport": [

{

"IsSupport": fa

"ServiceName": "c

"SupportHandledCount":
"SupportTotalCount":

I

{

"IsSupport": false,

"ServiceName": "cwp_de
"SupportHandledCount":
"SupportTotalCount":

by

{

"IsSupport": false,

"ServiceName" :

"SupportHandledCount" :
"SupportTotalCount":

I

{

"IsSupport": false

"ServiceName": "c

"SupportHandledCount":
"SupportTotalCount":

}

1,

"SessionId": "1204

"VulData": {

"Describe": "VindFEBIARIERR. BT REIERINSIRENZM, MN7.2.0108]7.xMvin 3. OFREIEMIIEE N ZF, XEESAPMEKEETIL (1) BEE
& "HIT EAAEERITERNshe1 1%, (£95) BEGS, HEIE (2) « cerl-17 (EFIMES ) 5 (3) “ 917 (MES ) BRASEERNTER
Ex@p < ) HRIARE, Scve-2008-27120@EFE, ",
"Fix": " BWEEHSARANRGERNIR, SHRENES. SEHE: https://wew.vim.orc nload.php",
"ImpactComponent": [

{

"Component": "vim",

"Version": "1.0.1"

1,

"References": "htt

IRIFRE: BR=ItE (It ) BRSEATF
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3216, http://«
yva.com/elmod:

1l.c

3.html, http://

focus.com/archive/1/

"VulTrend":

{
"AffectAssetCount":
"AffectUserCount":
"AttackCount":
"Date":

¥

{
"AffectAssetCount":
"AffectUserCount":
"AttackCount":
"Date": "2023-12

o

{
"AffectAssetCount":
"AffectUserCount":
"AttackCount":
"Date": 2 =12

H

{
"AffectAssetCount":
"AffectUserCount":
"AttackCount":
"Date":

by

{
"AffectAssetCount":
"AffectUserCount":
"AttackCount":
"Date": "2023-12

H

{
"AffectAssetCount":
"AffectUserCount":
"AttackCount":
"Date":

by

{

"AffectAssetCount":

IRIFRE: BRzITE (165 ) BRSEAS 88152 431\




O BT R

"Attack

"Date":

5. FREHER

ER= APl £&
BfZE AP| £& 228 API XH. iR, API Explorer & SDK SIEMSG—ENTE, HEENA—A\OSARERBARIRMRFRE AP IS,

API Inspector
FARTEE API Inspector EEEFIAE—SIREXBN AP ERER, HBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TE&LIEIR

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. {EiRG

PATRFIH 7O S3iBIEIRXAEIRD, HthRIBFER AH=EIRE.
IR ik
AuthFailure CAMEZ/EEIR
DryRunOperation DryRun &, KFERIELSEMINN, RES(ET DryRun 2%,
FailedOperation BRI
InternalError PIEBEEIR -
InvalidParameter SHER,
InvalidParameterValue SHEESER,
LimitExceeded B ECERRS o
MissingParameter ROSHEIR.
OperationDenied IBERIELE,
RequestLimitExceeded TERANREGEE T SRS o
ResourcelnUse HiRH G,
Resourcelnsufficient BREFE.
ResourceNotFound BRAEFHE.
ResourceUnavailable BRATH,

IRIFRE: BR=ItE (It ) BRSEATF 55153 #4311


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIRERE: BR=ITE (1bF) BRSEAE

B

A

HRIBIURIE

KRIMSEHER,

BMFEAH

mREHh
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O BHE

i £ 12— A RiRR X EE R

RIEEHATE: 2025-04-25 01:19:51

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
REURRI A ARRMESIR
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. MABH
UTERSHIIRGIL T EOBSRSYBI ALY, TRAHSEIIRR AHLiERSH,
SHEM Wik ESid) ik
Action = String ~H2H, XIEOBYE: DescribeVulViewVulRiskList,
Version = String ~HSY, FMEONE: 2022-11-21,
Region £ String ~HsE, WSEARESE,
Memberld.N = Array of String ig???nﬁffniiewfoomss","mem—ssfoszks4"]
Filter a Filter EERE
Tags.N & Array of AssetTag i;;g:ﬁ["high","mi ddle"]
3. mhiaH
SHEW ESi) R
TotalCount Integer ;"_:zg 10
Data Array of R B RRRRIE
VULViewVULRiskData
fElEEFRSIE
LevelLists Array of FilterDataObject FEUE: [{"Text": "&@", "Value": "middle" }, { "Text": "{&f&", "Value": "low" }, { "Text": "igF",
"Value": "info" }, { "Text": "F=&", "Value": "extreme" }, { "Text": "&®&", "Value": "high"}]
kiR
FromLists Array of FilterDataObject FEE: [{"Text": "mR24", "Value": "0"}, { "Text": "£H&N", "Value": "}, { "Text": "&=a5

&, "Value": "5" } ]

BEEESE RS

VULT Li A f FilterD j
ULTypelists ~ Array of FilterDataObject  —per oreypr: mmimimssiz, "Value': "SMEBIRZ" } ]

tagtfzs
Tags Array of FilterDataObject FE: [{"Text": "ZiwREBpoc", "Value": "POC" }, { "Text": "R&", "Value":
"IS_EMERGENCY" }, { "Text": "iZ®m@E=ILAZIZFIA", "Value": "NETWORK" } ]

W—iER ID, HIRSBWER, FRERBLEE (EEREEMERRERARSR, WZRERTRIRE

Requestld String Requestld) . EZABMESREEZRERG Requestid.

4. =6

IRIFRE: BR=ItE (It ) BRSEATF 28155 #431|


https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#VULViewVULRiskData
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeVulViewVulRiskList

mREHh

0N RRRARANRARRTI=
AR RN ARRARGRTIE

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeVulViewVulRiskList
<pEERSH>

"Response": {

"Data": [

{

"AffectAssetCount":
"AppId": "13004
"AppName": "app_andy"
"AppVersion": "v

"CVE": "CVUER
"Component": "Unbound",

"EMGCVulType":

"FirstTime": "’

"From": "FEHAEN",

"ITndex": "04 db
"Level": "h

"Nick": M.

"NoHandleCount":

"PCMGRIdA": "pcmgr-nl2

"Payload": "bndl2iu

"Port": "621

"RecentTime": "2023

"RiskId": "04c52db

"Uin": "1092741621",

"YVULName": "Unbound MINIGIESRIRIEIE (CV
"VULType": "QbIBZIEEIR",

"VULURL": "/hello/echo"

1,

"FromLists": [

{

"Text": "mEEHUL",
"Value": "O"

I

{

"Text": "EHAEM",
"yalue": "1"

I

{

"Text":

"Value":

}

IRIFRE: BRzITE (165 ) BRSEAS 55156 #4311
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"LevelLists":
{

"Text": "FAE",
"Value":

I

{

"Text": "
"Value":

I

{

"Text": "{ER",
"Value": "info"
I

{

"Text": "
"Value": "

br

{

"Text":

"Value":

1,

"RequestId": "470926¢cl
"Tags": [

{

"Text": "iZimiEA&poc"
"Value": "POC"

by

{

"Text": "MN&",
"Value": "IS_EMERGENCY
I

{

"Text": "ZimimLAZEERIA",

"Value": "NETWORK"

I

"TotalCount": 672,
"VULTypeLists": [

{

"Text": "QLEBIPIEFEHIR",
"Value": "QEEIBIEIRIR"

5. FREHER

ER= APl £&
BIfZE AP| F& 228 API XH. iR, API Explorer & SDK SZEMS—ZNTE, HEENA—A\OSARERBARIRMRIFAE AP IS,

API Inspector
FARTEE API Inspector EEEFIAE—SIR(EXBN AP ERER, HBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZIEIR
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

O BAT

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIEIES, SEESENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRfB

Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

IR T2 O S5BIRtEXANEIRS, HthiEiRBiER AH4ER0,

$HIRED

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

R

CAME S [EIUEIR o
DryRun ##F, {FBERBSEMNN, RRSIET DryRun 28,
BAEEM.

PIEBEEIR o

SHIER.

SYHEESEIR.

B R ARPRE .
ROSHHER,

BRAFIBRE,
IERANXEEE T SRR IRE
HRESA.

BEARE.

BEAFE.

HRFTH,

HREE,

HRIEHUR(E

RHASHHEIR

BERZHF

mREHh
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHE

IRBABEXIETIR

RIEEHATE: 2025-04-25 01:19:51

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
KA BN TR

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wik ESid) 3%
Action = String ~H2E, XIEOBYE: DescribeRiskCenterWebsiteRiskListo
Version = String ~HSY, FMEONE: 2022-11-21,
Region ) String ~HsE, WSEAEESE,
. ERWSHIRLRId
a=
Memberld.N = Array of String RBHE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter E Filter TRRE
BERE
=
Tags.N = Array of AssetTag FENE: [{"Text": "AiEE&", "Value": "Local" }, { "Text": "CLB", "Value": "CLB" } ]
3. e
SHEWR ESid) g
B
TotalCount Integer 7.T<1§TU§ 10
Data Array of WebsiteRisk REREFIR
Array of W5l
StatusLists FilterDataObiect BIE: [{"Text": "FR&E", "Value™ "0"}, { "Text": "{FcBAE", "Value": "1"}, { "Text": "EZRE",
) "Value": "2" }’ { "Text": "E{I%E", "Value": "3" }]
LevelLists Array of fElERSIxR
FilterDataObject
InstanceTypeLists Array of RFSBSIR
FilterDataObject
L Array of RS SEEI5I %
DetectEnginelLists . DataObject TBUE: [{"Text": "TAV", "Value": "TAV" }]

W—i5EK ID, HRSIKER, BXERESED (SEREEMEERRLERERSR, WZKERFTLRE

Requestld String Requestld) . FEAAERIESIREZAERE Requestid.
4. 7
=M SRR ERRTIE
REABRRSIE

IRIFRE: BR=ItE (It ) BRSEATF £8159 #431|


https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#WebsiteRisk
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeRiskCenterWebsiteRiskList

mREHh

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeRiskCenterWebsiteRiskList
<DHERSH>

{

"MemberId": [
"mem-68b8087a65268000",
"mem-tencent-522badef8ad9%96a4d"
1,

"Filter": {

"Limit": 10,

"Offset": 1

}

"Response": {
"Data": [

{

"AffectAsset": "1.1.1.1",
"Level": "high",
"RecentTime":
"FirstTime":
"Status":

"Id": "

"Index": "inde
"InstanceId":
"InstanceName":
"AppId": "130%
"Nick": "nicknam
"Uin":

"URL":
"URLPath":
"InstanceType":
"DetectEngine":
"ResultDescribe": "re
"SourceURL": "ht

"SourceURLPath": "pa

1,
"DetectEngineLists":
{

"Text": "vss

"Value":

1,
"InstanceTypeLists":
{

"Text": ";E"é%

"Value": "ma

IRIFRE: BRzITE (165 ) BRSEAS 55160 43131




mREHh

"Text":

"Value":

by

{

"Text": "AlBESE",
"Value": "Local"
I

{

"Text":

"Value":

1,
"LevelLists":
{

"Text": uinzg,, ,
"Value": "extreme"
by

{

"Text":
"Value":

I

{

"Text":
"Value":

by

{

"Text":
"Value":

I

{

"Text":

"Value":

1,

"RequestId": "¢
"StatusLists":

{

"Text": "GRAEE",
"Value": "2"

Ty

{

"Text":

"Value":

by

{

"Text": "SRAME",
"Value": "O"

I

{

"Text":

"Value":

1,

"TotalCount":

IRIFRE: BR=ItE (It ) BRSEATF
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5. FRERER

A= APl £&
Bz API & B&E API 3. $8i%63. AP| Explorer )2 SDK #RENA—ERFE, HEENE—ANOEARERBBAZIEHIFE API RS

API Inspector
FRFELEIE APl Inspector EERHIAE—SIREXEXN AP RARER, FEMERZIESRAN API K13, taTaiE API Explorer #7EZ&iEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEESENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

TSRS XA SSIBIEHEXAEIRG, EfhiEREIER 2H4ERE,

IRIFRE: BR=ItE (It ) BRSEATF 5162 #4311


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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IREF RS IIR

RIEEHATE: 2025-04-25 01:19:51

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
REAHERESIR

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW Wisk ESid Fiiipay
Action = String ~HSH, XIZOBE: DescribeScanReportList.
Version 2 String AHSY, FMEONE: 2022-11-21,
Region £ String AHSY, BWSEAESH,
. SRR SHIFLRId
a
Memberld.N = Array of String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
. . SRR
a=
Filter a Filter FEUE: {"Limit"1)}
3. ey
SHEW ESid) ik
BEH
TotalCount Integer =@IE: 10
Array of +7
Data ScanTaskinfo ESEFIIR
.~
UINList Array of String EIkFID5IZ

BlE: ["100014592178"]

W—i5EK ID, HRSIRER, SXERESED (HERAEMREERRLERERSR, WZXERFTLRE

Requestld  String Requestld) » EAASIESIREZAERE Requestd.

4. =

PN FEEHHRESIR
REARIRETIR
BATH

POST / HTTP/1.1
Host: csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeScanReportList

<REERSE>

IRIFRE: BR=ItE (It ) BRSEATF 55163 #4311


https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#ScanTaskInfo
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeScanReportList

O BT R

"Filter":

"Limit":

"Data":

(

"AppIAT: "1300%% k%A
"AssetCount": 3

"Progress": 1

"ReportId™: "rpt-kkExkxEkxkkkn

"ReportName": "FRIEMFIE FREEBIE_»x o xxx a;

"ScanPlan": O,
"Status": 2,

"TaskId": "rmis
"TaskName": "FREEHE
"TaskTime": "2024-07-0
WOIW g WAL Qe Bt v e s vie i85 U

"UserName": "

I
"RequestId":
"TotalCount":

"UINList": [

5. FREHER

BR= APl £&
Bl AP| £& 228 API XH. iR, API Explorer & SDK SEEMSG—ENTE, HEENA—\OSARERBARRMRIFRAE AP IS,

API Inspector
FAREE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
» Tencent Cloud CLI 3.0
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
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6. fHixRtS

PATRFIH 7O S3iBIEIRXAEIRTD, HEiRIBFER AHEIRE.

$HiRtD

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik

CAMEZ/ERER.

DryRun ##E, RFBERESZMINE, RRSET DryRun ¥,

BIEEW.
PIRBEIR
SHIEIR.
SYEEHEIR.
B EERR o
ROSHEIR.
BRIERIES
IERANXEGEE T SRR o
HRESRA.
BERE.
BEAEHE.
BEAAH,
BREE,
HRIFHURIE
RIMSEHER,

BERS

=REHL

55165 #£431m
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O BAT

{Ze& XU BS HR O USRS

EIEEHATE: 2025-04-25 01:19:50

1. EOkR

EOiSKIFESE: csip.tencentcloudapi.com

fE2ampE A O KBRS

BOAMROIERITIRH: 200R/% -

##ZER API Explorer

2. MN\EH
UTBERSHFIR(VFIE TEROBRSHEMBILAHSY, =BQ
SHEW Wik 3B
Action = String
Version = String
Region B String
. = Array of
RiskStatuskeys.N 2 RiskCenterStatusKey
Status = Integer
Type = Integer
Memberld.N & Array of String
3. mhisH
SHEW ESid) Hig

Requestld  String

4, 761

PN BRI ORERE

fEB s A ORISR

BATH

POST / HTTP/1.1

~H2E, XEOBRE: ModifyRiskCenterRiskStatus,

AHSY, FEOE: 2022-11-21,

N

AHSY, WSHARESH,

RS ERFAXEIE

mREHh

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

wBIE: [{"Id": "fc41d3fb2", "PubliclPDomain": "172..0.*, "Instanceld": "ins-

ari443", "Appld": "23583341" } ]

LERE, 1HERE. 2HCRH, 3HEECLE, 4AEHERE
w~BIE: 1

REESEE, 0-ixORME, 1-RRKK, 2-55O0SMIE, 3-FitABRME, 4-BENK, 5-

RIEIRSS R
wBIE: 1

ERAWSHIFLRId
FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]

W—iERK ID, HIRSIHER, BRERBSIEE ( EEREEBRRRERERS R, WiZXERFLIXE Requestld ) . ELTEITE
ERMHIZIXIERR Requestid.

Host: csip.tencentcloudapi.c

Content-Type: application/json

X-TC-Action: ModifyRiskCenterRiskStatus

<AEHERSE>

IRIFRE: BR=ItE (It ) BRSEATF

55166 £431:m
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#RiskCenterStatusKey
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=ModifyRiskCenterRiskStatus

O BT R

"MemberId": [
"mem-68b8087a65268000"
1,

"RiskStatusKeys": [

[
1

"Id": "fc41d3fb2",
"PublicIPDomain": "172.*.0.**",

"InstanceId": "ins-ari443",

"AppId": "23583341"

1
1,
"Status": 1,

"Type": 1

5. FREHR

BR= APl &
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHRRHNA—EAFE, HEENE—AOSEARERBNZIRMIFE APl RS,

API Inspector
FARFTEE AP Inspector BEEEFIAGE—SIR(EXBR AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer B#{TEZLEIR

SDK
= API 3.0 Rt TEREMNFARTESE (SDK) , XFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. {EiRG
PATRFIH T O S3iBIEIRXREIRD, HthEiRiBiER AH4EIRE.
IR i
AuthFailure CAMEZ/[E£UEIR
DryRunOperation DryRun 1#E, KFFERIELEMING, RE2S(ET DryRun &%,
FailedOperation BRI

IRIFRE: BR=ItE (It ) BRSEATF 58167 #4311
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHE

$5i=tD Fiiipay
InternalError REBEEIR
InvalidParameter BHEIR,
InvalidParameterValue SHEEEIR.
LimitExceeded B ECERpRE o
MissingParameter ROSHEIR.
OperationDenied IRERELE
RequestLimitExceeded IEREREGEIE T SRR
ResourcelnUse RiFHE G
Resourcelnsufficient BEARE-
ResourceNotFound BRFFE.
ResourceUnavailable BRATH,.
ResourcesSoldOut RIREE,
UnauthorizedOperation RIGHURIE
UnknownParameter RHMNSHIEIR
UnsupportedOperation BIERXSS.
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IRENXUPSE AR S5 512R

RIEEHATE: 2025-04-25 01:19:51

1. EOkR

EOiSKIFESE: csip.tencentcloudapi.com
IRER LRSS 2
ERAECIERITRIRS: 200R/%

##ZER API Explorer

2. MN\EH
UTERSHIIRGIL T EOBSRSYBI ALY, TRAHSEIIRR AHLiERSH,
SHEM Wik R i
Action 2 String ~HSH, XIEOBYE: DescribeRiskCenterServerRiskList,
Version 2 String rHsE, FMEOBE: 2022-11-21,
Region & String rHsH, WSEATESE,
Memberld.N | & g’:rri?\};of iﬁ?;:???nﬁf:n;d—GWfOszkSS","mem—85f00fzks4"]
TRRE

mREHh

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

w~BIE: {"Filters":[{"Name":"RecentTime","Values":['2024-10-3119:46:48"],"OperatorType":5},

i &  Fil

Filter = llter {"Name":"InstanceType","Values":

["CVM"],"OperatorType":7}],"Limit":10,"Offset":0,"Order":"desc","By":"RecentTime"}
Array of BERE
T .N &
ags = AssetTag FBE: [{"TagKey":"key","TagValue":"value"}]

3. mtieN

SHEM ESic] 3%

BEH
|

TotalCount Integer SEIE: 10

Data Array of ServerRisk KRS TIZE

InstanceTypelLists Array of aiisiond

yp FilterDataObject HE: [{"Text": "HAVIP", "Value": "HAVIP" }, { "Text": "CVM", "Value": "CVM" } ]
Requestld Strin K—iEK ID, HRSIHER, SRERESIRE (EEREEEREFRLEHTER NZRERFEIKE
q 9 Requestld) . BB MZRERY Requestld.

4. 76
PN FERIEIRS IR
IREAM S AR S35
BWATH

POST / HTITP/1.1

Host: csip.tencentcloudap

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#AssetTag
https://cloud.tencent.com/document/api/664/90825#ServerRisk
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeRiskCenterServerRiskList

mREHh

X-TC-Action: DescribeRiskCenterServerRiskList
<QHIERSE>

{
"Filter": {
"Limit": 1

}

"Response": {

"Data": [

{

"AffectAsset": "81.*
"AppId": "1300448058
"Component": "Nginx,web
"FirstTime": "2024-02
"Id": "420e

"Index": "15
"InstanceId":
"InstanceName":
"InstanceType":
"Level": "info",
"Nick": "REFrxxm,
"Port": ’
"Protocol": "

"RecentTime":

"RiskDetails":

"RiskList": [

{

"Title": "FRIEAAIE",

"Body": "MRAZEERFEN, TRESWRESFNHASRIIAIE"

by

{

"Title": "HRSSESMRILE",

"Body": " WebLogic FIRERMRINELEFIA, RESHENRSBWLE"
}

1,

"Service": "Nginx, we

"ServiceSnapshot": "ht / / p-urlrg

"ServiceTag": "Page for e Nginx HTTP

"Status": 0,

"StatusCode": "20

"Suggestion": "suc

"SuggestionList":

{

"Title": "ZERRIENGHIE",

"Body": "MZEEIE WebLogic KIZRAYIAGE, BEULIEBEEREN 1r MltekEiES ks
by

{

"Title": "E%ﬁ WebLogic",

"Body": "WebLogic MRRIEHZIRIAINRA, KERFENRERKLEEFIA"

by

{
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"Title": "TEHREEIt",
"Body": "EHAEHIt webLogic BIERE, RILAREIRMAIERERGARITH"

"Uin":

ngrim. v

1,

"InstanceTypelLists": [
{

"Text": "HAVIP",
"Value":

N
T
.

1
"Text":

"Value": "

I
"RequestId": "dOae0a47-b4b9

"TotalCount": 11

N
I
1
J

5. FRERER

A= APl £&
Bz API & B&E API 3. $8iR63. APl Explorer &2 SDK #RENA—ERIFE, HEENE—ANOEARERBBAZEHIFE API RS .

API Inspector
EPaiEE API Inspector EREHIAE—SIRIEXEN AP REER, HEMERSIESRAN API {53, EaTFIE API Explorer #{TE&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. {HiRG
IAFRFIH 7RO SSBIEHEXAEIRID, HEMbEiRLIER AHEIEE.
RS i
AuthFailure CAMEZ/£EUEIR
DryRunOperation DryRun &, KFRIBERIEESRMING, RRS1ET DryRun &%,
FailedOperation EBRERM,
InternalError PIEREIR
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$5i=tD

InvalidFilter

InvalidParameter
InvalidParameter.DecryptError
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied

RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.CloudAudit
UnauthorizedOperation.Cos
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (Ib5R) BRSEAR

fak

TR ieeE

SHIEIR.

Decrypt error
SHEEER,

B ECERPR S o
BROSHER,

BERIES.

HbiasEiR
TERIOREEEE T SRERIRH
HiRMEHE,.

BREFZE.

BRFFHE.

BRFTH,

BREE,

RIZIURE o

KIESURE “BIEET" @
RIFIURME “WREFHE @
RINSHEER,

BIERZS.

=REHL
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& EXiEO
BIEH= . iplEXER

EIEEFATE: 2025-04-25 01:19:55

1. gEOR

EOERES: csip.tencentcloudapi.com o
BIREE . iplAxiEs
BRMROIERITRIRS: 200R/8

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. W\2%

UTERSHSIRIIE TROBRSHETIBSAHSY, REAHSHIIRN AHiERSHY,

SHEWR Wik ESid) g
Action = String ~H2H, XEOBYE: CreateDomainAndlp.
Version = String ~HSH, XEORE: 2022-11-21,
Region S String o~ WSEHTEESE,

- . 2MIP/ESZ
Content.N = Array of String SE: 1111

. ERWSHIKRId

=

Memberld.N = Array of String FHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
BERE

Tags.N & Array of AssetTag e

FENE: [ {"Text": "AHBFEER", "Value": "Local" }, { "Text": "CLB", "Value": "CLB" } ]

3. |miieN

swem  xm @
Data Integer pEdEllelle SR An )
wBE: 1

W—i5EK ID, HIRSIKER, BXERESED (SEREEMEERERARSR, WZKERFTEIRE Requestld ) . EfiEEITE

Requestid  String gy immisskiy Requestid.

4. 7P
N AR

BATH

POST / HTITP/1.1

Host: csip.tencentcloudapi.com
Content-Type: applicatior

X CreateDomainAndIp

"MemberId": [
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"mem-68b8087a65268000"
1,

"Content": [

1,
"Tags": [
{

"TagKey":

"TagValue":

"Data": O,

"RequestId":

5. FREHR

BR= APl F&
Sz API & B&E AP 3. $8i%63. API Explorer }2 SDK F#RREHNA—ERFE, HEENE—ANOEORERBNZRHAIFE API RS,

API Inspector
FERFEEE AP| Inspector EEEHAE—SIRIEXBI APLRRBRER, FEMERSESRAN API 53, BaETFIE API Explorer #TEZIRIR .

SDK
= API 3.0 Rt TEEMNFRTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. HiRG

RIS 7O SiZiERXAEIRID, BbEiRIIFER AHEIR0,
IR i
FailedOperation BERY

IRIFRE: BR=ItE (It ) BRSEATF

mREHh
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HIPRi = Fipis=

RIEEHATE: 2025-04-25 01:19:54

1. EOkR

EOiSKIFESE: csip.tencentcloudapi.com

MR 2 FipiER

BOAMROIERITIRH: 200R/% -

##ZER API Explorer

mREHh

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIRIIETROBRSHNDIOHLSY, =8

SHEW
Action
Version

Region

Memberld.N
Content.N
RetainPath
IgnoreAsset

Tags.N

Type

3. ataN

SHEW

Data

Requestld

4, 761

Wik

=
E

iyl

iyl

iy

iy

i

|

iyl

B

Integer

String

BN BERARIPARE

B AR P /e =

BATH

ESic]
String
String

String

Array of String

Array of
PubliclpDomainListKey

Integer

Integer

Array of AssetTag

String

filiR

MpRaR~HE
IfE: 1

AR, FEORE: DeleteDomainAndlp.

>

H2¥, FMEONE: 2022-11-21,
AHSY, WSHHRAESH.

ERWSHIRLRId
FBE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]

7
FOUE: [("Asset: "1.1.1.1)]

RERBERES, 1: (RE, Hit: TRE, RAFEITRE

UE: 1
MERBRBIZE, , 1: B, Hitt: 728, RAFELZE
UE: 1
BFERE

FBIE: [{"TagKey":"key1","TagValue":"value1"} ]

MiEREES, BVME: ALL, MIFRSER, $EIEZEContentlINE; HithfE ,IELER, NCentent
WiE, BUABEME,
~EIfE: ALL

E—i&ER ID, HIRSiRER, SRERBLIEE (SEREEMERRERARSR, WZXERFTSIRE Requestld) . EfIERAIHR

ERMZRIERE Requestld,

IRIFRE: BR=ItE (It ) BRSEATF
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/ HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json

DeleteDomainAndIp

"MemberId": [

"mem-68b8087a65268000"

1,
"Content": [

[
1

"Asset": "1T72.%x% k% 1M

I

"RetainPath": 0,
"IgnoreAsset": O,
"Tags": [

{
1

"TagKey": "foo",

"TagValue": "foo"

"Type": "CLB"

"Data"
"RequestId": "
}

1

5. FEERE
BRZ APl £&

Biflz API & 24E API XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOZARERBNZRMRE AP RS,

API Inspector

FRFENEE APl Inspector EEEHIGE—SREXEXR AP EARER, HEMEMSIE

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
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BeHIR
« Tencent Cloud CLI 3.0

6. $EiRE

PATRFUH T O S3iBIEIRXAEIRTD, EMhEiRIBER AHEIRE.

§EIRED

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

iR

CAMEZ/EIUER.

DryRun #F, RFBERGSEMIE, RESIET DryRun 24,

BEEW.
PIBREEIR o
SHER,
SYEEEIR.
B EERR o
ROSHEIR.
BAERIES
IERANREED T SRRIRE o
HiRH G,
HEARE.
BEAFHE.
BEAFAHA.
BREE,
HRIFHURIE
KRIMSEHER,

BAERS,

=REHL
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cvmi¥ts

RIEEHATE: 2025-04-25 01:19:54

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
cvmitts

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW Wik ESid) b35S
Action 2 String ~HSH, XIZOBE: DescribeCVMAssetinfo,
Version 2 String AHSY, MEONE: 2022-11-21,
Region & String aHsH, WSEARESH,
= . &#=id
Assetld = String BE: ins—1vdaus
3. mieN
SHEWR ESid) iR
Data AssetBaselnfoResponse = #iiE

W—iER ID, HIRSIRER, BRERPEE (A FRERMRERERIARSR, WZRERTRIRE

R | i
equestld  String Requestld) » EIEHEBIRMZRIBR Requestid,

4. =61

BN EONE
EOMG

BATH

POST / HTITP/1.1

X-TC-Action: DescribeCVMAssetInfo

<AHIFRSE>

{
1

"AssetId": "in rnxdwj"
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mREHh

"Response":
"Data": {
"VpcId": "vpc
"VpcName": "fengggian",

"AssetName": "FEHMiH2-win",

"Os": "Windows Server 2012 R2 EUBAORR c4{ZR3hR",
"PublicIp":

"PrivateIp":

"Region": "ap-chengdu

"AssetType": "CVM",

"AssetId": "ins-ggrnxdw]j

"AccountNum" :

"PortNum": 19,

"ProcessNum": 41,

"SoftApplicationNum": 1,

"DatabaseNum": O,

"WebApplicationNum": O,

"ServiceNum": O,

"WebFrameworkNum": O,

"WebSiteNum": O,

"JarPackageNum": O,

"StartServiceNum": 173,
"ScheduledTaskNum" : i,
"EnvironmentVariableNum": O,
"KernelModuleNum": O,
"SystemInstallationPackageNum": O,
"SurplusProtectDay": 33,

"CWPStatus": -

"Tag": [

{

"Name": "namel",

"Value": "valuel"

1,

"ProtectLevel": "HEARER",
"ProtectedDay": 2

I

"RequestId": "8c9f9%acl

}

}

5. FREHR

A= APl F&
Sz API & B&E API 3. 8%, API Explorer }2 SDK F#RRENA—ERIFE, HEENE—ANOEORERBBNSRHAIFE API RS,

API Inspector
FEFEEE AP| Inspector BEEEHAE—HIRIEXBI APLRRBRER, HEMERSESRAN API 53, BaETEIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFRTERE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

IRIFRE: BRzITE (165 ) BRSEAS 179 #4311



https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
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O BT R

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRE

RS X SSIBIBHEXAEIRIG, EfhiEREIER 254ERG,

IRIRERE: BR=ITE (1bF) BRSEAE 55180 #4313,
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db&EFiFi5

EIEEHASE: 2025-04-25 01:19:53

1. EO#R

EOiSKIFESE: csip.tencentcloudapi.com
dbBEF=EE

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW Wik ESid) 3%
Action 2 String ~HSH, XIEOBYE: DescribeDbAssetinfo,
Version 2 String ~HSY, FMEONE: 2022-11-21,
Region & String ~HsE, WSEAEESE,
= . &rEid
Assetld = String FUE: Ihins-i0n7k7om
3. mieN
SHEWR ESid) iR
Data DbAssetinfo  db&EF=i¥iE

E—i&ER ID, HIRSiRER, FRERBRIEE (HEREEMEERRLERARSR, WZRERFTRIRE Requestld) o Efiid

Requestld  String R EBRMZRERE Requestid.

4. =61

BN EONE
EOMG

BATH

POST / HTITP/1.1

X-TC-Action: DescribeDbAsset

<AHIFRSE>

{
1

"AssetId": "cdb-nbg22165"
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"Response":
"Data": {
"AssetId": "

tName": "

"CFWProtectLevel":

"CFWStatus": ’

"PrivateIp": "

"PublicIp": "1.
"Region": "ap-guangz
"Tag": |

{

"Name": "andy",

"Value": "1 4qn

1
I

"RequestId":

5. FREHR

ER= APl £&
Bz AP| £& 228 API i, iR, API Explorer & SDK SIEMSG—ENTE, HEENA—\OSAREMRBARIRMRFAE AP IS,

API Inspector
FARFEE API Inspector EEEFHIAE—SIR(EXEN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.
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« Tencent Cloud CLI 3.0

6. $EiRE

ZHEOE LI SSIZIEHEXAEIRIS, EbEiREFER AH4ERE,
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HIEESR-YIR

EIEEHATE: 2025-04-25 01:19:53

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
HiRERF5I%
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

2. \MN\EY
UTFERSHFIRFIE TEOISRSEIFIA
SHEW Wik R
Action 2 String
Version String
Region & String
Memberld.N & Array of String
Filter & Filter
AssetTypes.N & Array of String
3. miiaH
SHEMW ESic]
Total Integer
Data Array of DBAssetVO
. . Array of
R L
egionList FilterDataObject
. Array of
AssetTypelist FilterDataObject
. Array of
VpcList FilterDataObject
AppldList Array of

FilterDataObject

Array of

PublicPrivateAttr FilterDataObject

Requestid String

4. 7p

IRIFRE: BR=ItE (It ) BRSEATF

9\
4
W

=REHL

<> mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

N

AHSE, KFEOBE: DescribeDbAssets,

>

HE5%, MEONE: 2022-11-21,

N

~HSY, WSHHAMESH,

ERAKSHIRKRI
TBHE: ["mem-6wfoOfzks3","mem-85fo0fzks4"]

HERESH

BFEE:MYSQL/MARIADB/REDIS/MONGODB/POSTGRES/CTS/ES/KAFKA/COS/CBS/CFS
wBIE: ['MYSQL","MARIADB"]

R

S
~HE: 10

BEDH

ik a7
FEUE: [{"Text": "I"M", "Value": "ap—guangzhou" } ]

BRI

FEME: [{"Text" "MySQL", "Value": "MYSQL" }, { "Text": "PostgreSQL", "Value":
"POSTGRES"}, { "Text": "MariaDB", "Value": "MARIADB" } ]

Vpctias

Appidtzas
FUE: [ {"Text": "130215123961", "Value": "130215123961" } ]

AR RS
TBHE: [{"Text": "MIMBRSS", "Value™: "0"}, { "Text": "ARARS", "Value": "1"}]

E—igXK ID, HIRSIKER, BREREBIIEE (EEREHMERKRERERSR, WZRERFEIRKE
Requestld ) . EIGBRIFZEIRMIZIXIERE Requestld,

55183 431\
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@ S EREHD

PN BiEEERTIIRER

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeDbAssets
<AHERSH>

{

"Filter": {
"Filters":

{

"Name": "Status"
"Values": [

nym

1,

"OperatorType": 7

b

{

"Name": "TimeRange",
"Values": [

non

1,

"OperatorType": 7

¥

1,

"Limit": 10,
"Offset": O,
"Order": "desc",
"By": "AssetCreateTime"
by

"MemberId": [
"mem-625225cc0913c901"
]

"Response": {
"AppIdList":
{

"Text": "1

"Value": "130215

1,
"AssetTypelList": [
{

"Text":

"Value":

I

{

"Text":

"Value":

IRIFRE: BR=ItE (It ) BRSEATF
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by
{
"Text": "Mar

"Value": "MAR

1,

"Data": [

{

"AssetId": "post
"AssetType":

"Region": "

"VpcName": "1i-FASEMi",
"ConfigurationRisk":
"AssetName": "Unna
"VpcId": "vp
"Domain": "example. fc
"AssetCreateTime": "7
"LastScanTime":
"Attack": O,
"Access": O,
"ScanTask":
"AppId":
"Uin": "10
"NickName":
"Port":

"Tag": [

{

"Name": "new",
"Value": "sign"

T

{

"Name": "MESHML",
"value": "MSSMXEUE"

1,

"PrivateIp":
"PublicIp":

"Status": 1,

"IsCore": 2,
"IsNewAsset":

I

{

"AssetId": "t
"AssetType":

"Region": "ap-guang:
"VpcName": "1i-FASEMi",
"ConfigurationRisk": 1,
"AssetName": "tdsgl-kfbdnfy9",
"VpcId": "v

"Domain": "example
"AssetCreateTime":
"LastScanTime": "2
"Attack": O,

"Access": 0,
"ScanTask":

"AppId":

vgdmty TilE

IRIFRE: BRzITE (165 ) BRSEAS 55185 431\
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"NickName": "BEmSk2",
"Port": O,

"Tag": [

{

"Name": "new",

"Value": "sign"

1,

"PrivateIp":
"PublicIp":

"Status": 1,

"IsCore": 2,
"IsNewAsset":

by

{

"AssetId": "cdb-4dckmpb7",
"AssetType": "MYSQL"
"Region": "ap-guangzl
"VpcName": "1i-FE5Siil",
"ConfigurationRisk":
"AssetName" :

"VpcId": "

"Domain": "e

"LastScanTime": "2024-10-30
"Attack":

"Access":

"ScanTask":

"AppId":

"Uin": "1

"NickName": "BEmSiko",

"Port": O,
"Tag": |

{

"Name": "new",

"Value": "sign"

1,

"PrivateIp":
"PublicIp":
"Status": 1,
"IsCore": 2,

"IsNewAsset":

1,
"PublicPrivateAttr":
{

"Text": "HEIESE",
"Value": "O"

by

{

"Text": "2RARS",

"yalue": "im
1,

"RegionList": [

{

IRIFRE: BRzITE (165 ) BRSEAS £5186 14313:
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"Text": "I ",

"Value": "ap-guangzho

"RequestId": "leca062
"Total": 3,
"VpcList":

{

"Text": "D

"Value": "vpc-ommo5

N

Ir

{

"Text": "I

"Value":

"Text": "fengggian2",
"Value": "vpc-fw2ndu5f"

}

]
}
)
I

5. FREHE

R= APl £&
ISz API & B&E API 3. $8i%63. API Explorer & SDK #RENA—ERFE, HEENE—ANOEORERBBAZIEMHAFE API RS

API Inspector
FARFTEE API Inspector BEEFIGE—TRIEXBE AP ERER, HBEMERSIESRAR API K18, BaTFitE APl Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE
ZIEOERLSBEREOERG, SEMRBEN A%ER0,
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EIEEHATE: 2025-04-25 01:19:53

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
o= 71ES
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

<> mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik ESid) 3%
Action = String rH2E, XIEOBRE: DescribeDomainAssets.
Version 2 String ~HSY, FEONE: 2022-11-21,
Region a String AHSY, WSEATESH.
. SRS R
a
Memberld.N = Array of String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter B Filter TEEESH
- REPLBEEIRE
Tags.N = Array of AssetTag FEE: [{"TagKey":"key1","TagValue":"value1"} ]
3. e
SHEW ESid) 3%
2
Total Integer =EIE: 10
Array of |
bata DomainAssetVO WEN=
Array of BaFIRSFIZR

DefenseStatusList

FilterDataObject FEUE: [{"Text": "EBEA", "Value": "1" }, { "Text": "KEEA", "Value": "5" } ]

BFEEthI=
TBIE: [{"Text" "&1", "Value": "other" }]

Array of

AssetLocationList
ssetLocaliontiSt  FilterDataObject

SourceTvoeList Array of BFFHEBTIR
yp FilterDataObject FEME: [{"Text™ "&kH", "Value": "unknown" } ]
RegionList Array of hiazdled
9 FilterDataObject TBUE: [{"Text": "5 ", "Value": "other" }]
Requestld String W—iEK ID, HIRSIHER, BRERPLIRE ( EEREEMERFREIRXRS, WZRERFLIKE
Requestld ) . EfABITERIRZEIZRERN Requestid,

4. 7f
PN E=OFEG
EORBI
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mREHh

POST / HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeDomainAssets

<AHERSH

{

"Filter": {
"Filters": [

{

"Name": "WAFStatus",
"Values": [

nym

I

"OperatorType": 7

by

{

"Name": "TimeRange",
"Values": [

non

1,

"OperatorType": 7

}

I

"Limit": 10,
"Offset": O,
"Order": "desc",
"By": "AssetCreateTime"
I

"MemberId": [
"mem-62522c05c913c901"
]

"Response": {
"AssetLocationList":
{

"Text": "Hifth",

"yalue": "2"

"AssetName" :
"book.szzucieva.co
I

"SubDomain": "k k

"SourceType": "RE",

IRIFRE: BRzITE (165 ) BRSEAS £5189 #4313,




mREHh

"BotAccessCount":
"BotCount": O,
"WebAttack":
"PortRisk": O,
"VulnerabilityRi
"WeakPassword":
"WebContentRisk":
"ServiceRisk":
"WAFStatus":
"AssetType":
"SRED"

1,
"AssetCreateTime":

"Region": [

"SeverIp": [
Wk ok ok kK Kk K kK K kAT

1,

"AppId":

"Uin": " 014592145978
"NickName": "$£5k",
"IsCore":

"IsCloud":

"Attack":

"Access": 0,
"Intercept":
"InBandwidth": "Obps
"OutBandwidth": "0
"InFlow": "OB",
"OutFlow": "OB",
"LastScanTime":
"ConfigurationRisk":
"ScanTask": 0,

"Tag": [

{

"Name": "namel"

"Value": "valuel"

1,

"MemberId":
"CCAttack": O
"IsNewAsset":
"VerifyDomain": "ver
"VerifyTXTRecord":
"VerifyStatus":

br

{

"AssetId": [

~ker.dzo

"SubDomain": "do

"SourceType": "JRHEI",

"BotAccessCount":

IRIFRE: BRzITE (165 ) BRSEAS 55190 #431:m
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"BotCount": O,
"WebAttack":
"PortRisk": O,
"VulnerabilityRisk":
"WeakPassword": 0,
"WebContentRisk":
"ServiceRisk":
"WAFStatus": 1,
"AssetType": [],
"AssetCreateTime":
"Region": [

W gt @

1,

"SeverIp": [
"43.165.126.15"

1,

"AppId":

"Uin": "1 1459
"NickName": "SHHESH",
"IsCore":

"IsCloud":

"Attack": O
"Access": (
"Intercept":
"InBandwidth":
"OutBandwidth":
"InFlow": "OB
"QutFlow": "OB",
"LastScanTime": "2024-10
"ConfigurationRisk":
"ScanTask":

"Tag": [

{

"Name": "namel",

"Value": "valuel"

I

"MemberId":

"CCAttack":
"IsNewAsset":
"VerifyDomain": "verify.
"VerifyTXTRecord": er
"VerifyStatus":

by

{

"AssetId": [
"example.te.d:

1,

"AssetName" :

"SubDomain": "example

"SourceType": "ZREI",

"BotAccessCount":
"BotCount": O,
"WebAttack":

"PortRisk": O,

IRIFRE: BRzITE (165 ) BRSEAS 191 #4311
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"VulnerabilityRisk":
"WeakPassword": 0O,
"WebContentRisk":
"ServiceRisk":
"WAFStatus": 1,
"AssetType": [],
"AssetCreateTime": "2
"Region": [

"other"

1,

"SeverIp":

"AppId":

"Uin": "10
"NickName":
"TsCorels
"IsCloud":
"Attack": O
"Access": 0
"Intercept":
"InBandwidth": "0l
"OutBandwidth": "0
"InFlow": "OB",
"OutFlow": "O0B",
"LastScanTime":
"ConfigurationRisk":
"ScanTask":

"Tag": [

{

"Name" :

"Value":

1,

"MemberId":

"CCAttack":

"IsNewAsset":
"VerifyDomain": "verify.te.
"VerifyTXTRecord": "verif I ir414j21pj4dpl2
"VerifyStatus": 0

}

1,

"DefenseStatusList":

{

"Text": "SBFR",

"Value": "1"

by

{

"Text": "SRFGP",

"yalue"™: "5"

1,
"RegionList": [
{

"Text": "ZRE",

"Value":

}

IRIFRE: BRzITE (165 ) BRSEAS 5192 431\
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"RequestId": "ddca

"SourceTypeList":

[
1

"Text": "SREIT,
"Value": "unknown"

1,

"Total": 3

5. FRERR

HER= API &
Bifl= AP| F& 258 AP X, iR, API Explorer & SDK $ZEMSG—ENTE, HEGENA—AOZQREMEAZRERFRE AP RS,

API Inspector
EPaiEE API Inspector EREHAE—SRIEXEN AP RBER, HEMERSIESRAN API {58, BaFIE API Explorer {TE&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.
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» Tencent Cloud CLI 3.0

6. $HiRE

TSRS X SSIBIBHEXAEIRS, EfhiEREIFER 2H4ERG,
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& WifiE

SIS

EIEEHATE: 2025-04-25 01:19:53

1. EO#R

EOSKIFESE: csip.tencentcloudapi.com
TS TIES

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wigk ESicl i35
Action = String ~AHSH, XIZOBE: DescribeGatewayAssets,
Version 2 String AHSY, MEONE: 2022-11-21,
Region & String ~HSH, WSYARIESE,
. ERWSHIRERId
i
Memberld.N = Array of String TBHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter S Filter FRsH
3. ey
SHEM bS] iR
Array of
D |
ata GateWayAsset =
TotalC t Int s
otalCoun nteger SHIE: 10
Array of e
RegionList . y . FEE: [{"Text": "LiB", "Value": "ap-shanghai" }, { "Text": "{t=", "Value": "ap-beijing" }, { "Text":
FilterDataObject I o N
T=#", "Value": "ap—guangzhou" } ]
. Array of BFEERTIE
AssetTypelist L. o rDataObject REUE: [{"Text": "ENI", "Value": "ENI"} ]
Array of Vo5l
VpcList FiItenYDataOb'ect wE: [{"Text" "fengqgian3", "Value": "vpc-m819242" }, { "Text": "fengqqgian2", "Value": "vpc—
) fw2dus5f" }, { "Text": "Default—-VPC", "Value": "vpc—omoo5Iv" } ]
. Array of appiddl®E
AppldList FilterDataObject FOIE: [{"Value": "894", "Text": "1894" }]
Requestld Strin —iEXK ID, MRSIHER, SRERBIVIEE (SEREEMRERFRLERIARSN, WZRERFSIRE
q d Requestld) . EfUIEHBEEIREZRIERE Requestld.
4. 55
B =
]
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https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeGatewayAssets

mREHh

POST / HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeGatewayAssets

<AHERSH

{

"MemberId": [
"mem-68b8087a65268000",
"mem-tencent-522badef8ad9%96a4d"

]

"Response": {
"AppIdList":

{

"Text": "1827324",
"Value": "1827324"
by

{

"Text": "

"Value": "1

1,
"AssetTypeList":
{

"Text":

"Value": "NATEFW"
by

{

"Text": "NAT",
"Value": "NAT"
I

{

"Text":

"Value":

I

{

"Text":

"Value":

1,

"Data": [

{

"AddressIPV6": "27::
"AppId": "1827324",
"AssetId": "cfwnat-s
"AssetName": "autoDev
"AssetType": "NATEW",
"ConfigureRisk": O,

"CreateTime": "2022-11
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mREHh

"EngineRegion":
"ExposedPort":
"ExposedVUL": 0,
"InboundCumulativeFlow" :
"InboundPeakBandwidth":
"IsCore": 1,
"IsNewAsset":
"LastScanTime": "2024-08
"NetworkAttack":

"Nick": "master",
"OutboundCumulativeFlow":
"OutboundPeakBandwidth":
"PrivateIp": "172.0
URulollideip™g Wil | rres s
"Region": "ap-shanghai",
"RiskExposure":
"ScanTask": 0,
"Status": "1",

"Tag": [

{

"Name": "namel",

"Value": "valuel

1,

"Uin": "18146",
"VpcId": "v
"VpcName": "

}

1,
"RegionList": [
{

"Text": " Eigr,
"Value": "a

I

{

"Text":
"Value":

by

{

"Text":

"Value":

1,
"RequestId":
"TotalCount":
"VpcList": [
{

"Text": "fengggian3",
"Value": "v
by

{

"Text":
"Value":

by

{

"Text":

"Value":
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5. FREHR

BR= APl &
Bifl= API & B45E API XH4. {8iRf8. APl Explorer & SDK FFREHA—EAFE, HEENE—AOSTARERENZIRMIFE AP RS

API Inspector
BPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tbaaiiE AP| Explorer #{7EZIRE

SDK
= API 3.0 Rt TEREMNFATESE (SDK) , MIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.
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« Tencent Cloud CLI 3.0

6. $HiRE

TR OE X SSIZIEHEXAERIS, EfhiEREIER 2H4ERE,
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
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M-RHIR

EIEEHATE: 2025-04-25 01:19:53

1. EO#R

EOSKIFESE: csip.tencentcloudapi.com
IREUR-RFZR

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik ESicl i35
Action = String ~rHSH, XIZOBYE: DescribeNICAssets,
Version 2 String AR, FMEOBRE: 2022-11-21,
Region & String ~HSH, WSYARIESE,
. ERWSHIRERId
i
Memberld.N = Array of String TBHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter S Filter FRsH
3. ey
SHEM £S5l iR
Data Array of NICAsset FllZ
TotalC t Int B
n n r
otatou e9e BUE: 10
Array of i
RegionList . . FEUE: [{"Text": "I"M", "Value": "ap—guangzhou" }, { "Text": "@@=", "Value": "ap—nanjing" }, {
FilterDataObject " won paggn v
Text": "Lif", "Value™ "ap-shanghai” } ]
. Array of BrE3ERITIIR
AssetTypelList FilterDataObject ~BIE: [{"Text": "ENI", "Value": "ENI" }]
Array of vpeslE
VpcList . . FE: [{"Text" "league-vpc-2", "Value": "vpc-hdbed9z5" }, { "Text": "vpc—gz-0", "Value":
FilterDataObject . .
vpc-63z25m89" } ]
. Array of appid¥iz
AppldList FilterDataObject REUE: [{"Value": "1894", "Text": "1894" } ]
Requestld Strin —i5EXK ID, MRSinER, SRERBIIEE (FEREEMFEEKEIRARS, WZRERFRIRES
q 9 Requestld) . EfATIBEIEMZAERY Requestid.
4. 765
TN RENR-RFIE
IRENR-R 5
MATGI
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mREHh

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeNICAssets
<NHERSH>

{

"MemberId": [
"mem-688033",
"mem-tencent-52d96a4d"
1,

"Filter": {

"Limit":

}

"Response": {
"AppIdList": [
{

"Text": "2421",
"Value": "2

by

{

"Text": "1894",

"Value": "1894"

1,
"AssetTypeList":
{

"Text": "ENI",

"Value": "ENI"

1,

"Data": [

{

"AppId": "15651",

"AssetId": "eni-45xmv
"AssetName": "5Eﬁ°p' W,
"AssetType": "ENI"
"ConfigureRisk": 0,
"CreateTime": "2023-11-23
"ExposedPort

"ExposedVUL": O,
"InboundCumulativeFlow": "OB",
"InboundPeakBandwidth": "
"IsCore": 1,

"IsNewAsset":

"LastScanTime": "2024-10-12 16
"NetworkAttack": O,

"Nick": "EEMEINERE",
"OutboundCumulativeFlow":
"OutboundPeakBandwidth":

"PrivateIp": "172.1

IRIFRE: BRzITE (165 ) BRSEAS 5199 #4311
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"PublicIp":

"Region": "ap
"ScanTask": &

"Tag": null,

"Uin": "10446

"VpcId": "

"VpcName": "league-vpc-2"
}

1,

"RegionList": [

{

"Text": "JTM{",

"Value": "ap—guangzhou"
by

{

"Text": "EAR",
"Value": "ap-nanjing"
by

{

"Text": " Eig",

"Value": "ap-shanghai

1,

"RequestId":
"TotalCount": 0
"VpcList": [

{

"Text": "1
"Value":

by

{

"Text":

"Value":

5. FREHR

ER= APl £&
BfZ AP| F& 228 AP H. iR, API Explorer & SDK $SZEMSG—ENTE, HEENA—A\OSAREMRBARIRMEFRAE AP IS,

API Inspector
BRPTEET AP| Inspector BEEEHGE—SIRIEXBN AP ERER, HEIERSIESRAR AP X8, BalaiE AP Explorer #T7ELZRIK

SDK
= API 3.0 Rt TERENFRTESE (SDK) , ZIFSMFEIRIES, REESENER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
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« Tencent Cloud CLI 3.0

6. $EiRE

ZHEOE XL SSIZIEHEXAEIRIS, EbEiREGFER AH4ERE,

F 5l

mIEEFATE: 2025-04-25 01:19:52
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O BAT

1. EOMER

EOERERZ: csip.tencentcloudapi.com ,
RENTF M52

BRMECERITEIRG: 20%/8

mREHh

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBEELSRURBEMER SDK FRRE.

2. A2
UTFERSHIIFRNFIE TIEROBSRSHEMBO TS, REQAHSHIIRT AHiEkeH,
SHEW Wik ESid) iR
Action =] String AHSH, XIZOBYE: DescribeSubnetAssets,
Version = String rHSE, FMEORE: 2022-11-21,
Region £ String AHBY, WSEHESY,
. ERAKSHIRERI
=
Memberld.N = Array of String FEHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter & Filter TiRSE
L
SHEW ESid) iR
Data Array of SubnetAsset  3lI%
TotalC t Int e
alCoun nteger —
© © 9 wFE: 10
RegionList Array of hiazdlEs
9 FilterDataObject wBHE: [{"Text": "I"H", "Value": "ap—guangzhou" } ]
Array of vpeFlE
VpcList . . TBIE: [{"Text": "vpc_c2", "Value": "vpc—-2toy3vhb" }, { "Text": "vpc-gz-0", "Value": "vpc—
FilterDataObject .
68toym89"} ]
. Array of appid¥iz
AppldList FilterDataObject FENE: [{"Text": "827324", "Value": "1827324" } ]
Array of FIREEZ
ZonelList y FEUE: [{"Text": "T"M7<K", "Value": "ap—guangzhou-6"}, { "Text": "I"M=K", "Value": "ap—

FilterD j
ilterDataObject guangzhou-3"}]

E—iEK ID, HIRSiRER, SRERBSIEE (BEREEMERRRERARSR, WZXERFTSIRE

Requestld  String Requestld) » EHIMEHEEIRMZRIBR Requestid,

4. =61

N RFRFI=R
IRELFMFZR

BATH

POST / HTTP/1.1

Host: csip.tencentcloudap

Content-Type: application/jso
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mREHh

X-TC-Action: DescribeSubnetAssets

<AHERSH>

{

"MemberId": [
"mem-68b8087a65268000"
I

"Filter": {

"Limit": 1,

"Offset": 0O

}

"Response": {
"AppIdList": [

{

"Text": "1827324",

"Value": "1827324"

I

"Data": [

{

"AppId": "1827324",
"AssetId": "subnet-Opptyoj8
"AssetName": "sub2",
"AvailableIp":
"CIDR": "192.166¢
"CVM": 0,
"ConfigureRisk":
"CreateTime":
"IsCore": 0
"IsNewAsset":
"LastScanTime": "2024
"Nick": "yooyan",
"Region": " g
"ScanTask": 1

"Tag": null,

"Uin": "1

"VpcId": "
"VpcName" :

"zone": "a

I
"RegionList": [
{
"Text": "R,

"Value": "ap-guangzho

1,

"RequestId":
"TotalCount":
"VpcList": [

{
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"Text":

"Value":

"Text": "vpc-gz-0

"yalue": "

I
"ZoneList": [

{
1

"Text": "JoHINE",
"Value": "ap-guan

’

2
b

[
1

"Text": "l'"'}‘l‘lEIX” ,

"Value": "ap-guangzhou-3"

5. FRERR

ER= APl £&
BIfl= AP| £& 258 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMEAZRERE AP RS,

API Inspector
FPEER AP| Inspector BEEEHAE—HIRIEXBM APLRRER, HEMEMSIESRAN API X3, BaIFiE API Explorer #FEZRIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. HHiRfD

ZIEOE R ZZERXEIRG, HibERLiER AHERE,
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EIEE#ATE: 2025-04-25 01:19:52

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com

$KEIvpcHlIE

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

mREHh

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

2. \MN\EY
SHEW Wi
Action =
Version =
Region &
Memberld.N &
Filter &
3. e
SHEM ESic)
Data Array of Vpc
TotalCount Integer
. Array of
Vpelist FilterDataObject
. . Array of
RegionList FilterDataObject
. Array of
AppldList . DataObject
Requestid String
4. 76
1 FEvpcHlE
$KEIvpCHlIE
NG

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

ESicl i35
String ~HSH, XIZOBYE: DescribeVpcAssets,
String AR, FMEOBRE: 2022-11-21,
String ~HSH, WSYARIESE,
Array of Strin RHEMS MRS
Y 9 TBHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter FRsH
iR
L 1ES
ISt
=BIE: 10
vpcFilE
FNE: [{"Text": "vpc_c8", "Value": "vpc—-2pubxuk1" }, { "Text": "vpc_c2", "Value": "vpc—2t0I3vhb"
1
ithisFZ

FEUE: [{"Text": "T"M", "Value": "ap—guangzhou" }, { "Text": "&X", "Value": "ap—chongqing" } 1

appiddE
wBIE: [{"Text": "1302111215", "Value": "1302111215" } ]

W—iEK ID, BRSIHLER, SRERFSIERE (EEREEMERKREERS, W5
Requestld ) . EiTRAIFEREIZIRIBERE Requestld,

RFSIRE
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mREHh

Content-Type: application/json
X-TC-Action: DescribeVpcAssets

<AHERSE>

{

"MemberId": [
"mem-68b8087a65268000"
1,

"Filter": {

"Limit": 1,

"Offset": 0O

}

"Response": {
"AppIdList":

{

"Text": "1302111215",

"Value": "1302111215"

"AppId": "1302111215",
"AssetId": "vpc-lhezruby",
"AssetName": "1li-EEWKS2",
"CIDR": "172.16.0.0/16",
"CVM": 3,

"ConnectedVpc":
"CreateTime":

"DNS": [

"IsCore": 1,
"IsNewAsset": O,
"Nick": "FERESH",
"Region": "ap-be
"Subnet":

"Tag": n

"gin": "1(

I

"RegionList": [

{

"Text": "R,
"Value": "ap-guangzho
by

{

"Text":

"Value":

IRIFRE: BRzITE (165 ) BRSEAS £206 14313:




"RequestId":

"TotalCount":
"VpcList": [

[
1

NText": M
"v\v’YalUE" . "
by

{

"Text":

"Value":

5. FREHR
BR= APl &

Sz APl & B&E API 3. (8%, API Explorer 52 SDK F#RRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFRE APl RS,

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP RRER, HEMERSIESRAR APl 53, taJaiE API Explorer #{TELZRIX.

SDK

= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.
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6. $HiRE

TR OE X SZIZIEHEXAEIRIS, EfhEREER 2H4ERE,
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
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BifjclbialIFeE5IE

EIEEHATE: 2025-04-25 01:19:53

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com

EifjclbiIrE51%
BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. mAEH

UTFERSHIIRIIETROBRSHENDBI 2HSY, REAHSHIIRR

SHEM WA
Action =
Version =
Region &
Memberld.N &
Filter &

3. milis¥

SHEM ESit)
Total Integer

Array of

bata ClbListenerListinfo

Requestld  String

4. =61
N RN
=B
BATH
POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

ESid)
String
String

String

Array of String

Filter

R

ISt
TNE: 181

HIRERSIZER

E—iER ID, HIRSIRER, FRERHBRIEE (EHEREEBEERRERARSR, Wik

~HE2H, XEOBYE: DescribelistenerList,

AHSY, FMMEORE: 2022-11-21,

N

~HSY, WSHHAMESH,

EHAKSHIBERI

FHUE: ["mem-6wfo0fzks3","mem—-85fo0fzks4"]

Requestld) . EARABEEREIZXIERE Requestld,

X-TC-Action: DescribelistenerList

<AHIFRSE>
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mREHh

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.
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{

"Response": {
"Data": [
{
"Domain": "w

"ListenerId":

"ListenerName":

"LoadBalancerDomain": 1b-c s 42ec encent.comclb.",
"LoadBalancerId": "

"LoadBalancerName" :

"LoadBalancerType"

"NumericalVpcId":

"Protocol": "HTTP"

"Region": "g

"VPort":

"vip": "1.

"Zone": "ap—-guangz

by

{

"Domain":

"ListenerId": "I

"ListenerName":

"LoadBalancerDomain": "lb 14 daa.sg-tencent.comclb."

"LoadBalancerId": "lb-meckpc

n n

"LoadBalancerName": "lsy",
"LoadBalancerType": "OPEN",
"NumericalVpcId":
"Protocol": "HTTP",
"Region": "gz",

"VPort": 80,

"ip": "81.71.21

"Zone": "ap-guangzh

by

{

"Domain": "1.15.159.

"ListenerId": "lbl
"ListenerName": "lb
"LoadBalancerDomain":
"LoadBalancerId": "lb
"LoadBalancerName" :
"LoadBalancerType":
"NumericalVpcId":
"Protocol": "HTTP"
"Region":

"VPort":

"Vip": "1,

"Zone":

by

{

"Domain":
"ListenerId":
"ListenerName":
"LoadBalancerDomain": "lb-d24 i daa.sg-tencent.comclb.",
"LoadBalancerId": "lb

n

"LoadBalancerName":

IRIFRE: BRzITE (165 ) BRSEAS $209 #4313:
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"LoadBalancerType": "OPEN",

"NumericalVpcId": ,

"Protocol": "HTTP",
"Region":

"VPort": 8

"RequestId": "3f2d43d2-e003

"Total":

5. FREHER

A= APl £&
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEORERBBNZIRHAFE APl RS,

API Inspector
FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2rlaiE API Explorer it{TEZEI

SDK
= API 3.0 Rt TEERNFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.
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6. $HiRE

IR OE X SZIZIEHEXAERS, EfhiEREER 2H4ERE,

IRIFRE: BR=ItE (It ) BRSEATF 55210 #4311


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
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NTLIIES

EIEEHATE: 2025-04-25 01:19:53

1. EO#R

EOSKIFESE: csip.tencentcloudapi.com
ipARISIER

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. A
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wi ESid g
Action = String ~HESH, REOBYE: DescribePubliclpAssets.,
Version 2 String ~HSY, FEONE: 2022-11-21,
Region a String AHSY, WSEATESH.
. EAKS AR R
a
Memberld.N = Array of String FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter & Filter TiRESH
- Z2HRLBEENIRE
Tags.N = Array of AssetTag FEE: [{"TagKey":"key1","TagValue":"value1"} ]
3. ey
SHEW bS] R
Array of ,
bata IpAssetListVO o=
2%
Total Int
o neger FOUE: 10
L Array of B
AssetLocationList FilterDataObject FEUE: [{"Text": "ERZ=", "Value™: ""}, { "Text": "Hftt", "Value": "2" } ]
Array of ipFUHE
IpTypeList FilterDataObject TENHE: [{"Text": "AMIP", "Value": ™"}, { "Text": "#tIP", "Value": "2" }, { "Text": " 0",
"alue": "0" }]
. . Array of - .
RegionList FilterDataObject hhazdlPeS
. Array of V3t
DefensestatusList FilterDataObject RBIE: [{"Text" "KB5F", "Value™: "1"} 1
AssetTypeList Array of A
FilterDataObject
ApoldList Array of Appld#zE
PP FilterDataObject FHIE: [{"Text": "1302396212401", "Value": "1302396212401" } ]
. W—iEK ID, HRSZSHER, SRERTSIREE (EEREEMRRRERERS, WZRERFLIKE
Requestld String

Requestld) . EIiTIBRIFEREIZIXIERE Requestld,
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POST / HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribePublicIpAssets
AHERSY>

{

"Filter": {
"Filters": [

{

"Name": "CFWStatus",
"Values": [

nym

1,

"OperatorType": 7

by

{

"Name": "TimeRange",
"Values": [

won

1,

"OperatorType": 7

}

1,

"Limit": 10,
"Offset": 20,
"Order": "desc",
"By": "AssetCreateTime"
I

"MemberId": [
"mem-62509c52c13c9201"
]

"Response": {
"AppIdList":

{

"Text":

"Value":

}

I
"AssetLocationList": [
{

"Text": "HEfl=",
"yalue": "1"

I

{

"Text": "Efhr,

IRIFRE: BRzITE (165 ) BRSEAS 5212 H431;
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"yalue"™: "2"

1,
"AssetTypeList":
{

"Text": "JEBEH=ENM",
"Value": "OTHER"
by

{

"Text":

"Value":

I

{

"Text":

"Value

Ty

{

"Text":

"Value":

I

{

"Text":

"Value":

1,

"Data": [

{

"AssetId": "ins
"AssetName": "c
"PublicIp":
"PublicIpType":
"Region": "a
"AssetType": "C\
"InBandwidth":
"OutBandwidth":

"InFlow": "OB",

"OutFlow": "OB",

"Access":

"Attack": O,

"PortRisk": O,
"VulnerabilityRisk":
"WeakPassword": O,
"WebContentRisk":
"RiskExposure":
"CFWStatus": 1,
"AssetCreateTime":

"VpcId": "vpc-ommo5hlv",
"VpcName" :

"AppId":

"Uin": "1

"NickName":

"IsCore": 2

"IsCloud":

"Intercept": O,
"LastScanTime": "2024-10-30
"ConfigurationRisk":

"ScanTask":

IRIFRE: BRzITE (165 ) BRSEAS 5213 #4311
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"Name": "namel

"Value": "

1,

"AddressId":
"MemberId":
"IsNewAsset":
"VerifyStatus":

I

{

"AssetId": "
"AssetName" :
"PublicIp": "4
"PublicIpType":
"Region": "other
"AssetType": "REA",
"InBandwidth": "Obps",
"OutBandwidth":
"InFlow": "OB",
"OutFlow": "O
"Access": O,

"Attack": O,
"PortRisk": O,
"VulnerabilityRisk":
"WeakPassword":
"WebContentRisk":
"RiskExposure":
"CFWStatus": 1,
"AssetCreateTime":
"VpcId": "asset-k2vqgohl",
"VpcName" : y h1i",
"AppId":

"Uin": "10

"NickName": "S$£5k",
isCorels

"IsCloud":
"Intercept":
"LastScanTime": "2024-10
"ConfigurationRisk":
"ScanTask": 31,

"Tag": [

{

"Name": "namel

"yalue": "val

1,

"AddressId":

"MemberId":

"IsNewAsset":

"VerifyStatus":

I

{

"AssetId":

"AssetName": "asset-k2vgohl",

"PublicIp":

IRIFRE: BRzITE (165 ) BRSEAS 58214 #4311
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"PublicIpType": O,
"Region": "other",
"AssetType": "SRHE",
"InBandwidth": "OI
"OutBandwidth":
"InFlow": "OB",
"OutFlow": "OB",
"Access": O,
"Attack": O,
"PortRisk": O,
"VulnerabilityRisk":
"WeakPassword": O,
"WebContentRisk":
"RiskExposure":
"CFWStatus": 1,
"AssetCreateTime":
"VpcId": "asset-k2
"VpcName": "asse
"AppId":

"Uin": "

"NickName":
"IsCore": 2
"IsCloud":
"Intercept": O,
"LastScanTime": "2024-10-30
"ConfigurationRisk":
"ScanTask": 0,
"Tag": [

{

"Name": "namel",

"Value": "valuel"

1,

"AddressId": "&
"MemberId": "men
"IsNewAsset":
"VerifyStatus":
by

{

"AssetId": "h
"AssetName": "NA
"PublicIp": "114
"PublicIpType":
"Region": "ap
"AssetType":
"InBandwidth":
"OutBandwidth":
"InFlow": "OB",
"OutFlow": "OB",
"Access": O,
"Attack": O,
"PortRisk": 0,
"VulnerabilityRisk":
"WeakPassword": O,
"WebContentRisk":
"RiskExposure":

"CFWStatus":
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"AssetCreateTime":

"VpcId": "asset-k2vgohl",
"VpcName" : y h1i",
"AppId":

"Uin": "10 >211278",
"NickName": "S$£5k",
"IsCore": 1,

"IsCloud": 1,

"Intercept": O,
"LastScanTime": "2024-10-3(
"ConfigurationRisk":
"ScanTask": 35,

"Tag": [

{

"Name": "namel",

"Value": "valuel"

1,

"AddressId": "eip-egkkeona
"MemberId": "mem
"IsNewAsset":
"VerifyStatus":

}

1,

"DefenseStatusList": [

{

"Text": "ZRBHA",

"yalue": "1"

1,

"IpTypelList": [
{

"Text": "AMJIP",
"Value": "1"

by

{

"Text": "3tfIp,
"Value": "2"

by

{

"Text": "FRH",

"Value": "0O"

1,
"RegionList": [
{

"Text": "JH",
"Value":

Hy

{

"Text":
"Value":

by

{

"Text":

"Value":

te
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"Text": "HRE]",
"Value": "other"

’

}
¢

1
"Text": Hﬁ%@u ,

"Value": "

1,
"RequestId":

"Total":

5. FREHER

A= APl £&
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEORERBBNZIRHAFE APl RS,

API Inspector
FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2rlaiE API Explorer it{TEZEI

SDK
= API 3.0 Rt TEERNFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSFTIR
» Tencent Cloud CLI 3.0

6. $HiRE

IR OE X SZIZIEHEXAERS, EfhiEREER 2H4ERE,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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EIEEHATE: 2025-04-25 01:19:54

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
IKElcvm3lR
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

2. \MN\EY
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik ESid) i
Action = String
Version = String
Region & String 2
KSR S
Memberld.N & Array of String MEDN SR Rid
Filter & Filter R
3. e
SHEW ESid) iR
ISt
Total Int —
otal nteger SBIE: 10
Data Array of CVMAssetVO LIRS
RegionList Array of FilterDataObject hitazdlEs
APk
DefenseStatusList Array of FilterDataObject aBE: [{"Text™
ll4ll } ]
VpcList Array of FilterDataObject vpcizE
.
AssetTypelList Array of FilterDataObject i{;{;%ﬁ?ﬁext":
IRERGHEE
SystemTypelList Array of FilterDataObject aBIE: [{"Text™
"windows" } ]
in%l
IpTypelList Array of FilterDataObject ;ij;lz [{"Text"
id5i
AppldList Array of FilterDataObject ;ﬁ;};?ﬁ ot
Zonelist Array of FilterDataObject AT ARSIE
OslList Array of FilterDataObject osFl&

IRIFRE: BR=ItE (It ) BRSEATF

=REHL

<> mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

~HESH, FEOBYE: DescribeCVMAssets,
~HESH, FEOBE: 2022-11-21,

~HSY, WSHHAMESH,

FHUE: ["mem-6wfo0fzks3","mem—-85fo0fzks4"]

"ERERARBEF", "Value": "2" }, { "Text": "HATLRBAHFH", "Value™:

"CVM", "Value": "CVM" } ]

"linux", "Value": "linux" }, { "Text": "windows", "Value":

"AREFE", "Value": "" }, { "Text": "fARZE=", "Value": "0" }]

"302396215", "Value": "1302396215" } ]
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https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90825#Filter
https://cloud.tencent.com/document/api/664/90825#CVMAssetVO
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=DescribeCVMAssets

O BAT

SHEW

AssetMaplnstanceTypelList

PublicPrivateAttr
ProtectStatusList

Requestid

4. 761

1 A cvmFlE
KB cvm3lE

BATH

POST / HTITP/1.1

.tencentcloudapi

Content-Type:

X-TC-Action: Describ

AERBY

{

"Filter": {
"Filters":
{
"Name": "ProtectStatus",
"Values": [

ngn

1,
"OperatorType": 7
I

{
"Name": "TimeRange",
"Values": [

nom

I

"OperatorType": 7

t

I

"Limit":

"Offset": O,
"Order": "desc",

"By": "AssetCreateTime"

"MemberId": [

"mem-5 010c18f07a"

B

Array of
AssetinstanceTypeMap

Array of FilterDataObject

Array of FilterDataObject

String

application/json

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

it

BRI HI S RIIRT R K TR

TEHE: [{"Text": "EH", "Value": "Instance", "InstanceTypeList": [ { "Text":
"CVM", "Value": "CVM" }1}1

AR PRI EE
ﬁ?WUE [{ "Text" HWWBE%", "Value": "0" }, { "Text": IVL}WHE%“, "Value": " }]

ENBBIPRE

W—iEK ID, HRSZSHER, SRERTSIREE (EEREEMRRFRERERS, Wiz
RIBRAEIXE Requestld ) . ETENEEIREIZIRIBERE Requestid.
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https://cloud.tencent.com/document/api/664/90825#AssetInstanceTypeMap
https://cloud.tencent.com/document/api/664/90825#FilterDataObject
https://cloud.tencent.com/document/api/664/90825#FilterDataObject

mREHh

{
"Response": {
"AppIdList":
{
"Text": "125

"Value": "13020

1,
"AssetMapInstanceTypeList": [
{

"Text": "M,

"Value": "Instance",
"InstanceTypeList": [

{

"Text": "(

"Value": "CvM"

"AssetTypeList":
{
"Text": "CVM

"Value":

"AssetId": Ns—gg
"AssetName": "FEHLMiH2
"PublicIp": "
"PrivateIp": "172.16
"Tag": [

{

"Name": "namel",

"Value": "valuel"

1,
"IsCore": 2,
"AssetType": "CVM",

"Region": "ap-chengdu",

"AvailableArea": "RREF—EX",

"Os": "Windows 2 EUERORR 64 ZHR3ZRR ",
"VpcId": "v

"VpcName" :

"OsName": "Windows ¢ er 2 BUEFORR 64RIHR3ZER",
"CPUInfo": "AMD EPYC > P or",
"CPUSize": 2,

"CPULoad": "ZRHI",

"MemorySize": "4GB"

"MemoryLoad": "34.21%

"DiskSize":

"DiskLoad":

"PartitionCount":

"AppId": 130

"Uin": "1
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"SubnetId": "
"SubnetName": "fen
"InstanceUuid":
"InstanceQUuid":
"NickName": "nickname"
"AccountCount"
"ProcessCount":
"AppCount": "1
"PortCount":
"InBandwidth":
"OutBandwidth":
"InFlow": "OB",
"OutFlow": "OB",
"PortRisk": O,
"VulnerabilityRisk":
"ConfigurationRisk": 25
"LastScanTime": "2024-10
"AssetCreateTime": "2
"BASAgentStatus":
"CwWPStatus": e
"ProtectStatus":
"Attack": O,
"Access": O,
"Intercept":
"NetWorkOut":
"RiskExposure":
"ScanTask":
"MemberId":
"IsNewAsset
"CVMStatus":
"CVMAgentStatus": 1,
"DefenseModel": 1,
"TatStatus":
"AgentStatus": 1,
"CloseDefenseCount":
"CpuTrend": [

{

"Key":

"Value": "0.¢&

by

{

"Key": "2

"Value": "0.2

1,
"MemoryTrend": [
{

"Key" :

"Value":

by

{

"Key": "2

"Value":

1,
"InstanceState": "RUNNING",

"SecurityGroupIds": [

IRIFRE: BRzITE (165 ) BRSEAS 55221 #431;
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"AgentCpuPer":
"AgentMemRss" :
"RealAppid":
"CloudType":
"OfflineTime":

by

{

"AssetId": "ins-mlxkxkv4
"AssetName": "linu
"PublicIp":
"PrivateIp":
"Tag": [

{

"Name": "namel",

"Value": "valuel"

1,

"IsCore": 2,

"AssetType":

"Region": "a
"AvailableArea": X,
"Os": "Ubuntu 18.04 (arm64)",
"VpcId": "vpc-fw2ndubf",
"VpcName" :

"OsName" : u 8.04 (arr
"CPUInfo":

"CPUSize":

"CPULoad": "{§",
"MemorySize": "4GB",
"MemoryLoad" :

"DiskSize":

"DiskLoad":
"PartitionCount":

"AppId": 13023962

"Uin": "10

"SubnetId": "st
"SubnetName": "fengsub
"InstanceUuid": "e8¢
"InstanceQUuid": "
"NickName": "FEESE",
"AccountCount": "32",
"ProcessCount": "34",
"AppCount": "5",
"PortCount":
"InBandwidth":
"OutBandwidth":
"InFlow":

"OutFlow": "OB",
"PortRisk": O,
"VulnerabilityRisk":
"ConfigurationRisk": 1,
"LastScanTime": "2024-10
"AssetCreateTime": "2024
"BASAgentStatus":

"CWPStatus":

IRIFRE: BRzITE (165 ) BRSEAS 58222 H431;
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"ProtectStatus":
"Attack": O,
"Access": O,
"Intercept":
"NetWorkOut":
"RiskExposure":
"ScanTask":
"MemberId":
"IsNewAsset":
"CVMStatus":
"CVMAgentStatus": 1,
"DefenseModel": 1,
"TatStatus":
"AgentStatus": 1,
"CloseDefenseCount":
"CpuTrend": [

{

"Key":

"Value": "0.¢&

by

{

"Key": "2

"Value": "0.2

1,
"MemoryTrend": [
{

"Key" :

"Value":

by

{

"Key": "2

"Value":

1,

"InstanceState": "RUNN
"SecurityGroupIds": [
"sg-biz3919hn"

1,

"AgentCpuPer":
"AgentMemRss" :
"RealAppid":
"CloudType":
"OfflineTime":

by

{

"AssetId": "ins-p7x4hn7p",
"AssetName": "BE&EMLK",
"PublicIp": "1
"PrivateIp":

"Tag": [

{

"Name": "namel

"Value":

1,

NisCorels
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"AssetType":

"Region": "ap-chengdu",

"AvailableArea": "RREF—EX",

"Os": "Tencen Ser
"VpcId": "vpc-iozrpgxo",
"VpcName": "BERIMEILK",
"OsName": "TencentOS Ser 3.1 (TK4)",
"CPUInfo": "Intel (R) Xeon (R) Platinum
"CPUSize": 2,

"CPULoad": "{l§",

"MemorySize":

"MemoryLoad" :

"DiskSize":

"DiskLoad":

"PartitionCount":

"AppId": 13023962

"Uin": "10

"SubnetId": "subnet-5fectb5mp",
"SubnetName": "fengsubl"
"InstanceUuid": "7a6

"InstanceQUuid":

"NickName": "FEESE",

"AccountCount": "32",

"ProcessCount": "30",

"AppCount": "5
"PortCount":
"InBandwidth":
"OutBandwidth":
"InFlow":

"OutFlow": "OB",
"PortRisk": O,
"VulnerabilityRisk":
"ConfigurationRisk": 7,
"LastScanTime": "2024-10
"AssetCreateTime": "2024
"BASAgentStatus": 1,
"CWPStatus": 4,
"ProtectStatus":
"Attack": O,

"Access": O,
"Intercept":
"NetWorkOut":
"RiskExposure":
"ScanTask":

"MemberId": "men
"IsNewAsset":
"CVvMStatus": 1,
"CVMAgentStatus": 1,
"DefenseModel": 1,
"TatStatus":
"AgentStatus": p
"CloseDefenseCount":
"CpuTrend": [

{

"Key": "2024

"Value": "0.5

te
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"Key":

"Value":

1,
"MemoryTrend": [
{

"Key": "
"Value":

by

{

"Key": "2024

"yalue": "32

1,
"InstanceState": "RU

"SecurityGroupIds": [

"AgentCpuPer":
"AgentMemRss" :
"RealAppid":
"CloudType":

"OfflineTime": "2024

1,
"DefenseStatusList": [
{

"Text": "EREMRKBGH"
"Value": "2"

by

{

"Text": "HEARARBAIFAR",

"yalue™: "4"

1,

"IpTypeList": [

{

"Text": "NEIEFE,
"yalue": "1"

by

{

"Text": "FARIEFE",

"yalue™: "O"

1,

"OsList": [

{

"Text": "CentOS
"Value": "1"
I

{

"Text": "Wind
"Value":

I

{

"Text": "T
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"Value":

by
{

"Text":

"Value":

by
{

"Text":

"Value":

by
{

"Text":

"Value":

1,

"ProtectStatusList":

{

"Text":

"Value":

by
{

"Text":

"Value":

by
{

"Text":

"Value":

b
{

"Text":

"Value":

by
{

"Text":

"Value":

by
{

"Text":

"Value":

by
{

"Text":

"Value":

1,

L=t
"REE",

non

" EfitthRBAAER ",

wiw

"EEhRRGAE

non

"SRRI,

n3n

" IEARRRBGIAAR ",

wgn

"PublicPrivateAttr":

{

"Text":

"Value":

by
{

"Text":

"Value":

1,

"AIRIERSS ",

non

AR,

wiw

"RegionList":

{

IRIFRE: BR=ItE (It ) BRSEATF
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[
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"Text":
"Value":

I

{

"Text":

"Value

br

{

"Text": "EA",
"Value": "na-siliconvalley"
I

{

"Text":
"Value":

I

{

"Text":

"Value":

1,

"RequestId": "4
"SystemTypeList": [
{

"Text":

"Value

Ty

{

"Text":

"Value":

1,

"Total":

"VpcList":

{

"Text":

"Value

by

{

"Text":

"Value":

I

{

"Text": "Default-VPC",
"Value": vpC—6k fm3h"
by

{

"Text": "1i E’%mk%d' 0
"Value": "vpc-lhezruby"
by

{

"Text": ] gqian2",
"Value": pc—fw2ndub5f"
I

{

"Text": "fengggian",
"Value": "vpc-294np9d5"

te
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"Text": "EMEXIEZIME",
"Value": "vpc-iozrpgxo"

by

{

"Text": "Default-VPC",
"Value": "

H

{

"Text":

"Value":

1,

"ZoneList": [

{

"Text": "LiBSAK",
"Value": "ap-shanghai-5"
by

{

"Text":

"Value":

I

{

"Text": "BEH—KX",
"Value": "na-sil
Ty

{

"Text": "{tHEEEX",
"Value": "ap-beijing
T

{

"Text":

"Value":

I

{

"Text":

"Value": "

5. FRERR

HER= API &
BIflZ= AP| £& 28 AP X, iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMEAZRERE AP RS,

API Inspector
BPaiEE API Inspector BEERHIAE—SIREXBN AP RBER, HEERSESRARN API 53, BaFiE API Explorer {TEZRIX.

SDK

= API 3.0 RETERENAATIESE (SDK) , X¥SHREIRIES, adESEAR APL,
« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go

(%) - iiit= mEa

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRE

RS XL SSIBIBHEXAEIRG, EfhiEREIER 254ER5,
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
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BT

EIEEHATE: 2025-04-25 01:19:54

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
KRR
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

2. \MN\EY
UTFBERSHFIR(VFIE TEROBRSHEMBILIHSE, =8
SHEW Wik ESic]
Action = String
Version String
Region & String
Memberld.N & Array of String
Filter & Filter
3. ey
SHEW ESid)
Array of
bata AssetCluster
TotalCount Integer
Array of

ClusterTypeList FilterDataObject

. Array of
ClusterStatusList FilterDataObject
Array of

ComponentStatusList FilterDataObject

VpcList ?ﬁ:::looaftaomect
RegionList ﬁi:::ilnoaftaomect
AppldList ?ﬁ::?lno:taomect
ProtectStatusList Array of

FilterDataObject

IRIFRE: BR=ItE (It ) BRSEATF

=REHL

<P mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

~HE2H, XEOBYE: DescribeClusterAssets.

>

>

EHKSHIBLRI

H2%, MEONE: 2022-11-21,

HEY, WSHHATESH,

FE: ["'mem-6wfo0fzks3","mem-85fo0fzks4"]

i

wBIE: [{"Name": "TimeRange", "Values": [ "2" ], "OperatorType": 7 } ]

iR
LIES

wBEHE: [{"Appld": 1302396215, "Assetld": "cls—bc1916ky", "AssetName": "benben" } ]

2¥
ThIE: 8

FBIE: [{"Text":

FENE: [{"Text":

BEpRERE

FENE: [{"Text":

A LIRSS

FENE: [{"Text":

BIE: [{"Text™

HHPEs

TBNHE: [{"Text"

EERIRIPIR S

"FEELEEE", "Value": "managed_cluster" } ]

"&175", "Value": "running" } ]

"RZE", "Value": "defender_uninstall" } ]

"wy conflict", "Value": "vpc—-39sc6ru5" } ]

"THH", "Value": "ap—guangzhou" } ]

"1300448058", "Value": "1300448058" } ]

TOUE: [("Text''KEA","Value""0"),{"Text""5KHHE","Value":"1"} {" Text": 55t

$","Value":"3"}]
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O BAT

SHEW

Requestid

4. 75
N =56l
S0l
BATHI

POST / HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeClusterAssets

<AHERSE>

{

"Filter": {
"Filters": [

{

"Name": "TimeRange",
"Values": [

nom

1,

"OperatorType": 7

}

1,

"Limit": 10,
"Offset": O,
"Order": "desc",
"By": "InstanceCreateTime"
I

"MemberId": [
"mem-b21id4hgxa"

]

"Response":
"AppIdList":
{

"Text":
"Value":

Ty

{

"Text":
"Value":

I

{

"Text":
"Value":

}

IRIFRE: BR=ItE (It ) BRSEATF

filiR

K—iEXK ID, HIRSIKER, SRERFSERE (HERERMFRRRERERS, Wiz
18 Requestld) . EfIIRAITEEIRMHIZRIAERKE Requestld,

mREHh




mREHh

1,
"ClusterStatusList": [
{

"Text": "iE{TH",

"Value": "running"

I

"ClusterTypeList": [
{

"Text": "{EELEEf",
"Value": "ma 1

I

{

"Text": "SEMEEEREn,

"Value": "eks"

I
"ComponentStatusList": [
{

"Text": "FREE",

"Value": "defender_:

1,

"Data": [

{

"AppId": 1302396215,
"AssetId": "cls-bcl9
"AssetName": "benben",
"AssetType": "ma
"Region": "ap-guang
"ServiceCount": 17,
"PodCount": o
"MachineCount": 1,
"VpcId": "vpc-fw2ndu5f",
"KubernetesVersion": "1.3
"Component": "cont
"CheckCount": 43
"VulRisk":

"CFGRisk": 1,
"InstanceCreateTime": "2024-12
"Status": "r
"ComponentStatus":
"Uin": "10

"VpcName": "fengggiar
"CheckTime": "",
"ComponentVersion": "
"Nick": "FEESE",
"IsCore": 1,
"IsNewAsset":
"ProtectStatus":
"ProtectInfo": "A
"CloudType":

}

1,
"ProtectStatusList": [
{

"Text": "FRIEA",

IRIFRE: BRzITE (165 ) BRSEAS 88232 431\




mREHh

"Value":

by

{

"Text": "RBHIA",
"Value": "1"

by

{

"Text": "ERBEA",
"Value": "2"

by

{

"Text": "BEIPHR",
"Value": "3"

by

{

"Text":
"Value":

H

{

"Text":

"Value":

by

{

"Text":

"Value":

by

{

"Text": "EHIESHE",

"yalue™: "7"

1,
"RegionList": [
{
"Text": "J ",

"Value": "ap-guangzhou"

I
"RequestId":
"TotalCount":
"VpcList": [
{

"Text":
"Value":

I

{

"Text":
"Value": "vr >mmo5hlv"
by

{

"Text":
"Value": "v w2ndu5£"
I

{

"Text":
"Value":

}

]

IRIFRE: BRzITE (165 ) BRSEAS 58233 #4311
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5. FRERER

HR= API &
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $WEMS—ENTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector
FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP 53, tErTaiE API Explorer ifTEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

ZIROE XL SSIBIEHEXAEIRS, EfhiEREIER 2H4ERG,

IRIFRE: BR=ItE (It ) BRSEATF 55234 431\
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O BAT

S #¥podFlz=

EIEEHATE: 2025-04-25 01:19:54

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
EEBfpodFlE
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

<P mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. WA
MTERSHIIRGIL T EOBSRSYMBI ALY, TBAHSEIIRR AHiERSH,
SHEM Witk ESid) iR
Action = String ~2E, XIEOBE: DescribeClusterPodAssets,
Version 2 String ~HSY, AEONE: 2022-11-21,
Region E String ~HSY, WSEAESH,
Memberld.N = Array of String i{mé???;ﬁfniwd—GMOszks?',"mem—85f00fzks4"]
Filter S Filter U
3. miiaH
SHEW ESid) fEik
bata ﬁgzaytglfusterPod o=
TotalCount Integer ?%Sl
wBIE: 10
. Array of %ﬂpOdﬁ?&#" R Cww . w1 rw . - . .
PodStatusList FE: [{"Text": "running", "Value": "running" }, { "Text": "succeeded", "Value": "succeeded" }

NamespacelList

RegionList

AppldList

Requestld

4. 761

7 E&podFiE

E8fpodFIE

FilterDataObject

Array of
FilterDataObject

Array of
FilterDataObject

Array of
FilterDataObject

String

IRIFRE: BR=ItE (It ) BRSEATF

]

ELEe G 3

FHUE: [{"Text": "default", "Value": "default" }, { "Text": "kube-system", "Value": "kube-
system"}, { "Text": "tcss", "Value": "tcss" } ]

FBHE: [{"Text": "T™H", "Value": "ap—guangzhou" } ]

TP
wBIE: [{"Text": "1302396211", "Value": "1302396211" } ]

W—iEK ID, HRSZSIHER, SBRBERMSIRE (EEREEMEREFRERERSR, WZRERFTEIAE
Requestld ) . EABBEEREIZXIERE Requestld,
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mREHh

POST / HTTP/1.1

Host: csip.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeClusterPodAssets
<AHERSH>

{

"MemberId": [
"mem-68b8087a65268000"
1,

"Filter": {

"Limit":

"Offset": 0O

}

"Response": {
"AppIdList": [
{

"Text":

"Value

1,

"Data":

{

"AppId":

"AssetId": "O
"AssetName": "kuberne
"ClusterId": "cls-0Ohdx

"

"ClusterName": "yancyw
"ContainerCount": 1,
"InstanceCreateTime":
"IsCore": 2,

"IsNewAsset": O,
"MachineId": "ins-0Ohdxu9ls
"MachineName": "my-vm"
"Namespace": "d

"Nick": "FERESE",

"PodIp": "10.*
"PrivateIp": "10.*
"PublicIp": "118.**.
"Region": "ap-guang
"ServiceCount":

"Status": "Run

"gin": "1 1411

1,
"NamespaceList":

{

"Text": "default",

"yalue": "de 11t

IRIFRE: BRzITE (165 ) BRSEAS 55236 #4311
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"Text": "kube

"Value": "kube

"Text": "toss"
"Value": "tcss"

1,
"PodStatusList": [

{
8

"Text": n g,

"Value": "running"

"Text": "
"Value": "
}

1,

"RegionList":

"Text": "PoHT,

"Value":

"RequestId": "
"TotalCount": 2
}

}

5. FRERR

BR= APl E&
Bz APl F& 228 API X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMEAZRERE AP IS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APRRER, HEIMEMSIESRAN API X3, BaEIEIE API Explorer #FEZREI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfl

ZIEOE R FZZERXEIRG, HibERLiER AHERE,

IRIFRE: BR=ItE (It ) BRSEATF 58237 #4311
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(SRR SIATE

mIEEFATE: 2025-04-25 01:19:52

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
ARSI

BOAROIERIZRIRH: 200R/% -
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O BHE

7= (EH APl Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMRERTIROSHN . ETEESXARNERNSRESRIURBMERN SDK FRRG.

2. mAEH

UTERSHSIRMIIE TIROBERSHMBE 2HSY, RRAHSHIIRD 2AHERSH,

SHEW Wik PR i
Action = String AHSH, FEOEYE: ModifyOrganizationAccountStatus.
Version = String ~HSH, XEOME: 2022-11-21,
Region & String ~HSY, WSEATESH.
Status 2 Integer ﬂ_%&%mk%l{ﬁﬁ, 175, 2X4
BIE: 1
Memberld.N a Array of String RENKS IR

FBHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]

3. mitisy

SHEW ESid ik

REHEO0, MERRLLD

Status Integer FEIE: 0

W—i5EK ID, HIRSIKER, BXERASER (S EREEMEERRERARSR, WZRERFTLIRE Requestld ) . EfIEETE

Requestld  String  goumizvrigsky Requestids

4, 76
BN ESEENSRE
EREERARSIKTE
BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyOrganizationAccountStatus

<RIEERSE>

{

"MemberId":
"mem-5b28e2010c18f07a"
1,

"Status": 1
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5. FRERER

HR= API &
Bifl= AP| £& 258 AP X#. iR, API Explorer & SDK $WEMS—ENTE, HEGENA—AOZAREMEAZRERE AP RS,

API Inspector
FBREET API Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP 53, tErTaiE API Explorer ifTEZEI

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIRIES, SEEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

ZIROE XL SSIBIEHEXAEIRS, EfhiEREIER 2H4ERG,
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S RFROSTHEE

EIEEHATE: 2025-04-25 01:19:54

1. EOkR

EOSKIFESE: csip.tencentcloudapi.com
ERRFEROSTHEE
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

mREHh

<P mEEi

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTFERESHFRGIETEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik ESic] b35S
Action = String ~HSH, XIEOBE: DescribeCFWAssetStatistics,
Version 2 String AHSY, FMEONE: 2022-11-21,
Region & String rHsH, WSEATESH,
3. e
SHEW ESic) ik
PILEEE =28
NetworkTotal Integer =EIE: 1
Eieclb#E
ClbTotal Integer =EIE: 1
nat#iE
NatTotal Integer SEIE: 1
. 2~MipHE
PublicAssetTotal Integer =i 1
FHEHE
CVMAssetTotal Integer S
BB
CFGTotal Integer =i 1
iROMES
PortTotal Integer =i 1
. HRERE
WebsiteTotal Integer SEIE: 1
REARSS 5=
ServerTotal Integer Pam—
2
WeakPasswordTotal Integer i_i;};m?
by
VULTotal Integer = 1

R | i
equestld SUING o R BB ZRE R Requestid.

IRIFRE: BR=ItE (It ) BRSEATF

W—iEK ID, HIRSiRER, SXERBIRE (HEREEEEFRLERER

MZRERFEIKE Requestld ) o
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4. 5

N B gt
BRIt
WATHI

POST / HTTP/1.1
Host: csip.tencentcloudapi

Content-— application/json

X-TC-Action: DescribeCFW. tStatistics

<AEHERSE>

"Response":
"NetworkTotal": o
"ClbTotal":
"NatTotal":
"PublicAssetTotal": o
"CVMA tTotal":
"CFGTotal": 1,
"PortTotal": 1,
"WebsiteTotal": 1,
"ServerTotal": o
"WeakPasswordTotal":
"VULTotal": 1,

"RequestId":

5. FREHR
BR= APl £&

Sz APl & B&E API X, 8%, API Explorer } SDK #ZRNA—ERIFE, HEENE—ANOSORERBNSRHIAFIE APl RS,

API Inspector

FAREET API Inspector EEEHEE—SIREXEKN APLABER, HEMNERSIESRAR AP K63, t2alaiE API Explorer it{TEZEI

SDK

= API 3.0 Rt TEEMNFATESE (SDK) , MFSMRIZIES, REESERIERA AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. Hixt8
EROEELSBERROMEIRE, HEMRBEN A%ER0.

VA NUSE Rl S
EiiFERER

EIEEFATE: 2025-04-25 01:19:55
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O BHE

1. OESR

EOiERFZ: csip.tencentcloudapi.com o
SHEARSIPROEERRER
ZONEOIERIATIRE: 200R/7

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBEELSRURBEMER SDK FRRE.

2. M NBH

UTERSHSIRVIIE TIROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SHEM Wi ESid g
Action = String AHSH, XIZEOHYE: DescribeSearchBuginfo.
Version = String ~HSH, XEONE: 2022-11-21,
Region & String ~HSY, WSEATESH.
d = String 'I_Elgﬂa‘fls“eiélilﬁ_\t“%ﬁilﬂ, 2HEHRREIR SRR, SHIRHEEE RN CVEIdFRRET R RN
wIE: 1
CVEld = String ;—(11:&?{?:{%/%%312—12345
3. ey
SYHEW B iR
Data DataSearchBug RiREEME~ER

KEE, 0: M, E0: FiXW

ReturnCod Int
eturnCode nteger ~BIE: 0

REER, success: HifRlh, fail: HigkW

ReturnMsg String A success

W—iEK ID, HIRSIKER, SXERASED (EHEREEMEERERARSR, WZRERFTEIRE Requestld) .

Requestld  String SR RS R REREY Requestid.

4. 7%

=~ EEREREER
EINSREER

BATHI

POST / HTTP/1.1

csip.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeSearchBugInfo

nigm. wqn

}

L L]
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{

"Response": {
"Data": {
"CFWPatch": "1",
"CWPFix":
"CWwPScan": "O",
"CveId": "CV.
"DataAsset":

{

"AppID": "12
"CVEId": "C
"IsScan": 1,
"InfluenceAsset":
"NotRepairAsset":
"NotProtectAsset":
"TaskId":
"TaskPercent":
"TaskTime": "1

"ScanTime":

1,

"DataBug":

{

"CVEId": "CVE
"CVSSScore": "9.8

"CreateTime": "2023-12-17T11:25:43

"Fix": "1, BAIEACEUEHRS,

i

BNSZZIIARPAREINTXREERE: \nAtlassian > .19.16\nAtlassian Conf

ian Conf ence > 8.4.4\nA n Confluence > 8.5.3\nA an Confluence > 1\[’1’2‘%9&}§: https:

2, EEBR\c\n (1) SELUTHIBEME: neeps://conluence. atlassian
c/production -kup-stra 38797389 .html; \n(2) REACLIRHISMNBRIBEITP; \n(3) BGSWSERER, BIBMNEXR LRIFREE, B
HITH R ",
"Id": 1012504,
"Impact COMPENT" :
"ImpactOs": "d
"ImpactVersion":
"IsPublish": 1,
"Level": "extreme"
"PatchId": "pcmgr—4-
"ProSupport": 0,
"Reference": "url",
"ReleaseTime": "2023-10
"SubCategory": "tXR{gF",
"Tag": "NETW O WN_EXPLOITED, APP",
"UpdateTime": "2023-12-17T11:
"VULCategory": 54,
"VULDescribe": "Confluence =H Atlassian FRHFNRESESHRERMG, SEHEEMME. HEEEFENENE.
r SEIRFAPFESHRIEFLRFR, RESHRENKEETEEESNEREFUR, #aSHiTE, ,

"VULName": "Atla an Confluence Data Center and Server MIRZiSHE (cvE-2023-22518) "

1,
"DataSupport": [
{

"VSSScan": true,
"CWPScan": "1",
"CFWPatch":

"WafPatch":

IRIFRE: BRzITE (165 ) BRSEAS 55245 431\




O BT R

"CWPFix":

"CveId":

"StateCode": "1",
n": true,

"WafPatch": 1

H

"RequestId":

"ReturnCode":

"ReturnMsg":

5. FREHER

A= APl £&
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEORERBBNZIRHAFE APl RS,

API Inspector
FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2rlaiE API Explorer it{TEZEI

SDK
= API 3.0 Rt TEERNFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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O BHE

=REmEEXEO
csipABEINgIEEO

IEEFATE: 2025-04-25 01:19:57

1. EOE

EOiSXRIFESE: csip.tencentcloudapi.com
csipfABIEIRgiERO
ERUAZCIERIARIRS: 200R/%

#E7=(ER API Explorer

API Explorer 2t TELIEAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSEELSRURBEMER SDK FRRE.

2. WA\2%

UTERSHSIRVIIE TROBRSHEMBSAHSY, REARHSHIIRN AHiERSH,

SHEMW Witk HE i

Action = String ~HSH, XEOBE: AddNewBindRoleUser,
Version = String ~HSH, XEOE: 2022-11-21,

Region & String ~HSH, WSHATESH.

3. mitisy

BHEM HE Fiiipus
OBkIh, HithZe
Status Integer SEIE: 0

W—i5EK ID, HRSIKER, SXERASEE (EEREEMEERRERERSR, WZRERFTEIRE Requestld ) . EfIEEIE

Requestld  String g0z veigskiy Requestid.

4. 761
BN FAFMANSH
SFRFIAE]

BATH

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type: application/json

“—Action: AddNewBindRoleUser

"Response": {

"Status": 0,

IRIFRE: BR=ItE (It ) BRSEATF 58247 #4311


https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=AddNewBindRoleUser

O BT R

"RequestId": "f£9184cl15-9721-456d-8cal

5. FREHR

A= APl &
Sz API & 256 API 3. 8%, API Explorer }2 SDK #RRENA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS,

API Inspector
FPTEE API Inspector EEIRHIAE—SBIEXEMN AP BRAER, HFEmERSIESHRAN APl {53, taJFiE API Explorer #{TELRIK .

SDK
= API 3.0 Rt TEERFARTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. $HiRE
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
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ARP{TASHEXEA
SIRAP{TASEREESIE

EIEEFATE: 2025-04-25 01:19:55

1. EOE

EOiSXRIFESE: csip.tencentcloudapi.com
BEiIRPTASITRIESIR
ERUAZCIERIARIRS: 200R/%

= (ER API Explorer

API Explorer 2t TELIEAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSEELSRURBEMER SDK FRRE.

2. WA\2%

mREHh

UTERSHSIRVIIE TROBRSHEMBSAHSY, REARHSHIIRN AHiERSH,

SYEMR
Action
Version

Region
Memberld.N

Filter

3. ils¥

SHEM

TotalCount

Data

AlterType

Requestid

4. =6
=B test

BATH

Wik
=

=
E

iy

iy

iy

£S5

Integer

Array of
UebaRule

Array of
FilterDataObject

String

POST / HTTP/1.1

Host: csip.tencentcloudapi.com

Content-Type:

application/json

n: DescribeUebaRule

IRIFRE: BR=ItE (It ) BRSEATF

ESic] iR
String ~AHSH, XFOBE: DescribeUebaRule,
String ~HSE, FMEOWE: 2022-11-21,
String AHBY, WSEHESH,
Array of String %m&%ﬂﬂﬁﬁﬁid
FEHE: ["mem-6wfo0fzks3","mem-85fo0fzks4"]
Filter iR
Fiiipus
B¥
THIE: 12
RERTIER

FEHE: [{"RulelD":"rule-
k23p01f","RuleName":"11","RuleStatus":true,"HitCount":0,"AppID":"192**01","CloudType":0}]

ERVE S-S v S e
FHUE: [{"Text": "BR®EITA", "Value": "AbnormalUserBehavior" } ]

W—iERK ID, HIRSIHER, BRERBLIRE ( EEREHMBEREFREIRERSR, WiZRERFTLIKE
Requestld ) . E{ziABrEERHEiIZXIERE Requestld,
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{

"Filter": {
"Filters": [

{

"Name": "RuleType"
"Values": [

non

1,
"OperatorType": 7
}

1,

WiLbmite Vs 40,
"Offset": O

by

"MemberId": [
"mem-e5d75d512c934d2c"
]

t

L

{

"Response": {
"AlterType": [

{

"Text": "HARREITA",

"Value": "A -malUserB

1,

"Data": [

{

"RuleID": "rule
"RuleName" :
"RuleType":
"RuleLevel":
"RuleContent": "FAPZEE: ZFARF HA&E: sHE (=it account_id FF 10) \nRitFEH : FEFRIHEN",
"RuleStatus":
"HitCount":
"AppID": "7
"Uin": "arn:
"MemberID":
"Nickname": "T
"CloudType":
"CustomRuleDetail":
"RuleName": "11",
"UserType": 1,
"LogType": "8
"LogTypeStr":
"TimeInterval":
"EventContent":
"EventType":
"Content": "zero
"Filters": [

{
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"OperatorT

s
]
te

"AlertName": "

[

[

"RequestId": "7dalaf7a

"TotalCount": 7

5. FRERR
BRE API £4&

Bifl= API & RE5E API XH4. {8iRf8. APl Explorer & SDK FRRHNA—EAFE, HEENE—AOZARERBNZIRMIFE AP RS

API Inspector

FARFEE API Inspector EEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR
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6. $EiRE

ZIEOE XL SSIZIEHEXAEIRE, EhEiREER A54ERE,

IRIFRE: BR=ItE (It ) BRSEATF

mREHh
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT R

SEHTEE X REERIFFX

EIEEHATE: 2025-04-25 01:19:55

1. EO#R

EOSKIFESE: csip.tencentcloudapi.com
EHEE SRR X

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wik ESicl iR
Action = String ~AHSH, XIZOBE: ModifyUebaRuleSwitch,
Version 2 String AHSY, MEONE: 2022-11-21,
Region a String AHSY, WSEARESH,
o . SREEID
RulelD = String FUE: rule-a2bi3cf
= FRIRE
Status = Boolean =BIE: false
. ERWSHIRERId
a
Memberld.N = Array of String TBHE: ["mem-6wfoOfzks3","mem-85fo0fzks4"]
L
SHEW ESid) iR
OBkIh, 15K
Code Integer =BIE: 0
EEESE
Msg String BE(E

=BI{E: success

W—i5EK ID, HIRSIKER, BXERASER (S EREEMEERRERARSR, WZRERFTLIRE Requestld ) . EfIEETE

Requestld  String  giouizyiskiy Requestid.

4. 75l
=F test
BTG

POST / HTTP/1.1
Host: csip.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: ModifyUebaRuleSwitch

<AHIFRSE>

IRIFRE: BR=ItE (It ) BRSEATF 58252 431\


https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://cloud.tencent.com/document/api/664/90829
https://console.cloud.tencent.com/api/explorer?Product=csip&Version=2022-11-21&Action=ModifyUebaRuleSwitch

O BT R

"MemberId": [
"mem-5b28e2010c18£f07a"

1,

"RuleID": "rule-5s02dbl",

"Status": true

"Response":
"Code": O

"Msg": "

"RequestId": '
t
}

5. FRERR

ER= APl £&
BIfZE AP| £& 228 AP| XH. iR, API Explorer & SDK $SZTEMSG—ENTE, HEENA—A\OSARERBAZREFE AP RS .

API Inspector
FPELEE AP| Inspector EEEHAE—HIRIEXBM APRARBER, HEIMEMSESRAN API X3, BaEIEIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

ZIEOE XL ZZERXAEIRT, HibERLiER AHLERE,

IRIFRE: BR=ItE (It ) BRSEATF 55253 #431:m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/csip/v20221121/csip_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/csip/v20221121/CsipClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Csip/V20221121/CsipClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/csip/v20221121/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/csip/v20221121/csip_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Csip/V20221121/CsipClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/csip/src/v20221121/CsipClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-csip/lib/v20221121/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/90834#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

SRS

EIEEHATE: 2025-05-30 01:22:12

AlertExtralnfo
EETHFER
#INT#EAOSIA: DescribeAlertList.

=t

RelateEvent
LeakContent
LeakAPI
SecretID
Rule
RuleDesc

ProtocolPort
AttackContent

AttackIPProfile
AttacklPTags
RequestMethod
HttpLog
AttackDomain
FilePath
UserAgent
RequestHeaders
LoginUserName
VulnerabilityName

CVE

wm

RelatedEvent

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

iy

iy

oy

iyl

iyl

iyl

iyl

iy

iy

iy

|

oy

iyl

iyl

iyl

iyl

iyl

iyl

R

EXESEG

=REHL

~E: {"Description": ", "EventID": "event-10002", "RelatedCount": 0 }

Bl AP
Bi{E: leak content

itEAPI
TBE: leak apiinfo

secretlD

=BIE: AKUOI87X***

anrRAII
BIE: IDFNIBTR

AR

THE: NS EIREY

i m|
=BE: TCP:80

WERE

~E: Http Head: GET /.env HTTP/1.1
Host: 49.234.26.77...

KEIPE(G
TOIE: EEEE

KEIPIFS

TUE: BRENIPHSERMERIFS, BESHH

BERA
=Bl{E: method

HTTPHEHZE
FBUE: http_log

WSS
~E: domain

praaid
FEUE: uri

user_agent
BE: user_agent

L

~BE: Content-Type : imageljpeg

BRARS
FBHE: root

imEEMm
=BUE: vul name

AHFREMRE
~flfE: CVE-2003

55254 #431\



O BAS

=t

ServiceProcess

FileName

FileSize

FileMD5
FileLastAccessTime
FileModifyTime
RecentAccessTime
RecentModifyTime
VirusName

VirusFileTags
BehavioralCharacteristics
ProcessNamePID
ProcessPath
ProcessCommandLine
ProcessPermissions
ExecutedCommand
AffectedFileName
DecoyPath
MaliciousProcessFileSize
MaliciousProcessFileMD5
MaliciousProcessNamePID
MaliciousProcessPath

MaliciousProcessStartTime

CommandContent

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

i

iy

iyl

iyl

iyl

iyl

iy

iy

iy

hiy|

|

i

iy

iyl

iyl

iyl

iyl

iy

iy

iy

iy

ik

RSS2
~NE: Jusr/bin/ps

&
BE: /homeffile.txt

RN
wBIE: 10023

X{#MD5
aBlfE: md5eb4af24d4e6b65079e0***

X4 RiEihiEAtiE
=~FIE: 2023-10-10 12:12:12

X{HEeatiE
w~BIE: 2023-10-10 12:12:12

iR ihiEATiE
~BIE: 2023-10-10 12:12:12

=3l e [
~BIE: 2023-10-10 12:12:12

RS2
=BIE: virus name

RE R EE
BE: virus tag

TTHYSE
=Bil{&E: behavioral characteristics

##2%3 (PID)
w~BIE: ps

HIZEREZ
~NE: /usr/bin/ps

HIZRST
~NE: ps —ef

IR
wHIE: 644

HiTHe
RBIE: ps —ef

SRS
BIE: /homeffile.txt

FEEE
BE: /home/path

TEHEX AN
TBIE: 1644

EEHEXHEMDS
F=BE: md5eb4af24d4e6b65079e0***

EEHES (PID)
TBIE: 65543

TEHRER
TFE: /home/path

EEHIZERATE
=Bil{&E: BehavioralCharacteristics

HERE

=REHL
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(%) - iiit= R

E=4 ESic] Wik R
TBIE: ps —ef

. BEhAR
StartupUser St 5
P rna B XU root
. FAFFRIESE
UserGrou Str &
P N9 = FBUE: root
NewPermissions String & ?_J?EWBE .
~BE: new permissions
. RiHiE
ParentProcess St a -~
ring = ~FE: cat
31
ClassName Strin & =
'ng = ~BE: name
. FRIBZEhnEkas
ClassLoader Stri &
'ng = Bil{E: ClassLoader
. . FEHARN
ClassFileSize St & =
g S RiE: 10024
. . 2 MD5
ClassFileMD5 Strin & =
9 = FE: md5eb4af24d4e6b65079e0***
/\*8
ParentClassName Stri & =
nng = Bl{E: ClassNameA
. . HrEiEn
Inheritedinterface Stri S
n9 = FBE: InterfaceName
. R
Comment St &
rng = BE: remark
. HETNE
PayloadContent St &
Y fng - ~fE: payload case
. . EliZEihht R
CallbackAddressPortrait St 5
rng = ~E: http://excample.com
- ElZEihhHRE
CallbackAddressTa Str &
9 'ng = & http://excample.com
. #HEMD5
ProcessMD5 Strin a
'ng = =B{E: md5eb4af24d4e6b65079e0***
. - . SR
FilePermission St &
rng S RpiE: 644
. KRBEFEEDTINEEFER
FromLogAnalysisData Array of KeyValue £
9 y Y yval = FHHE: {"Key":"key", "Value": "value"}
HitProbe Strin & i
ng = ~E: hit probe
i ERE
HitHoneyPot String &
FBNE: hit honey pot
. . g S
CommandList St & k4
nng = FBE: command list
WEHEHER
AttackEventDesc String &
=BI{E: attack event
Processinfo String & i

~fE: process info

IRIFRE: BR=ItE (Ib5R) BRSEAR £8256 #431:|



O BAT

E=4 ESid)

UserNameAndPwd String
StrategylD String
StrategyName String
HitStrategy String
ProcessName String
PID String
PodName String
PodID String
Response String
SystemCall String
Verb String
LogID String
Different String
EventType String
Description String
TargetAddress String
MaliciousRequestDomain String
RuleType String
RequestURI String
RequestUser String
RequestObject String
ResponseObject String
FileType String
TIType String

IRIFRE: BR=ItE (Ib5R) BRSEAR

i

iy

iyl

iyl

iyl

iyl

iy

iy

iy

hiy|

|

i

iy

iyl

iyl

iyl

iyl

iy

iy

iy

iy

ik

{FRARARZ&ER
~NE: root

EHBHIPEREEID
wBIE: 10001

ENPFIFRIE SR
FBE: policy name

ENPFIFaERRE, ERBIDIRIESRNAS
FBE: hit-strategy

Higg
~NE: ps

PID
BE: 55545

AeEPod3
FBE: pod-name

A&PodID
TIE: pod-id

Httpliaks
& http response

RARAA
FBE: system-—call

B{E2XRverb
~NE: verb

H#&ID

TBIE: ebfofcb5-7472-41c6-b214-1640c1e49117

TERE
FUE: diff

ESLE S
THIE: ERiET

EitiEid
~E: description info

Bifrith (FEREshell)
aBlfE: 10.0.0.1

EEERES (BRTEIMEKR)
BE: risk.example.com

HINIZEEY(FEEKBSAPIREIER)
THIE: REHN

BERER(BREKBSAPIREIFRK)
& /apilvi/namespaces?limit=1

BRIERAF(BFEK8sAPIREER)
A system:unauthenticated

BRITR(BFEKBSAPIREER)
FHHE: {"metadata":""}

RIS (ZF2EK8SAPIREISK)
FBUE: {"metadata":""}

MBI (BRI ENY)
HUE: file

IR (BRRTREIMNR)

=REHL
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O BHE

E=4 ESic] Wik R
~BIE: type

KiRIP(H#K8sAPIRFEIER)
A 132.23..

iyl

SourcelP String

Alertinfo
HERL2EEZIIREIE
#ANTiEOSIA: DescribeAlertList,
B ESid) Wik R

HEID

ID i
String TOIE: alert-f1cb849f1dd9772d

iyl

EBEIR
TONE: (SR

iyl

Name String

HERE
CFW:=f5kE
WAF:WebRzFRS X 15
CWP:EZ2
CSIP:=Z&fiy
~fE: CFW

iyl

Source String

EEER
1=
2:{%fE
3:HfE
4.5
5:f=&
ENE: 1

iyl

Level Integer

Attacker Rolelnfo

i

WEE

iy

Victim Rolelnfo SE=E

IHEEIB(GINKERNESE, base644wi3)
FBE: [{"Key":"address_en","Value":"Amsterdam,Noord-Holland,Netherlands"}]

iy

EvidenceData String

IERE (Flanthiginn)
wfIfE: TCP: 80

iy

EvidencelLocation String

IERIRE
BIE: path/to/vrs

i

EvidencePath String

BXEERE
~E: 2022-06-30 13:14:15

o

CreateTime String

RiE S ZRE
~fIfE: 2023-06-30 13:14:15

iyl

UpdateTime String

HERE

~BIE: 11

iyl

Count Integer

RRERREY
THUE: SHRIEEIUR, FIRGHRIEXIRAGHIEIR

iyl

UrgentSuggestion String

RiaEY
THE: BTREFENZEFRENS, KMIWSHAFIIREERS

iyl

RemediationSuggestion String

QIR

Status Integer & 0: KQE, 1: BRI, 2: ELE
w~E: 1
EEEHMEARY

ProcessType String = eSS

FBIE: NormalProcess

IRIFRE: BR=ItE (Ib5R) BRSEAR £258 H431R



O BAS

E=4 ESid)
Type String
SubType String
Extralnfo AlertExtralnfo
Key String
Date String
AppID String
NickName String
Uin String
Action Integer
RiskInvestigation String
RiskTreatment String
LogType String
LogSearch String

AssetBaselnfoResponse
AT
#HaNT#EOSIA: DescribeCVMAssetinfo,

=t

Vpcld
VpcName
AssetName
Os

Publiclp
Privatelp
Region

AssetType

IRIFRE: BR=ItE (It ) BRSEATF

o

o

i

o

iyl

iyl

iyl

iyl

iy

iyl

iyl

iy

String

String

String

String

String

String

String

iR

EEAS
FBIE: ActiveOutbound

EE
E: TcssOutbound

THIFR

REFE
BIE: aurora.mal.comi#ake

HERH
~flfE: 2024-11-01T00:00:00+08:00

appid
FBIE: 125890

TFETR
wHE: WLER

WFID
~BEIE: 1892113

35
hE: 1

REHEE
FBIE: risk1

gl =
THIE: treatt

=S

~BIE: 3_9

BEOER
TBIE: (event_name:"EEIMEX") AND (date:"2024-11-0100:00:00")

R

vpc—-id
FBUE: vpc-pr0101c

vpc-name
~E: fengqqinfoo

"R
aBE: ENRE2-win

BERR
FHI{E: Windows Server 2012 R2 iErhOhR 64453 HR

2Wip
wHE: 139.155.142.171

AIMip
HE: 172.16.0.9

Hthiay
fB{E: ap-chengdu

]
FIE: CVM

=REHL
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O BAT

=t

Assetld

AccountNum

PortNum

ProcessNum
SoftApplicationNum
DatabaseNum
WebApplicationNum
ServiceNum
WebFrameworkNum
WebSiteNum
JarPackageNum
StartServiceNum
ScheduledTaskNum
EnvironmentVariableNum
KernelModuleNum
SystemlnstallationPackageNum
SurplusProtectDay
CWPStatus

Tag

ProtectLevel

ProtectedDay

AssetCluster
ERFIE

SRS, TBEaEAET
ERIHIPRE

IRIFRE: BR=ItE (Ib5R) BRSEAR

£S5

String

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Array of Tag

String

Integer

P
&rEid
TBIE: ins—ggrnxdwj

KSHE
wBIE: 12

IRO%E
wBiE: 19
HIEME
wBifE: 5

KR RS
wfE: 7

HiREERE
wifE: 8

WebR 8
=BIE: 9

IRSSEE
E: 12

webiEZRHE
wFE: 12

Webim#s
IE: 11

Jar8#=2
~HE: 6

RSB HE
wBifE: 23

HRESHE
TEUE: 24

HREEHE

BlE: 25

RIZERE =
wHIfE: 26

RARREYE
wBiE: 3

FIRGIFAHE

wHIfE: 80

BEFREERE 188K 0 KRR
whE: 4

R
BIE: [{"Name": "andy", "Value"

ik 2]
BIE: HEAAR

i iali S
fiE: 35

: "sigh"}]

=REHL
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O BAS

0:RIEA
1:5RkB5HR
2:5853B5HP
3:B5iPeR
R=IN=1
LRI
6:E0Ek
THHERE

#ANTFiEOSIA: DescribeClusterAssets,

=3

Appld

Uin

Nick

Region

Assetld

AssetName

AssetType

InstanceCreateTime

Status

ProtectStatus

Protectinfo

Vpcld

VpcName

KubernetesVersion

Component

ComponentVersion

IRIFRE: BR=ItE (It ) BRSEATF

ESid

Integer

String

String

String

String

String

String

String

String

Integer

String

String

String

String

String

String

filiR

#HpPid
~fE: 1002532

fAFuin
BHE: 124123362

FAFBRER
=BIHE: nick-test

biich i
+BfE: ap—guangzhou

£EE%id
FBUE: cluster—1we2

=34
=BHE: tke-test

aran
THIE: tke

SERFCIREATE
~E: 2024-08-22 20:52:16

K&
RIE: runing

SEHSIPIRT, mOEs,/ABAETR
SERBSIPIRTS
O:RIEN
1:5RBAIP
2:EB53BAIR
3:fhiPeR
ABANRE
RN
6:E0E
T-HEHRE
=EE: 0

BAEE, THAEXRTEEARERER
=BIHE: errorinfo

FABERLEId
FBE: vpc-w24et

TAEREE
FBE: vpc-default

kuberneteshiZ
wEIE: 1.0.1
ETRYER M
FE: nginx

ETRIBMHRRA
wBIE: 1.01

=REHL
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O BAT

=t

ComponentStatus
CheckTime
MachineCount
PodCount
ServiceCount
VulRisk

CFGRisk
CheckCount
IsCore
IsNewAsset

CloudType

AssetClusterPod
B podFlE

B

String

String

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

Integer

#ANT#EASIA: DescribeClusterPodAssets,

=t

Appld

Uin

Nick

Region

Assetld

AssetName

InstanceCreateTime

Namespace

Status

IRIFRE: BR=ItE (It ) BRSEATF

B

Integer

String

String

String

String

String

String

String

String

R
BERE

REME: running

A iEadiE

~fIfE: 2024-08-22 20:52:16

KEXENH
E: 1

XBtpod#
~BE: 0

XHBfservice#
HE: 4
imEMEE
wENE: 2

EEE XIS
BIE: 1

Lk
BUE: 1

ZEZD: 1, 230

BUE: 1

BEIEFE 130
~EE: 1

=EFFHER: 0: Bifl=, 1: aws, 2: azure

HUE: 0

iR

HFid
A 13022151396

F#HAFuin

fE: 1000217891459

FAFERER
RE: nickname

bt

=E: ap—guangzhou

pod id

FHIE: 002a244ad33cb024s246c01b91ae63a9

pod&#R

FE: kubernetes—proxy—-6dd4f2b74-mqfdn

podeUzEagia)

wfE: 2024-08-22 21:45:10

BR=(E
FHIE: default

FFE: Running

=REHL
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O BAT R

2 ESid) Fiiipay
. &E8id
Clusterld String =BUE: cls—0hdxu91s
. EBEIR
ClusterName String RME: cluster-name
_ ) F#lid
Machineld String RBIE: ins—mldxc7ds
_ . Fi3Z
MachineName String TIfE: cluster-node-10.26
Podl Strin pod ip
p 9 TBIfE: 10.255.1.8
. XBxservice#
ServiceCount Integer STBIME: 1
_ KEXBRH
ContainerCount Integer HE: 3
. . 2Mip
Publiclp String FHIE: 106...220
_ . PIRip
Privatelp String FHIE: 10.255.1.8
IsCore Integer EERL: LD, 23HAG
9 wBIE: 1
BEIETT 15
IsNewAsset Integer TAEIE: 1
AssetinfoDetail
BEEERETs
#aNT#EO5IA: DescribeSearchBuglnfo,
F=4 ESicl 3%
i FPappid
AppID String FBUE: 125000001
_ CVEHE
CVEId String f5fE: CVE-2012-0023
2R, OAKRREE, 1ETHRHE, 213, 3RETHE
IsScan Integer = .
wNE: 1
EINEFHE
InfluenceAsset Integer TENE: 45
) KIESEFHE
NotRepairAsset Integer =~EE: 33
KBSIFEFEHE
NotProtectAsset Integer E: 24
. {£531D
Tasklid String FBUE: mis—qbskll7i
ESEDLL
TaskPercent Integer RBIE: 100
TaskTime Integer S

~BIE: 1630291892

IRIFRE: BR=ItE (It ) BRSEATF ££263 #431|



O BHS

=t ESis) iR

ScanTime String AfEtE

AssetinstanceTypeMap
BRI
#WANT#EOSIA: DescribeCVMAssets.,

E=4 ESicl
Text String
Value String

InstanceTypeList Array of FilterDataObject

AssetTag
BLPOEFIRE

~pE: 2022-1-12

mREHh

ik

IS
FHIE: keyl

TS
EHE: valuel

SIS E S P
HE: [{"Text":"name1","Value":"value1"}]

#HANTEOSIA: CreateDomainAndlp, CreateRiskCenterScanTask, DeleteDomainAndlp, DescribeAssetViewVulRiskList,
DescribeDomainAssets, DescribePubliclpAssets, DescribeRiskCenterAssetViewCFGRiskList, DescribeRiskCenterAssetViewPortRiskList,
DescribeRiskCenterAssetViewVULRiskList, DescribeRiskCenterAssetViewWeakPasswordRiskList,
DescribeRiskCenterPortViewPortRiskList, DescribeRiskCenterServerRiskList, DescribeRiskCenterVULViewVULRiskList,

DescribeRiskCenterWebsiteRiskList, DescribeVulViewVulRiskList.

E=4 ESid] Wik
TagKey String &
TagValue String &
AssetViewCFGRisk
Bt ENE

#aNT#ENOSIA: DescribeRiskCenterAssetViewCFGRiskListo

E=4d ESid] 3%

ld String ;J'IE{E_U};: 067691ed696bf9
CFGName sting  ZpE . ammrwemmmmmRR
CheckType String gﬁ::ﬁgmﬁ%ﬁ -

Instanceld String =fid

=BIE: 1000*

&

Inst N i
nstanceName  String BIE: inscance-name

. SCf SR
Inst T St
nstanceType ring =BIE: 2
AffectAsset String &=

IRIFRE: BR=ItE (It ) BRSEATF

FEMkeylE,AURFE. 8F. TH&E
THE: tag-key

rERvaleld,JURFE. ¥F. T
BilE: tag-value
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E=4 ESid)
Level String
FirstTime String
RecentTime String
From String
Status Integer
CFGSTD String
CFGDescribe String
CFGFix String
CFGHelpURL String
Index String
Appld String
Nick String
Uin String
Clbid String
AssetViewPortRisk
BERANIROREIIR

3%
RBIE: ins—wr33tu

KSR, low—{&E, high-&f&, middle-#fE, info-1&%, extreme-F=&,
RBIE: high

BENRIRRATE
~HIE: 2024-06-30 16:19:03

IR IRRATE
~IfE: 2024-06-30 16:19:03

iR
THIE: ZREEE

HUE: 0

BxE
TBIE: BEREL

BEI¥E

THIE: MRKSHER, SHZEFSHIREEESNRZENE, BREFAHENKSERIRM TR

BetEo

(E2=1EDY

=REHL

BRI, PEEKSHEEER

TEIE: BWEIZENIKSHEERRP, BEREERAMFARTERRIP. A& “GIELE” , #ARSRE, RHEERRPEN

ISR, FRREFRP, BVERA ‘ENMFASSERE” o
FEENSZ AL bESE
FBE: http://example.help.com

AliR{ERAZESI
BE: index—-value

FPRappid
TBIE: 130

FARIEHR
B{E: nickname

FRuin
BE: 1000***

SEFEBALBLANHE, BRZFER, HEEMEHFIILB
BE: 1b-1212

WANTFIEOSIA: DescribeRiskCenterAssetViewPortRiskList,

=2

Port

AffectAsset

Level

InstanceType

Protocol

ESid ik
Integer .
9 wBIE: 21
. Ay
String FOUE: 1114
Strin KIEEER, low—{&R, high—-=f&, middle-#1&, info—1&%, extreme-F=&,
g BIE: high
Strin Hen
9 FBIE: CVM
String i

FE: tcp
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E=4d ESic] 3%
. A
Component String FHUE: Nginx
. . BRSS
Service String FHUE: http
. . RIEiRGIATE
RecentTime String FHIE: 2022-10-10 00:00:00
N . BERIRBIRTE
FirstTime String RBIE: 2022-10-10 00:00:00
Suggestion Integer AEEEW OFRIFIA . 1BRFAIE . 251%8im0
99 9 wHE: 0
Status Integer RS, OKRIE, 1ERAE. 2828, 3T
9 wIE: 0
. KF&EID
ld String FOIE: id-ae23*
. RIIRERS|
Index String FIE: index-wsx215
. sEflid
Instanceld String SEIE: ins-wer2
. flE
InstanceName String FBIE: instance-name
. FFappid
Appid String TOIE: 22341626
. . FRRIR
Nick String BHE: nickname
: . FARuin
vin String RBUE: 100000012
From Strin RBUSKIE, FAERERE,
g wHE: 0
. . BR53%I%E, high_risk_service &f8lk33 web_service webBks3 other_service EfthiRsS
Servicedudge String — .
A high
RE, OFKLIE, 1BRE. 2C2EE. 3=MHEMIF. 4TELIE
XspmStatus Integer — i
~BIE: 0
AssetViewVULRIisk
Bl fARRREITR

#ANTIEOSIA: DescribeRiskCenterAssetViewVULRIiskList.

& = ik
AffectAsset String &=

wEHE: 1.1.1.1

KIEEER, low—{&RE, high-=f&, middle-#1E, info—12%, extreme-F=&,

Level String
FBE: high
. il
InstanceType String FBIE: CVM
Component String A

EHE: Nginx
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Service
RecentTime
FirstTime

Status

Index
Instanceld
InstanceName
Appld

Nick

Uin

VULType

Port
Describe

AppName
References
AppVersion
VULURL
VULName
CVE

Fix

POCId

From

wm

String

String

String

Integer

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

String

ik

BRSs
RBIE: HTTP

RIRIRRYATE
flfE: 2022-10-10 00:00:00

BNRIRRYATE
~flfE: 2022-10-10 00:00:00

K&, OKRLE. 1EL4E. 28288
HE: 0

KFEID
~BHE: id-wscq142

RIIRERS|
FUE: index—hfrr

SEflid
=BIE: ins—f9184c

=ZpiE
RBIE: andy

FRFappid
IfE: 1250000001

FAFRTR
FBHE: nickname

FRuin
f5E: 100011001

AR
TOUE: SLEN

iwa
=~BIE: 80

iR

=REHL

TBE: libwebpR—1"WebPEISIEAIRIIFAEEE. libwebp 1.0 1 ZRIMNRAFEE DX ERFR. &iRRERET

WebPMuxCreatelnternal FFEZEGER , MBS SHRS TR

B A EES
TBfE: OpenSSH

BER&E
FBIE: http://ref.com

iR IR
=BIE: 1.0

MBS =
~ENE: https://lexcample.com

HEHEE=A
TBIfE: OpenSSH @&<iEANRIE(CVE-2020-15778)

cve
=~fE: CVE-2016-3115

BEHE
THUE: EREEFTPIRS, ERER TtpREEINGE, REBERED, REEFAFPNESHIRS.

pocid
FBIE: poc-2003

kiR
UE: 1
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i % sk
CWPVersion Integer ;ig:]’gass

IsSupportRepair  Boolean izéﬁﬁéﬁ

IsSupportDetect  Boolean igé??m

instancelli | String iﬁﬂ«“;f'im 84c15-9721-456d-8ca0-4263967bSead
Pevioad string ggjféfﬁOpenSSHl&o

EMGCVulType Integer FSiREER, 1-HIiFE, 0-IENSiFR

hE: 1

AssetViewVULRiskData

EFEUANRRNEITISR

WANTIEOSIA: DescribeAssetViewVulRiskListo
B ESid) iR

FEEF=

AffectAsset String FEUE: 1111

RIEER, low—-{&E, high-5f&, middle-#1E, info—12R, extreme-F=&,

Level String FBUE: high

InstanceType String i;ﬂi’%CVM

Component String ggﬂg: Nginx

RecentTime String iﬁ?uﬂzﬁgz—m—w 00:00:00
FirstTime String i;ﬁguﬂzﬁiz—m—m 00:00:00
St nteger :Z{,E?sﬁomg\ WRCERE. 2ERM, 3BLE , 4 &&$, 500t , 6BsERE
Riskld String :E:ED: id-dffe78de
Instanceld String igﬂ}; ins—c808d32
InstanceName String igﬂg P

Appld String g;{aap:p;dzsooooom

Nick String g;;:gfmnickname

Uin String ?E};" 100000001

VULType String iy

TBIE: SSEN
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i xm sk
. iwa
et sting FHE: 80
TR
AppName String A DL

=HE: OpenSSH

imiRRImRRA

AppVersion String wEIE: 1.0
) oA
VULURL String BIE: https:/excample.com
) imEEm
VULName String TBlfE: OpenSSH &<$iENRR(CVE-2020-15778)
) cve
CVE String xIfE: CVE-2016-3115
POCId Strin pocid
g Bl{E: poc-2238
. KR
From String wBHE: 1
) FEHRRAS
CWPVersion Integer TEIE: 3
. Zfluuid
InstanceUUID String FBIE: f9184c15-9721-456d-8ca0-4263967b5ead
) W
Payload String =E: OpenSSH/8.0
NSiRREER, 1-H2iFEE, 0-IFNSRR
EMGCVulType Integer TEIE: 1
CVSSiEn
cvss Float wHIE: 8
. AliRZRSlid
Index String IfE: 78de8b51
PCMGRId Strin pemgrid
g =BE: pcmgr-10003
) &&id
Logld String wBHE: rpt-qq214
) 1£55id
Taskld String FBIE: rmis—er245
. iREREE
VulTag Array of String FBIE: ["high","sigh"]
. ] . imiEiREERTE
DisclosureTime String FBIE: 2020-01-0100:00:00
WERE
AttackHeat Integer THIE: O
IsSuggest Integer EEBERmE, 0T
99 9 wHE: 0
. LEESID
HandleTaskid String FEIE: id-ddew?2
_ . S|ZRR
EngineSource String FBIE: vss
VulRiskld String ESRRREId(FLRMiREEEIRIskId)
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=3 bS] ik
=BIfE: id-5532s

HiREREId

TvdID String STEIE: TVD-1215

EETL—82AME, 1-7EL, 0-F=LL

IsOneClick Integer wFIE: 0

2&POCHH, 0-3EPOC, 1-POC

IsPOC Integer =@iE: 0

AssetViewWeakPassRisk
BENANEOSRE

#ANT#EO51A: DescribeRiskCenterAssetViewWeakPasswordRiskList.

E=4i ESidl 3%
HImE
AffectAsset String e

~ENE: 1.1.1.1

KIEZEE, low—-{&E, high-5f&, middle-#f&, info—i27R, extreme-F=&,

Level String FIE: high

InstanceType String ?Z{;‘;:ﬂCVM

Component String i:;ﬂ:{ﬁ: Nginx

Service String ETEE{E: HTTP

RecentTime String iﬁgu;ﬁz—m—m 00:00:00

FirstTime String i;ﬁgu;ﬁz—m—m 00:00:00

Statue Integer Jicﬁ, ORI, 1ELE. 2E28
=~BE: 0

Id String %}éﬁ?ﬁﬁzm

Index String 2zﬁz?lindex—ast32

Instanceld String ::gﬂ}; ins—*

InstanceName String ::gﬂz instance-name

Appld String g;”a;pgo”**

Nick String ;E;J?g*:mnickname

Uin String ;E;J;gn 100%**

PasswordType String ﬁazﬁfp BOs

From String :gj{ﬁ 0
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. miREn
VULType String TOIE: O
. imiRurl
VULURL String FOUE: ftp:/132.134.% *ffile
. . E3=FE30
Fix String FOUE: BEIEEEE
. JEAR
Payload String ~BIE: password info
iwa
Port Integer FOIE: 22
BuginfoDetail
RREEER
#HANTF#EOSIA: DescribeSearchBuginfo,
2R R ik
imRRS
Id Integer TOIE: 1
. imiE¥Rpocld
Patchlid String RIE: pemgr-2003
. imR&
VULName String FOIE: sqlEA
. iEEEEME: high,middle, low, info
Level String FBIE: high
. cvssits
CVSSScore String FOIE: 7.8
. cvelRs
CVEId Sting  —piE: CVE-2012-2003
. AR
Tag Sting  ZmE: [PoC"]
VULCatedor Inteqer A2, 1:webrf, 2:ZGANGRR, 3:RENKE
gory 9 ROHE: 1:webRif, 2:RKGEHRR, 3BENR
IR INRE
ImpactOs String RiREIRE S

FHIE: windows

imiERImLa

ImpactCOMPENT String FHIE: apache

. . imiRRImhRZAS
ImpactVersion String FEIE: 1.0
. e
Reference String SOIE: RS
VULDescribe String imiEER
Fix Strin e
9 wBE: 115248 Apache Skywalking BRSZ3I/MNRMFEIEIE; \n2. B EiGIaKSEBHRRAEMSERAES.

FRXFIRE, ZhRE
ProSupport Integer FEIE: 1

B\, 3
IsPublish Integer | =olrt, OBRER, 1508%

THE: 0AKER, 1AK%
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& xm ik
ReleaseTime String FRHRSE]
CreateTime String BUEZRIE
UpdateTime String EHRRTE
SubCategory String RT3
CVMAssetVO
ENE=ER

ENBFIPRERE, TORER, ALRER
DREE

: EftihRREA

: BB

1 BAVERRGIAHR

: TEARRRBAHAAR

BE%

1 BXM

#ANT#EOS1A: DescribeCVMAssets,

E=4 ESid)
Assetld String
AssetName String
AssetType String
Region String
CWPStatus Integer
AssetCreateTime String
Publiclp String
Privatelp String
Vpcld String
VpcName String
Appld Integer
Uin String
NickName String
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iyl

il

i

o

oy

iyl

iyl

iyl

iyl

iyl

iyl

=~fIfE: 2023-03-14 20:29:41

=~BIE: 2023-03-14 20:29:41

~EE: 2023-03-14 20:29:41

BIE: KESRIE

R

&rEid

TBE: ins—cvifvs
&EE

wEHE: MiX-ZER

]
FHIE: CVM

ko
~E: ap—guangzhou

FAPIRTS
aBiE: 1

afpclbe N[
w~fE: 2024-10-28 19:27:43

2[IP
BlE: 139.155.142.*

FARIP
~FIE: 172.16.0.9

vpc id
~E: vpc—-prOwcl5e

vpc &
~FE: fengqianfoo

appidiE2
HIE: 130239621195

FRuin
51E: 10001481252093

BRRFR
=Bl{&E: nickname

mREHh
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E=4 Sl Wik iR

AvailableArea String a gg?ﬂé Bi—&

IsCore Integer a izélb,]

Subnetid String & ;?;J;; subnet-hn32qgp5

SubnetName String & ;?;JE fengsub

InstanceUuid String & ggﬁz:g:g?gl;zl—%26—4660—ac4e—c281dba1b23f
InstanceQUuid String a ?;2 :Cz\alz“g;l;g)e—m26—4660—ac4e—c281dba1b23f
OsName String & ;;TE: Windows Server 2012 R2 g bR 644532 kR
PartitionCount Integer & ggj{g: 5

CPUinfo String & ;p{;ljf{ifl:%AMD EPYC 7K83 64-Core Processor
CPUSize Integer & :T:F;;Jl{j;:]\z

CPULoad String & ;ﬁ;}g‘?ﬁ**u

MemorySize String & ;T:HD;’J\ 4GB

MemoryLoad String & ;T;Eﬁ3 4.21%

DiskSize String a f_iﬁgd\ 49GB

DiskLoad String & gﬁgfﬁzgjg%

AccountCount String & TTEE_IJE 5

ProcessCount String & ﬁﬁz 17

AppCount String & ggjgmzz

PortCount Integer & ?{zgnm

Attack Integer & gﬁg‘:ﬁs

Access Integer & ?ﬁ;gqo

Intercept Integer & gﬁg&to

InBandwidth String & ;ﬁgﬁfbﬁps

OutBandwidth String = HEEETS
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=t E5id] Wik R
afIfE: Obps

. - ANBRITRE
InFlow String & =@ifE: 0B
. - HERitiRE
OutFlow String & =pifE: 0B
. . - RIEERTIE
LastScanTime String S FUE: 2024-08-07 10:01:01
EREE
NetWorkOut Integer & ﬂyué?ﬂgl\n*
. - RO MBS
PortRisk Integer B =pifE: 5
VulnerabilityRisk Integer & iggm,]
ConfigurationRisk Integer & ﬁjgw’z
- RIEESH
ScanTask Integer S =GIE: 3
IR
T =
a9 Array of Tag = FBIE: [{"Name":"name1","Value":"value1"}]
. — memberld
Memberld String S XpE: mem-dsb25dg10u245
. = oSEFR
Os String | JUE: Windows Server 2012 R2 MiBFHR 64
RiskExposure Integer & gﬁg%gﬁ@
BASAgentStatus Integer = BEIRETRRES . ORNEFERZE, IRRERER, 2HFEEE
w~BIE: 0
B &
IsNewAsset Integer & :TTJ{;MEF? 00 i
o=t f =t M=t
CVMAgentStatus Integer & S}{;:JE?E gté 2:3800
- 1: 78 O:KF B
CVMStatus Integer a SBIE: 0
DefenseModel Integer = 1:EPIRERE 0: KEK 2: Agentless
- whilE: 0
. 4 . 4
TatStatus Integer & ;:azﬁ (()) R
Array of CputiE
CpuTrend Element & TBIE: [{"Key" "2024-10-29 07:45:16", "Value": "0.5208333" }, { "Key": "2024-10-29
23:43:52", "Value": "0.26041666" } ]
Array of B s .
MemoryTrend Element & FNE: [{"Key": "2024-10-29 07:45:16", "Value": "24" }, { "Key": "2024-10-29 23:43:52",
"alue": "32" } ]
AgentStatus Integer & j_;yﬁ]{;ntgiﬁ O:agentits 2: TS
N
CloseDefenseCount  Integer & ;gg?ﬂfiﬂu\ﬁ
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=t E5id] Wik R

BITIRES

1 =
InstanceState String a FBIE: RUNNING

Array of REEHIE
String TBIE: ["sg—1cga","sg-c1fr']

o

SecurityGrouplds

MIERFSEKB
wBifE: 0

oy

AgentMemRss Integer

CPUERZESEL
wBiE: 0

iyl

AgentCpuPer Float

cvmEIEFTERappid
BIE: 0

iyl

RealAppid Integer

=RFFER: 0: Bifl=, 1: aws, 2: azure
wBIE: 0

iyl

CloudType Integer

NGRS
D RRE
1 EftkRBAIF
1 BEIRBGIAR
1 BALRRBAIAR
: HEARRRBAHA AR
: BB
T BEM
TBIE: 0

ProtectStatus Integer

iyl
OO0 wWN-=0O

REE&AE

OfflineTime String TEIE: 2024-08-07 10:01:01

iyl

ClbListenerListinfo
clbseflFnisrss=a
#WANTFIEOSIA: DescribelListenerList,

E=4 HE i

Listenerld String ;t?;?;i:dlbl—ﬁg%cog
ListenerName String ;tug,:{%;;gz(amme_top
LoadBalancerld String giﬁgfzﬁ:S—erchbZ
LoadBalancerName String ?‘zgiﬁiﬁx_name
Protocol String Z,—EE‘;{E: HTTPS
Region String gfi;ju{g: sg

Vip String ?ng&f7159
VPort Integer ii‘f{l;}{g: 443

Zone String iz{g; ap-singapore—4
NumericalVpcld Integer kB mEid

~fIfE: 1004124553
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E=4 ESicl 3%
. ikl
LoadBalancerType String FIE: OPEN
Domain Strin TR
9 BlfE: echol.example.top,echo2.example.top
. . RHEES
LoadBalancerDomain String FBIE: Ib-d24ssr-142edaa.sg-tencent.comclb.
CloudCountDesc
SEWPFHIHER

#WHNTF#EOSIM: DescribeOrganizationinfo,

E=4 ESic) Fizipa
0ERTBNE
CloudType Integer 1RFAWS
=BIE: 0
TPEE
CloudCount Integer FIE: 10
e S e
CloudDesc String HEIRSEEE

FENE: AWS

DBAssetVO
db&EF= IR
#aNTiENO5|A: DescribeDbAssets,

&7 e L

Assetld String i;;;; postgres—n3rvf26b

AssetName String igg Unnamed

AssetType String ?jy;::ﬂPOSTGRES

Vpcld String vpeid .
REE: vpc-ewflaiej

VpcName String Y—,—-f){;:ug%vpc—name

Region String 25@; ap—guangzhou

Domain String ﬁgﬂs: foo.example.com

AssetCreateTime String ?gg%ﬁi—m—so 16:17:21

LastScanTime String iﬁ:;iﬁg24—o1—3o 16:17:21

ConfigurationRisk Integer §§2ﬁ1

Attack Integer ?ﬁzi
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Access Integer A
9 wE: 1
HiEES
ScanTask Integer ENE: 1
FPappid
Appld Integer FBIfE: 133023962095
_ . FARuin
Uin String E: 100014592919708
_ ) IRFRRBIE
NickName String RBIE: nickname
. [m}
Port Integer ﬁ?ﬁ“{g 0
[T
Tag Array of Tag TBIE: [{"Name": "new", "Value": "sign" }]
- . AIMip
Privatelp String BIHE: 192.168.222.12:5432
. . 2Mip
Publiclp String THIE: 58.221..:5342
Status Integer MEE: 1
=E&D
IsCore Integer TEHE: 2
BEEFT 15
IsNewAsset Integer HE: 1
DataSearchBug
mEREEER
#WANT#O51A: DescribeSearchBuginfo.
E=fd ESicl 3%
. IREEIRE
StateCode String SHE: 1
Array of e
DataBug BuglnfoDetail RN
IRARINEFEE
DataAsset  ~rrayof wHIE: {"ApplD":"12435623","CVEId":"CVE-2012-
atansse AssetInfoDetail 0023","IsScan":1,"InfluenceAsset":45,"NotRepairAsset":33,"NotProtectAsset":24,"Taskld":"mis—
qbskll7i","TaskPercent":100,"TaskTime":"1630291892","ScanTime":"2022-1-12"}
- ~ = =7
VSSSean Boolean t_rueﬁ_?%ﬁ?mo falseAZiF3HE
FBIE: true
. OARZHF, 145
CWPScan String FEIE: 0

CFWPatch | String 1RSSR T, ORBRER

HE: 1

0F =I5, 128
WafPatch Integer FEHE: 0
CWPFix Integer o

fUE: 0
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Array of PRSTIRS
DataSupport y BHE: {"VSSScan":true,"CWPScan":"1","CFWPatch":"1","WafPatch":1,"CWPFix":1,"Cveld":"CVE-
ProductSupport "
2024-1889"}
Cveld String cveld

+BfE: CVE-2024-1587

DbAssetinfo
db&EF=ifiE
#WANTiEOSIA: DescribeDbAssetInfo,

& s i
CFWStatus Integer ;ﬁgﬁ
Assetld String :T&;;;;; db-2das35
VpcName String ;_fﬁ(ljgl:%foo—name
AssetType String izﬁé%mvsm
Publiclp String ;i\:?u;g: 124...27
Privatelp String ;é?u;g: 172.9.0.16
Region String a-ﬂ_ij\,{i;jﬂ{ﬁ: ap—guangzhou
Vpcld String i—:_f{;ugl:%vpc—3z3f1y51
AssetName String izg TWit-name
CFWProtectLevel Integer ;zig})ﬂﬁﬁii
Tag Array of Tag ;{gu{{i% [{"Name":"andy","Value":"1"} ]

DomainAssetVO

EHEEe=

WA F#EOSIA: DescribeDomainAssets,

& xn L

Assetld Array of String ;_ﬁ;z;; ins—1c2xg7v
AssetName Array of String igg namet
AssetType Array of String iz?;ﬂ domain
Region Array of String i

~FIE: ap—guangzhou
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WAFStatus
AssetCreateTime
Appld

Uin

NickName
IsCore

IsCloud

Attack

Access
Intercept
InBandwidth
OutBandwidth
InFlow

OutFlow
LastScanTime
PortRisk
VulnerabilityRisk
ConfigurationRisk
ScanTask
SubDomain
Severlp
BotCount

WeakPassword

WebContentRisk

®m

Integer

String

Integer

String

String

Integer

Integer

Integer

Integer

Integer

String

String

String

String

String

Integer

Integer

Integer

Integer

String

Array of String

Integer

Integer

Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

g

Wafikz
wBIE: 1

Er-tUEadia)
~fIfE: 2024-08-3106:01:18

Appid

BIE: 130232196995
WSid

+BIE: 1000145929197008

WSZHR
=BE: foo-name

&L
whE: 1
2Bz LE~
BUE: 1

ML
~EE: 1

F&ihiE
UE: 1

PILEI=E
~E: 1

NUIE{ETEE
~IE: Obps

HikIEERHE
~E: Obps

NIBZRITRE
~fIE: Obps

HiGRitiRE
A Obps

RiEAERE
~fBIfE: 2024-08-3106:01:18

iR
w~BIE: 1
iR
whE: 1

BeEME
w~BE: 1

EESS
ifE: 1

fh&
RffE: echo3.example.com

f&tfrip
wBIE: ['23...%","1.1.%.1"]

botWHH =
~E: 1

BOSKE
~ENE: 1

=REHL
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O BT R

E=4d ESicl 3%
~BIE: 1
tagtn
Tag Array of Tag ~BE: [{"Key":"name1","Value":"value1"}]
. KEXSEfIZER
SourceType String FEIE: A
. memberldiZ&
Memberld String FBE: mem-c1g2e3dxa5xv96
cclith
CCAttack Integer FHIE: 1
webXi#E
WebAttack Integer FEIE: 1
. . RISIRSREL S
ServiceRisk Integer HIE: 0
REMET 13
IsNewAsset Integer FHE: 1
. . . FRAR TR =Ri%S
VerifyDomain String FHIE: domain®
. . FRARFENTXTICRRE
VerifyTXTRecord String FOUE: verify*
. FHRARFRIMERTS, 0-fFAE, 1-INERTD, 2-IAER, 3-txUAERY, 4- ATINEXRY
VerifyStatus Integer —
BIE: 0
botisia# =
BotAccessCount Integer FEIE: 0
Element
#its8
#HINTF#EOS|MA: DescribeCVMAssets,
E=4 ESit) Wik iz
) GiteE
==
Key String = TOIE: keyl
) FTIR
=
Value String = TBIE: valuel
Filter

JiRENRORARfilter 20, BRXMELREMEEEDITR

#anTEOSIA: DescribeAlertList, DescribeAssetViewVulRiskList, DescribeCVMAssets, DescribeClusterAssets, DescribeClusterPodAssets,
DescribeDbAssets, DescribeDomainAssets, DescribeGatewayAssets, DescribeListenerList, DescribeNICAssets,
DescribeOrganizationUserInfo, DescribePubliclpAssets, DescribeRiskCenterAssetViewCFGRiskList,
DescribeRiskCenterAssetViewPortRiskList, DescribeRiskCenterAssetViewVULRiskList,
DescribeRiskCenterAssetViewWeakPasswordRiskList, DescribeRiskCenterPortViewPortRiskList, DescribeRiskCenterServerRiskList,
DescribeRiskCenterVULViewVULRiskList, DescribeRiskCenterWebsiteRiskList, DescribeScanReportList, DescribeScanTaskList,
DescribeSubUserInfo, DescribeSubnetAssets, DescribeTaskLogList, DescribeUebaRule, DescribeVULRiskAdvanceCFGList,
DescribeVpcAssets, DescribeVulViewVulRiskList.

- xm Bt
o - BiHERE
Limit Integer = wBIE: 10

IRIFRE: BR=ItE (It ) BRSEATF £5280 #431:



O BHS

E=4 ESid) Wi
Offset Integer &
Order String a
By String a

. Array of =
Filters WhereFilter =

StartTime  String

iyl

iyl

EndTime String

FilterDataObject
EREIERR

mREHh

ik

RS UE
wfIfE: 0

HiFRAAFIE2MER Fasc [ desc
FHfE: Desc

THIFRFER
=BIE: insert_time

TRSIRAE
FE: [{"Name": "Status", "Values": [ "0" ], "OperatorType": 7 }, { "Name": "Uin", "Values": [
"00065" ], "OperatorType": 7 } ]

HiEX, BFERERE
TBE: 2022-05-23 16:42:22

X, BEERERRE
TBIE: 2022-05-23 16:42:22

#ANT#EOS1A: DescribeAssetViewVulRiskList, DescribeCVMAssets, DescribeClusterAssets, DescribeClusterPodAssets, DescribeDbAssets,
DescribeDomainAssets, DescribeGatewayAssets, DescribeNICAssets, DescribeOrganizationUserInfo, DescribePubliclpAssets,
DescribeRiskCenterAssetViewCFGRiskList, DescribeRiskCenterAssetViewPortRiskList, DescribeRiskCenterAssetViewVULRiskList,
DescribeRiskCenterAssetViewWeakPasswordRiskList, DescribeRiskCenterPortViewPortRiskList, DescribeRiskCenterServerRiskList,
DescribeRiskCenterVULViewVULRIiskList, DescribeRiskCenterWebsiteRiskList, DescribeScanTaskList, DescribeSubUserlInfo,

DescribeSubnetAssets, DescribeUebaRule,

E=4 ESic]
Value String
Text String
GateWayAsset
RIXE=

WINTF#EOS|IM: DescribeGatewayAssets.

B

Appld

Uin

Assetld

AssetName

AssetType

Privatelp

Publiclp

IRIFRE: BR=ItE (It ) BRSEATF

DescribeVULRiskAdvanceCFGList, DescribeVpcAssets, DescribeVulViewVulRiskList,
Fiiipay

BEINENIR
FHE: finish

HRIZENE
BUE: (ES55R

% =

] appid
String R=EIE: 1300848851

) uin
String BIE: 100011949811
Strin 20

9 RBIE: cfwnat-ab99957b

] BrEa
String TBIE: asset-name
st BrRE

ring REE: NATFW

] FAFip
String wEIE: 172..22.

AT H

String o

~EE: 1.*.130.
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O BHE

E=4 ESicl 3%
Region St
ring FBI{E: ap-shanghai
. FABERLEId
Vpcld St
nng FBIE: vpc—-dfell
VpcName String #i\ﬁlﬂ_légg
BIE: vpchame
rEE
Tag Array of Ta —
y 9 FBIE: {"Name": "tag-key", "Value": "tag-value"}}
OutboundPeakBandwidth String %ﬁm%ﬁ%%
~E: 272.00bps
InboundPeakBandwidth String )_\ﬁmgﬁﬁﬁ
FBIE: 1.75Kbps
OutboundCumulativeFlow String %ﬁﬁgﬂ.ﬁ%
=BIHE: 38.67KB
InboundCumulativeFlow Stri NESIRE
nng FUE: 352.00KB
BT
NetworkAttack Int: -
nteger wIE: 0
ExposedPort Int: e
neger IfE: 0
ExposedVUL Int: BRI
neger wBIfE: 0
ConfigureRisk Int: et
neger wpIE: 0
CreateTime String almnA
BHE: 2022-11-28 01:30:55
E2=51
ScanTask Int: f
nteger wIE: 1
LastScanTime String Eiiﬁﬂﬁﬂjﬁl
BIE: 2022-11-28 01:30:55
Nick Stri a
ning FBIE: nickname
. i bild
AddressIPV6 St ipv6it:
rng TBUE: FFO1::1101
B i
IsCore Int: =EEL
neger wBifE: 0
RiskExposure Int RS R
P nteger BIE: 0
ERRr 15
IsNewAsset Int i
nteger wEIE: 0
LS
Status Stri RIS
nng FBE: normal
EngineRegion String ISEEQ@*H;M@
~E: ap—guangzhou
IpAssetListVO
ipFlE

IRIFRE: BR=ItE (Ib5R) BRSEAR ££282 #431|



O BHE

WA TF#EOSIA: DescribePubliclpAssets.

& %z i
Assetld String i{?;;; eip—-jovqh7k7
AssetName String ?{?;%a;m;mmuﬁz—win
AssetType String i{?;:gg.p
Region String g?ﬂﬁ: ap-guangzhou
CFWStatus Integer ??ﬁgﬁ
AssetCreateTime String izg:@;ﬁgs—ﬁ—m 14:32:40
Publiclp String ;é:;'?]:g 139.155.*.171
PubliclpType Integer gz;;;‘é%“
Vpcld String ;z;:“g: vpc—prOwcl5e
VpcName String ;z;z vpchame
Appld Integer a_ppid

~E: 1302309629195
Uin String i—!i;fé? 1000145392921878
NickName String :E]{a: nickname
IsCore Integer g};}g: 1
IsCloud Integer ,_;{Jﬁljﬁ: 1
Attack Integer ?;f;:;551
Access Integer lgjégiﬁiﬂ

BIE: 1
Intercept Integer ?jfuga,l
InBandwidth String ;Eﬂg?ﬁobps
OutBandwidth String ;EE:EObps
InFlow String ;{r;}%;ﬁobps
OutFlow String ;g}%;ﬁobps
LastScanTime String SRR

mBIfE: 2024-10-30 05:02:29

IRIFRE: BR=ItE (Ib5R) BRSEAR $£283 #431\



O BHE

& s Rk
_ b m g
PortRisk Integer EIE: 1
I imiE MBS
VulnerabilityRisk Integer FHIE: 1
) ) ECEME
ConfigurationRisk Integer EIE: 1
HiEEs
ScanTask Integer EE: 1
5BO¢
WeakPassword Integer TIE: 1
) HERE
WebContentRisk Integer TIE: 1
Ta Array of Ta i
g y 9 TFIE: {"Name": "tag—name", "Value": "value"}
) eipE
Addressid String TBIE: eip—jovgh7k7
) Memberld{E2
Memberld String aBI{E: mem—-1g04ca5wfqafca
_ RBSARSS R 5E
RiskExposure Integer TAEE: 1
BEME 15
IsNewAsset Integer REME: 1
. BFEMERES, 0-FHAE, 1-IAERY, 2-AETR, 3+-IAEXM
VerifyStatus Integer = .
BIE: 1
KeyValue
KeyValuexd
#WANT#O51A: DescribeAlertList.
&7 = - faid
_ FEB
=
Key String = aBIE: key
=)
. =
Value String = FHIE: value
NICAsset
P&
#WANT#EO51A: DescribeNICAssets,
E=4 ESid) F1::3% 3
. appid
Appld String FIME: 1311843551
. . uin
Uin String FHIE: 100011944446
Assetld String o

TBEHE: eni-4r05miwj

IRIFRE: BR=ItE (It ) BRSEATF ££284 H431R



O BHE

E=4 ESic] 1%

AssetName String i;g R

AssetType String i;i:ﬂENl

Privatelp String EE};: 172.16.0.6

Publiclp String ;i\:gif;: 10.4..

Region String gg{ﬁ: ap-guangzhou

Vpcld String ;éggfgi?pc—hbeswﬁ

VpcName String Eggf’é:ague—vpc—Z

Tag Array of Tag gﬁfﬁ: {"Name": "tag-name", "Value": "tag-value"}

OutboundPeakBandwidth String ;g:‘;ﬁfis

InboundPeakBandwidth String ;g:‘;ﬁfis

OutboundCumulativeFlow String ;ﬁiﬁff

InboundCumulativeFlow String ;iﬁiﬁff

NetworkAttack Integer gﬁgiﬁo

ExposedPort Integer iﬁino

ExposedVUL Integer iﬁiiﬁo

ConfigureRisk Integer ijguﬁo

CreateTime String gﬂﬁgiﬂjmzs—ﬂ—zs 19:58:39

ScanTask Integer gﬁé 1

LastScanTime String iﬁgﬁﬁi—m—n 16:33:37

Nick String ETEE{E: nickname

IsCore Integer i:ﬁ{;ﬂ \0

IsNewAsset Integer izgﬁf "
NewAlertKey

ZEMAFREN S Z M 0key, PEHEERstatus

IRIFRE: BR=ItE (Ib5R) BRSEAR £5285 H431R



O BAS

#WANTFIEOSIA: UpdateAlertStatusList.

=2

Appld
Type
SubType
Source
Name
Key
Date

Status

Organizationinfo
EFN S

#anT#EO5IA: DescribeOrganizationinfo.

B

NickName

NodeName

Role

Memberld

JoinType

GroupName

AdminName

AdminUin

CreateTime

NodeCount

MemberCount

SubAccountCount

ESid

String

String

String

String

String

String

String

Integer

ESid

String

String

String

String

String

String

String

String

String

Integer

Integer

Integer

IRIFRE: BR=ItE (It ) BRSEATF

2l

2l

HO

HO

HO

HO

HO

o

filiR

BEHNHIAEFappid
BE: 1255856753

EEFxR

TBIE: EORAE(REEY)

HEXRIR

TOIE: ENERE

HEBM
TBUE: REEN:BRDRBERE

&HZkey
RE: 102.128.78.140#Ihins—1fylv826

AiE
~fE: 2023-07-06 00:00:00

whIE: 2

filiR

FRIKSE
THUE: SR

BIBRER, WSHEER]
TEHE: BBIIR

=REHL

Member/Admin/DelegatedAdmin/EntityAdmin; FiR/EEBR/EREER/EHSER

=BHE: Member

RMSid
FBIfE: mem-12c2bg363

WSIAFS X, create/invite
BIE: create

ERSR
TBIE: BERREE

EERIWSBIR
ThE: RL2EER

EERUin
=BEHE: 10251**2146

eUEERYiE)

=~BIfE: 2022-01-0112:12:12
i ES

=BIE: 10

RRE
~BIfE: 10

FIRSE
FEIE: 10
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O BAT

=t

AbnormalSubUserCount
GroupPermission
MemberPermission
GroupPayMode
MemberPayMode
CFWProtect
WAFProtect
CWPProtect
Departments
MemberCreateTime
CSIPProtect
QuotaConsumer
EnableAdminCount
CloudCountDesc

AdminCount

B

Integer

Array of String

Array of String

Integer

Integer

String

String

String

Array of String

String

String

Integer

Integer

Array of CloudCountDesc

Integer

OrganizationUserinfo

ERAWSRRIFHE

#WHNTF#EOSIM: DescribeOrganizationUserlnfo,

B

Uin

NickName

NodeName

AssetCount

RiskCount

ES5id]

String

String

String

Integer

Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

R

RS Uin

=REHL

R

REFRSHE
wBfE: 2

EFXRRIEIR
BE: ["read"]

FRXRRIEUR
TEUE: ["EERR", "EERW, "EEIR", "SHHK", "FE"]

EHGEEN; /B35, 1/UH%E
wE: 1

PMAGEENX; 0/B(FE, 1/4UH%E
E: 1

ZNRFRE, BUFRFEFEHARIRE, commoni&R, FRIIRE
E: common

ZENFRFE, SUWFRAZFENRARMRE, commonBiBA, FARShRA
=BHE: common

FNRFE, BVNFEZFELNARBRE, commoniER, FXIHRE
=BHE: common

FRERBI RIS S EAE
wfiE: ["Root", "F&RA", "MikA" ]

R R eIEERTE
w~filfE: 2022-01-0112:12:12

Advanced/Enterprise/Ultimate
*lfE: Advanced

1RTE RIS
UE: 1

BER/EREER CHRYE
UE: 1

WRE=ESSHT, HEkRR, BiFE2ECloudCountDesci#i®
=EE: [{"CloudType": 0, "CloudCount": 14, "CloudDesc": "Bil=" } ]

EBER/EREER DHE
whIfE: 2

~fE: 100000001

FRIESEM
~E: SR

BB REH
BIE: &R

BEYE
~HE: 10

RpEEE
BE: 10

» IESFRIEARI]
2
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. — iﬁgql’b
O BAT
E=4d ESicl 3%
KEHgE
AttackCount Integer FBIE: 10
Rol Stri Member/Admin/;fRSHESER
ole rng BHE: Member
. ARRWKSid
Memberld String BIE: mem-au8xh56
. MRS Appid
Appld String FIE: 125000000
JoinT Stri WEIMAS R, create/invite
oinfype ring EHE: create
=3 ENAEESENRAE i S
CFWProtect String ffkﬂiﬁ??ﬁ, ENAEZFENEARIREE, commonBiBHA, RARDERAE
E: common
230 NE NG F RN AE i ~
WAFProtect String ffkﬂiﬁﬁﬁ, BNARZFENNARLEER, commoniBR, FRBIRA
=BHE: common
Z=M NE NG SIVENE i S
CWPProtect String fELUﬂEFE, BNARZFENNARLREE, commoniBH, FRBIRA
FBIfE: common
1BH, 0XEH
Enable Integer FOIE: 1
" " " L= " fanl (14N " . "
CsIPProtect String _Free-//%EH& Advanced" /[E%HR "Enterprise" /iR "Ultimate" //AEATER
=BIE: Advanced
1PEEERES
QuotaConsumer Integer FOE: 1
CloudTvpe Integer PR, 0B =MF,, 13AWSHKF
yp 9 wUE: 0
SvncFreauenc Inteder OFER&E(E, 17310535, 28108, 32400
. ZRWREETH
IsExpired Boolean FOIE: false
N . SRR RFIE
PermissionList Array of String *BIfE: ["ReadHost","ReadNetwork"]"]
AuthT Int r !
uthlype ege OUE: TFRIREE
0 Bl =&EE KA
1 BARBEAKRP
TcMemberType Integer 2 EAE
GlE: 0
FkSH=
SubUserCount Integer FOIE: 5
JoinTypelnfo Strin WAGSFRES
ntyp ing TOUE: HSAFEE FIKS:100001
PortRiskAdvanceCFGParamitem
HOMESREER
#HANTHEOSIA: CreateRiskCenterScanTask, ModifyRiskCenterScanTask,
E=gd ESicl whisk ik
. - InOEE,LNES SR
PortSets String = REUE: 80,443
MRERE: BA=ITE (It5) BIRSELAR £§5288 #£431:



O BHE

E=4 ESid) Wik iR

CheckType Integer 2 :gggﬁ?, O-RimX, 1-ARREX

Detal String = ejorg N

Enable Integer & izgm; 1R, 0~
PortViewPortRisk

RO ABRYIR ORISR

#ANTIEOSIA: DescribeRiskCenterPortViewPortRiskList,

2R ESic] g
RabiEgE
NoHandleCount Integer =@IE: 10

RIEER, low—{&E, high-=f&, middle-#fE, info—{2R, extreme-F=&,

Level String FBUE: high

Protocol String :TI:E;{E TCP

Component String f‘i};ﬁ{ﬁ: Nginx

Port Integer ;ﬁ“iwl:luﬁ: 20

RecentTime String iiﬁgugﬂz—m—m 00:00:00

FirstTime String iz;:;’?ug?z—m—m 00:00:00

Suggestion Integer %EEi}‘(,OﬁﬁIW‘%\ 1RFAIE . 285 iRO

wBifE: 0

AffectAssetCount String i?ﬁé?‘?i

\d String o: id-gt34

From String igﬂz'}i

Index String 2?§§?|index—23rt

Appld String Z—E;”a;:pgo****

Nick String gg]:ﬁﬁnickname

Uin String ;E;Mlgn 100%

Service String ;EEE: http
ProductSupport
RRESFRISRE

IRIFRE: BR=ItE (It ) BRSEATF £289 H431}R



O BT R

WU TEOSIMA: DescribeSearchBuglinfo,

=2 B ik

truesziFAE, false A 3ZiFIHH

yessean Boolean TBIE: true

CWPScan String ;T;E% ,1 1285
CFWPatch String ;—iﬁgﬂ?bjﬁ OERZHF
WafPatch Integer ;ﬁmﬁaﬁ ,1 13245

CWPFix Integer ?Tjﬂ;mia;:% ,1 132485

Cveld String cveid

=BIfE: CVE-2024-1889

PubliclpDomainListKey
2AMIPFIEZ & F=FIRkey
#ENT#EOSIA: DeleteDomainAndlp.
2 HER Witk iR

&EE
FNE: ins—wsfq11

HO

Asset String

RelatedEvent
HEXWESEHEE
WU T#EOSIA: DescribeAlertListo

E=4 ESid Wi g
EventID String = i};}; : event-10001
Description String a i:;;i:‘:&kﬁ?‘ﬁIWeblﬁzE
RelatedCount Integer & ;ig*iﬁﬂﬁ%ﬁéﬁé
ReportitemKey
R Ekey

#anTF#EO5IA: DescribeTaskLogURL,
E=4 ESid) Wik 3%

BEIdFIxE
FE: ["rpt-sda2-ew**-21fr"]

il

TaskLogList Array of String

ReportTaskldList
REhrgtask_id list

#ENT#EOS|M: DescribeTaskLogURL.,

IRIFRE: BR=ItE (It ) BRSEATF £290 #4313:



O BT R

=3 51 Wik g
TaskldList Array of String = gz;;?u[%rmis— 1% "rrnis—2++]
Appld String & Z_Hd,;]:; . 430%we
RiskCenterStatusKey
RO RELEKey

WINTFEOSIA: ModifyRiskCenterRiskStatus.

E=4 ESid) Wik ik
d String = gfuig: id-we256
PubliclPDomain String & ;g:;/iiﬁ11
Instanceld String £ ::gﬂ:; ins—jie3
Appld String & ;;;EI? 225168
Rolelnfo
HERRYEERSEEER

#ANTIEOS1A: DescribeAlertList,

E=4d g5 Wik ik

IP String & ;WME: 10.0.0.1
HostIP String = ;c{;iftalp 10.0.0.1
OriginlIP String & i?:j};: 10.0.0.1
Port Integer & i‘ﬁ;{i[;ﬁ: 8080
InstancelD String & iz:; ins—id9xu87
City String a iﬁg: shenzhen
Province String a8 igfjfg: Guangdong
Country String g ?:{yg—;{a: China
Address String = %ﬁﬁ: I ERERYIE
Latitude String & i—f?j{a: 0
Longitude String & ?E{E: 0

IRIFRE: BR=ItE (It ) BRSEATF 5291 #4311



O BAS

=3 ESic]
Info String
Domain String
Name String
Account String
Family String
VirusName String
MD5 String
FileName String
AssetType Integer

FromLogAnalysisData Array of KeyValue

ContainerName String
ContainerID String
ScanTaskinfo
FHEESIES

#HANTHEOSIA: DescribeScanReportList,

o

iy}

iyl

iyl

iyl

iyl

iyl

iy

iy

iy

iy

=REHL

iR
(5=
FNE: info

i#3
=E: domain.com

iR
FHIE: name

s
aBIfE: 1300000058

EHEIV
wBIE: family name

mEE
FBIE: virus—name

MD5{&
fE: 55d9599be53b238f**

EEIHENGE
TBlE: file-name

1:ENEF 2:82 5~ 3:MBEF
wBIE: 1

KEAESRREEFER

TEHE: {"Key": "key", "Value": "value"}
B2

~Bl{E: container-name

&:EID

BIE: f907d6c11c1760eb7b4b8**

E=fd ESidl 3%
. {£551d
Tasklid Strlng a—({yu{E: rmis—****
. ESEIR
TaskName String TOIE: HRES
{ESIRERD: 155 2IEERE 31TEbE 4135E%
Status Integer — X
~ENE: 1
Progress Integer i
9 9 wOUE: 99
. . {E535SEkRTE]
TaskTime String RBIE: 2022-05-1111:26:05
. R=ID
Reportld Stnng 7]_T1§ME rpt_****
. RESM
ReportName String FEIE: BEe
HiEitkl, 0-RBHAES 1-32Bp3E, 2-ERdH3E,3-BENX
ScanPlan Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

w~HE: 1
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O BAT

=t

AssetCount
Appld
UIN

UserName

ScanTaskinfoList

HEESTIRBETER

bS]

Integer

String

String

String

#WANTIEO3S1A: DescribeScanTaskListo

=3

TaskName

StartTime

EndTime

ScanPlanContent

TaskType

InsertTime

Taskld

SelfDefiningAssets

PredictTime

PredictEndTime

ReportNumber

AssetNumber

ScanStatus

Percent

Scanltem

ScanAssetType

£l

String

String

String

String

Integer

String

String

Array of String

Integer

String

Integer

Integer

Integer

Float

String

Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

R

KEXRIBEFEL
UE: 5

APP ID
RBUE: 1302%**+*

RFERKAID
TOUE: 10001

BR&HR
RBE: andy

ik
ESBIR

THUE: tRERE

{ESSFFYRATIE

~fHE: 2022-10-0117:14:20

{ES3455RATIE

~fHE: 2022-10-0117:14:20

cronigzl
RENE: *Frrqx

O-FEHB{ESS,1- 32 BN$34, 2 - RERTHAHE, 3-BRENX

HUE: 0
BUEERYE)

~EHE: 2022-10-0117:14:20

{£531D

FBUE: rmis—u8x9ab

BEMEEREE-ER
w~EIE: ["1.1.1.1"

FafsBdia)
=~BE: 20

Ffdise ARt iE

~EE: 2022-10-0117:14:20

REHE
UE: 1

AFHE
FHUE: 10

R, 0-¥taME, 1-IEEE, 2-13E5ss, 3-13fEtE, 4-FLaE

hfE: 1

{ESSHE
BIE: 100

port/poc/weakpass/webcontent/configrisk

RE: port

0-2£1, 1-EERFH, 2-HIIRE~3, 3-BEXEEE~HHE

BIE: 0

=REHL
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& WifiE

B4 ESic] 3%
. vssFESid
VSSTaskid Strlng a—ﬂymﬁ mig—****
. cspmF{E3id
CSPMTaskid String TOIE: cspm—*+**
. FiRAFESId
CWPPOCId String BIE: 1
. ENEEFESI
CWPBIId String EIE: 1
vssTHESIHE
VSSTaskProcess Integer FEIE: 100
cspmFESZHE
CSPMTaskProcess Integer SEIE: 100
ENRAFESHE
CWPPOCProcess Integer FEIE: 100
FNEEZFESEHE
CWPBIProcess Integer SEIE: 100
BEIRED
ErrorCode Integer FOIE: 0
. BEER
Errorinfo String ~HE: errorinfo
AHMES FHIRHIREL
StartDay Integer TEIE: 0
Freauenc Integer RiEsnE B X 1-8X,7-8MA,30-B,0-AF—X
quency 9 wIE: O
SEREIRER
CompleteNumber Integer FHIE: 0
ERMEFIE
CompleteAssetNumber  Integer FBIE: 0
. il
RiskCount Integer FEIE: 0
&=
Assets Array of TBIE: [{"AssetName": "asset-name", "InstanceType": "CVM", "AssetType": "IP",
TaskAssetObject "Asset": "1.1.1.1", "Region": "ap—guangzhou", "Arn", "arn:tencent:cvm:ap—-
guangzhou:12500001:instance/ins-0580vjbc"|]
. FARAppid
Appld Strlng EEU{E 13Q%****
. AREKFID
UIN String FHIfE: 100*
. BAR&R
UserName String TBIE: andy
TaskMode Integer SetEzt, O-tREER, 1-HEER, 2-BREN
9 THIE: O
. FERIE
ScanFrom String SBIE: csip
sFree Integer =ERZEELOFZE, 12
9 wBIE: 0
IsDelete Integer EETLAMER, 1-"LL, 0-FELA, MHBWKFEERER

hE: 1
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O BHE

B E3:T] Rk
S . it (ESIEER, 0-B0iA, 1—MEIFE, 2-MRIR
ourceType nteger FOIE: 0
ServerRisk
RSERE

#UNT3EOS|M: DescribeRiskCenterServerRiskListo

E=gd ESic] i35
. . MLEIREE
ServiceTag String FHIE: SEES
|
Port Integer FHIE: 80
. EIEF=
AffectAsset String FEME: 1111
. seflid
Instanceld String FHIE: ins-8calcc
. SEflE
InstanceName String FHIE: instance name
. BrEER
InstanceType String FEME: cvm
. KSR low:{&fE high:&f& middle:#fE info:127R extreme: =&
Level String — L
=BI{E: high
. i
Protocol String FHIE: TCP
. At
Component String REIE: Nginx
. . RS
Service String TEIE: HTTP
. . RIEIRARTE
RecentTime String FIfE: 2022-10-10 00:00:00
. . . BURIRARTE
FirstTime String FIfE: 2022-10-10 00:00:00
RiskDetails Strin MUSHS
9 FNE: RIERUHIEMERSEERITEN, ATRSEREEHASRINEE
Suggestion Strin AR
99 d TOUE: SEAREHED:REL WebLogic RIERAAIT
K&, ORQIE. 1BLAE. 2ERE. 3=FHERF
Status Integer — .
~BNE: 0
. &rEgE—id
\d String TUE: 1
. FPRappid
Appld String FHUE: 130+
) . FAPRIR
Nick String FHIE: nickname
Uin String FaPuin

BIE: 1000%**

IRIFRE: BR=ItE (It ) BRSEATF £8295 #431|



O BAT

=t bS]

ServiceSnapshot  String

Url String

Index String

RiskList g:r?/)t/el:;iskSuggestion
SuggestionList gg:/}érc',liiskSuggestion
StatusCode String

NewLevel String

XspmStatus Integer

ServerRiskSuggestion
RGNS

#INT#EOSIA: DescribeRiskCenterServerRiskList,

Ex ESid)

Title String

Body String
ServiceSupport
FmXFER

R

R

mREHh

ik

BRS3HRER
& https://csip—url2pic—1300600001.cos.ap-
guangzhou.myqcloud.com/default/picture.png

IRS3iHiEAUr]
RBIE: http://lexcample.com:8000

JIRRSIE
BlE: 666fb1d2*

REFIZ=
BIE: [{"Title": "SRAKEHNAET","Body": "REIERIERAIHID"]
=S
BIE: [{"Title": "SRAKEHNET","Body": "ME LKA

HTTPIgRAKZSES
FEHE: 200

RIS SR, high_risk &8 suspect £#El Normal EXKIE
RFEIE: high

KE, ORLE. 1E4E. 2E28. 3ZHEMHIF. 4TFLE
wHBIfE: o

THUE: XIFRETER

#1E

THIE: REFNEIAFERESHE

#INT#EASIA: DescribeVULRiskAdvanceCFGList, DescribeVULRiskDetail

iR ESic)
ServiceName String
SupportHandledCount Integer
SupportTotalCount Integer
IsSupport Boolean
StatisticalFilter
RAR{TASH SitEt

#WANTFiEOSIA: DescribeUebaRule.

IRIFRE: BR=ItE (It ) BRSEATF

R

R
"cfw_waf_virtual", "cwp_detect", "cwp_defense", "cwp_fix"
FBIE: cfw_waf_virtual

SBHBEF D
HUE: 10

SRR
whE: 2

EEXFZEmISE; 0
whE: 1
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=t bS] Wik ik

O:FEFHIHEN
T REXYSTEEE

OperatorType Integer = 2:RERYSTRBFEHENESZ
IRERYSTHAREIENEDZ
wFIE: 0
SitE
Val =
alue Float = wOIE: 21.2
SubUserlinfo
FKSFBE
#anT#EO5IA: DescribeSubUserinfo.
2 ESid) iR
o Integer ERID, BUSEUERE—E
BE: 601606
. FHSAppid
AppID
pp String TBIE: 132526086
_ , FHSUIn
U
in String FBUE: 1003012345
' . FIKSZTR
NickN
ickName String REE: K=
) EMSAppid
(0] AppID
wnerApp String THIE: 132586086
_ ) EWSUin
(0] U
wnerUin String FOUE: 1003312345
_ ) EWSZHR
(0] NickN
wnerNickName String FEE: K=HIEIR
. FREEMSmemberld{E2
(o] M ID
wnerMember String ~BIE: mem-abx0gds1
PR, 0ABEINEMF,, 13AWSHKF
CloudT
oudType Integer =EE: 0
. aihiaiRS =
ServiceCount Integer =EE: 20
HipREOHE
InterfaceCount Integer EE: 100
HlipRE RS E
AssetC t
ssetCoun Integer EE: 2122
BiaATREEHE
LogC t
ogCoun Integer EHE: 10259
_ BRECE XS
ConfigRiskC t
onfigRiskCoun Integer ThIE: 5
ST
ActionRiskCount Integer ggjgt;. -
IsAccessCloudAudit Boolean %EE)\EﬁﬁEIE
=HIE: false
IsAccessCheck Boolean S A

=EIE: false

IRIFRE: BR=ItE (Ib5R) BRSEAR 6297 #431|
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i xm sk
IsAccessUeba Boolean ERiEAPITAHSIERE

ENE: false

SubnetAsset
FRAF
#ANTFIEOSIA: DescribeSubnetAssets,

E=4 ESicl 3%

Appld String ;%3;;: 1302116215

Uin String :Ti?ﬁME: 100014112178
Assetld String ?E:; subnet-0pptyoj8
AssetName String ?;;;E asset name

Region String 7'15)(:;5{5: ap—-guangzhou
Vpcld String ;ﬁggfgi?pc—gemftw
VpcName String ;ﬁggf&fpc—name

Tag Array of Tag gﬁg: [{"Name":"&=","Value":"l55"}]
Nick String :JJ_E{?J{E! nickname

CIDR String aii?ﬁ;fa: 192.168.25.0/24
Zone String :,-?\f;;{é ap-guangzhou-*
CVM Integer ;/{;;é( 0

Availablelp Integer 23;2?253

CreateTime String gﬁ?;i:mzom—oa—m 18:01:54
ConfigureRisk Integer E—Eigﬁo

ScanTask Integer g?ﬂé 1

LastScanTime String iggﬁgl—m—so 11:16:07
IsCore Integer iz{glu ‘0

IsNewAsset Integer izgﬁz‘ "
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Tag
%

mREHh

#UNT#EOSIA: DescribeCVMAssetinfo, DescribeCVMAssets, DescribeDbAssetinfo, DescribeDbAssets, DescribeDomainAssets,
DescribeGatewayAssets, DescribeNICAssets, DescribePubliclpAssets, DescribeSubnetAssets, DescribeVpcAssets.,

E=4 ESicl Wi
Name String =
Value String =
TagCount
FRmBERE

#WANT#EOSIA: DescribeAlertList, DescribeTopAttackinfo,

B £l
Name String
Count Integer
Tags
FFERER

WANTFIEOSIA: DescribeScanTaskListo

E=4 ESic] Wik
TagKey String a
TagValue String &
TaskAdvanceCFG
EFSRREE

WHINTF#EOSIM: CreateRiskCenterScanTask, ModifyRiskCenterScanTasko

E=4 bS]

PortRisk Array of PortRiskAdvanceCFGParamitem

VulRisk Array of TaskCenterVulRiskinputParam
WeakPwdRisk Array of TaskCenterWeakPwdRisklnputParam
CFGRisk Array of TaskCenterCFGRiskInputParam
TaskAssetObject
ES B

Wik

iyl

iyl

iyl

iyl

]

IREZR
FHIE: namel

RS
FEE: valuel

fiig

FRA
~BIE: CFW

BHEEH

~flE: 1000

ik

EHiFEkey
TBE: tag-key

FEtirEvalue
=fE: tag-value

R

mAMESRES
FBE: ["PortSets":"80","CheckType":1}]

REANEEREE
wBlE: [{"Riskld":"1","Enable":1}]

BOSKESRES
FBE: {["CheckltemId":50,"Enable":1]}

EENESREE
FE: [{"ltemld":"1","Enable":1,"ResourceType":"cdb"}]

#HaNTFEOSIA: CreateRiskCenterScanTask, DescribeScanTaskList, ModifyRiskCenterScanTask.

IRIFRE: BR=ItE (It ) BRSEATF
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(%) - iiit= mEa

P wm BiE

AssetName String & i;g 1111
InstanceType String & i;{,’;:ﬂcvm
AssetType String & i;gﬁm

reeat String = L%;Tj“glﬁ;?:lf :] HIEREIdE
Region String & gﬁﬁfg: ap-guangzhou
Arn String & FEAFIE—

FBfE: arn:tencent:cvm:ap—guangzhou:1256299843:instance/ins—0580vjbc

TaskCenterCFGRiskinputParam
BENESREE
#aNTFEOSIA: CreateRiskCenterScanTask, ModifyRiskCenterScanTask,
2R ESid) Wik iR

_ - &MIRHID
ltemid String = TBIE: id-81wd**
EEFRE, 0-FFE, 1-FRE
TBE: 1

]

Enable Integer

AR
FpIfE: cdb

il

ResourceType String

TaskCenterVulRiskinputParam

RS R E

#aNTEOSIA: CreateRiskCenterScanTask, ModifyRiskCenterScanTask.,
=2 ESid Wi 4]

REEID

Riskld i N
is String = TE: id-21wst

BEBARE, 0-FHE, 1-FE

Enabl Int =
nable nteger = SEIE: 1

TaskCenterWeakPwdRiskinputParam
BOSKIESREE
#aNTFEOSIA: CreateRiskCenterScanTask, ModifyRiskCenterScanTask.,

i e it s
= RRIRED

Checkltemld Integer =2 =BUHE: 50

Enable Integer = REARE, 0-FHE, 1-AB
=

UE: 1

TaskldListKey
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{E55IDFIEKey

#WANT#EOSIA: DeleteRiskScanTask, StopRiskCenterTask.

B

Taskld

TaskLoginfo
ESREER

#WHNTFEOSIMA: DescribeTaskLogList,

=2

TaskLogName
TaskLogld
AssetsNumber
RiskNumber
Time

Status
TaskName
StartTime
TaskCenterTaskld
Appld

UIN

UserName
ReportType
Templateld

TaskLogURL
1ReE pdf FERRY GRS i

#WHNTF#EOSIM: DescribeTaskLogURL.

B

URL

IRIFRE: BR=ItE (It ) BRSEATF

HO

{ES3IRSES: 0 #1%A(E 1IEFESIHE 2135 31AMEHIE, 451E, 55F, 6iZISZERERE

ESic] 3%
String TS
TENE: PR
Strin #&=ID
9 FBUE: rpt-09817f57ef37
Integer KEEEFENE
wENE: 1
Integer EERRHR
wE: 1
String RS LERATE
HE: 2021-09-27 15:42:22
Integer SEIE: 1
String KEMES B
TENE: FREEIE
String RiEFFaRTiE
EHE: 2021-09-27 15:42:22
String ESHOEEIESID
FREE: rmis—09817f57
. F#HRID
String FOIE: 130+
Strin EWFID
9 IE: 100%™
. RAR&R
String EE: andy
Integer REXRE: 12258 28R 3@k 4Bk
wENE: 1
Integer REERId
wENE: 1
ESidl iR
. RE T HiERTaEE
String

ik

{£531D
FEE: rmis—****

& https://lyuzhi-export-flie-1300616671.cos.ap—guangzhou.myqcloud.com/rpt—**** pdf

mREHh
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=t

Logld
TaskLogName

Appld

E5id

String

String

String

UebaCustomRule

RPTAST BEXEBEEE
WANTIEOSIA: DescribeUebaRule.

B

RuleName

UserType

Timelnterval

EventContent

AlertName

AlterLevel

Operator

OperateObject

OperateMethod

LogType

LogTypeStr

UebaEventContent

BPTASHT RESHERE

filiR

E5IREId
REUE: rpt—*

ESIREBIR
THIE: tRERE_SE—

APP ID
ABUE: 130****

£S5

String

Integer

Integer

UebaEventContent

String

Integer

Array of String

Array of String

Array of String

String

String

#ANTF#EOS51A: DescribeUebaRule,

IRIFRE: BR=ItE (It ) BRSEATF

Witk

HO

HO

HO

o

o

HO

HO

HO

HO

iyl

iy

R

EREERR
THIE: BEFEsRihETA

1: WS
2: BEXHARP
wENE: 1

b2=:51 1)
1: 1053%h
2: /g
3: —X
4: —R
5: —B
wNE: 1

BESMG
FBE: {"EventType": 2, "Content": "zero**" }

HESH®
=Hl{E: AbnormalUserBehavior

N =2 OIf
g

o

[}

B8
@ @

. [}
35
4: =8

~BE: 0

BEE
FE: ["userid","instance_id"]

BER
FE: ["instance_id","asset","account_id"]

BEsN
wBIE: ["port","content”,"method"]

HRseE

HE: 8_1

BERXE
TIE: ZEINZAE

mREHh
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E=4 ESid)

EventType Integer

Content String

Filters Array of WhereFilter

StatisticalFilter StatisticalFilter

UebaRule
BPTARRERRE
#ANTIEOSIA: DescribeUebaRule.

=t

RulelD

RuleName

RuleType

RuleLevel

RuleContent

RuleStatus

HitCount

AppID

MemberlD

Uin

Nickname

CustomRuleDetail

CloudType

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik R

BHEEMER
1:EDRE
2:3T R
EHE: 1

HO

BORERE

iyl

HMEREM

il

=REHL

TBIE: (src_ip:"78.188.30.9") AND (dst_ip:"175.178.224.50")

FBIE: [{"Name": "appid", "Values": [ "1302396215" ], "OperatorType": 0} ]

SitEM

|

Integer

Integer

String

Boolean

Integer

String

String

String

String

UebaCustomRule

Integer

FBIE: {"Value": 20, "OperatorType": 3 }

filik

RAgid
BE: rule—abc1234

HNZFR
w~HIE: BINPRERSEEO

SRR

0: RGEERES

1: BB RS
THE: RAREE

REEER
0:427R
1:4EfE
2:4fg
k=1

4: 78
TEIE: ==

REERE
THE: R RIEASHER

REEFFX
FBIE: false

ARERE
FBIE: 10

FREWSAppid
B{E: 125000000

ZKS, BERID
FHUE: mem-1c2**124

Uin
wBIE: 10007**421

BefR
~HE: Sk

BEMMNEFRS
THIE: BEXANEEAS

=R

= 0
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VULRIiskAdvanceCFGList

imERKEEREETIE

#ANT#EO51A: DescribeVULRiskAdvanceCFGList,

B

Riskld

VULName

RiskLevel

CheckFrom

Enable

VULType

ImpactVersion

CVE

VULTag

FixMethod

ReleaseTime

EMGCVulType

VULDescribe

ImpactComponent

Payload

References

CVSsSs

AttackHeat

ServiceSupport

RecentScanTime

S

String

String

String

String

Integer

String

String

String

Array of String

Array of String

String

Integer

String

String

String

String

String

String

Array of
ServiceSupport

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

fiiiR

RB&ID
HIE: id-ss32f

bEHE =

FBUE: Linux kernel SMINIGIEEIRER

RISER, low—{&®&, high-&f@, middle-#F1&, info—i&%, extreme-F=&,

~EHE: high

RBUSKIE
BIE: csip

2EER, 1-BA, -4

BIfE: 0

MpEZEE
THIE: LEBEER

=A10)77
TBIE: 4.16

CVE

~fE: CVE-2019-3887

iRiEREE
=BIE: SYS

BEn

THIE: BNEEHLSNRRFREERNIR, TRBRIES

K EERTE

~BIE: 2018-08-22 20:52:16

MIiFRER, 1-NaiFER, 0-IENIiFRE

~EIE: 1
iR

filik

aws: 1
w~BIE: 0

=REHL

FE: Linux kernel2=ELinuxES& SN RIRERZLInuXFR{ERNAZ. Linux kernel 4.16kR4 K%

ZBRIRAPEEBASIEBERRER. REENAZRRASHRERER, NHSBIELIRS

FImEH
BE: kernel

imiEPayload

~BE: payload-example

gR&E

cvssiFs
=BE: 8.0

WEhRE
A high

REFMIHER
=BIE: cwp

RIS ATE
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=t ESiS ]
=~fE: 2024-08-22 20:52:16

VULRIiskinfo
imEREER
#WUNT#EOS|A: DescribeVULRiskDetail,

E=gd ESid) g
Fix String i
HUE: BIARERIEEFIRA
References String BASYIS¥ER
=BI{E: reference: http://fix.com
. . imiEER
Describe String ~fE: describe info
SINE
ImpactComponent Array of VullmpactComponentinfo FBUE: nginx
VULViewVULRisk
RERANRRREITSR

#ANT#EO51A: DescribeRiskCenterVULViewVULRiskList,

E=4i ESidl 3%
. w0
Port String FOIE: 21
=216
NoHandleCount Integer e

FEE: 1.1.1.1

RISZER, low—ER, high-&f@, middle-#1&, info—{&%, extreme-F=&,

Level String UE: high
4
Component String ;EE'J:{E' Nginx
. . BRIEiRAIATE
RecentTime Sting  =pifE: 2022-10-10 00:00:00
. ) . BEURIRBIRTE
FirstTime Sting  —piE: 2022-10-10 00:00:00
AR =
AffectAssetCount Integer Z__W?JEF%E
. KEEID
Id String RBHE: id-wel2s
Erom Strin HiEskiE, BEAEROREMEER
© 9 FpuE: 1
. RINRERS|
Index String FBIE: index-wws23
. b EESid
VULType String a‘:}&ugz SSEN
. imiEaE
VULName String +BIE: Oracle Fusion Middleware WebLogic ServerfB#&£iFiRE
CVE String oo

~pFE: CVE-2016-0638

IRIFRE: BR=ItE (It ) BRSEATF £305 #431R
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E=4 ESicl 3%
Describe String iR
. imi@payload
Payload String *IfE: /wils-wsat/CoordinatorPortType
. imER N
AppName String *fE: Weblogic_interface_7001
&
References String ol
N=NEEAR
AppVersion String IRRERAEA
. o=y
VULURL String FBIE: https://fexample.com
. . FAFRHR
Nick String FBIE: nickname
. FPappid
Appld SiNg ZfE: 125000001
- . BPFuin
vin Sting  —piE: 100000001
Fix Strin B
9 RAME: BEEFHEEEE R
NaiBEER, 1-N2iFE, 0-IENFE
EMGCVulType Integer FOIE: 1
VULViewVULRiskData
iR ARRREIT R

~fIE: Oracle WebLogic Server 10.3.6.0.0hR%, 12.1.3.0.08R%, 12.2.1.1.00R%, 12.2.1.2.0hR4<

#ANTF#EOS1A: DescribeVulViewVulRiskListo

B

Port

NoHandleCount

Level

Component

RecentTime

FirstTime

AffectAssetCount

Riskld

From

Index

£S5

String

Integer

String

String

String

String

Integer

String

String

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

fiiR

i W
E: 21

FIME =
wBIE: 1.1.11

KPEELR, low—{&&, high-&f&, middle-#1&, info—{&x%, extreme-F&,

FBUE: high

B
E: Nginx

RIEIRBIASE

wBlfE: 2022-10-10 00:00:00

BNRIARIASiE

fi{E: 2022-10-10 00:00:00

HINEFEHE
BE: 10

REEID

FBE: 0b01fb18c8fb6e5644ef6f1e69a7fa30

kR, BEEROREKEEE

BiE: 1

AliRER3|

=BE: fbOeeddb25383610147c43c858212291

=REHL

FBIE: http://lwww.oracle.com/technetwork/security—advisory/alert-cve—2019-2729-5570780.htm

£5306 14313,
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& S i
VULType String E?;?J:%ﬁ@ii)\
VULName String ﬁ?;jﬂg Oracle Fusion Middleware WebLogic Server@#&Z 2R
CVE String %eu{s: CVE-2016-0638
Payload String ﬁiggy;(\:v&;:—wsatmoordinatorPortType
AppName String ﬁ?;}?mv%?bmgic_interface_7001
AppVersion String ﬁ?ﬁ??ﬁlkgzcle WebLogic Server 10.3.6.0.08%, 12.1.3.0.08%, 12.2.1.1.00%, 12.2.1.2.06%
VULURL String gg; https://lexcample.com
Nick String :;j:gf:mnickname
Appld String ;;aﬁﬁpizd%wosm
Uin String ;E;;{L;n 12467223416
EMGCVulType Integer gzgﬂf  RRER, OHREEE
CVSS Float ;\{QHSE&:F? 0
PCMGRId String ;%;\?E(?R;:mgr—11245
VulTag Array of String ?Egg[:fiﬂ?ﬁf? RS VUITag=SuggestRepalrEMGCVU
DisclosureTime String EEZ?%EUZO—M—O‘I 00:00:00
AttackHeat Integer g;zgo
IsSuggest Integer izgﬁflﬁ, T OTER
HandleTaskld String ﬁﬁg?:g_iom
EngineSource String ;lﬁz?ﬁvss
VulRiskld String iggﬁgﬂgﬂss
TvdID String iggiﬂ?vo—zzss
IsOneClick Integer izguo—ﬁ%ﬂkﬁ, T omEs
Vpc
VpCHIREE
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#WANT#EOSIA: DescribeVpcAssets,

=2

Subnet

ConnectedVpc

Assetld

Region

CVM

Tag

DNS

AssetName

CIDR

CreateTime

Appld

Uin

Nick

IsNewAsset

IsCore

bS]

Integer

Integer

String

String

Integer

Array of Tag

Array of String

String

String

String

String

String

String

Integer

Integer

VullmpactComponentinfo

iR INELHER

#ANTIEO3S|A: DescribeVULRIskDetail,

B

Component

Version

VulTrend

£S5

String

String

imEES-EES .. AP . 2InE=

#ANTIEOSIA: DescribeVULRIskDetail,

IRIFRE: BR=ItE (It ) BRSEATF

ik

FR(R324532(i)
A 1

HiBvpc(Rz#$3211)
BE: 0

#rEid
BHE: vpc—1hezruby

regionXi#
~FE: ap-guangzhou

=R (R32HF32(i)
hifE: 3

R

FBHE: [{"Name":"name1","Value":"value1"}]

dnsi#&
GiIE: ["183..83.", "183...98" ]

BEEm
=Bl{E: asset—-name

cidrEg
E: 172.16.0.0/16

Br-eIERadia
BIE: 2024-08-27 10:22:36

appid
~NE: 1302396231

uin
Bil{E: 100014531178

BRRFR
=BE: nickname

EERIE 15
wBifE: 0

EEZOEFR 2572
wBifE: 0

ik

HEZIR
RBIE: nginx

IRAZFR
wHifE: 1.7,1.8

mREHh
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AffectAssetCount
AffectUserCount
AttackCount

Date

WebsiteRisk
RIs RIS

bS]

Integer

Integer

Integer

String

#ANTIEO3SIA: DescribeRiskCenterWebsiteRiskListo

=3

AffectAsset

Level

RecentTime

FirstTime

Status

Index

Instanceld

InstanceName

Appld

Nick

Uin

URL

URLPath

InstanceType

DetectEngine

IRIFRE: BR=ItE (It ) BRSEATF

ESid

String

String

String

String

Integer

String

String

String

String

String

String

String

String

String

String

String

filig

BInAR
wEE: 1.1.1.1

KSR, low—{&fE, high-5f@, middle-#f&, info-i27%, extreme-F=&,

FBIUE: high

ERIFIRAYATE

=~fE: 2022-10-10 00:00:00

BENRIRRATE

=~BE: 2022-10-10 00:00:00

ik

FIMAIEF=5
~BIfE: 10

FINEIFRFE
wE: 1

W
w~BHE: 0

BiE
~fBIfE: 2023-03-2910:00:00

R, ORLIE., 1ELE. 2821

FBIE: 0

ID, b2 KB {5 F

FNE: id-wq142

AliRERS|

BIE: index—33wrt

Efllid
RBHE: ins—**

&

B{E: instance name

FPRappid
TBHE: 130%++*

FAFBEFR

=BE: nickname

FRuin
REIE: 100*

PP

~BIE: http://lexample.com

PABE ST ithiE
E: url***

SR
~BIE: CVM

wm

~BE: enginel

=REHL
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8 i 17
ResultDescribe String iﬁg‘:ﬁresult info
SourceURL String Egg?rrl\ttp://example.com
SourceURLPath String Eﬁgfmitath

WhereFilter

iRy

#UNT#EOSIA: DescribeAlertList, DescribeAssetViewVulRiskList, DescribeCVMAssets, DescribeClusterAssets, DescribeClusterPodAssets,
DescribeDbAssets, DescribeDomainAssets, DescribeGatewayAssets, DescribeListenerList, DescribeNICAssets,
DescribeOrganizationUserinfo, DescribePubliclpAssets, DescribeRiskCenterAssetViewCFGRiskList,
DescribeRiskCenterAssetViewPortRiskList, DescribeRiskCenterAssetViewVULRiskList,
DescribeRiskCenterAssetViewWeakPasswordRiskList, DescribeRiskCenterPortViewPortRiskList, DescribeRiskCenterServerRiskList,
DescribeRiskCenterVULViewVULRiskList, DescribeRiskCenterWebsiteRiskList, DescribeScanReportList, DescribeScanTaskList,
DescribeSubUserlInfo, DescribeSubnetAssets, DescribeTaskLogList, DescribeUebaRule, DescribeVULRiskAdvanceCFGList,
DescribeVpcAssets, DescribeVulViewVulRiskList.

=3 %8 Wi %

. = SRR
Name String = FHiE: Appid
EiRaE
FBIfE: ["1300448058"]

HO

Values Array of String

BENX:
15T 2KF 3NF AXTFETF 5IFETF 6575 TF IMEHIIES 13IFERITES 1442005
FEtRICACIE 7 1EHAITESIEO

|

OperatorType Integer

wBIE: 9

IRIRERE: BR=ITE (1bF) BRSEAE 55310 #4311



O BAT

tHIxRTS

EIEEHATE: 2024-12-20 01:17:53

LIREiRAR

WMRREISERPEFE Error FE, NWRTFA APIHZOKXMK. fign:

q
"Response": {

"Error": {

1
I

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

Error 1 Code £RiEIRIE, Message ¥RIZEIZHIEKESE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotInWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

ould not be validated. Plea check your signature is correct."

i8R

EOET%.

ERLEREY Authorization FFABIRIFE.
ZAIEE (F2= API BHER)

MFA $5i%,

BRFEFE, 5 268 RERPEEORNFHESR, INASES, SRERBPREES
IEff, ERRIRTREEER.

EREH, Timestamp MRSHASABERFEERSH, BREFRIMAEDI SR ERE

SE

BEEER. ERTEER, BURBAASIPHESHEEREESIHETE.
token #iRo

ERKIEN . 1ESE CAM HEFILERATIRA

DryRun ##{F, KRIERGESZMINEG, RRSET DryRun £,
BIEEM.

PIEREEIR o

BOXREFE

SRR (BIESERN. RBEHR) .

SHEEREIR,

iBXK body B multipart =%,

IP it FERZ g,

IP bt REE S P,

B EERRS o

ROSH.

311 #4311


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BHE

IR ER8

NoSuchProduct FRAFE
NoSuchVersion BORATEFE.
RequestLimitExceeded BERANREET 7 SRR S

RequestLimitExceeded.GlobalRegionUinLimitExceeded  EMS#BISRHERF .

InvalidParameter.DecryptError
OperationDenied

RegionError

ResourcesSoldOut
UnauthorizedOperation.CloudAudit

UnauthorizedOperation.Cos

IRIFRE: BR=ItE (Ib5R) BRSEAR

RequestLimitExceeded.IPLimitExceeded IP BR5®
RequestLimitExceeded.UinLimitExceeded EMRSRIT,
RequestSizeLimitExceeded EREEIIREIA N
ResourcelnUse BRW G
Resourcelnsufficient BERE.
ResourceNotFound BRFFE.
ResourceUnavailable BREATH,
ResponseSizeLimitExceeded IREIGBEIREIA N
ServiceUnavailable LAIRS SRR T,
UnauthorizedOperation RIGHURIE,
UnknownParameter FHMSHEHR, APSEREXNSHESSREIR.
UnsupportedOperation BIERZSS.
UnsupportedProtocol http(s) iIERIMEIR, JZ#F GET #1 POST 5K,
UnsupportedRegion BOARSHE b
A SSEEIRES
5=t L]
AuthFailure CAMEZ/EUEIR
InvalidFilter TR REE

Decrypt error
RERIEE,
iR

HREE,

KIEIURIE “BIERIT @
KIEURIE “WREFHE @

8312 #431\



O BT R

ZE2EEPRC (I1HR)
SEHHE

EIEEFATE: 2023-11-15 02:18:45

B2 XE®

A#kdiE: 2023-11-15 02:18:28
FRRGBEETUTRA:
MECHRINE,

RRiEO:

« DescribeAssetsMappingList
« DescribeSafetyEventList

- SaDivulgeDataQueryPub
s ERES:

- DataAssetMapping

- DataEvent

» SaDivulgeDataQueryPub

« SaDivulgeDataQueryPubList

58 20 xR

£7HE): 2023-09-15 02:24:19
FREGEETIUTHS:
HEEAEH.

s

» SaDivulgeScanRuleMutate

IREURGS

» SaDivulgeScanRuleSetList

819 &%

A%ltiE: 2023-09-12 02:29:07
ARRHGEETUTRE:
WECEIH,

whigEO:

« DescribeAlarmStat

FRIREURGS

« AlarmInfoRsp
« AttackEvent

B 18 X&H

A%ltiE: 2023-07-26 01:34:12
FREHEETIUTHE:
BEEAEH.

rERHEE:

IRIRERE: BR=ITE (1bF) BRSEAE 313 #4311


https://cloud.tencent.com/document/api/664/98526
https://cloud.tencent.com/document/api/664/51406#SaDivulgeScanRuleSetList
https://cloud.tencent.com/document/api/664/97936
https://cloud.tencent.com/document/api/664/51406#AlarmInfoRsp
https://cloud.tencent.com/document/api/664/51406#AttackEvent

O BT R

« Concerninfo

o {BMEER: IpCountry, IpProvince, Result, Confidence, Iplsp, IpInfrastructure, ThreatType, Groups, Status, Tags, VictimAssetType,
VictimAssetName, DomainRegistrant, DomainRegisteredinstitution, DomainRegistrationTime, FileName, FileMd5, VirusName, FilePath,
FileSize, ProcName, Pid, ProcPath, ProcUser, DefendedCount, DetectedCount

B17 &

&AdiE: 2023-06—14 01:38:59

FREGEBETUTRA:
ECHRINHE,
e RS :

« DomainlInfo

o FBR%RE: NetworkRisk, NetworkAttack, BotVisit, NetworkAccess, CreateTime, WafStatus, LastScanTime, Assetld, AssetName,
SourceType, IsNotCore, IsCloud

£ 16 X&R%H

&ZAdiE: 2023-06-13 01:37:42

FREGEETUTRA:
ECHRINHE,
HigERO:

» DescribeDomainList

IREURGS

Domaininfo
QueryFilterV3

B 15 X%R%

&ZAdiE: 2023-05-08 01:50:08

RREHBEETIUTHRA:
ECHRINHE,
SRS

« AlertListAggregations
(e iR
 AlertListData

o ¥BMR: Aggregations

AlertType

o FMBMER: VictimAssetVpc, Timestamp, AssetGroupName, AssetProjectName, VictimAssetContent, WrongReportStatus,
WrongReportConditionld

AssetDetail

o ¥MBMR: AssetEventNum, AssetCspmRiskNum, SsaAssetDeleteTime, ChargeType, AssetRegionName, AssetVpcid

Concernlinfo

o ¥MBMA: IpCountry, IpProvince, Result, Confidence, Iplsp, IpInfrastructure, ThreatType, Groups, Status, Tags, VictimAssetType,
VictimAssetName, DomainRegistrant, DomainRegisteredinstitution, DomainRegistrationTime, FileName, FileMd5, VirusName, FilePath,
FileSize, ProcName, Pid, ProcPath, ProcUser, DefendedCount, DetectedCount

MappingResult

o ¥ERLR: DisposalRecommendation, MappingType

Tag

o {BMMR: Fid, Fname

IRIRERE: BR=ITE (1bF) BRSEAE 5314 #4311


https://cloud.tencent.com/document/api/664/51406#ConcernInfo
https://cloud.tencent.com/document/api/664/51406#DomainInfo
https://cloud.tencent.com/document/api/664/93451
https://cloud.tencent.com/document/api/664/51406#DomainInfo
https://cloud.tencent.com/document/api/664/51406#QueryFilterV3
https://cloud.tencent.com/document/api/664/51406#AlertListAggregations
https://cloud.tencent.com/document/api/664/51406#AlertListData
https://cloud.tencent.com/document/api/664/51406#AlertType
https://cloud.tencent.com/document/api/664/51406#AssetDetail
https://cloud.tencent.com/document/api/664/51406#ConcernInfo
https://cloud.tencent.com/document/api/664/51406#MappingResult
https://cloud.tencent.com/document/api/664/51406#Tag

& BiE

£14 8%

A%fdiE: 2023-02-17 05:08:17
FREGEETUTRA:
MECHRINE,.

igEn:

- SaEventPub

BRI

» ListDataSaEventPub
« ObjDataSaEventPub

B|13X%H®

A7AdiE: 2023-01-05 01:39:20
RREHAETUTHE:
BEEHHI.

srimEn:

» DescribeAssetDetailList

B12X%%

AAdiE: 2022-07-25 06:13:43
FREHAETUTHE:
BEEHHIX.

IR

» QueryFilter
o {EMELRA: FilterKey, FilterOperatorType, FilterValue

BN XRE®

#7ETE: 2022-04-18 06:17:42
KREHEBETIUTRA:
MECHRINHE,

higEEO:

» DescribeSocCheckResultList

BRI

» DescribeSocCheckResultListRspRsp
» SocCheckResult

810 X%

#7EHE): 2022-04-14 06:16:47
KREHEETUTRA:
MECHINHE,

E5¢:{m

» DescribeSocCheckltemList
o FBAZ: Filter, Sorter, PageSize, Pagelndex

IRIRERE: BR=ITE (1bF) BRSEAE 58315 #4311


https://cloud.tencent.com/document/api/664/86648
https://cloud.tencent.com/document/api/664/51406#ListDataSaEventPub
https://cloud.tencent.com/document/api/664/51406#ObjDataSaEventPub
https://cloud.tencent.com/document/api/664/85146
https://cloud.tencent.com/document/api/664/51406#QueryFilter
https://cloud.tencent.com/document/api/664/72634
https://cloud.tencent.com/document/api/664/51406#DescribeSocCheckResultListRspRsp
https://cloud.tencent.com/document/api/664/51406#SocCheckResult
https://cloud.tencent.com/document/api/664/72477

O BT R

o iEHS: Data

GRS

« DescribeSocCheckltemListRspRsp
» SocCheckltemV1

B9 XE®

A%ltiE: 2022-04-13 07:07:25
FREHEETIUTHE:
BEEAEH.

s

« DescribeSocCheckltemList

B8 R&RM

A7AdiE: 2022-04-1106:16:51
FREHEETIUTHE:
BEEAEIH.

s

» DescribeMappingResults

FIBERLSE:

« AssetQueryFilter
« AssetTypeStatistic
« MappingResult

* Results

« SecurityStatus

BT RE®

£THIE: 2022-04-0106:13:54
RREHESTUTHE:
BEEAH.

feRgiEn:

» DescribeSocAlertList
o ¥MBAZ: ExportFlag
» DescribeVulDetail
o FREHE: VulPath

IEesEREta

» Concerninfo

o ¥MBM&R: SearchData, IpCountrylso, IpProvincelso, IpCity, EventSubType
* Vulltem

o ¥ERER: VulPath

6 X&H

AAEdiE: 2021-11-22 08:10:13
KREHEBETIUTRA:
MECHRINE,

IRIRERE: BR=ITE (1bF) BRSEAE 55316 #4311


https://cloud.tencent.com/document/api/664/51406#DescribeSocCheckItemListRspRsp
https://cloud.tencent.com/document/api/664/51406#SocCheckItemV1
https://cloud.tencent.com/document/api/664/72477
https://cloud.tencent.com/document/api/664/72341
https://cloud.tencent.com/document/api/664/51406#AssetQueryFilter
https://cloud.tencent.com/document/api/664/51406#AssetTypeStatistic
https://cloud.tencent.com/document/api/664/51406#MappingResult
https://cloud.tencent.com/document/api/664/51406#Results
https://cloud.tencent.com/document/api/664/51406#SecurityStatus
https://cloud.tencent.com/document/api/664/64446
https://cloud.tencent.com/document/api/664/51980
https://cloud.tencent.com/document/api/664/51406#ConcernInfo
https://cloud.tencent.com/document/api/664/51406#VulItem

O BT R

FigEO:

* DescribeSocAlertDetails

FIBERLSE:

« AlertDetail

BE5 X

BFRAE: 2021-11-19 08:14:18
AREHEETIUTRA:
MECHIINE,

IhigEEO:

« DescribeSocAlertList

FIBERLSE:

» AlertListData
« AlertType

» Concerninfo
* QueryFilter
e QuerySort

B4 RE

&7Rdia: 2021-08-16 08:01:05
KRRHBEETUTRSE:
MECHRINE.

e EiREta :

- DataEvent
o ¥MBM&R: IsNewCfwEvent, Direction

BIXERS

A#AdiE: 2021-08-12 08:01:33
ARRGEETUTRE:
BECEIH,

whigEO:

* DescribeSocCspmCompliance

FIBERLSE:

« SocCheckltem
« SocCompliancelnfoResp
» SocComplianceltem

» SocProductionltem

B 2%

&ZAtiE: 2021-01-14 08:00:06
RREHEETUTHRA:
ECHRINHE,

HigEO:

IRIRERE: BR=ITE (1bF) BRSEAE 88317 #4311


https://cloud.tencent.com/document/api/664/64537
https://cloud.tencent.com/document/api/664/51406#AlertDetail
https://cloud.tencent.com/document/api/664/64446
https://cloud.tencent.com/document/api/664/51406#AlertListData
https://cloud.tencent.com/document/api/664/51406#AlertType
https://cloud.tencent.com/document/api/664/51406#ConcernInfo
https://cloud.tencent.com/document/api/664/51406#QueryFilter
https://cloud.tencent.com/document/api/664/51406#QuerySort
https://cloud.tencent.com/document/api/664/60183
https://cloud.tencent.com/document/api/664/51406#SocCheckItem
https://cloud.tencent.com/document/api/664/51406#SocComplianceInfoResp
https://cloud.tencent.com/document/api/664/51406#SocComplianceItem
https://cloud.tencent.com/document/api/664/51406#SocProductionItem

O BHE

« DescribeComplianceAssetList
» DescribeVulDetail

e RS :

* CheckAssetltem

o ¥MEBM&R: Remarks
« DataCheck

o ¥ERR: Remarks
» DataCompliance

o ¥ERR: Remarks

B1R&®

#7ETE: 2020-12-23 14:34:45
FREGEETIUTHRA:
HESANX.

g

« DescribeAssetDetail

» DescribeAssetList

« DescribeAssetsMappingList
» DescribeCheckConfigAssetList
« DescribeCheckConfigDetail
« DescribeComplianceDetail
» DescribeComplianceList

» DescribeConfigList

» DescribeEventDetail

» DescribelLeakDetectionList
« DescribeVulList

« SaDivulgeDataQueryPub

FIBERLSE:

» AggregationObj

« Asset

» AssetDetail

« AssetList

» Bucket

* CheckAssetltem

» CheckConfigDetail

» ComplianceCheckDetail
« DataAssetMapping

» DataCheck

« DataCompliance

- DataEvent

« Filter

« SaDivulgeDataQueryPub
- SaDivulgeDataQueryPubList
e Tag

* Vulltem

» VulList

IRIFRE: BR=ItE (It ) BRSEATF ££318 #431|


https://cloud.tencent.com/document/api/664/51981
https://cloud.tencent.com/document/api/664/51980
https://cloud.tencent.com/document/api/664/51406#CheckAssetItem
https://cloud.tencent.com/document/api/664/51406#DataCheck
https://cloud.tencent.com/document/api/664/51406#DataCompliance
https://cloud.tencent.com/document/api/664/51404
https://cloud.tencent.com/document/api/664/51403
https://cloud.tencent.com/document/api/664/51400
https://cloud.tencent.com/document/api/664/51399
https://cloud.tencent.com/document/api/664/51398
https://cloud.tencent.com/document/api/664/51397
https://cloud.tencent.com/document/api/664/51396
https://cloud.tencent.com/document/api/664/51395
https://cloud.tencent.com/document/api/664/51387
https://cloud.tencent.com/document/api/664/51392
https://cloud.tencent.com/document/api/664/51406#AggregationObj
https://cloud.tencent.com/document/api/664/51406#Asset
https://cloud.tencent.com/document/api/664/51406#AssetDetail
https://cloud.tencent.com/document/api/664/51406#AssetList
https://cloud.tencent.com/document/api/664/51406#Bucket
https://cloud.tencent.com/document/api/664/51406#CheckAssetItem
https://cloud.tencent.com/document/api/664/51406#CheckConfigDetail
https://cloud.tencent.com/document/api/664/51406#ComplianceCheckDetail
https://cloud.tencent.com/document/api/664/51406#DataCheck
https://cloud.tencent.com/document/api/664/51406#DataCompliance
https://cloud.tencent.com/document/api/664/51406#Filter
https://cloud.tencent.com/document/api/664/51406#Tag
https://cloud.tencent.com/document/api/664/51406#VulItem
https://cloud.tencent.com/document/api/664/51406#VulList

(%) - iiit= mEa

1y

IEEEFRATE: 2022-02-21 08:11:37

o=
& Jﬂg

WIBER B2EEPO API 3.0 ifF. 2H AP EOEEMGENSE, f—HSBRIEMARERE, %—i0 SDK/ICLIRFS API EFE—H, SEEkEs
PUERIERGE . STSSREERAILSERERERET R, ESEA= API 3.0 ERANMEEES: REA]

ZLIFEH D (Security Operation Center, SOC) EBAZRENA—RLEESEETS, RUZFAMMES. EENKEEMNES . ZR2RENBEE. 40
RBSIF(E . REREA. RSN, BEHEITSERAE. RLFEHFSEMUNNRZEAMEEFED, BEZ EAFPXINERRE,, SHEHRNSHMEN, FR
IR ERI—iszt . AT, BN E LRSEEEE,

IRIRERE: BR=ITE (1bF) BRSEAE 58319 #4311


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

O BAT

API H#E5S

EIEE#RATE: 2023-11-15 02:18:44

SHEAEXEO

EOSm

DescribeAlarmStat
DescribelLeakDetectionList
SaDivulgeScanRuleMutate

SaEventPub

Hftzn

EOSH)

DescribeAssetDetail
DescribeAssetDetailList
DescribeAssetList
DescribeCheckConfigAssetList
DescribeCheckConfigDetail
DescribeComplianceAssetList
DescribeComplianceDetail
DescribeCompliancelList
DescribeConfigList
DescribeDomainList
DescribeEventDetail
DescribeMappingResults
DescribeSocAlertDetails
DescribeSocAlertList
DescribeSocCheckltemList
DescribeSocCheckResultList
DescribeSocCspmCompliance
DescribeVulDetail

DescribeVulList

IRIFRE: BR=ItE (Ib5R) BRSEAR

#OeE

FFREEER

IREV;tEESIZR

28 [ MM RSN SR ]

[Ze%H] [EBRFRER]

#OaEe
BERRmErFE
IRERE SR
BEREEFIIR
ZREHEEERTANIR
ZREHRENETE
ANERE-"h%
ANEEREETFE
AHEEDSRIEERSIR
SEERERDERIGEIRTIR
R5I=
KBRLBHEE
IRELERT =

HEFE

HEII=
SREREREISIR
ZREHRENTNERIIE
BRI
mRSIR-RTREE
RREE-RR5IE

STERIRE (R/RD)
20
20
20

20

SRR (R/EP)
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20
20

20

=REHL

55320 #431m


https://cloud.tencent.com/document/api/664/97936
https://cloud.tencent.com/document/api/664/51387
https://cloud.tencent.com/document/api/664/98526
https://cloud.tencent.com/document/api/664/86648
https://cloud.tencent.com/document/api/664/51404
https://cloud.tencent.com/document/api/664/85146
https://cloud.tencent.com/document/api/664/51403
https://cloud.tencent.com/document/api/664/51400
https://cloud.tencent.com/document/api/664/51399
https://cloud.tencent.com/document/api/664/51981
https://cloud.tencent.com/document/api/664/51398
https://cloud.tencent.com/document/api/664/51397
https://cloud.tencent.com/document/api/664/51396
https://cloud.tencent.com/document/api/664/93451
https://cloud.tencent.com/document/api/664/51395
https://cloud.tencent.com/document/api/664/72341
https://cloud.tencent.com/document/api/664/64537
https://cloud.tencent.com/document/api/664/64446
https://cloud.tencent.com/document/api/664/72477
https://cloud.tencent.com/document/api/664/72634
https://cloud.tencent.com/document/api/664/60183
https://cloud.tencent.com/document/api/664/51980
https://cloud.tencent.com/document/api/664/51392

O BHS

AR
imREH

RIEEFATE: 2023-02-22 01:45:47

1. BRS5itit

mREHh

API SZisahiEbiE N , A= mekiEibisiENESZ R ssa.tencentcloudapi.com , 3z EEBREZSE, FIENr-HitbEiaESZ R ssa.ap-

guangzhou.tencentcloudapi.com .

HEEARIEEENES . RIBARRONEFIRAELE, SENEFERENEBSEIRSS. SINETMRESR, SEM@rEIr MRS, KRMNEE

ssa.ap—guangzhou.tencentcloudapi.com 22—,

R WRNESURAOLS, BIUSEEIENS.

HR: HER APl AR, HFRAARFREEEOXGRMARSNEE, FRISHRIRBERAR N/ ARSEUSPER, BOSTNOBEREROXEBASEH

P&,

EEngs et PR
Bt
BTSN (%, RSTSESRIK)
HRgIX ()
SEFRMX(LES)
it X(LR)
PRI (RiER)
ARt (EX)
BEAMR(TEEE)
AR (FONK)
TAFRE(ES)
T ARIRR(HSE)
TAFIL(ER)
TAFRIL(FR)
EEFB(FEERI)
EEFER(ES)
EER(2E2)
ERiffiitt X (iR =5218)

2. iBfEHHY

iz API BIFREEOMED HTTPS #TEE, RUSTREUNBEEE.

3. BRGE
LI HTTP iR

« POST (##%)
« GET

POST i&KZ#$09 Content-Type Z8Y:

ta&

ssa.tencentcloudapi.com
ssa.ap—guangzhou.tencentcloudapi.com
ssa.ap-shanghai.tencentcloudapi.com
ssa.ap-beijing.tencentcloudapi.com
ssa.ap—chengdu.tencentcloudapi.com
ssa.ap-chongqing.tencentcloudapi.com
ssa.ap-hongkong.tencentcloudapi.com
ssa.ap-singapore.tencentcloudapi.com
ssa.ap-bangkok.tencentcloudapi.com
ssa.ap—mumbai.tencentcloudapi.com
ssa.ap-seoul.tencentcloudapi.com
ssa.ap-tokyo.tencentcloudapi.com
ssa.na—-ashburn.tencentcloudapi.com
ssa.na-siliconvalley.tencentcloudapi.com
ssa.na-toronto.tencentcloudapi.com

ssa.eu-frankfurt.tencentcloudapi.com

« application/json (#7%F) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .

IRIFRE: BR=ItE (It ) BRSEATF

32144311



O BT R

« application/x-www-form-urlencoded, %#H{EREZ%iE v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form—-data ({X&p53E0O%F) , YREAERTZ v3 (TC3-HMAC-SHA256) .

GET iSRIEREANFRSiEEI32KB, POST iEREREZSZE v1 (HmacSHA1. HmacSHA256 ) BIR5i8id1MB, POST iEREREZHi%E v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.

4. FFRG

(ER uTr-8 w8,

IRIRERE: BR=ITE (1bF) BRSEAE ££322 431\



O BT R

AQ
YN =335

EIEEFATE: 2023-09-12 02:29:34

N

AHSHRATRAAFTIROESNSY, NEKE, EEMEORMIEPRBNXESHETIHE, E@XERETERHRLESY, TRERRESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(ERERE v3 ARSH

EE7E v3 (BRIBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BRE, XIFEAMERE, X5 POST JSON 3, 14aE
BF—ERA, HEERRESAETHEES . RENEER E285 v3,

FE HFEEER, BoROMERRREIERNRESSE v1 GET FXK, MAREREMESSIE V3.
FERERRE V3, AHSEEZR—ME HTTP Header iERLEBH, GITHRFR:

SRER e Btk
At st _ HTTP i&ksk: X-TC-Action. SB{EMEOEH, RESEBOTHBASHSHET ARSY Action HIHIE. s
ction N9 = pesemegwpisi®En, BES Describelnstances.
Redion Strin B HTTP i&ksk: X-TC-Region. S, FARmABRRENMIGISIE. NESSROEPEASKETETA
o N9 5% Region MU, HE: RESOFREGRESN, BOSTPSTIILSEINNE, KRDEEEESMERSEN.
Ti " Int - HTTP i&Rsk: X-TC-Timestamp. Zgi UNIX iHiaZ, aTicRA&ie AP iERA9AE. Flan 1529223702, FR&: 0
imestamp neger = popssmliEsEEsst, S3lESSTNEE.
. . = HTTP iERk: X-TC-Version, #{EiI API BIIRAE . BUESZROUMGHANSAHSH Version BIRIE. FIINZMRSE
Version String =

BIERA 2017-03-12,

HTTP {RESHBIMESLERFER, Fig0:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Hrh,

- TC3-HMAC-SHA256: ¥&7%i%, HRIEENXE;

Authorization  String 8 _ ¢ o jential: #&EiE, AKIDEXAMPLE 2 Secretid; Date £ UTC iRiiata, REBBHALSHS X-
TC-Timestamp 2E#) UTC iRERTIAEE—2; service HERKTRE, BENEHZFIR, HlintHs
cvm.tencentcloudapi.com ElEF@mER cvm. AF=REUER ssa; tc3_request AEEFFE;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host JoutiELal;
- Signature: £&HEE, IHEIEER X,
HTTP iEksk: X-TC-Token, Bl Z2ZIERSS FRMARIIGIIREEIEFRRI Token, EAEEIE Secretld 1

Token String a SecretKey BEEIEAIGIFLZLFEEPH TmpSecretld 1 TmpSecretKey. ERIKIAZEAITFEEREL Token F
2!

. HTTP i&ksL: X-TC-Language. IEEZEORERIES, (NEDEOSZISISE ., BUE: zh-CN, en-US, zh-CN

Language String &

BEIH3Z, en-US REIFE

BigAPEEE NS EIRSELGIFIRDNET4, BOSHREHRIBE Offset=0, BEHE Limit=10, WEEREDEIZER URL. iERLER. ERERG)
mF:

HTTP GET i&RE1a7H1:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: AC A256 C d i AKID****x***xEXAMPLE /2018 -09/cvm/tc3_request, SignedHeader

Signature=5da7a33f 0614004 9b£f4672ba50567dbaléceccfl74c474
Content-Type: application/x-www-—form-urlencoded
cvm.tencentcloudapi.com
X-TC-Action: DescribelInstances
X-TC-Version: 2017-03-12
C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF £8323 #431:m
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https://cloud.tencent.com/document/product/1312

O BAT

HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencen
Authorization:
Signatur

Content-Type:

tion/json

applic
Host: cvm.tencentcloudapi.com
ibeInstances

2017-03-12
amp: 1527672334

ap—-guangzhou

"Offset":0, "Limit":10}

HTTP POST (multipart/form-data ) iERERTE (USEEOE) :

https://cvm.tencentcloudap

Authorization: TC3-HMAC-SHA256 Credential=AKID**

Signature=582c400e06b5924a6£2b5d7d672d79¢c15b131

: multipart/form-data; boundary=5873122201040:
cvm.tencentcloudapi.com
—TC-Action: DescribeInstances
2017-03-12
X-TC-Timestamp: 1527672334

ap-guangzhou

form-data; name="Offset"

name="Limit"

form-data;

ERERGE v B8

FEREERZE v (BIISHIE HmacSHA256 1 HmacSHA1) , AHSHEESZ—HEIERER, TENRIEN

vm/tc3_request,

mREHh

SignedHeader ontent-type; host,

SR ESidl Wik iR
Acti . - BRERNIEOZMR, ESEROXEPRNSHETXTAHSH Action BIREE, FIIN=IRSEMEDEFIFIREO,
ction String = . .
BYEJ Describelnstances.
Region String _ i SE, ARMRFEIREMMESREE. EOESHOEESZEONEPRASHATESE Region RREE,
R REEOAREGRZSY, BOMEhESXISEIRE, WHEEERZSMBTaER.
Ti - 51 UNIX BHiE&, TieRER APIiERIATE, £i11529223702, MESHEMEEEEX, S3lREZiTHIE
imestamp Integer = 2
Nonce Integer 2 FEHIEEEE, 5 Timestamp BX&iExR, AFHIEEREE:,
. = £ =APIZH EERIBHIRIAEHAY Secretld, —4 Secretld MRME—HI SecretKey , M SecretKey £FRER
Secretld String = . .
BERES Signature,
Signature String 2 BERESR, ARBIEWRERIEEYE, FERPREXGHEASEITEEE . BNTEEGZSR 340,

IRIFRE: BR=ItE (It ) BRSEATF
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SHEW £S5 Wik iR
Version String 2 RMERY API BORRZS . BUESEEROXIEPAS2HSH Version iR, HIMNZIRSSAIMRA 2017-03-12,

#ZAR, BEIF HmacSHA256 #l HmacSHA1, REIEERSE) HmacSHA256 B, &R

SignatureMethod  String & |, SHADEE HAIIEES, EftERISER HmacSHAT IIFES.

Tok Stri = B R2EIEIRSS IR RIGIT R L EEFR Token, ERIEEE Secretld 1 SecretKey KIEEIEAIGIHRLE
oken ring = HEFAY TmpSecretld #1 TmpSecretKey . {FRAKEIZBIIAREZEL Token FE .

Language String £ EEENREES, (NESEOSIEE ., BE: zh-CN, en-US, zh-CN iBEHZ, en-US iBREIEIZ,

EigAFEESTI MERAIZIRSS/LAIFIR, HiSREMHEIRIER URL., ERLEB. BERERHWT:

HTTP GET i5R&HaRH:

https://cvm.tencentcloudapi.com/?Action=Describelns S ersion &SignatureMethod=HmacSHA256&Timestamp=15276723

3 ignature=3 fde00bOa 9eac 459 224 3¢ ~adb7 d &Region=ap-guangzhou&N 2 etId=

AKID*****x***EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST &R &G M :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23 cSecret Id=AKID*** ***x**EXAMPLE

HbigsIR
AFRFEIEO Region FRNAIGENTRAR. MREOFRSREPUOFEEE, WRIEETIEEIRR.

Hbigy BE

gt (1) ap—-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 58325 #431:m
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ERBAHIE V3

mIEEFATE: 2023-11-07 02:09:48

PITFZiEiRi T E8757% v3 NESTE, BNESKRSEHSHAIERERISAE AP HZAER. RINESEER BiR= AP| Explorer , Eifl= SDK#l BiREH<TT
8 (TCCLI) SAR&EIR, NXLEEIM@AN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #2546 | BIREESMEOESMENMTE.

Bz APl SXSMERETHHWIE, ARFEEARZLEE, SUHENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIMEXREIBR.

P ARHTES
ERBELTHRBERIER:

1. WIEERERSH
FEZRRERZHFEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATRHLERERBIREPREN, BRZ AP SERBRSERITEERNGHE, HEERNRFENZFIENERN—ES, KXIBEAR AP RS, RSHS
EFRWREIRSERSHARFNEEITEIAHE, HINEERPIGHE. MRERNEN, BSBEHBETFT—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, MIFEAMIER, XI5 JSON X, POST ERIISETHEMZFHEH, &
BREE—ERA, BEERZESHETEES,

BURIERL, BIUER API Explorer HRY “EZRER” L, HEIFESRAN “AP13.0 8 v3” , AILAEMSESIREHITINE, BRIEEER SDK K18, HEF(ERRE
M= API BEERY 8 MERRRIZIES SDK, EEHRTESMIERIR, HEHIR, 2#¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby.

FRiER2FIE

ANERPNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENENR.

» Secretld: BFRR APIARES®H, AILAIEESELLIRARE.
» SecretKey: ATFIGIE APl HEEMNSH, TLAEREELLRER,
- AR3ATERERSKIE, BRIHE, SUSERMTEL. NEHE, SZARMBZRSREIE.

RIERETENRGSRIIT:

1. BF BAREEROERE .
2. BifE =APIZH MEFISRME.
3. =APIZH W@, $E [ #E® ] IE—=R.

ERIEF v3 ERLE

= AP| %#5 GET #1 POST i&K. 3FGETAIE, RZ#F content-Type: application/x-www—form-urlencoded WM& . MFPOSTAHE, BRIXZIF
Content-Type: application/json BABE Content-Type: multipart/form-data FEMHMYIEL, jSOh EEASEIEONSE, multipart BXREEEEO
%45, WAHZIEOAEEER json &§XNEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5RIX%F 32 KB LIBRIERE .

TEUBRSHEAT MREFFIRERGF, SERNMESIMHEIRE, RIERLZO2EA:

1. ZRSJ/EOACTIE, HEOARER;
2. ZEORRIEN, FEUBNERRIIRE;
3. EOE=MSHMERS, JIIERESBIREMRIMENDER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRETFERE, SMEONSEHTER, FERPXMFIFIISEM

B Ut5h, RERRERTIHSAHSEIUROBASE, APATLMREXITRERIEMSE, fl Language #l Token 28% (7 HTTP L&RRHE, &M X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 55326 #4311


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
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{RiZFAFAY Secretld #1 SecretKey $8I2: AKIDz8krbsJI5yKBZOpnT4WFkmLPx3****x** F[| Gu5t IXxGARNpg86cdI8joQYCN3***+**+ , FIFABEE MR ZIR
SRBA ‘KRBT WENMKRS, RRE—FEE. WigKaTseh:

curl -X POST https://cvm.tencentcloudapi.co

—-H "Authorization: TC3-HMAC-SHA256 Credential=A 0sJ5yKBZQpn74WE Py esisases /20 02-25/cvm/tc3_request, SignedHeade
rs=content ype;host; -—action, ignatu
application/json; chars

>vm.tencentcloudapi.c

X-TC-Regic

-d '"{"Limit":

THFAREESITETRE,

1. BHERER R SR
RN TR BB HHENBIERSE (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEREFMT (/) -

& HTTP i&K URL hEFFH, F POST 5K, EEAZFERFE", 1F GET &R, WA URL higs (?) FEHNZ
HEAE, FE: Limit=10&0ffset=0,

i¥&: CanonicalQueryString E2£% RFC3986 #1T URLEncode #3 (5% EZFREOEEASEE) , ZFE UTF-8,
B ERREESIREREETRG

CanonicalQueryString

S5BBLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—ENRESH,
ML RBIERSMEIN T O = LER
HHERN :
1. &8 key #l value Zi—5:r/\S, HEEBETH, KB key:value\n 18=UHE;
2. B1ER, BB key (/B B9 ASCIl At THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERERIEEHRSBENIRM charset (B, MEEZFNREIFR
—, RBSHFFEEEERINEY

S5ZELIMER, RIBLLRISREMWLLELIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IRAY, content-
type #1 host FusigEskEt
HHERN :
SignedHeaders 1. L&B key Z—ERINS;
2. 4L key (/B ) 2B ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload = iERIEX (payload, BD body, M7 {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]} ) HIIGEE, itEhHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AE+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF 88327 #4311
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FREW R

1B, RERLEEENNSFE, ¥F GET &K, RequestPayload BEEAZEZFHH, WRAIHTEERE
35e9c5b0e3ae67532d3c9£17ead6c90222632e5b1E£7£6e89887£1398934£064,

R LN, REIPSEIAIREIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

2632e5b1ff7f6e89887£1398934£064

2, PSR FEER
BT HESE S TR

StringToSign =
Algorithm + \n +

RequestTimestamp + \n +

CredentialScope + \n +

dCanonicalRequest

FEREM 22
Algorithm BE2Ei%, BaiEER TC3-HEMAC-SHA256,

ERETEE, BIERLIPHATSE X-TC-Timestamp BUE, BIZEIATIE UNIX BiEE;, #SHERD, WREIEES

RequestTimestamp 15951113065
°

EIEBE, &V Date/service/tc3_request, BEHEA. FHERAIIRSINLILZFE (tc3_request) . Date 3 UTC #x
CredentialScope HHRENANE, MEBEMA#S2H X-TC-Timestamp &#AY UTC {REMEIBE—3; service AFRE, YRSEBNE
RiEE—H, WRAITEERRE 2019-02-25/cvm/tc3_request,

BIRE BHHEFRSHEEIERBIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
q HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMATiAIEE X-TC-Timestamp i+&55, HRFXHA UTC+0, MEMAREFMXER, BINFE/N\K, SSHEXMGE LRMKD, ER2&RER
WEKM, RiIgHEET 1551113065, F4H/\XKAANER 2019-02-26 00:44:25, {BRitH5FIM Date BY UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp “RE2ZFIRSME, BRHEFERRAMNBIITERDEREN, MRESESRASHNSLERY . MRREAFMIRERNERS, ST —RYE
&, ERUELY, BREEZEHER.

TRIELAEMN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

cb3fb7d10ff6ale84

IRIFRE: BR=ItE (It ) BRSEATF 55328 431\
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3. it EER
1) HEREEZHHE, HRBUT:

SecretKey = "Gu5t9xXxGARNpPg86cd98joQYCNI** ***x*1n
SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREHRYEEA SecretDate . SecretService Fll SecretSigning BIHFIRIEIE, TTREESARITENRE, SHIEAH/HEIZETRITERYEE SR :
ficb4d518a0eda9d5cbbfdb7850983f1e603eeae484edea76e4dd8d8deb5556e,
e7c609ce81bea53546bed2cc904778bef9cal4082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90c3590d569221c6a63a091ed,

HES, TRINRFEES, HVAC ERETNSHIRFTER—#, BUZIFERE, WRahREEASH key 71, HESH data E5. BEIREERRSRETH
HIENERENE, thATaESREHTENRIFAIH/ s EIENRIRENE, tERRRTHHIEN.

FEREM 25

SecretKey [EH4RY SecretKey, BP Gu5t 9xGARNPG86cd98joQYCNI** kg
Date B Credential fi#Y Date FER{ER . LERFIBYES 2019-02-25,
Service B Credential #1439 Service FERIER . LRBIBUESA cvmo

2) HEES, (hIREIT:

Signature = HexE

EERBITEERE bedf67d323c78ab%ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, $H% Authorization
AT HEIHHE Authorization:

Authorization
Algorithm + '
dential="

SignedHeaders +

'Signature=' + Signature

FEREM R

Algorithm ER/BHiE, EIEJ TC3-HMAC-SHA256,

Secretld ZARIRAY Secretld, BJ AKIDz8krbsJI5yKBZOpnT74WFKmLPx3** % * % %%

CredentialScope REX, FIEEE, WREITEERRE 2019-02-25/cvm/tc3_request,

SignedHeaders RLE, 25FZMLEBER . WRHIBUES content-type; host; x-tc-action,

Signature BEE. WROTELEER bed£67d323c78ab%chb7395e43c0dbef822a9cfac32fea2449a7bc7726b770a3,0

REL LR, REIPSEIAES:

TC3-HMAC-SHA256 Credentia Z 4 kmLPx3 /m/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature= f6 C c43 3 9cfac3z 7726b770a3

RARBEARERNT:

IRIFRE: BR=ItE (It ) BRSEATF 55329 #4311
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POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx /2019-02-25/cvm/t
ontent-type;host;x-tc-action,
Content-Type: appl i son; char
cvm.tencentcloudapi.com
>ribeInstances
2017-03-12
1551113065

hou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIXAEY HTTP &8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL—H, ENREREST—BUEIR. TAETTENLFERAS,
REMBEH XX LHE

SE:ET

7ELPREA API 3.0 Y, #EFERRERNETZ SDK 3.0 , SDK HiTERMIEE, FRRRXFFRIRUNEFEONT, #MEESR SDK i, HEIIFHRE
L=

* Python

« Java

« PHP

- Go

« NodeJdS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIRRAIF=REEEZER:

« Signature Demo

ATEEBMERERLE, TEMZRREES A, S LRSS IRRRI, ERNES . ARNEOMSKNESI LRESEEmE, ABRBRESE
12, AFESEM, IRARIEREER SDK.

Java

.nio.charset.Charset;

.nio.charset.

.util.Date;

java.util.TimeZone;

java.util.TreeMap;

javax to.Mac;

javax to.s

javax.xml.

IRIFRE: BR=ItE (It ) BRSEATF £330 #4313)
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mREHh

te[] hmac256 ( =[] key, String msg) throws Exception {

= Mac.getInstance ("Hma 256") ;

= new (key, mac.getAlgorithm());

mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String Si ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-256");
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTIC")) ;

19 = sdf.format (new (Long.valueOf (timestamp +

= "pPOST" -
> i

json; cha

c:applicat
Xx—-tc—action:" + action.toLowerCase ()

tent-type;host;x-tc

1, \"Filters\": [{\
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString +
+ canonicalHeaders + "\n" + signedHeaders + "\n" hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/"

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

secretDate = hmac256 ( ("TC3" + SECRET_KEY) .getBytes (UTF8), date);

secretService = hmac256 (secretDate, service);

"y -3

secretSigning = hmac256 (secretService,

g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println (signature);

IRIFRE: BRzITE (165 ) BRSEAS 53314311
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y = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders + signedHeaders + ", " "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put ("At on", authorization);

headers.put ("Content-Type CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Ac on", action);

headers.put ("X-TC-Timest p", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC gion", region);

uilde ()i
sb.append ("curl -X PC https://") .append (host)
.append (" \"Authc ation: ").append(authorization) .append ("\"")
.append (" \ nt ype: application/json; charset=utf-8\"")
.append (" \ : ") .append (host) .append ("\"")
.append (" \"X-TC-Action: ") .append(action) .append("\"")
.append (" \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append (payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, Jjson, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("

service =

host = "

endpoint https://" + host
region = "ap-guangzhou"
action

version =

algorithm =

timestamp =
date = datetime.utcfromtimestamp (timestamp) .strftime ("%Y

params = {"Limit": 1, "Filters": [{"Values": [‘7"5Ei@°p" W, Name" : 1stance—-name"}] }

http_request_method
canonical_uri =

canonical_querystring = ""

IRIFRE: BRzITE (165 ) BRSEAS £8332 #431m
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payload = json.dumps (params)
canonical_headers = "content-t %s\nt E 3 ! tcC tion:%$s\n" % (ct, host, action
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_scope = date + "/" + service + "/" +

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("u

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3

signature = hmac.new(secret_signing, string to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

n

( ntial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print (authorization)

int ('curl °OST ' + endpoint

"

Authorization: ' + authorization + '"'
Pl on/json; cha
' + host + '"™!

+ action + '"!'

+ str(timestamp) + '"'

ion: ' + version + '"!'

Region: ' + region + '"'

n

+ payload + "'")
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tring)
sha256.Sum256 ([]byte (s)

rn hex.EncodeToString(b[:])

unc (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString e
canonicalHeaders := fmt.Sprintf ("content-t
n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1,
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%$s\n%s\n%s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ request", date, service)

hashedCanonicalRequest := sha256hex (canonicalRequest)
string2sign := fmt.Sprintf ("%s\n%d)

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service,
secretSigning := hmacsha256 ("tc3
signature := hex.EncodeToString([]b

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" curl
—H "Authorization: %s"
ntent-Type:

oqm

Region: %s
>s'", host, authorization, host,

fmt .Println(curl)
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secretDate)

est", secretService)

> (hmacsha256 (string2sign,

action, timestamp,

CRET_ID") ;

Yy ;

version,

region,

secretSigning)))

payload)

mREHh
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{"Limit": 1, "Filters":

= hash ("SHA256",

.PHP_EOL;

= gmdate ("Y-m-d",

_request";

.PHP_EOL;

= hash_hmac ("

= hash_hmac ("SHA256",

= hash_hmac ("SHA256", "tc3_
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_EOL;
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secret_id

secret_key =

service
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp =

date = Time.at (timestamp) .utc.strftime ('$Y-%m-%d'

http_request_method = 'P
canonical_uri = '/'
canonical_querystring =
canonical_headers = "content

signed_headers = ¢

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540d"], "Name":
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

1.j0in("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, '’ ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string to_sign)

puts signature

+ endpoint \
' + authorization + '""' \
“ontent-Type: application/json; cha S
' 4+ host + '""' \
' + action + '"' \
' + timestamp.to_s + """ \
ion: + version + '"' \
“-Region: ' + region + '"' \

n

+ payload + "'"

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

oyte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s)) ;
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

j datestr = date.ToString("yyy
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DateTime startTime = new DateTime (

long requestTimestamp = (long)Math.Round((date -

algorithm = "
httpRequestMethod
canonicalUri = "/";
canonicalQueryString = "";
contentType = "application
canonicalHeaders

:" + endpoint + "\n"

ion:" + action.ToLower ()

y signedHeaders = "content-type;host;x-tc-act

, 0, 0, DateTimeKind.Utc) ;

startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

+ contentType + ";

il o
7

g hashedRequestPayload = SHA256Hex (requestPayload) ;

1g canonicalRequest = httpRequestMethod + "
canonicalUri + "\n"
canonicalQueryString + "\n
canonicalHeaders + "\n"
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service

n"

+ "/ 4 "te3

1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

st 1g stringToSign = algorithm + "\n"
+ requestTimestamp.ToString() + "\n

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3

" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning = HmacSHA256 (secretService,

signatureBytes = HmacSHA256 (secretSigning,

Encoding.UTF8.GetBytes ("tc3_

Encoding.UTF8.GetBytes (stringToSign)) ;

mREHh

signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

authorization = algorithm +
ential=" + secretid + "/" + credentialScope + ", "
edHea ;=" + signedHeaders

"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<strin string> headers = new Dictionary<string
headers.Add ("At orization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers.Add ("X-T sion", version);

headers.Add ("X-TC tion", action);

headers.Add ("X-TC on", region);

n headers;
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SECRET_ID = Environment.GetEnvironmentVariable ("

SECRET_KEY = Environment.GetEnvironmentVariable ("TENC
service = "cwv
endpoint
region =
action

version

DateTime date = new DateTime (I ( 1 0 ) , 0, DateTimeKind.Utc) .AddSeconds (15

n

1g requestPayload = "{\"Limit\": 1, \"Filters\": {\

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY,

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("F htt ://cvm.tencentc i .com") ;
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

on sage S g) {
1st hmac = crypto. 2 , secret)

eturn hmac. (message) . (encoding)

ion (r
nst hash = crypto. ('sha256")

n hash. (message) . (encoding)

date new (timestamp *
year date. ()
month = ('0' + (date.

day = ('0' + date.

year}-${month}
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = entcloudapi.com"
service

region

action =

version

timestamp

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\" :
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

:" + endpoint + I
x-tc-action:" + action.

st signedHeaders = "content

t canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "\n
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = "TC3-HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm \n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date, 3' +

kService = (service, kDate)

kSigning tc request kService)
signature = (stringToSign, kSigning,

(signature)

authorization = algorithm + " " +

"/" + credentialScope +

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)

i

curlcmd "

+ endpoint
"Authorization: ' + authorization + '"'

"Content-Type: application/json; cha

]

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC sion: + version + '"'
"X-TC-Region: ' + region + '"'
T

+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20] = {0};

sttime;
time (&timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = = g (buff) ;

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_Init (&sha256);
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;
}

return NewString;

string

HMAC_CTX *h;

#if OPENSH ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

&key [0], .length sha256 (), NULL);
ha )&input [0], input.length());
len

> _Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID =

string SECRET_KEY

string service
string host =
string region = "ap-guangzho
string action = cribelInsta
string version 2017-03-12";
int64_t timestamp 51113065;

string date = t_data (timestamp) ;

string httpRequestMethod

string canonicalUri =

string canonicalQueryString = "";
string lower = action;

gic@ls g

(action.be 1(), action.end(),

string canonicalHeaders = string("content-type:a

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";
string signedHeaders = "content-type;host;x-tc
string payload = "{\"Limit\": 1, \"Filters\": [{
string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n

canonicalUri + "\n"

canonicalQueryString + "\n"

canonicalHeaders + "\n"

signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date +
string hashedCanonicalRequest = sha256

string stringToSign = algorithm \n"

cout << stringToSign << endl;

string kKey = + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSh

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;
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lower.b

action";

\"Values\

+ service + "/"
=% (canonicalRequest) ;

+ RequestTimestamp +

56 (kService, "tc 2quest") ;

AN

stringToSign)) ;

+ credentialScope +

"

mREHh

+ hashedCanonicalRequest;
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string authorization = algorithm + " Cre ial=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHe s=" + signedHeaders + g e=" + signature;

cout << authorization << endl;

https://" + host + "

+ authorization + "\"\

action + "\
" + RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\
"

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% $m—-%d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_TInit (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
~(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
intf (buf, of (buf), "$02x", hash[i]);

(result, buf);

HMAC_CTX *h;
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

felse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, strlen(key), EVP_sha256(), NULL);

HMAC_Update (h, ( uns >d char* )input, t en (input)) ;
nsignec nt len = 32;

HMAC_Final (h, hash, &len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;
tolse
HMAC_CTX_free (h);
fendif

strncpy (result, (cons r*)hash, len);

temp[0] = lut[c
(add_out, temp);
= lut|[c 151;

(add_out, temp);

(output, add_out, 128);

SECRET_ID = getenv ("TENC

SECRET_KEY = getenv ("TE NTC D_SECRET_KEY") ;
service = "cvn

host = "cx

region

action "DescribeInstances
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char* version

i nt t timestamp =

har date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
har* canonical_query_string = "";
char canonical_headers| ] = {"content-type:appli io json; charset=utf-8\nhost:
(canonical_headers, host);
(canonical_headers,
har value[100] = {0};
lowercase (action, wvalue);
¢ (canonical_headers,
(canonical_headers,
har* signed_headers = "content-type;host;x-tc
\" \"Name\": \"instance-name

N T4 5] 4 e\ o \ o N I\ Ve (2SIBm R
\"Filters\": \"\\u672a\ o

har* payload = "{\"Limit\": 1,

char hashed_request_payload[100] = {0};
sha256_hex (payload, hashed_request_payload) ;

har canonical_request[256] = {0};
I (canonical_request, "%$s\n%s\n%s\n%$s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, "%d", timestamp) ;
credential_scope[64] = {0};
t (credential_scope, date);

f (credential_scope, "%$s/%s/tc equest", date, service);

har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf ("$s\n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
har k_date[64]
hmac_sha256 (k_key, date, k_date);
har k_service[64] = {0};
hmac_sha256 (k_date, service, k_service);
har k_signing][ 1] = {0};
hmac_sha256 (k_service, "tc3_request", k_signing);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128

hex_encode (k_hmac_sha_sign, signature);

58347 431\
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s\n", signature);

char authorization[51

(authorization, "%s Crede
algorithm, SECRET_ID, credential_scope,

rintf ("%$s\n", authorization);

host, authorization, host, action, request_timestamp, version, region, payload);
intf ("$s\n", curlcmd);

eturn 0;

Rftsigs

e Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMANEIRD, SRIELFEREE.

§EIRED fEIRHEA
AuthFailure.SignatureExpire EZTH, Timestamp SRSFIEWEIEROIFEHEERSEIHD .

AuthFailure.SecretldNotFound BRTEE. FAERHAEERIARERER, ERLENTERHES TFEY,

AuthFailure.SignatureFailure EZHR, THEXEIITEER, HEXESE5LMEENABTFEFE, LETEREH SecretKey HIZRSHHE,
AuthFailure.TokenFailure [ERHES Token BiR.
AuthFailure.InvalidSecretld ZiRIEE (A2R= API AR
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

O BT R

o XY pr
EIEE#RATE: 2023-11-16 01:28:33

BEEGE VI GRS, BRNENZSUERTUNESSZ v3, BEERESSIE v3.

BUREERD, BIUER API Explorer FilY “EZRERL" TEE, EEEFRAN “AP13.0 £E v1” , AILIERSSTEHTIRIE, FRETHIFEESHES T, t
RAIEEERL SDK 113, HEERBNE AP BER 8 MERKNRIEIES SDK, EEHRTESMBERIE, WEFHRE, 35 Python. Java. PHP. Go.

NodeJS. .NET. C++. Ruby.
<> mEEEiR

#EZE(ER API Explorer

fZE L@ APl Explorer B9 [ #2546 | RIREESMEOEZMEMIE.

Bz APl £XSMEEIER#TEMHIE, BPSNERBFBZEALERSYPESESIER (Signature ) DISIESRESS .
EREEHRLFIEER, RL2EIIEE Secretld #l SecretKey; HRFRERERLREIE, BRIt ZAPIZARE Bi5, BUEZERZ= API 0,

1. RERSFIE

EE—RER= AP| 281, i#FiE = AP| ZHHRE BiERLEIE,
RLEIAE Secretld #l SecretKey:

« Secretld AFRiR APl ARESH

» SecretKey BFMZEEZFHFHRRS SZIRIGIIXEZFHFRENE.
- AP$ATERERSKIE, BRitE,
HEREEIENEFSBINT:

1. BR BASEEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =50 WM, gE [ #BE%A | BaLAeIE—3S Secretld/SecretKey,

R 81 KSRSLUAER Secretld/SecretKey,

2. EREEE SR
BT ZR&2FiESecretld 1 SecretKeys, MALAEREZRT . LTRERAERHZE v ERESBFMITRE:
{BRigFEFRY Secretld #1 SecretKey S3EI2:

« Secretld: AKIDz8krbsJ5yKBZQpn74WFkmLPx 3% * * % % % *

» SecretKey: Gu5t 9xGARNPG86cd98§OQYCNS* * * * # % *

R RERETH, SRIERAFXGRIERN Secretld Ml SecretKey i#{TREURE!
=IRSZSEEELAIFIFR(Describelnstances)izkAfl, LAFAMAX—EOR, HiERSEATAEMT:

SHEW 2574 sHE

Action Bik& Describelnstances

Secretld 248 ID AKIDz8krbsJ5yKBZQpn7AWEFkmLPX3* * * * % % %
Timestamp E IR [EIFE 1465185768

Nonce BEHNIEZEEY 11886

Region SEGIFRTEX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID ins-09dx96dg

Offset RizE 0
Limit BRAMIFES 20
Version EOREKS 2017-03-12
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

O BT R

RXEART TS AHSHMBZOBWASEY, AFPATLMRELIFEZERIIEMSE, FI80 Language Fl Token AR5,

21, HBMHF

BAMAEIERSHIZSHENFHE ( ASCI B ) AFHRF. E8: 1) RizsHSTHE, SREFRSYRENT, R25tK0; 2) % ASCII#BEEXRN, W
Instancelds.2 ZHfE Instancelds. 12 BH, ARIEFEXR, UFA2EREE. APULMEHRIZEES PIIEXHEFREERIMX—IhEE, 1 PHP &) ksort R#l, Lid
TS HHIFERNT:

{

'Action' : 'DescribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Nonce' :

'Region' : 'ap-guangzhou',

'SecretId' : 'AKIDz8kr S5yKBZQOpn74WFkmLPX3* ¥ x* k&1
'Timestamp' : 1465185768,

'Version': 017-03-12",

}

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—EET,

2.2, HEBRFHR

WS BRERIERFHE,
BB E—SHIFFRIERSEISUER “SHSH=-28E" 1, W3 Action 28, HSHE#A "Action” , 28{#H "Describelnstances" , EIENLiEH T
Action=Describelnstances .

R “28E” HRAEMIE url KEENE.
AREEEICENENSHAE"Q HEE—E, REERNERFHER:

Action=DescribeInstances&Instancelds. i [ ) 886&0 set=0&Region=ap-guangzhou&Secret Id=AKIDz8krbsJ

S5yKBZQpn74WFKkmLPX3*******gTimestamp

2.3, HESERIFHH

IS RE R ERENF AT H
BREXFHREUTLSEIGR:

1. i8KFiE: X5 POST M1 GET A=, XE(ER GET 5K, EEAZAEKXE,

2. i5REN:BEEELMIFIER(Describelnstances)iliEkE&H: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRTNAR, #0NSEOHE,
3. IERIER: HAIRA=APIRERIEZEER / o

4. BRFHFHR: B E—SERINEKRFTHR,

BEREXBRAIHHERWI: BRGE + BREN GERER + 2 + BREFHR
THIEBHEER )

ncentcloudapi 7 ion=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-gu

>ret Id=AKIDz8krbsJ5 ZQpn74WFkmLPx3******* g Timestamp=146518 ersion=2017-03-12

2.4. EREEH

IS REMESRSR
B5EER HVAC-SHAT B3 E—S iR SMERRNFHRHITES, REBEMNZZRER Baseb4 #1THRD, BARSRENIEZR,

BHMEHEWT, M PHP ESH5):

SsecretKey = 'GuStIXGARNpg86cd9I8joQYCNI******* 1,

'GETcvm.tencentcloudapi.com/?Action=DescribeInstances&InstanceIlds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKIDz8krbsJI5yKBZQpn74WFkmLPx3*******gTimestamp=1465185

IRIFRE: BR=ItE (It ) BRSEATF $5350 #4313)



O BT R

$signStr = base64_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESIRESHEN:

zmmjn35mikh6pM3V7sUEuX4wyYM

EREEERRIHESHARN, JALERAIPRHEETEREIE, SRINERRSHIFHII—HET,

3. SZERHG
ERNESEHTREREDEREY, BEVELHET URL BB,

N E—HERNEZHEA zmmjn35mikh6pM3V7sUEUX4wyYM= , RESEINEZHERSHE (Signature ) #:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, BiS$RFERRENER URL,

R WIRAFPRERG AR GET, 2&iERGEN POST [ Content-Type 4 application/x-www-form-urlencoded, MW&EXiERISAEERSHAEIIT
Efff URL {8, SHEN-FSABERHDG. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: AUREISNREESENIFIES2%IHTT urlencode, EXWEAT, MABENESHHT URL ®BT, EWAX URL KHRSSBESLEK.

R HAfti2REEEEHTRD, HEFRA RFC 3986, (8 %XY MEHFHPILRFHITES LSRG, Hp X7 7 “¥* IR #HFH (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BREW

RIBERRER, FEMTESEWAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire F2TH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEmIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (A== API BH%E )

5. ERiET

7ESEFRAF API 3.0 BY, #HEFEFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXEFRIZHHEFZORNT ., #FREESRK SDK Fil, Haistshmz
BEA:

« Python

« Java

« PHP

« Go

* NodeJS

« NET

o C++

* Ruby

THEHRHT FRFRIERES demo, EHLMLERINA=RESEEZRIERN:

« Signature Demo

ATEFBHBRRESTRE, TEMERREESHE, B ERNESERENIN, BERES . RRNEOMSHNIESRI LRESdERE, ABRIREEST
2, ArE&ERE, EHhARIERE[ER SDK .

=REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

IRIFRE: BR=ItE (It ) BRSEATF 55351 #4311


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

@ %FH_E mREHh

guangzhou&SecretId=AKIDz8krbsJIS5yKBZQpn74WFkmLPx3*******gSjignature=zmmjn35mikh6pM3V7sUEuUX4wyYM$3D&Timestamp=1465185768&Version=2
017-03-12

FR BFRAIPNZPAEEEN, HEHEARRALFIE, EhNREL url FEUEEFITFHER curl SHSRMANSIRESEIER: E&TH, ATEE
PATEEIREIRY url , BEEMREIFR Secretld 1 SecretKey HESMZEH, HEMRAXLRIAIEEIER Timestamp

FR: ATENRGP, FRFEES, EER—ESEXRNTEEN url FIREEERMAR, RUASHNINFERR, EXHARINERYE. JSBMESHEE, BESIHE
IEFRBPRT

FR: UTRBUERT API 3.0, FREERATHMMNESIRE, BRI

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

static String (S g 8, 8§ E - S E ethod) ows Exception {
= Mac.getInstance (method) ;
etKeySpe = new (key.getBytes (CHARSET), mac.getAlgorithm());
.init (secretKeySpec) ;
[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

rn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

rn s2s.toString () .substring (0, s2s.length() - 1);
UnsupportedEncodingException {
com/?") ;
(String k : params.keySet ()) {
.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

return url.toString() .substring (0, url.length() - 1);

}

bkl stat (St a t ws Exception {

TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("S tId System.getenv ("TENCENTCLOUD

IRIFRE: BRzITE (165 ) BRSEAS 55352 431\




mREHh

params.put ("Ac
params.put ("Vers
params.put ("Rec
params.put ("
params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA1l"));
System.out.println(getUrl (params)) ;

}

}

Python

R MRIEE Pyt 2 MRHIETT, BEXZE requests KBE: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TEN
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s ife n sorted (params) )

rn s + query_str

(key, s, method):

hmac_str

hmac.new (key.encode ("ut£f8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS 55353 #431:m




mREHh

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := os.Getenv ("TENCENTCLOUD

ing{

guang

secretId,

"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("G
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, 1
1ge params {

end (keys, k)

Strings (keys)

:= range keys {
keys[i]
WriteString (k)
WriteString("=")
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)
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mREHh

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv ("TENC
= getenv ("T

["Nonce"] = 1

["Timestamp"]

on"] =
["InstanceIds.O

["Limit"] =

= substr ( ( =1y p

= base64_encode (hash_hmac ("

.PHP_EOL;

secret_id = ENV["TENC

IRIFRE: BRzITE (165 ) BRSEAS 58355 431\




mREHh

secret_key = ENV["TENCENTCLO

method = 'GET'
.

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

end

sign += params.join('&'")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1l mac = >w HMACSHAL (Encoding.UTF8.GetBytes (signKey)))

yte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;

IRIFRE: BRzITE (165 ) BRSEAS $356 14313,
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retStr += requestHost;
retStr += requestPath;
retStr += "?";

1g

requestParams.Keys)

.Format ("{0 & key, requestParams[key]);

retStr += v.TrimEnd(

n retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param new Dictionary<
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("N

.Add ("Timestamp", RequestTimestamp.ToString());

.Add ("Ve on", wversion);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

i

}

NodeJS

1st crypto

function
params [ 'Signe a: Component (params|['Sig
nst url_strParam = (params)

/" + endpoint + "/?" + url_strParam.
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap macSHAL1l': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ()s
(let k in keys) ({

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);

‘n strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloud
guangzhou"

12m

let params = {};
params [ 'Ac
params|['Instance
params['L

params [ 'Of

params [ "Nc

params [’

params [’
params|['Timestamp']

params [

strParam = (params)

st regMethod = "G
st path = "/";

strSign = (regMethod, endpoint, path, strParam)

IRIFRE: BRzITE (165 ) BRSEAS £5358 #4313,




(%) - iiit= mEa

, strSign)
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O BT R

A1 =+
IR[EIEER
EIEE#ATE: 2022-07-21 06:16:28

FE: BRREERBRSIRESLIET, WARY HTTP REMB197200. FIILEERERIFEMERPBRESEY, B HTTP KEBE2200, mF=2401,

IEfREEISR

=R B ANEOESLHIRSTIZE (DescribelnstancesStatus) 2017-03-12 kA6, HEBRKI, ETERNREINTA:

[
1

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "bSb414¢

» Response REMEH Requestld REEMNFE, TiCIERMIISE, RE APILGETY, WSESRERE,

+ Requestld BF—/ APl iERIE—RA, MR API HIESE, STLABRRR(], FiZEZ ID RERITE,

- BTYEENFEI, HREUAERMEOENHFE, FENEOMEENHFESMIEOXEPRHEN . FIHE TotalCount 1 InstanceStatusSet 973
DescribelnstancesStatus #OEXMFE, BHFRARERMAFREHEIERIRSEFES], Elt TotalCount ZULER FAHREIEN 0, InstanceStatusSet 51
x®AR=,

HREDSR

HRMA%LY, HiREETWNTA:

[
1

"Response":
"Error": {
"Code": "
"Message": "
H

"RequestId":

Q
b
N
i

» Error BIEMRREZISKABKLY . Error FEERERERY Code 1 Message FERERARXYAT 24 ERER

+ Code ZREMFLIBAIEIRE, HiFRBENAIARIBZERBEAHEREMNSFIEOMMAYERBIIREMERN N FERNBRSEE.
+ Message BERETEMEREENEFERRE, BEWSKBHALML, WXATHRLBERISTEREN, ARFMIKBIXMEEIE.
Requestld FBF—4 API i5RKEIE—IRA, 1R API HIMSE, TR, FHEMZ ID kRRDE,

ARG
BRESRPUNREFE Error FE, NWRTFHA APIEO%XMK. Error i Code FRETHEIR, ABISHATRHIMAERBAATERID . SEHERBIRESE
@ “API X" BRTE “HiRi8” .
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O BHE

i

#<i

IEEEFRATE: 2022-08-10 06:46:41

-\

8
Z

BRIESRZ= API 3.0 BIASHHEHSESHFINT LS EE:

String: F&F$,

Integer: E&, FIRAXHSO64AMEH, SDK 3.0 FARRESZISHELERER, BNFRERAFEESSHRAEREN, Hi0 colang B uint6d,

Boolean: #/REL,

Float: ZmE,

» Double: WiEEZ=E,

- Date: F#FH, AHER. Flan: 2022-01-01,

« Timestamp: Z#FH, WEgR. Flagn: 2022-01-0100:00:00,

» Timestamp ISO8601: 1SO 8601 EHEFMFHMKAL (International Organization for Standardization, 1SO ) &#%HI%FHEFRHEEREFFIRE, 3
RER (GB/T 7408-20058iETiIRERER R HMATRIEERTE) . BNARMERFRIZIESIIREERTEINER. flin: 2022-01-
01T00:00:00+08:00,

 Binary: Zi#HIRE, EELMSENERINGR

.

.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

SHEANEXEO
=8 [ ER=FE] [t

mIEEFATE: 2023-09-21 05:24:19

1. EOE

EOiEKIFEE: ssa.tencentcloudapi.com ,

i [EAFR] [HREENEEIR ]
BUMZOIERINEIRS): 200%/%

= (ER API Explorer

=i

WEHETIE ]

mREHh

API Explorer 2t TELIEAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSEELSRURBEMER SDK FRRE.

2. WA\2%

UTERSHSIRVIIE TROBRSHEMBSAHSY, REARHSHIIRN AHiERSH,

SYEMR
Action
Version

Region

QueryKey
EventName
DivulgeSoure
Asset
RuleName
Ruleld
Level
Status
StartTime
EndTime
Offset

Limit

3. mitisy

Witk

=

I HO

o

o

HO

HO

HO

HO

HO

HO

HO

HO

HO

HO

String

String

String

String

String

String

String

String

String

String

IRIFRE: BR=ItE (It ) BRSEATF

g

H2%, AEOBYE: SaDivulgeDataQueryPub.

>

H5%, FMEONE: 2018-06-08,

>

o

AHSY, FEOTTEERUSH,

\

EHIEaZER(§xdappidgk& uin)
THE: 2312131

REEMHEM
A test

TR 0: 238 1:GitHub 2:K5R ZAE1
wBIE: 1

SHINEF
THUE: "

P EERE TRIHINItopicE R
EHE: test

A RS TRIAIN topiclE—id
HfE: "0"

REEER —1:K 1:(€E 2:%fE 3:5E 4:F
TOIE: 1,2,3,4

RLBHIBIRE 15K 154012 2:S4E 3:iR1IR 4: S 28 5: 84162 6:B(E(F
~ENE: 1

EYRAYiE)
=~fE: 2020-04-10 16:01:14

£55RAYIE)
~lfE: 2022-04-1210:56:16

Bifiemtbit
BUE: 1

i
~EHE: 20

55362 #431m


https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://console.cloud.tencent.com/api/explorer?Product=ssa&Version=2018-06-08&Action=SaDivulgeDataQueryPub

mREHh

SHEW B iR
Data SaDivulgeDataQueryPublList BENHESHIIR

Requestld String W—iEK ID, SXERBLIEE ., EMLRRITFEIRMIZRIEKREN Requestld,

4. 7
PN EESUHRING%

BT

POST / HTTP/1.1
Host: ssa.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: SaDivulgeDataQueryPub

<AHERSE>

{

"Status": "O",

"DivulgeSoure": "0",

"RuleId": "0",

"RuleName": "",

"EventName": "",

"Limit": "5",

"Asset": "",

"StartTime": "2022-04-05 00:00:00"
"Offset": "O",

"QueryKey": "",

"Level": "1,2,3,4",

"EndTime": "2022-04-12 23:59:59"

"Response": {

"Data": {

"Count":

"List":

{

"Id":

"Uin": "14

"AppId": "125

"EventName": "sul
"DivulgeSoure":

"Asset": "",

"RuleName": "tes

"RuleId": "2

"RuleWord": "gdb filename test",
"ScanUrl": "https://github m/s 2001/kernel_realme_.
debug",

"ScanCount": "1",

"Level": "4"

"Status":

"EventTime" :

"InsertTime":

IRIFRE: BRzITE (165 ) BRSEAS 58363 #431:m



https://cloud.tencent.com/document/api/664/51406#SaDivulgeDataQueryPubList

by

{

"Id": "5

"Uin": "14451
"AppId": "12
"EventName": "E
"DivulgeSoure":

"Asset": "",

God0123/angular

nan
Lo

"RuleName": "test",

"RuleId": "2
"RuleWord":
"ScanUrl": "h
"ScanCount":
"Level": "4",
"Status": "1
"EventTime":
"InsertTime":
"UpdateTime":
by

{

"Id": "4

"Uin": "1445
"AppId": "12
"EventName": "l
"DivulgeSoure":

"Asset": "",

dgl128/ldgtest”,

namn

"RuleName": "MREKFMF",

"RuleId": "2229

"RuleWord": "I HRIREMFRHZERAE",

"ScanUrl":
"ScanCount":
"Level": "4"
"Status": "I
"EventTime" :
"InsertTime"
"UpdateTime":
by

{

"Id":

"Uin": "14
"AppId": "1251(
"EventName" :
"DivulgeSoure":
"Asset": "",
"RuleName" :
"RuleId": "36
"RuleWord":
"ScanUrl":
"ScanCount":
"Level": "4
"Status": "1
"EventTime":
"InsertTime":
"UpdateTime":
I

{

ammadkh/devices/blob;

2022-04

IRIFRE: BR=ItE (It ) BRSEATF

/data/dummy

data.

n
’
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nIgn. 48
"Uin": "1445149556",
"AppId": "125

"EventName": "immanuelMM/React-t

"DivulgeSoure": "1",

"Asset": "

"RuleName": "

"RuleId": "

"RuleWord":

"ScanUrl": "https://github.com/immanuelMM/React-theme
s/index.js"

"ScanCount":

"TLevel": "4,
"EventTime" :

"InsertTime": "

"UpdateTime": "

"RequestId":

5. FRERR
BRE API F&

Sz API & 256 API 3. 8%, API Explorer }2 SDK #RRENA—ERIFE, HEENE—ANOEORERBBNZRHAFIE API RS,

API Inspector

FBREET API Inspector EEEHIAE—SIREXERN APHRBER, HEMERSIESRAR AP K53, t2alaiE API Explorer #{TEZEI

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. {HiRG

RIS T O SSiZiEIRXAEIRIE, BbEiRILiFED 2450,
IR
AuthFailure
FailedOperation

InternalError.ParamError

IRIFRE: BR=ItE (It ) BRSEATF

filiR
CAMEZ/EIUEIR.
BRIEEM.
SHRIEKY

mREHh
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& WifiE

IREVHERFIZR

mIEEFATE: 2023-09-21 05:24:20

1. EO#R

EOiSKIFESZ: ssa.tencentcloudapi.com ,
IREVtFESZ
EROAECIIERITRIRS: 200R/%
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O BHE

7= (EH APl Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMRERTIROSHN . ETEESXARNERNSRESRIURBMERN SDK FRRG.

2. S

UTERSHSIRMIIE TIROBERSHMBE 2HSY, RRAHSHIIRD 2AHERSH,

SHEW Witk £S5 i

Action = String AHSH, FEOHE: DescribeLeakDetectionList,
Version = String ~SE, XEORE: 2018-06-08,

Region E String 2, AMEOFTEERHSE.

Filters.N = Array of Filter RIS

Limit 2 Integer (=Dt

Page = Integer b

StartTime 2 String Candia

EndTime = String £ERATE]

3. Jitisy

BHEM 5 iR

TotalCount Integer 28

List Array of String HiEyIFR

Requestid String W—i5EXK ID, SREKRASIEE ., EMDRITEEREIZRIEKRE Requestld,

4. 74
PN FECHIESIE

BATH

POST / HTTP/1.1

: ssa.tencentcloudapi.com

Content-Type: application/json

eLeakDetectionList

"Filters":

{}

1,

"StartTime": "YYYY-MM-DD",
"EndTime": "YYYY-MM-DD"

}

L bR

IRIFRE: BR=ItE (It ) BRSEATF 58367 #4311


https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51406#Filter
https://console.cloud.tencent.com/api/explorer?Product=ssa&Version=2018-06-08&Action=DescribeLeakDetectionList

O BT R

"Response": {
"TotalCount": O,
"List": [

"

"name

1,

"RequestId":

5. FRERR

A= APl £&
Bz API & B&E API 3. $8i%63. API Explorer & SDK #RENA—ERIFE, HEENE—ANOEORERBAZEMHAFE API RS

API Inspector
FARFTET AP Inspector BEEFIGE—TRIEXEBE AP ERER, HBEMERSIESRAR API K18, BaTFitE API Explorer #{TEZEIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

BeIFTIR
» Tencent Cloud CLI 3.0

6. FEiRG

IATFRFIH 7RO SBIEHEXASEIRIG, EMbEiRLIER AHEIEE.
RS i
AuthFailure CAME R /ERUEIR
FailedOperation BIEEM,

IRIFRE: BR=ItE (It ) BRSEATF £8368 #431:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

AREMSEER

EIEEHATE: 2023-09-21 05:24:21

1. EOfR

EOiSKIFESE: ssa.tencentcloudapi.com ,
Ze2XE-RAFEMEEER
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEM Witk E5id] 5%
Action = String ~H2E, XIEOBRE: DescribeAlarmStat,
Version 2 String ~HsY, AMEOE: 2018-06-08.
Region a String ~HSY, WSEATESH.
. . FriaRgiE
A=
StartTime = String FIE: 2022-11-2110:10:00
. . LETRAYiE)
= =]
EndTime = String REIE: 2022-11-2210:10:00
3. miem
BB E5id) fik
HEEER
Dat Al InfoR
at armintorsp B WFRATASEE null, FREREIERIE.
Requestid String K—igK ID, SXERBLIEE . EMABITFTERMZRIEREN Requestld,

4. 761
PN =EE
e
WATH

POST / HTTP/1.1

Host .tencentcloudapi.com

Content-Type: application/json

on: DescribeAlarmStat

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

£5369 #4313)


https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51406#AlarmInfoRsp
https://console.cloud.tencent.com/api/explorer?Product=ssa&Version=2018-06-08&Action=DescribeAlarmStat

O BT R

"Response": {
"Data": {
"AttackEvent":

be

"RequestId":

Q
b

}

5. FREHE

ER= APl &
BiflZ= AP| F& B8 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—AOZQREMMAZRERE AP BRS.

API Inspector
EPaiEE API Inspector EREHAE—SRIEXEN AP REER, HEMERSIESRAN API {53, BaFIE API Explorer {TE&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

BeIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

TSRS X SSIBIBHEXAEIRG, EfhiEREIER 254ERG,

IRIFRE: BR=ItE (It ) BRSEATF 58370 #431:m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS

8 [ HEE NS on s M FE AR N SR ]

EIEEHASE: 2023-09-15 02:24:40

1. EOfR

EOiSKIFESE: ssa.tencentcloudapi.com ,
SaDivulgeScanRuleMutate

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. WA
MTERSHIIRGIL T EOBSRSYMBI ALY, TBAHSEIIRR AHiERSH,
SHEM Witk ESid) Fiiipay
Action 2 String ~HSH, XIZFOBE: SaDivulgeScanRuleMutate,
Version 2 String rHsE, FEORE: 2018-06-08,
Region & String rHSY, MEOFTEEZNSH .
Id = String Id
DivulgeSoure = String DivulgeSoure
DivulgeSoureUrl = String DivulgeSoureUrl
RuleName = String RuleName
RuleWord = String RuleWord
ScanStatus = String ScanStatus
DivulgeType & String DivulgeType
RepairAdvice S String RepairAdvice
3. hilis%
SHEM 5 iz
Data SaDivulgeScanRuleSetList Data
Requestld String K—iEK ID, BRESKRASIEE, EMDBAITTEREIZRIERE Requestld,
4, 76
5. FEERR
BER= APl F&

Biflz API & R45E APl XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOSZARERBNZRMRRE AP RS

API Inspector

FRFENEE AP Inspector BEEEHIGE—SREXIXR AP RAER, HFEMEMSIESRAN API X3, thaaiiE API Explorer #3E&iEI,

SDK

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

83714311


https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51406#SaDivulgeScanRuleSetList
https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://console.cloud.tencent.com/api/explorer?Product=ssa&Version=2018-06-08&Action=SaDivulgeScanRuleMutate

O BT R

= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.
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6. FHiRG

PATNGIE T O SSiZEIRXAEIRID, BbEiRIBIFED AHEIR0,
RS iR
InternalError.ParamError SHRIRKM

IRIRERE: BR=ITE (1bF) BRSEAE 8372 #4311


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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HithizO
i 21 - iR

ERIEEFATE: 2023-09-21 05:24:22

1. EOR

EOiEKIFEE: ssa.tencentcloudapi.com ,
RAEER, RIURETIER
ERUAZCIERIARIRS: 200R/%

#E7=(ER API Explorer

API Explorer 2t TELIEAR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSEELSRURBEMER SDK FRRE.

2. BAEH
UTERSEOIRSIL T EOBRSHUMBSAREY, SEARSEIIRD AHERSY,

SYEM & EE R

Action = String AS%, XEOBYE: DescribeVulList,
Version 2= String AHS%, XEOEE: 2018-06-08,
Region & String S, XEOFFEERLSH,
EifidiES ¥ (jsonFIHLAIZER )
Params 2 String wBE: {"FilterObj":{"Type":[1,"Level":[],"Status":[1],"Region":[],"Vpcid":[],"SsaAssetCategory":[],"VulSource":

[1,"dJumpFlag":0,"Vulld":["101741"]},"Search":{"VulName":[],"AssetName":[],"AssetID":[],"AssetIpAll":
[1},"Limit":10,"Page":1,"By":"event_time","Order":"desc"}

3. |miiex

SHEM ESic] iR
Data VulList imiEsR
Requestid String E—iEK ID, SXIERBLIRE . EMOBIFFERMIZXIERE Requestld,

4. =
wPN B R EERRRE

BATH

POST / HTTP/1.1
Host: ssa.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeVulList

AERBH

{
1

"Params": "xxx"

IRIFRE: BR=ItE (It ) BRSEATF 8373 #4311


https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51406#VulList
https://console.cloud.tencent.com/api/explorer?Product=ssa&Version=2018-06-08&Action=DescribeVulList

mREHh

{

"Response": {
"Data": {

"List": [

{

"Id": "abc",
"VulName": "abc",
"Type":

"Level":

"Status":

"Time": "¢
"ImpactAssetNum":
"ImpactAsset": "abc
"ImpactAssetName":
"VulDetail": "abc
"VulRefLink":
"0ldIdMd5":
"UnigId": "a
"OperateTime":
"IsAssetDeleted":
"DiscoverTime": "a
"OriginId": 1,
"Region": "abc",
"Vpcid": "abc",

" "

"AssetType": "abc",
"AssetSubType": "abc",

"AssetIpAll": [

"PrivateIpAddresses":
"o

1,

"VulSource":
"AffectedUrl": "
"SsaAssetCategory":
"VulUrl": "abc",
"IsOpen":

"YzHostId": 1,
"VulRepairPlan": "

"VulPath": "abc"

1,

"Total":

by

"RequestId": "abc"
}

¥

5. FRERR

A= APl £&
Sz API & 256 API 3. 8%, API Explorer &2 SDK #RRENA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS,

IRIFRE: BRzITE (165 ) BRSEAS 58374 #4311



https://cloud.tencent.com/api

O BHS

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP RBER, HEMERSIESRAR API 53, BaJaiE API Explorer #{TELZRIX.

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, REESERIER AP,

.

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR

)

Tencent Cloud CLI 3.0

6. fHiRfE

IIFRFUE T O SSBIREXANEIRIS, EthEiRBiER AHERE.

fEIREG
FailedOperation
InternalError.ParamError

InvalidParameter

IRIRERE: BR=ITE (1bF) BRSEAE

iR
BAEEM.
SHRIAEY

SHIER.

mREHh

58375 #4311


https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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AERETAT S
EIEEFATE: 2023-09-21 05:24:37

1. EOfR

EOiSKIFESE: ssa.tencentcloudapi.com ,
BRELLRETiEE

BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. mAEH

UTERSHIIRIIETROBRSHENDI 2HSY, REAUSHIIRR AHERSH,

SHEW Wigk ESicl g

Action = String ~H2H, XIEOBRE: DescribeAssetDetail,

Version 2 String ~HSY, AEOE: 2018-06-08.

Region B String ~HsY, AMEOFTEERLSE,

- . HifidiEs

Params = String FEIE: ("""
3. e

SHEW ESid) g

. &S

bata AssetDetall R WFRTANEE null, EREUFEIGRE.

Requestid String —iEK ID, SRIEKREAIEE ., EERIESRHIZRIEKE Requestld,
4, 5
TN BERSTHFE

BATH

POST / HTTP/1.1
Host: ssa.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeAssetDetail

<REERSE>

{

"Params": "{\"id\":\"xxx\"}"

"Response": {

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

58376 431\


https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
https://cloud.tencent.com/document/api/664/51409
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mREHh

"Data": {

"Region": "HERFHBE (JTM) v,
"VpcId": "ERERIE",
"ProductType": null,
"AssetStatus": "I&{T
"AssetType":

"Id": "144514 ins-300c
"Tag": [

{

"Fname": "testl",

"Fid":

I

{

"Fname" :

"Fid":

Ty

{

"Fname": "dasd",

"Fid":

I

{

"Fname": "222"

"Fid":

1,

"Name": "ZE-KZK-LID
"AssetUnigid": "ins-300cn0
"InstanceType": "I2.MEDIUM4"
"InstanceState": "R
"PublicIpAddresses":

"118.89.39.26"

1,

"PrivateIpAddresses": [

"EngineVersion": "",
"Vip": "10.104.119.
"Status": null,
"LoadBalancerVips": null,
"Uin": null,
"CreationDate":
"Domain": null,
"InstanceId": "
"DiskType":

"DiskSize":

"CertType":
"ProjectName":
"CertEndTime": null,
"ValidityPeriod": null,
"SsaAssetDiscoverTime": "2020
"AssetSubnetId": "",
"AssetSubnetName": "",
"AssetVpcName": "",
"ClusterType":
"NameSpace": "",
"AssetCreateTime":

"LoadBalancerType": null,

IRIFRE: BRzITE (165 ) BRSEAS 8377 #4311
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"AssetIpvé6": [],
"AssetVulNum" : o
"GroupName": "",
"Port": [

"httr

"http (
I

"RiskConfig": [
"REERE",
"ENREFHIPRE",
" AN b

1,

"Event": "[{\"key
"Vul": "[]",
"SSHRisk": "",

"RDPRi

"EventRisk": "#&r-ZkpE"
by

"RequestId": "f8¢

5. FRERR

ER= APl E&
Bl AP| F& B8 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—AOZQREMEAZRERE AP IS,

API Inspector
EPaiEE API Inspector EREHAE—SRIEXEN AP RBER, HEMERSIESRAN API {53, BaFIE API Explorer {TE&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. fEiRg

IAFRFIH 71O SSBIEEXAEIRID, HMbEiRBIER AHEIEE,
iR i
FailedOperation BRIEEM
InvalidParameter SHIER

IRIFRE: BR=ItE (It ) BRSEATF $378 #431,
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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b e o R E S
BIEEE: 2023-09-2105:24:23

1. EOfR

EOiSKIFESE: ssa.tencentcloudapi.com ,
immEFIERR, REERFEER
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

2. MABH
UTERSHFIRGILE TIEOSRSHEMBIAHSY, SEAHSHIIRR AHiERSH,
SHEWR Witk ESid] iR
Action = String ~HSH, XIEOBYE: DescribeVulDetail,
Version = String AHSY, FMEONE: 2018-06-08.
Region B String rHSY, MEOFTEEGZLSEH .
Uniqld = String WRIE— R
UE: 1445149556-100199-a7db49fc-d918-11e8-b7a1-5cb90191b1e0
Source S String BEEIFIEKRE
3. ey
SHEWR ESid] 1
b=HEESEE
VulType Integer EE: IFERAEERE null, RENFEEYE.
=~BE: 0
. imiRFE
SubVulType String R WRERATASEE null, FREREIGERIE.
. cvssIEl
CvssScore String 8 WFERTEE null, EREREAERE
Cvss String CV:S_E P — "
R WFERAIAERE null, XREAZREYE,
Cve String Cviﬁ? . _ N
R WFERETAGRME null, FREAINERE,
. cnvdRzsS
Cnvd String 8 WFERTAEE null, EREREERE
. cnnvdiFS
Cnnvd String B WTEEAEEE null, ERIREENE
Desc Strin i
9 R WFRTAHEE null, RREAIERE.
Ref Stri %
elerence rng EE: WEERAESEE null, EREFEERIE.
sE=N
Repair String fegsn

R MWFERATAEGRE null, RREAIEHE,

IRIFRE: BR=ItE (It ) BRSEATF
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<> REE

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.
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SHEM ESic)
ReleaseTime String
UpdateTime String
Name String
Level Integer
Status Integer
ImpactAsset String
ImpactAssetName String
IsAssetDeleted Boolean
Source String
VulUrl String
SsaAssetCategory Integer
VulPath String
Requestid String

4. =
PN RERRSIR RN

BATH

POST / HTTP/1.1
budapi.com

tion/Jjson

X-TC-Action: DescribeVulDetail

<AEHERSE>

{
1

]

KRR

R WFERATAGRE null, RREAEEHE,
EFfAdiE

R WFERATAGRE null, RREAEEHE,
RS

R MWFERATAEGRE null, RREAHEHE,
F

R MWFERATAEGRE null, RREAEEHE,
whfE: 2

FR: WFRAERE null, RENAHERE.
wBIE: 1

SN F=ME—HRIR
R WWFRAEEE null, RENFIEHE,

SHIMEFBIR
R WFERATAGRE null, RREAEEHE,

SRINEF2ECHER
R WFERATAERE null, RREAZIERE.
BE: false

iR

ER: WFRAEED null, REERFIEHE.
imiRURL

FR: WFRAERE null, RENAHERE.
BEARE

FR: WFRAERE null, RENAIERE.
aBIfE: 0

B HER

R WWFRAEEE null, RENFIEHE,

W—iEK ID, SRERPIIEE . EHEFERRHEIZRIERE Requestld,

"UnigId": "1445149556-100199-a7db49fc-d918-11e8-b7al1-5cb90191ble0"

"Response":

"Source":

IRIFRE: BR=ItE (It ) BRSEATF
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"Cnnvd": "xx",
"ImpactAsset": "xx
"IsAssetDeleted":
"Cvss": "xx",
"Status": 1,
"UpdateTime": "
"Cnvd": "xx",

"SsaAssetCategory":

"Na.

"VulType":

"Level": 5
"ImpactAssetName": "xx
"VulUrl": "xx",
"VulPath": "
"RequestId": '

"Cve": "xx",

"ReleaseTime": '

"SubVulType":

5. FREHR
BR= APl &

Sz APl & B&E API 3. (8%, API Explorer } SDK F#ZRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFRE API RS,

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP RRER, HFEMERSIESRAR APl 53, BaJaiE API Explorer #{TELZRIX.

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR
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Tencent Cloud CLI 3.0

6. $HiRE

ITFRFIE T 1O SSZIREXANEIRIS, EthEiRiIBER AHEIRE.

IR iR

FailedOperation BERY

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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EIEEFATE: 2023-09-21 05:24:23

1. EOfR

EOiSKIFESE: ssa.tencentcloudapi.com ,
BB
ERAECIERITRIRS: 200R/%

#EFE(ER API Explorer

mREHh

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

IMTFERSHFIRMNFIL T ROBRSYMBOAHLSY, REAHSYFIRA AHERSH,
BHEW Wik ESic] iR
Action 2 String ~H2E, XIEOBYE: DescribeSocCspmCompliance,
Version String A2y, FMEOE: 2018-06-08.
Region & String rHsY, MEOFTEEZLSEH,

3. milis¥

SHER ESid

Data SocCompliancelnfoResp

Requestid String

4. 7=
=1 demo1

BATH

POST / HTTP/1.1

Host: ssa.tencentcloudapi.com
ntent-Type: applicati

X-TC-Action: DescribeSocCspmCompliance

<RHBERBE

"Response":

"Data": {},

"RequestId": "as

IRIFRE: BR=ItE (It ) BRSEATF

R

i
FE: FERAUEE null, RREAFERE.

W—iER ID, BXEREPLIEE, EMNBAITERMIZXIER Requestld,

55382 431\
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5. FRERR
BRZ APl P&

Bifl= API & RE5E API XH4. $8iRf8. APl Explorer } SDK FRRHNA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

FBAPAEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, FEIERZIESIRAN API X3, tbaaitE AP| Explorer #{71E&IRE

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR

6. {HiRG

PATRFIH T OSSR XAEIRTD, EERIBIFER A=EE
IR
AuthFailure

Tencent Cloud CLI 3.0

AuthFailure.AuthModuleFailed
DryRunOperation
FailedOperation

InternalError
InternalError.ParamError
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.SubAccountUnauthorized

UnknownParameter

IRIFRE: BR=ItE (It ) BRSEATF

iR

CAMEZ/ERUEIR.

=LEF. R2RE. SHNRES. ERRNITEDUSERKEN
DryRun ##E, KFBERIGEEMINE, RERSB1ET DryRun £¥,
IRIERM

PIEBEEIR

SHRIREY o

SHER.

SHEVEEIR.

RBITERARRE o

BROSHIER,

IRIERIEE

EREREGET TSRRIRS

ERWMGHA.

BEARE-

BWRAFE.

BREATH,

WREE,

RIURLE

FUWSREIRIZE,

FRHAMSHIER.

mREHh

$383 #4313,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
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$HiIRED ik
UnsupportedOperation BERS.

SEIIR

ERIEERRTE: 2023-09-21 05:24:26

1. gEOR

IRIRERE: BR=ITE (1bF) BRSEAE 55384 #4313,
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EOisRFZ: ssa.tencentcloudapi.com
RIER S ESIER
BRUAECIERIAFIRE: 200R/%

HTSERS AP Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNBEELSRUREMERN SDK FRRE.

2. WA\2%

UTERSHSIRVIIE TIROBRSHEMBSAHSY, REAHSHIIRN AHIERSH,

SHEW Wik £S5l iR
Action = String AHSH, FEOHYE: DescribeSocAlertList,
Version = String AHSH, XEORE: 2018-06-08.
Region B String AHEBY, MEOTTEEBLSH.
. - G\
PageSize = Integer SEIE: 1
= )
Pagelndex = Integer SEIE: 1
Scenes o Inteqer 12HFXE 2.5REE 3.2EFE
= g UE: 1
. . BigSH
=
Filter.N S Array of QueryFilter SBIE: "asd"
HiFS%
a
Sorter.N & Array of QuerySort FHIE: "asd"
ExportFla = Boolean EESE; BARE, MELKEIE1000, NEARHHSHED
P 9 = BIE: false
3. e
SHEW ESic] 3%
Data AlertListData WSERE
Requestld String H—igK ID, SRERFLIRE . EMABIFFERMZRIERE Requestld,

4. 75l
7#F1 demo

BATH

POST / HTTP/1.1
Host: ssa.tencentcloudapi.com

Content-Type: ion/json

X-TC-Action: Des lertList

AERBH

{
1

"Filter": [
[

1

"FilterKey": "abc"

IRIFRE: BR=ItE (It ) BRSEATF £5385 #4313,
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https://console.cloud.tencent.com/api/explorer?Product=ssa&Version=2018-06-08&Action=DescribeSocAlertList

mREHh

"FilterOperatorType": 0,

"FilterValue": "abc"

1,

"Sorter": [

{

"SortKey": "abc"

"SortType": O

1,

"PageSize": O,
"PageIndex": 0,
"Scenes": 0,

"ExportFlag": true

"Response": {
"Data": {
"Total": o
"AlertList":

{

"AlertTime":
"AlertId":
"AssetId": "abc"

"AssetPrivateIp": [

"AlertName": "abc
"Level": O,
"Type": "abc",
"Source": "abc",
"AttackChain":
"AttackId": "
"Concerns": [

{

"ConcernType":
"EntityType":
"Concern":
"StatisticsCount":
"IpCountry":
"IpProvince":
"Result":
"Confidence":
"IpIsp": "abc",
"IpInfrastructure":

"ThreatType": [

"Status":

"Tags":

IRIFRE: BRzITE (165 ) BRSEAS £5386 14313,




mREHh

"VictimAssetType":
"VictimAssetName":
"DomainRegistrant":
"DomainRegisteredInstitution": "abc"
"DomainRegistrationTime": "abc",
"FileName": "abc",
"FileMd5": "abc",
"VirusName": "
"FilePath":

"FileSize":

"ProcName" :

"Pid": "abc
"ProcPath":

"ProcUser":
"DefendedCount":
"DetectedCount":
"SearchData": "a
"IpCountryIso":
"IpProvinceIso":
"IpCity": "abc",
"EventSubType":

}

1,

"Action": O,
"AttackResult":
"EventStatus":
"EventId": "abc
"Status": O,
"AssetName" :
"ConcernMaliciousCount":
"ConcernVictimCount":
"VictimAssetType": "abc
"SubType": "abc",
"AttackName": "abc",
"AssetPublicIp": [
-Tololl

1,

"AttackTactic": "abc",
"VictimAssetSub":
"VictimAssetVpc":
"Timestamp":

"AssetGroupName" :

"AssetProjectName": "abc",
"VictimAssetContent": [
"abc"

1,

"WrongReportStatus": 0,
"WrongReportConditionId":
}

1,

"Aggregations": {

"Name" :

"Value":

IRIFRE: BRzITE (165 ) BRSEAS $5387 #431:
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9
I
1
I

"RequestId": "abc"
i

}

5. FREHER

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOSARERBNZIRMIFE APl RS

API Inspector
FARTEE AP Inspector BEEFIAE—SIR(EXER AP ERER, HFBEMERZIESIRAM API X8, BaIFiiE API Explorer #{TEZIEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , MIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. HiRG

PATRFIH T O S3iBIEIRXREIRD, BRIl AH4ERE.
IR i
LimitExceeded B EERS .
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1. EOfR

EOiSKIFESE: ssa.tencentcloudapi.com ,
IREISEEE

BOAMROIERIZRIRH: 200R/% -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Witk ESic] ik
Action = String ~H2H, XIEOBYE: DescribeSocAlertDetails.
Version 2 String ~sE, AMEOBE: 2018-06-08,
Region & String ~HsY, MEOFTEERZLSEH .
- . HEid
Alertld = String =B "asd"
. . 2038, MTimestamp=E
= =
AlertTimestamp a String =pE: "asd"
3. MmN
SHEW ESi) R
. IRElI¥IESE
bata Alertbetal EE: WFRAASER null, EREFHGRE.
Requestid String W—iEK ID, SXERPLIEE ., EMLRMAITHERMIZXIERE Requestld.

4. 7=
7H1 demo

BATHI

POST / HTTP/1.1
: ssa.tencentclo

Content-Type: applic /Jjson

X—TC—

<3S

ction: DescribeSocAlertDetails

REH>

"AlertTimestamp": "xx",
"AlertId": "xx"

}

L L]
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"Response":

"Data": {},

"RequestId": "

}
}

5. FRERR

BR= AP £&
Bz APl F& 28 API X#. iR, API Explorer & SDK $TEMS—ZNTE, HEGENA—A\OZAREMBAZRERE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APLRRER, HEIMERSIESRAN API X3, BaEIFIE API Explorer #FEZREIR

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZIES, EEAENTERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

ZIEOE R ZZERXEIRG, HibERLiER AHERE,
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EIEEFATE: 2023-09-21 05:24:28

1. EOfR

mREHh

EOiSKIFESE: ssa.tencentcloudapi.com ,

IRERMERTZR
BOAMROIERIZRIRH: 200R/% -

#EFE(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTERSHIIRIIE T ROBRSHMDBIL

SHEW Wik KB
Action = String
Version = String
Region & String
Filter.N 5  Arayof

AssetQueryFilter

W
g
i
R
»
s
W
o
2
M
=
»
S
il 3
%
o
5

~HSH, XIZOBE: DescribeMappingResults,

HE5%, FMMEOE: 2018-06-08,

W

>

H2Y, FEOFTEERLSH.

>

EiERH, FilterKey BUESEE: Assetld, Assetlp, Privatelp, Protocol, Service, OS,
Process, Component, AssetType, Domain, Port, LastMappingTime, MappingType;
Disposal, Vpc

Sorter.N & Array of QuerySort HEFSM4, SortKeyBUEBE: CreateTime, LastMappingTime

Pagelndex & Integer
PageSize & Integer

3. milis¥

SHEM ESicl
Total Integer
Data Results
Requestld String

4. 765
7f1 DescribeMappingResults

BATH

POST / HTTP/1.1

sa.tencentcloudapi.com

Content-Type: application/json

O

TR, BRAKN20

filik

RICR¥Y
R WFERATAGRE null, RREAEEHE,

LIES
R WFERATAEGRE null, RREAIEYE,

W—iEK ID, EXEREBSIRE, EEMIFTERMIZXIERE Requestld.

: DescribeMappingResults

IRIFRE: BR=ItE (It ) BRSEATF
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mREHh

"Filter": [

{

"Filter": [

{

"FilterValue": "ins-3u7e8ki2",
"FilterOperatorType": "1",
"FilterKey": "AssetId"

t

1,

"Logic": "1"

}

1,

"PageIndex": "1"
"PageSize": "1",

"Sorter": [

{

"SortType": "1",

"SortKey": "LastMappingTime"

"Response": {

"Data": {

"TaskMaxCount" :
"TaskCount": O,
"Statistics": [

{

"AssetCount":
"AssetType":

}

1,

"Result": [

{

"Component":

"Protocol": Cp",
"DisposalRecommendations": "PR#EIEIE",
"DisposalRecommendation":

"SecurityStatus": [

"o

"Region":
"Port": "22",
"AssetType": "cvm
"MappingStatus":
"LastMappingTime":
"PrivateIp": "172.16
"Domain": "22"
"AssetId":
"Process":

"Service":

"AssetIp":

IRIFRE: BRzITE (165 ) BRSEAS 55392 431\




@ H%\.EHE ZReHD

nOS": "CentOS 7.7 64fH",

"DisposalRecommendationDetails": "<1i>1. @IS HHBHOBKMNRENVEHNEEMEMLIAZRE</1i><1i>2, MRRWSZiKO, TEHEE
WHZLFIPHER&E</1i><11>3, NRRnEEHARO, MEEXNX, MAERE2NSFRIEHE, </1 1i>4, MBERHRFBEIRO, ReJsiiERLHE
AR EER <a target=\"_blank\" rel=\"noreferrer\" href=\"https: le.cloud.tencent.com/cfw >tab=user\">Z&FHK

BSIEIEEg</a> REHOBRIEIER </ 11><11>5, BEXARIRDO, FERERLFHPRTE, RUSREMEENNZLBIPHIERE</1i><11>6, ARERIR
BERBHIPRTESREHPFEN </ 11>,
"AssetName": "EIEREHvirustotalt@illen

t

]

N

I

"Total": 1,

"RequestId":

5. FREHER

BR= APl &
Sz APl & B&E API 3. (8%, API Explorer 52 SDK F#RRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFRE APl RS,

API Inspector
FEPELEE AP| Inspector EEEHAS—HIRIEXBI APLRRBRER, FEMERSESRAN API 53, BaETEIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. $HiRE

TR OE X SZIZIEHEXAEIRIS, EfhEREER 2H4ERE,
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R 2EERTEINIIR

EIEEFATE: 2023-09-21 05:24:25

1. EOR

EOiSKIFESE: ssa.tencentcloudapi.com ,
CREEERETIIR

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik ESid) ik
Action 2 String ~H2H, XIEOBYE: DescribeSocCheckltemList,
Version 2 String S, AEOE: 2018-06-08.
Region & String ~HsY, MEOFTEERLSE,
Filter.N a Array of QueryFilter HigSH, I FHIFEFER:Name, Type,AssetType,Level,Standard,IsFree
Sorter.N S Array of QuerySort HFS8:%
. LFITEEIE, BAMER10
=
PageSize a Integer =@IE: 10
o R
Pagelndex & Integer j_:;:{;;ﬁ?@l, RAiA 20
3. e
SHEW ESid) ik
. . RBEIRSIE
Data DescribeSocCheckltemListRspRsp B WFRTAER null, ERIUREISRE.
Requestid String E—iEK ID, BRIEKREAIRE . ENEMAITESRMHIZRIEKE Requestld,

4. 74
P LB

BATH

POST / HTTP/1.1
Host: ssa.tencentcloudapi.com
Content-Type: application/json

n: DescribeSocCheckItemList

"Filter": [

{
8

"FilterValue": "BRARSHE",

IRIFRE: BR=ItE (It ) BRSEATF 8394 #4313)
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mREHh

"FilterOperatorType": "1",
"FilterKey": "Standard"

}

1,

"PageIndex": "1",

"PageSize": "10"

"Response": {

"Data": {

"Total":

"List": [

{

"Type": "HIRZE",

"Name": "XRERBIHHERF-MariaDBMIZIRFEG",
"Standard": "BNARZFLE, FRIFRIP=HREM",
Vigeea's 2,

"CheckId": "0

"Level": 3,

"AssetType": "mariadb"

br

{

"Type": "HIERE",

"Name": "XREABEIERE-Mysql MiZERAEE",
"Standard": "ENAREZFLE, FRIFRIP=REM",
Vigeea's 2,

"CheckId": "0

"Level": 5

"AssetType":

Ty

{

"Type": "RIEZiHEIEF",

"Name": "CLBRREEARSBIRO",

"Standard": "BNAREILE, FRIFP=REM",
Viglfeea's 2,

"CheckId": "12

"Level": 5

"AssetType":

I

{

"Type": "HiEZZ",

"Standard": "ERAREHE, FRIFP=REM",
Viglfeees 2,

"CheckId": "17a5c

"Level": -

"AssetType": "

by

{

"Type": "HIEZZ",

"Name": "NosqlEIEE-RedisRIZHRBEGIER",
"Standard": "BNAREHE, FRIFP=ZREM",

"IsFree":

IRIFRE: BRzITE (165 ) BRSEAS $395 #4313,




mREHh

"CheckId": "3

"Level": 3,

"AssetType":

T

{

"Type": "MEIREE",

"Name": "CLBHPERNEBRIZERZHEA",
"Standard": "ERAZRZIE",
"IsFree": 2,

"CheckId": "4119%efeb5

"Level": 3,

"AssetType": "clb"

T

{

"Type": "HIEZZ",

"Name": "COSTFfiEtEMACE SIEAINERER",
"Standard": "BRNAREIE, ERFP=HEMN",
"IsFree":

"CheckId": "58

"Level": 4,

"AssetType":

T

{

"Type": "HIERE",

"Name": "COSTFfi#tfBRIFFBPLEHEINGE",
"Standard": "BRNAREIE, ERFP=RKEMN",
"Tskreels

"CheckId":

"Level":

"AssetType": "cos"

T

{

"Type": "HIERE",

"Name": "COSTHEENABIRSHIME",
"Standard": "ERNARESIE, ERFIP=RKEMN",
"IsFree": 2,

"CheckId": "5d7ab

"Level":

"AssetType": "cos

T

{

"Type": "HIERE",

"Name": "CBSRIFFIREHAIRERINAE",
"Standard": "ERAREIE, ERFP=REMN",
"IsFree":

"CheckId":

"Level":

"AssetType":

}
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Bz APl &

Bifl= API E& RE5E API XH4. {8iRf8. APl Explorer & SDK FRRHNA—EAFE, HEENE—AOZARERBNZIRMIE AP RS

API Inspector

FBPAEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, FEIIERZIESIRAN API £53, tbaaiiE AP| Explorer #{71EZIRE

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

)

BeHIR
» Tencent Cloud CLI 3.0

6. HHiRfB
BATRBIH TR SBERRAOIRG, HBRER AR,

RS
InternalError
InternalError.DBError

InternalError.ParamError

IRIRERE: BR=ITE (1bF) BRSEAE

iR
PRIEBEEIR o
DB#HiR.

SHRIEY

mREHh
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https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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ZReRENERERIIER

EIEEFATE: 2023-09-21 05:24:24

1. EOR

EOiSKIFESE: ssa.tencentcloudapi.com ,
EREEBERERERIIR
BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,

SHEM Wi ESic] 353

Action 2 String ~HSH, XIZOBE: DescribeSocCheckResultList,

Version 2 String AHSY, FMEONE: 2018-06-08,

Region & String ~AHBY, XEOFTEEBLSH,

. . BOS¥, AIXSNEOSH:
= )
Filter-N = Array of QueryFilter Name,Type,AssetType,Result,PloyName,Ployld
Sorter.N S Array of QuerySort HEF2 8, A2 5NHEFE25: CheckStatus,RiskCount
. ZRITIRBEHE, BUAEN10
=
PageSize a Integer =@iE: 20
s -
Pagelndex & Integer %Eu*ﬁggl’ FRMERO
E: 1

Assetld a String &rEid
3. e

SHEM Bt iR

Data DescribeSocCheckResultListRspRs %

prsp 8 WFRAIAGER null, EREREERE.

Requestid String IE—iEXK ID, BRIEKRESIERD, EMDEITHRERMIZXEKRE Requestld,
4. 765
N EEENFETIR

BATH

POST / HTTP/1.1

sa.tencentcloudapi.com

Content-Type: application/json

>CheckResultList

IRIFRE: BR=ItE (It ) BRSEATF £8398 #4313,
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https://cloud.tencent.com/document/api/664/51406#QuerySort
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https://console.cloud.tencent.com/api/explorer?Product=ssa&Version=2018-06-08&Action=DescribeSocCheckResultList

mREHh

"Filter": [

{

"FilterValue": "1023115"
"FilterOperatorType": "1",
"FilterKey": " PloyId"

}

I

"PageIndex": "1",
"PageSize": "3",
"Sorter": [

{

"SortType": "1",

"SortKey": "RiskCount"

"Response": {

"Data": {

"NormalTotal":
"MiddleTotal":

"Total":

"LowTotal":

"HighTotal":

"List": [

{

"TotalAssetNum": 7,
"FailAssetNum": O,

"Name": "XRERBIHUWERE-MariaDBRIZRAEE",
"Result": "IEE",
"PloyName": "BflZENARESIERE",
"PloyId": 1022732,

"Type": "HIERE",
"CheckId": "

"DealUrl": "",

"AssetType": "ma

I

{

"TotalAssetNum":
"FailAssetNum": O,

"Name": "CLBARREEESREHA",
"Result": ".I-.Eﬁ" ’
"PloyName": "HBfl=zENAREIEEE",
"PloyId": 1022732,

"Type": "PIiGiaiEEl",
"CheckId": "12a8e8
"DealUrl": "",

"AssetType": "clb

by

{

"TotalAssetNum":
"FailAssetNum": O,

"Name": "Nosql¥IEEE-RedisMiZFRBEAMNED",

IRIFRE: BRzITE (165 ) BRSEAS $5399 #431:




O BHS

"Result": uﬂz"%"u,

"PloyName": "HBflmzEIAREIEEE",

"PloyId": 1 7 p
"Type": "HiEZL",
"CheckId": "3c6d85

"DealUrl": "'

"RequestId":

5. FRERR
BRE API F&

Sz API & 256 API 3. 8%, API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEORERBBNZIRHAFE APl RS,

API Inspector

FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, t2rlaiE API Explorer it{TEZEI

SDK

= API 3.0 Rt TEERNFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
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Tencent Cloud CLI 3.0

6. fHiRfE

TR T O S5BIRERAEIRD, EfthiEiRDIE AR

fEIREG
InternalError
InternalError.DBError

InternalError.ParamError

IRIFRE: BR=ItE (It ) BRSEATF

i
PIEREEIR -
DBf#iR.

SHRIEEM

mREHh

55400 #4313:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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IREVR =TI

EIEEFATE: 2023-09-21 05:24:37

1. |OkR
EOiSKIFESE: ssa.tencentcloudapi.com ,
BERHES

BOAMROIERIZRIRH: 200R/% -

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. mAEH

MTERSHIIRGIL T EOBSRSYMBI ALY, TBAHSEIIRR AHiERSH,
SHEM Wik E ik
Action = String ¥, XEOBYE: DescribeAssetDetailList.
Version 2 String ~HSY, AMEOE: 2018-06-08.
Region B String ~HsY, MEOFTEEZLSEH .
Filter.N & Array of AssetQueryFilter HiRM, TEFNEIFR: AssetUnigid,AssetName,AssetlpAll,AssetVpcid,Tag
5= 2 .
Sorter.N = Array of QuerySort itz;ﬁ;pii;i:igﬁziiﬁiewulNum,AssetEventNum,SsaAssetDiscoverTime
RiskTags.N B Array of String RPEHRE
Tags.N 5 Array of String [
Pagelndex & Integer by
PageSize & Integer KM
3. el
BHEM 5 Hai
bata Array of AssetDetal SRt TN N, RESRCFHL,
Total Integer g§ N — "
EE: WREBAEHEE null, FFRERFINEHE.
Requestld String W—iEK ID, 8XIEKREPLIEE ., EMARATFEIRMIZRIEKRE Requestld.

4. 7Hl
7=#1 DescribeAssetDetailList

BT

POST / HTTP/1.1

Host: ssa.tencentcloudapi.com

ion/json

IRIFRE: BR=ItE (It ) BRSEATF 401 #4313%
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https://cloud.tencent.com/document/api/664/51406#QuerySort
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https://console.cloud.tencent.com/api/explorer?Product=ssa&Version=2018-06-08&Action=DescribeAssetDetailList

mREHh

{
"PageIndex": O,

"PageSize": 1

"Response": {

"Data": [

{

"ProjectName": "ERIAIGE",
"Id": "ins
"InstanceType":
"AssetVulNum" :

"vip": "",

"Port": [],
"RiskConfig": [],
"NameSpace": "",
"AssetStatus": "RU
"AssetEventNum": 5276,
"GroupName": "SE&E~",

"InstanceId": "ins-07j 5

"AssetRegionName": "IEAMR (FR&E) ",

"AssetCspmRiskNum": 16,
"Status": O,

"Region": "",
"LoadBalancerType": "",
"RDPRisk": "",
"SsaAssetDiscoverTime":
"InstanceState": "RUNNI
"PublicIpAddresses": [
"150.109.204.

1,

"SSHRisk": "ZRFFMISsH",
"CertType": "",

"Vul": "",
"ProductType":
"EventRisk": "",
"ChargeType": "F
"AssetVpcName": "Default-—
"SsaAssetDeleteTime": "",
"AssetIpv6e": [],
"AssetCreateTime": "",
"LoadBalancerVips": [],
"CreationDate": "",
"VpcId": "",
"AssetType": "cvm",

"PrivateIpAddresses": [

n

"CertEndTime" :
"Name": ",
"Tag": [1,

"DiskSize": O,

IRIFRE: BRzITE (165 ) BRSEAS 5402 #4313)




"AssetUnigid":
"DiskType": "",
"AssetSubnetId": "subnet-f05x
"Domain": "",
"Uin": O
Uy
SubnetName": "Default-Subnet",
"EngineVersion": ""
"Event": "V
"Clus

"As

"Total":

"RequestId":

}
}

5. FRERR
BIRE API &

Bifl= API E& RE5E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOSZARERENZIRMFE AP RS

API Inspector

HPEiEE API Inspector EEIZHIGE—SRIEXEN AP RBER, HEMERSIESRARN API 453, tEJFiE API Explorer #{TELZRIX,

SDK

= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR
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6. $EiRE

ZHEOE XL SSIZIEHEXAERID, EbEREGFER AHERE,

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

£8403 #4313


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/664/51413#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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=R aIES

EIEEFATE: 2023-09-21 05:24:30

1. EOR

EOiSKIFESE: ssa.tencentcloudapi.com ,
HEFIRER

BRMEOIERITTIRS: 200K/

##=(ER API Explorer

API Explorer {2t TR ERIIE. SDK KBEMFRELTIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. \MN\EH
UTBERSEFIRVFIE TIEOIERSEINBIAHSE, RBEAHSHIIRR AHERSH,
SHEW Wik ESid) 3%
Action = String ~H2H, XIEOBYE: DescribeDomainList.
Version 2 String Sy, FMEOE: 2018-06-08.
Region & String rHsY, MEOFTEEZLSEH,
o 2Ys, MOFIE(RZF321u)
Offset & Integer SEIE: -
Limit - Integer limit, RA(E200(R32#5321i)
- whE: -
. Bk, RIBLFBITEERRNTLEN,AssetBasicType(R3z#§3211)
AssetBasicType & Integer _ -
~ENE: -
. - . pen et
Filter.N & Array of QueryFilterV3 SEIE: -
- . HEF
Order & String FEIE: -
. HEF=FER
=
By & String SEIE: -
=)
Field.N & Array of String ;;jzﬁg_
TimeRange & Integer E;;:;?J;;til(_ﬂi?ﬁﬂu)
. - BIEFR(R%RE32(I)
Logic & Integer SEIE: -
: = - REFE
GroupByField & String SIE: —
= ; -
Task S String SEIE: -
- 0:cfw 1:vss 2.soc 3.waf 4.cwp
RequestFrom a Integer SEIE: -
3. e

IRIFRE: BR=ItE (It ) BRSEATF £8404 H431R
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BB 1ic)
Total Integer 7
DomaininfoCollection Array of Domaininfo 7

Requestid String W—iEK ID, SXIERBELIEE . EMRBITHFERMZRIEREN Requestld,

4. =61

N 5%
E&sI=

BATH

POST / HTTP/1.1
Host: ssa.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeDomainList

<AHERSH

{}

L L]

{

"Response": {

"Total": 1,
"DomainInfoCollection": [
{
"Domain": "a

"ResolveAddr": [

"Region": [
-Tololl

1,
"AssetType": [

"RiskVulCount": 1,
"SensitiveCount": 1,
"HorseLinkCount": 1,
"WebModifyCount": 1,
"ScanTime": "abc",
"DiscoverTime": "abc",
"ScanTaskCount":
"PortRisk": 1,
"WeekPwdCount™":
"AssetLocation":
"NetworkRisk":
"NetworkAttack":
"BotVisit": 1,
"NetworkAccess": 1,
"CreateTime": "abc",
"WafStatus": 1,

"LastScanTime": "abc",

IRIFRE: BRzITE (165 ) BRSEAS 58405 #4313)



https://cloud.tencent.com/document/api/664/51406#DomainInfo

H

"SourceType": "
"IsNotCore": 1

"IsCloud": 1

"RequestId":

5. FREHER
BR= APl &

Sz APl & B&E API 3. (8%, API Explorer 52 SDK F#RRHNA—ERFE, HEENE—ANOEORERBBNSRHIIFRE APl RS,

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP RRER, HEMERSIESRAR APl 53, taJaiE API Explorer #{TELZRIX.

SDK

= API 3.0 Rt TEEMNFARTESE (SDK) , ZIFSMRIZIES, EESERIER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR

Tencent Cloud CLI 3.0

6. $HiRE

TR OE X SZIZIEHEXAEIRIS, EfhEREER 2H4ERE,

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

55406 14313:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ssa/v20180608/ssa_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ssa/v20180608/SsaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ssa/V20180608/SsaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ssa/v20180608/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ssa/v20180608/ssa_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ssa/V20180608/SsaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ssa/src/v20180608/SsaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ssa/lib/v20180608/client.rb
https://cloud.tencent.com/document/product/440/6176
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HimeEta
RIFEFAE: 2023-11-15 02:18:43
AggregationObj

REER
#ANT#EOSI/A: DescribeAssetList,

iR ES

Type String

Bucket Array of Bucket
AlarminfoRsp
AFREBSEEER

#HaNTFENOSIA: DescribeAlarmStat,

E=4 ESic]

AttackEvent Array of AttackEvent
AlertDetail
EEFE

#HaNTFENASIA: DescribeSocAlertDetails,

E=4 ESid)

Baselnfo AlertType

Detail String
AlertListAggregations
ZAggregations&5taik

#aNT#ENOSIA: DescribeSocAlertList,

E=4 ESid] Wik
Name String S
Value String &
AlertListData
HETIRN AR

#ANT#EOSIA: DescribeSocAlertList.

IRIFRE: BR=ItE (It ) BRSEATF

iR

IR7REEE
FE: BFBRAUERE null, RERAFRERE.

filx

SHEEMER

EE: WFRAED null, RTEERFIEHE.
whIE:

EHZi#15, jsonFFlk
R IWFEBRTEGRE null, RENFEERE.
wHE:  “xxx”

iR

gF

R WFERAEERE null, RENFIEHE,
hE: 1

&

R MWFERATAGRE null, RREAEEHRE,
wHiE: 2

mREHh
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O BAT

g

B
R WFERATAERE null, RREAFERE,
wBIE: 1

BESI=R
EE WFEBRTEHRE null, RENFIERE.
BIE: "asd"

RESH
R WWFERAEERE null, RENAAERE.

E=4 S
Total Integer
AlertList Array of AlertType
Aggregations AlertListAggregations
AlertType
BHEFR

#ANT#EOS1A: DescribeSocAlertDetails, DescribeSocAlertList.

B

AlertTime

Alertld

Assetld

AssetPrivatelp

AlertName

Level

Type

Source

AttackChain

Attackld

Concerns

Action

IRIFRE: BR=ItE (Ib5R) BRSEAR

String

String

Array of String

String

Integer

String

String

String

String

Array of Concernlnfo

Integer

filiR

IR ElE =t
R WFERAEERE null, RREAZIEHE.
REHE: 7 xx”

I—id
R WFERAAERE null, RREAZIERE.
HNE: 7 xx”

#r=id
ER WFERAEERE null, REIAZIBRE,
TE: 7 xx”

AMip
EE: IFEBREERE null, RENFEEYE.
UE: [7 xx”

2F
R WFERATAERE null, RREAZIEHE.
HNE: 7 xx”

HERR 0:KH 1:%E 2:4E 3.5 4:E
FR: WFRAUEERE null, RERAHEE.
UE: 1

i
R WFERAEERE null, RREAZIEHE.
REHE: 7 xx”

kiR
R WFERATEERE null, FREARERE,
FEIE: ” xx”

KEFER
ER WFERAEERE null, RFEIAZIBERE,
TE: 7 xx”

Wh=FER2
R WFERAEERE null, RREAZIEHE.
REHE: 7 xx”

XiEm
R WFERATAERE null, RREAFEHE,
wBIE: 7 xx”

1: EBAfE, 0,2: {UEN(0:FHEESE 1:3282 2:1T3 )

FR: WFRAUEERE null, RERAREE.
UE: 1

=REHL
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O BAT

=t

AttackResult
EventStatus

Eventid

Status

AssetName
ConcernMaliciousCount
ConcernVictimCount
VictimAssetType
SubType
AttackName
AssetPubliclp
AttackTactic
VictimAssetSub
VictimAssetVpc
Timestamp
AssetGroupName

AssetProjectName

IRIFRE: BR=ItE (Ib5R) BRSEAR

£S5

Integer

Integer

String

Integer

String

Integer

Integer

String

String

String

Array of String

String

String

String

String

Array of String

String

iR

0/z: K0, 1: K&, 2: BEh
R WFERAAERE null, RREAZIERE.
BIE: 1

IFREIRES 0/=: KRB, 1: AEH, 2: THAE
ER WFERAEERE null, RFEIAZIERE,
~EIE: 1

IXBXZE4ID
R FERAIAERE null, RREAZEEYE,
NE: 7 xx”

IREERTS 0: KX, 1: BXiF
R WFRAEEE null, RENFIEHE,
hE: 1

&rEE
R WFERAEERE null, RREAZIEHE.
FUE: "xx"

TR
R FERAIAERE null, RREAZEEHE,
~ENE: 1

SERELMH
R WFRAEEE null, RENFIEHE,
HE: 1

BrEER
R WFERAEERE null, RRIAZIEHE.
FUE: "xx"

ek
R FERAIAERE null, RREAZEEHE,
NE: 7 xx”

WERAREBF
R IWZEBRTERE null, RENFEE™E.
REHE: "xx"

SrMip
ER WFERAEERE null, RFEIAZIBERE,
TBIE: [7 xx”

WA B
R FERAIAERE null, XREAZEEHE,
NE: "xx"

HEFR
R IWZERTERE null, RENFEIE™E.
REHE: "xx"

&FFvpc
R WFERAEERE null, RRIAZIEHE.
FUE: "xx"

A ElEE
R FERAIAERE null, XREAZEEHE,
FNE: "xx"

AFEE
8 WFERAAEE null, FREREEMIE,
TOUE: [ xx”

e i=EA
R WFERAEERE null, RRIAZIEHE.
FUE: "xx"

=REHL
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O BHE

E=4 ESid) i
KIEETHRE
VictimAssetContent Array of String EE: IFEBRAEERE null, RENFEBFYE.
wBIE: [7 xx”
EIRIRERE
WrongReportStatus Integer EE: WFERAEERE null, RFREAZIEYE.
w~E: 1
EiRREd
WrongReportConditionld Integer R WFERAEERE null, RREAZIEHE.
w~BE: 1
Asset
TS

#WINT#EOSIM: DescribeAssetList,

=4 i iR
AssetType String arad-Sicl
Name String BF
AssetRegionName String Xt
AssetVpcid String FRIERISE
InstanceType String ENSEE
InstanceState String EHNIRE
EngineVersion String SIEERRA
Id String HIREEIRIR
Tag Array of Tag 7
AssetCspmRiskNum Integer EEEXEGITEL
PubliclpAddresses Array of String EHIP
AssetUniqid String BrEgE—iRiR
ChargeType String ISE-E5:5
AssetEventNum Integer REEMHFEITH
AssetVulNum Integer imiESITE
PrivatelpAddresses Array of String FHIPRR
GroupName String FRiE534A
SsaAssetDiscoverTime String ig?jﬁg?&ire‘gig@ null, EREREIEKE,
SsalissetDeleteTime String ;g?jr?:?&ﬁj‘é?ifi@ null, EFRRFEERE.
IsNew Boolean EEEIR —
EE: WFBAERE null, BREFEERE.
AssetSubnetld String o g null, ERIREERE.
AssetSubnetName String TR

ER: WFRARRE null, RENAZERE.

IRIFRE: BR=ItE (Ib5R) BRSEAR 410 H431R



O BAS

=t

AssetVpcName
ClusterType
NameSpace
LoadBalancerType
LoadBalancerVips
Assetlpv6
SSHRisk

RDPRisk

EventRisk

AssetDetail
AFEiEER

#ANT#EO51A: DescribeAssetDetail, DescribeAssetDetailList.

E=4

AssetType

Name

Region

Vpcld
InstanceType
InstanceState
PubliclpAddresses
EngineVersion

Id

Tag

Vip

Status

LoadBalancerVips

Uin

CreationDate

IRIFRE: BR=ItE (Ib5R) BRSEAR

S

String

Integer

String

String

Array of String

Array of String

String

String

String

ESid)

String

String

String

String

String

String

Array of String
String

String

Array of Tag

String

Integer

Array of String

Integer

String

iR

vpcEHR
R WFERTEERE null, RREAFIIEHIE.

5t eSiS
FE: WFRAERE null, RRBAZERIE,

B EE
FE: BFRAEEE null, RRRFRERE.

GRS BIRI RS R
FE: BFBRAEE null, RRRFRERE.

GEIIESLHIRIvipSIR
FR: WFRARRE null, RENAREHE,

ipveiER
R WFERTEERE null, FRIAFZEHE.

sshifOREXE
EE WFEBRAEEHRE null, RENFEEYE.

rdpir AR E RS
R FEREEEEE null, FREAINENE,

AP BRI
R WFEBAAEE null, BREFHERIE,

B4
EfE
ENIRE
ENIP-2F
ElE-ES
#RiR

IR

PRI Ptk
R WFERATAERE null, RREAEERIE,

K&
FE: WFERAERE null, RREAZERE,

GEBETGIRIVipTIR
FE: BFRAEEE null, RRRAFRERE.

HSID
EE: WFRAUEERE null, RERNFHEYE.

BUEERYiE)
FR: WFRARRE null, RENAREHE,

=REHL
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O BAS

E=4
Domain
AssetUniqid

Instanceld
DiskType
DiskSize
AssetStatus
CertType
ProjectName
CertEndTime

ProductType
PrivatelpAddresses

ValidityPeriod
GroupName

Port

RiskConfig

Event

Vul
SsaAssetDiscoverTime
AssetSubnetid
AssetSubnetName
AssetVpcName
ClusterType
NameSpace

AssetCreateTime

IRIFRE: BR=ItE (Ib5R) BRSEAR

S

String

String

String

String

Integer

String

String

String

String

Integer

Array of String

String

String

Array of String

Array of String

String

String

String

String

String

String

Integer

String

String

iR

B

ER: WFRAEEE null, RENFIEHE,
&Hreig—id

KEXSLf

ER: WFRAEERE null, RENAIEHE,

BeEREAER
ER: WFRAEEE null, RENFIEHE,

BCEREEAN
ER: WFRAEE null, RENFIEHE,

SIERAEHIRE
FE: BFRAEEE null, RRRFRERE.

IEEE
FE: BFBRAEE null, RRRFRERE.

FiEIRE
FR: WFRARRE null, RENAZEHE,

EHARYIE]
FR: WFRARRE null, RENAZERE,

nosql5IZ/kRA
R WFERTEERE null, FRIAZIEHE.

EHIP-PIN
IERERE
ER: WFRARRE null, RENAZERE.

SEZR
ER: WWFRARRE null, RENAAERE.

iR FABRS3 &
ER: WWFRAERE null, RENAAERE.

BCE RSN E
R WWFERAEERE null, RENAAERE,

[iEESEHEEES
R WFERARERE null, FREFIERE.

BXFLERR
ER: WFERAEERE null, RENAIERHE,

BRI E
ER: WFRAEERE null, RENAIEHE,

FRiEFM
ER: WFRAEEE null, RENFIEHE,

FRER
ER: WFRAEE null, RENFIEHE,

vpcEHR
EE WFRTEHRE null, FREFIERE.

S eSS
FE: BFBRAEE null, RRRAFRERE.
EEE
FR: WFRARRE null, RENAREHE,

BUEERYiE)
ER: WFRARRE null, RENAZERE.

=REHL
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O BAS

E=4 ESid]
LoadBalancerType String
Assetlpv6 Array of String
SSHRisk String
RDPRisk String
EventRisk String
AssetVulNum Integer
AssetEventNum Integer
AssetCspmRiskNum Integer
SsaAssetDeleteTime String
ChargeType String
AssetRegionName String
AssetVpcid String

AssetList

BrESIR

#WaNT#EO5IA: DescribeAssetList.
E=4 ESic]
Total Integer
List Array of Asset

AssetQueryFilter

BrEadigsi

#WANT#O5IA: DescribeAssetDetailList, DescribeMappingResults.

E=gd ESid)

Filter Array of QueryFilter

Logic Integer
AssetTypeStatistic
BENSRERSRT

WA T#EOSIA: DescribeMappingResults,

IRIFRE: BR=ItE (It ) BRSEATF

iR

pb=asllileeeSid)
FR WWFERAERE null, RREAZERIE,

ipveiE2
R WWFERTEERE null, RREAIEHIE.

sshXi&
EE WFERAEHRE null, RFEWAZEHE,

rdpXip&
EE: WFEBRAEERE null, FRIAZEHE,

REEMHNE

FR: WFRARRE null, RENAREHE,
iR E

FR: WFRARRE null, RENAZERE,

AP
R WFBTAHEE null, RRRFEERIE.

cspmi&
R FEREEEEE null, FREAINENE,

BrEIpRRTE
R WWFERAEERE null, RENAZERHE.

ZEFZE
ER: WFRAEERE null, RENAAERHE,

i
ER: WFERAEERE null, RENAIERE,

VpclER
R WFERARERE null, RREAZEHE.

fiid
B
A

it s

& sasy

& B, 1and , 2or

mREHh
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O BAS

e ES) iR
. a0
AssetType String 8 WFETEEEE null, ERIVREIGIE,
AssetCount Integer St
u 9 EE: WWFEAAHEE null, SRIVREIENE,
AttackEvent
WS

WANTIEOSIA: DescribeAlarmStat,

& e i st
SsaSrclp String = KiEip
SsaDstlp String = Bixip
SsaDstProvince String = Bir&Hn
SsaDstCity String = Btwig
SsaDstCountry String = BiFER
SsaSrcProvince String = KR&ED
SsaSrcCountry String = RRER
SsaSrcCity String = iRt

Bucket

esREHIEEE

#HINT#EO5IA: DescribeAssetList,
s #m
Key String
Count Integer

CheckAssetitem
WERATAE—IR

#WANT#EOSIA: DescribeCheckConfigAssetList, DescribeComplianceAssetList.

E=4 ESic] Witk i

Id Integer 2 MERTEFEID
Instid String 2 BrAsEflid

Url String 2 LEHEFEURL
Taskid String = eE(ESSId
Result Integer 2 NEER

IRIFRE: BR=ItE (It ) BRSEATF

EE: WFERAERE null, FREFHERIE,

EE: WFERAUERE null, RRRFHERIE.

FE: FERAUEE null, RRRFERE.

FE: FERAUEE null, RREAFERE.

FE: WFERAUEE null, RREFHERE.

FE: BFERAUEEE null, RREFHERE.

FE: BFERTEERE null, RREFHERE.

FE: BFETUEERE null, REEFHERE,.

mREHh
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O BHE

E=4 ESid] Wik it
Updatetime Timestamp = EFRAdiE
Tag String = ﬁf N — N
EE WFBAEHRE null, RREFEEYE,
Isignore Integer 2 el
IsChecked Integer 2 EERE
Assetinfo String = BEARER
Assetld String = EFEHEESHY_id
Detail String & #1E
Remarks String & BFERE
CheckConfigDetail
TREREREEE

#ENT#EOSIM: DescribeCheckConfigDetail.

iR %R iR

Id String eEmId
CheckName String BEIRZR
Content String NERRE
Method String NERGERE
Doc String I EIREE A
ErrorCount Integer KBTS
IsPass Integer =EETNE
SafeCount Integer BFIEEIR
IgnoreCount Integer el o=
RiskCount Integer RIS ETR
NameEn String REIRHEZ
AssetType String REIRSER
ResCount Integer res_count
Isignore Integer R

ComplianceCheckDetail
FRETHIDR
#HANTF#EOSIA: DescribeComplianceDetail,

E=4 ESic] Wik Hi

Id String = REIRID
Category String = ISEIRSER
Type String = ISEIRETRY
ErrorCount Integer 2 BT EE

IRIFRE: BR=ItE (It ) BRSEATF 58415 #431|



O BHE

&R ESid] Wik it

NameEn String 2 IEERENZ

CheckName String 2 IEEIRER

Method String = MERLER

Doc String =] FED>IAY

SafeCount Integer = BT R

Content String = KERERS

IsPass Integer 2 EEEEEN

IgnoreCount Integer 2 RREEEL

RiskCount Integer 2 lid e
BIE—)RAE MR E

LastCheckTime Timestamp = i N

AssetType String = RFHRER

ResCount Integer = res_count

uuiD String = EEIRUUID

Standarditem String = o U] i, SRR,

Chapter String = S WERTREE null, BRAVREAE,
p: SRR

AssetTypeDesc String = s SUNR———

Islgnore Integer & %E@Hﬁ N — "
EE: WWFBAEHERE null, RREFIEHE,

ST

Riskltem String = R ———

Title String & éiﬂlmﬁm%ﬁgﬂﬁ — N
EE: WRERAEHEE null, FREAIEYE.

Concerninfo
Kikmzn

#HINT#EOSIA: DescribeSocAlertDetails, DescribeSocAlertList,

2 R ik
ESEd ot
ConcernType Integer R WFERAEERE null, FRIAZIEHE.
~BE: 1
SERER 1 EREIP, 2: ZEIP, 3:1§%8, 4:IP, 5: X4, 6:i#ig
EntityType Integer R WFEBAEERE null, RENFEBEYE.
~BE: 1
*xitm
Concern String 2 FRAEERE null, FFREFAAE/E.
HIE: "asd"
RiEHE
StatisticsCount Integer R WFERAEERE null, RFRIAZIEHE.
~BE: 1

IRIFRE: BR=ItE (Ib5R) BRSEAR 5416 H431R



O BAS

=t

IpCountry
IpProvince
Result

Confidence

Iplsp

IpInfrastructure

ThreatType

Groups

Status

Tags

VictimAssetType
VictimAssetName
DomainRegistrant
DomainRegisteredInstitution
DomainRegistrationTime
FileName

FileMd5

VirusName

FilePath

FileSize

ProcName

IRIFRE: BR=ItE (Ib5R) BRSEAR

String

String

Integer

String

String

Array of String

Array of String

String

Array of String

String

String

String

String

String

String

String

String

String

String

String

R

IPExR
EE WWFEBRTEHRE null, RENFEEYE.
wEHE: "asd"

IP&{R
R FERTIAERME null, RREAFEEHE.
FHIE: "asd"

=R
ER: WWFERAEERE null, RENAZERE.
wBIfE: "asd"

BiEE
ER: WFRAEEE null, RENFIEHE,
wBIE: 1

BT
R FERTIAERME null, RREAFEEHE.
FHIE: "asd"

EREMIRE
ER: WWFERAEERE null, RENAZERE.
wBIfE: "asd"

FRhZEE
ER: WFRAEEE null, RENFIEHE,

FRRBERIOK
EE: WFRAEE null, RENFIEHE,

RERIERIED
FR: WWFRAERE null, RRRARERIE,

TEWRE

ER WFERAIBEGRE null, RREAFEHE,

AP
R WPERTMEE null, ERIFEEXIE.

&g
FR: WFRARRE null, RENAZERE.

iERE
ER: WWFRARERE null, RENAZERHE.

ERRNAS
ER: WWFRAERE null, RENAAERE.

ERRASE
ER: WWFERAEERE null, RENAIERE,

XHE
R WFERARERE null, RREFIERE.

MD5
ER: WFRAEEE null, RENAIERHE,

mEE
ER: WFRAEEE null, RENFIERHE,

MR
ER: WFRAEEE null, RENFIEHE,

XK

ER: WFRAEE null, RENFIEHE,
HES

FR: WWFRAERE null, RRRARERIE,

=REHL
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O BAS

E=4

Pid
ProcPath
ProcUser

DefendedCount

DetectedCount

SearchData
IpCountrylso
IpProvincelso
IpCity

EventSubType

DataCheck
RETREETR

#WANTF#EOSIA: DescribeConfigList,

=
Id

Name
Type

LastCheckTime

Status

Islgnored

RiskCount

IsChecked

AssetTotal

Remarks

S

String

String

String

Integer

Integer

String

String

String

String

String

S
String
String

String

Timestamp

Integer

Integer

Integer

Integer

Integer

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

R
#HiZID

ER: WFRAEEE null, RENFHEHE,

HIZERE

EE: WFRAEE null, RENFIEHE,

RAF&

ER: WFRAERE null, RERARERIE,

(=131

EER WFERAIBEGRE null, RREAFEHE,

Gl

FR: WFRARRE null, RENAREHE.

AREXIERFER

FR: WWFRARRE null, RENAZEHE.

FBIE: "asd"

ARXERTR

ER: WWFRAERE null, RENAAERE,

HIE: "asd"

AR RFER

EE: WFRAEE null, RENFIEHE,

wEHE: "asd"

AREXIERFER

FR: WWFERARRE null, RENAZERE.

FBIE: "asd"

ARXERTR

ER: WWFRAERE null, RENAAERE,

HIE: "asd"

fiik
HERE—FRFuuid
MBI

HETE

RIE—IRISERTE
FE: WFERARERE null, FREFHEYE,

MiaRIEIRTSO, EEEH1, KiEEH2
FR: WFRAERE null, RRRAIERE.

0-KR2HE1-EBHE
R WFEREERE null, RENAIERE,

BREHERDE, FELHE
EE: WFERARERE null, FRREFIERE,

0—-#2ilR 1 -455RIE
R WFERAEERE null, RENFIEHE,

BEEH
iR WWFRAEEE null, RENFIEHE,

HENE
R IWFRAUEEE null, RERFIEHE,

=REHL
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DataCompliance

BB ENR

AN T#EOSIA: DescribeCompliancelList.

E=4

Id
Checkltemid
Name
AssetType
Type
Category
Standardltem

Chapter

LastCheckTime

Status

RiskCount

IsChecked

Riskltem

Islgnored

Title

AssetTotal

Remarks

DescribeSocCheckltemListRspRsp

ZREBEREIIIE

ESic)

String
String
String
String
String
String
String

String

Timestamp

Integer

Integer

Integer

String

Integer

String

Integer

String

#WUNTF#EOS|A: DescribeSocCheckltemList,

E=4 ESid)
List Array of SocCheckltemV1
Total Integer

DescribeSocCheckResultListRspRsp

HMERERFETIE

#aNTiENO3|A: DescribeSocCheckResultList,

IRIFRE: BR=ItE (It ) BRSEATF

filk
FRE—RNR
HMERME—RRR
RERER
MEDEER
EERSEE
B
EERRER
MERSETHS

RIE—RIEERTE
R WFERAEERE null, RENFIEHE,

aRAEIRSO, BiEEH1, Kididh2
R IWFRAUEE null, RENFIEHE,

BREHERDE, RESHE
FR: WFRAERE null, REERAZERE,

0t 1-455RAEH
R WFERATAGRE null, RREAEEHE,

EERMLIR
R MWFERATAGRE null, RREAEEYE,

0-R2HE1-E2HE
R WFERATAEGRE null, RREAEEHE,

FRIEBETESM
EE: WFRAEED null, REERFIEHE,

TR
ER: WFRAEER null, REERFIEHE.

RERE
FE: WFERARERE null, FREFHEYE,

iR

EEFESIE
EE: WFERAED null, RTEERFIEHE.

BB
FR: WFERAUERE null, RERAHERE,

mREHh
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=t

List

Total
LowTotal
MiddleTotal
HighTotal

NormalTotal

Domaininfo
H&5IE

#ANTIEOSIA: DescribeDomainListo

B

Domain

ResolveAddr

Region

AssetType

RiskVulCount

SensitiveCount

HorseLinkCount

WebModifyCount

ScanTime

DiscoverTime

ScanTaskCount

PortRisk

wm

Array of SocCheckResult

Integer

Integer

Integer

Integer

Integer

£

String

Array of String

Array of String

Array of String

Integer

Integer

Integer

Integer

String

String

Integer

Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

R
b

=REHL

ik
BiMeERiEE

RELERBH
FEHE: 30

RS
FBHE: 10

RN
FBHE: 10
SR
wBIE: 5

EEN
wE: 5

R WFERATAGRE null, RREAEEHE,

whE: -
fEthrithiit

FE: WFERARERE null, RREFEYE,

~EIE: -
Hbteg

R WFERATEERE null, #REAZEHE,

hIE: -

fresn

R WFERATAGRE null, RREAEEHE,

hE: -
imE RS

FE: WFERARERE null, RREFEYE,

~EIE: -
SN

R WWFERATEERE null, #REAZEHE,

hE: -
DRSS

R WFERATAGRE null, RREAEEHE,

hE: -

PIBTE L
wE: -

bExiiEatia
w~EIE: -

RiEATATE
wEIE: -
HiERE
~EIE: -
wA

A -

58420 #4313,
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=t

WeekPwdCount

AssetLocation
NetworkRisk
NetworkAttack

BotVisit
NetworkAccess

CreateTime
WafStatus
LastScanTime
Assetld
AssetName
SourceType
IsNotCore

IsCloud

Filter

fRRENTIRR, BTFRHESREN. FINEIEID. &R, KEF

S

Integer

String

Integer

Integer

Integer

Integer

String

Integer

String

Array of String

Array of String

String

Integer

Integer

EBEFES/ Filterld, Filteri@fxXFEhiBiE5 (AND) (&K,
ER—/\FilteriFE5/"Values, R—FilterFValuesialfix&hiZ4i8% (OR) X%,

filiR

A<
whE: -

BrEAR
FR: WFRAUERE null, RRERAZERE,
whE: -

FILERUIE
FE: WFRARE null, XREFIERE,
wEIE: -

FIER T
R FEREERE null, REEAFIEHE,
whE: -

botisid
R FEBAEERE null, RREAZEYE,
wBIE: -

P&

R WFEREEERE null, REEAIERE,
hIfE: -

BFEtIEeatia
FR: FRAESRE null, REERAZERE,
hE: -

wafiRZ&
EE: IFERATEERE null, RENMFEE™RE.
w~EIE: -

st =R
R FEREEERE null, REEAIERE,
hIfE: -

&rid
R WFERATAERE null, RREAREHE,
hE: -

BEE
R FEAEERE] null, RREAZEYE,
w~EIE: -

£
R WFEREERE null, REEAIERE,
hIfE: -

REHOAT
R WFBTLEE null, EREFEERE
TOIE: -

BET=INEF
R FEAEERE] null, RREAZEYE,
E: -

#anTEO5IA: DescribeCheckConfigAssetList, DescribeComplianceAssetList, DescribeLeakDetectionList.

B

Name

ESid

String

IRIFRE: BR=ItE (It ) BRSEATF

Wi fiiR
& TERAER,

=REHL
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E=4 ESic]
Values Array of String
ExactMatch Boolean
ListDataSaEventPub
DataSaEventPub
#HINT#EOSIA: SaEventPub,
E=4 B
Time Timestamp
EventType1 Integer
EventType2 Integer
EventName String
Level Integer
Status Integer
Srclp String
Dstlp String
DstPort Integer
Asset String
OldidMd5 String
MappingResult
MiicF

#anTFEO5IA: DescribeMappingResults,

B

AssetName

Assetlp

Privatelp

Assetld

Protocol

Port

Service

Component

Process

Wik fiiR
E — P EHESITIRE
& RET BRI

iR

AiE)
BEEMHIRSD
REEM2RHHE
REFHEM
b7
REFMHIRTE
WERFip
WEHBTp
WEBIFRRA
SRInEr=

WEFERMARFRIMEIARIARESIER—RRIIMD5E

HR i
String BEER
String 2Wip
String RIRip
String Hrid
String ke
String -
String o
String A
String i

IRIFRE: BR=ItE (It ) BRSEATF

EE: BWFERTEEE null, RREFEERE.

R WWFERATEERE null, RENAZEHE.

R WFERAERE null, RENAZEHE,

FE: BFETEERE null, RREFHERE.

FE: BFETEERE null, RERFIERE.

FE: WFERAEIEE null, FREFINERE,

EE: WFERAEIEE null, FREFHEYE.

EE: WFRAUEIEE null, RERFHEYE.

FE: WFERAUEE null, RREFRERE.

mREHh
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E=4 ESid)
(01 String
LastMappingTime String
DisposalRecommendations String
DisposalRecommendationDetails String
AssetType String
Domain String
MappingStatus Integer
Region String
SecurityStatus Array of SecurityStatus
DisposalRecommendation Integer
MappingType String

ObjDataSaEventPub

DataSaEventPub

#HINIT#EOSIA: SaEventPub,
E=4 ESic)
Count Integer
List Array of ListDataSaEventPub

QueryFilter

iERM

ik

BRERSG
EE: WFEREEEE null, FREFHNERIE,

MeaptiE
EE: WFERAUEEE null, FREFHEYIE,

AEEY
EE: WFRAUEIEE null, FRRFHEYIE.

BB
FE: FERAUEE null, RREAFRERE.

e
B UFREAGEE null, EREURESHE.

1%
FE: BFERAUEE null, RREFERE.

MR
FE: BFERAUEERE null, REEFHERE.

X3
FE: WFERTEEE null, RREFEERE.

REFHPIRTE
R WWFERATEERE null, RENAZERE.

AEEIY
FE: BFETEERE null, REEFHERE,.

Meazer
FE: BWFETEERE null, RREFHERE.

3%
Count

List

mREHh

#ANT#EO5IA: DescribeAssetDetailList, DescribeDomainList, DescribeMappingResults, DescribeSocAlertList, DescribeSocCheckltemList,

DescribeSocCheckResultList.

=3

FilterKey
FilterOperatorType

FilterValue

QueryFilterv3

g

IRIFRE: BR=ItE (It ) BRSEATF

bS]

String

Integer

String

m

|

filiR

iJiEkey
wBIE: -

BREFF(RI$321)
whE: -

digvalue
~EIE: -
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#ANTFIEOSIA: DescribeDomainList.

B bS]
Filter QueryFilter
HasSub Boolean
SubFilters Array of QueryFilter
Logic Integer
QuerySort
HEFRRYFER

mREHh

iREY
w~hE: -

BEFEM
w~hE: -

o

BiREH
w~hE: -

o

BIEIRE(RHF32(i)
whE: -

iyl

#WANT#EOSIA: DescribeAssetDetailList, DescribeMappingResults, DescribeSocAlertList, DescribeSocCheckltemList,

DescribeSocCheckResultList.

2R ESic]
SortKey String
SortType Integer
Results
MERLER

AN TF#EOS|A: DescribeMappingResults,

E=4 ESic]

Statistics Array of AssetTypeStatistic
Result Array of MappingResult
TaskCount Integer

TaskMaxCount Integer

SaDivulgeScanRuleSetList
RE_HE N RIS SRR
#ENT#EOSIM: SaDivulgeScanRuleMutate.

E=4 ESid
Value String
Code Integer
Message String
SecurityStatus
RERERE

IRIFRE: BR=ItE (It ) BRSEATF

ik

HEF=FER
BIE: "Time"

IGRE, 17 F2&E
aBiE: 1

ik

MeaseRisgmit
FR: WFRAUERE null, RRAREHE.

MeatERII=
FR: WFRAUERE null, RENARERE.

MefESSH
FR: WWFRAERE null, RENARERE.

EAMLESH
ER: WWFRARERE null, RENAZERE.

i35
Value
Code

Message
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N TEOSIA: DescribeMappingResults.

=2

SocCheckitem

SocCheckltem2£8Y

#HANTEOSIA: DescribeSocCspmCompliance,

E=4 ES
Name String
Levelld String
SuccessCount Integer
FailCount Integer
SocCheckltemV1
RETHEXER

WANTFIEOSIA: DescribeSocCheckltemList,

B B
Checkld String
Name String
Type String
AssetType String
Level Integer
Standard String
IsFree Integer
SocCheckResult
EReRERNER

IRIFRE: BR=ItE (It ) BRSEATF

Witk

=
=

HO

HO

HO

HO

HO

iyl

ik

iR
Z2F
R IFERTEGRE null, RENFEERE.
~BE: "asd"
IE—id
R WFERAEERE null, RREAZIERE.
~BIE: "ads"
RINE
R IFERTEGRE null, RENFEERE.
ENE: 1
KM
R IWZERTEGRE null, RENFEERE.
BIE: 1

b35S

REINd

R WFERAEERE null, FREAIERIE,

fBIE: 00fe63c2-94c7-11ea—-89eb-6c92bf621820

BEER
FE: BFERAUEERE null, REEFHERE,
THIE: XEBEEIEE-MariaDBRGZ GRS

[rA=iESidl
R WFERTAHRE null, FREFIEHRE.
T HiERe

REWNR
R WFERATAGRE null, RFEBAIIEHE,
FHIE: mariadb

BARISER 2:18f8 3:5fE 4.5
EE: FRARE null, FREFIEHE.
wfE: 3

LEES )
e BFERTEERE null, REEFIERE,
THIE: BRARESHE, FRFIF=REMN

MEREEIE 1:%2% 2:4%
FE: FRAUEERE null, RREAHERE,
HiE: 2

mREHh
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#WANTIEOSIA: DescribeSocCheckResultList,

=2

Checkid

Name

Type

AssetType

PloyName

Ployld

Result

FailAssetNum

TotalAssetNum

DealUrl

ESid

String

String

String

String

String

Integer

String

Integer

Integer

String

SocCompliancelnfoResp

REIE

#anTEO5IA: DescribeSocCspmCompliance.

E=4 3]

Items Array of SocComplianceltem
SocComplianceltem
socHMUER

#aNT#EOSIA: DescribeSocCspmCompliance.

=t

Item

Description

Standarditem

Result

String

String

Integer

IRIFRE: BR=ItE (It ) BRSEATF

]

BRI uuid

=BIE: 00fe63c2-94c7-11ea-89eb—6c92bf621820

BeEEK

BE: XRBEIEE-MariaDBRGZEA&EH

EERRYEE
THE: HiERE

RENR
F{E: mariadb

REES
~HE: 00-all

RE&id
~BE: 1016203

IEE, &G, 5E,56
~HE: EE

AHEH
FHE: 12

B¥
w~BE: 24

LEFR urliEE

(=130
R FRAEERE null, XFEERAZENE.
TE: "asd"

]

ME—id
R WWFRAERE null, RENAAERIE,
wHfE: "asd"

R
FE: WFRAUEEE null, RERFHEYE.
=~BIE: "asd"

a3
FE WFEBRTEGHRE null, RENFIEHE.
FHIE: "asd"

#=R
ER: WWFRAERE null, RENAAERHE,
whfE: 2

mREHh
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E=4 ESic) 3%
i
Suggestion String
~BIE: "asd"
FEmEHF
ProStr String
BIE: "asd"
FamEE
Production Array of SocProductionltem R WFERTEERE null, FREAZEHE.
w~lE: [1
EoETREE
Checkltems Array of SocCheckltem R WFEBRTEEHRE null, REAFEEYE.
w~BHE: []
SocProductionitem
socFRUEER

#HAT#EOSIA: DescribeSocCspmCompliance.

E=gd ESic]
Name String
Index Integer
Status Integer
Tag
&

R WFERATAERE null, RREAFERE,

FR: WFRARRE null, RENAZEHE.

filg

g%
R WFERAAERE null, RREAZIEHE.
~E: "asd"

#RiR

R WFERAERE null, RENAIERE.

wBIE: 1
R IWFRAEEE null, RENFIEHE,
hE: 1

#HANTEOSIA: DescribeAssetDetail, DescribeAssetDetailList, DescribeAssetList.

e xE g
Fid Integer iﬁgﬁ“_p{
Fname String Ezgﬁ"\?ﬁﬁ
Vulltem
mEEERREE

WANTFIEOSIA: DescribeVulList.

& e -

Id String i};{ﬁ: 123
VulName String EEZ#&H%W
Type Integer ;%21;1?{;&1

IRIFRE: BR=ItE (It ) BRSEATF

mREHh
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=t

Level

Status

Time
ImpactAssetNum
ImpactAsset
ImpactAssetName
VulDetail
VulRefLink
OldidMd5

Uniqld

OperateTime
IsAssetDeleted

DiscoverTime

Originid

Region

Vpcid

AssetType
AssetSubType
AssetlpAll
PubliclpAddresses

PrivatelpAddresses

IRIFRE: BR=ItE (Ib5R) BRSEAR

S

Integer

Integer

String

Integer

String

String

String

String

String

String

String

String

String

Integer

String

String

String

String

Array of String

Array of String

Array of String

filik

PSR
UE: 1

IR
E: 1

AMEiE
~FE: 2022-01-01

RN
hfE: 1

& rEid
THNE: 123

RIEF=ZIR
TBIE: BEEEIR

imiEER
wBIE: RiEER

SEE
wHIE: SEEE

Md5{&
w~BlE: Md5(&

imiRE—tRR
FBE: uinqid

2 HEatiE
~pE: 2022-01-01

HINEF=RETE
R IWFRAUEEE null, RENFIEHE,
hE: 1

iRiREX R IATE
=BlfE: 2022-01-01

ENREDARAFF
fE: 1

B
R IFERTEERE null, RENFEE™YE.
~EIE: 1

BFFREMILS
EE: WFERAREGRE null, RREFERE,
UE: 1

fresen
R FRAMEE null, FREFHERE,
THIE: 1

BEFER
R IFERTEERE null, RENFEE™YE.
~EIE: 1

&P
B WFERAIASEE null, FREREERE
~BE: 127.0.0.1

cvmZER AMip
R WFERAEERE null, RREAZIEYE.
*5E: 127.0.0.1

cvmZERRI A RMip
R WFERAEERE null, RREAZIEYE.
=HE: 127.0.0.1

=REHL
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E=4 ESid)
VulSource String
AffectedUrl String
SsaAssetCategory Integer
VulUrl String
IsOpen Boolean
YzHostld Integer
VulRepairPlan String
VulPath String

VulList

mREERRI®=

#ANTF#EOS1A: DescribeVulList,

E=4 ESid)
List Array of Vulltem
Total Integer

IRIFRE: BR=ItE (It ) BRSEATF

filik
iR

R WFERATAGRE null, RREAEEHE,

THIE: RiREER

#IMURL

R WFERATAEGRE null, RREAIEYE,

wBIE: url

BEAR

R WFERAERE null, RENAIERE.

hIE: 1

imurl

R WFERATAERE null, RREAREHE,

FENE: url

=AM

R MWFERATAEGRE null, RREAIEYE,

NE: 1

fEEnEId

R WFERAERE null, RENAIERE.

HE: 123

imiEER

R WFERATAERE null, RREAEEHE,

THIE: iR

bHEb At S

R WFERATAEGRE null, RREAIEYE,

THUE: iR SR

fiix
LES
B

=REHL
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tHIxRTS

EIEE#ATE: 2022-04-13 07:07:37

LIREiRAR

WMRREISERPEFE Error FE, NWRTFA APIHZOKXMK. fign:

q
"Response": {

"Error": {

1
I

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

Error 1 Code £RiEIRIE, Message ¥RIZEIZHIEKESE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotInWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

mREHh

ould not be validated. Plea check your signature is correct."

i8R

EOET%.

ERLEREY Authorization FFABIRIFE.
ZAIEE (F2= API BHER)

MFA $5i%,

BRFEFE, 5 268 RERPEEORNFHESR, INASES, SRERBPREES
IEff, ERRIRTREEER.

EREH, Timestamp MRSHASABERFEERSH, BREFRIMAEDI SR ERE

SE

BEEER. ERTEER, BURBAASIPHESHEEREESIHETE.
token #iRo

ERKIEN . 1ESE CAM HEFILERATIRA

DryRun ##{F, KRIERGESZMINEG, RRSET DryRun £,
BIEEM.

PIEREEIR o

BOXREFE

SRR (BIESERN. RBEHR) .

SHEEREIR,

iBXK body B multipart =%,

Pl FE RS 8,

IPHENERE R S &,

B EERRS o

ROSH.
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5=t

NoSuchProduct

NoSuchVersion

RequestLimitExceeded
RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VSSRGS
5=t
AuthFailure
AuthFailure.AuthModuleFailed
InternalError.DBError
InternalError.ParamError
OperationDenied
ResourcesSoldOut

UnauthorizedOperation.SubAccountUnauthorized

IRIFRE: BR=ItE (Ib5R) BRSEAR

ER8

FRAEFE

BORATEFE.

IERAOREEE T IRERIRH o

EWSEIL SRR

IPBRST,

EMSIRSA,

iEREBIRHEK N

BRRGA.

BREEAE.

BRETFE.

BREAH.

RESBERFEIA N,

HEIRSERATTA,

RIBIURLE

FMSHIER, APSERELNSHLSHER.
BAERSZS

http(s) IERIMKEEIR, [%HF GET #1 POST 5K,

BORSARiEE

i8R

CAME R EIUEIR

L& R2RE. KRS, BERREmUSERREN
DBS&iR.

SHRIEKY

BFIESE.

HREE,

FIKSIREREE.
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