RAEEE
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EHBAT

API 328
EEES RS

RITEFTATE : 2020-09-15 08:03:14

% 15 )"k

& fpAdE : 2020-07-30 08:07:34

RREMBETUTAE :
MECBRI.
IEEREES

e TextData

o ¥i¥pkR : Datald, Extra

E14 %5

A& BHYiE : 2020-07-24 08:07:51

FREHEITUTRE
HECHRIXE.
O

e ManualReview

HIGEUES

¢ ManualReviewContent

e ManualReviewData

IEEIREES

e RiskDetails

o ¥t¥pkR : Label

% 13 ]R%Ef

&fpRd(E : 2020-07-17 08:07:40

FREHEBETIUTRE
MECBRI.
HIGEUES

RS : BB UE (bR ) BREEAH
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https://cloud.tencent.com/document/api/669/34506#TextData
https://cloud.tencent.com/document/api/669/46804
https://cloud.tencent.com/document/api/669/34506#ManualReviewContent
https://cloud.tencent.com/document/api/669/34506#ManualReviewData
https://cloud.tencent.com/document/api/669/34506#RiskDetails

EHBAT

e RiskDetails

I TR

e TextData
o ¥R : RiskDetails

12 REf

A*pAdE : 2020-07-09 08:07:45

FREHEBITUTRE
HECHRINXE.
fesuzn

e TextModeration

o FEAZS : Device, User

HIGEURAS

e Device

o User

IEERLES

e CustomResult
o FMEME : Type

=11 %%

A& RHdiE : 2020-05-27 08:08:35

TREHBETUTHE
MEEERIY,
il m

¢ CommonMediaRecognition

FREHRSHS

e CallBackAck

¢ CallBackData

e ContentMsgGjh

¢ MediaGjh

e MedialnfoTypeGjh

¢ MessageCommonGjh

¢ MessageContentGjh

RS : BB UE (bR ) BREEAH
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https://cloud.tencent.com/document/api/669/34506#RiskDetails
https://cloud.tencent.com/document/api/669/34506#TextData
https://cloud.tencent.com/document/api/669/34502
https://cloud.tencent.com/document/api/669/34506#Device
https://cloud.tencent.com/document/api/669/34506#User
https://cloud.tencent.com/document/api/669/34506#CustomResult

BT

¢ MessageldGjh
e UserInfoGjh

=10 x5

A ABHTIE : 2020-05-22 20:13:51

FREHBEBITUTRE
HECHRIXE,
igEO

¢ CommonMediaRecognition

FIEEURAS

e CallBackAck

e CallBackData

¢ ContentMsgGjh

¢ MediaGjh

¢ MedialnfoTypeGjh

¢ MessageCommonGjh
¢ MessageContentGjh
¢ MessageldGjh

¢ UserlnfoGjh

B 9 XK

& #pATiE : 2020-05-15 08:07:21

KXEMBETUTAE :
HECHRIE,
fesuzn

¢ TextModeration
o FMEAZ : BizType, Datald, SdkAppld

FISEURAS

¢ Coordinate
e CustomResult
¢ DetailResult
¢ OCRItem

(e TR

e OCRDetect

RS : BB UE (bR ) BREEAH
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https://cloud.tencent.com/document/api/669/34502
https://cloud.tencent.com/document/api/669/34506#Coordinate
https://cloud.tencent.com/document/api/669/34506#CustomResult
https://cloud.tencent.com/document/api/669/34506#DetailResult
https://cloud.tencent.com/document/api/669/34506#OCRItem
https://cloud.tencent.com/document/api/669/34506#OCRDetect

BT

o FERKR : Item

e TextData

o FMERLR : CustomResult, DetailResult, BizType, EvilLabel, Score, Suggestion

5 8 IXxfh

& #pATiE : 2020-05-11 10:03:36

FREHBEBSTUTRE
HECHRIXE,
FISEURS

e PhoneDetect

(TR

e ImageData

o ¥fiERKR : PhoneDetect

5B 7 XK

& #RATiE : 2020-03-12 22:16:03

FREHBEBITUTRE
HECHRIXE.
MpRiEO -

¢ AudioModeration
e DescribeModerationOverview

¢ VideoModeration

PREHRLSHS

e OverviewRecord

5 6 Xxfh

& #pAdiE : 2020-03-10 00:51:35

FREHBEBSTUTRE
HECHRIXE.
FIGEURAS

e TextOutputComm
e TextOutputlD

RS : BB UE (bR ) BREEAH

857 Ho6m


https://cloud.tencent.com/document/api/669/34506#TextData
https://cloud.tencent.com/document/api/669/34506#PhoneDetect
https://cloud.tencent.com/document/api/669/34506#ImageData
https://cloud.tencent.com/document/api/669/34506#TextOutputComm
https://cloud.tencent.com/document/api/669/34506#TextOutputID

BT

o TextOutputRes

ISR -

e TextData

o ¥R : Common, ID, Res

58 5 IXxfh

AFpAdE) : 2020-02-27 20:16:44

FREHEBITUTRE
HECHRINXE.
fesuzn

e CreateTextSample
o FBAZS : Test
o FMEHZ : ErrMsg

HIEEURAS

e Logo
¢ LogoDetail
e RrectF

IEERLES

e FileSample

o FEpLE : CompressFileUrl
¢ FileSamplelnfo

o FMERLF : CompressFileUrl
¢ ImageData

o FMERF : LogoDetect
¢ ImagePolityDetect

o FMERLR : PolityLogoDetail

5 4 XK

EFpAiE : 2019-10-11 14:21:52

RREMBETUTAE :
HEBARIXE,
FEHIRS

¢ CodeDetail

¢ CodeDetect

RS : BB UE (bR ) BREEAH
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https://cloud.tencent.com/document/api/669/34506#TextOutputRes
https://cloud.tencent.com/document/api/669/34506#TextData
https://cloud.tencent.com/document/api/669/35620
https://cloud.tencent.com/document/api/669/34506#Logo
https://cloud.tencent.com/document/api/669/34506#LogoDetail
https://cloud.tencent.com/document/api/669/34506#RrectF
https://cloud.tencent.com/document/api/669/34506#FileSample
https://cloud.tencent.com/document/api/669/34506#FileSampleInfo
https://cloud.tencent.com/document/api/669/34506#ImageData
https://cloud.tencent.com/document/api/669/34506#ImagePolityDetect
https://cloud.tencent.com/document/api/669/34506#CodeDetail
https://cloud.tencent.com/document/api/669/34506#CodeDetect

EHBAT

e CodePosition

ISR -

¢ ImageData
o ¥ftEpR : CodeDetect

5 3 IXxfh

& #pAdiE : 2019-08-15 23:21:19

PREHBETUTHE :
KECHHIXY.
FrigEO

e CreateFileSample
o DeleteFileSample

e DescribeFileSample

HIEEURAS

e FileSample
¢ FileSamplelnfo
¢ OCRDetect

IEERLES

e ImageData
o ¥iEpLE : OCRDetect

58 2 IXxAn

A RHiE : 2019-06-21 18:58:55

PREHBETUTHE
KECEHIXY.
FrigEO

e CreateTextSample
e DeleteTextSample

e DescribeTextSample

HIGEURAS

e Filter
¢ ImageHotDetect

e TextSample

RS : BB UE (bR ) BREEAH
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https://cloud.tencent.com/document/api/669/34506#CodePosition
https://cloud.tencent.com/document/api/669/34506#ImageData
https://cloud.tencent.com/document/api/669/37189
https://cloud.tencent.com/document/api/669/37188
https://cloud.tencent.com/document/api/669/37187
https://cloud.tencent.com/document/api/669/34506#FileSample
https://cloud.tencent.com/document/api/669/34506#FileSampleInfo
https://cloud.tencent.com/document/api/669/34506#OCRDetect
https://cloud.tencent.com/document/api/669/34506#ImageData
https://cloud.tencent.com/document/api/669/35620
https://cloud.tencent.com/document/api/669/35619
https://cloud.tencent.com/document/api/669/35618
https://cloud.tencent.com/document/api/669/34506#Filter
https://cloud.tencent.com/document/api/669/34506#ImageHotDetect
https://cloud.tencent.com/document/api/669/34506#TextSample

A BT

IEEREES

¢ ImageData
o FERLE : HotDetect
e ImagePolityDetect

o FERLE : Polityltems

B 1IRKRM

KFpAdE : 2019-04-26 16:49:17

RREMBETUTAE :
MECBRI.
FEEO

¢ AudioModeration

¢ DescribeModerationOverview
¢ ImageModeration

e TextModeration

¢ VideoModeration

HIEEUES

¢ ImageData

¢ ImagelllegalDetect
e ImagePolityDetect
¢ ImagePornDetect
¢ ImageTerrorDetect
¢ OverviewRecord

e Similar

e TextData

RS : BB UE (bR ) BREEAH
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https://cloud.tencent.com/document/api/669/34506#ImageData
https://cloud.tencent.com/document/api/669/34506#ImagePolityDetect
https://cloud.tencent.com/document/api/669/34503
https://cloud.tencent.com/document/api/669/34502
https://cloud.tencent.com/document/api/669/34506#ImageData
https://cloud.tencent.com/document/api/669/34506#ImageIllegalDetect
https://cloud.tencent.com/document/api/669/34506#ImagePolityDetect
https://cloud.tencent.com/document/api/669/34506#ImagePornDetect
https://cloud.tencent.com/document/api/669/34506#ImageTerrorDetect
https://cloud.tencent.com/document/api/669/34506#Similar
https://cloud.tencent.com/document/api/669/34506#TextData

O BRE e

AN
18]7 1
BIAEHATE : 2019-06-21 19:12:46

RERL APl AEE 3.0 fFF. £HRY APHEOEEMIEENSE , F—HSBRBAHEIRS | £—#9 SDK/CLI IRFS API XX
R, SIEHERERRENERGRE. SSStdRmIEEN LSS REEEN =~ 5m.
NEZEETENEEIMENRERBINAHE | I=UERNREINT. BERTHBISZSEAERRE  SBEFEEes. 28
W EREMEFEEXASGENXGE , RN App FFRBERIEMIRBIMER. BOATHEZEANER , KIERESRBIE , R
PSS RERARRE.
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https://cloud.tencent.com/product/api

EHBAT

API 1SS

RITEFATE : 2020-09-08 09:50:19

ERFREZREREXEN

EOZMR

ImageModeration

RBELZEHEXZED

EOBTR

ManualReview

NAREREHEXEN

RO

TextModeration

ERGRGIEFSEIN

OB
CreateFileSample
CreateTextSample
DeleteFileSample
DeleteTextSample
DescribeFileSample

DescribeTextSample

RS : BB UE (bR ) BREEAH

O8RS
ERAEal

ZOITheE

ATEZIGINEO

#OThRE

XAREIEN

EZOTRE

ISR R EAE
SN A A
TRRE R A
RRSCAHE AR
BNE R
B AREARE

212 #9611


https://cloud.tencent.com/document/api/669/34503
https://cloud.tencent.com/document/api/669/46804
https://cloud.tencent.com/document/api/669/34502
https://cloud.tencent.com/document/api/669/37189
https://cloud.tencent.com/document/api/669/35620
https://cloud.tencent.com/document/api/669/37188
https://cloud.tencent.com/document/api/669/35619
https://cloud.tencent.com/document/api/669/37187
https://cloud.tencent.com/document/api/669/35618

A BT

ARSI
I5REEH

RITEFTATE : 2020-09-28 08:03:53

1. BRSS3tuE

AP| STHEFRIRHBEIEN | AF=RtiribliE N\IgZ 9 cms.tencentcloudapi.com |, tBSZHHEEMBEIRZ A | Flans - MitiRaviEE

cms.ap-guangzhou.tencentcloudapi.com,

HEEERARTEEEANGSE. RIERAEONEFGRTEMNLE | SEIFETEIRERNE N BRRRIRSEE. FIaiE MNeiEEK , 28
TR MAOIRSSEE | RERFNIEE cms.ap-guangzhou.tencentcloudapi.com 22—,

TS ORRESURAYILSS | BiEETIRINAYEE.

IS IHBE AP BHEA R , AARRF R EROIFHEERESNE. ~RSsaitiRFIREERARN/ AHSHUEPER | ##

ASZISRMEETER OGS SHPER.
BRI RIS ESIES

B\t

FUTHIEIEN (#EF | RSFRERX )

LERgHX (M)

HIRX (i)

ALK (dEm)

Faraith X (BER)

FaRgHX (2 FK)

BREMX(TEEE)

T AZRES (Hrni)

TARrE(E8)

T KFaEB(FHSE)

TAFAL(ER)

TWAFRALRR)

SEEREB(FEEEIr)

EEFEER(ER)

LRI (218%)

BRI X (E=521&)

RS : BB UE (bR ) BREEAH

=

cms.tencentcloudapi.com
cms.ap-guangzhou.tencentcloudapi.com
cms.ap-shanghai.tencentcloudapi.com
cms.ap-beijing.tencentcloudapi.com
cms.ap-chengdu.tencentcloudapi.com
cms.ap-chongging.tencentcloudapi.com
cms.ap-hongkong.tencentcloudapi.com
cms.ap-singapore.tencentcloudapi.com
cms.ap-bangkok.tencentcloudapi.com
cms.ap-mumbai.tencentcloudapi.com
cms.ap-seoul.tencentcloudapi.com
cms.ap-tokyo.tencentcloudapi.com
cms.na-ashburn.tencentcloudapi.com
cms.na-siliconvalley.tencentcloudapi.com
cms.na-toronto.tencentcloudapi.com

cms.eu-frankfurt.tencentcloudapi.com

%13 #96m



O BRE s

EMbi 32
R X (BEHARL) cms.eu-moscow.tencentcloudapi.com
2. BIEHMY

= AP IRTEECIT@IY HTTPS #7185 | iRiteLeUNBEEE,

3. 153k AE
Y HTTP 353k 755

o POST (¥#7F)
e GET

POST #&k32#EH9 Content-Type 8! :

» application/json (#7F ) , WAREREETIE v3 (TC3-HMAC-SHA256 ) .
o application/x-www-form-urlencoded , %RFERAEEE vl ( HmacSHAT 8 HmacSHA256 ) ,
o multipart/form-data ({XEBHD O ) | WRERERTA v3 ( TC3-HMAC-SHA256) .

GET IERHNERBANAE#BIT32KB, POST iEREAERZG%E vl (HmacSHAT, HmacSHA256 ) FIAS#BE1MB, POST i&k({EF
#B2755E v3 ( TC3-HMAC-SHA256 ) Bis7i510MB,

4. FFmEY

159(&EF UTF-8 4wA3.

RS : BB UE (bR ) BREEAH 5514 96



O BRE s

DHBH

sN\N=
BIREHEATE : 2020-10-23 08:03:59

AHSRERTRAAFIENSE0SE , MIENE | E8MENSRNEIR R RENXES TR , BSRERIIBERH
s

XESH , ARIERKIEIER,

BBHFIE V3
BEE V3 ( BEEFRIE TC3-HMAC-SHA256 ) HELbE R 54 v ( BREXRARESEIMEE AL ) | B%E , FEANBEKE , X
5 POST JSON 18, , MEBeE—EIi=H | HEERZERLEATEES R, TENBFEN i,

IR ZFOXEPRIRGRTENRREOSHAE  BUER  (ERNESRTTE v GET 5K , NRKIFEFERERSE v B
ETXET.

FERSESE V3 BT, AESHESESH—HEI HTTP Header i53KLERH , 40T :
SHEWR eS| Wik AR

X-TC-Action Strin = BEREOER. ESEEOSETEMASE AT SE Action AUIREE, FlIII=IRSEEHY
d = EFsLAIFIZREO |, BUES Describelnstances,

IR SEN , FRImRA B R MEIRAIEUE. BOESAEEEESEZOXETmAS
X-TC-Region String - HHSE Region BUiKEE. FE : REEOATEEZRIZSE , EOXXEPESITIFHIR
BB , LAIEN(EEEZSHBEARESER.

X-TC- Integer & 2457 UNIX BHER , AliCRARE APl EKAIRTEL, a0 1529223702, & : iNR SRS
Timestamp HEEERES 2% , 2clREZTHER,
X-TC-Versi : = 1BERY API BORRAS. BUBESERONXEPANSLAHSE] Version B9, FIAN=ARSS2RAAR
ion String =
2~ 2017-03-12,
HTTP tRESDINIESLERFES |, a0 :
TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3 request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrp,
Authorization String = - TG3-HMAC-SHA256 : =750 , HIRIEIERIZ(E ;
- Credential : &%4EiF , AKIDEXAMPLE £ Secretld ; Date 2 UTC #rE&RTEIRIEER , BX
EFEFAHESE X-TC-Timestamp #ERY UTC FRERTBIHER—EL ; service AF=&4 |
BEARZFR  Fla0E=E cvm.tencentcloudapi.com BWREFREE cvm, AF=REE
79 cms ;
- SignedHeaders : £25&ZFi+ERISLERER |, content-type F1 host ks ;
- Signature : EEFW/E , ITEISIEFEN 3714,
X-TC-Token String = IGRTUERFTRERY Token , EEESIGIIZESE—EEERA. IGRTZ$EF Token FERNHFIDEE

IRSIERAZORE. KEAZHPAFE Token,

RiRFAFEEEA MIbERZRSIRLAFIR  NEBSREMIZIRIER URL, B3EE. BRIREILT:

HTTP GET i&kESHIR~ 1

RS : BB UE (bR ) BREEAH 515 96


https://cloud.tencent.com/document/api/669/34495
https://cloud.tencent.com/document/api/669/34495

O BRE s

https://cvm.tencentcloudapi.com/?Limit=10&80ffset=0

Authorization: TC3-HMAC-SHA256 Credential =AKID********EXAMPLE/2018-10-09/cvm/tc3 request, SignedHeaders=cont
ent-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dba16cbccf174c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST ( application/json ) i&EREHIRA) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID********EXAMPLE/2018-05-30/cvm/tc3 request, SignedHeaders=cont
ent-type;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST ( multipart/form-data ) {S5REEHRMG ({AFEATZOSHT ) ¢

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential =AKID********EXAMPLE/2018-05-30/cvm/tc3 request, SignedHeaders=cont
ent-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402
Content-Disposition: form-data; name="0Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

BERITE V]

RS : BB UE (bR ) BREEAH 5516 96T



O BRE s

FREEEE VI (BIISTRE HmacSHA256 1 HmacSHAT ) | ARSHEER—WENSKEF , TENBFEN I

SHETR St Wik fEiR
Acti , = BERURORTR. RESEROXETRASHAHSE Action RIREA. =R
ction String =

ESROEIAISLAIBIZRIED , BUEY Describelnstances,

i S8, FARINRBEIREE M MBEIEEE. EOESHBREES Z RO i)
Region String - NSNS E Region RO, FE : REEOFTEERIZSE , EOXEPESY
LE4SR0RER | LERIBDEEEIZS B AEEM.

2470 UNIX AT B2 , ANesAse APIiEKAYATE]. 1901529223702 , (1R S5HaEIATE]

Timestamp nteger = gmik, AalesadmEs,
Nonce Integer 2 BEHLIERESEY , 5 Timestamp BXSi#Sk , TR LEERINE.
Secretld Strin o £ =APIZSH EERBAOFRREORY Secretld , —4 Secretld Y3FHE—HY SecretKey ,
9 = M SecretKey S FIsRERLIER & Signature,
Signature String o BREE , ASITIORIERNESE T , FERAFPREDRNESASEITESH. Bik
= WEREST TR,
Version Strin o BERY AP BORRAS., BUBESEZEOSXREHP NS ATESEL Version BYIRER. FIIN=IRSSES
9 = ggA 2017-03-12,
BE257 . Baisds HmacSHA256 1 HmacSHA1, REIEELISEN
SignatureMethod  String & HmacSHA256 Bt , A5 HmacSHA256 ESEISIFSSE , HfttiE R
HmacSHA1 IRIFE4,
Token String = IGRIERAT AR Token , BELESIGISZE—SFEA. IRITEHEF0 Token BEZIAHE)

EIERSEAZEARE. KEIZEARFEE Token .

BRRFAFEESIA NMENSIRSSRLAIFIR | EIEREMIZIRIER URL, BRAEL. iBRARAINT:

HTTP GET iEREH7MH:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&T
imestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d028&Regio
n=ap-guangzhou&Nonce=238232238&Secretld=AKID********EXAMPLE

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

HTTP POST i&KEEHI M

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature

=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=238232
23&Secretld=AKID********EXAMPLE

RS : BB UE (bR ) BREEAH 517 396


https://cloud.tencent.com/document/api/669/34496
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/669/34496

A BT

HhiE%IZR

ArrEFTEIEN Region FERAVANGEINTRATR. WMREOARSHRZERPRIFTEE , WSRO SRiTA,

i

At (Atmw)
LematthX (M)
BIREIX(TEES)
T KFaEB(FHSE)
HIRX (i)

TP AZRE (FON)
TAFRILRR)
BRI (E=5e18)
EE/REB(FEEEIN)
SEEPEER(ER)

LR (%)

RS : BB UE (bR ) BREEAH

=T
ap-beijing
ap-guangzhou
ap-hongkong
ap-mumbai
ap-shanghai
ap-singapore
ap-tokyo
eu-frankfurt
na-ashburn
na-siliconvalley

na-toronto
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O BRE
BB iE V3

RITEFATE : 2020-09-08 09:50:19

&BR/73E V3 (TC3-HMAC-SHA256 ) Thag B 7 LIRIRERT5E v |, MEERE , SFFERRIEK , 328 json 180, MaeE—EiR
Tt EEERZERTATEER.

BUREEAR | EINGER API Explorer FRRY" SR ERAERLTHRE | IEFERIRAN"API 3.0 &% v3" , JLAERSEIIEHTIONE , eI EEE
B% SDK 73, HEFERETH = AP BBER 7 MENNRZES SDK , EEHETEZMERIRE , I98FFR , S7hF Python, Java,
PHP, Go, NodelS, .NET, C++,

BBz AP B NMERFITEMHINIE , BRFEEARZEEIE  SIEENLSEXEKHITER (Signature ) , BMNEXREFEER
HERSHPIEEZERERALUEERN S TAEIURIERZ K.

gL e FEilE
A (FERNLEEI RN |, Z5AE4E Secretld 1 SecretkKey, BMNAFPRZELIRAEMITEHE,

o Secretld : BFHRR APIEBEESW , AILEERENARFSE.
o SecretKey : FBFIRIE AP ERERSH , aTLAfEERSEEL AT,
s BRPYATRFRERLEIE , BRHE  SNWEERUFRL. SR  BuZAZEAZELEIE.

REREFIENERSERAT

1. BF BA=EEHh0EHE,
2. HifE =APIZ2H BUI=H & TUE,
3.7 =APIZH TumE |, Btk [FE=4E] B LABIE—XI=54A.

ERUE

== AP| 3735 GET #0 POST i3k, XFGETAE , R37# Content-Type: application/x-www-form-urlencoded WM&z, X3FPOST
75i% , BEIsz#EF Content-Type: application/json LAK Content-Type: multipart/form-data FEFIHAEES |, json & ASEIEON
3FF, multipart iSNRBRFEROSSF | WHHZIEOAREEER json 18VEA , 25 BRISHEONAIRE, #EER POSTEX ,
NBENERALES | (B GET i5k R 32 KB LARAYiEKE.

TEUZRSSFEAT MNEEHFIREAFF , SEBRNMEBERTEIRE. FANEFZEOZER

1. ZIRSZHBIAETE , ZEORER
2. ZIFORREN , FRYERERRIRTE |
3. RONESNSETRS | LIS~ LIRSS B ER.

I, MEAHSHEERONSY , RNRBEESZILEER. ECrERRORN |, SRIECRERR , 8 MNEONSEFR
1R, FERDXMIFRISEE.

BRIZFFHY Secretld 71 SecretKey 582 : AKIDz8krbs)5yKBZQpn74WFkmLPx3*****+* F[]
Gu5t9XxGARNpPQq86cd98joQYCN3***++*++ = FFIBEE X =IRFZEEE N Ko MENIRE | RIREI—FEIE. WIiEKkaT8ek

RS : BB UE (bR ) BREEAH 5519 96


https://console.cloud.tencent.com/api/explorer
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curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc3 requ
est, SignedHeaders=content-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d
7652c¢" \

-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com” \

-H "X-TC-Action: Describelnstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap-guangzhou" \

-d '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

THIFEFFRSSITEIRE.

1. fHEHEE RS
BRI FHENDEIEXE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n" +
CanonicalQueryString + '\n' +
CanonicalHeaders + "\n' +
SignedHeaders + '\n" +

HashedRequestPayload

FEER R

HTTPRequestMethod HTTP i53k755% ( GET. POST ). Lt=FIEYES POST .
CanonicalURI URI 2%, API 3.0 EENIERIAT (/) .

&H#S HTTP &3k URL RUEEZRFER |, X3 F POST Bk , EEAEE/E"" , JF GET 5K, WA
URL (a5 (?) FEAIFFRFEARZ , FI40 : Limit=10&Offset=0,

& : CanonicalQueryString FE£% RFC3986 #17 URLEncode , =55 UTF8 , ¥ (EARIZE
SR |, FTERFRFRAIIERG , K5,

CanonicalQueryString

S5ZALEMER , ZDEE host # content-type FEANLER , tBRIIIABEXHIELES 5EZLA
REBEEIERE—MMZEE.
A
1. 3k&P key #0 value Zi—4RUNG | FEIRERTIE | 1K keyvalue\n 18xiHHE ;
. 2. AR | =ARLER key (/N ) B ASCI TRt T,

CanonicalHeaders
IWRHTELEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\n .
iER : content-type MFILIRAIXAVERS | BLmiEIE S MEERFERIEEESEIRMN
charset {8 , {IRSBRFRENFA—E , RB[BSIRESERILKM.
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https://tools.ietf.org/html/rfc3986
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FREMR

SignedHeaders

HashedRequestPayload

e

S5 ZHLEBER | RBLKIESKEMLLELES5TER , fl CanonicalHeaders BE&HILEAE
B—XIRAY. content-type F host J9WFkESLER.

PN -

1. LB key Ze—8R/N\G ;

2. ZNLER key (/INB ) $REB ASCH FHdHTHEE , HELSE () 9R.

L7 =~f5178 content-type;host

BKIEX ( payload , B) body , Itt7R=f5I7 {"Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BEE , HEHEBA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , BIXY HTTP 15KIESf# SHA256 14
&, AETNAHIRE  RERESEEIER/NSFE. T GET 5K , RequestPayload EEATF
e, WRPTEERRE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b11f7f689887f1398934f064 ,

HRIELA LRI, A ERIRIHEEIRREBINT

POST
/

content-type:application/json; charset=utf-8
host:cvm.tencentcloudapi.com

content-type;host

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f68988711398934f064

2. PHESGERFTEH

BRAITMBTFHES SR T8
StringToSign =
Algorithm +\n +
RequestTimestamp + \n +

CredentialScope +\n +
HashedCanonicalRequest

FERAETR

Algorithm

RequestTimestamp

CredentialScope

R
ER2EL , BRIEES TC3-HMAC-SHA256 ,

ERAER | BIESCLERRIATESEL X-TC-Timestamp BUE , EXRIA(E) UNIX BB , #5582
. LRBIEESS 1551113065 .

EIFBE , #8309 Date/service/tc3 request , @S HHA. FMEKAIIRSIIR LS
(tc3_request) ., Date J3 UTC imERIEIAIAHD , BMEZTEMAHSE X-TC-Timestamp RERY
UTC iR ERIEBEI—3 ; service AFm& , YWARSERANFRIEE—H. HREITEERE 2019-
02-25/cvm/tc3_request,
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FREM e

BIASSBHHEMENSEIBRBNEHE , ITEHAREA
HashedCanonicalRequest =~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), IRt ELERE
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031 .

1. Date X/RMBTIEJEL X-TC-Timestamp i+E152) , BARfXA UTC+0, MEMARFEAMIXESR , fII0F/\X |, BESHEXM
B EVARERRT | (BERERERTERNERM. BIZAEEAS 1551113065 , 4/ \XAJAdEIRE 2019-02-26 00:44:25 , (EREITEE
ZlpY Date EX UTC+0 RIBHARZ/ 2019-02-25 , MIA4E 2019-02-26.

2. Timestamp W/RESRIRFATE , BREHRZFEMNEREZESH  MREEETA D PNOERY. NRKAIEAF
tERTERY | ATRESEUET—RITEE  BRGEXRY , IREESTHER.

HRIELA AN, RBIPERIRGERFRRNT

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031

3. itEER

1) HEIRESZER | (pRBBIT :
SecretKey = "GU5tIXGARNpq86cd98joQYCN3*******"
SecretDate = HMAC SHA256("TC3" + SecretKey, Date)

SecretService = HMAC SHA256(SecretDate, Service)
SecretSigning = HMAC _SHA256(SecretService, "tc3 request”)

IREHAYZSA SecretDate . SecretService #1 SecretSigning 2THHINEUE , AIREEARAHIENZER , AR RHELER.

HER  FRNGHEIES | HMAC EREHSHIRFRIRER—R | bR RIREIRSEEE | BULIREIES Ak, BREINEER
HoRMTHFRITTEE | hEIMERRY | ESREUTERFRIHNHEBITEE | BETEH BEREREA.

FERBR Rz

SecretKey JR#RAY SecretKey , Bl Gu5tIXGARNpPQ86cd98joQYCNI*###***
Date BP Credential #f Date FEER. WREIBYES 2019-02-25,
Service BP Credential Hf§ Service FERER., HRFEUESN cvm,

2) itBER , (BT

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

IHRFITELERE 2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d7652¢
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4. $##%E Authorization
RO & HHE Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders=" + SignedHeaders + ', ' +

'Signature=" + Signature

FERER R
Algorithm BEH% , BEEA TC3-HMAC-SHA256 ,
Secretld B4ENTAY Secretld , BJ AKIDz8krbs)5yKBZQpn74WFkmLPx3**#+kxs |

CredentialScope =~ WX, FIEEE. WRATELERRE 2019-02-25/cvm/tc3 request .
SignedHeaders 2, 25&80EEMER. RBIEYES content-type;host

BRE WRIHEERZ

Signature 2230eefd229f582d8b1b891af7107b91597240707d778ab3738F756258d7652¢ .

HRIELA LRI, RIS ZIRIEDS

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc3_request, SignedHeaders
=content-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d7652c

RETEERERNT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc3 request,
SignedHeaders=content-type;host, Signature=2230eefd229f582d8b1b891af7107b91597240707d778ab3738f756258d765
2¢

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

Y N —
EBRIET

TESCRRERE API 3.0 B, H#EFZ(EFEBCERIBBINZ SDK 3.0 , SDK 3 7 EEZANSTE , AR R T Mgt E MO, FAER
W SDK Fhily, SRISFHIRIEIE S
e Python

e Java
e PHP
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php

A BT

Go
NodelS
NET

C++

ATEERNBRERTRE , TELUERREES A0, LIRS ERARSTHL. BRAES
BiiEAE , MBRABRERTRE  AAESERN | SRTAIBRE/MR SDK.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF 8;

private final static String SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3***xxxxt
private final static String SECRET KEY = "Gu5t9XGARNpq86cd98joQYCN3*******"
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.tencentcloudapi.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");
/] ERRRX , BNEZHE

sdf setTimeZone(TimeZone.getTimeZone("UTC"));
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String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% ‘] 0 ;ﬁ%iﬂ;@iﬁ*% *kkkkkkkkkkkk

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printIn(canonicalRequest);

// *kkkkkkkkkkkk ig% 2 D ;#%%gg?ﬁ% *hkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3 request”;

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

// *kkkkkkkkkkkk 5&% 3 : i:l—%%g *kkkkkkkkkkkk

byte[] secretDate = hmac256(("TC3" + SECRET KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request”);

String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkkkkkk ig% 4 D ;#g Authorization L e
String authorization = algorithm + " " + "Credential=" + SECRET ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap <String, String>();
headers.put("Authorization”, authorization);
headers.put("Content-Type", CT_JSON);

headers.put("Host", host);

headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();

sb.append("curl -X POST https://").append(host)

.append(" -H \"Authorization: ").append(authorization).append("\"")
.append(" -H \"Content-Type: application/json; charset=utf-8\"")
append(" -H \"Host: ").append(host).append("\"")

append(" -H \"X-TC-Action: ").append(action).append("\"")
append(" -H \"X-TC-Timestamp: ").append(timestamp).append("\"")
.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")
.append(" -d '").append(payload).append("");
System.out.printlIn(sb.toString());
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Python

-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# TIPS
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3***xxxx"
secret_key = "GU5tIXGARNpg86cd98joQYCN3*******"

service = "cvm”

host = "cvm.tencentcloudapi.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u"k#&%"1}1}

# *RkRkRkKkKkkhkhhkhk i% 1 0 T#?%%mﬁi%*% B e
http_request method = "POST"

canonical _uri ="/"
canonical_querystring =
ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host"

hashed request payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed request_payload)

print(canonical request)

H FRExR I KK A Kk iﬁ 2 ?#EZ?%E ?—-_ﬁ% *kkkkhkkhkhrk

credential _scope = date + "/" + service + "/" + "tc3 request”

hashed canonical_request = hashlib.sha256(canonical request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# khkkkhhkkkhhk 5% 3 . .‘L.l_%;xig F*hkkkhhkkkhkk
B .

# RSB HERL
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def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret _service, "tc3 request”)

signature = hmac.new(secret signing, string_to sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *kkkkkkkkkkkk _/ljgélﬁ 4 : ;#?% AUthOrizatlon *kkkkkkkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret id + "/" + credential scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization + '"'
+ ' -H "Content-Type: application/json; charset=utf-8"'
+'-H"Host: ' + host + '"'

+ ' -H "X-TC-Action: ' + action + "'

+ "' -H "X-TC-Timestamp: ' + str(timestamp) +
+ ' -H "X-TC-Version: ' + version + '"'
L
b

-H "X-TC-Region:" + region +
-d'"" + payload + "'")

Golang

package main

import (
"crypto/hmac”
"crypto/sha256"
"encoding/hex"
"fmt"

"time"

)

func sha256hex(s string) string {
b := sha256.Sum256([]byte(s))
return hex.EncodeToString(b[:])

}

func hmacsha256(s, key string) string {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([]byte(s))

return string(hashed.Sum(nil))

}

func main() {

secretld := "AKIDz8krbs)5yKBZQpn74WFkmLPx3**xxxxx"
secretKey := "Gu5t9XGARNpq86cd98joQYCN3* "
host := "cvm.tencentcloudapi.com”

algorithm := "TC3-HMAC-SHA256"
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service := "cvm”

version := "2017-03-12"

action := "Describelnstances”

region := "ap-guangzhou"

//var timestamp int64 = time.Now().Unix()
var timestamp int64 = 1551113065

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI :="/"
canonicalQueryString :=
canonicalHeaders := "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n"
signedHeaders := "content-type;host"

payload := {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}’
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

// step 2: build string to sign

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3 request”, date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

// step 3:sign string

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

// step 4: build authorization

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.PrintIn(authorization)

curl := fmt.Sprintf('curl -X POST https://%s\

-H "Authorization: %s"\
-H "Content-Type: application/json; charset=utf-8"\

RS : BB UE (bR ) BREEAH 5528 96T



O BRE s

-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s", host, authorization, host, action, timestamp, version, region, payload)
fmt.Printin(curl)

}

PHP

<?php

$secretld = "AKIDz8krbs)5yKBZQpn74WFkmLPx3****#xx",
$secretKey = "Gu5tIXGARNpPq86cd98joQYCN3***x#*",
$host = "cvm.tencentcloudapi.com”;

$service = "cvm”";

$version = "2017-03-12";

$action = "Describelnstances”;

$region = "ap-guangzhou";

// $timestamp = time();

$timestamp = 1551113065;

$algorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string
$httpRequestMethod = "POST";
$canonicalUri = "/";
$canonicalQueryString = "";
$canonicalHeaders = "content-type:application/json; charset=utf-8\n"."host.".$host."\n";
$signedHeaders = "content-type;host";

$payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}’;
$hashedRequestPayload = hash("SHA256", $payload);

$canonicalRequest = $httpRequestMethod."\n"

$canonicalUri."\n"

.$canonicalQueryString."\n"

.$canonicalHeaders."\n"

$signedHeaders."\n"

.$hashedRequestPayload;

echo $canonicalRequest.PHP_EOL;

// step 2: build string to sign

$date = gmdate("Y-m-d", $timestamp);

$credentialScope = $date."/" $service."/tc3 request”;
$hashedCanonicalRequest = hash("SHA256", $canonicalRequest);
$stringToSign = $algorithm."\n"

S$timestamp."\n"

$credentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3:sign string

$secretDate = hash_hmac("SHA256", $date, "TC3".$secretKey, true);
$secretService = hash_hmac("SHA256", $service, $secretDate, true);
$secretSigning = hash_hmac("SHA256", "tc3_request", $secretService, true);
$signature = hash_hmac("SHA256", $stringToSign, $secretSigning);
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echo $signature.PHP_EOL;

// step 4: build authorization

$authorization = $algorithm

." Credential=".$secretld."/".$credentialScope

.", SignedHeaders=content-type;host, Signature=".$signature;
echo $authorization.PHP_EOL;

$curl = "curl -X POST https://".$host
. -H "Authorization: '.$authorization.
. -H "Content-Type: application/json; charset=utf-8"'
."-H "Host: ".$host."™

. -H "X-TC-Action: ".$action."™

! -H "X-TC-Timestamp: '.$timestamp.
! -H "X-TC-Version: '.$version.'"

. -H "X-TC-Region: ".$region."™

. -d '"".$payload."";

echo $curl.PHP_EOL;

Ruby

-*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'digest’
require 'json’
require 'time’
require 'openssl’

# TIPS
secret_id = 'AKIDz8krbs) 5yKBZQpn74WFkmLPx3**#***!
secret_key = 'Gu5tIXGARNpPq86cd98joQYCN33*******!

service = 'cvm'

host = 'cvm.tencentcloudapi.com’

endpoint = 'https://' + host

region = 'ap-guangzhou’

action = 'Describelnstances’

version = '2017-03-12'

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to i

timestamp = 1551113065

date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

# kkkkkhkkkhkkhkkk 5&% ’I : m;%*mﬁiﬁ*% *kkkkkkkkkhkkk

http_request method = 'POST'

canonical _uri ="'/

canonical_querystring ="

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\n"
signed_headers = 'content-type;host'

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name’, 'Values' => ['>kK&p&'1 }] }

# payload = JSON.generate(params, { 'ascii_only' => true, 'space' =>"'"})

# json will generate in random order, to get specified result in ******* we hard-code it here.
payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
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hashed request_payload = Digest:SHA256.hexdigest(payload)
canonical _request = [

http_request_ method,

canonical _uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed request_payload,

Jjoin("\n")

puts canonical_request

J FxFEEFF IR I KKK ‘z'j/:E?% 2 o m$§%§%$ﬁ$ *khkkkhkkkhhhkk

credential _scope = date + '/ + service + '/' + 'tc3_request’

hashed request payload = Digest:SHA256.hexdigest(canonical request)
string_to_sign = [

algorithm,

timestamp.to s,

credential_scope,

hashed request payload,

ljoin("\n")

puts string_to_sign

# *kkkkkkkkkkkk _/ljg?% 3 : .L-I—%fﬁt}_% *kkkkkkkkkkkk

digest = OpenSSL:Digest.new('sha256')

secret_date = OpenSSL:HMAC.digest(digest, 'TC3" + secret_key, date)
secret_service = OpenSSL:HMAC.digest(digest, secret date, service)
secret_signing = OpenSSL:HMAC.digest(digest, secret_service, 'tc3 request')
signature = OpenSSL:HMAC.hexdigest(digest, secret signing, string to _sign)
puts signature

# kkkkkkkkkkkkk 55% 4 : ;#;% Authorization khkkkkkkkkkkkk

authorization = "#{algorithm} Credential=#{secret_id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature
=#{signature}"

puts authorization

puts ‘curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\
+ ' -H "Content-Type: application/json; charset=utf-8"" \
+'-H "Host:' + host + """\
+ ' -H "X-TC-Action: ' + action + """\
+ ' -H "X-TC-Timestamp: ' + timestamp.to s + """\
+ ' -H "X-TC-Version: ' + version + '""\
+ ' -H "X-TC-Region: "' + region + """\
+"-d" + payload + """
DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;
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public class Application

{
public static string SHA256Hex(string s)
{
using (SHA256 algo = SHA256.Create())
{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();

for (inti = 0; i < hashbytes.Length; ++i)

{

builder.Append(hashbytes[i].ToString("x2"));

}

return builder.ToString();

}

}

public static byte[] HmacSHA256(byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> BuildHeaders(string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1
000;

// kkkkkhhkkkkkhkkk 59;[& ’I : ;#;%*mﬁiﬁ*% *kkkkkkkkkhkkk

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";
string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + *; charset=utf-8\n" + "host:" + endpoint + "\n";
string signedHeaders = "content-type;host";

string hashedRequestPayload = SHA256Hex(requestPayload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

Console.WriteLine(canonicalRequest);

Console.WriteLing("------============--mcmmmmmm- ");

// *kkkkkkkkkkkk 5&% 2 : ;#E%%g?ﬁ% *kkkkkkkkkkkk

string credentialScope = datestr + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = SHA256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + requestTimestamp.ToString() + "\n" + credentialScope + "\n" + hashedCanonic
alRequest;
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Console.WriteLine(stringToSign);
Console.WriteLine("----------=======----------ooo - ");

/ kkkkkhkkkkkhkkk 59;[% 3 : .‘L-l_gﬁg kkkkkkkkkkhkkk

byte[] tc3SecretKey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3_request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();

Console WriteLine(signature);

Console.WriteLine("-------------=-=-------cmooo oo ");

// *kkkkkkkkkkkk ﬁg% 4 0 ?}‘;‘rg Authorization *RkRRRRkRkkkhhhkk
string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);
Console.WriteLineg("------============--mcmmmmmm- ");

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);
headers.Add("Host", endpoint);

headers.Add("Content-Type", contentType + "; charset=utf-8");
headers. Add("X-TC-Timestamp", requestTimestamp.ToString());
headers. Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);

return headers;

}

public static void Main(string[] args)

{

/] BSHEE

string SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3******x"
string SECRET KEY = "Gu5t9xGARNpq86cd98joQYCN3***xxxx".

string service = "cvm®;

string endpoint = "cvm.tencentcloudapi.com”;
string region = "ap-guangzhou”;

string action = "Describelnstances”;

string version = "2017-03-12";

// WAL T RARGERRE , SEERTERE2019-02-26 00:44:25 , WESHIERRG , NRERE S , B2

// DateTime date = DateTime.UtcNow;

[/ ERRX , EitaERE—RBUTCIHER , SNESHE

DateTime date = new DateTime(1970, 1, 1,0, 0, 0, 0, DateTimeKind.Utc).AddSeconds(1551113065);

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name
\"H}

Dictionary<string, string> headers = BuildHeaders(SECRET ID, SECRET KEY, service
, endpoint, region, action, version, date, requestPayload);

Console. WriteLine("POST https://cvm.tencentcloudapi.com");
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foreach (KeyValuePair<string, string> kv in headers)
{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console WriteLine(requestPayload);

}

}

NodeJS
const crypto = require('crypto’);

function sha256(message, secret ="', encoding) {

const hmac = crypto.createHmac('sha256', secret)

return hmac.update(message).digest(encoding)

}

function getHash(message, encoding = 'hex') {

const hash = crypto.createHash('sha256")

return hash.update(message).digest(encoding)

}

function getDate(timestamp) {

const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear()

const month = ('0' + (date.getUTCMonth() + 1)).slice(-2)
const day = (‘0" + date.getUTCDate()).slice(-2)

return “${year}-${month}-${day}’

}

function main(){

/] RS

const SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3*******!
const SECRET KEY = "Gu5t9xGARNpPg86cd98joQYCN 3 ik

const endpoint = "cvm.tencentcloudapi.com”
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances”

const version = "2017-03-12"

//const timestamp = getTime()

const timestamp = 1551113065

//RIEISLEE, SREXH 57 A (A H HR

const date = getDate(timestamp)

// kkkkkkkkkkkkhk 53% ’I : m?%%m%)ﬁé*% kkkkkkkkkkkkk
const signedHeaders = "content-type;host"

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = getHash(payload);
const httpRequestMethod = "POST"

const canonicalUri = "/"
const canonicalQueryString =
const canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + endpoint + "\n"
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const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload
console.log(canonicalRequest)
console.log("------==---===--mmmmmmomm- ")

// *kkkkkkkkkkkk _/lfggé 2 : m;&%@%?ﬁ% *khkkkkkkkkkkk

const algorithm = "TC3-HMAC-SHA256"

const hashedCanonicalRequest = getHash(canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3 request
const stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

console.log(stringToSign)
consolelog("------------====----oooooe-- ")

// *kkkkkkkkkkkk 5&% 3 : i-l—%%g *kkkkkkkkkkkk

const kDate = sha256(date, 'TC3" + SECRET KEY)

const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request’, kService)

const signature = sha256(stringToSign, kSigning, 'hex')
console.log(signature)
console.log("-----------------oommmmou-- ")

/ Kkkkkkkkhkkkkhk 595% 4 o ;#*% Authorization Kkkkhkkkkkhkhk
const authorization = algorithm + " " +

"Credential="+ SECRET ID + "/" + credentialScope + ", " +
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

console.log(authorization)

consolelog("---------========----------- ")

const Call_Information = 'curl -X POST ' + "https://" + endpoint
H "Authorization: ' + authorization +
H "Content-Type: application/json; charset=utf-8"
-H "Host: ' + endpoint + '

-H "X-TC-Action: ' + action + '

-H "X-TC-Timestamp: ' + timestamp.toString() +
-H "X-TC-Version: ' + version + '™

+'-H "X-TC-Region: ' + region + "'

+"-d'"" + payload + """
console.log(Call_Information)

}

main()

i
o
.
b
b
L

C++
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#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>

#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

using namespace std;

string get data(int64 t &timestamp)
{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime(&timestamp);

strftime(buff, sizeof(buff), "%Y-%m-%d", &sttime);

utcDate = string(buff);

return utcDate;

}

string int2str(int64 t n)

{

std:stringstream ss;

ss << n;

return ss.str();

}

string sha256Hex(const string &str)

{

char buf[3];

unsigned char hash[SHA256 DIGEST LENGTH];
SHA256 CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std:string NewString = "*;

for(inti = 0;i < SHA256 DIGEST LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[i]);
NewsString = NewString + buf;

}

return NewsString;

}

string HmacSha256(const string &key, const string &input)

{
unsigned char hash[32];

HMAC CTX *h;

#if OPENSSL_VERSION _NUMBER < 0x10100000L
HMAC CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;
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#else
h = HMAC CTX new();
#endif

HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC Update(h, (unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC CTX cleanup(h);

#else

HMAC CTX free(h);

#endif

std:stringstream ss;

ss << std:setfill('0");
for(inti =0;i < len;i++)
{

ss << hash[il;

}

return (ss.str());

}

string HexEncode(const string &input)

{

static const char* const lut = "0123456789%abcdef";
size tlen = inputlength();

string output;

output.reserve(2 * len);

for (size ti =0;i < len; ++i)

{

const unsigned char c = input[i];
output.push_back(lut[c >> 4]);
output.push_back(lut[c & 15]);

}

return output;

}

int main()

{

/] BEREHE

string SECRET _ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3***xxxxt
string SECRET KEY = "Gu5t9xGARNpg86cd98joQYCN3*******.

string service = "cvm";

string host = "cvm.tencentcloudapi.com”;
string region = "ap-guangzhou”;

string action = "Describelnstances”;
string version = "2017-03-12";

int64 t timestamp = 1551113065;

string date = get_data(timestamp);

RS : BB UE (bR ) BREEAH £537 96



O BRE s

// *kkkkkkkkkkkk ig% ‘] D ;#g;mﬁi%*% *hkkkkkkkkkkkk

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string canonicalHeaders = "content-type:application/json; charset=utf-8\nhost:" + host + "\n";

string signedHeaders = "content-type;host";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

cout << canonicalRequest << endl;

GO " << endl;

// *kkkkkkkkkkkk ﬁg% 2 0 ?#g%gg?ﬁ% *hkRkkRkRRRRRK))

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3_request”;

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

UL Y Yo << endl;

// *RkRkRkRkRkkkkkhhhk ﬁg% 3 0 .‘L_l_ggg *hkkkkRkRkRkRkRkkk)

string kKey = "TC3" + SECRET KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3_request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));
cout << signature << endl;

GO << endl;

// kkkkkhhkkkkkhkkk 59% 4 : T;"‘l';;ﬁz Authorization kkkkkhkkkkkhkkk

string authorization = algorithm + " " + "Credential=" + SECRET ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

UL Y Yoo << endl;

string headers = "curl -X POST https://" + host + "\n"

" -H \"Authorization: " + authorization + "\n"

" -H \"Content-Type: application/json; charset=utf-8\
"-H\"Host: " + host + "\n"

" -H \"X-TC-Action: " + action + "\n"

" -H\"X-TC-Timestamp: " + RequestTimestamp + "\n"
" -H\"X-TC-Version: " + version + "\n"

+ " -H\"X-TC-Region: " + region + "\n"

+"-d"" + payload;

cout << headers << endl;

return O;

b5

+"\n

+
+
+
+
+
+

BERKW
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FEUTERLAWREIRD | iSRIECIRERLER,
FEIRAS FERIA
AuthFailure SignatureExpire ERIH, Timestamp SRS FHEWEIERIEEEAMSETR S H.
AuthFailure SecretldNotFound  BAARFE. BEHSHIEEERAREHER  REVEH TFRNES 7FH.

ELHER. TRERERITERR  ESR5LRAKENABTMENS | thBIERER

AuthFailure SignatureFailure
9 SecretKey $£IRSHHY.

AuthFailure.TokenFailure EAHIE Token (iR,
AuthFailure.InvalidSecretld 2L (A2 AP BEEERY ) |
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SIREZATE : 2020-08-11 08:10:17

BERITEV BRZA | RPN SHEAMER A v3 | #HEFERSERTE v3.

BN , EEER AP| Explorer REY"&E B THRE | GRS EIRA AP 3.0 £ v1" , JLIERSZTFBHITION , FHEM TS0
DRRESHEEZ 6 , b EEER SDK (X8, HEFEABH S AP BBER 7 MERNANREES SDK , BRHETEZNERIIRE |
¥WEFFER , 25 Python, Java, PHP, Go. NodeJS. .NET,

Bl APl £33 E/MNAEERETEMIIE , IS NEREEEEATLESRSHTEEEREE (Signature ) LESIEERESD. &2
SEHRLZ2EITER , T2EITEIE Secretld 7 SecretKey ; ERAPIERBELREEILL | iBRI1E =APIZHTE B , UL ERER=
APl £,

sgE \
1. iRt
HEEIXERZ= APl Z81 , 1BRI{E = AP| ZHTIE RiFReEIE. TEEUFEHE Secretld # SecretKey :

o Secretld BFHmR APl ARESH
e SecretKey FIFINEE R FRRMRS e mNIESE R
s ARPYITBIREREEIL , BRiEE,

E

%H o

REREFZIENERSERNT

1. &R B =E8EPEHIE.
2. BIfE = AP| 248 pUEHI G TRE
3.7 = API %50 TiE , BB [FrE%5A] BIRLAGIEE—3T Secretld/SecretKey,

TR BN IKSHEZTLURERNT Secretld/SecretKey,

2. PR

BT ZeFEiESecretld 7 SecretKeyfs , iAJLAEREEERT . LIFREMNE S BRIHEMITE
BRIZFFHY Secretld 70 SecretKey SBIE :

o Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3****++*
e SecretKey: Gu5t9xGARNpPq86cd98joQYCN3*******

8 XBRETE , iBRIEAPEERERIEHY Secretld I SecretKey H1TIFLEHRE !

LRSS eeEELNIFIZR (Describelnstances)iEk Al , HEFERX—ZAON , HiEkasEmT8euT:

SRR 3L SHE

Action Vakr Describelnstances

Secretld 248 1D AKIDz8krbs)5yKBZQpn74WFkmLPx3*****+*
Timestamp RIS 1465185768

RS : BB UE (bR ) BREEAH 5540 96T


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi

A BT

SHETR Hh3Z S8
Nonce PEHIEEEEL 11886
Region SCAFIRTE X I, ap-guangzhou

Instancelds.0

FEIRRYSLA) 1D

ins-09dx96dg

Offset w2 0

Limit RASIFEH 20

Version EORAS 2017-03-12
2.1. WSHHE

BSEERSEURSHBNTERF ( ASCI D) FtFdr. 8 1) RESHSHTHR | SHERFGNEIE , A&5K0
2)) #& ASCII FBEEAV/N , 40 Instancelds.2 ZHHE Instancelds.12 [RHE , AERFEE , BARIEREE. BRTLUEMREESHIMEX
HEFF R ECRSCINX—TI08E , 40 PHP 5hE ksort BiE, EARRBISERHEFERNT:

{

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

'Limit' : 20,

'Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : 'AKIDz8krbs) 5yKBZQpn74WFkmLPx3*******!
'Timestamp' : 1465185768,

'Version': '2017-03-12,

}

EREEEFRINESITARN , X EERAIPRISEETHR | SEIRNER R,

2.2, HHEERF IR

WS BARIERFRTER, BIE L —SHRFINE RS USRS HBFR=25E 1= , 10%T Action 221 , HSEEFR9 "Action”
, BB "Describelnstances" , EIEXLEHA Action=Describelnstances . F& : “S&(E"HEIAETIE url HEEHE.

RERBEIENS SR HRE—R | REENRNERFFFHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208Nonce=11886&0ffset=08Region=ap-guangzhou&S
ecretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******&Timestamp=1465185768&Version=2017-03-12

2.3. HHEERBIFEXF/H

P BRERSERFHE, SERIFRHBHUTISEEM:

1.753K73i%: 35 POST #1 GET /530 , iXEBfER GET 53K , iFBAIEAEAE,

2. i5EKENEEXLAIFIZFR(Describelnstances)ANIEKIHZ /9 : cvm.tencentcloudapi.com, SERRANEREERIERE OFTBERIIA R
A, FEREREORA.

3. KRR HEIRATAPIRERBREEN / .

4 iEKRFFFE: B E—SAERANERFRIE,
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ERFEEHERIFHERND © BRTE + BRI HBEKER + ? + BRFRES .
THIRIHHELERA
GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offse

t=08&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******& Timestamp=1465185768&Version=2
017-03-12

2.4. EpERH

P RAERE R R, BITER HMAC-SHAT 8iE3 E—P ik EHNERRNFHBRATER | REBEMNER B Basebd HITH
13, BIAERIERENER A,
B30T |, LLPHP EES A6
$secretKey = 'Gu5tIXGARNpPQB86cd98joQYCN3I*r#*s",
$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******&Timestamp=1465185768&
Version=2017-03-12";

$signStr = base64_encode(hash_hmac('sha1’, $srcStr, $secretKey, true));
echo $signStr;

RBEINSZEN

zmmjn35mikh6pM3V7sUEuX4wyYM =

EREEEFRINESTAR , IR LERAIPRIRSGHTERIIE , BRIRNSRBSHFH—EE0A.

3. R ERIWT

ERERBFAREERIENBRSE , FEXHHTT URL FHiS.

W E—EERHIESZ SRS zmmjn35mikh6pM3V7sUEUX4wyYM = |, SREERINERZ ERIEKESEL ( Signature ) 79 :
zmmjn35mikh6pM3V7sUEuX4wyYM%3D , BEBFERBLHIER URL,

FE  NRAREBERAER GET , i&i5KAiE7 POST [EAY Content-Type 7 application/x-www-form-urlencoded , M&zi%
BRIEERSHNEIITEM URL &S , SHEN=-SSATERPE. IE ASCI F/FE URL BEEIFEELLL UTF-8 #1343,

iR . FEREESHNEESEMAFRBESHHT urlencode , FTEXMERT , MAREXWEZHRi#HTT URL i3 T , FNFEIX URL
RESSHERRY.

itE : HittSHELTZHTRE , H3RMA RFC 3986, {ER %XY MSHFHGINLNFHITESILRE . BR"X"H"Y B+ 5F
F (0-9 MIXSF8 A-F) , ERNSIEEIRIER,

4. FZHKW
IRIESCIREIR | FELATERLMAYEIRD |, iBIRIESCIRIE bR,

B RIEA
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RS R

AuthFailure SignatureExpire BEIIH

AuthFailure SecretldNotFound ESHAERE

AuthFailure SignatureFailure BEEIR

AuthFailure.TokenFailure token &R

AuthFailure.InvalidSecretld AL (2= API BA%R )
5. ERIET

fESCRRER API 3.0 B, #EF(EFRECERIBSINZ SDK 3.0 , SDK 2 7TERAINE , AN RX T~ miRHHEMREORR., FHAER
20 SDK Fhily, SRS HIRIEES

e Python
e Java

e PHP

e Go

¢ NodelS
o NET

AT EFRNBRSEE , THEUSRMREES A0 B EANERTEEARSTI. BERAEE. ERROMSHRIRERRLL LA
BN  MBRNERERTRE  AAESERN | SIRTABRERR SDK.

B&ESHAY url BJRES © https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208&Nonce=11886&0ffset=08Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3*******&Signature=zmmjn35mikh6pM3V7sUEuX4wyYM %3D&Time
stamp=1465185768&Version=2017-03-12 ,

TR - BFAIFRIEEREGEN |, [ERB AR RASRIATE , EHAISREL url XSSP IIASRER curl EHSRAARSIREEN
iR - SREH, ATEE—ELUEERER] url | FEEXREIFRY Secretld 1 SecretKey AELAIVESR | FHERRFZRIATHEL
£ Timestamp ,

IR A TENREY , ARREES EERESSRIVTEEIR url STREEEMAR |, RUASHENIRFAR |, BIXFAFNIER
. REFESHENME , BERITEIEREIE.

TR LATMUBUERT API 3.0 , FREERATHRMNERIME , AIERIERN APl |, BFFEATEFBRSHERITERR | Bl
XS R AYSERR SR ST E .

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
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public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/] EEBRERSSEHITFHAR | ALATreeMap{RIEliF

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

/] EFRERAurl PSR B EK

for (String k : params.keySet()) {

/] BEXGERB#H Turlencode , BT keyZBRENFE , HUtAMXIHvalueit Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapa] LABzhHER

// SChREFRRT R 2R FERENLES , IR0 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // &%)

// SEFREFBRY R X {EFR RS F0YE] , 440 : params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp”, 1465185768); // ~HE#

params.put("Secretld”, "AKIDz8krbs)5yKBZQpn74WFkmLPx3****++x"). /7 /) L 255G

params.put("Action”, "Describelnstances"); // "HE#

params.put("Version", "2017-03-12"); // AHS#

params.put("Region”, "ap-guangzhou"); // ~NHS#

params.put("Limit", 20); // \WESE

params.put("Offset", 0); // WES#

params.put("Instancelds.0", "ins-09dx96dg"); // WE&%;

params.put("Signature”, sign(getStringToSign(params), "Gu5t9XxGARNpq86cd98joQYCN3******** "HmacSHA1")); // S
%

System.out.printIn(getUrl(params));

}

}

Python

IR QNERETE Python 2 IMEHNETT , EEHZEE requests (KERE :  pip install requests
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# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3**+rxt
secret_key = "GU5tIXGARNpq86cd98joQYCN3I*******"

def get _string to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query str = "&"join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac str)

if _name_ ==' main_ "
endpoint = "cvm.tencentcloudapi.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

'Nonce' : 11886,

'Offset’ : 0,

'Region’' : 'ap-guangzhou’,

'Secretld’ : secret id,

'Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12"

}

s = get string to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.sha1)
print(data["Signature"])

# IAhSCRRRR | BERTBer=4Eit 2

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

Golang

package main

import (

"bytes"
"crypto/hmac”
"crypto/shal"
"encoding/base64"
"fmt"

"sort"

)
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func main() {

secretld := "AKIDz8krbs)5yKBZQpn74WFkmLPx3**+xxt
secretKey := "Gu5t9XGARNpq86cd98joQYCN3 "
params := map|string]string{

"Nonce": "11886",

"Timestamp": "1465185768",

"Region": "ap-guangzhou”,

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances”,

"Instancelds.0": "ins-09dx96dg",

"Limit": "20",

"Offset": "0",

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

// sort keys by ascii asc order
keys := make([]string, 0, len(params))

fork, :=range params {
keys = append(keys, k)

}

sort.Strings(keys)

fori := range keys {

k := keys[i]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)

hashed := hmac.New(sha1.New, [[byte(secretKey))
hashed.Write(buf.Bytes())

fmt.PrintIn(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
}

PHP

<?php

$secretld = "AKIDz8krbs)5yKBZQpn74WFkmLPx3*#**#x=",
$secretKey = "Gu5tIXGARNpPq86cd98joQYCN3**+i*",
$param["Nonce"] = 11886;//rand();
$param["Timestamp"] = 1465185768;//time();
$param["Region"] = "ap-guangzhou";
$param["Secretld"] = $secretld;
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$param["Version"] = "2017-03-12";
$param["Action"] = "Describelnstances”;
$param["Instancelds.0"] = "ins-09dx96dg";
$param["Limit"] = 20;

$param["Offset"] = 0;

ksort($param);

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as $key => $value) {
$signStr = $signStr. $key . "=" . $value . "&";
}

$signStr = substr($signStr, 0, -1);

$signature = base64 encode(hash_hmac("sha1", $signStr, $secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// $param["Signature"] = $signature;

// $url = "https://cvm.tencentcloudapi.com/?" http_build_query($param);
// echo $url.PHP_EOL;

// $ch = curl_init();

// curl_setopt($ch, CURLOPT URL, $url);

// $output = curl_exec($ch);

// curl_close($ch);

// echo json_decode($output);

Ruby

-*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'time’
require ‘openssl’
require 'base64'

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3**rxxxxt
secret_key = "Gu5t9XGARNpP86cd98joQYCN3***ikk*"

method = 'GET'
endpoint = 'cvm.tencentcloudapi.com’
data = {

'Action' => 'Describelnstances’,
'Instancelds.0' => 'ins-09dx96dg’,

'Limit' => 20,
'Nonce' => 11886,
'Offset' => 0,

'Region' => 'ap-guangzhou’,

'Secretld' => secret _id,

'Timestamp' => 1465185768, # Time.now.to i
'Version' => '2017-03-12',

}

sign = method + endpoint + '/?'

params =[]

data.sort.each do |item|
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params << "#{item[0]}=#{item[1]}"

end

sign += params.join('&')

digest = OpenSSL:Digest.new('sha1')

data['Signature'] = Base64.encode64(OpenSSL:HMAC.digest(digest, secret key, sign))
puts data['Signature']

# require 'net/http’

# uri = URI("https://' + endpoint)

# uri.query = URl.encode www_form(data)
#puri

# res = Net:HTTP.get_response(uri)

# puts res.body

DotNet

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {

public static string Sign(string signKey, string secret)

{

string signRet = string.Empty;

using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))

{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));

signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string MakeSignPlainText(SortedDictionary<string, string> requestParams, string requestMethod, string req
uestHost, string requestPath)

{

string retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr +="?";

stingv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);
}

retStr += v.TrimEnd('&");

return retStr;

}

public static void Main(string[] args)

{
/] BIREH
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string SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3***xskxr.
string SECRET_KEY = "Gu5t9xGARNpG86cd98joQYCN3##xx.

string endpoint = "cvm.tencentcloudapi.com”;

string region = "ap-guangzhou";

string action = "Describelnstances”;

string version = "2017-03-12";

double RequestTimestamp = 1465185768; // AiE)& 2019-02-26 00:44:25 Lt 5¥EAI , LASERRME
// long timestamp = ToTimestamp() / 1000;

// string requestTimestamp = timestamp.ToString();
Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

// param.Add("Nonce", Math.Abs(new Random().Next()).ToString());

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);

param.Add("Secretld", SECRET ID);

param.Add("Region”, region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET KEY, siginParam);

Console.WriteLine(sigOutParam);

}

}

NodelJS
const crypto = require('crypto’);

function get req_url(params, endpoint){
params['Signature'] = escape(params|'Signature']);
const url_strParam = sort_params(params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam.slice(1);

return strSign;

}

function shal(secretKey, strsign){

let signMethodMap = {"HmacSHA1": "sha1"};

let hmac = crypto.createHmac(signMethodMap['HmacSHA1'], secretKey || "");
return hmac.update(Buffer.from(strsign, 'utf8')).digest('base64')

}

function sort_params(params){

let strParam = "";
let keys = Object.keys(params);
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keys.sort();

for (let k in keys) {

//k = k.replace(/ /g, '.");

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}

return strParam

}

function main(){

/] BERSEL

const SECRET _ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3**+xx"
const SECRET KEY = "Gu5t9xGARNpg86cd98joQYCN 3 ik

const endpoint = "cvm.tencentcloudapi.com”

const Region = "ap-guangzhou"

const Version = "2017-03-12"

const Action = "Describelnstances”

const Timestamp = 1465185768 // Bdia&k 2016-06-06 12:02:48, WEEHERRE , LASERRAE
// const Timestamp = Math.round(Date.now() / 1000)

const Nonce = 11886 // BBt/ IEEEL

//const nonce = Math.round(Math.random() * 65535)

let params = {};

params['Action’] = Action;
params['Instancelds.0'] = 'ins-09dx96dg’;
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] = Nonce;
params['Region'] = Region;
params['Secretld'] = SECRET ID;
params['Timestamp'] = Timestamp;
params['Version'] = Version;

/1 1. ISEHE R A RERT &

strParam = sort_params(params)

/] 2. BHEEBIRFRES

const reqMethod = "GET";

const path ="/";

strSign = formatSignString(reqMethod, endpoint, path, strParam)
// console.log(strSign)

// 3. R R
params['Signature'] = sha1(SECRET_KEY, strSign)
console.log(params['Signature'])

// 4. #iTurlgmrEHH#HEF R U

// const req_url = get_req_url(params, endpoint)
// console.log(params['Signature'])

// console.log(req_url)

}

main()
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SIREFATE : 2020-06-12 08:09:12

IR BRIREEREIRSIRIERLET | WNAT HTTP R&A31879200, HILRERGHEAEAERIBEER R , B HTTP KEHE2
200 , MA=2401,

IEFfIR (B4,
LIRSS BERIE T ESLBIMAESSIZE (DescribelnstancesStatus) 2017-03-12 a9l , ZEBEMKID , ETaEANREIN T :

{

"Response": {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6c1c"
}

}

 Response REMKERH Requestld REERFER , TiCERMINSE , RE API QT , MHERIRE,

e Requestld FBF— APIiEKEIE—HRR , N API HILRE |, STLABKERTA] , FHEALZ ID KARRIEIRR,

o MRTEENFRI , ERIGAEFREOENNFE , AREOMRENFRSNEONEPIEN., HFIFRY TotalCount #
InstanceStatusSet 1379 DescribelnstancesStatus #OEXNFE , BT ARBEKNBFRERMEEE=IRSEELA , Fit
TotalCount FEIIER FHIRENES 0, InstanceStatusSet FIRAZS,

TEIRIREIEER
EVRFI , EREHERIT -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."
}I

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}
}

o Error IHMREE ZERBRLY. Error ZEHEREMERRY Code F1 Message FEIEEAKMAET 20 ERERY.

o Code FRE/MHEAEIRID , MiEKHIEI oI LA RIBIZ S RIDE A T IR X 5 O M AEIRDS R B E X MR EFfRR
YsER

e Message TR TIXMBEIREENERRR |, MEVSEESMEIM X ATRESEBFERIFTENEN , AR AKX MRE
&.

o Requestld FBF— APl iIEKHIME—HRR , N API HIISE |, aTLABRERTA] , FHEMZ ID skffRia)E,
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NHIEIRD

IREIEERFINRIFE Error FE , NRERA AP OIS,  Error 19 Code FRRFRNEIRMG , FrB L SSEATsEHIAYEIRIS AT

IRE , TRIIHE T A RS,
HiRtD
AuthFailure.lnvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation

UnsupportedProtocol

RS : BB UE (bR ) BREEAH

FEREIA
AR ( A2 API BHAZERY ),
MFA &R,

BRTIE,

3

SEIULLN

%

SRR,
token $HiR,

imRAR CAM AL,

DryRun #{F , RFBERISZEMIN , RESET DryRun &4,

SIS STV
BRI,
EORFE.
SHER.
SHEVEEIR.
BT ECERBR .
ROSEGER,
BEOMARFE.
IERAREE 7 SR,
BRI G,
BIRARE.
RIFAFE.
BRI,
RIRBUR(F.
RASEGEIR.

BT

HTTPS {575 HIR , 32 GET #0 POST i53K.

52 #96m
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TR TERTmA

UnsupportedRegion BEOARSHSAT S,
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BE X IRBIHEREO
B AREAE

RITEFTATE : 2020-07-13 08:19:38

1. FOfA
EOEKEZ . cmstencentcloudapi.com,

AXHEERTYARERE. BMRNTREEENRBIENERE.

XTI BN A ALRE,

BOAZEOIBISRERIRSE] - 200%/FD,

HE7=(5F3 APl Explorer

mRGIER

API Explorer {2t T LA, £8WIE. SDK ABARMMRECTEOSFEN. BEE8XERINEKRASIREIZERARBaiE
A% SDK &R,

2. NS

UTNBERSEFIRGVH TEOBRSHFIMO AHSH , TELAHSHGIRN NHERSL,
SEBR Wik KA fk
Action j=3 String NHESE, AZEOBYE : DescribeTextSample,
Version 2 String nHEE&E, AEOBYE : 2019-03-21,
Region 2 String AHBE, FNFEESHERY g5 |, AEOGHSEAPRY: ap-guangzhou
Filters.N & Array of Filter YiHBITRES B TRk
Limit B Integer HERT , BA20 , &xK(EH100
Offset S Integer REE , BAR0
OrderDirection & String FtiF (asc ) IXE2ER (desc) |, BAA : desc
OrderfField & String BEAFERAE . B Created At
3. B
SHETR &S] fEA

TextSampleSet Array of TextSample HFEEKRPEARANEE

TotalCount Integer FEEKRIEANEE
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https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=DescribeTextSample
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/669/34506#Filter
https://cloud.tencent.com/document/api/669/34506#TextSample

O BRE s

SHETR et 3%

Requestld String HE—IEK ID , BRiEKESIRE, EAIEMSEERZRIEKAY Requestld,

4. 7-451

1 ERXFHERE
=il

AT

https://cms.tencentcloudapi.com/?Action=DescribeTextSamplelnstances
& Offset=0

&Limit=20

&OrderField=CreatedAt

&OrderDirection=desc

&Filters.0.Name=Label

&Filters.0.Value=1

&< HIFEKRSEH>

Lk )

{

"Response": {

"Requestld": "c1935701-668a-4e0f-9f25-7e88a5f3f7af",
"TotalCount": 10,

"TextSampleSet": [

{

"Label": 1,

"EvilType": 20002,

"Content": "AKF5",

"Code": 0,

"Status": 1,

"CreatedAt": "2019-05-28 17:40:01"
18

{

"Label": 1,

"EvilType": 20002,

"Content": "#X335%=",

"Code": 0,

"Status": 1,

"CreatedAt": "2019-05-28 17:40:01"
}

]

B

"retcode": 0,

"retmsg": "success"

}
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5. FRERIR

API Explorer

ZTRIRETELRAA. ERWIE. SDK UBERTIRERTIEOSEE | EREIHRMERZ AP RIMEE | #EFER.

e API 3.0 Explorer

SDK

= API 3.0 RHTECERIFFATERS (SDK) |, XIHFEMYRIEIES | BEESERIER APL.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

WwSITIAR
e Tencent Cloud CLI 3.0

6. TR

UM T 2O SSBEERA0EIRD | EthiEiRGiFER

FEIRD

InternalError

RS : BB UE (bR ) BREEAH

NIHGEIRAD.

535

REREIR

556 #96m


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=DescribeTextSample
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

EH BRE rase
MRS A A B

RITEFATE : 2020-07-13 08:19:39

ARy N
1. FORA
EOBEKER : cms.tencentcloudapi.com ,

FHEHEATYARERE. BMATZEEENRBIEFENEE.
IMBRSCAAEARE | ERS STRF R NMRR.

BONZCIERERERRE] : 200K/7D,

HE7=(5F3 APl Explorer

REER

API Explorer f2fit THELVERA. £8WIE. SDK ABARMMRECTEOSEN. BEEEXERNEKRASIIREILZERARBaiE
B% SDK &Rzl

2. NS

UNERSHFIRNGIH TEROBRSHISOAHLSH , REAHSHGIRN AHERSH,

SHETR whI%E <] ::)u

Action b= String HSE, AMEOBYE : DeleteTextSample,

Version = String NHSE, AEOBYE : 2019-03-21,

Region 2 String RHSE, RIS gz |, FMEOMSHFEDRY: ap-guangzhou
Ids.N = Array of String ME—tRREE , BRTER RSHFR MR

3. IS4

SRR E3id) R
ESIRE
Progress Integer 1: B8Rk
2 : Qh¥Eh
Requestld String H—i5K ID , RiEKEPIRE], EMIGMINSEERZXIEAY Requestld,
4. 73
1 BIBRSCAHEAEE
PRSI AEA R

RS : BB UE (bR ) BREEAH g857 $£96™


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=DeleteTextSample
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

A BT

AT

https://cms.tencentcloudapi.com/?Action=DeleteTextSample

Ids.0=QUOdt1dK16
&< NHBERSE>

Lk ]

{

"Response": {

"Requestld": "c1935701-668a-4e0f-9f25-7e88a5f3f7af",

"Progress": 1

L

"retcode": 0,
"retmsg": "success"

}

5. FRERIR

API Explorer

ZIRRHTELRA. ERIE. SDK ABERMRESTIEOFEED  seREIHEERZ API B9 | #EFF(ER.

e API 3.0 Explorer

SDK
= API 3.0 RHTEERFFATERS (SDK) |, XFFEMYRF

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

WwSITIAR

e Tencent Cloud CLI 3.0

6. fEiRA

AT 72O S5BiEERAYEIRE , EMERISFED

%EEE

InternalError

RS : BB UE (bR ) BREEAH

FI5s  BEE/S1EAYEA APL.

NHLEEIRAD.

%3

S ES

558 #96m


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=DeleteTextSample
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT
SIS AREA

BIREHEATE : 2020-07-13 08:19:40

=7 A
1. FORA
EOBEKER : cms.tencentcloudapi.com ,

FHEHEATYXARERE. BMATREEEXRBIFENEE.
ETIZIE AT LS A HE R A,

BOAZCIERERERRE) : 200K/70,

HE7=(5F3 APl Explorer
mREIER

AP| Explorer IRt T LA, SRWIE. SDK ABEMMREICZRENEEN. BIEEEREARNNERASIIRESRUR B4

B% SDK Rz,

2. NS

IUNERSHFIRGIH TEOBERSHNHO ALY, TBAHSE

SHER WAsE it R
Action b= String NHSE, AEOBYE : CreateTextSample
Version = String NHESE, AEOBYE : 2019-03-21,
Region = String NHBH, U ESEN g5 |, AMEOSHFEFR): ap-guangzhou
Contents.N = Array of String KPR
100 : IF&
20001 : BGA
) 20002 : 15
EvilT =2 Int
vilType =2 nteger 20006 : HEEE
20007 : 8%
24001 : 2%
20105 : &3
Label = Integer 1: 8%
2 HE
Test B String M eSS
A se
3. HIHSE

RS : BB UE (bR ) BREEAH

59 #96m


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=CreateTextSample
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

O BRE s

SR Sl ok
ErrMsg String BEREARMANRRIFERE RG] © "HEAR1 IR |, A2 R
ESIRES
Progress Integer 1: Bk
2 : Qh38h
Requestld String HE—I5K ID , ®RiEKESIRE., EAIMATEEREZRIEKRE Requestld,
4. 7151

B FIEXFES
B KRN BREAE | FHREZRAXRENIER

ARG

https://cms.tencentcloudapi.com/?Action=CreateTextSample
&Label=2

&EvilType=100&Contents.0=il;

< HIERSE >

Lk ]

{

"Response": {

"Requestld": "c1935701-668a-4e0f-9f25-7e88a5f3f7af",
"Progress": 2,

"ErrMsg": "3:-1009,4:-1009,"

B
"retcode": 0,
"retmsg": "success"

}

5. FRERIR
API Explorer

ZTRIRETHELRMA. ERWIE. SDK BERTRERTIEOSE | EREIXRMERZ AP RIME | #EEER.

e API 3.0 Explorer

SDK
= API 3.0 IRt TECERIFFAT RS (SDK) |, SHFEMIRIZIES | BEE S ERIER APL,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java
¢ Tencent Cloud SDK 3.0 for PHP

RS : BB UE (bR ) BREEAH 5560 96T


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=CreateTextSample
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php

A BT

¢ Tencent Cloud SDK 3.0 for Go
¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

wSITIR

e Tencent Cloud CLI 3.0

6. $HIRAT

UMRBIH T 2O SSZiEtERa0EIRS |, HithsERiSiFR

%EEE

InternalError

RS : BB UE (bR ) BREEAH

NHLEEIRAD.
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P\] ﬁB%EEE
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https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT
ERHE E AR

BIREHEATE : 2020-07-13 08:19:39

ARy N
1. FORA
EOBEKER : cms.tencentcloudapi.com ,

FHEHERATERRERE. WIATZEEERBIEFENEE.
BREREAE  SFHtEENA.

BONZCIERERERRE] : 200K/7D,

HE7=(5F3 APl Explorer

mREIER

API Explorer f2fit T LA, £8WIE. SDK ABARMMRECTEOSEN. BEEEXERNEKRASIREIZERAR BaiE
B% SDK &Rzl

2. NS

UNERSHFIRNGIH TEROBRSHISOAHLSH , REAHSHGIRN AHERSH,

RS : BB UE (bR ) BREEAH

SHETR Wik 2B TR
Action b= String NHBE, AZEOBYE : DescribeFileSample,
Version =2 String nNHEESEF, AEOBYE : 2019-03-21.,
Region 2 String NHSE, FEFERSERY EgZ | AEOSHSESRY: ap-guangzhou
Filters.N & Array of Filter BT RES EH T
Limit & Integer HERT , BIAS20 , &xK(EN100
Offset = Integer fRg= , BHARO0
OrderDirection a String FE (asc ) IRE[EF (desc) , BAA : desc
OrderField S String BEANFERHF . BRiSd5Created At
3. BitHZ4
SHAR ESid) A
FileSampleSet  Array of FileSamplelnfo FEEKRNIEARER
TotalCount Integer TEEKRIHEANHE
Requestld String K—EK ID , RIEKRERIRE, ELIARRAFRERAIZRIERA Requestld,

562 #96m


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=DescribeFileSample
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/669/34506#Filter
https://cloud.tencent.com/document/api/669/34506#FileSampleInfo

A BT

4. 7~451

61 EREREFRE
ERRERFAERI0RAE |, FiZCreated AtEIFHEF

DN

https://cms.tencentcloudapi.com/?Action=DescribeFileSample
& Offset=0

&Limit=20

&OrderField=CreatedAt

&OrderDirection=desc

&Filters.0.Name=Label

&Filters.0.Value=1

&< RIFERSE >

Lk )

{

"Response”: {

"Requestld": "c1935701-668a-4e0f-9f25-7e88a5f3f7af",
"TotalCount": 10,

"FileSampleSet": |

{

"Label": 1,

"EvilType": 20002,

"FileName": "1.png",

"FileType": "image”,

"FileMd5": "",

"Code": 0,

"Status": 1,

"CreatedAt": "2019-05-28 17:40:01"
b

{

"Label": 1,

"EvilType": 20002,

"FileName": "2.png",

"FileType": "image”,

"FileMd5": "",

"Code": 0,

"Status": 1,

"CreatedAt": "2019-05-28 17:40:01"

— e e

5. FRERIR

RS : BB UE (bR ) BREEAH

563 H96m



A BT

API Explorer
ZIRRMHTESRA. ERIE. SDK ABEMRMREISTIEOEFEED  EREHRERZ API B9E |, #EFEGER.

e API 3.0 Explorer

SDK
= API 3.0 IR TECERFFRTRSE (SDK) |, SHFEMIRIEIES | BEE /S ERIERA APL,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
¢ Tencent Cloud SDK 3.0 for .NET

WwSITIA
e Tencent Cloud CLI 3.0
j:l:\
. IR1RS
PANBUHE 7O SSZAEERAVEIRD , EMBERIGIFEN A HEIRE,

%Ellaeﬁt.’l }ﬁi?f

InternalError AEREIR

RS : BB UE (bR ) BREEAH

564 H96m


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=DescribeFileSample
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

EH BRE rase
HIRREL R A

RITEFATE : 2020-07-13 08:19:39

ARy N
1. FORA
EOBEKER : cms.tencentcloudapi.com ,

FHEHERATERRERE. WIATZEEERBIEFENEE.
MBRE R A | STFILEMRR | —IRIRSRAEIT 207,

BONZCIERERERRE] : 200K/7D,

HE7=(5F3 APl Explorer

mREIER

API Explorer f2fit T LA, £8WIE. SDK ABARMMRECTEOSEN. BEEEXERNEKRASIREIZERAR BaiE
B% SDK &Rzl

2. NS

UNERSHFIRNGIH TEROBRSHISOAHLSH , REAHSHGIRN AHERSH,

SHETR wAIFE il fEIR

Action b= String NHSE, AEOBYE : DeleteFileSample,

Version =2 String &, AEZEOBYE : 2019-03-21,

Region 2 String RHSE, RIS gz |, FMEOMSHFEDRY: ap-guangzhou
Ids.N 2 Array of String ME—RREE

3. IS4

SRR E3id) R
ESIRE
Progress Integer 1: B8Rk
2 : Qh¥Eh
Requestld String H—i5K ID , RiEKEPIRE], EMIGMINSEERZXIEAY Requestld,

4. 7:451

61 IERE AR
TRIBREE b A A R

RS : BB UE (bR ) BREEAH 5565 96T


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=DeleteFileSample
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

A BT

AT

https://cms.tencentcloudapi.com/?Action=DeleteFileSample

&l1ds.0=QUOdt1dK16
&< NHBERSE>

Lk ]

{

"Response": {

"Requestld": "c1935701-668a-4e0f-9f25-7e88a5f3f7af",

"Progress": 1

}
}

5. FRERIR

API Explorer

ZIRRHTELRA. ERIE. SDK ABEMRMREISTIEOSFEEN | seREIHEERZ API B9 | #EFF0ER.

API 3.0 Explorer

SDK

= API 3.0 IRt TECEMFF A TAS (SDK) |, IFSHMiRE

o
Ap

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

SITIR

Tencent Cloud CLI 3.0

6. TEIRAS

UG T 2O SSZIEERAEIRD | EbiERIDIFN AR,

FEIRAD

InternalError

RS : BB UE (bR ) BREEAH

EE 3 1ERYER AP,

55

RBREEIR

5566 96


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=DeleteFileSample
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

EH BRE rase
AEE R A

RITEFATE : 2020-07-13 08:19:40

ARy N
1. FORA
EOBEKER : cms.tencentcloudapi.com ,

AHEHERTERASRE. RSB ENIRBIENEE.

Bz LS E R BRI E,

BUAEOIBIIMEIRS] : 200%/FD,

HE7=(5F3 APl Explorer

i

API Explorer f2fit THELVERA. £8WIE. SDK ABARMMRECTEOSEN. BEEEXERNEKRASIIREILZERARBaiE
B% SDK &Rzl

2. NS

ATNBERSHFIRGH TEOBRSHFIBO AHESH , TELAHSHGIRN NHEBERSE,
SHETR Wik KB )4
Action = String NHESE, AEOBYE : CreateFileSample,
Version =2 String NHEESE , AZOBYE : 2019-03-21,
Region 2 String AHSEL, PSR gz | AEOMSHFESPRY: ap-guangzhou

ContentsN £ Array of FileSample AHSEBIEIEER

TExm

100 : IE&

20001 : Ba
20002 : &i5
20006 : HEiEx
20007 : i85
24001 : 2%
20105 : &38R

Integer

il

EvilType

el

FileType String image : B&

(=Sl
Integer 1: 2
2: B

Label

fim

3. mHSE

RS : BB UE (bR ) BREEAH 5567 $£96™


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=CreateFileSample
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/669/34506#FileSample

O BRE s

SHER e b
ESIRE
Progress Integer 1: 85k
2 : Qb
Requestld String H—iEK ID , EXiEKESIRE], EARASEERAZXIEKE Requestld,
4. 7~

1 FEE R RBEF
B—KE R #EREAED | mENels

BARE

https://cms.tencentcloudapi.com/?Action=CreateFileSample
&EvilType=20002

&Label=1

&FileType.0=image

&Contents.0.FileName=&Z/f.jpg
&Contents.0.FileUrl=http://example.com/q.jpg
&Contents.0.FileMd5=9cc56fe973ec99c1f03afcc920df3a0b
Q< RHERSE>

Lk ]

{

"Response”: {

"Requestld": "c1935701-668a-4e0f-9f25-7e88a5f3f7af",
"Progress": 2

}

}

5. FRERIR
API Explorer

ZTRIRMTELRMA. ERWIE. SDK BERTRERTIEOSEEN | EREIXRMERZ AP RIMERE | #EEER.

e API 3.0 Explorer

SDK
= API 3.0 IR TECEAIFTATRE (SDK) |, MIFSTRIZIES | SEEEIREMA AP,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

RS : BB UE (bR ) BREEAH 5568 96T


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=CreateFileSample
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go

A BT

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

wSITIR

e Tencent Cloud CLI 3.0

6. $HIRAT

UG T 2O SSZiatERa0EiIRS |, HitbsERiiFER

%EEE

InternalError

RS : BB UE (bR ) BREEAH

PR 1ESTEN

%3

S ES

2569 961


https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BRE s

NARBLZEEXEN
AR B

RITEFTATE : 2020-07-13 08:19:40

1. FOfA
EOEKEZ . cmstencentcloudapi.com,

MARBEN ( Text Moderation ) [RSBERTREFIRA , RBITE, $B. PREFEENT  BISHSAFERERE  FTEEENX
BOERISIAR,

BOAZCIERITZRPRE) : S000R/FD,

HE7=(5F3 APl Explorer

REER

API Explorer {2t THEZVERA. £8WIE. SDK ABARMMRECTEOSFEN. BEEEXERINEKRASHIREIZERAR BaiE
A% SDK &R,

2. NS

UNERSEFIRNGIH TEROBRSHISNOALSH , RBELAHSHGIRN AHERSH,

SHETR Wik KRB R

Action = String &2, AEZOBYE : TextModeration,
Version =2 String nH&# , AZEOBYE : 2019-03-21,
Region = String AHEBE, FNF ST i 15E,

Content 2 String NANBBase6dwiB, [RIIKER/NF150005F75 , BI50001NNFLARN.,

Device & Device REHEEEE
User S User BFHEXER

ZFRATRRISZS. BALEREReEHGEIEMNAID |, EEERRRNREHEZRE

BizType B Integer o - N o N

P = 9 mEEOER , BAREN0 | [EiEREALRS
Datald & String HIRID , B FH. TR, -BRk  FBIE6ANER
SdkAppld & Integer  MSSRAID

3. IS

SHETR St fik

RS : BB UE (bR ) BREEAH 8570 96T


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=TextModeration
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/669/34506#Device
https://cloud.tencent.com/document/api/669/34506#User

O BRE s

SR E i) R

Data TextData RBIZER

BusinessCode Integer WSFiR[EIRS

Requestld String HE—IEK ID , ®XiEKESIRE, BRI SEEREHIZRIEKAY Requestld,

4. 7-45)

a1 XBFAFEN
AT

https://cms.tencentcloudapi.com/?Action=TextModeration
&Content=57uY5a0Ow57uY6Imy
< RHERSE>

Lk )

{

"Response”: {
"BusinessCode": 0,
"Data": {

"EvilType": 20001,
"EvilFlag™: 1,
"BizType": 2,
"Score": 72,
"EvilLabel": "Polity",
"Suggestion": "Review",
"Keywords": [
B

I

"DetailResult": [

{

"EvilType": 20001,
"KeywordsList": [
"gr

1

"Prediction": 72

}
]
}l

"Requestld": "jlUM5m23JWDeAX1tQirYT9cP"
}I

"retmsg": "success",
"retcode": 0

}

RS : BB UE (bR ) BREEAH 571 396


https://cloud.tencent.com/document/api/669/34506#TextData

A BT

5. FRARIR

API Explorer

ZTRIRETELRAA. ERWIE. SDK UBERTIRERTIEOSEE | EREIHRMERZ AP RIMEE | #EFER.

e API 3.0 Explorer

SDK
= API 3.0 RHTECERIFFATERS (SDK) |, XIHFEMYRIEIES | BEESERIER APL.

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

WwSiITIAR
e Tencent Cloud CLI 3.0

6. TR

PUMRBIH T # O SSZIEERAEIRD , EAbiERIDFN AR,

FEIRAS fA

InternalError WEREIR
InvalidParameter.ParameterError SHAE A
InvalidParameterValue.ErrTextContentType NANBXKEUER : Fbase644mi3
ResourceUnavailable.ErrTextTimeOut XAIRBIARSS AT
UnauthorizedOperation.ErrAuth S
UnauthorizedOperation.Unauthorized FRIFBIR

RS : BB UE (bR ) BREEAH
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https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=TextModeration
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BRE s

ERASREEXED
EHFREa

RITEFATE : 2020-07-13 08:19:41

1. FOfA
EOEKEZ . cmstencentcloudapi.com,

ERASENIRSS (Image Moderation, IM ) gEBapi3fEE R , IRBIFE. . P, PE5FHERE  AIGFAFPREERES
B {TEBEEXHERE .

BOAZCIERERERRRE) : S0K/FD,

HE7=(5F3 APl Explorer

mRGIER

API Explorer {2t THEZVERA. £8WIE. SDK ABARMMRECTEOSFEN. BEEEXERINEKRASHIREIZERAR BaiE
A% SDK &R,

2. NS

UNERSEFIRNGIH TEROBRSHISNOALSH , RBELAHSHGIRN AHERSH,

SHETR WAL ESic) R
Action j=3 String NHESE, AEOBYE : ImageModeration,
Version =2 String nHE&#, AZEOBYE : 2019-03-21,
Region 2 String AHEHBE, FNF RS iR,
FileContent & String YA4RZ Base64, SFileUrliAm—E—
FileMD5 = String STAEMDS1E
FileUr! B String bR

3. MBS
SHAR &S] A
Data ImageData THBIER
BusinessCode Integer W$EiREES
Requestld String H—I5K ID , BRIEKEPIRE], EfCRNEERMZIXIEKAY Requestld,
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https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=ImageModeration
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/669/34506#ImageData

A BT

4. 7~451

61 B RAEIEN
AT

https://cms.tencentcloudapi.com/?Action=ImageModeration

&FileMD5 =¢85!
&FileContent="2fFEREY
&FileUrl=https://xxxjpg
<NHIFREH>

Lk ]

{

"Response": {
"BusinessCode": 0,
"Data": {

"EvilFlag™": O,
"EvilType": 100,
"CodeDetect": {
"ModerationCode": 0,
"ModerationDetail": [
{

"CodeCharset": "UTF-8",
"CodePosition": [

{

"FloatX": 5.8333335,
"FloatY": 314.16666

18

{

"FloatX": 5.8333335,

"FloatY": 5.8333335
b

{

"FloatX": 314.16666,
"FloatY": 5.8333335
L

{

"FloatX": 314.16666,
"FloatY": 314.16666
}

I

"CodeText": "http://xxx",
"CodeType": 2

}
]
b
"HotDetect": {
"EvilType": 100,
"HitFlag": O,
"Keywords": [],

RS : BB UE (bR ) BREEAH
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A BT

"Labels": [],
"Score": 0
B
"lllegalDetect": {
"EvilType": 100,
"HitFlag": O,
"Keywords": [],
"Labels": [],
"Score": 0

s
"OCRDetect": {
"TextInfo": ""

B
"PolityDetect": {
"EvilType": 100,
"FaceNames": [],
"HitFlag": O,
"Keywords": [],
"Polityltems": ],
"Score": 0

18

"PornDetect": {
"EvilType": 100,
"HitFlag": O,
"Keywords": [],
"Labels": [],
"Score": 0

b

"Similar": {
"EvilType": 100,
"HitFlag": O,
"SeedUrl": ""

}8
"TerrorDetect": {
"EvilType": 100,

"Requestld": "57937de8-84a6-452d-b723-0cb6dad0dd1e"

"HitFlag": O,
"Keywords": [],
"Labels": [],
"Score": 0

}

B

b

"retcode": 0,
"retmsg": "ok"
}

5. FRERIR

API Explorer

ZTRIRETELRAA. ERWIE. SDK BERMIRERTIEOSEE | EREIHRMERZ AP RIMEE | #EFER.

RS : BB UE (bR ) BREEAH
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API 3.0 Explorer

SDK
= API 3.0 IR TECERFFRTRSE (SDK) |, SHFEMIRIEIES | BEE /S ERIERA API,

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

wS{TIR

6.

PUMRGIE T 2O S EEERAERES | EibiERGiFER 222

Tencent Cloud CLI 3.0

AR

FEIRIG

InternalError
InvalidParameter.ParameterError
InvalidParameterValue.ErrFileContent
InvalidParameterValue.lnvalidimageContent
MissingParameter.ErrFileUrl
ResourceNotFound.ErrDowdownlinternalError
ResourceNotFound.ErrDowdownParamsError
ResourceNotFound.ErrDowdownSourceError
ResourceNotFound.ErrDowdownTimeOut
ResourceUnavailable.ErrimageTimeQOut
UnauthorizedOperation.ErrAuth

UnauthorizedOperation.Unauthorized

RS : BB UE (bR ) BREEAH

Ak

AESEES

SHATH
FileContent/"EJ Fj : F5Base644wAi3
ERREHER
FileUrlggFileContent#Bzs
S N EEREIR
NHEHETHIRSZSHERE
S T EREIR

S TR

E iR BIARSS AT

S

RFTERBR

76 H96m


https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=ImageModeration
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BRE s

ABLZEEXEN
ATEZIIIMEO

RIEEHATE : 2020-07-24 08:07:53

1. FOfA

EOEKEZ . cmstencentcloudapi.com,
ATEZSIMEA

BONZOERERZIRS] : 200%/70,

HE7=(5F3 API Explorer

rEVE

AP Explorer IR TTELVER. SRWIE. SDK B4 ITEICTEOSEN. Fad8XERNEKANSTIREISERUAKRBHE
A% SDK BRI,

2. NS

UNERSEFIRNGIH TEROBRSHISNOAHLSH , RBERAHSHIIRN AHERSH,

SHBR ik KA fik
Action = String nNHE2H, AZEOBYE . ManualReview,
Version =2 String NS, AEOBYE : 2019-03-21,
Region = String AHBE, FENFESHEN 5 |, AEOMSHSEFR: ap-
guangzhou
ReviewContent 2 ManualReviewContent = ATEHZER
3. iS4
Data ManualReviewData AFEORLSHMNEESR
Requestld String HE—IEK ID , BRiEKESIRE, EAEMAEEREZRIEKAT Requestld,

4. 7:45)

B RIS
WS MISEHUEMATER. P8R, XA, BRESME  BUIENRERZBASEZTS | BEnT A THZENH TR,
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https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=ManualReview
https://cloud.tencent.com/document/api/669/34494
https://cloud.tencent.com/document/api/669/34494#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/669/34506#ManualReviewContent
https://cloud.tencent.com/document/api/669/34506#ManualReviewData

O BRE s

AT

https://cms.tencentcloudapi.com/?Action=ManualReview
&ReviewContent.Contentld="123456"
&ReviewContent.Content="X7A&Base64 , EfthzEEIZIZURL"
&ReviewContent.ContentType=3
&ReviewContent.AutoResult=0

&ReviewContent. AutoDetailCode=20001
&ReviewContent.Batchld="20200419 0001"
&ReviewContent.UserInfo="{}"
&ReviewContent.CreateTime=130000
&ReviewContent.Priority=2
&ReviewContent.CallBackinfo=
&ReviewContent.Title=""

< nHiERSE >

Lk et

{

"Response”: {

"Requestld": "153e746d-d323-4042-b8ab-50b56ad54d36",
"Data": {

"Contentld": "123456",

"Batchld": "20200419 0001"

}

}

}

5. FRERIR
API Explorer

ZTRIRETELRAM. ERIIE. SDK UBERMRENTIEOSEED | EREIRMERZ AP RIMEE | #EFER.

e API 3.0 Explorer

SDK
= AP 3.0 RHTEERFFATERS (SDK) |, XIHFESMYRIEIES | BEESERIER APl

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

wSITIR

e Tencent Cloud CLI 3.0
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https://console.cloud.tencent.com/api/explorer?Product=cms&Version=2019-03-21&Action=ManualReview
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176

O BRE s

6. tHIRAT

UG T 2O SSZIEERAEIRS | EAbERISHFEN A HEiRE,

HiRtD $HA
InvalidParameterValue.CustomAppld FEAppldBESEIR
InvalidParameterValue.DuplicateContentID BEER3zContentlD
InvalidParameterValue.ErrAction Action2#EiER
InvalidParameterValue.ErrAppld AppldSEUEfEIR
InvalidParameterValue.ErrRequest|D RequestIDEEESEIR
InvalidParameterValue.ErrRequestSource RequestSourceiEkSEE IR IBERKLM
InvalidParameterValue.ErrUin Uin2#(EEiR
InvalidParameterValue.lnvalidBatchld BatchIdEUEEIR
InvalidParameterValue.lnvalidContent Content2#iEiR
InvalidParameterValue.lnvalidContentlD ContentIDE&&UER
InvalidParameterValue.lnvalidContentType ContentTypeEESEIR 1 BH 2 5T 3 XK 4 &R
InvalidParameterValue.lnvalidCustomAppld REAppldSEEEIR
InvalidParameterValue.InvalidParameter SHEBEEIR
InvalidParameterValue.InvalidPriority PriorityBlEEIR
InvalidParameterValue.InvalidTitle TitleBEEIR

UnauthorizedOperation.ErrAuth EYESU
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https://cloud.tencent.com/document/api/669/34497#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

EHBAT

SRS

RITEFTATE : 2020-10-29 08:03:10

CodeDetall

ME R ENEIR 465 |, aJEhE

WA T#EO3|A : ImageModeration,

AR S Wik ik
. Array of — - . e —
CodePosition . B “HEERRPIMNE | DR AAIATRER
CodePosition

CodeCharset  String S TN AR RREIETC

CodeText String B “HBENNARE

CodeTvoe nteqer . TR 1:0NED_BARCODE , 2QRCOD , 3:WXCODE , 4PDF417

yp 9 = 5:DATAMATRIX

CodeDetect
B R 4RSEE
AT EOS|A - ImageModeration,

B il D4V it

ModerationDetail Array of CodeDetail & MBI R PIENRIR 453 , aTREASA

ModerationCode Integer = MMESID , 0: 5k, -1 Hig
CodePosition
“HRERATRNE | AR AR RRSR
HANTEOS|A - ImageModeration,

E=I it WA A

FloatX Float & THERSIN R R X AR

FloatY Float B RSO R R YA AR
Coordinate
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EHBAT

AR

WA T#EO3|A : ImageModeration,

SR s
Cx Integer
Cy Integer
Height Integer
Width Integer

CustomResult

MNARERIBE X RRFER

WA TEEOS| A : TextModeration,

BT KA

Keywords Array of String
Libld String
LibName String

Type String

DetailResult

MAREIRFAER

WA TEEOS|8 : TextModeration,

BFR it Wik R
. ) TR, Normal : IEE , Polity : S8, Porn : &15 , lllegal : iEi% , Abuse :
Evillabel St =
vitkabe nng = Terror : %, Ad : 7% , Custom : BEN KT
=Sl
100 : TE&
20001 : BG&
, 20002 : 1%
EvilT Int =
vilType nteger s 20006 : BEEE
20007 : i85
20105 : 5315k
24001 : &%
Array of A p e At =
Keywords S ZIRE N anPRIK R

String

117 i

iy

H o

iy

fik
T2 L FALHT
7 AN
e
S

sk

REREE R

ST,

B AR FR

aRFRAYEE )RR

RS : BB UE (bR ) BREEAH
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EHBAT

BR St Wik R

Score Integer B ZARERR B SRR E
Device
REER

WA TEEOS| A : TextModeration,

BR ESid) whIFE A
Deviceld String & REBEMID
IDFA String & |0Sig#% , |dentifier For Advertising ( I &#+RRHET )
IDFV String & |0Si&%% , IDFV - Identifier For Vendor ( SIFFF & EIHRRAT )
IMEI String ® REFIES
P String B FFIP
Mac String P Macithiik
Tokenld String & R8BI Token
FileSample
SOHERBIEAR
AN TEOS | : CreateFileSample,
BFR <] A% TR
FileMd5 String 2 {Emd5
FileName String = TR
FileUrl String = X{&url
CompressFileUrl String 5 Y EGEEz=url
FileSamplelnfo
XHHFARIREIER
#HaNT#=O5| A : DescribeFileSample,
BIR E3id) WA R
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BT

AR
Code

CreatedAt
EvilType

FileMd5
FileName
FileType

Id

Label

Status

CompressFileUrl

FileUrl

Filter

Ui 6T

HUNTEOS|A : DescribeFileSample, DescribeTextSample,

AR
Name

Value

ImageData

ESid
Integer

Integer

Integer

String
String
String

String

Integer

Integer

String

String

RS : BB UE (bR ) BREEAH

fim

fil A0 RO

fim

il

i

iy

i1y

ik
RLIESEIRES
e[ eI

100 : IE%

20001 : BUA
20002 : &i5
20006 : $HiEE
20007 : i85
24001 : 2%

XfHHImd5
AR
patESis
IE—HRIR

1:8BE
PR =)

ESIRE

;S IN5SRY
;NG
: RER

: TEGTH

: HE5ERE

| SSESTR

Ul WN =

X EH Rz
Xf4Rgurl

HRITIEAIFRR

HRETIRFRAE
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B RIRBIERIFE
W T#03|F : ImageModeration,

BIR ESic) Wit fER
EvilFlag Integer = EEEE 0 IEE 1 : nJkE
=T Sis]
100 : IEE
20001 : BGA
EvilType Integer = ;8882 ggﬁii
20007 : 128
20103 : Mk
24001 : &
CodeDetect CodeDetect B B F " 48EE
HotDetect ImageHotDetect & B R ERGFE
lllegalDetect ImagelllegalDetect S B REEFE
LogoDetect LogoDetail a logoi¥is
OCRDetect OCRDetect £ E K OCRI#E
PhoneDetect PhoneDetect S FHICNFE
PolityDetect ImagePolityDetect B B RPBUFE
PornDetect ImagePornDetect S ERSHEFR
Similar Similar S ER1EIEFE
TerrorDetect ImageTerrorDetect B BRETiFS
ImageHotDetect
E R MRIES
HWANT™EEOS|A - ImageModeration,
BIR ESic) WAISE fEA
EvilType Integer = 100 : IE&
20103 : 1k
HitFlag Integer = RABHIFE O : IEFE 1: IJ5E
Keywords Array of String B S Al
Labels Array of String B MERARES | RSP SUEA
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EZFR E it WA faA
Score Integer = MRS - ESEE 0-100 , DEEEMRYRAMER

ImagelllegalDetect

EREEFE

AT EEOSIA - ImageModeration,

BR St WA )4
TER
EvilType Integer 2 100 IE.%
20006 : FHEEL

HitFlag Integer = RBHIFEO: [EFE 1: TJ5E

Keywords Array of String B KRR

Labels Array of String a EERE | REEEFHEPIOELE | IR | 1832

Score Integer S EESD : 2EEE 0-100 , pEEEEEMASERE
ImagePolityDetect
ERSBUES
AT EOS|A - ImageModeration,

BR ESid) WhISE A

EvilType Integer 2 100 : IEE

20001 : BUA

HitFlag Integer = QEHIFEO : IEF 1: IJ5E

PolityLogoDetail Array of Logo B mPAYlogofr&ER

FaceNames Array of String B A ARRZTR

Keywords Array of String S X §EE AL

Polityltems Array of String S wHREAYIRETR

Score Integer B BUa (AR ) 7 : 2EEE 0-100 , SEHE I REENS
ImagePornDetect
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EHBAT

ERSEFE

W T#03|F : ImageModeration,

BIR RE WAI%E
EvilType Integer =
HitFlag Integer =
Keywords Array of String =
Labels Array of String =
Score Integer B

ImageTerrorDetect

BRETiFE

W T™EO3|A - ImageModeration,

BIR ESic) whIFE
EvilType Integer =
HitFlag Integer &
Keywords Array of String =
Labels Array of String =
Score Integer B

Logo

Logo

HANT™EEOS|A - ImageModeration,

SR el
RrectF RrectF
Confidence Float
Name String
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100 : IF&

20002 : &afs

QMY 0 : [E% 1 : oI5

SR

IR © GIERERSEA

154 | HIEHE 0-100 , HHHSEBITTHAR

5

= 3]

RS

100 : IEE

24001 : 2%

SBHITE O : IEE 1 : OI5E
KiEiE R4

B | IRE B PIEL

F89 : HEBE0--100 , DEHHUERLIAAHAE

Wik ik

B logoEFRAARER
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LogoDetail

LogoDetail

W T™EO3|A - ImageModeration,

BR RE WhI%E
AppLogoDetail Array of Logo B

ManualReviewContent

AEHEHZEIREXER

WA TEEOS|H : ManualReview,

fik

#AIApplogoiEls

ERAER  TIRE (1.234] , HEP 1 5, 4 &

BFR it WATSE )%
Batchld String =2 HiZ#RS
Content String 2 HIZRE
Contentld String 2 HEId
ContentType Integer 2 FIZAEEE 1 B 2 94 3 XK 4 S5
Userinfo User S BFEE
HSRERZEE | ST REN —
100 IEE
20001 BUA
20002 &5
AutoDetailCode Integer & 20006 iFEix
20007 1£5
24001 7%
20105 &
20103 Rk
AutoResult Integer = HIBSERAZAEER 0 ud 1 25
CallBackinfo String s EEAESRR , EEEUER RERE
CreateTime String & ElEERTE #8="2020-01-01 00:00:12"
Priority Integer )
Title String B FrReR

ManualReviewData

AT EizdEIRELESR , FiContentldfIBatchldZBR,
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WA TEEOS|FB : ManualReview,

AR

P
tr

Batchld String

Contentld String

OCRDetect
OCRIRBIZERIFE
HANTEOSIA - ImageModeration,

SR e
[tem Array of OCRItem

TextInfo String

OCRItem

OCRi¥15
AT EAOSIA - ImageModeration,

S %

i

TextPosition Coordinate
EvilLabel String
EvilType Integer
Keywords Array of String
Rate Integer

TextContent String

PhoneDetect

FHUEELRBIEN

HANT™EEOS|A - ImageModeration,

BT ESic
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BIR KB
EvilType Integer
HitFlag Integer
Labels Array of String
Score Integer
RiskDetails
TS BEAGNILER

WA TEEOS| A : TextModeration,

= SR
Keywords Array of String
Label String
Lable String
Level Integer
RrectF
logofu &=

#HANTEAOS|A - ImageModeration,

BFR Sl
Cx Float
Cy Float
Height Float
Rotate Float
Width Float

Similar

BEFER

HANTEAOS|IA - ImageModeration,
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BT KA i fik
RS Sit
100 : IEH
20001 : BGA
EvilType Integer = 20002 : &&F

20006 : $&EiEx
20007 : 2%
24001 : 2%

HitFlag Integer 2 REEFITE 0 : RITECE 1 : TR 2 : AR
SeedUrl String 2 IREIRIFFurl
TextData
NARBIERFIE
WANTTEEO3|A : TextModeration,
BZFR il Wik R
EvilFlag Integer = BEER 0 IEE 1 0I5
100 : IEH
20001 : BGA
. 20002 : &5
EvilT Int =
vilType nteger = 20006 : L
20007 : 125
20105 : I"&55IR
24001 : =&
Common TextOutputComm | & HEERAHIBEXSH
Array of . oy 3=
CustomResult B REINEENIAREER
CustomResult
. Array of . .
DetailResult . B IREIRTFHER
DetailResult
ID TextOutputlD & HEZRIDER
Res TextOutputRes & BEEMHER
. . Array of o o TALA.
RiskDetails . . ) S X eSS
RiskDetails
BizType Integer = B(ERRIBIzType
Datald String & figkhpDatald—3 , [REEHRE]
TR D IE® , Polity : S5, =i DA
EvilLabel String = 2ires , Normal : IEE , Polity : B, Porn : &%, lllegal : &%
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NEZE

A BT

B il Wik A

Extra String & HHNEMER , FEIZFREAR

Keywords Array of String = [Elas S aE]

Score Integer & mPRIRE S (E

Suggestion String &= i2iE,Block : FJ5,Review : &8, Normal : IEE
TextOutputComm
HEEmHAHSEH
WA TEO3|A - TextModeration,

R it WA b

AppID Integer & EASHIE—ID

BUCtrlID Integer B EOW—ID , EREREOIREGIZFER , mRE—RO

SendTime Integer & THEAIERTE

Uin Integer S BERFERERICommon.Uin
TextOutputID
HESEEIDSH
AN TEOS| A : TextModeration,

B St Wik A

MsglD String B EAWSSHIKE—ID

Uin String B BRFHEuin , SRGERIMYERContent.User.Uin, ZiREREEE , BEERTIZTER
TextOutputRes
HEREHERSH
WA TEO3|A - TextModeration,

B it Wik R

Operator String B BEANGERUEARIRSID

ResultCode Integer &

TEIRIFD
MiBR (1) , @i (2) , FEHEA (100012)
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BT St Wik A

ResultMsg String S RS TR

WESREL, & (10001) , BG& (20001) , &% (20002) , 2% (20004) , 85
ResultType Integer & (20011) , {&f (20012) , EXEICSE (20006 ) , HRIE (20008) , hRAX (20013) ,

& (20104) , Hfth (21000)

TextSample

NFHFEAER

WANT#203|A : DescribeTextSample,

BFR i WAl fER

Code Integer 2 PISESEESTE

Content String £ K

CreatedAt Integer = BUEEATEIE,
mEE
100 : IF®
20001 : BGA

. ==
EvilType Integer = 20002 : 4%

20006 : $EiE%
20007 : {255
20105 : J-&53%
24001 : 823&%

Id String 2 HE—1RIR
FEAZEE
Label Integer = 1: 2%
2: B
ESRE
Status Integer B 1: B
2 : fhHEh
User
FFEXER

AN TEOS A - ManualReview, TextModeration,
BFR xS Wk A

AccountType Integer = .
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Age Integer & TS BRIAO AN

Gender Integer & MBI ZRIAO SRAD 1 Bt 2 Lo

Level Integer & FAFER , A0SR 12435
Nickname String & FAFHERR

Phone String S FHS
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AR

BIAEHATE ; 2020-07-24 08:07:53

TBeRR

SNRIREIEERPIFE Error FE |, NIZRRJAR API #2015, Fln

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure®,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

}

}
}

"Requestld": "ed93f3cb-f35e-473f-b9f3-

0d451b8b79c6"

Error F9 Code FREIRIB , Message FRZIBIRIIENER.

HIRIS5IZR
2HEIRE
TR
UnsupportedOperation
ResourcelnUse
InternalError

RequestLimitExceeded
AuthFailure SecretldNotFound

LimitExceeded
NoSuchVersion
ResourceNotFound

AuthFailure.SignatureFailure
AuthFailure.SignatureExpire

UnsupportedRegion

UnauthorizedOperation
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BT,

R G A,

RBREIR.
TERAOREGED 7 SREBRE.

BT, REEFHORERRAESCHMRESR  WREER | BRERRR
BESIEH , i TEREAEETS.

B ECERBR .

EORAAREFE.

BT,

EaBR. SRTEER  BURBRLPHNERSEAEREERITEITRE.

ERIH. Timestamp MIRSZH/EEEAMGEIOSHW , BFEEANEREINE
RIERE.

RO EHEE.
RIZRURLE,
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O BRE s

FEIRIG iEA
InvalidParameter SHEEIR.
ResourceUnavailable RIFAAT .
AuthFailure. MFAFailure MFA f&iR.

AuthFailure.UnauthorizedOperation  iEkFKFIN. BESE CAM AEXIEINATIRER.

AuthFailure.InvalidSecretld BIHIEL (RE= API BA%E )
AuthFailure.TokenFailure token 8%,
DryRunOperation DryRun #E , KRBEFRELSZMINN , REZET DryRun £,
FailedOperation BERL
UnknownParameter FHSEEEIR.
UnsupportedProtocol HTTP(S)iBkiMNiEIR , R52HF GET #1 POST 153K,
InvalidParameterValue SHNERER.
InvalidAction EORNFE.
MissingParameter ROSHEER,
Resourcelnsufficient RIFE,

AVSSEEIRED
HihD Ul
InvalidParameter.ParameterError SHATH
InvalidParameterValue.CustomAppld SEEAppldSEGEIR
InvalidParameterValue.DuplicateContentID EER3zContentlD
InvalidParameterValue.ErrAction Action2#EiER
InvalidParameterValue.ErrAppld AppldS#EiEIR
InvalidParameterValue.ErrFileContent FileContentA~AJ A : EBaseb644wH3
InvalidParameterValue.ErrRequestID RequestIDEEEEIR
InvalidParameterValue.ErrRequestSource RequestSourceiE kSR IEREM
InvalidParameterValue.ErrTextContentType NANBXKEUER : Fbase644mi3
InvalidParameterValue.ErrUin Uin2#(EEiR
InvalidParameterValue.InvalidBatchid BatchIdEY(E SR
InvalidParameterValue.InvalidContent ContentZ2#3Hiz
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IR iz
InvalidParameterValue.lnvalidContentID ContentIDES#SEIR
InvalidParameterValue.lnvalidContentType ContentTypeEUEEIR 1 BlF 2 5T 3 X4 4 S50
InvalidParameterValue.InvalidCustomAppld SEEAppldSESER
InvalidParameterValue.InvalidimageContent BERREHER
InvalidParameterValue.lnvalidParameter SHEERER
InvalidParameterValue.InvalidPriority PriorityBl(BEf&1R
InvalidParameterValue.InvalidTitle TitleB(EFEIR
MissingParameter.ErrFileUrl FileUrlgkFileContent&B A=
ResourceNotFound.ErrDowdowninternalError AR T ENEREIR
ResourceNotFound.ErrDowdownParamsError XIHEHETEIRSSHRE
ResourceNotFound.ErrDowdownSourceError A T EREIR
ResourceNotFound.ErrDowdownTimeOut SR T R
ResourceUnavailable.ErrimageTimeOut E RRBIRSS ERY
ResourceUnavailable.ErrTextTimeOut XAIRBIRRSS AT
UnauthorizedOperation.ErrAuth =S
UnauthorizedOperation.Unauthorized KFHERUIR
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