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API 3t
L

EIEEFATE: 2024-12-24 01:35:02

$10 X&%

AEdiE: 2024-12-24 01:34:59
FREHEETIUTHS:
BEEAIH.

rEEE:

« FusionUltraParam
o ¥R MakeupTransferRadio

BIXE®

A7AdiE: 2024-11-2101:33:53
RREHAETUTHE:
BEEHHIX.

eI

« Facelnfo
o BMIEER: X, Y, Width, Height

B8 X&E®

AAdiE: 2024-07-16 01:16:45
RREHEAETUTHE:
BEEHHIX.

RS-

« PublicMateriallnfos
o MR AuditResult

BT RE®

#75ETiE): 2024-06-05 10:32:35
KREHEETIUTHA:
MECHRINE,

higEO:

» FuseFaceUltra

FIBERLSE:

« FusionUltraParam

6 X&H

&AdiE: 2023-09-18 01:48:33
FREHEETUTHE:
BEEEHH.

RS-

IRIRERE: BR=ITE (1bF) BRSEAE 554 68|


https://cloud.tencent.com/document/api/670/85619#FusionUltraParam
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https://cloud.tencent.com/document/api/670/106891
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(0% - iit= rEEE

« Mergelnfo
o #EELR: TemplateFaceRect

B5XE®
A#ltiE: 2023-07-27 01:13:31
FRRHBEETUTRSA:
MECHRINE,
fgegiEn:
» FuseFace

o ¥MEAZ: FuseParam
SRS

¢ FuseParam
» ImageCodecParam

* MetaData

B4 RER

&ZAdiE: 2023-05-3101:26:29
FRRHBEETUTRSA:
ECHRINHE,

(B ERE

« PublicMateriallnfos
o ¥MBM&R: AuditResult

B3 XE®

A%ltiE: 2023-02-14 01:27:28
FREHEETIUTHE:
BEEAEH.

rEEE:

« MaterialFaces
o MR Faceld, Facelnfo

B2RRH

&fAtiE: 2023-01-10 20:30:44
FRRHBEETUTRA:
MECHRINE,

FRigEO:

« DescribeMaterialList

FIBERLSE:

- Facelnfo
» MaterialFaces
« PublicMateriallnfos

B1XRES

A%ltiE: 2023-01-10 20:21:04
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https://cloud.tencent.com/document/api/670/85619#MergeInfo
https://cloud.tencent.com/document/api/670/85618
https://cloud.tencent.com/document/api/670/85619#FuseParam
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https://cloud.tencent.com/document/api/670/85633
https://cloud.tencent.com/document/api/670/85619#FaceInfo
https://cloud.tencent.com/document/api/670/85619#MaterialFaces
https://cloud.tencent.com/document/api/670/85619#PublicMaterialInfos
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FRRGEETUTRA:
ECHRIE.
FigEO:

* FuseFace

BRI

« FaceRect
* LogoParam
« Mergelnfo

IRIRERE: BR=ITE (1bF) BRSEAE 556 £68m


https://cloud.tencent.com/document/api/670/85618
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FEmitiE
ABEfEE (Face Fusion) 2EARIRNEZMREFISIZNEMHERA, EBREESEMEGARXES, BAFR LENBRSSERRETENEEMS, FE
FREIE R R B & AP S ERREIIMRIFIE

FeERLIRE

ERnRE
ZIHEMRESHMRESY, MANEYS, MAENAERFES; REKEYS, MARNREBGEE . BURESHERE, JUHNTRGRIBHEEMRIERS .

HHRRE
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API H#E5S

mIEEFATE: 2024-09-11 01:42:59

ARSHEXXEN

EOSH
FuseFace

FuseFaceUltra

Hftbign

#EOBW

DescribeMaterialList

A EE:

M ESHAEOSRERIRBISERED arT + BN + FWS , BXIRTESHPSE: AP STEIRFHEA

IRIRERE: BR=ITE (1bF) BRSEAE

EOaEE
BR ARRE

B R ARREER
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ESRER LIRS
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STERPRE (JRR)
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https://cloud.tencent.com/document/api/670/85618
https://cloud.tencent.com/document/api/670/106891
https://cloud.tencent.com/document/api/670/85633
https://cloud.tencent.com/document/product/1278/109059

O BHS

AR
imREGH

EIEE#ATE: 2025-05-21 01:19:52

1. BRS5itit

AERS

API SZisahiEbgiE N , A mekiEibisiE NS facefusion.tencentcloudapi.com , th3ziFigEtbiEE&iAE, FIanr-Hibiavti& s facefusion.ap-

guangzhou.tencentcloudapi.com .

ESERRIEENGS . RIBAREONEFIRAEUS, SENFITEIRENEN RS ESNRSEE. SINENERER, SEMBRTEIMHRSESE, LRNEE

facefusion.ap—guangzhou.tencentcloudapi.com 2—H#.

R WRESURAOLS, BIUSEEIENS.

HR: HER APl AR, HARARFREEEOXGRMARSNEE, FRISHRIREERARX/ARSESUSPER, BOSTNOBEREROXEBA S

P&,
BRIz iR B 5IRD:

i

BTSN (%, RTSESRK)

fepgtthX (1M )
fFRMX (Ei§)
HFRWX (FBR)
ibiX (46=)
AR (FEER )
ARt (EK)

BRatx (PEEE)

WAKR (#nig)
TAFR (X )
TAFE (88)
TAFIE (BR)
AT (=)
EER (HSFEIL)
EEES (#8)
AEMR (ERT)

Bttt X (E=54E)

b0+

facefusion.tencentcloudapi.com
facefusion.ap—guangzhou.tencentcloudapi.com
facefusion.ap—shanghai.tencentcloudapi.com
facefusion.ap—nanjing.tencentcloudapi.com
facefusion.ap—beijing.tencentcloudapi.com
facefusion.ap—chengdu.tencentcloudapi.com
facefusion.ap—chongging.tencentcloudapi.com
facefusion.ap—hongkong.tencentcloudapi.com
facefusion.ap—singapore.tencentcloudapi.com
facefusion.ap—jakarta.tencentcloudapi.com
facefusion.ap—bangkok.tencentcloudapi.com
facefusion.ap—seoul.tencentcloudapi.com
facefusion.ap-tokyo.tencentcloudapi.com
facefusion.na—ashburn.tencentcloudapi.com
facefusion.na-siliconvalley.tencentcloudapi.com
facefusion.sa—saopaulo.tencentcloudapi.com

facefusion.eu—frankfurt.tencentcloudapi.com

R BFSHETHISMXERSTEEN, BitXhiuSMRESE (2424 Region hEMRitE) , RERREEFSMXIRES, BIFH Region ithis

R,
SR
R (LisERt)

et (FRYIER)

2. iEfEhs

facefusion.ap—-shanghai-fsi.tencentcloudapi.com

facefusion.ap—shenzhen-fsi.tencentcloudapi.com

Sz API BIFFEEOBEE HTTPS #TBE, RESZSMNEREEE,

IRIFRE: BR=ItE (It ) BRSEATF
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3. IBRBGE

S5H HTTP iBRAE:

« POST (%)

« GET

POST iEKZ#%09 Content-Type Z8Y:

- application/json (#7%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #REMAEZZE v1 (HmacSHA1 5% HmacSHA256)
- multipart/form—data ({X&p53E0O%F) , YREAZERTRZE v3 (TC3-HMAC-SHA256) .

GET iSRIEREXNFSEI32KB, POST iEREREZSZE v (HmacSHA1. HmacSHA256 ) BIRGiEid1MB, POST iERERAEZAZE v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.

4. FRFRG

9(ERA utr-8 RS,
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O BT AR

AQ
NS0

mIEEFATE: 2024-11-15 01:37:01

N

AHSHRATIRAAFTIROESNSY, NEKE, EEMEORMIEPREXESHHTIHE, E@XERETERHRLESY, TRERRESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(EFRER5E v3 AHSE

EE7E v3 (BRIBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BERE, XIFEAMNERE, X POST JSON X, 14aE
BF—ERA, HEERZESAETHEES . RENBER E285i% v3.

FE HWFEEER, BoROMERRREIERNRESSE v1 GET iFXK, MAREREMESSIE v3.
ERESAE v3 B, AHSHFRHE—ME HTTP Header iSRkEH, INTFRAR:

SHEH e Bk
et st _  HTTPi&®sk: X-TC-Action. BIFEOSH. BESEROTHBASHS BT ARSY Action HIHE. FINE
ction N9 = pesemempisi®En, BES Describelnstances.
Redion strin ) HTTP i&Rksk: X-TC-Region. MHES%, FRIFARSIBEMESIRE, RESSEOXNTHASHSHETFA
o ing $#8% Region MU, 8 REEOFEEEEZSY, BOARSTISEINNG, KEEEESSMETIEN.
Ti " Int - HTTP i&®ksk: X-TC-Timestamp., g UNIX iHiaZ, alicRA&ie AP iERA9ATE. Flan 1529223702, F&: W
imestamp neger = pspssmlEsEEsst, S3lESSTNEE.
. _ L HTTPi&Rsk: X-TC-Version. {{E API fOBRA . ESEROIPASARSY Version Wi, FIISIRSSE
Version String =

BIERA 2017-03-12,

HTTP #REESHIMESLEBFER, FIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
Hr,

- TC3-HMAC-SHA256: ¥&7%i%, BRIBEENZE;

- Credential: E£&EiE, AKID*** 2 Secretld; Date £ UTC tRifiapyBEl, BUEZESMATLSE X-TC-
Timestamp &HAI UTC ingERTiEBEE—3; service BEGFRE, BEAESFE. Hl0, 53
cvm.tencentcloudapi.com EHEFRE R cvm. AF=REUEHN facefusion; tc3_request AEEFTFH;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host J9utiELal;

- Signature: E&HE, ITEIEER XHE,

HO

Authorization  String

HTTP i&ksk: X-TC-Token, Bl Z2£FIEMRSS FRMAAIIGEIZLFEIEDRRY Token, (ERIFEZEIE Secretld 1
SecretKey KIEEZAIGIIZLEIEHRE TmpSecretld #1 TmpSecretKey, {ERKAZANFEEREIL Token F
E&.

iyl

Token String

HTTP i&ksk: X-TC-Language. IEEEMNERENIES, (XESEOZSHESE., BUE: zh-CN, en-US, zh-CN
BEHY, en-US iREZE,

iy

Language String

BigAPEEEE NS =IRS B LFIFIRDNET4, BEOSHREHRBE Offset=0, BREHE Limit=10, WEEREDEIFER URL., &R, ERERG)
mF:

HTTP GET i&RE&1a761:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 TANE L @UL=/ARIEID) = 25 oty i i iy s s i e il v i e iy s i v is e ir v 82 2 L =110=09/ evm/ Ee3_reeuest, Silgneckeace

ontent-type;host, Signature=5da7a33f6993f0614b047e5df4582db9%e9bpf4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded
Ho : cvm.te loudapi.com
X-TC-Action: Describelnstances
X-TC-Versio 2017=03=12
C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 11 168m


https://cloud.tencent.com/document/api/670/85623
https://cloud.tencent.com/document/api/670/85623
https://cloud.tencent.com/document/product/1312
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HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID** k&% %xxxkkkk4xxxkkkkkxxxxx*%/2018

ontent-type;host, Signature=58 0e06b5924a6f2b5d7d672d 15b13162d9
Content-Type: application/json
Host: cvm.tencentcloudapi.com
cribeInstances
2017-03-12
X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—-data ) iERE@TE (USEIEOE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA2

ontent-type;host, Signature=582c40 d7 @

Content-Type: multipart/form-data; boundary=58731222010402
t: cvm.tencentcloudapi.com

—TC-Action: DescribelInsta

X-TC-Timestamp: 1527672334

ap—-guangzhou

n: form-data; name="Offset"

form-data; name="Limit"

ERERSE VI B8

-05-30/cvm/tc3_request,

’

FEREERZE v (BISHE HmacSHA256 1 HmacSHA1) , AHSHEESR—HEIERER, TENRIERN

SignedHead

SignedHeaders

AERS

¥ Region BJi5A8.

, SElEESEHE

SR ESidl Wik iR
Acti . - BRERIEOSMR, ESZEOXEPFRNSHETXTAHSH Action RIREE, FIINZIRSSEMEDEFIFIRED,
ction String = . .
BYEH Describelnstances.
Region String _ i SE, ARMRFEIREMMESNEE. EOESHORRESZEONEPRASHAT
R REEOAREGRZSY, BOMEhESIBSEIRE, WHEEEEZSHBTaER.
) - A0 UNIX BSiE&, aici&E APl iERRATE . $/8011529223702, MR SHFIRTEEED
Timestamp Integer = -
Nonce Integer 2 FEHIEEEE, 5 Timestamp BX&iER, AFHIEEREE:,
. - £ =APIZE LHIBMTRRERAI Secretld, —1 Secretld Ri—H#Y SecretKey , M SecretKey SFRERK
Secretld String = . .
BERER Signature,
Signature String 2 BERER, ARBIEWXERIEEYE, FERPRESGFHEASEITEESE . BNTEEGZSR 340,

IRIFRE: BR=ItE (It ) BRSEATF

%12 #£68m


https://cloud.tencent.com/document/api/670/85624
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/670/85624

(0% - iit= AR

SHEW £S5 Wik iR
Version String 2 RMERY API BIRRZS . BUESEEROXIEPAS2HSH Version BiREA. HIINZIRSZAIMRA 2017-03-12,

F&HN, Bk HmacSHA256 1 HmacSHA1. REIEERS% HmacSHA256 B, Z{ER

SignatureMethod  String & |, SHAZEE HAIIEES, EftERISER HmacSHAT IIEES.

Tok Stri — B Z2FIERSS FIARIIGRI R EIEPRY Token, {ERREES Secretld 1 SecretKey RIEERMIGIIRZERE
oken ring = HEFAY TmpSecretld #1 TmpSecretKey . {FAKEIZAIIAREZEL Token FE .

Language String £ EEENREES, (NESEOSIEE ., BE: zh-CN, en-US, zh-CN iBEHZ, en-US iBEIEIZ,

EigAFEESTIAI MRAIZIRSS/LAIFIR, HiSREMEIRIER URL ., ERLEB. BERERHWT:
HTTP GET i&RE&1a75H1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstance ersion &SignatureMethod=HmacSHA256&Timestamp=15276723

3 ignature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66 >5fcad 2&Region=ap-guangzhou&Nonce=2

AR T D * * % o % o o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Host: cvm.tencentcloudapi.com

HTTP POST &R &G :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23 S OB L O S AN A ] D) 5F B £ 7 3 B B 7 T B 7 7 B B B B B B9 3 A R R I B

* %k

HbigsIsR
AFEAEIEO Region FRNAGENTRAR. MREOFRSZEPUOFEEE, WRIEEOIHPEIR.

bt g

bithX (Jb5) ap-beijing
FaritX ( pEED) ap-chengdu
ERattsX (77H) ap—guangzhou
HERX (FER) ap-nanjing
HERMR (Eig) ap-shanghai

IRIFRE: BR=ItE (It ) BRSEATF $13 #68m)


https://cloud.tencent.com/document/product/1312

(0% - iit= rEEE

ERAHIEV3

mIEEFATE: 2024-12-25 01:36:26

PITFSZiEiR T §&8757% v3 ESTE, BENESKRSEHSHAIERERIGAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NMELBEIMEAN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #5546, | RIREESMEOESHEMTE.

iRz APl S8 MERETHHWIE, ARFEEARLEE, SURENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIS REBR .

PHARHTES
ERBELTHRBRIER:

1. MIEERERSH
EZRFREREHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSECRITEIERNGHEE, FSERNIBFRENZGFERERI—IS, REFBN= AP RSH. BSHRS
ERWREIRSERSHARFNEEITEIAHE, HINIEERPIRHE. MRERNEN, BSBEBET—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, XIFEAMIER, XI5 JSON X, POST ERIISETHEM=FHH,
REE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZBRERL” 8L, EIEEZMRAN “AP1 3.0 FE v3” , AILMNERSZTEHITIE, WoTEERER SDK K18, HEER
BBz APl B2ERY 8 MERRRIEIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENEHR

+ Secretld: BFHRR APl ARESR, AILAERELLIBFSE,
« SecretKey: ATFIGIE APl HEEMNSH, TLAEREELLRER,
- BRYATEEERESKIE, BRlE, TUSERYFRE, NCHE, BUARAZRLREIE.

HRIERESTENRGTRIIT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFIARME.
3. =APIZ WA, $E [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST idK. 3FGETHIE, RZ#F Ccontent-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHHNYIE, json B e ASEIEOYZE, multipart BXREEEEO
X345, WAHZIEOAEEER json &§NEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5KRRIAX%F 32 KB LIBMERE .

TEUBRSHETA MREFFIRERFF, SERNMESEIMHEIRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRESFERE, SMEONSHEHFTER, FERLXMFIFIISEM

B Ut5h, RERRRTHSAHSEIEOBASE, APULMREXIFRERIEMSE, fl Language l Token 28% (7 HTTP L&R&HE, &N X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 14 $68%)


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

(0% - iit= AR

{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok sk ko ok ok ok Kk ok ok K Kk Rk Kk Kk kR K mFEEErMEEEE
SB/EN “KHR” BWENRE, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credentie

application

v . tencentclouday

THFAREESITETRE,

1. BHERTEER S
AT IBEIBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET &K, WA URL HiEds (?) FENF
TFEBRA, FiEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZFRIBEETAEZRE) , FHE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—HNRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. &8 key #l value Zi—55pk/\S, HEEBETH, KR key:value\n 18z
2. B1E, BB key (/B ) B9 ASCI A THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBERM charset (B, MEEZFNREIFR
—, RBSFFEEEERILEY

S5ZELEMER, RIBLLRISREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type #1 host JusigEskEs
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. 84 key (/B ) 128 ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, MRfEIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, iHEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AR+Ni#FlHE
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(0% - iit= AR

FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANTZFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIAEIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1f£7£6e89887£1398934£064

2, PSR FEER
IR RS ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERAEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp L551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHHA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope BHRENANE, MEBEMA#S2E X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBNE
REE—H. WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBHIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMBTiEIEE X-TC-Timestamp i+&5%, HRIXH UTC+0, MEMAREFMXER, FINFE/N\K, SSHEXMGE LAMKD, EBR&=MER
WEKM, RiIgHEET 1551113065, FE4H/\KAAER 2019-02-26 00:44:25, {BRitH5FIM Date B UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp #R2AARZNE, BFRHRFZFONIREHEAZREMN, NRESEIESHNSELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84
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(0% - iit= AR

3. it HER
1) HEIREEZHHE, BRBUT:

;= Mkkkkkkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkx k1

_SHA256 ("TC3" + SecretKey, Date)

HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREA SecretDate . SecretService Hl SecretSigning SIHHNEIRE, TS8R TITEHRES, BHERH/SHFIZFRITENNEEHES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRHEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WEahREEASH key 71, HESH data E5. BEIREERRSRE TS
HIENENRENE, thATEESREHTENRIFAH/ i EIENRIRENE, tERRRTHEIEN.

FEREM R

SecretKey JEHAHY Secretiey, Bl «+# st xxttrssssrtnsssstrrsrrrs,
Date BP Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential FkY Service FERIER . WRHIBUES cvm,

2) HHEES, hIREIT:

Signature = HexE

LERBRTEERRE 1001a37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d850b46093f6ab6cdf o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + ' +

dential="

'Signature=' + Signature

FEREM R

Algorithm ER/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SEATTERAY Secretld, B ARTD* * &tk ki kkokokoko ko ke kk ok koo k ok ok k4 Kk

CredentialScope RBEX, FIEEE, WREITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLE, 25FZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREITELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

RIE LR, REIPSEIAES:

256 Credential=AKID***x*kxkkkkkkkkkkxkkkkkkkxkkx***x/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature=10bla37a7301a02cal%a647ad 5e43b4b3cff309d421d85b46093f6abbc4df

RARBIEARERNT:
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(0% - iit= AR

P https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****xkkxkkkkkkkxkkkkkxkxkkxkkx*x/2019-02-25/cvm/tec quest, SignedHeaders=c

09d421 46093

son; cha

ibeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAE HTTP k&8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL -, ENREREST—BUEIR. TAETENELFERAS,
REMBEH XX LHE

SZ:ET

7EsChniEF API 3.0 BY, #EF(ERERERNBIZ SDK 3.0 , SDK #:RTESMEE, FRIRXEFRRHHIRMEEORT . #FMAESSR SDK il HEIZIFHRE
iBEA:

* Python

« Java

« PHP

. Go

« NodeJdS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRIER:

« Signature Demo

ATEEBMERER|LE, TEMZRREES A, B LRNERIRRRI, FERNES . ARNEOMSKEESNI LRESEEmE, ABRBEESL
12, #FESEM, IRARIEREER SDK.

Java
.nio.charset.Charset;

.security.M
.text.SimpleDateFormat;
a.util.
java.util.TimeZone;

java.util.TreeMap;

javax.c

javax.c
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
etKeySpe = new (key, mac.getAlgorithm());
mac.init (secretKeySpec);

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

Xx—-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-act

1, \"Filters\": [{\
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg Wy 8
1g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;
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y = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put ("At on", authorization);

headers.put ("Co ype CT_JSON) ;

headers.put ("Hos host) ;

headers.put ("X-TC-Ac on", action);

headers.put ("X-TC stamp", timestamp) ;

headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

uilde )i
sb.append ("curl -X h ://") .append (host)
.append (" \"Autho ation: ") .append(authorization) .append ("\"")
.append (" \"Co nt-Type: applicatio json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("

service =

host = "

endpoint https://" + host
region = "ap-guangzhou"
action describeInstances
version =

algorithm =

timestamp = 155111
date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5EEF "], "Name": instance-name"}]}

http_request_method
canonical_uri =

canonical_querystring = ""
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payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_ scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "t

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
" _n

SignedHeaders=" + signed _headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint
"Authorization: ' + authorization + '"'
json; cha
+ host + '"!'

'

+ action + '"!'

str(timestamp) + '"'

T

ion: + version +

Region: ' + region + '"'

+ payload + "'")
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

unc (s, key string)
hashed := hmac.New(sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/mn

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("%$s\n%d\n%s)

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;
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"{"Limit": 1, "Filte

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y-m

7

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;
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secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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1g SECRET_ID = Environment.GetEnvironmentVariable ("

1g SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

ring service =
ing endpoint
j region =
g action

j version =

DateTime date = new DateTime (I ( 1 0 DateTimeKind.Utc) .AddSeconds (15 113065) ;

1g requestPayload = "{\"Limit\": \"Filters\": \"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC ht 2/ / tencentc pi.com");
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

7) A
crypto. 'sha2 secret)

(message) . (encoding)

ion (messag € ing hex') {
nst hash = crypto. ('sha256")

urn hash. (message) . (encoding)

on
1st date new (timestamp *
1st year date.
st month = ('0' + (date.
1st day = ('0'" + date.

turn " S${year}-${month}
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)

T

curlcmd

yal

+ endpoint
"Authorization: + authorization + '"'

"Content-Type: application/json; cha

]

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC-Versi : ' + version + '"!'
X-TC-Region: ' + region + '"'
+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20] = {0};

sttime;
time (&§timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256) ;

IRIFRE: BR=ItE (It ) BRSEATF

5530 #68m




56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "% x", hash[i]);
NewString = NewString + buf;

}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill ('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service
string host =
string region =
string action =
string version
int64_t timestamp 51113065;

string date = get (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =

string canonicalQueryString = "";
string lower = action;

Sicels g (action.begin (), action.end(),
string canonicalHeaders = st

+ "host:" + host + "\n"

n

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{

string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date + "/" + service + "
string hashedCanonicalRequest = sha256

string stringToSign = algorithm + "

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = Hm 6 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2ques

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;

IRIFRE: BR=ItE (It ) BRSEATF

lower.b

\"Values\

>x (canonicalRequest) ;

n" + RequestTimestamp +

n" + credentialScope + "

stringToSign)) ;

+ hashedCanonicalRequest;
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string authorization = algorithm + " C " + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHea s=" + signedHeaders + g e=" + signature;

cout << authorization << endl;

https://" + host + "\n

+ authorization + "\"\

action + "\"\n"
" + RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% % >d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

intf (buf, cof (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;

IRIFRE: BR=ItE (It ) BRSEATF £33 #68m




HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsignec har* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;
tolse
HMAC_CTX_free (h);

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

vy (output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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char* version =
int64_t timestamp = 155
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
1st char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,

char value[100] = {0};

lowercase (action, value);

¢ (canonical_headers,

(canonical_headers,
har* signed_headers = "cont

har* payload = "{\"Limit\": 1, s\": \"Valu \": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
I “ (canonical_request, "%$s\n%s\n%s %S % $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, $d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
nsigned char k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc request"), k_signing, &output_len);

nsigned che k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signaturel]
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sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si d_headers signature);

printf ("%$s\n", authorization);

har curlcmd[1024

“ (curlcmd, "curl

host, authorization, host, action, request_timestamp, versi region,

intf ("%$s\n", curlcmd);

eturn 0;

RftsiEs

o Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMAEIRD, BRIELFEREE.

AERS

IR SHIREIR

AuthFailure.SignatureExpire EZIH, Timestamp SESFEWRIEROIFESEERSEIRD .

AuthFailure.SecretldNotFound BRREFE. FAEHAEERIARERER, ERLENTERHES TFH,
AuthFailure.SignatureFailure FRER, TRHERESITHER, AETIZEXMRENABTEFTS, LETHEEEN SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld ZHIEE (F=R= API BHER )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

(0% - iit= rEEE

BERFiE
mIEEFATE: 2024-12-25 01:36:26

BEEGE VI GRS, BRIENZSUERFUNESSE v3, BEERESREE v3.

BENXRIERL, BiUER AP| Explorer iy “SZB4ERL” 8L, BEEBMRAA “AP13.0 B8 v1” , ERERZTIEHTIRIE, FEETHOREESSHZZIT, tb
AJEIZER SDK {13, HEFFEREN= API BEEER 8 MENNRIZES SDK, BEHRTEZMGKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##E#=(EH APl Explorer <> SEKiEi

fZE L@ APl Explorer B9 [ #2546, | RIREESMEOEZMEMIE.

Bz APl XS MARIERBTRAKIE, ENEREEEEAHBERSHPEEERIER (Signature ) ASIEERESH .
ESERHRETIEEN, Z2FIEEE Secretld 7l Secretkey; ERFERERERIE, ErIE ZAPIZARHE BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ API 281, i#RIE = AP| ZHHRHE BiERLEIE.
RLFIEAE Secretld #l SecretKey:

« Secretld BFRiR APl ARESH

« SecretKey BFMNZEEZFHFHRINRS SHIHIGIIXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEFSBINT:

1. BR BA=EEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =0 WM, gF [ #BE% | BIaLAeIE—3S Secretld/SecretKey,

TR 81 KSRSALUAER Secretld/SecretKey,

2. EREEEHR
BTXREEIE Secretld 1 SecretKey 5, MAILEREZRT . UITRERERGE v EREZBRFMETE:
{BRig PRI Secretld #1 SecretKey S3EI2:

o Secretld: R TID* % %k ko ko sk ok sk ok ok sk ok k k ok ok k ok ok ok ok Kok kK

. SecretKey: Kk khkkhk Ak khkhhkhhhkhkhkhkhkkh Kk &k **

R RERETH, SREAFXGRIEN Secretld fl SecretKey i#{TREHRE!
LA=BRSSEEEELHIFIZE ( Describelnstances ) iEKkA%l, HAFRARX—EOR, HiERSHATHENT:

SHEW 2574 sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %k &% ko k% ko &k ok K% kK& %k A%k
Timestamp EEILR[EIFE 1465185768

Nonce BEANIEZEE 11886

Region SEGIFRTERX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit BRASIFES 20
Version EOREKS 2017-03-12
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

(0% - iit= AR

BREARTTHSAHSHHROBASY, APALREZIRERERIEMSE, fli Language 1 Token 2354,

21. HBNHF

BAMNAEERSHIRSHENTHR ( ASCI ) AFHF, 52 1) RESHSHTHIE, SRERSYNEIT, FS5LEXD; 2) & ASCIIBEEXD, 1
Instancelds.2 ZHE Instancelds.12 [, FRIEFEER, BFARERE. ARALMEMREES PRIEXHIFREREIX—I0EE, W0 PHP a9 ksort B%. Lk
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(ID'&.k'kk'kk'kk'kk'kk'kk'kk'k*'k*'k*'k*'kk'kk'kk'kk',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRF IR

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENLE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEH A
Action=Describelnstances .

R “S8E” HRMEMIE url KEENE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&InstanceIds.0=ins-09« 886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ******

KKK KK KKK KKK I KKK KKK KR X x* kg Timestamp

2.3, HESERIXF =

IS RE RN ERENF T H
BREXFHFREUTLSEIGR:

1. iEKFiE: X5 POST #1 GET A=, XE(ER GET 5K, EEAZEAEKXE,

2. i5REN:BEELAIFIFR(Describelnstances)iJiEkE&ZH: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, #0NSIEORE,
3. IERIER: HAIRA=APIREKRIEZEER / -

4. BRFHFHR: B E—SERINEKRFFHR,

BEFERRIFHENNT: ERBGE + BHREN HEREE + » + BRFHFE
THIRBHEER )

entcloudapi.com/?Action=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—gu

STEENE IL@ISANRILID) % B e o i ey el iy B el ey B iy e i el s v ey B el e B iy e i e S Gl @ S ano=iL A 6D L Q) sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHA1 B3 E—S iR SMER RN FHRHITES, REBEMNZEZRER Baseb4 #1THRID, BIARSRENIESZR,

BHEHEWT, M PHP ESH5):

SsecretKey = "HFAEE XK I AKX K I KA KKK I KA KKK I AKX KA

.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ * k& xkkdkxddkdkxhhkrxhkhxrksxx*gTimestamp=1465185 sion=2017-03-12";
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(0% - iit= rEEE

4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRESHEN:

TRAM2x fNMO9EiVTINmPg06

EREEERRIHESHARN, A LERAIPHEETEREIE, SRINERRSHFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL RS,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSHE (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EBiSATFERRERNER URL,

R WERAPRERG AR GET, S&iERGEN POST [ Content-Type % application/x-www-form—-urlencoded, W&EXiERISFAEERSHAEIIT
Eff URL &8, SHEN=-FSABERHD. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: FURRISNREESENIAES2%IET urlencode, EXWEAT, MABENESHHT URL BT, HWMX URL KHRSSBESLK.

R Hfti2SEEEEHTRG, HERA RFC 3986, (5 %XY MFHFHPILRFHITES ARG, Hp X7 7 “¥* B+ #HFHF (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEVAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEWIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (F=2= API BH%E )

5. VAT

TESEFREF API 3.0 BY, #HEFFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZEHEFZORNR ., #REESRK SDK i, HEstshmz
EEA:

« Python

« Java

« PHP

- Go

* NodeJdS

« NET

o C++

* Ruby

THEHRHT FRE~RIEMES demo, EHLMKIRINARESEEZRIERN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREASIN, BERES . RRNEOMSHNIERIA LrEZIRE, ABRJIREEST
2, HrE&ERE, EHhARIERE[ER SDK .

REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—
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http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

O BAS

guangzhou&Secret IA=AKID* **¥ ¥k k& kxkkxdkkkkxkkxhhxkxxkxs*x*gSignature=7RAM2xfNMOIEiIVTNMPg06MRnNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, HEaStFERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEMGER: ERidi. ATES
PAEEIREIR url , BEESRAIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRAS, FRFEES, EER—ESERNTEEI url FTRERERFR, FMASHNIRFETRRE, BXHFZINERE. IBFFESHENE, BESIHE
IEtRBPES

FE: UTREMRERT API 3.0, FRtERATEMNESIRE, BANRAISEIRXEE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

stat String (& g 8, & g k S g 1) ows Exception {
= Mac.getInstance (method) ;
re = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;

yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString () .substring (0, url.length() - 1);

i (Strin ar throw Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_
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params.put ("Ac
params.put ("Vers
params.put ("Reg
params.put ("Lim
params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRE (EY"), "HmacSHA1"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 BiERiE T, BESRE requests IKIi: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params))

n s + query_str

(key, s, ethod) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])
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secretId := os.Getenv ("TENCENTCLOUD._.

secretKey := os.Getenv ("TENCENTCLOUD

ing] string{

anceIds.0":
"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, len(params))

1ge params {

d(keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString("=")
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)
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hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv ("TEN

["InstanceIds.O
["Limit"] = 20

et"]

= substr( ( =) g

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

secret_id = ENV["TENC
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secret_key = ENV["TENCENTCLO

method = 'GET'

endpoint = 'c

sign = method + endpoint + '/?
params = []

data.sort.each do |item

params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL::HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;
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retStr += requestHost;
retStr += requestPath;

retStr += "2";

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action

version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

.Add ("Timestamp", RequestTimestamp.ToString());

.Add ("Ve ", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, /") ;
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

i

¥

NodeJS

functic

params [ 'Sign: a; € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)
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params [ 'Signa e' , strSign)
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(0% - iit= AR

A1 =+
IR[EIEER
EIEEHATE: 2024-03-12 01:31:23

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

« Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 22T, WXERIRE],

+ Requestld BF—1 APl iEREIE—RR, MR API HIRE, AILIBER Bi=E0E sk 2328, FHRMiZ ID RERITE,

- BTYEENFEIN, HRUAERMEOENHFE, FENEOMEENHFESMIEOXEPHEN . hFIHE TotalCount 1 InstanceStatusSet #873
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

« Error BIEMRREZISKABKLY . Error FEHEREREY Code 1 Message FERERARLXYAT 24 ERER

« Code RTEGFHEMNEIRG, HiERKEENTUSGRBZEREEALEIREINLNHEONMAEREIIREAERYRFERFERLR.
+ Message BT RMERRENEAKERE, EEWSRELAFRML, BNATRSEEFMSTEREH, ARFRKEXMNEEIE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.

IRIFRE: BR=ItE (It ) BRSEATF 5548 $68m


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

(%) - iiit= A

i

#<E

IEEEFRATE: 2023-01-10 20:21:16

-\

8
Z

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

String: Z&F$,

Integer: BE, FIRATHS64AMEH, SDK 3.0 FAREESHISHLELERER, BNIFMERARFEESHRAEREN, Hi0 colang B uint6d,

Boolean: #/REL,

Float: ZmE,

» Double: IUSEF=E,

Date: F#&, HEEN, flwn: 2022-01-01.

« Timestamp: Z#F&H, WHEg. Flan: 2022-01-0100:00:00,

» Timestamp ISO8601: 1SO 8601 EHEFMFHMAL (International Organization for Standardization, 1SO ) &#%HI¥FHEAFRHEERHEFFRE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: ZTi#HRE, EELUSEMNERINGER

.

.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

ABRSEXiEO
E R ARRS

EIEEHATE: 2025-04-25 01:33:32

1. gEOE

EOiEkIEE: facefusion.tencentcloudapi.com .

FEORTRE. Sk, GRHE, LEARER,

48 Z)
==

AERE

ISEMERMEEHIARE R . STFARMSERERITR. 88 MaEAES.

o AHBYPNEZHRALTISERVIIRE, BIEESignatureMethod&2#ATC3-HMAC-SHA256,

##FER API Explorer

<> REEiR

API Explorer {2 TR ERIIE. SDK KBEMFRERTIZOFED . BEUTEEEXABNBERATMERLSRURBMERN SDK FRRM.

2. mAEH

UTERSHSIRMIIE TIROBERSHMBL 2HSY, RBAHSHSIRD 2HERSH,

SHEM
Action
Version

Region

Projectid

Modelld

RspimgType

Mergelnfos.N

FuseProfileDegree

FuseFaceDegree

LogoAdd

LogoParam

il

il

il

HD

il

|

oy

i}

ESic]
String
String

String

String

String

String

Array of
Mergelnfo

Integer

Integer

Integer

LogoParam

IRIFRE: BR=ItE (It ) BRSEATF

o

i

#H24, AEOBYE: FuseFace,

>

o

HE5%, MMEORE: 2022-09-27,

>

\

N

~HSY, FRFERIFH s,

& 1D, BEARRAIENEEE,
BIE: at_1603326187690926080

=M 1D, BEAERAIEHEES,
BIE: mt_1603586676924403712_1

BEIE&AX (url 5 base64) , Zik—. urlG¥HIATE.
RBIE: url

BRAKER. EMERENARUEES . FHEEE61 .

O E R NEIRT: BRPESRIKRTF34*34; BRRIATF64 * 64, MF4096*4096 ( iR
#) o

OE R X/MRH: base64 HIBEXNATEIEM, urlFEI10M,

O ZIFE F1&N: Zi5jpgkpng

wBIE: [{"Url":"https://liudehua-9527.cos.ap—guangzhou.myqcloud.com/image.jpeg"}]

EEEIE, HEES, BMEENREMEEMAY. BEERE[0,100]
HSHFES, WERARBSEHNAPRESHYE, (REREZEFISKSHRE)
E: 1

AERMALLE, $ESS, REENASEIGEMAY. BYEEE0,100]
EHSHFIES, WERAARRSEHETAESHENE, (LEREEERISSHRR)
wBIE: 1

HRMEERERNERITINFTX, HihH1.

1: FIRR.

0: FFNRIR,

Hith#fE: BARILE,
BWHEREEFIRETEREFERT ARREEAR, 2AIGHKNER .
A 1

IRRREIRE
MRS EREGTARN ‘FERPAISRER" 75, EUiREESEEEIRNEAILogoE R .
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https://cloud.tencent.com/document/product/670/38247
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/facefusion
https://console.cloud.tencent.com/facefusion
https://cloud.tencent.com/document/api/670/85619#MergeInfo
https://cloud.tencent.com/document/api/670/85619#LogoParam
https://console.cloud.tencent.com/api/explorer?Product=facefusion&Version=2022-09-27&Action=FuseFace

(0% - iit= AR

SHEM wik 3B iR
BE: {"LogoUrl": "https://cos.ap—guangzhou.myqcloud.com/logo.png", "LogoRect":
{"X":10, "Y": 10, "Width": 20, "Height": 20}}

MESH.

a=
FuseParam = FuseParam TBE: {"ImageCodecParam":{"MetaData": {"MetaKey":"aigc","MetaValue":"1"}}}

3. mitisy

SHEN ESid) filiR

RsplmgType 73 url B, iREIZER url (BXHEI7X) ; RsplmgType 5 base64 HRE base64 iR,

F dl Stri
usedimage nng FBE: https://liudehua-9527.cos.ap—guangzhou.myqcloud.com/result.jpeg

W—i5EK ID, HRSIKER, BXERFER (HEREAEMEERERERSR, WZXERFTLIRSE Requestld ) o EfIiTEAT

Requestid  StiNg ooz mimskay Requestid.

4. 761
PN ERRES
BATH

POST / HTTP/1.1
ost: facefusion.tencentcloudapi.c

Content-Type: application/json

"LogoParam": {
"LogoRect": {
T g Q)

mEIg @),
"Height": 0,
"Wwidth": 0

I

"LogoUrl": "testl

"LogoAdd": 1,
"RspImgType": "url",
"MergeInfos": [

{

"Url": "https://liudehua-9527.cos.ap-guangzhou.mygcloud.com/image. jpeg"

1,

"ModelId": "mt_1603586676924403712"

"RequestId":

IRIFRE: BR=ItE (It ) BRSEATF 551 #68%)


https://cloud.tencent.com/document/api/670/85619#FuseParam

O BAT

AERE

5. FRERR

ER= AP E&
Bifl= AP| F& 258 AP X#. iR, API Explorer & SDK $BEMS—ENTE, HEGENA—AOZQREMEARREORE AP RS,

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRARER, HEMERSIESHRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. $HiRE

IR T O S5BIREXAEIRID, EthiEiRDiER AHEIRE,

$HiIRED

FailedOperation.Balancelnsufficient
FailedOperation.FaceSizeTooSmall
FailedOperation.FuseMaterialNotAuth
FailedOperation.FuseMaterialNotExist
FailedOperation.ImageDecodeFailed
FailedOperation.ImageDownloadError
FailedOperation.ImageResolutionTooSmall
FailedOperation.ImageSizeExceed
FailedOperation.ImageSizelnvalid
FailedOperation.InnerError
FailedOperation.NoFaceDetected
FailedOperation.ParameterValueError
FailedOperation.RequestTimeout
FailedOperation.RpcFail
FailedOperation.TemplateFacelDNotExist
FailedOperation.UnKnowError

FailedOperation.Unknown

IRIFRE: BR=ItE (It ) BRSEATF

7

REFE, FEELY, EREEBHE.
AEEXMENE, EBRXABESHERNTF34*34,
EMRELH,

EMFEFE.

ARG -E R RRESEY

B R TF&EM.

EREnaifETe4.
MABERbase64#iEAINEITE5M,
RRYERHEIN; FHEEEER,
BRS5PIRREEIR .

FTiEEMH AR, ASIERESRTEE,
SHFRFEETR.

RinARS3 AT o

RPCiEREM, —RAFEMIRSS I,
EMARIDAEFE,

PIEREEIR o

REEIR.

852 H68m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/facefusion/v20220927/facefusion_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/facefusion/v20220927/facefusion_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/facefusion/v20220927/FacefusionClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/facefusion/v20220927/FacefusionClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Facefusion/V20220927/FacefusionClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Facefusion/V20220927/FacefusionClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/facefusion/v20220927/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/facefusion/v20220927/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/facefusion/v20220927/facefusion_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/facefusion/v20220927/facefusion_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Facefusion/V20220927/FacefusionClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Facefusion/V20220927/FacefusionClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/facefusion/src/v20220927/FacefusionClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/facefusion/src/v20220927/FacefusionClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-facefusion/lib/v20220927/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-facefusion/lib/v20220927/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/670/85627#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

5=t
InvalidParameterValue.ActivityldNotFound
InvalidParameterValue.FaceRectParameterValueError
InvalidParameterValue.MaterialldNotFound
InvalidParameterValue.Urllllegal
RequestLimitExceeded
Resourcelnsufficient

ResourceNotFound
ResourceUnavailable.Freeze
ResourceUnavailable.InArrears
ResourceUnavailable.lsOpening
ResourceUnavailable.NotExist
ResourceUnavailable.Recover

ResourceUnavailable.StopUsing

IRIFRE: BR=ItE (Ib5R) BRSEAR

R

KREHKENERI.
AEESHEIRHE AEHEKD
REHEIZEMI,

URLIBRFR &%
TERINREEEE T SRERIRS
HETRE.

BFEAEE.

TS BWRE.

HKSEXE,

IRSSIEFEFER, BHE,
KSR, BRARESCEENaERS .
HRSHEN .

HSEFR.

AERE
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O BT AR

E R AR Sk

EIEEHATE: 2025-04-25 01:33:32

1. EOkR

EOiSKIFESE: facefusion.tencentcloudapi.com .

Bl ARRES (TWiR) AESED, ISEEXER. AREE. FEEE, LRSSY, RRXIFSKoHE, E3 MERRBLERE., B8 ASENES

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8W\2¥
UTFERSHEIR(GIE TEOBRSEINMO AHSY, RBEAHSEGIRR AHiERSH,
BHEW Wik KB ik
Action 2 String ~HS%, FMEORE: FuseFaceUltra,
Version 2 String ~HSY, FMEONE: 2022-09-27,
Region = String AESE, FRFERSHFH iFgFIE,
RsplmaTvoe = Strin EERSERERAR (url 3% base64) , Zit—, urlEHERI1X.
pimglyp = 9 TBUE: url
BRAKREFR. SEREHARNERES . TERTEMERPARURBEMSHAR ARBXE
Mergelnfos.N - Array of B, BRARSSEREARER, SRR HARENS, B4FRMergelnfoiiiih
: = Mergelnfo HEIRSLERMASIEIRE R PRI6KAR .
FBIE: "Mergelnfos": [{"Url": "https://cos.ap—guangzhou.myqcloud.com/merge.png"}]
EMERRE R RYurlitit
®base64 1 url BHURMH—, WREIRELL url FitE,
OE /IR ERPEIRYAT34S*34; BIRRYXF64 * 64, HhF8000 * 8000 ( HifR
. &) .
=
ModelUrl = String OEIEANES!: base64 HBEANFAEIIOM, urlRiBL20M.
OE R8N XHjpgzkpng
FBIfE: https://cos.ap-singapore.myqcloud.com/input.png
EHEIRE Fbase648E
®base64 I url BHURMH—1, WEEIRELL url i,
O EHMERIRF: BRPFEBRIKTF3S*34; BRRITATF64 * 64, /hF8000*8000 ( EisnfR
Modellmage a String &) o
OE /R KNRE: basebd HBEANFAEIIOM, urlFEI20M,
OZIFE R8N XiFjpgpng
FBIE: 19j/4AAQSKZJRGABAQAAAQABAAD/4glo...IftXF/DjFZNXoSP5V2UOHMEAFQf/Z
BERAKGRE (TR ) MRS TRFRERR. ARIEE. BRE. FAIEE. RS IBSHEa%E
. - . 2%, ERBPNRENE. MERAMEBZEOMEE. BfRFusionUltraParamiiig
FusionUltraParam & FusionUltraParam

FBIE: {"WarpRadio": 0.1, "EnhanceRadio": 0.8, "MpRadio": 0.8, "TeethEnhanceRadio":
1, "MakeupTransferRadio": 0}

HREEREFMSHITRFX, BHAH1,
1: ERIAFRIR.
0: FiRhtwR.

=
LogoAdd = Integer HfbH(E: BARILE,
BWHERASESRIRIETEREFER T ARRESEAR, 2AISHENER.
~EE: 1
RRREIRE,
L - RNERISEREATARN “AEBERBAISHER" FH, SUREESEESRAEMALogoBER
ogoParam & LogoParam

FBE: {"LogoUrl": "https://cos.ap—guangzhou.mygcloud.com/logo.png", "LogoRect":
{"X":10, "Y": 10, "Width": 20, "Height": 20}}

IRIFRE: BR=ItE (Ib5R) BRSEAR £854 $£68%,


https://cloud.tencent.com/document/product/670/38247
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/670/85619#MergeInfo
https://cloud.tencent.com/document/api/670/85619#FusionUltraParam
https://cloud.tencent.com/document/api/670/85619#LogoParam
https://console.cloud.tencent.com/api/explorer?Product=facefusion&Version=2022-09-27&Action=FuseFaceUltra

(0% - iit= AR

SHEW pik R fik

EEBIRRSY: AR,

ERAREES (ZWiR) $HFREGS, RUSHERMEE, MBNFRIZEFHS, BEER, W
BEBRTEHRIER, HFERL. 5. ERBERBANESEN-RERGRBTESE, HifesE
IBTREIRIRR

1: BANZIRAER, EEwH.

D ERRIES, EEREER.

D RRRIER, SOHE, EEEEA.

 EMEER, &9 X, SAERBUE, EEREER, TRFIHESER.

D HMRIAR, SOWE, WERMERERIT.

wBIE: 1

SwapModelType & Integer

a b~ WN

3. ey

SHEW ESis) R

RspimgType 7 url B, iIBEIZEEN url, RsplmgType /3 base64 FHE[E base64 #iE. urlE3HiA1X,

Fusedimage  String FBIE: https://cos.ap-singapore.myqcloud.com/output.png

W—iEK ID, HIRSZIKER, BXERESED (EHEREEMEERRERERSR, WiZXERFTLIRE Requestld ) o EfIiHERT

Requestid  String  wgamzeissiay Requestid.

4. 7p

N RSB
TERKMRE

BT

POST / HTTP/1.1
ncentcloudapi.com
: application

on: FuseFaceUltra

"ModelUrl": "https://cos.ap-guangzhou.mygcloud.com/facefusion/FuseFaceUltra/model.png"
"RspImgType": "base64",
"MergeInfos": [

{
1

"Url": "https://cos.ap—-guangzhou.myqgcloud.com/facefusion/FuseFaceUltra/input.png"

"FusionUltraParam": {

"WarpRadio": 1.2

"Response":

"Error": {

"RequestId": "89c

IRIFRE: BR=ItE (It ) BRSEATF 5555 H68m



(0% - iit= AR

2 WA
El:lans ]
BARH

POST / HTTP/1.1
Host: facefusion.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: FuseFaceUltra

"ModelUrl": "https://cos.ap-guangzhou.myqgcloud.com/facefusion/FuseFaceUltra/model.png",
"RspIm : "url",

"Mergeln e I

{

{

"Url": "https://cos.ap-guangzhou.mygcloud.com/facefusion/FuseFaceUltra/input.png"

EEEA

"Response": {

"FusedImage": "https:

"RequestId": "(

5. FRERR

BR= AP £&
Bl AP| F& B8 AP . iR, API Explorer & SDK $ZEMSG—ENTE, HEGENA—AOZAREMRBAZIRERE AP RS,

API Inspector
FPEER AP| Inspector EEEHAE—HIRIEXBM APRRIER, HEMEMSIESRAN AP X3, BaEIEIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/facefusion/v20220927/facefusion_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/facefusion/v20220927/facefusion_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/facefusion/v20220927/FacefusionClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/facefusion/v20220927/FacefusionClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Facefusion/V20220927/FacefusionClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Facefusion/V20220927/FacefusionClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/facefusion/v20220927/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/facefusion/v20220927/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/facefusion/v20220927/facefusion_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/facefusion/v20220927/facefusion_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Facefusion/V20220927/FacefusionClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Facefusion/V20220927/FacefusionClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/facefusion/src/v20220927/FacefusionClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/facefusion/src/v20220927/FacefusionClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-facefusion/lib/v20220927/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-facefusion/lib/v20220927/client.rb

O BAT

BeHIR
« Tencent Cloud CLI 3.0

6. $EiRE

LIRS T2 O SZIstEXAEIR0, EMiERmiEl AHEE0,

RS

FailedOperation.Balancelnsufficient
FailedOperation.FaceSizeTooSmall
FailedOperation.ImageDecodeFailed
FailedOperation.ImageDownloadError
FailedOperation.ImagePixelExceed
FailedOperation.ImageResolutionTooSmall
FailedOperation.ImageSizeExceed
FailedOperation.ImageSizelnvalid
FailedOperation.InnerError
FailedOperation.MediaDataError
FailedOperation.ModerationConfigError
FailedOperation.ModerationFailed
FailedOperation.ModerationResponseError
FailedOperation.ModerationResultConfigError
FailedOperation.NoFaceDetected
FailedOperation.ParameterValueError
FailedOperation.RequestTimeout
FailedOperation.RpcFail
FailedOperation.UnKnowError
FailedOperation.Unknown
InvalidParameterValue.FaceRectParameterValueError
InvalidParameterValue.Urllllegal
RequestLimitExceeded
Resourcelnsufficient

ResourceNotFound
ResourceUnavailable.Freeze
ResourceUnavailable.InArrears
ResourceUnavailable.lsOpening
ResourceUnavailable.NotExist
ResourceUnavailable.Recover

ResourceUnavailable.StopUsing

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

REAE, FEEY, EREEBHE,
ABBEXNMETIE, BIARDHERNTF34*34,
ABEAST-E R REE R .

B R TEEM.
FEMRT#8i31080*10801% %

E R B hEINT64,

BAE Fbaseb4¥iEAIMEIEM,
BERRIYEXHED; FREHEEEK,
BRS3PIRREEIR o

EMEIERE,

HIZEENE.

EMEZEY

EMERERPE,

HRERERENT,

FTiEEMH AR, ASIERESRTEE,
SBHFRHEETR.

RiRARSSERT -

RPCiEREM, —RAHERIRSHIE.
PIEREIR

REAEIR
AEESHERTEABIELR DN,
URLIEHF &%
TEREREEED T SRR o

BEARE.

BEAEFE.

WSEREFE.

HWSBRE.

IRSSIETEFER, BHF.
HERESRM, B RS CERNATERS .
HHECSHEN

HKSEFR.

AERE
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https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/670/85627#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

(0% - iit= rs

Hitiizz
EEMIIR

EIEEATE: 2025-04-25 01:33:31

1. gEOE

EOiERIEE: facefusion.tencentcloudapi.com o

BEEEIELE A ERSNENSUUEERIEMBEXNSEEE, TRRER. MEOREENNEMRE, S8EFMIRESE. BTRPEZApIEERMBEXYEIRE, &
&R,

BRMEOISRITEIRE): 1R

7= (EH APl Explorer

API Explorer 2t TR ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNSRELSRIURBMER SDK FRRG.

2. A\E¥
LATFERSEIRNGIE TIEOSESKRSHEMBL LS, REAHSHIIRR AHi5KSEH,
SHBM Wik E-Sidl )%
Action = String ~HSH, XEOBYE: DescribeMaterialListo
Version = String ~HSH, XEOBE: 2022-09-27,
Region = String ~HSY, FRFRZISH iy,
. - . i&nnld
Activityld = String TEE: at_1729474366010862613
. ~ . #H1d
Materialld | & String TEIE: mt_1597542526641664020_1
FIRBIENRE
Limit & Integer EXNNEMRSTZIFHEROZREMER, MRFTBHEESHEMER, TS SIRIGSKNESHEMER .
BIE: 20
{RizE
=
Offset & Integer SHIE: 0
3. sy
SHBM 2R i
Array of EMFIEREURE

Materiallnfos FBE: [{"CreateTime":"2022-11-29 18:46:34","MaterialFaceList":[{"Faceld":"mt_1597542526641664

PublicMaterialinfos .| cioht"167,"Width":128,"X":221,"Y":125}}] "Materialld":'mt_1597542526641664000","MaterialName

EES
Count Integer =BIE: 10
Requestid String W—iEK ID, HIRSiRERN, SREREPLIEE (EFEREEMFREREIRARSR, WiZRERFLIRE Requestld)
4. 761
TN EaRATIE
BigEMSIE

BRISRNNEMRSTUIFNI20RZMEE, MREFEHNENEMEE, TUSSXEREDT “REE” IR “NIRERY NNSPRMER.
SHIES TG
F—RiER: Offset=0; Limit=20
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https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622
https://cloud.tencent.com/document/api/670/85622#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/670/85619#PublicMaterialInfos
https://console.cloud.tencent.com/api/explorer?Product=facefusion&Version=2022-09-27&Action=DescribeMaterialList

POST / HTTP/1.1
Host: facefusion.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeMateriallist

<REERSE>

{
"ActivityId": "at_1582658911993147392",
"Offset": O,

"Limit": 5

"Response": {

"Count": 0

"MaterialInfos": [

{
"AuditResult": "EE#ZREIN",

"CreateTime": "2 -11-29 18:46:34
"MaterialFaceList": [

{

"FaceId": "r

"FaceInfo":

"Height": 1

"Width":

"MaterialId": "mt_
"MaterialName": "tes
"MaterialStatus":
"UpdateTime": "2022-11-29
by

{

"AuditResult": "EH{ZRRIN",
"CreateTime": "2022-12-15
"MaterialFaceList": [

{

"FaceId": "m

"FaceInfo":

"Height": 16

"Width":

"X":. 221,

nyn.

"MaterialId":

IRIFRE: BR=ItE (It ) BRSEATF

5559 H68m




"MaterialName": "t
"MaterialStatus":
"UpdateTime": "2

by

{

"AuditResult": "EE{ZREIN",
"CreateTime": "2022-11
"MaterialFaceList": [

{

"FaceId": "mt_159053 3435097
"FaceInfo": {

"Height": 167,

"Width":

"X":

mym.

"MaterialId": "mt_15
"MaterialName": "te
"MaterialStatus":
"UpdateTime": "Z

I

{

"AuditResult": "EREZERIN"
"CreateTime": "2022 0
"MaterialFaceList":

{

"FaceId": "mt_1¢
"FaceInfo": {

"Height":

"Width":

"X":

myw.

"MaterialId": "mt_1
"MaterialName": "test4.
"MaterialStatus":
"UpdateTime":

I

{

"AuditResult": "EEfZBEIN",

"CreateTime": "2022-12-15 14:
"MaterialFaceList": [

{

"FaceId": "mt_16

"FaceInfo": {

"Height": 129,

"Wwidth": 119,

"X": 215,

myw.

"MaterialId": "mt_1

IRIFRE: BR=ItE (It ) BRSEATF 5560 #6815




"MaterialName":

"MaterialStatus":

"UpdateTime": "202

"RequestId": "3e93£f5d5-415b-41bf-bded-c4£97e9
}
t

5. FRERR
BIRE API &

Bifl= API & RE5E API XH4. {828, APl Explorer } SDK FRRNA—EAFE, HEENE—AOSZARERBNZIRMRE AP RS

API Inspector

MPEiEE API Inspector BEEIZHIAE—SIRIEXEN AP RBER, HEMERSIES

SDK
= API 3.0 Rt TERENFARTESE (SDK) , XIFSMRERIES, REEHENER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. {EiRG

PATNGIE 7O SZEIRXNERT, EbERBIER 24520,
$5i=tD
FailedOperation
FailedOperation.FuseMaterialNotExist
FailedOperation.InnerError
FailedOperation.ParameterValueError
FailedOperation.RequestTimeout
FailedOperation.ServerError
InvalidParameterValue.ActivityldNotFound
InvalidParameterValue.MaterialldNotFound
InvalidParameterValue.ParameterValueError
ResourceNotFound
ResourceUnavailable.InArrears

ResourceUnavailable.NotExist

IRIFRE: BR=ItE (It ) BRSEATF

ik

BEEM.
EMTEFE.
BRS3PIRRIEIR o
SHFRAEERIR
RimARS3 AT o
RAMEREIR.
KEHKEIEI,
REHEIEMI,
SHFRAEETR.
BRFFHE.

KSERE,

KSR, FRASSCERNSTERS.

hRAHY API X3, thElaisE API Explorer it{TEZREIRK o

AERS
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/facefusion/v20220927/facefusion_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/facefusion/v20220927/facefusion_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/facefusion/v20220927/FacefusionClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/facefusion/v20220927/FacefusionClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Facefusion/V20220927/FacefusionClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Facefusion/V20220927/FacefusionClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/facefusion/v20220927/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/facefusion/v20220927/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/facefusion/v20220927/facefusion_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/facefusion/v20220927/facefusion_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Facefusion/V20220927/FacefusionClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Facefusion/V20220927/FacefusionClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/facefusion/src/v20220927/FacefusionClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/facefusion/src/v20220927/FacefusionClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-facefusion/lib/v20220927/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-facefusion/lib/v20220927/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/670/85627#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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2 +
RSN
RIEE#FATE: 2025-02-11 01:34:59
Facelnfo

ABER

#HaNTENOSIA: DescribeMateriallist,

a =z ik sk
X Integer = AEAEROAE AT
° - TEIE: 271
Y Integer = NERAERON AT
° - FOIE: 153
i NiptEREE
e nieoer = FHUE: 772
i ANBIERESE
e mieaer = FBIE: 634
FaceRect
ABSIERES

WA FHEOSIA: FuseFace, FuseFaceUltra,

& S it ik
X Integer =2 %g*{g’ifﬁ L
Y Integer =2 ;EEZE‘IJ:Q YT,
FuseParam
RMEsH

#WINTF#EOSIA: FuseFace.

& ES:0) ik iR
ERRBEN
ImageCodecParam ImageCodecParam & wEE:
FusionUItraParam
BRENASY

#WINTF#EOSIA: FuseFaceUltra,

B Bl Wik R
WarpRadio Float & RIRERE ., TEATRHREMERARKEEREMERERAF AL, BUEBXKBIGARAR.

EVESEE: 0-1ZiE. BRIABUEO.7.
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=t

EnhanceRadio

MpRadio

BlurRadio

TeethEnhanceRadio

MakeupTransferRadio

ImageCodecParam

ERRIBEH

#ANTF#EOSIA: FuseFace,

2R S
Array of
MetaData MetaData
LogoParam
logo2#

Float

Float

Float

Float

Float

iyl

iyl

o

o

iy}

il

AERE

g

ZSHBISwapModelType ({EBIZER ) BYE1-55%E3
EME: 01

ABEIEERE . WEANARBTIEE, BINEME, MERE., SEMPHARTBIEN, REFBIFRRHETIAR
B, RESAEERRETA
BUESEE: 0-12Zi8, BAIABUEO.5.

Z2H(BISwapModelType ({EBIZR ) BYE1-55%E
=GIE: 0.8

B . HEMENESREmERIR, AH#TiRE.
EVESEE: 0-1ZiE. BRIABUEO.5.

Z2HISwapModelType (#&E128Y ) BYE1-5543
~flfE: 0.8

ABEAEHIFFR (BEFR3HF)
SEMARSECEIEHET, S ARSEMEREEIRAYEH AR

ZSH(ISwapModelType ({EBIZER ) BYE1-5%K
w~E: 1

FitgiEFX, BRAREN1

FiGIEiE, EEFE, HEMFETRIT (MFERFT) aTLATFUILFX
0: FistEExid

1: FSIEEITH

ZSH(WISwapModelType ({EBIZER ) BIE1-55%3K

~ENE: 1

WBIEBHX, BARNERO,

BEMRIREBIRIMAER L. B): NRFELFUARSERERS—H, TLUTHLAX.
0: WAEEFBXA

1t BEEBITH

ZSHILFSwapModelType (#REIEE ) BYE1-5%%

HUE: 0

fiiR

THIER RS SHRMINGES . EERNEEXNTHE, TLUS—LEMMERBRARIXGR. XEESRUBTIR
. R, FRFEN, HERSMRGLENERIREPER.

MEFEEAT

wBiE: 1

WA FHEOSIA: FuseFace, FuseFaceUltra,

=t

LogoRect

LogoUrl

£S5l

FaceRect

String

Wik

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

WRRE R TR S ERE RRRE, SRBATIHRRE R TREA IR TE .
Width. Height <=2160,

wFlE: {3}

FRIRE R Urliteik

®base64 #ll url IR MH—1, WNREIRMELL url i,

O ZIFE F1&0: Zi5jpgskpng
ZAhR: base64 HIBEANFEZI0M,.
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E=4d ESid) Wi
Logolmage String &
MaterialFaces
ARER

#HaNT#ENOS|IA: DescribeMateriallList,

B ESid]

Faceld String

Facelnfo Facelnfo
Mergeinfo

ABE R SRS ERIREARMERSR .

#ANT#EAOSIA: FuseFace, FuseFaceUltra,

E=4 ESid) Wik
Image String &
Url String &

InputimageFaceRect = FaceRect &

TemplateFacelD String &
TemplateFaceRect FaceRect &
MetaData

MetaData#igéE44, Key/Valuetgzt
#WNT#EOSIA: FuseFace.

=3 bS]

MetaKey String

IRIFRE: BR=ItE (It ) BRSEATF

ik

JELBUAR: base64 HwBEXNFBIEM .

E: string

HWABFbase64.

®base64 Fll url IR MH—1, WNREIRMELL url 7,
OZIFE F1&0: ZiFjpgkpng

ZAhR: base64 HIBEANFEZI0M,

JELBUAR: base64 HwBEXNFEBIEM,

& string

iR

HABFbase64,

AEFS

i

~E: string

ABEIEER
wpiE: {3

iy

®base64 Fll url HEIRMH—1, WNRERMELL url i,
OEMBERIRE: BIRPEMRIKTF34 *34; BEFRIKAF64* 64, (BRFEBZIETEEKRI0%ES, &
WEEBEHERAN) o

OZIFE R8N XiFjpgmkpng

& string

WABEKRurl,

®base64 #l url BHURE—, INREFZEIA url BiEE,
O =HMERIRF: BRPEHBRIKTF34*34; BRRIKATF64* 64, (BERFEBZETEEAIO%NESR, B
WEBEHERAMN) o

OZISE R8N Xi5jpgaipng

& string

EEMERABRMERER (ARIE)
Width. Height >= 30,

wBiE: {3

EMARID, FIEEGABRRAALR

TBIfE: string

BRPARMEES(ARIE), FERANSEAAL. KFRNERBTERRMESBEEXNEREMHSR.

Width. Height >= 30,

Witk

HO

fiik

MetaDatafIKey, FFHEFREERII32
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MetaData#iValue, FFHKEREERIZ256
~BE: string

HO

MetaValue String

PublicMaterialinfos
=HER
#WANTFIEOSIA: DescribeMaterialListo

=t ESiE g

=tid

Materialld String THIE: mt_1858693821665306272

MRS

FERHE:

0 Hizh

1 NI @S

2 AIEZE®

3 Hifeh
MaterialStatus Integer 11 BRI

12 Bk

21 HgEEkEid

22 HgEEEM

31 MR TLIERLTH, FHTH

32 PSR TRAL TR B

33 ABRESAH

REIE: 21

BUEERYIE)

CreateTime String TOIE: 2023-11-19 10:08:34

fEckRdia)

UpdateTime String FBIE: 2023-11-19 10:08:36

ABEER

MaterialFaceList Array of MaterialFaces FBIE: [{Faceld: 00", Facelnfo: {X: 57, Y: 57, Width: 123, Height: 169}}]

EME

MaterialName String FOIE: Wit

HZIRE

AuditResult String FOIE: "EERE
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tHIxRTS

EIEE#RATE: 2024-12-20 01:30:32

LIREiRAR

WMRREISERPEFE Error FE, NWRTFHA APHZOXMK. fign:

{
"Response": {

"Error": {

tials

1
I

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

Error 1Y Code £RiEIRIE, Message ¥RIZEIZHIEKEE,

HiREIIR

AIHERE
RS
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotinWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

AERE

could not be validated. Plea check your signature is correct."

L]

BOBT%.

iERLEBAY Authorization AFRBNEIRE,
ZHHEE (F=R= API BHER) .

MFA $8iR.

BRFEFE. 5 2656 RERPEREORMHESR, INASES, SRERBPREES
IEth, EERRFEEER.

EREH, Timestamp MRSHEABERFTEERSH, BREFRIIEDI SR ERE

[SE

BEEER. ERTEER, BURBAASNPHESHEEREESIHHETE.
token #iRo

ERKIEN . 1ESE CAM HEFILERATIRA

DryRun ##{F, KRIERGESZMINE, RESET DryRun £,
BRIEEM.

PIEREEIR o

BOXEFE.

SRR (BIESEHRN. RBEHR) .

SHEEEIR,

iBXK body B multipart H8=(&i%,

IP it FER S g,

IP bt REE B P,

B EERRS o

ROSH.
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598
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5=t

NoSuchProduct

NoSuchVersion

RequestLimitExceeded
RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A SSEERES
5=t
FailedOperation.Balancelnsufficient
FailedOperation.FaceSizeTooSmall
FailedOperation.FuseMaterialNotAuth
FailedOperation.FuseMaterialNotExist
FailedOperation.ImageDecodeFailed
FailedOperation.ImageDownloadError
FailedOperation.ImagePixelExceed
FailedOperation.ImageResolutionTooSmall
FailedOperation.ImageSizeExceed
FailedOperation.ImageSizelnvalid
FailedOperation.InnerError
FailedOperation.MediaDataError
FailedOperation.ModerationConfigError
FailedOperation.ModerationFailed
FailedOperation.ModerationResponseError

FailedOperation.ModerationResultConfigError

IRIFRE: BR=ItE (Ib5R) BRSEAR

ER8

FRAEFE

BORATFE.

IERAOREEE T IRERIRH o

EWSEILSRZRIRH

IP BRSR

EMSIRSA,

iEREBIRFK N

BRRGA.

BREAE.

BETFE.

BEFTH.

RESBEERFEIA N,

HEIRSERATTA,

RIBIURLE

RMSHIER, APSERENNSHLSHER.
BAERSZS

http(s) iERIMHIEIR, R32#F GET #1 POST iEK,

BORSAiEtE

i5ER

REFE, FEELY, ERERBHE.
AEREXNMEEE, BNARSHERNTF34*34,
EMAREEEZ

EMAEFE.

ABEAG - RERD R

B R TFEHEM.
FMRT#8i31080*10801%%

B REinsfzEiFed.

BB Rbase64#iEA/INEIZ5M,
ERRIESAHEIN; FTHEEEER,
BRSSPIEREEIR

EMEIERE.

HZEENE,

EM R

EMERERPE.

HREREENT

AERE
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FailedOperation.NoFaceDetected
FailedOperation.ParameterValueError
FailedOperation.RequestTimeout
FailedOperation.RpcFail
FailedOperation.ServerError
FailedOperation.TemplateFacelDNotExist
FailedOperation.UnKnowError
FailedOperation.Unknown
InvalidParameterValue.ActivityldNotFound
InvalidParameterValue.FaceRectParameterValueError
InvalidParameterValue.MaterialldNotFound
InvalidParameterValue.ParameterValueError
InvalidParameterValue.Urllllegal
ResourceUnavailable.Freeze
ResourceUnavailable.InArrears
ResourceUnavailable.lsOpening
ResourceUnavailable.NotExist
ResourceUnavailable.Recover

ResourceUnavailable.StopUsing

IRIFRE: BR=ItE (Ib5R) BRSEAR

i5ER

FTiEEMH AR, ASIERESRTEE,
BHFRIEETR.

RimARS3EhT o

RPCiEREM, —RAEERIRSSIHIE.
RRMEDHEIR

EMARIDAEFRE.

PIEREEIR o

REEIRo

KREKEERI.

ABIESHEIRHE ABRIEKN
REHTZEMI,

BYFRIEETIR.

URLIERF &%

TS BWRE.

HKSEXE,

IRSSIEFEFER, BHE,
KSR, BRARECEENEFERS
HRSHKEN .

S BSkR.
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