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1 §# ============================== Filebeat inputs =================cs============

2

3 filebeat.inputs:

4 - type: log

5 # Change to true to enable this input configuration.

6 enabled: true

7 # Paths that should be crawled and fetched. Glob based paths.

38 paths:

9 - fvar/log/*.log

18 # ============================== Filebeat modules =============—===—c============
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"successful" : 1,

"skipped" :

"failed" : @

}

5
"hits" :

{

"total" : {

| "value" :

2418,

| "relation" : "eq"

B

"max_score" : 1.0,
"hits" : [

{

_index" :
_type" : "_doc",

"_id" : "KeTV93sBaSxB-vTWWd3Z",
_score" : 1.0,

_source" : {

"filebeat-7.10.2-2021.09.18-000001",

"@timestamp" :
"agent" : {

| "ephemeral_id" : "a314e@b6-df72-4ecb-9192-5a7d8
| "id" : "3001e895-34be-4cbb-b8a4-804f812c0819",

| "name" : "WM_32_9_centos",

| "type" : "filebeat",
|

"2021-09-18T07:35:59.1942",

"version" : "7.10.2",
"hostname" : "VM_32_9_centos"
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# ==== ======== == Modules configupation == == ==== =====

metricbeat.config.modules:
# Glob pattern for configuration loading
path: ${path.config}/modules.d/*.yml

# Set to true to enable config reloading
reload.enabled: false
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tid

0

¢ _index 1855
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auditbeat.yml
1 # =========================== Modules configuration ==
2 auditbeat.modules:
3
4 - module: auditd
5 # Load audit rules from separate files. Same format as audit.rules(7).
6 audit_rule_files: [ '${path.configl}/audit.rules.d/*.conf"’ ]
7 audit_rules: |
8 ## Define audit rules here.
9 ## Create file watches (-w) or syscall audits (-a or -A).

## examples or add your own rules.

[y
o]

o JEREBRIRE CVM Efl, IFERICREREM CVM £, SRERERERA.
O CVM #ZREMLEF, (ZFAEREREIFR CVM LI TR REREE .

IRIFRE: BR=ItE (It ) BRSEATF

Uncomment these
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O BHS

Elasticsearch Service

INSZHEFRER ML ER— VPC TR CVM SLli#TRE, EXEKREIBMR CVM I, FEEMCRERNH.

fl2Auditbeat EERE (RECVMHER)

° ESAuditbeat REE > e ERERLEICYMES

CVMSEBIID/EFR Ptk BiEES D
pATE
TencentO. ..
Fap
TR
TencentO...
AR
AT E
TencentO...
PR
TR
TencentO...
PR
pATE
TencentO...
AR
TR
TencentO. ..
Fap
PN
TencentO...
AR
TR
TencentO. ..
PR
TR
TencentO...
PR
pATE
TencentO. ..
PR
H o471 = 10~ /1
& HesHA g

m
]
=4
3

.L;

f

-

&

[

B

==

B

==

[

B

2&E

B

2&E

3. BEMERARE, bt Beats REREERE, TUEE Auditbeat REBETIRTS, BR “ERE" NRRREBRLRMI, XI5 (ZUCREERE M

&8 CVM 36l
Kibana 2843

IRIRERE: BR=ITE (1bF) BRSEAE
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® E%FHE Elasticsearch Service

1. 7 Kibana Z£MIS#it=g Discover, i Auditbeat FREREIRE:

= . Discover New Save Open Share Inspect

B v  Search KQL v Last 15 minutes Show dates G Refresh

®  + Add filter

M

i _* .
auditbeat-* 3,536 hits
QU Search field names Sep 27, 2021 @ 17:14:39.079 - Sep 27, 2021 @ 17:29:39.079  Auto v
® Filter by type 0 2000
Selected fields 1500
€
<> _source 3 1000
o
Available fields 500
t _id
0 — PR — —
t _index 17:15:00  17:16:00  17:17:00  17:18:00  17:19:00  17:20:00  17:2:00  17:22:00  17:23:00  17:24:00  17:25:00  17:26:00  17:27:00  17:28:00  17:29:00
# _score @timestamp per 30 seconds
t _type Time + _source

B @timestamp

~ Sep 27, 2621 @ 17:29:30.358  @timestamp: Sep 27, 2021 @ 17:29:30.358 server.domain: receiver.barad.monitor.tencentcs.com server.ip: 169.254.0.4

t agent.ephemeral_id .
server.port: 80 server.packets: 6 server.bytes: 348 related.ip: 172.16.32.9, 169.254.0.4 related.user: root

t agent.hostname host.os.family: redhat host.os.name: CentOS Linux host.os.kernel: 3.10.0-693.e17.x86_64 host.os.codename: Core

2. 7£ Kibana £MISHit=, g Dashboard, £ Dashboard 5i&s, & [Auditbeat File Integrity] Overview, &E&MIEHRITTEER:

= . Dashboard = [Auditbeat File Integrity] Overview ECS Full screen Share Clone ¢ Edit

[®) v Search KQL v Last 15 minutes Show dates C Refresh

®  +Add filter

Actions [Auditbeat File Integr... Events Over Time [Auditbeat File Integrity] ECS sao  Top owners [Auditbeat File Integrity] ECS
© initial_scan ® root
1,200
® updated @ chrony
1 849 @ attributes_modified ® nginx
1
initial_scan - Count 1,000 ® ntp
@ syslog
800
-
€
3
150 § wo N
updated - Count Top groups [Auditbeat File Integrity] ECS
@ root
400
\ ® utmp
@ chrony

200 ® postdrop

2 O tty

attributes_modified -
Count 0o, WM _ _ —_— em
17:25:00 17:27:00 17:29:00 17:31:00 17:33:00 17:35:00 17:37:00

IRIFRE: BR=ItE (It ) BRSEATF £18 H31}R
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gl Heartbeat RERSZBH|IKE

EIEEFATE: 2024-10-12 21:50:12
Heartbeat REREMETREIENEIERESS, X5 ICMP 1% (@& ICMPV4 1 ICMPV6 ) . TCP Ml HTTP i, sEBEaRUIRSHIAI A

RIFBiE=R

Hearbeat @&J EaiFUREURSHIT AN, ALLBIZEAE URL FIRMMISETIRRETSEER, ZiFEZ ICMP. TCP. HTTP i#17 ping 1, Atz
5 TLS. SAIEIEMMKIE, Heartbeat i@IEE monitors #TIEMIEEENHEMILHNIETER, BRISZIF=M monitor:

ICMP: %45 IPV4 #1 IPV6, &iX ICMP igR&NIRS2EAIA, % monitor FZ root R,

TCP: ki% TCP igRIRMIRS 2ETH.

HTTP: &% HTTP i&RENRSZSSETAEEINE, LARIMEAAZSE. MLk ERNST2EER.

R{ET

1. Bifl= CVM £, iRz ES &8¥# Logstash £, #7fER— VPC . BB = ES &8 Logstash SEIRIXARAERE

A EE
Beats BRIX3Z#5644IR Linux #ERR

2. BBf= CVM EfIU AL REMUNTE, (NHFHERRBMELNFL CVM I TRRERRE, BIMRMEER LEEMNUNFEF

MES TR

Heartbeat RE&EERE
1. E& Elasticsearch Service =& Beats BI2RHE, SRS EXAE, BEelE Heartbeat RESS,

Beats B ® iz - Beals(ERHRH 2

(D HMREHTHBeatsELinux BHIRGHCYMER, BCVMEHIFRENBEAEHNEEFFN, BeatsTH HGIHEH BiRClasticsearchilt, THEMEM 2

SRR
Filebeat i @ Metricbeat P [D Auditbeat fO Heartbeat i %~ Packetbeat
SRNATRNE, BF | SRLEERNE, BF | | SMEFTETHNE, EEEFRGLENNRE | 9 @RUMENERNE,
A EE B S MR UHRR S L BT P FAFU Linux BHER RRMB, W EDRN | HiNFRETE, HRTR
P PERE FEMES R A § WREERAR S

2. 78I Heartbeat R&:EH, SERERES.
ficE Heartbeat &8, MANGEERERRERER . REBREET—F.
REREBM: BENKERNENR, BRI - 50MEX. iXF. HFHTFREL (_) .
TEMA: 72#56.8.15. 7.10.2857.14.2kR &

RESRNE: REMBIESIFEXRIBINZ Elasticsearch 5 Logstash £fl, {Si#RSTERESIERN CVM 7EE— VPC T8I ES &8
Logstash £l AZiFREZEFRRR ES £8 .

AREEE: SEEHHRESEIABAPSFRIALEN ES £8, SEESHAPAMNER, # Heartbeat BIRME ES £EHPEANHIE. APREIA
7 elastic, ZRHEECIEIRE.

Monitoring: AiERE Kibana RERMKLE Heartbeat BIHBXIEIR . 2RIt ES &88F, Monitoring BRIAERFNIRESEMLERA ES &
B, LRESEWMA Logstash RS, WHEEEREXHPEINFINATFEEESIEN ES St

Kibana Dashboard: Ai&RFEREEIAR Kibana Dashboard.

REX YMLEE: BRERNSNT, B8 YML BEBESEEAXH Configure Hearbeat o
type: monitor 28, %#Ficmp. tcp. http.
id: BEXH monitor Z¥R,

name: BEXH monitor &#R,

IRIRERE: BR=ITE (1bF) BRSEAE 19 #31:m


https://cloud.tencent.com/document/product/1340/51945
https://console.cloud.tencent.com/es/beats
https://www.elastic.co/guide/en/beats/heartbeat/current/configuring-howto-heartbeat.html

O BHS

O hosts: BEZRNAIARSS L,

O schedule: #&iNsH=,

x5 x ok ox ok ox x RIREIRSSIEN—IRo

O check.response.status: Z monitor 7 http i, http EOEEWMNIFAIASE, 11200,

BliEHeartbeat &S (RECVMBR)

o EcEHeartbeat EE >

FEESER 2

# Heartheat ######FFEEEH# TGRS

# Directory + glob pattern to search for configuration files

ErEEE. elastic
heartbeat.yml
1
2
3
4
5 # of individual yaml files.
6 heartbeat.config.monitors:
7
8 path: ${path.config}/monitors.d/*.yml
9
reload.enabled: false

[y
* @

a5

# Umig AafFnm +n ~hacl Lan slhesmses

o JEREBRIRE CVM Ehl, IFERICREREM CVM £, SRERERERA.
O CVM #ZREMLEF, (NZFAEREANEIFR CVM LI TR REREE .

IRIFRE: BR=ItE (It ) BRSEATF

# Define a directory to load monitor definitions from. Definitions take the form

# If enabled, heartbeat will periodically check the config.monitors path for changes

Elasticsearch Service
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INSZHERRER ML ER— VPC TR CVM Ll TR, EXEKREIBMR CVM I, FEEMCRERNH.

fliEHeartbeat® &S (RECVMBRS)

Q s=remenzss > @) mrEmmmmcwss

FESERE ©
CVMELHID/SFF PHa RGO
PN
TencentO. ..
PR
AT
TencentO. ..
FaF:
PN
TencentO..
PR
AT
TencentO. ..
Fafd:
PNTH
TencentO..
PR
FNTH
TencentO. ..
P
T
TencentO..
PR
FNTH
TencentO...
PR :
AT
TencentO..
Fafd:
PNTH
TencentO...
PR
4 =E 10~ =/
= weEsE Elig

3. BEREEARE, M43 Beats RERSERM, ALIES Heartbeat REHIETIRE, BF
12 CVM 6,

Kibana EE4&3R
1. BRBAZ Kibana B4%I& .

IRIRERE: BR=ITE (1bF) BRSEAE

Q o
FESWT  EndEE @
e ) ==
=% ==
=2 B==
s E==
=2 B==
e ) ==
S ] E==
==z B==
S ] E==
=== O==
1 IST | » | M

‘IEE” MRTRE[LRM . 2T (EARESLE
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https://cloud.tencent.com/document/product/845/63301
https://cloud.tencent.com/document/product/845/63302

O BHS

2. £ Kibana ZUSArt=8E Discover,

B v  search
®  +Addfitter
heartbeat-*

Q search field names
@ Filter by type
Selected fields
% _source
Available fields

t _id

¢ _index

# _score

¢ type

B @timestamp

t agent.ephemeral_id
¢ agenthostname

t agentid

IRIFRE: BR=ItE (It ) BRSEATF

Count

>

1500

Time +

&if) Heartbeat RERIEIE.

KQL  ® v Last1hour

20 hits
Sep 28, 2021 @ 14:59:05.051 - Sep 28, 2021 @ 15:59:05.051 Auto v
15:05 15:10 1515 15:20 15:25 15:30 16:35 15:40
@timestamp per minute

_source

Sep 28, 2021 @ 15:58:54.788  @timestamp: Sep 28, 2021 @ 15:58:54.788 tcp.rtt.connect.us: 1,207 http.response.status_code: 401

http. response.body.hash: 961eeb737ca61c461169576885b3e853404222167b89e0T43870e95704a084 http. response.body.bytes: 381 http.response.body.content: {"error”:{’root_cause

WWW-Authenticate

security_exception”, "reason”:'missing authentication credentials for REST request [/]","header”:

:"security_exception”,"reason”:"missing authentication credentials for REST request [/]","header”:

Basic reals
{"WWN-Authenticate” :

Elasticsearch Service

Show dates

15:45 1550 1555

"security\" charset=\"UTF-

“Basic realm=\"security\" charset=\"UTF-

$22 #31;



@ H%izﬁﬁ Elasticsearch Service

8l Packetbeat REMERE

E=IEEFAYE: 2024-10-12 21:50:12

Packetbeat EZENMERECDRESS, BFNAEFIMELENEN, IFBEURERE logstash Eflsk Elaticsearch BT, FH1E Kibana &
ARLES.

RIFBiE=R

Packetbeat B3 REMABEHMEZREHIE (HTTP. MySQL. Redis &) , {ESHAFPTLAZIENNAEFVIERTIER. IMAATE., SLA 48, B
BEENEEE,

TR

Eifl= CVM £, BEifl= ES &8##0 Logstash 3£, #RER— VPC T. Bz ES £8#1 Logstash SEHIRIKIRAER .

o ZER
Beats Bai{¥{3z#§640A9 Linux REERS .

BBz CVM LB REEEICEITF, (NS HERREMEETFI CVM A TERERRE . BMEESR LEEMCEFERR.

Packetbeat RE=EKE
1. &R Elasticsearch Service =& Beats EIERE, FHSIURSIAXAE, 2EEIE Packetbeat K&E8E.
& BAE mex |z
Elasticsearch Beats BB  © M2 - fEmREm 2
Service
HE
@ MTFOVMIES, UFRZIFELNUXRL, ECVME SEDRHTIE. EEEEER X
BESH
BUERSEE
SERIEZR
@ Filebeat Metricheat |:|:| Auditbeat @ Heartbeat Packetbeat
ES EpEE BEOATRES, BTRENEAR BELETRES, BTMRAHS BEVEIASRES, BTME Eeiat E MR
X e Linux FHHEZREOEIE HEBRURENRSENTE £, ANTRERELENRDIE
Logstash & Q o
2 Beats B2 REBID/ER ¢ RS REBER Y REBRE T REBBIH KA Ui/ ER B #iE

2. 78I Packetbeat REEH, IREREREER.
ficE Packetbeat K28, MALERERERREEE . REBEET—F.
REBRSH: BENRERBMZR, BRI - 50MEN. NF. HFHTHE (L) -
RRIRA: 2456.8.15. 7.10.28:7.14.2kR %

ReEgEEE RENSIESIHEXZIBINE Elasticsearch 5 Logstash 3fl, iS&E5ERESHIEN CVM £R— VPC ThI ES &80
Logstash £fil, FZIFHHEFER ES &8,

BREEE: SEERHRESIENFBARPERININ ES £5#, TEHESARANED, # Packetbeat BIURME ES £EHRSEANEIE. APZEH
A7 elastic, EBAEECIEITSE.

Monitoring: AiER#E Kibana REREIE Packetbeat RItEXISR. LRE=EMtJ ES SE8#0F, Monitoring BNAGERTIRESRMLERN ES
£88; RESEANEP Logstash XHlRd, NEEEREXHPIINFINATEFEEESIEN ES St

Kibana Dashboard: @i&R£EREIAR Kibana Dashboard.

KEEEE YML &

Packetbeat ZIFRESHMUMMERE, EARSMNNSHEISEESNE Configure Packetbeat

IRIFRE: BR=IE (16F) BREEAR $23 #31:


https://console.cloud.tencent.com/es/beats
https://cloud.tencent.com/document/product/1340/51945
https://www.elastic.co/guide/en/beats/packetbeat/current/configuration-protocols.html

O BHS

EliEPacketbeat &£ (FECVMHERE)

o EcEPacketbeat £ >

= elasticsearch v v | () FEESEER

EEBE- elastic

1 # =========s===================== Network device ==========s====s===============

2

3 # Select the network interface to sniff the data. On Linux, you can use the

4 # "any" keyword to sniff on all connected interfaces.

5 packetbeat.interfaces.device: any

6

7 ¥ ==================ss==s==s========= FlOWS ===============s====ssss=ss=ss======

8

9 # Set enabled: false or comment out all options to disable flows reporting.
packetbeat.flows:

[y
* @

a5

# Cat matuaml £ FSmanod Clmir 3, 31Tl ad §£ ma maclbad de0 nacaivad hafans hadne

o JEREBZIRE CVM £fl, EIFERERERM CVM 2, ERFSREMERR.
O CVM pRZREMCETE, (RFHERREMCEIF CVM EfI TR REREE.

IRIFRE: BR=ItE (It ) BRSEATF
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INSZHERRER BN ER— VPC TR CVM Ll TRE, EXEKEIBMR CVM I, FEEMCRERNH.

fliEPacketbeat®REZE (FRECVMBEE

@ m=rckewenzzz > @) wrssmmscvMs

CVMECHIID/EE P R
PN
TencentO. ..
P
AT
TencentO. ..
FaF:
PN
TencentO...
PR :
PNTH
TencentO. ..
Fafd:
PNTH
TencentO..
PR
FNTH
TencentO. .
PR
T
TencentO..
PR
FNTH
TencentO...
PR :
AT
TencentO..
Fafd:
PNTH
TencentO...
PR
=43 = 0y =/0
= weEsE Elig

3. BEREEAE, i3 Beats RERSHERM, TJLIESE Packetbeat RESZITRE, BF

1 EE CVM =61,

Kibana E84&%3R
1. BRBAZ Kibana B4%I& .

IRIRERE: BR=ITE (1bF) BRSEAE

FEE

I
B
&
i
=)
®

o
==

S

B

BExE

B

==

Bz

B

Bz

B

Elasticsearch Service

‘IERE” MRTRE[LER 2T (ZRESRE
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https://cloud.tencent.com/document/product/845/63301
https://cloud.tencent.com/document/product/845/63302

O BAT

Elasticsearch Service

2. £ Kibana Z=MISHit=8gE Discover, &if] Packetbeat REREIE:

= . Discover

New Save Open Share Inspect

[B) v Search KQL [ v Last 15 minutes Show dates G Refresh
®  +Add filter
packetbeat-* < 6,116 hits
Q search field names Sep 28, 2021 @ 17:23:55.378 - Sep 28, 2021 @ 17:38:55.378  Auto v
@ Filter by type 0
500
Selected fields L 4
< _source § 300
© 00
Available fields
100
p mEER HERER HEN
0 |
t _index 17:2400  17:25:00  17:26:00  17:27:00  17:28:00  17:29:00  17:30:00 173100  17:32:00  17:33:00  17:3400  17:3500  17:36:00  17:37:00  17:38:00
# _score @timestamp per 30 seconds
t _type Time « _source
B @timestamp
> Sep 28, 2021 @ 17:38:41.866 @rimestamp: Sep 28, 2021 @ 17:38:41.866 related.ip: path:

IRIFRE: BR=ItE (Ib5R) BRSEAR
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@ H%"L:HE Elasticsearch Service

B2 CVM )

EIEEFATE: 2024-10-12 21:50:12
SRRERZKE, FliEd Beats EEIMaE, BEEMNEERERTRIILER CVM E6l,

MES R

1. &R Elasticsearch Service iZ%l& Beats B2, RIREE0/iE Beats FE&=5.

Beats Bl @ rm12 ~ Elasticsearchi#AitX  Beats(EEigE

@ FFOVMER], HEHRTEEE inuxES, BCVMEANAREEN ZSBIEHE, SEACERER 2

BUEREERS
@ Filebeat Metricbeat [D Auditbeat (O Heartbeat Packetbeat
BEEMAEFESESE, BETWE BEUSITHEER, BTAE EEUSITAEFSESR, BT ERETREENREERSE SETMEIIRTSSE, B
MEARESHG FHAIRSHEEEIT TEE Linux ERITIEZERIEER £538, AT EREEENIE MiERE, AEhTIREMEE
EgeTE sl
Q o
REFIDIZIF ¢ & FEREDY FERRERE T FREREH FEERRkR A R AEERR 1B
EHESERCVMELI
- - GVM Elasticsearch&8%: 2023-03-23 17:14:18 iR ERAE
I ) filebeat ERO1E es-Tahkajs 7142 2023-03-23 17:14:42 -
= v

2. TERERTIRDP, EFRE > EB2M CVM Ifl, AILIEE Filebeats REFTIEITHIZE CVM Xfl. & CVM LBIMRERESTHERER “OHIE
7, RIAREREZ CVM 6] ERREESIERET,

REZFRSEFCVYMEEH X
FINCYMERH Q o
CVMBEES ID/EFR 1Pttt BERE @ FMEBIBITINR HRIE
. YN o \ =
v KR CentOS 7.5 64bit ) LHER T
5w 1 fMm

FERECVMELH| BRGH

IRIRERE: BR=ITE (1bF) BRSEAE 827 #31:


https://console.cloud.tencent.com/es/beats

@ H%"L:HE Elasticsearch Service

#13 Filebeat X TKE &22H&
=IEEFRAYE: 2024-10-12 21:50:12

WFREREHDTEAE TKE SREEFS, WLUER Filebeat REHIE, HISREMEBIBEERNZIBNE Elasticsearch SIS, MREFZM
IS5, halIBSRIEREZIENER Logstash Ri#{TidiRSFAME, RETLIE Kibana REIHSTEE. AN ENAIEE Filebeat REASHE
M=k TKE SHEF.

RIFBiE=R

Filebeat E—MEERMATRES, ALUBAMRER LY TKE 3BEE, NESEOHE TSRS iRNATEEHE.
Filebeat BEBZTIEMARERR, IFEHMPEIERT, ICRPEHENENXEUERS, RERSERFIMN PRSI ERETE.
Filebeat IERESRE nginx. apache LIRERRSZHAE, HERHAIEESIFANERERIR, RANELTXERSHEEREDE.

R{ET

BBz TKE ). Bz ES &8## Logstash £, %ER— VPC T, BNz ES &8 Logstash SEHIRIKIRAER
TKEEHFZZERETHRRERNINESER

RMET R

Filebeat REESEE
1. &R Elasticsearch Service Z#l& Beats SIBRHE, EIRSZHEXAE, £ Filebeat REREEIFE TKE ABERE.

Beats 3  © 1 MeE) ° Beats{#F5R [2

@ XFCVMSES, LFRZIFRELNXRS, BECVMEHINTRBBAZANUHFHE. SEREEE 2

BIERER
QP
@ Filebeat |:|:| Auditbeat (O Heartbeat &y Packetbeat
BENBTRER, BTRE

RERNEITASRER, BT i) HIR REANEMRIERESR, BN
R Linux BFITAESRAOEIRE AR , BRI TFRENEE

CVMHSRE TKEHERE

2. T8l Filebeat R&RH, IREREREXER.
21 2, EFmHEN:
RER/EIR: Wi, BERERIBIR.
RERIRAS: Wik, %§56.8.21. 7.10.2. 7.14.0. 7171, RERATEFIREBRMHLIIAIRAER .

SREERSAIL Wik, REMBIESIFEXZIBN= Elasticsearch &85 Logstash 3£ffl, iSiERSHERELIEN TKE £@— VPC THI ES &8
# Logstash 3£l , FIFRLEFIRRR ES &8,

APEEE: »iE, SERNERERIRIFBRPERIAEN ES £8f, TEESHAPEMENE, #18 Filebeat BHRME ES £EHPEAHIE. AP
ZEIANA elastic, HERBHEECIERNRE.

[2H Monitoring: i, QiEEERKLE Filebeat AIHEXISIR, ZiRERHM N ES L8, Monitoring BRIMERTRESRMHIER ES £E5;
ZREEREIM P Logstash HlRT, NBREEREXHPEINFINAFFEHEEIER ES S8t

[2H Kibana Dashboard: @&, @iERFE/KEIAR Kibana Dashboard.

IRIFRE: BR=IE (16F) BREEAR 28 #31m


https://console.cloud.tencent.com/es/beats

@ H%"L:HE Elasticsearch Service

BliEFilebeat REE (RETKERRHE X

O szwzEn >
REAZRTIR «

o e
ZARRRAS * v

LRRRA T EA R E R4 B R AR AAEE

SREEZR L -

elasticsearch v v | ) FTRESER 2

AR EIFRARESEREY

AP &®m

}= F8 Monitoring

J&F3 Kibana Dashboard

2288, REREKRR:
FREEFABMZE VPC: ERAMER E—SRERMHEFNZEN VPC, BFRTEN,
RE TKE &8¢ ID: i, FREM TKE &89 ID, TKE SR ERISTHRESHEIIRESER
RERE: ABITPERMREDIENESRERSE, LIR104,
REBEBR: WH,
WRTE: Wik, F—NTHAERE 88/FA88 . FoANTHAIEEGETE, THSE, FIITEEFEa2BGa=E,
Pod 17%: #iH, SZIFAES 4 Pod i5E, FEZERBESXR.
BREM: EEH, HENIRSTLRAEREBATERRGIZEZT, H=M, Filebeat REGETETHE Pod IFENEHER.
BAHIRSISIAEIS: ®iH. SANRSISAISIE(E) ES R5IBMRM—AES, BNz filebeat-%{lindex]}-%{+yyyy.MM.dd}##d index .
BERATIE: #iH, REXEFEREARE, ESIXEF, LESHR.

IRIRERE: BR=ITE (1bF) BRSEAE 29 #31m
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EHRREmE: EiH, MMUIRERIAGRN. BiRE, —RRARNARE, #HESN BEXHESSS
BliEFilebeatREEH (RETKERRAE) X

@ izessan > @) =mwsxs

PRTEALE MLEVPC

G RETKEERD @+ v

RERE + R0

MIBERE
ap R ZTI8) * a5 v v
Pod 7% il
fiip
BEREM
- HO)
IEAESHS|BFEY
BRRERE TEHORESEN AR, LEE, —RRAIARE. By ~
1
2 processors:
3 — decode_json_fields:
4 fields: ["message"]
5 process_array: false
6 max_depth: 1
7 target: ""
8 overwrite_keys: false
9 add_error_key: true
10 - drop_fields:
11 fields: ["field1l", "field2"]
12 ignore_missing: false
13

EEXHEESE

=% WERR BUH

IRIRERE: BR=ITE (1bF) BRSEAE 530 #31m


https://www.elastic.co/guide/en/beats/filebeat/7.17/defining-processors.html

@ H%"L:HE Elasticsearch Service

3. BERERARE, B3 Beats REREERE, TIUEE Filebeat RERIETRS, BR “ER” WRFREXRLEMIN.

Beats B ©r#12 - Elasticsearchi% 4K~ BeatsFEEE

@ MFCoVMEHl, LERETERELnES, BOVMIHKARSENZaataFHE, SakEEs 2
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