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Copyright Notice
©2013-2024 Tencent Cloud. All rights reserved.

The complete copyright of this document, including all text, data, images, and other content, is
solely and exclusively owned by Tencent Cloud Computing (Beijing) Co., Ltd. ("Tencent
Cloud"); Without prior explicit written permission from Tencent Cloud, no entity shall
reproduce, modify, use, plagiarize, or disseminate the entire or partial content of this
document in any form. Such actions constitute an infringement of Tencent Cloud's copyright,
and Tencent Cloud will take legal measures to pursue liability under the applicable laws.

Trademark Notice

> Tencent Cloud

This trademark and its related service trademarks are owned by Tencent Cloud Computing
(Beijing) Co., Ltd. and its affiliated companies("Tencent Cloud"). The trademarks of third
parties mentioned in this document are the property of their respective owners under the
applicable laws. Without the written permission of Tencent Cloud and the relevant trademark
rights owners, no entity shall use, reproduce, modify, disseminate, or copy the trademarks as
mentioned above in any way. Any such actions will constitute an infringement of Tencent
Cloud's and the relevant owners' trademark rights, and Tencent Cloud will take legal measures
to pursue liability under the applicable laws.

Service Notice

This document provides an overview of the as—is details of Tencent Cloud's products and
services in their entirety or part. The descriptions of certain products and services may be
subject to adjustments from time to time.

The commercial contract concluded by you and Tencent Cloud will provide the specific types
of Tencent Cloud products and services you purchase and the service standards. Unless
otherwise agreed upon by both parties, Tencent Cloud does not make any explicit or implied
commitments or warranties regarding the content of this document.

Contact Us

We are committed to providing personalized pre—sales consultation and technical after-sale
support. Don't hesitate to contact us at 4009100100 or 95716 for any inquiries or concerns.
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Elasticsearch Guide
Service Overview

Last updated: 2024-11-12 21:28:43

® Note
Starting from August 1, 2023, new users who activate the ES Serverless Service can
claim a free 50 Yuan Voucher to offset the fees incurred from using the Serverless
Service. The validity period is 90 days from the date of claim. Any excess fees will be
deducted according to the corresponding billing item pricing.

Industry Challenges

During log analysis using open—source Elasticsearch, users often need to estimate cluster
configurations based on write traffic, peak write traffic, and storage duration. This includes
CPU, memory, disk size, etc., to ensure smooth operation. However, based on extensive
online operations practice, the following issues arise:
Elasticity capability is not adaptable to business development. In scenarios like
promotional activities and holidays, log data exhibits significant peak-valley effects, with
high write throughput and high availability requirements. It is challenging to anticipate
sudden read-write traffic and scale out a cluster, making it difficult to ensure Elasticsearch
cluster stability.

Resource costs are high. Insufficient resources affect traffic writing during peak periods,
while cluster capacity planning based on peak period traffic leads to resource redundancy
and waste during off-peak periods, increasing costs significantly.

High operation and management costs. Businesses need to plan and configure clusters,
index configurations, and build monitoring and alerting platforms themselves. In the
context of cost reduction and efficiency improvement, companies have a strong demand
for optimizing these costs and hope to further reduce them.

Overview

Elasticsearch Serverless is a cloud-based, fully managed Elasticsearch service created by
Tencent Cloud based on its proprietary cloud—native Serverless technology architecture. It
offers auto—scalability and a completely maintenance—free product capability, effectively
solving issues like resource costs caused by fluctuating demand in business scenarios such
as log analysis and metric monitoring. Additionally, it is fully compatible with the ELK
ecosystem, featuring end-to—end data ingestion, data management, and data visualization
product features, providing a ready—-to—use product experience.
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At the Enterprise Cloud Adoption and Computing—Cloud Convergence Industry Conference
held on March 29, 2023, the Tencent Cloud Elasticsearch Serverless service was awarded the
Outstanding Case Award by the China Academy of Information and Communications
Technology "2022 Trusted Computing Power Service - Pioneer Program".

Benefits and features

Automatic Elasticity: Automatic index—granularity AS to effortlessly handle sudden traffic
increases, ensuring business continuity while reducing operations and management costs
incurred during peak and trough periods in scenarios such as log analysis and
observability.

Completely zero maintenance: Built-in sharding, automatic tuning, intelligent lifecycle
management, and self-healing capabilities. Users can create and use indexes on demand
without worrying about underlying resource configuration, cluster scaling, or index
settings. The entire process is completely maintenance—free.

Ultimate cost: Self-developed low-cost, high—performance, high—availability separated
storage and computing architecture. Billing is based on actual access and storage volume,
achieving dynamic matching of business loads and resources with on-demand payment.
This reduces redundant costs from idle resources, significantly lowering the costs.

Flexible and easy to use: Provides end-to—end one-stop product capabilities from data
access to data management and then to data analysis and exploration, greatly reducing
the barrier for businesses to migrate to the cloud. Users can implement business
operations at the minute level.

Open integration: Fully compliant with the ELK ecosystem, retaining users' original usage
habits and achieving seamless migration, facilitating rapid cloud migration for businesses.
At the same time, it connects cloud data sources (such as cloud services CVM, TKE),
lowering the data access barrier and enabling minute—level business implementation.

Stable and Reliable: Cluster Configuration, read/write performance is optimized by the
backend, reducing issues caused by improper use, enhancing stability, and ensuring
business protection.

Contact Us

Scan the code to join Tencent Cloud Big Data Elasticsearch Serverless community group.
Activities and exquisite gifts are distributed periodically.
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Basic Concepts

Last updated: 2024-10-25 09:06:32

This article introduces the basic concepts related to project space and index in the ES
Serverless service.

Project space

The project space is a basic resource unit in the ES Serverless service. You can create
indexes under the same project space for the same business, making index management
easier. When reading and writing data, you can access indexes in that space through the
project space's access address and username password information.

Index

In the ES Serverless service, the index is the smallest unit of data storage and management. It
uses Tencent Cloud ES's self-developed Autonomous Indexing capability, built-in Automatic
Sharding Optimization, Intelligent Lifecycle Management, and Self-healing Faults. Compared
to traditional methods, you don't need to worry about index rolling and shard size issues. You
can focus on business data, write queries, and visual analysis.

(® Upgrade Notice:
ES Serverless service offers a brand—new experience upgrade, supporting unified
access address and Kibana management, accessing multiple indexes, and better fitting
original usage habits. The differences before and after the upgrade are as follows:
For project spaces created before January 23, 2024, there is no Independent
Access Control feature. Simultaneous access to multiple indices in Kibana is not
supported. Writing and querying are done through the index's access address.

For project spaces created after January 23, 2024, unified management and access
of all indices under the space through the project's access address and Kibana are
supported. Additionally, you can set Permission Types and Permission Scope via
the visual user management feature, making it more consistent with the original ES
Cluster usage habits and meeting various scenarios. Upgrading does not require
changes to your business code; you only need to migrate existing indices to the
new space. We strongly recommend migrating indices to the new space.
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5—Minute Quick Experience

Last updated: 2024-10-25 09:06:52

Overview

The ES Serverless service is a cloud-based, one-stop, fully managed ES service built by
Tencent Cloud based on its proprietary cloud—native Serverless architecture. It eliminates the
concept of clusters, allowing users to create and use indexes as needed. It offers automatic
elasticity and is completely maintenance—free, effectively solving issues such as high
resource costs caused by peaks and troughs in business scenarios like log analysis and
metric monitoring. Additionally, it is fully compatible with the ELK ecosystem and provides an
end-to—end product feature set for data access, management, and visualization, delivering a
plug—and-play log analysis experience.

Quick Experience

The ES Serverless service supports data write into the index via ES native API, Logstash,
Flink, Kafka, and other methods. If you have CVM CVMs,, TKE TKES, and Cloud Data
Warehouse TCHouse—-C log collection requirements, it also supports one—stop visual
configuration on the interface. By simply setting data sources and index information, logs can
be collected into the index and quickly searched and analyzed. This document will introduce
the full process operation of creating an index > data write > search and analysis, giving you a
simple experience of the ES Serverless service in log analysis scenarios.

Basic Concepts

Before we officially start the experience, let's introduce some basic concepts that will be used
in this experience:

Nam

o Introduction

Proj : : : _ .

ect The Project Space is the basic resource unit in the ES Serverless service. You

Spa can create indices under the same business in the same project space for easier
index management.

ce
The index is the minimum granularity unit of data storage and management,

Inde - . -

N providing log storage and near real-time query capability. We can store the

collected log data in the index.
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Kibana is a data analysis and visualization platform integrated with ES. We can

Kiba
na perform log writing, retrieval, and chart construction (e.g., maps, line charts) in
Kibana.
Lo Logs are records produced during the running of an application system, such as
9 operation logs, access logs, error logs, etc.
Create a space

1. Receive 50 yuan voucher with no threshold.

@® Note:
Assuming 4GB of raw log data is written each day and stored for 7 days, this voucher
supports up to 1 month of continuous use.

2. Loginto ES Serverless Console.
3. In the space list, click Create a new space to enter the Create New Space page.
4. On the Create New Space page, we need to set the following information:

Space Name: This name is used to identify the space, following the naming conventions
indicated on the page.

Network/Availability Zone and Subnet: The project space is created under a VPC to ensure
secure access. You can select the corresponding VPC, Availability Zone, and Subnet. If
you need to create a new one, refer to Create VPC, Create New Subnet.
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Search for the required CAM policy as needed, and click to complete policy association.
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5. After filling in the information, click Confirm Creation to successfully create the space.

Create an index

There are two ways to create an index: either directly on the space list page or on the space

basic page. The following describes the process of creating it from the space list page.

1. On the space list page, select the data source on the Quick Access Data page. Here, we
take API Write as an example.

Search for the required CAM policy as needed, and click to complete policy association.

BREEARIR 20 R, et SRl S0 s alEaaE )

2} R ARGR

) osnis (&) =msuow OF 1 [&] st vapreaice ] ZeE TeHouse-c
@ THUELE TCHouse-D @ itE Oceanus @ KRR & Beats @ HIELEIZ Logstash @ APIBA

2. To view write prompts, click Next.
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Search for the required CAM policy as needed, and click to complete policy association.

O >

na
ES ServerlessRESISIBT RIEMAPI (Application Programming Interface) Fzl#THESA, ERURERS,
NEASA?
REEE
T5 U

3. Enter the Index Settings page, fill in the basic information and index configuration, then
click Confirm creation.

Region: Select the region information from the dropdown list.

Project space: You can create the index in the desired project space for management
convenience. If not in the dropdown, click Create a new project space on the page and
follow the instructions to complete the creation.

Index Name: This name can be used for subsequent data writing and querying. Naming
conventions follow the page prompts.

Field Mapping: Used to set the field information of the data. Here, you can choose Dynamic
Generation to auto—generate field settings based on your written data, or you can choose
to set the field information by yourself.

Time Field: Select or enter the date-type field in your data. Once the index is created, the
time field cannot be modified.

Data Storage Duration: The retention period of the data. For example, if you set Timed
saving for 30 days, data will be deleted on the 30th day after being written into the index.
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Search for the required CAM policy as needed, and click to complete policy association.
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Writing Data

1. In the space list, click the name of the corresponding space to enter the space
management page.

@® Note:
Kibana's related modules are embedded in the Tencent Cloud console, allowing us to
directly use the search and analysis capabilities in the console. Among them, Search
and analysis corresponds to Discover, and Development tools correspond to Dev tools.
The embedded capabilities require browser support for third—party cookies. If it does
not work properly, please try enabling third—party cookie settings in the browser. For
external link access to Kibana for data writing, refer to Writing Data.

Enter the Development tools page.

©2013-2024 Tencent Cloud. All rights reserved. Page 12 of 127
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Search for the required CAM policy as needed, and click to complete policy association.

€ log_test +
space-fpfha690
History Settings Help

BEAEE 1 GET evan_test@1-fpfhaS9/_search > 1

2+ {
BESH 3+ "query": {

4 "match_all": {}
FRIR 5+ }

6-1

7

8

9

10

» Enter the following statement and click the triangle in the diagram to successfully write the
data. Each click counts as writing one piece of data (the content in {} represents a
complete log). You can click multiple times to facilitate the subsequent data retrieval
demonstration.

Search for the required CAM policy as needed, and click to complete policy association.

€ log_test
space-fpfha590
History Settings Help 201-success  140ms
E4ER 1 GET web_logd1-fpfha590/_search 1-f

2+ { 2 "_index" : ".ds-web_log01-fpfha590-2024.01.19-000001" ,

WREHMT 3+ "query": { 3 "_type" : "_doc",
4 "match_all": {} 4 "_id" : "oLIDIY@BXSLISKTF17_W",

5+ 1} 5 "_version" : 1,
6+} 6 "result" : "created",
7 7+ "_shards" : {
8 8 "total" : 2,
9 POST web_log01-fpfha598/_doc 9 | "successful" : 2,
10- { 10 "failed" : @
1 "id":"090798", 1.},
12 "routing_no": "4087" 12 "_seq_no" : 5,
13 "region": "10002424", 13 "_primary_tern" : 1
1% 14+ }
15 15
16
17 "gz",
18 "@timestamp" : 1705648983762
19+ }
20
2
2

The reference statement is as follows:

POST index_name/_doc

{
"id":"090798",

"routing_no":"4087",

"region":"10002424",

"user_name":"user-Ufa9YeelP",
"user_type":"01",
"ip":"119.147.10.191",

"now_local":"gz",

©2013-2024 Tencent Cloud. All rights reserved. Page 13 of 127
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"A@timestamp":1705648983762

O Note:
You need to change index_name in the statement to your own index name.

If your time field is not @timestamp, you need to change @timestamp in the diagram to
the time field you set yourself.

For bulk data writing, please refer to Data Writing.

Search and Analysis

Through the above steps, we have successfully written the data into ES Serverless service.
Next, we will demonstrate how to query this data.

Method 1: Using DSL

1. You can directly copy the example statement below and click the triangle in the diagram to
query the written data.

GET index_name/_search

{
uqueryn :{
"match_all":{}
I3

©2013-2024 Tencent Cloud. All rights reserved. Page 14 of 127
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Search for the required CAM policy as needed, and click to complete policy association.

€ log_test v
space-fpfhab90

History Settings Help

GET web_log@1-fpfha590/_search
g
- query": {
| "match_all": {}
d }

AR 1
2
eV 3
4
FRIA 5
b
7
8

9
10
11
12
13
14
15
16
17
18
19
20
21
22

dl

POST web_log@1-fpfha59@/_doc
{
"1d":"090798",
"routing_no":"4087",
"region":"10002424"
"user_name": "user-Ufa9YeelP",
"user_type":"01",
"ip":"119.147.10.191",
"now_local":"gz",
"@timestamp" ;1705648983762

o i

”_—_)@

2. The following results are returned, indicating that the data was successfully queried.

©2013-2024 Tencent Cloud. All rights reserved.
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Search for the required CAM policy as needed, and click to complete policy association.

€ log_test
space-fpfhasg0
History Settings Help 200-success  114ms
BAEE 1 GET web_log01-fpfha590/_search > & 1-{
2-{ 2 "took" : 1,
RESH 3+ "query": { 3 "timed_out" : false,
4 "match_all": {} 4~ "_shards" : {
FRIA 5+ } 5 "total" : 1
6+} 6 "successful" : 1,
7 7
8 8
9 POST web_logd1-fpfha590/_doc 9+
10+ { 10-
1 1n
12 ":"4087", 12
3 3 eg"
14 14-
15 15 1 1.0,
16 16~
17 w_local z", 17~
18 "@timestamp": 1705648983762 18 ds-web_log01-fpfha590-2024.01.19-000001",
19-} 19 _type" joc",
20 20 "_id" : "oluilI@BRiFvMpqUvIK",
21 21 "_score" : 1.0,
22 2 "_routing" : "1111",
23~ "_source" : {
24 "id" : "090798",
25 "routing_no" : "4087",
2 "region" : "10002424",
27 "user_name" : "user-UfadYeelP",
28 "user_type" : "01",
I 2 "ip" : "119.147.10.191",
30 "now_local" : "gz",
31 "@timestamp” : 1705648983762
32- }
3 L
34~ {
35
36
37
38 score” .0,
39 "_routing" : "1111",
49~ "_source" : {
41 "id" : "860942",
a2 "routing_no" : "4381",
43 "region” : "10002424",
44 "user_name" : "user-EVUH760be",
45 "user_type" : "02",
46 "ip" 1 "144.222.220.82",
47 "now_local" : "gz",
48 "@timestamp” : 1705648983762 4
49+
50+ b
51 g
52 "_index" : ".ds-web_logd1-fpfha590-2024.01.19-000001",
53 "_type" _doc", =
54 "_id" : "rNyiITOB6E4CHiuinALG", -
55 _score" : 1.0,
56 "_routing" : "1111",

Method 2: via Discover
1. Click Search and analysis, and select the index you just wrote in from the drop—down list.
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Search for the required CAM policy as needed, and click to complete policy association.

< log_test v
space-fpfha590
[B) v Search

EAEE

®  +Addfilter
KRR

ITI

ASTA web_log01-fpfha590 v ahs

© No results match your search criteria

QU Search field names

Fiter by type i
tter by type Expand your time range

One or more of the indices you're looking at contains a date field. Your query may not match any
time range to one which contains data.

v Available fields 0

2. Filter by time. In the example, the data was written in January 2024, so we can select the
past year, i.e., last 1 year to successfully retrieve the data from the past year.

Search for the required CAM policy as needed, and click to complete policy association.

€ log_test
space-fpfha590
[ v Search KL § ~ayearago - now G Refresh
ErER
@ +Addfiter Absolute Relative Now
BRH -
RRIA web_logOt-fpfhase0 =< Ghits Jan19, 2023 @ 17:2316:359 - Jan 19, 2024 @ 172316359 Auto v 1 ¢ Yearsago v ® Hidechart

Q Search field names e X Round to the year

4 Startdate Jan 19, 2023 @ 17:23:23.535

Filter by type 0 v

Count

v Available fields 12

t d

1) index 2023-02-01 2023-03-0 2023-04-01 2023-05-01

# score @timestamp per week

D-tye Time « Document

 @timestamp

' > Jan 19, 2024 @ 15:23:03.762  gtinestamp: Jan 19, 2624 @ 15:23:03.762 id: 096798 ip: 119.147.18.191 now_local: gz region: 10062424 routing_no: 4887 user_name: user-UfadYeelP user_type: @1 _id: oluilI8BRiFvMpqUV9IN _index: .ds-
i
web_logd1-fpfhas9e-2624.61.19-608001 _score: - _type: _doc

tip
t now_Jocal > Jan 19, 2024 @ 15:23:03.762  gtinestanp: Jan 19, 2024 @ 15:23:03.762 id: 866942 ip: 144.222.228.82 now_local: gz region: 10882424 routing.no: 4381 user_name: user-EVUH760be user_type: 82 _id: 2FuilIBBRiFvMpqUWN1O _index: .ds-
¥ region web_loga1-fpfhas9-2624.61.19-608001 _score: - _type: _doc
t routing_no )

> Jan 19, 2024 @ 15:23:03.762  gtimestamp: Jan 19, 2024 @ 15:23:03.762 id: 897982 ip: 221.105.83.164 now_local: gz region: 10062424 routing_no: 1877 user_name: user-yZxxquréw user_type: @3 _id: rNyilI8B6EACniuiwALG _index: .ds-
1) user_name web_loga1-fpfhas98-2024.81.19-008001 _score: - _type: _doc
t user_type

Jan 19, 2024 © 15:23:83.762  gtimestamp: Jan 19, 2024 @ 15:23:03.762 id: 096693 ip: 25.160.87.200 now_local: gz region: 18882424 routing_no: 1898 user_name: user-vGYxjkVaC user_type: @4 _id: sNyilIBB6EACniuiwQI8 _index: .ds-

web_logd1-fpfhas9e-2624.61.19-608001 _score: - _type: _doc

Jan 19, 2024 © 15:23:83.762  gtimestamp: Jan 19, 2024 @ 15:23:03.762 id: 197573 ip: 55.24.124.47 now_local: gz region: 18862424 routing_no: 6738 user_name: user-oalI2knlZ user_type: 81 _id: sdyilI8B6EACniuinQKs _index: .ds-

web_loga1-fpfhas9e-2624.61.19-608001 _score: - _type: _doc

Jan 19, 2624 @ 15:23:03.762  gtinestamp: Jan 19, 2024 @ 15:23:3.762 id: 896798 ip: 119.147.16.191 now_local: gz region: 18882424 routing.no: 4887 user_name: user-UfadYeelP user_type: 81 _id: oLIDIYBBKSLOSKTF17_W _index: .ds-

web_log81-fpfha596-2624.61.19-860081 _score: - _type: _doc
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3. You can also enter keywords to search for the desired content. For example, you want to
search for the field value "gz" in now_local.

Click now_local, as shown below:

Search for the required CAM policy as needed, and click to complete policy association.

€ log_test *

space-fpfhaso
By Feacr @ -
EXER
QO +® i
R @ _index
FRIA @ _type _type 5 Hide chart
Q ¢ @ etimestamp Fier results that contain @tinestanp
® id Fiter id
Filter
@ i Fitter results that contan 1p

P
fomm

T region
tn

® routing.no
¥ s
@ user_nane
tYy

@ user_type

Filter

ntain now_local

Filter results that contain region

routing.no

ontain user._type

oel

vig CL nowlocal : “gz"

Select :, as shown below:

SIW _index: .ds-

Search for the required CAM policy as needed, and click to complete policy association.

'3 log_test v
space-fpfha590
[5) v now_local
EXEHE
@ + @ now_local
REN
ﬁEIE (ST
Q ¢ @® and
@® or
Filter
now_local : "gz"
Vv Available fields 12
t _id
t _index
# _score
t _type

Filter results that contain now_local
equals some value
exists inany form
Requires both arguments to be true

Requires one or more arguments to be true

2023-02-01 2023-03-01 2023-04-01

Enter "gz" and click the Refresh button to search for all contents with the value "gz" in

now_local and highlight them, as shown below:

©2013-2024 Tencent Cloud. All rights reserved.
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Search for the required CAM policy as needed, and click to complete policy association.

€ log_test ¥
space-fpfha590

BrEE
KRS
FRIA

For more information on using search and analysis, see Data Query.

[ v now_locall
©  + Add fiter
web_log01-fpfha590 \/ =0 € 6 hits
QU Search field names °
5
' 4
Filter by type 0 vy
§
' Available fields 2 2
1
t i
0
t index
# _score
-type Time
& @timestamp
> dan 19,
tid
tip
t now_Jocal > Jan 19,
t region
t routing_no R
t user_name
t user_type
> Jan 19,
> dan 19,
> Jan 19,

Jan19, 2023 @ 17:28:03.333 - Jan 19, 2024 @ 17:28:03.333  Auto

Document

now_local: gz @timestamp: Jan 19, 2024 @ 15:23:03.762

Web_logd1-fpfhas0-2624.01.19-606601 _score: - _type:

now_local: gz Etimestamp: Jan 19, 2624 @ 15:23:03.762

web_log81-fpfha598-2624.61.19-000081 _score: - _type:

now_local: gz Etimestamp: Jan 19, 2624 € 15:23:03.762

web_log91-fpfhas9-2624.01.19-008081 _score: - _type:

now_local: gz @timestamp: Jan 19, 2024 @ 15:23:03.762

Web_logd1-fpfhase-2624.01.19-806601 _score: - _type:

now_local: gz @timestamp: Jan 19, 2024  15:23:03.762

Web_logd1-fpfhas90-2624.01.19-600601 _score: - _type:

now_local: gz Etimestamp: Jan 19, 2624 € 15:23:03.762

web_log91-fpfhas98-2624.01.19-008081 _score: - _type:
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1d: 897982
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id: 096693

doc

id: 197573

doc

1d: 898798

doc

2023-08-01

@timestamp per week

2023-09-01

KaL

v Last1year

2023-10-01

Show dates G Refresh

% Hide chart

ip: 119.147.18.191 region: 10862424 routing_no: 4087 user_name: user-UfadYeelP user_type: @1 _id: oluilIBBRiFVMpQUVSIN _index: .ds-

ip: 144.222.220.82 region: 10862424 routing_no: 4381 user_name: user-EVUHT6Gbe user_type: 62 _id: 2FuilTGBRiFvMpQUWNIO _index: .ds-

ip

p

ip

i

:221.105.83.164 region: 16862424 routing_no: 1877 user_name: user-yZxuqurdw user_type: 83 _id: rNyilIBBSEChiuiwALG _index:

ip: 25.160.87.200 region: 10862424 routing_no: 1098 user_name: user-VoYXjkVAC user_type: @4 _id: sNyilIBBSEACHiuivQI8 _index: .ds-

i 55.24.124.47 region: 10882424 routing_no: 6738 user_name: user-oalI2knlZ user_type: @1 _id: sdyilI@B6E4CniuiwQKs _index: .ds-

: 119.147.18.191 region: 10862424 routing_no: 4087 user_name: user-UfadYeelP user_type: 81 _id: oLIDIYEBXSLOSKTFI7W _index: .ds-
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Quick Start
Create an index

Last updated: 2024-10-25 09:07:11

Prerequisites

You have a Tencent Cloud account. For more information on how to create an account,
please see Signing up for a Tencent Cloud Account.

If using a sub—account to log in, please ensure the account has read and write permissions
for ES.

Directions

Log in to the Console

1. Loginto the ES Console.

2. In the top menu bar, select a region. Currently, Beijing, Shanghai, Guangzhou, Nanjing, and
Hong Kong (China) regions are supported.

3. In the left sidebar under Serverless mode, select Log Analysis.

Create Project Space

1. click Create a new space.

2. Enter the project space name, supporting 1 — 20 Chinese characters, English letters,
numbers, underscores, or the separator "-".

3. click Confirm. If the verification is correct, the project space will be successfully created.
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Search for the required CAM policy as needed, and click to complete policy association.
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@® Note:

In Elasticsearch Serverless Log Analysis, you can only create indexes and then write
data through APIs later, or you can access data sources such as CVM or TKE on the
"Data Access" tab of the corresponding index. You can also access data while creating
the index, completing the one-stop CVM log access, TKE log access, etc. Below is an
introduction to the creation operation of indexes using the API writing method.

Create a new index

1. On the ES Serverless Log Analysis homepage, click Project Space Name to enter the Index
List Page, and click Create a new index.
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2. Enter the Create Index Page and select APl Writing Method.
Search for the required CAM policy as needed, and click to complete policy association.
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3. If you want to learn how to write data to ES Serverless through API, you can click to view

the documentation. click Next.
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Search for the required CAM policy as needed, and click to complete policy association.
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4. Enter the index settings interface and fill in the basic information.
Region: Consistent with the region of the project space.
Project space: Created in the current project space by default.

Index Name: Length 1 — 100, supports lowercase letters, numbers, -, _,;, @, &,=,1,"', %, $, .,
+ (,).

Search for the required CAM policy as needed, and click to complete policy association.
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5. Fill in the index configuration information.
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+ Field Mapping
O Dynamic Generation: Enabled by default. Once enabled, it will automatically parse the
written data and set the index fields.

O Auto Configuration by Input Sample: After disabling Dynamic Generation, you can use
Auto Configuration by Input Sample to generate the field mappings of the index. Enter a
sample JSON data in the input field, and the platform will automatically validate it for
you. After successful validation, the relevant fields will be mapped to the Field Mapping
table.

Field Mapping splits the original data into multiple tokens by field (i.e., key:value) for index
construction and performs retrieval based on this mapping. Details are as follows:

Para
met Feature Description
er

Field
Nam Field names in the written data
e

Field data types supported in the interface:
Field "text,date,boolean,keyword,long,double,integer,ip,geo_point"—a total of 9
Type types. More field types are supported in JSON Edit Mode. For details, refer to
the Official Documentation

Allo

Chin This feature can be enabled when the field contains Chinese and you need to
ese retrieve the Chinese content. After enabling, the ik_max_word tokenizer will be
Char used by default for the text field

acte

rs

Ena
bling
inde
X

After enabling, an index will be built for the field to be used for retrieval

Ena

ble After enabling, statistical analysis can be performed on the field values, which
Stati will increase index storage

stics

» Time Field
The time field refers to the field of the type date in the actual data. Once the index is

©2013-2024 Tencent Cloud. All rights reserved. Page 24 of 127


https://www.elastic.co/guide/en/elasticsearch/reference/7.14/mapping-types.html

> Tencent Cloud Elasticsearch Service

successfully created, this field cannot be changed.

A Note:
The time field is enabled by default with Indexing Enabled and Statistics Enabled,
and cannot be turned off.

Storage Duration
You can set the storage duration for the data. The default option is 30 days, and permanent

storage is also supported.

Search for the required CAM policy as needed, and click to complete policy association.
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6. After ensuring that the information is error—free, click Confirm creation to complete the
index creation. For data writing, please refer to the documentation.
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CVM Log Access

Last updated: 2024-10-25 09:08:53

Prerequisites

You have a Tencent Cloud account. For more information on how to create an account,
please see Signing up for a Tencent Cloud Account.

If using a sub—account to log in, please ensure the account has read and write permissions
for ES.

Operation Steps

Logging in to the Console

1. Login to the ES Console.

2. In the top menu bar, select Region. Currently, the Beijing, Shanghai, Guangzhou, Nanjing,
and Hong Kong (China) regions are supported.

3. In the left sidebar under Serverless mode, select Log Analysis.

Create Project Space

1. click Create a new space.

2. Enter the project space name, supporting 1 — 20 Chinese characters, English letters,
numbers, underscores, or the separator "-".

3. click Confirm. If the verification is correct, the project space will be successfully created.
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Search for the required CAM policy as needed, and click to complete policy association.
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@® Note:
In ES Serverless Log Analysis, you can only create an index initially, then write data via
API or access data sources like CVM or TKE through the "Data Access" tab of the
corresponding index. You can also perform data access while creating indexes to
achieve one-stop CVM log access and TKE log access. Below is a guide to one-stop
CVM log access operations.

CVM Log Access

In the ES Serverless Log Analysis homepage, select CVM Log Access to enter the CVM Log
Access page.
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Search for the required CAM policy as needed, and click to complete policy association.
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28 v BEXAR

& sussin s @ SRSE CVM @ BERS TKE [&] 38t MapReduce [ Zsnsmes ToHouse-c
@ THIEBEE TCHouse-D @ T Oceanus @ HIRFESR Beats @ HIBMNTIS|Z Logstash @ API B\
Data Source Settings

Region: Required. The region where the CVM is located.

VPC: Required. The VPC where the CVM is located. After confirmation, the servers under
this VPC will be pulled.

Select CVM: Select the CVM instances for log collection. Currently, only Linux system
CVMs are supported, and data collection is possible only after TAT is installed.

Collection Path: Set the log directory and file name based on the location of the log on the
server, supporting one or multiple entries. Directory and file names support full names and
wildcard patterns.
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Search for the required CAM policy as needed, and click to complete policy association.
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Collection Settings
Basic Settings

Collection Strategy: Supports full and incremental collections. Once created, the collection
strategy cannot be modified. Full collection will collect historical logs as well as logs generated
after the Filebeat configuration takes effect. Incremental collection will only collect logs
generated after the Filebeat configuration takes effect.

Collection Parsing

Collection Template: If you need to set up quickly or experience, you can select the
appropriate collection template based on your log's output format. After confirming, you can
return to the interface, update the log sample to the actual log data, and quickly complete the
collection parsing settings.
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Search for the required CAM policy as needed, and click to complete policy association.

RERIRIR X
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Collection Mode: Supports single-line and multi-line. Once created, the collection mode
cannot be changed.
Single Line Text Log: Each line of log content is a separate log entry, separated by line
breaks in the log file.
Multiline Text Log: A log entry consists of multiple lines, such as Java stack logs. In this
mode, you need to configure log samples and regular expressions at the beginning of a
line. Filebeat matches the beginning of a log entry using the regular expression for the line
start, confirming the start of a log entry, and considers unmatched portions as part of the
log entry until the next line start appears. After inputting the log sample, the system will
automatically generate a regular expression for the line start. You can also choose to
generate it from Definition. The highlighted content in the input box is the information
matched by the regular expression for the line start.

A Note:
Be sure to use logs from actual scenarios to facilitate the automatic extraction of

regular expressions for the line start.
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Search for the required CAM policy as needed, and click to complete policy association.
R g7 Q3
TERE
[2623-69-01-00:00:00,000] - [INFO] - java.lang.Exception: -exception-happened
at TestPrintStackTrace. f(TestPrintStackTrace. java:1)

1

2

3 at TestPrintStackTrace.q(TestPrintStackTrace.java:3)

4 at TestPrintStackTrace.main(TestPrintStackTrace.java:5)

BRABAENRAN LESNTEES

TEEN Qs | BEEY

Extraction Settings: Support setting the extraction mode to full text log, JSON format,
delimiter. Once created, the extraction mode cannot be modified. Details are as follows:

Full Text Log

No key-value extraction is performed on the log data; the log content will be stored in a
field named "message", and you can perform search and analysis using automatic word
segmentation capabilities.

For example, the raw data of a single-line log is as follows:

Tue Jan 01 00:00:00 CST 2023 Running: Content of processing

something

The data collected into the index is as follows:

massage:Tue Tue Jan 01 00:00:00 CST 2023 Running: Content of

processing something

JSON

For logs in standard JSON format, we can extract the corresponding fields according to
the Key:Value pairs in the log.

Assume that one of your JSON log raw data is:
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{"pid":321, "name" : "AppO01l", "status":"WebServer is up and running"}

After structured processing, the log will become as follows:

"pid":321,
"name" : "AppOl" ,

"status":"WebServer is up and running"

Separator

For logs with fixed separator content, we can extract key—-value pairs from the log using
the specified separator. The separator can be a single character or a string, and can be
selected or entered in the console.

Assume that one of your log raw data is:

321 - App0l - WebServer is up and running

If the separator is specified as "-", the log will be split into 3 fields. We can assign unique
keys to these 3 fields in the extraction results, as shown below:

pid: pid
name: App0l

status: WebServer is up and running

Extraction results: If the extraction mode is selected as "JSON format" or "Separator”, we can
input a log sample, and the system will automatically extract the sample:
« If the extraction mode is JSON format, the system will automatically fill in the extracted Key
and Value. If unchecked, the corresponding fields will not be written into the index.

« If the extraction mode is delimiter, the system will default to filling the extracted data into
Value. You can define a unique Key for each Value. If unchecked, the corresponding field
will not be written into the index.
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Built-in Fields: When configuring CVM log collection in the console, Filebeat will write
information such as log source and timestamp into the log in the form of Key—Value pairs.
These fields are built-in fields. If the Key names in your business logs duplicate the built-in
field names, the field content of the business logs will be collected first, and the
corresponding built—in fields will not be written into the index. The meanings of the built-in
fields are as follows:

Built-in Field Name Meaning

log.file.path Path where the logs are stored

host.name Name of the server where the logs are located
host.ip IP of the server where the logs are located
@timestamp Time when the log was collected
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Search for the required CAM policy as needed, and click to complete policy association.

RS« 1 321 - App0l - WebServer is up and running

RRER NLABSHOTERRERIFR, REEMRTER

Key Value

pid 21

name "App01"

status "WebServer is up and running"

REFR logilepath il "/var/log/fun-times.log"

AEFE hostname =

"vm_test1”
WEFR hostip T "192.1680.1°
WEFR Gtimestamp R "2016-05-23T08:05:34.8532"

ERHOS, MNFREARSARS|H

Retain Raw Logs : If checked, the raw log content before parsing extraction will be retained in
this field.

Record parsing error: If the extraction mode is "delimiter", you can choose whether to record
parsing errors. When checked, if parsing fails, the error message will be uploaded as the value
(Value) to this field.

Index Configuration

Project Space : You can assign all indexes of the same business to a project space for
easier management.

Index Name : Length is 1 - 100, supports lowercase letters, numbers, -, _,;, @, &, =,1,", %,
$! ") +’ (’ )'
Field Mapping
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O Dynamic Generation: Enabled by default. Once enabled, it will automatically parse the
written data and set the index fields.

O After disabling Auto Generate for input sample configuration, you can use Input Sample
Auto Configuration to generate field mappings for the index. Enter a JSON formatted
data sample in the input box. After confirmation, the platform will automatically validate

it. Once validated correctly, the relevant fields will be mapped to the field mapping table.

Field Mapping splits the original data into multiple tokens by field (i.e., key:value) for index
construction and performs retrieval based on this mapping. Details are as follows:

Para

met Feature Description

er

Field

Nam Field names in the written data

e
Field data types supported in the interface:

Field "text,date,boolean,keyword,long,double,integer,ip,geo_point"—a total of 9

Type types. More field types are supported in JSON Edit Mode. For details, refer to
the Official Documentation

Allo

w

Chin This feature can be enabled when the field contains Chinese and you need to

ese retrieve the Chinese content. After enabling, the ik_max_word tokenizer will be

Char used by default for the text field

acte

rs

Ena

bling . . . . . .

inde After enabling, an index will be built for the field to be used for retrieval

X

Ena

ble After enabling, statistical analysis can be performed on the field values, which

Stati will increase index storage

stics

» Time Field

The time field refers to the field of the type date in the actual data. Once the index is
successfully created, this field cannot be changed.
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A Note:
The time field is enabled by default with Indexing Enabled and Statistics Enabled,

and cannot be turned off.

Data Storage Duration:

1.1 You can set the data storage duration. By default, it is set to 30 days, and permanent
storage is also supported.

Search for the required CAM policy as needed, and click to complete policy association.
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1.2 After filling in the information correctly, click Confirm Create to complete CVM log

collection.
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TKE TKE Log access

Last updated: 2024-10-25 09:09:28

Prerequisites

You have a Tencent Cloud account. For more information on how to create an account,
please see Signing up for a Tencent Cloud Account.

If using a sub—account to log in, please ensure the account has read and write permissions
for ES.

Directions

Logging in to the Console

1. Login to the ES Console.

2. In the top menu bar, select Region. Currently, the Beijing, Shanghai, Guangzhou, Nanjing,
and Hong Kong (China) regions are supported.

3. In the left sidebar under Serverless mode, select Log Analysis.
Create Project Space

1. click Create a new space.

2. Enter the project space name, supporting 1 — 20 Chinese characters, English letters,
numbers, underscores, or the separator "-".

3. click Confirm. If the verification is correct, the project space will be successfully created.
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Search for the required CAM policy as needed, and click to complete policy association.
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@® Note:
In ES Serverless Log Analysis, you can only create index and then write data via API or

access data sources such as CVM or TKE on the corresponding index's "Data Access"
tab. You can also access data while creating the index, achieving one-stop CVM log
access and TKE log access. Below is an introduction to one-stop TKE log access
operations.

TKE TKE Log access

On the ES Serverless Log Analysis homepage, select TKE TKE to enter the TKE log access
page.
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Search for the required CAM policy as needed, and click to complete policy association.
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Data Source Settings

Region: The region where the TKE cluster is located.
VPC VPC: Mandatory. The VPC where the TKE cluster is located.

Collecting TKE Cluster ID: Mandatory. The ID of the TKE cluster to be collected. The TKE
cluster must be in running status and be a standard cluster. If you need to collect logs from
a Serverless Cluster (EKS), please contact us through a Ticket.

Based on namespace/host path: Mandatory. Namespace: The first dropdown allows you to
select Include/Exclude, the second dropdown allows you to select the namespace. Multiple
selections are supported, but you cannot select to exclude all namespaces. Based on the
host path, please enter the host's absolute path, for example, /var/log/*.log.

Pod Tag: Optional. Supports creating multiple Pod Tags, with a logical AND relationship
between Tags.

Container Name: Optional. The filled container name must be under the target cluster and
namespace. If empty, Filebeat will collect all containers under the namespace that meet
the Pod Tag requirements.
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Search for the required CAM policy as needed, and click to complete policy association.
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Collection Settings
Basic Settings

Collection Strategy: Supports full and incremental collections. Once created, the collection
strategy cannot be modified. Full collection will collect historical logs as well as logs generated
after the Filebeat configuration takes effect. Incremental collection will only collect logs
generated after the Filebeat configuration takes effect.

Collection Parsing

Collection Template: If you need to set up quickly or experience, you can select the
appropriate collection template based on your log's output format. After confirming, you can
return to the interface, update the log sample to the actual log data, and quickly complete the
collection parsing settings.
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Search for the required CAM policy as needed, and click to complete policy association.
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Collection Mode: Supports single-line and multi-line. Once created, the collection mode
cannot be changed.
Single Line Text Log: Each line of log content is a separate log entry, separated by line
breaks in the log file.
Multiline Text Log: A log entry consists of multiple lines, such as Java stack logs. In this
mode, you need to configure log samples and regular expressions at the beginning of a
line. Filebeat matches the beginning of a log entry using the regular expression for the line
start, confirming the start of a log entry, and considers unmatched portions as part of the
log entry until the next line start appears. After inputting the log sample, the system will
automatically generate a regular expression for the line start. You can also choose to
generate it from Definition. The highlighted content in the input box is the information
matched by the regular expression for the line start.

A Note:
Be sure to use logs from actual scenarios to facilitate the automatic extraction of

regular expressions for the line start.

©2013-2024 Tencent Cloud. All rights reserved. Page 41 of 127



> Tencent Cloud Elasticsearch Service

Search for the required CAM policy as needed, and click to complete policy association.

e s Q36

[2023-09-01-00:00:00,000] - [INFO] - java. lang.Exception: - exception-happened
at TestPrintStackTrace. f(TestPrintStackTrace.java:1)
at TestPrintStackTrace.g(TestPrintStackTrace.java:3)
at TestPrintStackTrace.main(TestPrintStackTrace.java:5)

N

BRABAENRALLEINTERER

TEEN O saprt BEX

Extraction Settings: Support setting the extraction mode to full text log, JSON format,
delimiter. Once created, the extraction mode cannot be modified. Details are as follows:

Full Text Log

No key-value extraction is performed on the log data; the log content will be stored in a
field named "message", and you can perform search and analysis using automatic word
segmentation capabilities.

For example, the raw data of a single-line log is as follows:

Tue Jan 01 00:00:00 CST 2023 Running: Content of processing

something

The data collected into the index is as follows:

massage:Tue Tue Jan 01 00:00:00 CST 2023 Running: Content of

processing something

JSON

For logs in standard JSON format, we can extract the corresponding fields according to
the Key:Value pairs in the log.

Assume that one of your JSON log raw data is:
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{"pid":321, "name" :"AppO01l", "status":"WebServer is up and running"}

After structured processing, the log will become as follows:

"pid":321,
"name" : "AppOl" ,

"status":"WebServer is up and running"

Separator

For logs with fixed separator content, we can extract key—-value pairs from the log using
the specified separator. The separator can be a single character or a string, and can be
selected or entered in the console.

Assume that one of your log raw data is:

321 - App0l - WebServer is up and running

If the separator is specified as "-", the log will be split into 3 fields. We can assign unique
keys to these 3 fields in the extraction results, as shown below:

pid: pid
name: App0l

status: WebServer is up and running

Extraction results: If the extraction mode is selected as "JSON format" or "Separator”, we can
input a log sample, and the system will automatically extract the sample:
» If the extraction mode is JSON format, the system will automatically fill in the extracted Key
and Value. If unchecked, the corresponding fields will not be written into the index.

« If the extraction mode is Separator, the system will automatically fill in the extracted Value.
You can assign unique keys to each Value. If unchecked, the corresponding fields will not
be written into the index.
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» Built-in Fields: When configuring TKE log collection in the console, Filebeat will write
information such as log source, timestamp, etc., into the log in Key—Value pairs. These
fields are built-in fields. If the Key names in your business logs overlap with the built-in
field names, the content of the business log fields will take precedence, and the
corresponding built—in fields will not be written into the index. The meanings of the built-in
fields are as follows:

Built-in Field Name Meaning

log.file.path Path where the logs are stored
kubernetes.pod.ip IP address of the pod where the log resides
kubernetes.pod.name Name of the pod where the log resides
kubernetes.node.hostname Name of the host where the log resides
@timestamp Time when the log was collected
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Search for the required CAM policy as needed, and click to complete policy association.

R4 1 321 - App@l - WebServer is up and running

ERER MWEAREHEAPRIENFR, fEENENER

Key Value

pid 321

name "App01”

status "WebServer is up and running"

-
WEFR log/iepaih s "/var/log/fun-times.log"

WEFE kubernetes.pod.ip il "190.168.0.1"

AEBEFER  kubemetes.pod.name =

pod_test1"
WEFE kubemetes.node.hostname Tl "K8s_testl*
MEFR Glnestro 7 *2016-05-23T08:05:34.8532"

Retain Raw Logs : If checked, the raw log content before parsing extraction will be retained in
this field.

Record parsing error: If the extraction mode is "delimiter", you can choose whether to record
parsing errors. When checked, if parsing fails, the error message will be uploaded as the value
(Value) to this field.

Index Configuration

Project Space : You can assign all indexes of the same business to a project space for
easier management.

Index Name : Length is 1 - 100, supports lowercase letters, numbers, -, _,;, @, &, =,1,", %,
$1 ") +’ (’ )'
Field Mapping
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O Dynamic Generation: Enabled by default. Once enabled, it will automatically parse the

written data and set the index fields.

O Auto Configuration by Input Sample: After disabling Dynamic Generation, you can use
Auto Configuration by Input Sample to generate the field mappings of the index. Enter a
sample JSON data in the input field, and the platform will automatically validate it for

you. After successful validation, the relevant fields will be mapped to the Field Mapping

table.

Field Mapping splits the original data into multiple tokens by field (i.e., key:value) for index
construction and performs retrieval based on this mapping. Details are as follows:

Param
eter

Field
Name

Field
Type

Allow
Chine
se
Chara
cters

Enabili

ng
index

Enable
Statist
ics

« Time Field

Feature Description

Field names in the written data

Field data types supported in the interface:
"text,date,boolean,keyword,long,double,integer,ip,geo_point"—a total of 9
types. More field types are supported in JSON Edit Mode. For details, refer to
the Official Documentation

This feature can be enabled when the field contains Chinese and you need to
retrieve the Chinese content. After enabling, the ik_max_word tokenizer will
be used by default for the text field

After enabling, an index will be built for the field to be used for retrieval

After enabling, statistical analysis can be performed on the field values, which
will increase index storage

The time field refers to the field of the type date in the actual data. Once the index is
successfully created, this field cannot be changed.

A Note:
The time field is enabled by default with Indexing Enabled and Statistics Enabled,
and cannot be turned off.
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Data Storage Duration:

1.1 You can set the data storage duration. By default, it is set to 30 days, and permanent
storage is also supported.

Search for the required CAM policy as needed, and click to complete policy association.

Quer > @Qrmsz > @ =

FRMBZEIE « web_log(space-ccc9948q) v 0

(SRS RIBRE—VPCTRREZE, NIETERHEENER, AL MEREZE
Ra| &R+ - ccc9q48q

RES FEMNER. DEERDSEFRYE, BERXIRIRD. AREEREN, EENNEEEER|BMRENE

BIEE
GEET

HRPRIEERFNETAR el PR, HFRAT LRGN, B3R TR
BRI ORmMEE - 30 + % KA

=% ThiALIE R

1.2 After filling in the information correctly, click Confirm Create to complete TKE log

collection.
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EMR Log access

Prerequisites

You have a Tencent Cloud account. For more information on how to create an account,
please see Signing up for a Tencent Cloud Account.

If using a sub—account to log in, please ensure the account has read and write permissions
for ES.

Operation Steps

Logging in to the Console

1. Login to the ES Console.

2. In the left sidebar under Serverless mode, select Log Analysis.

Create Project Space

1. click Create a new space.

2. Enter the project space name, supporting 1 — 20 Chinese characters, English letters,
numbers, underscores, or the separator "-".

3. click Confirm. If the verification is correct, the project space will be successfully created.
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Search for the required CAM policy as needed, and click to complete policy association.

FEE =8 X

® DFEZEE-—TMEANZREEST, BTARRENIRE, GRIgR%EW
SNHERER—THMEZE, HEA-EENRRIH.

FrZEthiE] + ® L& v

=B B F web_log_test

fA%5 R VPC « v 0
TRAREFN+*  8-R v ©

IME T ERIERINEAZIFERFR, GhaaiEimE+FM 2

@® Note:
In ES Serverless log analysis, you can create an index, and then write data through the
APl or access data sources such as CVM or TKE on the corresponding index's "Data
Access" Tab page. You can also access data while creating the index to accomplish
one-stop CVM log access, TKE log access, and EMR (EMR) log access. Below is an
introduction to the one-stop EMR log access operation.

EMR log access

1. On the ES Serverless log analysis homepage, select EMR to go to the EMR log access
page.
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Search for the required CAM policy as needed, and click to complete policy association.

(_D ES Serverless AITIE—MREAEMES, TRHEMD, R2REH, BRAURNERRS, AERIRKERANTACEIEN, RERBELKES.,

ES Serverless HHXNERESIRSBHAMB? TRES >

BEIBABIE oz 0mn, —utsmnls

] o BEXHR

&> nereswnti

@ THIEBHE TCHouse-D

MRS BUERAAUREA

@ TS CVM

@ T8 Oceanus

ES Serverless MM BRMBRAMITEN? T#ES >

35 DEES TKE

@ HUEREE Beats

[EE:

BEESTIATREB LKRIB? TRES >

@ 3 MapReduce

@ HEMIS|% Logstash

@ TR TCHouse-C

@ APIEA

2. Go to the data source settings page, configure the data source, and after completing the

configuration, cl

ick Next.

Region: Select the region of the EMR cluster. If you enter this page from a project space
details page, the default is the same as the project space region.

VPC VPC: The VPC where the EMR cluster is located.
EMR Cluster : The EMR cluster from which logs need to be collected.

Log Type : You can specify the component's running logs to be collected. For instance, if

there is a YARN component in the cluster, task logs can be collected.

Collection Strategy : Supports both full and incremental collection. If incremental
collection is selected, only logs generated after data access will be collected.
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Search for the required CAM policy as needed, and click to complete policy association.

(1 7

FRZEStI, » ()

AEREVPC » vpe (teStEMR) v 0

EMR %8 @ + EMR Vo

EfE3id ETEE RERA7 MG, BErA
ZOOKEEPER - 3.6.3 HDFS - 2.8.5 YARN - 2.8.5 HBASE - 2.4.5
KNOX - 1.6.1 SPARK - 3.2.1 HIVE - 2.3.9

EEAFT  (NERRGEYARNALE, THRECEAE

2T 10) O:sExe  wERS

3. Enter the index settings page to set up the index.
Region Location : The region where the project space is located, default is consistent with
the EMR cluster.
Project Space : You can assign all indexes of the same business to a project space for
easier management.
Index Name : Length is 1 - 100, supports lowercase letters, numbers, -, _,;, @, &, =,1,", %,
$,.,+().
Field Mapping
Dynamic Generation: Enabled by default. Once enabled, it will automatically parse the
written data and set the index fields.
After disabling Auto Generate for input sample configuration, you can use Input Sample
Auto Configuration to generate field mappings for the index. Enter a JSON formatted
data sample in the input box. After confirmation, the platform will automatically validate
it. Once validated correctly, the relevant fields will be mapped to the field mapping table.
Field Mapping splits the original data into multiple tokens by field (i.e., key:value) for index
construction and performs retrieval based on this mapping. Details are as follows:

Para
mete Feature Description

r

©2013-2024 Tencent Cloud. All rights reserved. Page 51 of 127



> Tencent Cloud Elasticsearch Service

Field
Nam Field names in the written data

Field data types supported in the interface:
Field "text,date,boolean,keyword,long,double,integer,ip,geo_point"—a total of 9
Type types. More field types are supported in JSON Edit Mode. For details, refer to
the Official Documentation

Allo

Chin This feature can be enabled when the field contains Chinese and you need to
ese retrieve the Chinese content. After enabling, the ik_max_word tokenizer will be
Char used by default for the text field

acte

rs

Ena
bling
inde
X

After enabling, an index will be built for the field to be used for retrieval

Ena

ble After enabling, statistical analysis can be performed on the field values, which
Stati will increase index storage

stics

» Time Field
The time field refers to the field of the type date in the actual data. Once the index is
successfully created, this field cannot be changed.

A Note:
The time field is enabled by default with Indexing Enabled and Statistics Enabled,
and cannot be turned off.

« Data Storage Duration:

You can set the data storage duration. By default, it is set to 30 days, and permanent
storage is also supported.
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Search for the required CAM policy as needed, and click to complete policy association.
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TCHouse—-C Cluster Log Access

Last updated: 2024-10-25 09:10:24

The ES Serverless service supports the collection of TCHouse-C node logs for easier
problem localization and analysis. For more details, please refer to Log Search.
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TCHouse-D Cluster Logs Access

Last updated: 2024-11-12 21:29:20

The ES Serverless service supports the collection of TCHouse-D node logs for problem
identification and analysis. For more details, please refer to Log Search and Analysis.
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Custom Definition Filebeat Data
Access

Last updated: 2024-10-25 09:10:59

Self-built Filebeat Data Collection

Version Explanation
Only supports Filebeat versions 7.10.2 or 7.14.2.

P t
Category Parameter arame .er Instructions
Description
setup.template Index Boolean type, set to false,
.enabled Template currently not supported
setup.ilm.enabl Index Boolean type, set to false
Elasticsearch od up-rm. Lifecycle currentl zgt ;u orted ’
template setting Management y PP
Version
allow_older_ve — Boolean type, can be set to
rsions Compatibility "true" or "false"
with ES .
rotocol Data transfer String Type, default is "http",
P protocol can be set to "https"
Array type,
If protocol is set to "http",
then the port number is 80,
output Index private for example: ["http://index—
hosts network xxx.qcloudes.com:80"]
address If protocol is set to "https",

then the port number is 443,
for example: ["https://index-
xxx.qcloudes.com:443"]

Configuration Note

filebeat.inputs:

- type: log
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paths:
- /var/log/*.log

filebeat.config.modules:

path: \ /modules.d/*.yml

reload.enabled:

setup.template.enabled:

setup.ilm.enabled:
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processors:
— add_host_metadata:

when.not.contains.tags: forwarded

output.elasticsearch:

allow_older_ versions:
protocol: "http"

hosts: ["Index intranet access address"]

username: "your index username"

password: "your index password"

indices:

— index: The_index_ name
when.equals:

fields.type: log
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Logstash Data Delivery

Last updated: 2024-10-25 09:11:27

This document introduces the operations for delivering data to the Elasticsearch Serverless
service using Logstash.

Prerequisites

Loginto Elasticsearch Console, and go to the Logstash Management interface.

If you already have a Logstash instance, you can directly go to Next. If you have not
purchased a Logstash instance, click New Instance to go to the Logstash purchase page.
Choose the same VPC as the index, select Logstash version 7.10.2 or 7.14.2, and for
advanced features, select "X-Pack Edition", then click Buy Now.

Directions

1. In the console Logstash Management interface, click the corresponding Logstash name.
After entering the sub—page, click Pipeline Management > New Pipeline.

2. In the Config configuration, enter the relevant information for the input and output ends.
The configuration description for the output end is as follows:

hosts: Intranet Access Address for Index.
index: Index Name.

user: Index Username, you can get it from the access control module of the
corresponding index.

password: Index Password, you can get it from the access control module of the
corresponding index.

In Parameter Configuration, Pipeline ID is a key item. You can choose whether to fill in
other parameters based on your business scenario. After completing the entries, click
Save and Deploy, and wait for the status to show Running.
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Configi & () 5|RER EEVRHR
1 input {
2 beats {
3 port => "5044"
4 }
501 M
6 output {
7 elasticsearch {
8 hosts => ["http://x.X.X.x:80"]
9 index => "your index name"
10 user => "elastic"
11 password => "xxxx"
12 }
13}
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Python SDK

Last updated: 2024-12-30 16:21:09

This article introduces how to use the Python SDK to send data to the Elasticsearch
Serverless service.

Prerequisites

» The Serverless space and index have been created. Obtain the Intranet Access Address,
Username, Password, Index Name, and other information.

« Itis recommended to install the elasticsearch py library version 7.10.1 or above. The latest
version can be installed as shown below:

elasticsearch

Code demo

The following example code features writing to the Elasticsearch Serverless service through
the Python SDK and performing a simple query.

om datetime import datetime, timezone

om elasticsearch import Elasticsearch, helpers

Elasticsearch (

hosts=]|

8.ap—-shanghai.qgclou

http_auth=('e 'XXXXXXXXXXX'"),
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}

for i in range (10)

helpers.bulk (es, docs)

res = es.search (index="my_index", body={"query": {"match_all": {}}})

print ("Got %c i : % 1its'] ['total'] ['value'])

for hit in res['h

hit["_sour
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Last updated: 2024-10-25 09:12:09

Elasticsearch Service

1. In the space list, click the space name to enter the Basic Information page.

Search for the required CAM policy as needed, and click to complete policy association.

BREEARIE SRR, — SRR SNRS|RKIERA
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. Q %
space-fpfha590

@ Bk TKE @ t4 MapReduce
@ e K625 Beats @ HIENTSI% Logstash
©bs v
F3IH liEmE ¢
3 2024-01-19 14:26:12

2. Then click Access Control to enter the Access Control page.
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Search for the required CAM policy as needed, and click to complete policy association.

€ log_test * EFER
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3. In the Access Control module, the following operations are supported:

View the project space's internal network access address, This address can be used for
data writing or querying.

Enable/Disable Kibana intranet access or public network access.

Modify the Kibana public network access IP allowlist. It supports multiple IPs, which
can be separated by commas, semicolons, or newline characters in English, in formats
like 192.168.0.1, 192.168.0.0/24, with a maximum of 50 IPs supported. If you are not
aware of your current IP address, you can click click here to automatically obtain your
current IP address for automatic retrieval and entry.

@® Note:
Configuring 127.0.0.1 to forbid access from all IPv4 addresses. For security
reasons, setting the IP allowlist to 0.0.0.0 is not allowed. If there are special
requirements, you can submit a ticket for consultation.
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4. Modify Master/Sub-user password. On the user management page, click Modify password
to change the index access password.

Search for the required CAM policy as needed, and click to complete policy association.
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5. Modify Sub—-user permissions. On the user management page, click Modify Permissions,
then select the permission type and scope. Read-only and read—write permission types
are supported. You can choose from all indexes under this space from the dropdown menu.
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Search for the required CAM policy as needed, and click to complete policy association.
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Search for the required CAM policy as needed, and click to complete policy association.
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6. login to Kibana

X

After enabling Kibana public network access and setting the Kibana public network access IP
allowlist, click the Kibana public network access address to enter the Kibana login interface.
Enter the Sub—-user username and password for this space, and click Log in to successfully
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log in to Kibana.

&
.‘

Welcome to Elastic

Username

elastic

Password

&
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Writing Data

Last updated: 2024-10-25 09:14:12

Overview

The ES Serverless Service supports writing data into indexes through ES native API,
Logstash, Flink, Kafka, etc. If you have log collection needs for CVM CVM, , TKE TKE, Cloud
Data Warehouse TCHouse-C, etc., it also supports one—stop visual configuration on the
interface. You only need to set the data source and index information to collect logs into the
index and perform search and analysis quickly. This article introduces the related operations
to write a single document and bulk write documents through Kibana and Curl commands.

Access Control

1. In the space list, click the corresponding space name to enter the basic space information
page.
Search for the required CAM policy as needed, and click to complete policy association.
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2. In the Access Control module, we can obtain the index's username and password, intranet
access address, Kibana intranet access address, and Kibana public network access
address. Meanwhile, we can set the Kibana public network access policy.
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> Tencent Cloud

Elasticsearch Service

Search for the required CAM policy as needed, and click to complete policy association.

€ log
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EAEE
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) spact 5]

2024-01-19 14:26:12
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TREZ AR

http://space-f

Kibanaifiel{&s)
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£ 12700, ’
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APE APXD
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2024-01-19 14:26:12 BHED

P
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3. Access Kibana: The Discover and Dev tools features of Kibana are embedded in the
Tencent Cloud Console. Therefore, we can use the search and analysis capabilities
directly in the console or access Kibana via external links.

Through the Console: In the space details page sidebar, click Search and Analysis to enter
the related page. Click the index pattern drop—down list on the left side of Search and
Analysis to switch different index views. Log Search corresponds to Discover, and
Development Tools corresponds to Dev tools.

@® Note:

Embedded capability requires browser support for third—party cookies. If you

encounter issues, please try enabling third—party cookies in your browser settings.
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€ log_test ¥

By Search

ExER

a

ey

©  +Addfitter

FRIR

web_log01-fpfha590 v
Change index pattern

Q Filter options
v web_logO1-fpfha590
web_log02-fpfha590

web_log03-fpfha590

=< Shifs

t type

B @timestamp
tid

tip

t nowJocal
t region

t routing_no
t user_name

t user_type

Time »

Jan 19, 2024 € 15:23:63.762

Jan 19, 2624 € 15:23:63.762

Jan 19, 2624 € 15:23:63.762

Jan 19, 2624 € 15:23:63.762

Jan 19, 2624 € 15:23:63.762

Document

@timestanp: Jan 19, 2624 @ 15:23:3.762 id: 698798 ip:

web_loge1-fpfhas98-2624.81.19-868881 _score:

@timestamp: Jan 19, 2624 @ 15:23:03.762 id:

web_log81-fpfha590-2624.61.19-600601 _score:

@timestamp: Jan 19, 2624 @ 15:23:03.762 id:

web_log81-fpfha590-2624.61.19-600601 _score:

@timestamp: Jan 19, 2624 @ 15:23:03.762 id:
web_log81-fpfha590-2624.61.19-600601 _score:

@timestamp: Jan 19, 2624 @ 15:23:03.762 id:
web_log81-fpfha590-2624.61.19-600601 _score:

Elasticsearch Service

KL [ v Last30 minutes

Jan 19, 2024 @ 15:02:58.567 - Jan 19, 2024 @ 15:32:58.567  Auto v

@timestamp per 30 seconds

- _type: _doc

860942 ip:
- _type: _doc

897982 ip:
- _type: _doc

096693 ip:
- _type: _doc

197573 ip:
- _type: _doc

Show dates

25.160.87.208 now_local: gz region: 10082424 routing.no: 198 user_name: user-VGYxjkVAC user_type: 84 _id: sNyiIIGBSE4CniuiwQI8 _index: .ds-

§5.24.124.47 now_local: gz region: 18082424 routing_no: 6730 user_name: user-oalI2knlZ user_type: 81 _id: sdyilI8B6E4CniuimQKs _index: .ds-

@ Hide chart

119.147.10.191 now_local: gz region: 10862424 routing_no: 4087 user_name: user-UfadVeelP user_type: 61 _id: oluilIBBRiFvMpUOIN _index: .ds-

144.222.220.82 now_local: gz region: 10662424 routing_no: 4381 user_name: user-EVUH76@be user_type: 82 _id: 2FuilI@BRiFvMpqUwN10 _index: .ds-

221.105.83.164 now_local: gz region: 10062424 routing_no: 1877 user_name: user-yZxxquréw user_type: @3 _id: rNyilI@B6E4CniuiwALG _index: .ds-

« Through Kibana public network access address: click Kibana public network access
address to enter the Kibana page.
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P
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EEF AEEAREAREAR RS fA |'n

Cli2etE ¢

2024-01-1914:26:12

Lkl

&5

10v %/7

O On the Kibana log in page, enter username and password. The username and
password can be copied directly from the user management page.
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elastic

HEEXERRER RO E R, rD ru

pliES g RmEE

#5 ik

Elasticsearch Service

a e
2w ¢ fafF
2024-01-19 14:26:12

B

0~ %7 1 R

After entering the Kibana page, click the three bars on the upper right and click Dev
tools to enter the Developer Tools page.

® clastic

@ ' Home

() fome

¥ Rnalytics v

Overew
Discoger
Dashbigard
Canva

Maps

VisualizZ@lLibrary
& M

Stack Management

ement v

@® Note:

Home

Ingest your data

Add data

Ingest data from popular apps and services.

Manage your data

Interact with the Elasticsearch API

9y Dev tools

Analyze data in dashboards.

0

Search and find insights.

Kibana

Visualize & analyze -

Design pixel-perfect presentations.

Plot geographic data.

B Upload a file
Import your own CSV, NDJSON, or log file.

Skip cURL and use a JSON interface to work with your data in Console.

() Display a different page on log in
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(@ Manage @ Add data

[ Try our sample data

Kibana public network access has an allowlist access mechanism, meaning IPs
not in the access policy cannot access Kibana to enhance access secuirity. If the
page prompts "Sorry, you do not have permission to access", click "Kibana
Public Network Access Policy" in the picture above, and in the pop-up window
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Elasticsearch Service

click "Click to automatically obtain the current IP address" to fill in the current IP
address.

g B KibanaZ) Wik o) $ g X

IPHRE

i BEIEREL = RIIPHbiL

XFFZNIP, IPZESZFUMRXES . 2 STIRTDR, BAAIME
192.168.0.1,192.168.0.0/24, &% #5501,

A :pi%mooﬂt%\% J_ﬁﬁEIPMHhﬁEF l_d‘ 2EE ARFIBEIP

HR:\f
/

Write a single document

Through Kibana Dev Tools

POST /index_name/_doc

"@timestamp"
"user" :{

n i(l"

—X POST "proj

'Content-Type:

tamp":

28T11:06:07.000z2",

ject space access address/index name/_doc/?pretty" -H

application/js

"2023-09-28T11:06:07.000z2",
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"id": "8a4£500d"

"message": "Login successful"

Search for the required CAM policy as needed, and click to complete policy association.

0 | MEZE  rRnes v | I v
5| EE

= 3R BHER

R A ZEEH RRER 2 D

@ BtREE /5D $ o
[ TEICR R E%

WIRAT BIEEETE 2024-04-23 12:03:31
*) BED

0 fEER TRE S

@ #RIR AMIAiaiiE  http: ap-guangzhou.qcloudes.com v [
D Note

¢ Youcannotuse PUT /index_ name/_doc/document_ID format for the write request.
To specify a document ID for writing, use PUT /index_name/_create/document_ID
format.

» Please ensure that the data being written includes the time field set when creating
the index.

Bulk Writing Documents

Through Kibana Dev Tools

PUT /index_name/ bulk?refresh
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8T11:04:05.0

"Login attempt failed"

amp": "2 T11:06
sful"

{ "Qtimestamp": ) 30 :07:08.000%7 ser": {

address/index name/ bulk?

'"Content-Type: application/j

N

5.000Z",

1
J

"id":

age":

©2013-2024 Tencent Cloud. All rights reserved.

"id":

"17gk7£82"

"17gk’7

FQomn
oL

Elasticsearch Service
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Search for the required CAM policy as needed, and click to complete policy association.

o | MBZEE REE v | ZjED v
73|55

= RIBIR BxEA

@ IhEEs e ETER 2 D

® ietniss Z[EID !
[ TEEICK RS E%

AR BlEadE 2024-04-23 12:03:31
@ BEDH

O sEEE TRE Sl

© FRIR AMAEE  hitp ap-guangzhou.qcloudes.com v [
A Note

Bulk operations only support create .

Please ensure that the data being written includes the time field set when creating
the index.
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Data Query

Last updated: 2024-10-25 09:14:36

Overview

Elasticsearch Service

This document introduces data query operations through Kibana and Curl Command Line,

among other methods.

Access Control

1. In the space list, click the corresponding Space Name to enter the basic information page.

Search for the required CAM policy as needed, and click to complete policy association.

PRIEAMIR 2imE, RS0 RTEEA

2 e BERGR

O eissitn iz @ TREH CWM
@ THIEOE TCHouse-D @ iMitHE Oceanus
RESEFIR wiEs s £ EErans
BH/ID RENF #s
Is()piie- Q Eﬁ?

@ HUER KA Beats

@ #M# MapReduce @ THIRRE TCHouse-C

@ KB T5% Logstash @ APIBA

Bliee ¢ BE

2024-01-19 14:26:12 Kibana ih[a25]

2. In the Access Control module, we can obtain the space's Sub—user Information (username,
password, Permissions), Intranet Access Address, Kibana Intranet Access Address, and
Kibana Public Network Access Address, and set the Kibana Public Network Access Policy.
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Search for the required CAM policy as needed, and click to complete policy association.

€ v EXER
spac
FaBUK | hiEs
EAER
#EHH B8
FRIR log_test#' i L&
spac ofm f% W
B ARERFR  HHTE
B[ 2024-01-19 14:26:12
REZEhEEH
Wik et http:/[space-fp udes.com ¥
Kibanaihal&sl
s @) httpsiispace-fof Jcloudes.com:5601 &4 mst ()
P c] B 7517
AFER
HiEme )
APg AP E BB HEXE Y HRBE el2eyE ¢ e
elastic FEP e $n #5 Fi %3 2024-01-19 14:26:12 BHED
read_only FRp e @0 Rig web_log03-fpfha590, web_log02-fpfhas90 2024-01-19 16:17:17 BUIR BRED B

#2 % 10 1 Na

3. Access Kibana: Kibana's Discover and Dev tools features are embedded in the Tencent
Cloud console, allowing us to use search and analysis capabilities directly in the console or
access Kibana via external links.

Through the console: Click the Search and Analysis on the sidebar to enter the related
page directly. Click the index pattern dropdown on the left to switch between different
index views. Log search corresponds to Discover, and Development tools corresponds to
Dev tools.
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€ log_test ¥

ErER
ey
FRIR

Bv Search

©  +Addfitter

web_log01-fpfha590 v

Change index pattern

Q Filter options
v web_logO1-fpfha590
web_log02-fpfha590

web_log03-fpfha590

= < 5

t _type
B @timestamp
tid

tip

t now Jocal
t region

t routing_no
t user_name

t user_type

@® Note:

Time

Jan 19, 2024 € 15:23:63.762

Jan 19, 2624 € 15:23:63.762

Jan 19, 2624 € 15:23:63.762

Jan 19, 2624 € 15:23:63.762

Jan 19, 2624 € 15:23:63.762

Elasticsearch Service

KoL [ v Last30 minutes

Jan 19, 2024 @ 15:02:58.567 - Jan 19, 2024 @ 15:32:58.567  Auto v

@timestamp per 30 seconds

Document

€tinestanp: Jan 19, 2624 @ 15:23:63.762 id: 098798 dp: 119.147.16.191 now_local: gz region: 18062424 routing.no: 4887 user_name: user-Ufad¥eelP user_type: 61

web_logd1-fpfha598-2624.61.19-080061 _score: - _type: _doc

@timestamp: Jan 19, 2624 @ 15:23:03.762 id: 866942 ip: 144.222.220.82 now_local: gz region: 10682424 routing_no: 4381 user_name: user-EVUH76@be user_type: 62

web_log-fpfhasoe-224.81.19-008081 _score: - _type: doc

etinestamp: Jan 19, 2024 @ 15:23:03.762 id: 897982 ip: 221.165.83.164 now_local: gz region: 18082424 routing.no: 1877 user_name: user-yZxxquréw user_type: €3

web_loge-fpfhas9e-224.81.19-008081 _score: - _type: doc

etinestamp: Jan 19, 2026 @ 15:23:03.762 id: 896693 ip: 25.160.87.280 now_local: gz region: 1082424 routing.no: 1098 user_name: user-vGYxjkVaC user_type: 84

web_loge-fpfhas9e-224.81.19-008081 _score: - _type: doc

@timestamp: Jan 19, 2624 @ 15:23:03.762 id: 197573 ip: 55.24.124.47 now_local: gz region: 18082424 routing_no: 6730 user_name: user-oalI2knlZ user_type: 81

web_loge-fpfhas9e-224.81.19-008081 _score: - _type: doc

Show dates

% Hide chart

_id: oluiIT6BRIFvMpGUVIN _index:

-id: 2FuiII@BRiFvMpqUwN10 _index: .ds-

-id: rNyiII@B6EACniuiwALG _index: .ds-

-id: sNyiII@B6E4CniuiwQI8 _index: .ds-

-id: sdyilI@B6E4CniuiwQKs _index: .ds-

Embedded capability requires browser support for third—party cookies. If you
encounter issues, please try enabling third—party cookies in your browser settings.

« Through Kibana public network access address: click Kibana public network access
address to enter the Kibana page.
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EXER
Folfl%  IhiEs

Elasticsearch Service

BAfER
E{EA s /h it s
FED )@ Mt «
" h) B e
etk 2024-01-19 14:26:12
TREZEiEs
ARAEEEE  http:/fspace udes.com v 11
Kibanaikm#5l
NI D https:/[space-fpfhe les.com:5601 [2 I Wbt ()
NWIHERE 12700, /’
RFER
il il LA] MRER Y RBEE SlERE ¢ 13
elastic FRP 0 e (/] #5 FrEZS| 2024-01-19 14:26:12 BHER
1% 0v /7 1 NA
On the Kibana log in page, enter username and password. The username and
password can be copied directly from the user management page.
BPER
i il Qo
BF& [ii a5 e pliESiR g RREE e ¢ o
elastic IRF s g [ #5 EitEEl 2024-01-1914:26:12 EEn
£1% 0 %/7 1 R

After entering the Kibana page, click the three bars at the top right, then click Discover
to go to the search and analysis page.
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@.’ Discover v/ Options New Save Open Share Inspect

() {Home KL v Last1year Show dates  [ENGAIEIES

7 Wnalytics v

Overfgw = = 2 hits Sep 28, 2022 @ 00:00:00.000 - Sep 28, 2023 @ 11:21:42.945  Auto v % Hide chart

Discover 2

Dashboard

Canvas

Count

Maps 6

Visualize Library f

2022-10-01 2022-11-01 2022-12-01 2023-01-01 2023-02-01 2023-03-01 2023-04-01 2023-05-01 2023-06-01 2023-07-01 2023-08-01 2023-09-01
£ Management v @timestamp per week

Dev Tools Time + Document

Stack Management Sep 25, 2023 € 23:29:47.000  gtimestamp: Sep 25, 2623 @ 23:29:47.880 rot_id: 160008 _id: 12345678 _index: .ds-dd-6@6s0alo-2023.68.02-860003 _score: - _type: _doc

Sep 25, 2023 © 23:29:47.000  gtimestamp: Sep 25, 2623 @ 23:29:47.800 rot_id: 160008 _id: 123456 _index: .ds-dd-666s0alo-2023.68.62-008003 _score: - _type: _doc

@® Note:
Kibana public network access has an allowlist access mechanism, meaning IPs
not in the access policy cannot access Kibana to enhance access secuirity. If the
page prompts "Sorry, you do not have permission to access", click "Kibana
Public Network Access Policy" in the picture above, and in the pop-up window
click "Click to automatically obtain the current IP address" to fill in the current IP
address.

1% B KibanaZ WA o) R EE X

IPE#&E B B

st B IR aIIPHEE
SIFZNIP, IPZESZHFUIIGES . 92T/ MR, RIS
192.168.0.1,192.168.0.0/24, %5507,

ST 188127.0.0. 1R IFFRA IPvAlttiitI5a), ETFL2EER, TRAFIEEIP
H&ZE50.0.0.0, IBHHRER, [IRTE A&,

BUH
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Search and Analysis

Via command line

—-X GET "Index a

'Content-Type: application/

{

"query":

"term" :

"user.i

Via Discover

Elasticsearch Service

On the Discover page, you can perform time filtering, keyword searches, etc.:

Last 1 year

Sep 20, 2022 @ 00:00:00.000 - Sep 20, 2023 @ 20:49:16.218  Auto v

[ v Search
@ +Addfilter
v =< 29 hits
QU Search field names s
. 20
Filter by type 0 v 13
3 15
0
o
v Available fields 7 o
5
t d
0
t _index 2022-10-01 2022-11-01 2022-12-01 2023-01-01
# _score
1 type Time + Document
@ @timestamp
> Sep 8, 2023 @ 19:06:67.000 gtimestamp: Sep 8, 2623 © 19:06:07.008
t message
_score: - _type: _doc
t userid
> Sep 8, 2023 @ 19:06:€7.000 gtimestamp: Sep 8, 2023 @ 19:06:07.000
_score: - _type: _doc
> Sep 8, 2023 @ 19:06:€7.000 gtimestamp: Sep 8, 2023 @ 19:06:07.000
_score: - _type: _doc
> Sep 8, 2023 @ 19:06:€7.000 gtimestamp: Sep 8, 2623 © 19:06:07.008
_score: - _type: _doc
> Sep 8, 2023 € 19:06:07.000  @timestamp: Sep 8, 2623 € 19:06:67.660
_score: - _type: _doc
> Sep 8, 2023 @ 19:06:€7.000 gtimestamp: Sep 8, 2023 © 19:06:07.000
_score: - _type: _doc
> Sep 8, 2023 @ 19:06:€7.000 gtimestamp: Sep 8, 2023 © 19:06:07.000
_score: - _type: _doc

Via Dev Tools

©2013-2024 Tencent Cloud. All rights reserved.

2023-02-01

message:

message:

message:

message:

message:

message:

message:

2023-03-01

2023-04-01

@timestamp per week

Login successful

Login successful

Login successful

Login successful

Login successful

Login successful

Login successful

user.i

user.i

user.i

user

user.i

user.i

user.

.id:

id:

: Ba4f5eed _.

: Ba4f500d

: Badfs5eed _.

8a4f508d _

: 8a4f500d

: Ba4f500d

8a4f500d

2023-05-01 2023-06-01

b
a

: RgehsooBBUgp7yINP2wo

_id: WEqhsooBDpTtujINQLG6

L.
a

.
a

b
a

a

L.
a

id:

: KCyhsooBStANxiHsRHq8

: CK2hsooBHZc5xz21STBa

1Qehso0BBUqp7yINUKzk

_id: 4yyhsooBStANxiHsPFsU

"
a

: KQehsooBBP13bQX5PamK

SEE G Refresh

% Hide chart

2023-07-01 2023-08-01 2023-09-01

_index:

_index:

_index:

_index:

_index:

_index:

_index:

.ds-test123-afb83rjo-2623.09.26-600601

.ds-test123-afb83rjo-2023.09.26-600801

.ds-test123-afb83rjo-2623.09.20-600601

.ds-test123-afb83rjo-2623.09.26-600601

.ds-test123-afb83rjo-2023.09.20-600001

.ds-test123-afb83rjo-2023.09.20-600601

.ds-test123-afb83rjo-2623.09.26-600601
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Data queries can be done using DSL. Examples are as follows:

GET /Index Name/_search
{
"query":

"term": {

"user.id": "kimchy"

Through Kibana Dashboard

Elasticsearch Service

After entering Kibana, select Dashboard in the left navigation bar to perform data visualization.

You can quickly create charts by dragging and dropping.

= |y  Dashboard Create

() Home

. Analytics v
Overview "l X
Vo om ilis Barvertical stacked v B
Discover
Dashboard 0
Canvas
4
Maps
Visualize Library
6
{3 Management v
Dev Tools
Stack Management
0
3

©2013-2024 Tencent Cloud. All rights reserved.

Drop some fields here to start

Lens is a new tool for creating visualization

Make requests and give feedback (7

Cancel @ Save and return

v Apr17,2023 @ 20:10:30.00 - Apr 17,2023 @ 20:11:00.00 G Refresh

il yinan_test-bto8vs9o v

Horizontal axis

© Drop afield or click to add

Vertical axis

© Drop afield or click to add

Break down by

© Drop afield or click to add

¥ Reset layer
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Index management
Configuration Management

Last updated: 2024-11-12 21:32:11

Elasticsearch Serverless service provides the feature to manage index configuration. You can
quickly view the index configuration through the configuration management page. At the same
time, you can modify the index configuration to quickly adapt to business development.
Checking Index Configuration

1. After entering this page, it defaults to View Mode, including Field Mapping and Data

Storage Duration information.

RiRE It tDREJSONE

ZRR

FREH FRER O ZELS40) AEE @ Figit O

HEZER @timestamp

b EIIN RS XAEE

BUEE

2. At the same time, you can click the top right to switch to JSON mode to view the current
index configuration in JSON format.

>H
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FIIRE
1 {
2 "mappings"s {
3 "properties": {
4 "@timestamp": {
5 "doc_values": true,
6 "index": true,
7 "type": "date"
8 }l
9 "fieldl": {
10 "analyzer": "standard",
11 "index": true,
12 “type": “text"
13 h
14 "field2": {
15 "analyzer": "standard",
16 "index": true,
17 “type": “text"
18 }
19 }
0},
21 "options": {
2 "expire.max_age": "30d",
BUEE

Modifying index configuration

Elasticsearch Service

It PRERER

1. Click the bottom left Modify Configuration to enter the editing mode, where you can
modify the index configuration information, such as editing field mapping or data storage

duration.

RIIRE

FRIS

) PREH
@timestamp date
field1 text
field2 text
+HMFE

HEZE @timestamp

AR OmifE - ® + % *aiws

HMEH e
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2. After switching to JSSON mode, the left side displays the current configuration information,
allowing you to view the config information of the index currently running online. The right
side is the configuration input box. Enter the configuration information to be modified in the
input box. After successful modification, the corresponding index configuration item will be

updated.
FIIRE It aEEReEd
YHIRE BURE
1 ¥ 1 |
2 "mappings": { 2 "mappings": {
3 "properties": { 3 "properties": {}
4 "@timestamp": { 4 b
5 "doc_values": true, 5 "options": {}
6 "index": true, 6 "settings": {}
7 "type": "date" 7}
8 h
9 "field1l": {
10 "analyzer": "standard"
11 "index": true,
12 “type": "text"
13 h
14 "field2": {
15 "analyzer": "standard"
16 "index": true,
17 “type": "text"
18 }
19 }
20 h
21 "options": {
22 "expire.max_age": "30d",

MR Y
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Alarm management

Last updated: 2024-11-12 21:32:56

ES Serverless supports alarm management. You can set up alert policies for specific objects
in the console. The alert policy will periodically perform search and analysis on the index
within the monitored object. When the query results meet the trigger conditions, alarm
notifications are sent (currently supporting Email and WeCom), allowing users to quickly
identify abnormal issues. It can achieve keyword alarms (for example, the number of
occurrences of "error" in logs within a certain time frame), metric monitoring (for example,
whether the maximum value of a numeric type field exceeds a threshold within a certain time
frame), enhancing full observability in log analysis scenarios, and rapidly discovering and
addressing related issues.

Steps to Use

Preconditions

1. loginto ES Serverless Console.

2. In the space list, click the corresponding space name.
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Creating Alarm
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Basic information

1. In the left navigation bar, click Alert Management, and then click the New button.

2. Enter the alert name, which must be between 1 and 50 characters, including numbers,

letters, Chinese characters, underscores, and the separator "-".

3. Select the alert object; you can choose indexes within the current space.

@® Note:
Indexes that are in the process of being created are not selectable.

Alarm rule

1. Query statement:
Supported operators include count, average, sum, max, min, with the default being count.

When the operator is count, all fields can be selected, and expressions support equal to,
not equal to, belong to, not belong to, name already exists, no existing.

If the expression is equal to, not equal to, you need to enter the corresponding value;
only a single string is supported.

If the expression is belong to, not belong to, you need to enter an array of
corresponding values, with at least one entry, separated by English commas.

When the operator is average, sum, max, min, only numeric data type fields (e.g., long,
integer, short, double, float) are supported.

2. Query Range: The default is data written in the last 5 minutes. Units can be in minutes or
hours.

3. Query frequency: The default is querying every 1 minute. Units can be in minutes or hours.

4. Trigger Conditions: Expressions support greater than, greater than or equal to, equal to,
equal to less than, less than, between, with the default being greater than, and the default
value is 100.

Alarm notification

1. Email:

To ensure the alarm address is correct, after entering the email address, CAPTCHA
verification is required.

If the email address is changed, you need to obtain a new CAPTCHA.

2. WeCom: enter the WeCom robot webhook address.

@® Note:

©2013-2024 Tencent Cloud. All rights reserved. Page 87 of 127



> Tencent Cloud

The WeCom robot Webhook address must start with
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Elasticsearch Service

https://gyapi.weixin.qgqg.com

3. After confirming it is correct, click Create to complete the alarm creation.

Alarm content

When an alarm is triggered, you will receive the following content:
Title: Tencent Cloud Elasticsearch Serverless Service Alarm Triggered.

Content:

[Alarm] Dear Tencent Cloud User, Hello! The Elasticsearch Serverless service used by your
Tencent Cloud account (Account ID: xxx) triggered an alarm at Beijing time {Time}.

Alarm Name: {Corresponding Alarm Name}

Alarm Object: {Corresponding Index Name}

Alarm management
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1. In the Alarm Management list page, you can view the relevant information and operating
status of the set alarm policies.

2. If you need to close or delete an alarm, click More in the action column.

3. If you need to edit the alarm policy, click Edit.
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Data Migration

Migration Plan Description

Last updated: 2024-10-25 09:15:36

Elasticsearch Service

For self-built ES clusters on Tencent Cloud or ES clusters purchased from other cloud
providers, if you need to migrate to Tencent Cloud ES Serverless Service (suitable for most

common index migrations), you can use the following methods for offline data transfer.

Migra
tion
Meth
ods

COS
Snap
shot

Logst
ash

Dual
write

©2013-2024 Tencent Cloud. All rights reserved.

Description

Use the Offline
Migration Tool
provided in the
console to
migrate data
from the COS
Snapshot to the
ES Serverless
Service.

By configuring a
Logstash
pipeline, migrate
data from an
existing ES
Cluster to the ES
Serverless
service in full or
incremental
mode.

By using dual
write,
incremental data
is written to the
ES Serverless
service. After
dual writing for a

Use cases

e Scenarios with large data volumes

(GB, TB, PB levels)

e Scenarios requiring high migration

speed

e Scenarios for migrating full or
incremental data with low real-

time requirements

e Scenarios requiring simple filtering
of migrated data using ES Query

e Scenarios requiring complex
filtering or processing of migrated

data

o Data migration scenarios with
large version spans, such as

version 5.x or 8.x

e Scenarios with short data
retention time (e.g., less than 7

days)

Limits

° Only
supports
ES version
clusters
6.0.0 -
7.14.2

e Migration
speed is
related to
Logstash
instance
specificatio
ns

e Stock data
migration
not
supported

e Business
write code
needs to be
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period, historical transformed
datais to add new
eliminated, the output ports

original output
port is removed,
and the write
switch is
completed.
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Fully migrate existing ES cluster data
using the migration tool

Last updated: 2024-10-25 09:16:01

Overview

The ES Serverless service already provides an offline migration tool in the console. This tool
uses Elasticsearch's snapshot feature, allowing us to quickly migrate existing ES cluster data
in full to the ES Serverless service.

Notes

1. Data migration is supported only for clusters with ES versions 6.0.0 — 7.14.2. For other
versions, migration demands can be addressed through Logstash for full or incremental
data migration.

2. ES Serverless service will charge for the storage of migrated data. The storage size is
calculated based on the size of the primary shard of the migrated index. The calculation
method for fees can be consulted in the documentation.

3. Every index in the ES Serverless service must specify a time field of the date type. Please
ensure that the migrated data contains a field with the same name and type. If the name
matches but the type is not date, you can convert the field type through the Reindex
method.

Creating Snapshots

The migration tool offers offline snapshot migration capabilities. Therefore, before setting up
in the console, it is necessary to perform snapshot backup operations on the existing ES
cluster data. If the cluster to be migrated originates from a self-built ES cluster, the snapshot
operation must be executed by yourself to back up the data under your account; if it comes
from a Tencent Cloud ES cluster, you can use the automatic snapshot capabilities provided by
Tencent Cloud ES (currently free of charge) to back up the data.
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Elasticsearch Service

Search for the required CAM policy as needed, and click to complete policy association.

o HIBESKHRET

HIEESER BINTESER

o IRER

ESHIETSNBAREILS, WRROCARITSEE ERRRERSHER.

Backup self-built ES cluster data

Creating Repository

PUT _snapshot/web_log
{
"type": "COS",
"settings": {
"app_1id": "xxxxxxx",

"access_key_id": "xxxxxx",

"access_key_secret": "xxxxxxx",

"bucket": "xxxxxx",
"region": "ap-guangzhou",
"compress": true,

"chunk_size": "500mb",

"max_snapshot_bytes_per_sec" :

"base_path": n/"

app_id: APPID of your Tencent Cloud account.

access_key_id: Secretld of your Tencent Cloud API key.

access_key_secret: SecretKey of your Tencent Cloud API ley.
bucket: COS bucket name, which cannot contain the —{appld} prefix.

region: COS Bucket region, for example, ap—guangzhou. This region must be the same as

the ES cluster. You can refer to the document for region codes by clicking here.

» compress: The default is true, compressing the storage of index metadata.
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» base_path: The backup directory.

« max_snapshot_bytes_per_sec: The snapshot rate for this repository. It is set at the
repository level, and customers can adjust it based on the current cluster load.

Creating Snapshots

PUT _snapshot/web_log/snapshot_test

{

"ignore_unavailable": true,

"include_global_state": false,

"indices": "test3*,nginx_log,test2" // where test2 is an exact match
for a regular index, test3* is a fuzzy match for a regular index, and
nginx_log is a datastream

}

« ignore_unavailable: Ignore unavailable or non—-existent indices.

« include_global_state: Whether to snapshot the cluster state, it is strongly recommended to
setthisto false.

« indices: Specify the indices to be snapshot, supporting fuzzy matching with *', multiple
indices separated by commas without spaces. To snapshot all rolled-over indices under a
datastream, write the datastream name directly.

A Note:
Each index in the ES Serverless service needs to specify a Time Field, and the field
type must be date. Ensure that the migrated data contains fields with consistent names
and types as the Time Field. If names are consistent but the type is not date, you can
use the Reindex method to convert the field type.

Viewing Snapshot

GET _snapshot/web_log/snapshot_test

This command returns information about the snapshot. When the state field in the
information is success , it indicates that the snapshot backup is complete.

Backing up Tencent Cloud ES Cluster data
Creating Snapshots

©2013-2024 Tencent Cloud. All rights reserved. Page 94 of 127


https://cloud.tencent.com/document/product/845/103075

> Tencent Cloud Elasticsearch Service

1. Enter the ES Cluster Management Interface, select the corresponding region and cluster,
click on cluster name to enter the cluster details page.

2. Enter the Backup Management page, click on Automated Backup Settings.
Search for the required CAM policy as needed, and click to complete policy association.

THIEHEH SRER TREE B& BREE HINEIE AT ESEE BREHE TELR
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3. Enable automated snapshot backup and set the backup time.

Search for the required CAM policy as needed, and click to complete policy association.

BRIIREE &7 X
RS @)
[RFR & 43 B8] 00:00 ®
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BUH

@® Note:
Automated snapshot backup is currently free. Once set, the system will perform daily

backups, with a retention period of 7 days.

Viewing Snapshot

Once the snapshot backup is completed, we can view the corresponding snapshot in the
snapshot list.
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Search for the required CAM policy as needed, and click to complete policy association.
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Operating Procedures

1. Login to the ES Serverless Service Console.

2. In the Rapid Data Integration module, click Migrate from an Existing ES Cluster.
Search for the required CAM policy as needed, and click to complete policy association.
[E:
Q ES Serverless HIEITIE— MRS ENES, TRBEHR, R2REH, REUENERRS|, AERIIRMEENTACE NN, RERBELKETS,

ES Serverless IEXERESREBIAMA? TRES D ES Serverless fyEBRARITHEN? TRES > BRESANTRTRLAR? TRES >
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3. Enter the settings interface and select the source of the cluster to be migrated.
4. Set Snapshot Source

4.1 The cluster to be migrated is from a self-built ES cluster

Region Location: Supported regions are consistent with the ES Serverless service,
currently Beijing, Shanghai, Guangzhou, Nanjing, Hong Kong (China).

Bucket Name: Select the bucket where the snapshot is located.
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Access Path: Select the directory where the snapshot file is located.

0 fREZKE
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A Note:

The access path currently supports only the root directory. Do not select files in
other directories.

Snapshot Name: Choose the specific snapshot name.
4.2 The cluster to be migrated is from a Tencent Cloud ES cluster

Region Location: Supported regions are consistent with the ES Serverless service,
currently Beijing, Shanghai, Guangzhou, Nanjing, Hong Kong (China).

Cluster Name: Select the ES cluster that needs to be migrated to the ES Serverless
service.
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Snapshot Name: Select the specific snapshot name.
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5. Set the indexes to be migrated.

After setting the snapshot source, you can choose the index to be migrated from the drop-
down box of indexes to be migrated.
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Search for the required CAM policy as needed, and click to complete policy association.

pizeE L] Ei#F (1)

Q cos-index (x]
- pitera
putong-index1-2023.09.20-000002
cos-index
putong-index1-2023.09.21-000003

putong-index1-2023.09.19-000001

A Note:
Please ensure that all fields in the above indices have the same field name and type
as the target index. If the name matches but the type is not date, you can convert
the field type through reindex.

Indexes containing failed backup shards cannot be migrated.

Indexes with write mode set to "partitioned by time" cannot be migrated.

6. Set Target Index

Select the project space and index of the ES Serverless service where the data needs to be
migrated.
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7. Migration Verification
To ensure successful data migration, the platform will verify the overall information filled in
above. If the verification is successful, click OK to start the data migration.

@® Note:
The ES Serverless service will charge storage fees for the migrated data. The storage

size is calculated based on the size of the primary shards of the migrated indexes. For
the method of fee calculation, you may refer to the documentation.

8. View Migration Progress
After initiating the migration, we can view the data migration progress in the corresponding
project space and index.
After the migration is completed, if you need to review the migration details later, you can
check the change records of the target index.
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Migrate existing ES cluster data via
Logstash in full or incrementally

Last updated: 2024-10-25 09:16:20

Overview

If you need to migrate full or incremental data from your self-hosted ES cluster to the ES
Serverless service, you can configure the feature through Logstash's pipeline. This document
demonstrates purchasing a Tencent Cloud Logstash instance and using Logstash to migrate
the full or incremental data from the self-hosted ES cluster to the ES Serverless service.

Notes

Logstash instances are recommended to use versions 7.14.2 or 7.10.2 and must be under
the same Virtual Private Cloud (VPC) as the ES Serverless service's project space.

Data migration can be done either in full or incrementally. During the first migration, a full
migration is required, followed by incremental migration through the time field.

Directions
Deploying Logstash pipeline

1. Please firstlog in to Tencent Cloud.

2. Enter the Logstash Management Interface, click Create New, go to the Logstash purchase
page, fill in the following configuration information and other details, then click Buy now.

Network: Select the same VPC as the project space.
Logstash version: Choose 7.10.2 or 7.14.2.
Advanced features: Choose the "X-Pack version".

3. In the console Logstash management interface, click on the corresponding Logstash
instance name, enter the sub—page, and then click Pipeline Management > Create New
Pipeline.

4. In the Config configuration, enter the relevant information for both the input terminal and
the output terminal. Refer to the subsequent content for details.

Acquire project space access information

To configure data synchronization to the ES Serverless service, acquire access information of
the target project space, such as access address, username, and password. The method is as
follows:
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1. In the project space list, click on the target space name to enter the basic management
page, and then click Access Control.

2. Retrieve the project space access address:

Search for the required CAM policy as needed, and click to complete policy association.
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3. Retrieve the username and password, ensuring that the user's permission type is "read-
write" and that the permission scope includes the target index:

Search for the required CAM policy as needed, and click to complete policy association.
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Pipeline Configuration: Migrating Existing Data
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# Configuration for migrating index data from the existing cluster to ES

Serverless
input {
elasticsearch {
hosts => ["ES cluster access address"]
user => "elastic"
password => "Your_password"

index => "indexl, index2"

output {
elasticsearch {
hosts => ["project space intranet access address"]
index => "target index name"
user => "elastic"

password => "Your_password"

Pipeline Configuration: Migrating Incremental Data

# Configuration for migrating incremental cluster index data to ES
Serverless
input {
elasticsearch {
hosts => ["ES cluster access address"]
user => "elastic"
password => "Your_password"
index => "indexl, index2"
query => '{"query":{"range":{"Q@timestamp":{"gte":"now—
5m","lte":"now/m"}}}}'
schedule => "* * * % *xW0

scroll => "5m"

output {
elasticsearch {
hosts => ["project space intranet access address"]
index => "target index name"

user => "elastic"
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password => "Your_password"

Elasticsearch Service

Attachment: Meanings of each configuration item

Configuration
Item

input.elasticsear
ch.hosts

input.elasticsear
ch.user

input.elasticsear
ch.password

input.elasticsear
ch.index

input.elasticsear
ch.query

input.elasticsear
ch.schedule

Meaning

On-premises ES
cluster access
address

On-premises ES
cluster access
username

On-premises ES
cluster access
password

Self-built ES Cluster
Index Name

Self-built ES Cluster
Data Query
Statement

Self-built ES Cluster
Scheduled Data

Query

©2013-2024 Tencent Cloud. All rights reserved.

Parameter Description

On-premises ES cluster IP and port
number, e.g., http://xxx.xx.x.xx:9200

On-premises ES cluster username, e.g.,
elastic

On-premises ES cluster password, e.g.,
elastic@123

Self-built ES Cluster Index Name,
multiple indexes separated by commas (,)

Query incremental data by time range.
The following configuration queries the
data from the last 5 minutes
(recommended to keep the default
settings):
{"query":{"range":{"@timestamp":

{ "gte" : "now_Sm" , "lte" : "now/m" } } } }

AN Note:
@timestamp is the time field of the
target index.

Scheduled tasks, the following
configuration executes once per minute
(recommended to keep the default
settings): * * * *
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input.elasticsear
ch.scroll

output.elasticse
arch.hosts

output.elasticse
arch.index

output.elasticse
arch.user

output.elasticse
arch.password

Self-built ES Cluster
Data Query Scroll
Cache Time

Project Space
Access Address

Target Index Name

Project Space
Username

Project Space
Access Password
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Elasticsearch Service

For example, the following sets the
scroll_id cache to 5 minutes during
queries (keeping the default settings is
recommended): 5m

Project Space Intranet Access Address,
for example:
http://space—-abcdefg.ap-

guangzhou.qgcloudes.com: 80

Target Endpoint Index Name

Project Space Access Username, for
example: elastic

Project Space Access Password, for
example: elastic@123
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ES API Reference

Last updated: 2024-10-25 09:16:39

in use via Command Line or clients like Filebeat

API uri Applicable Method Description
/_bulk "PUT", "POST" For details, refer to Bulk API
index}/_bulk "PUT", "POST" For details, refer to Bulk API
Hindex}/_doc "POST" For details, refer to Index API
Hindex}/_create/{id} "PUT", "POST" For details, refer to Index API
. . N N For more details, refer to the Get
{index}/_mapping GET mapping AP
F il f he Multi
Hindex}/_msearch "POST", "GET" or more details, refer to the Multi
search API
|_msearch "POST", "GET" For more details, refer to the Multi
search API
F il f h
Kindex}/_count "POST", "GET" Ac; more details, refer to the Count
) . . . For more details, refer to the
{index}/_search POST", "GET Search AP
Use through Kibana
APl uri Applicable Method Description
Hindex}/_bulk "PUT", "POST" For details, refer to Bulk API
{index}/_doc "POST" For details, refer to Index API
Hindex}/_create/{id} "PUT", "POST" For details, refer to Index API

For details, refer to Has privileges
API

|_security/user/_has_pri

) "POST", "GET"
vileges

For more details, refer to Field

index}/_field_caps POST", "GET capabilities API
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index}/_flush "POST", "GET" For more details, refer to Flush API
. . R " For more details, refer to the Get
{index}/_mapping GET mapping API
. . N N For more details, refer to the Get
{index}/_mappings GET mapping AP|
/_resolvelindex/{name} "GET" ;‘; more details, refer to Resolve
Kindex}/_count "POST", "GET" Z(;I; more details, refer to the Count
Kindex}/_msearch "POST", "GET" For more details, refer to the Multi
search API
Kindex}/_search "POST", "GET" For more details, refer to the
Search API
|_async_search/{id} "GET" -
index}/_async_search "POST" -

For more details, refer to

|_security/_authenticate GET Authenticate AP
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> Tencent Cloud Elasticsearch Service

FAQs
Upgrade project space

Last updated: 2024-11-12 21:34:09

Background

ES Serverless service offers a brand—new experience upgrade, supporting unified access
address and Kibana management, accessing multiple indexes, and better fitting original usage
habits. The differences before and after the upgrade are as follows:

For project spaces created before January 23, 2024, there is no Independent Access

Control feature. Simultaneous access to multiple indices in Kibana is not supported.

Writing and querying are done through the index's access address.

For project spaces created after January 23, 2024, unified management and access for all
indexes within the space via the project space's access address and Kibana is supported.
Additionally, you can set permission types and scopes through the visual user
management feature, closely aligning with the original ES Cluster usage habits and
accommodating various scenarios. The upgrade does not require changes to business
code; you only need to migrate the legacy indexes to the new space. We strongly
recommend migrating indexes to the new space. After successful migration, the current
index access method will be decommissioned. We will provide advance notification.

Upgrade operation

For project spaces that support the upgrade operation, we can click the Upgrade button in the
Operations column of the project space list and proceed:
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Search for the required CAM policy as needed, and click to complete policy association.

B SEFIR fins s £ eErEas

ZH/D RESH RE EX] Bl2eiE ¢ BE
space_test Q hay 5 2024-07-02 17:30:40 Kibana (e}

Q EE 1 2024-04-28 21:45:48 Kibana iA[a){&H)
o] Q e 8 2024-04-23 12:03:31 Kibana Th[e)f4]
o] Q 3y 4 2024-04-2311:27:19 Kibana iA[a)f&H)
practise_test Q e 1 2024-02-19 20:03:52 Kibana k)&l
emr_log Q ha) 1 2024-01-25 11:26:25 Kibana TA[a)fEH)
default Q ey 0 2024-01-2510:34:36 Kibana Th[a)f2%] MR
web_log - Q hao) 2 2024-01-17 10:34:00 Kibana iA[a)f2H)

Q s 12 2023-11-13 16:12:07 bie)
YERT - Q hay 10 2023-10-25 15:02:15 bie’s
516 & 10v &7 1 2 >

Upgrade operations support migrating indices under the project space to other spaces within
the same VPC. We click Operations column for the corresponding index and click Upgrade:
Search for the required CAM policy as needed, and click to complete policy association.

HERs| Q o

EXE2 ) REDH RaIRE A ¢ Fedl {003 mE Y BERY BIERE ¢ #fE
° . Q R 0.008 30X E’;\;ru‘a‘ 2023-11-2919:59:30  HEEA E3 v
Q R 0.008 30X / 2023-11-10 16:41:09 BN AR BS v
Q & 0.00B 30X / 2023-11-10 16:22:16 BIEEN AR B3 v

Select the target project space, click Confirm to complete the index migration operation:
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Search for the required CAM policy as needed, and click to complete policy association.

REIEBEMZIE X

@ THE, GRMEEUIHES, FNTETRE a5 4|
(EpNx i DEAL]
e SIET!
FrEVPC e

=ETE ) = 8T (spac

TBeE

mMEZ8) * practise_test(spac ) v

FaiA BUH

The indices migrated to the new space can continue to use the original access method. From
the perspectives of management and convenience, we strongly recommend switching the
access method to the project space address.
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Index usage issues

| need to use the ES Serverless service. How do | perform data
migration?

Currently, data can be migrated to the ES Serverless service index via COS Snapshot or
Logstash. COS Snapshot is suitable for scenarios with large data volumes or high migration
speed requirements, while Logstash is suitable for migrating full or incremental data with low
real-time requirements. For data migration using Logstash, refer to the documentation . If
you need to migrate using a snapshot, you can submit a ticket for consultation.

Is it supported to collect data to the ES Serverless service index using
Filebeat?

Supported. You can use the Beats Management feature in the cloud console to collect data to
the index using Filebeat from CVM, TKE (including EKS). You can also use a self-built Filebeat
with the internal network access address of the ES Serverless service to write data into the
index.

Search for the required CAM policy as needed, and click to complete policy association.

Elasticsearch Beats B
Service

©rmz v gzt o]

%
® HNFCVMEH, UHRXFFELNES, ECVMEANARERAZEDIETIAE, EREREE 1

fRRER
@ Filebeat Metricbeat D] Auditbeat @ Heartbeat Packetbeat
£s £nEE PENRSTES, BFHEASA SEUSFTES, BTNRSIES RELHIATRES, BTHE EOEAASLINERLRES B SEURANETES, LINER
e e Lo BHEZHE SERIRENRS TR £ HOTRAMARNRLE
ES 5| B CVMBZERE  TKERERE
HIERAEE
Logstash &% Qo
B Beats B2 REBOEH ¢ #B REBAEY  REBREY R [ BRI

Does it support writing data to the ES Serverless service index through
Logstash?

Supported. You can set the output end to the index of ES Serverless service in the pipeline
configuration of Cloud-based Logstash or your own Logstash cluster. For details, please
refer to Logstash Data Delivery.
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Search for the required CAM policy as needed, and click to complete policy association.

Elast.lcsearch ¢ - T BSBF v AR
Service

EiikE | EEEER | SHRE HE B ZEIR

HE

& mEEE

REAH

Config& () 3| B BEVRXMRE
IRER
1 dnput {
2 http {
3 host => "0.0.0.0"
ES £ 4 port => "8080"
5 }
ES 73/E2 6
7 output {
: ) 8 elasticsearch {
3 A\ r—4}
HEEAEE 9 hosts => ["http://x.x.x.x:9200"]
e 10 user => "elastic"
\. Logstesh 32 1 password => "xxxx"
. 12 }
Beats B 13}
$
SHRE O
D@ ®
®
o) ® memory
0] E2 0]
0 @
&
Rt ®% ezt B

What is the recommended size for batch writing?

The ES Serverless service has a built—in proprietary directed routing capability. It is
recommended that the number of documents for a single batch write be set to 2000 - 5000,
which helps improve write performance and reduce interface call costs.

What should | do if the required field type is not available in the field
settings form?

The form page dropdown supports selecting common field types. If more types are needed,
you can switch to JSON mode and set the field to the desired type.
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Search for the required CAM policy as needed, and click to complete policy association.

RIRE It THEZISONER,
FRUG s QBEY
FRER FRER © ZEL 0] FE®sl @ REgt ©
text v 0 ) © ; (x}
+HIFR
[aflE=a
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Issues with using Kibana

Elasticsearch Service

How to set a field to geo_point type and draw a map?

Before writing data, set the type of the specified field to geo_point in the mapping. After the
data is written, you can select Maps in the Kibana navigation bar to enter the map drawing

interface.

® Note:

For the geo_point type, please set it manually; otherwise, the field might be
automatically mapped to an incorrect type, resulting in an inability to render the map.

Search for the required CAM policy as needed, and click to complete policy association.

= ‘ Maps  Create

() Home

¥ Analytics v

Overview
Discover
Dashboard

Canvas

Visualize Library

{53 Management v

Dev Tools

Stack Management

CANADA

UNITED
STATES

MEXICO CUBA
GUATEMALA

PANAMA
GUYANA
COLOMBIA
ECUADOR

PERU
BRAZIL

BOLIVIA

PARAGUAY

ARGENTINA

Map settings  Inspect  Full screen [3) Save

KoL v Last 15 minutes Show dates  [EMGALEICH]

LAYERS =

88 Road map

RUSSIA Add layer

Where can the Coordinate Map feature of Kibana be found?
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You can use the Maps option's Clusters and grids type to perform aggregation on specific

fields.

Search for the required CAM policy as needed, and click to complete policy association.

= ’ Maps  Create

() Home

Recently viewed >

I Analytics v

Overview
Discover
Dashboard

Canvas

I
KoL {8 v Last15 minutes

LAYERS =

Add layer

88 Road map

nspect  Full screen [®) Save

Show dates G Refresh

Al Elasticsearch  Reference  Solutions

Visualize Library

i Management M
Dev Tools
Stack Management CUBA
TEMALA
PANAMA
coLomera A
ECUADOR
PERU
BRAZIL
BOLIVIA
PARAGUAY
ARGENTINA

ICELAND
FINLAND
)
NORWAY
Upload GeoJSON Documents
UNITED
KINGDOM BELARUS Index GeoJSON data in Points, lines, and polygons
BELGIUM e Elasticsearch from Elasticsearch
CE A KAZAKHSTAN MONGOLIA
ITALY BU
.
SPAIN GREECE TURKEY n o
TUNISIA RAQ '
MOROCCO ISRAEL PAKISTAN Choropleth Clusters and grids
NEPAL
LIBYA EGypT \ SAUDI )
£ ARABIA TAIWAN Shaded areas to compare Geospatial data grouped
INDIA o U )
MAURITANIA OMAN LA0S statistics across in grids with metrics for
NIGER ) .
senecaL CHAD” 5pan U i boundaries each gridded cell
GUINEA NIGERIA ETHIOPIA -
Emn CAMEROON
KENYA
GABON Ao 2000
TANZANIA e
GUINE . .
e Heat map Top hits per entity
Geospatial data grouped Display the most relevant
MOZAMBIQUE o ) documents per entity, e.g
NAMIBIA in grids to show density Y
AUSTRALIA the most recent GPS hits
SOUTH )
AFRICA per vehicle.
aaed ?4
Point to point
zoom: 1.64
Cancel
Elastic Maps Service (7, OpenMapTiles (7, i ]

How to distinguish and display values in different intervals based on the
values of fields aggregated by metrics?

You can adjust the Fill color: In the Layer settings, scroll down to find the Layer Style module,
select Fill color by value, choose the key you want to differentiate for display, and in the as
number field, select the appropriate Gradient Color.
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Search for the required CAM policy as needed, and click to complete policy association.

= ’ Maps  Create Inspect  Full screen
[ v Search KoL v Last15 minutes Show dates G Refresh
©  +Addfiter
(1] <
® > Source details
4 ICELAND RUSSIA
FINLAND,
Layer Style
7 CANADA NORWAY.
. Symbol type m icon
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KINGDOM BELARUS Fill color
] BELGIUM
UKRAINE By value v count v
FRANCE AUSTRIA (1 o KAZAKHSTAN MONGOLIA
Asnumber v @ -
= ITALY \BULGARIA T
SPAIN
STATES GREECE' TURKEY' TAJIKISTAN SOUTH
Border color
TUNISIA SYRIA e CHINA KOREA
oroceo R PAKISTAN
AGERA | 1aya  covor - SAUDI NEPAL
MEXICO  CUBA ARATIA INDIA TAWAN Border width
MAURITANIA ohan .
GUATEMALA P B ) MYANMAR Fired v p
SENEGAL su VIEINAM
GUINEA ETHIOPIA i
NIGERIA Symbol size
= LIBERIA SHUAK ! "
COLOMBIA GUYANA CAMEROON e Byvalue v count v
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THE CONGO j l > 3 X
PERU
BRAZIL
ANGOLA Label
BOLIVIA
MOZAMBIQUE By value v count v
PARAGUAY NAMIBIA AUSTRAL
SOUTH Label color
AFRICA )
Solid v @ #000000 v
ARGENTINA
Label size
Fixed v 14 px
zoom: 1.73
Cancel Remove layer v Save & close
Elastic Maps Service (7, Op pTiles (7, i ]

After displaying metrics, how can we know the corresponding value
range for the various colored dots on the map?

Just click the arrow in the middle of the corresponding layer under LAYERS to display it (the
arrow is not displayed by default and will only be shown when the mouse hovers over it).
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Search for the required CAM policy as needed, and click to complete policy association.

ICELAND LAYERS =)
FINLAND
: NORWAY ’ 0 B/ P =
UNITED valuel
KINGDOM sy @ <22
BELGIUM ) 22upto3.4
34uptodb
e ERANCE ROMANIA 46 upto5.8 L
ITALY “BULGARL? (@ >=5.
NITED H @ >-ss
TATES SPAIN GREECE T
EEE Road ma
TUNISIA P A
MOROCCO I
LIBYA EGYpT SAUDI - 7 S T TSR
EXICO CUBA
MAURITANIA
GUATEMALA maLL_) NISER Joap YEMEN
N VIETN
GUINEA
PANAMA NIGERIA ETHIOPIA X
COLQMB[A GUYANA LIBERIA Rt
KENYA
GABON
PERU TANZANIA
R ANGOLA
BOLIVIA
@ MOZAMBIQUE
PARAGUAY BOTSWANA
SOUTH
AFRICA
ARGENTINA

After displaying metrics, each dot is very large, occupying the base map's
place names, causing them not to be displayed. How can this be set?

You can click Layer under the Road map, select Edit layer settings, and set the base map
display priority to top in the Layer settings.
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Search for the required CAM policy as needed, and click to complete policy association.

® clastic
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Third party Cookie settings

Last updated: 2024-11-12 21:34:54

Using console retrieval and analysis capabilities requires the browser to support third party
Cookies. Common browser configurations are as follows:

Chrome

1. Open the Chrome browser.

2. Click the "More Options" icon in the upper right corner :

3. click Settings > selectPrivacy and Security > findThird—party cookies > chooseAllow third-
party cookies.

Search for the required CAM policy as needed, and click to complete policy association.

G ‘B Q #pEdER
(3
2 85 Google .
B amErnss
[ 0 mumms ] Q  Chrome BBFRIPERBMELE. FRF REFSIBOTN

@ ke N

@ EHENEERIERBITE 11 RE0RR a8
@ sm
Q  #R5|E BAEE
B ERANRS

i ’
O EEE ERAKITR. Cookie, EFREMMIE

BRI
® == REEENER BN RS ’
t TERS & =7 Cookie ,
i xR RIFERSE =7 Cookie
74 I ERRALE

* R rymitmuEnitAERBERT S ’
o EERE

o == ’

ZEWK (RPCRBRRNEHES) NELRSRE

N vEEF O
® %F chrome = R »

EHMERIIMERMNETRMAAGEE (WUERER. BEk. BEXEORHM)

©2013-2024 Tencent Cloud. All rights reserved. Page 119 of 127



> Tencent Cloud Elasticsearch Service

Search for the required CAM policy as needed, and click to complete policy association.

€< ) 8=7 Cookie ® Qq#zx

L] N
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® ARFE=7H Cookie A
@ WISTLAMER Cookie FIRFHEBAIREMAL, FIRNIHARISBSFIRBHICERMYE IR S

& MiLFIBAERS Cookie EEBES M AEMG LAVNEIES), DAMESIMRLEINES BN (FIWAE
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O #xZREEXTHEIEE=7 Cookie o
O  MLLE=7 Cookie o
Safari

1. Open Safari on your Mac.

2. Select Safari > Settings to enter the settings page.

©2013-2024 Tencent Cloud. All rights reserved. Page 120 of 127



> Tencent Cloud

Elasticsearch Service

Search for the required CAM policy as needed, and click to complete policy association.
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3. In the Privacy Settings module, uncheck Prevent Cross—site Tracking and Block All
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Converting field type via Reindex

Overview

When creating an index in ES Serverless service, you need to specify a time field, and its type
must be date . When synchronizing data from an existing ES cluster to an index in ES
Serverless service, if the data field name matches but the type is different from the time field,
the write will fail. In such cases, we can convert the field type using reindex .

Process Description

1. Create the target index for reindex and set the type of the field with the same name as the
time field in the ES Serverless service indexto date .

2. Use the reindex interface to synchronize existing data to the target index.

Case demonstration

1. Suppose we need to synchronize data from the index source_index to the indexin the ES
Serverless service (the time field of this index is @timestamp ). At this point, check the field
configuration of source_index and find that the field type of source_index in @timestamp
is keyword type. At this point, synchronizing data will result in a write error.
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Search for the required CAM policy as needed, and click to complete policy association.

GET source_index/_mapping

D&

2. Check the number of documents in source_index.
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1~

2+
3.
4+
5.
6~
7

8~
9.
10~
1

12

13-
14+
15

16+
17+
18-
19~
20~
21

22~
23

24+
25+
2+
27~
28~
29

30~
31

32-
33+
34+
35
36~
37~
38

39+
40 -
41

42+
43+

"source_index" : {
"mappings" : {

"dynamic_templates" : [
{

"message_full" : {

"mapping" : {
"fields" : {
"keyword" : {

}
b
"type" : "text"
}
}

h

{
"message” : {

| "match" : "message",

| "mapping" : {

| | "type" : utext"

3

}
}
{

"strings" : {
"match_mapping_type
"mapping" : {
| "type" : "keyword"
}

|
|
|
|
}

}
1,

n

roperties" : {
"®timestamp" : {

| "type" : "keyword"
g

"fieldl" : {

| "type" : "toxt"

}

}

"match" : "message_full",

|
| | "ignore_above" : 2048,
| | "type" : "keyword"

|

: "string",
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Search for the required CAM policy as needed, and click to complete policy association.

GET source_index/_search

D&

~N O Ul W N
“

H]

9A
10~
11~
12
13
14-
15
16~
17~
18
19
20
21
22~
23
24
25+
26+
27+
28
29
30
31
32~
33
34
35-
36+
37+
38~

39+ }

40

f

"took" : 0,
"timed_out" : false,
"_shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : @
}
"hits" : {
|l_|_ "o,
| |"value" : 2,
| Trelation” : eq"
}
"max_score" : 1.0,
"hits" : [
{
"_index" : "source_index",
"_type" : "_doc",
" 1d" : "3_4vF40BCMBqeXZ007Kv"
"_score" : 1.0,
"_source" : {
| "@timestamp" : "2022-03-13T03:07:34.348+08:00",
| "fieldl" : "a"
}
L
{
"_index" : "source_index",
"_type" : "_doc",
"_id" : "4P4vF40BCMBqeXZ007Kv"
"_score" : 1.0,
"_source" : {
| "@timestamp" : "2022-03-24T10:51:34.348+08:00",
| "fieldl" : "b"
}
}
1
}

3. Create the target index for reindex dest_index and specify the type of the field

etimestamp in the mapping as date .
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Search for the required CAM policy as needed, and click to complete policy association.

GET dest_index/_mapping

D&

1-f
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"dest_index" : {
"mappings" : {

"dynamic_templates" : [
{
"message_full" : {
"match" :
"mapping" : {
"fields" : {
| "keyword" : {
| | "ignore_above"
| "type"
B,
1,
"type" : "text"
}
}

}

{
"message” : {

| "match" : "message",

| "mapping" : {

| "type" @ "text"

3

}

1

{
"strings" : {

"match_mapping_type

"mapping" : {

| "type" : "keyword"

}

|
|
|
|
}

}
-

"properties" : {
"®timestamp" : {
‘ "type” : “the”

1

}

"message_full",

. 2048,

"keyword"

: "string",

4. Use the reindex API to synchronize data from source_index to dest_index . Compare the

number of documents in the original source_index . The count matches exactly.

POST _reindex
{
"source": {

"index":

by
"dest": {

"index":
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Search for the required CAM policy as needed, and click to complete policy association.

. D&y @ 1 #! [index.search.slowlog.level] setting was deprecated in Elasticsearch and will be removed in a future release! See
POST _reindex the breaking changes documentation for the next major version
{ 2 #! [index.indexing.slowlog.level] setting was deprecated in Elasticsearch and will be removed in a future release! See

" . 1 ) Y E
s?grce . {" N the breaking changes documentation for the next major version
| "index": "source_index

I
"dest": {

3
4 "took" : 52,
5

| "index": "dest_index" 6
7
8

"timed_out" : false,

}
}

10 "batches" : 1
11 "version_conflicts" : 0,
12 "noops" : 0,

13+ "retries" : {

14| "bulk" : 0,
15 | "search" : 0
16+ }

)
17 "throttled_millis" : @,
18 "requests_per_second" : -1.0,
19 "throttled_until_millis" : @,
| 20 “failures" : []
21+}

5. At this time, searching for dest_index data will retrieve the data synchronized from

source_index .
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> Tencent Cloud

Elasticsearch Service

Search for the required CAM policy as needed, and click to complete policy association.

GET dest_index/_search
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14+
15
16~
17~
18
19
20
21
22
23
24
25+
26+
27+
28
29
30
31
32
33
34
35-
36+
37+
38-
39-}

"took" : 0,
"timed_out" : false,
"_shards" : {
"total" : 1,
"successful" : 1,
"skipped" : 0,
"failed" : 0
h
"hits" : {
"total" : {
| "value" : 2,
| "relation" : "eq"
h
"max_score" : 1.0,
"hits" ¢ [
{
"_index" : "dest_index",
"_type" . "_doc",
"_id" : "3_4vF40B(M6qeXZ007Kv",
"_score" : 1.0,
"_source" : {
| "@timestamp" : "2022-03-137T03:07:34.348+08:00",
| "fieldl" : "a"
}
h
{
"_index" : "dest_index",
"_type" : "_doc",
"_id" : "4P4vF40B(M6qeXZ007Kv",
"_score" : 1.0,
"_source" : {
| "etimestamp" : "2022-03-24T10:51:34.348+08:00",
| "fieldl" : "b"
}
}
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