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O BHS

SCIM2.0%=0

E=IEEFATE: 2024-11-13 11:20:53

EHWSEE

WMREE IdP FEER SCIM thiY, BEFHAFRERSEIS M0 - BFPEER, FEXEARNE. ERSSMIRAE (5: Okta. Azure ADF ) i2{ft
9 SCIM BZ£EENR, BEFFEXERNE,.

{sEFHi5AA

SCIM 2.0 M/9SEELE R RFC 7644, BIFiEKRBIESR RFCXHE

SCIMBES M RANEANR (Endpoint) :

o HELG: https://scim.tencentcloudsso.com/scim/v2

o EPfRiL: https://scim.tencentcloudssointl.com/scim/v2

SCIM O

Discovery Endpoint
[ServiceProviderConfig
ThegitiR

o IRBEVARSS imSZISHIINGE o
ERYR

o REBINE.

ERTH

curl https://scim.tencentcloudsso.com/scim/v2/ServiceProviderConfig —-H "Content-type:application/json"

"authenticationSchemes": [

{

"description":

"documentationUri": "",

"name" :

"OAuth Bearer Token",

"primary": true,

"spchri": L

"type":

"bulk": {

"oauthbearertoken"

"maxOperations": 1000,

"maxPayloadSize": 1048576,

"supported":

1
I

false

"changePassword": {

"supported":

1
I

"documentationUri":

"etag": {

"supported":

}I
"filter": {

false

nn
’

false

"maxResults": 100,

"supported":

It
I

"patch": {

"supported":

true

true

IRIFRE: BR=ItE (It ) BRSEATF

"Authentication scheme using the OAuth Bearer Token Standard",
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EHWSEE

"schemas": [
"urn:ietf:params:scim:schemas:core:2.0:ServiceProviderConfig"

1,
"sort": {

"supported": false

BEZERER:
o XIFHOINEE: patch, filtero
o FZIFM9INEE: bulk. changePassword. sort. etag.

IResourceTypes

TheesA
o IREUARSSIRSZIFAUEEIFSEEY, IRE User F
ERRH

curl https://scim.tencentcloudsso.com/scim/v2/ResourceTypes ——header 'Authorization: Bearer <your scim

credential>' --header "content-type:application/json"

"Resources":
{
"description": "User Account",
"endpoint": "/Users",
"id": "User",
"name": "User",
"schema": "urn:ietf:params:scim:schemas:core:2.0:User",
"schemaExtensions": [],
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:ResourceType"

"description": "Group",

"endpoint": "/Groups",

"id": "Group",

"name": "Group",

"schema": "urn:ietf:params:scim:schemas:core:2.0:Group",
"schemaExtensions": [],

"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:ResourceType"

1,

"itemsPerPage": 100,

"schemas": [
"urn:ietf:params:scim:api:messages:2.0:ListResponse"

1,

"startIndex": 1,

"totalResults": 2

/Schemas

IRIFRE: BRzITE (165 ) BRSEAS 55146 $£242)




EHWSEE

ThegiR
o IRERBRS3I%SZ 35 Schema, i&[E User #1 Group BYi¥4H Schema.

SEFRLIR

o MHHEEIRAEE,

o MNP HOENFRENFREFTRIKNS.
o RS T CEERAIF R

ERTH

The schema to request all resources.

curl https://scim.tencentcloudsso.com/scim/v2/Schemas —--header 'Authorization: Bearer <your scim
credential>' --header "content-type:application/json"
The schema to request users.

curl https://scim.tencentcloudsso.com/scim/v2/Schemas/urn:ietf:params:scim:schemas:core:2.0:User ——
header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json"
The schema to request user groups.

curl https://scim.tencentcloudsso.com/scim/v2/Schemas/urn:ietf:params:scim:schemas:core:2.0:Group —--

header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json"

BB
+ FAP%R Schema

"attributes": [
{

"caseExact": false,

"description": "Unique identifier for the User, typically used by the user to directly
authenticate to the service provider. Each User MUST include a non-empty userName value. This
identifier MUST be unique across the service provider's entire set of Users. REQUIRED.",

"multivValued": false,

"mutability": "readWrite",

"name": "userName",

"required": true,

"returned": "default",

"type": "string",

"uniqueness": "server"

"description": "The components of the user's real name. Providers MAY return just the full
name as a single string in the formatted sub-attribute, or they MAY return just the individual
component attributes using the other sub-attributes, or they MAY return both. If both variants are
returned, they SHOULD be describing the same name, with the formatted name indicating how the component
attributes should be combined.",

"multiValued": false,

"mutability": "readWrite",

"name": "name",

"required": false,

"returned": "default",

"subAttributes": [

{

"caseExact": false,

"description": "The family name of the User, or last name in most Western languages
(e.g., 'Jensen' given the full name 'Ms. Barbara J Jensen, III').",

"multiValued": false,

"mutability": "readWrite",

"name": "familyName",

"required": false,

"returned": "default",

"type": "string",

IRIFRE: BR=ItE (It ) BRSEATF




"uniqueness": "none"

b

{
"caseExact": false,
"description":
'Barbara' given the full name 'Ms.

"multivValued":

(e.qg.,
false,
"mutability": "readWrite",
"name": "givenName",
"required": false,

"returned": "default",
"type" :

"uniqueness":

"string",

"none"

1,
"type":
.
{

"caseExact":

"complex"

false,
"description":
the full name of the User being described,
"multivValued":
"mutability":

false,

"readWrite",
"name": "displayName",
"required": false,
"returned": "default",
"type":

"uniqueness":

"string",

"none"

"description":
"multiValued":
"mutability":

false,
"readWrite",
"name": "active",
"required": false,
"default",

"boolean"

"returned":
"type":
},
{
"description":
service provider, e.qg.,

of 'work', 'home', and 'other'.",
"multivValued":

"mutability":

true,
"readWrite",
"name": "emails",
"required": false,
"default",
"subAttributes": [

{

"caseExact":

"returned":

false,

"description":

e.g.,
and

service provider,
of 'work', 'home', 'other'.",

"multivalued": false,
"mutability": "readWrite",
"name": "value",
"required": false,

"returned": "default",
"type" :

"uniqueness":

"string",

"none"

IRIFRE: BR=ItE (It ) BRSEATF

"The given name of the User,

Barbara J Jensen,

"The name of the User,

"A Boolean value indicating

"Email addresses for

'bjensen@example.com’

"Email addresses for the user.

'bjensen@example.com'

EHWSEE

or first name

III').",

in most Western languages

suitable for display to end-users. The name SHOULD be

if known.",

the User's administrative status.",

The value SHOULD be canonicalized
'bjensen@EXAMPLE.COM' .

the user. by the

instead of Canonical type values

The value SHOULD be canonicalized by the

instead of 'bjensen@EXAMPLE.COM'. Canonical type values
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EHWSEE

"canonicalValues": [

"work",

"home",

"other"
1,
"caseExact": false,
"description": "A label indicating the attribute's function, e.g., 'work' or 'home'.",
"multiValued": false,
"mutability": "readWrite",
"name": "type",
"required": false,
"returned": "default",
"type": "string",

"uniqueness": "none"

"description": "A Boolean value indicating the 'primary' or preferred attribute value for
this attribute, e.g., the preferred mailing address or primary email address. The primary attribute
value 'true' MUST appear no more than once.",

"multiValued": false,

"mutability": "readWrite",

"name": "primary",

"required": false,

"returned": "default",

"type": "boolean"

1,

"type": "complex"

1,

"description": "User Account",

"id": "urn:ietf:params:scim:schemas:core:2.0:User",
"name": "User",

"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Schema"

+ FAPARE Schema

"attributes": [
{

"caseExact": false,
"description": "A human-readable name for the Group. REQUIRED.
"multiValued": false,
"mutability": "readWrite",
"name": "displayName",
"required": true,
"returned": "default",
"type": "string",

"uniqueness": "none"

"description": "A list of members of the Group.",
"multivValued": true,

"mutability": "readWrite",

"name": "members",

"required": false,
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"returned": "default",
"subAttributes": [
{

"caseExact": false,

"description": "Identifier of the member of this Group.",

"multivalued": false,
"mutability": "immutable",
"name": "value",
"required": false,
"returned": "default",
"type": "string",

"uniqueness": "none"

"caseExact": false,

"description": "A human-readable name for the group member,

purposes.",
"multiValued": false,
"mutability": "immutable",
"name": "display",
"required": false,
"returned": "default",
"type": "string",

"uniqueness": "none"

1,
"type": "complex"

1,

"description": "Group",

"id": "urn:ietf:params:scim:schemas:core:2.0:Group",
"name": "Group",

"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Schema"

Users

POST /Users

Thagsk

o BEARF,

SEFRLIR

o MRSHBHROPFERBHFHSALZNAR, WStBEEW.
ERTH

curl https://scim.tencentcloudsso.com/scim/v2/Users —-—

header 'Authorization: Bearer <your scim credential>' —--header "content-type:application/json" -X POST -

d '<data>'

Hrh, data S&HREIINTF:

"displayName": "<user display name>",
"emails": [
{
"primary": true,

"type": "work",

IRIFRE: BR=ItE (It ) BRSEATF

primarily used for display

EHWSEE
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"value": "<user email>"

1,

"name": {
"familyName": "<user family name>",
"givenName": "<user given name>"

b

"userName": "<user name>"

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
thpeﬂ g "Work" 0

"value": "<user email>"

1,

"id": "u-00vrsl1119d6gbsiS****",

"meta":

{
"created": "2023-08-01T13:16:30.000z",
"lastModified": "2023-08-01T13:16:30.0002Z",
"resourceType": "User"

I

"name" :

{
"familyName": "<user family name>",
"givenName": "<user given name>"

|

"schemas":

[
"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

GET /Users/{id} 1 GET /Users

ThResg
o GET /Users/{id}: Eiflfg5E ID BAF,

o GET /Users: REHEOIRAPEEXZAREARIIR.
ERYR
o WNEH [id}, NRENZ ID MREMEF. MR {id} F2EFEMNAF, WIEEEK,
o MBFRHE Hid} BE filter, NIFEHEMNAPIERE), filter 33235 userName FE, HEXF eq 18ER .

o MRFH id}RIEE filter, NEEIFEAFSIER, XF SCIM HXERESRAN, SRESIEEM00RKICR, MRICRFHATF100 (count>100) ,
T#ZE10040E

o INEEENRREIZHIARF .
1. 76N : EGHEE ID BAEF
ERRH
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curl https://scim.tencentcloudsso.com/scim/v2/Users/<userId> ——

header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json" -X GET

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
"type": "work",

"value": "<user email>"

1,

"id": "u-00vrsl1l19d6gbsiS****",

"meta":

{
"created": "2023-08-01T13:16:30.000z",
"lastModified": "2023-08-01T13:16:30.000Z",
"resourceType": "User"

¥

"name" :

{
"familyName": "<user family name>",
"givenName": "<user given name>"

Iy

"schemas":

[
"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

. ™FI2: BRHEOAPEESREIREREPYIR
ERTH

curl https://scim.tencentcloudsso.com/scim/v2/Users<?parameters> ——

header 'Authorization: Bearer <your scim credential>' —--header "content-type:application/json" -X GET

EERE

GET /Users ?filter=userName eq "Test_User"

"Resources":

[

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
"type" . llworkll 7

"value": "<user email>"
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"id": "u-0015b4962vrywtzb****",

"meta":

{
"created": "2023-07-07T17:21:07.000Z",
"lastModified": "2023-07-07T17:21:07.000z",
"resourceType": "User"

b

"name" :

{
"familyName": "<user family name>",
"givenName": "<user given name>"

b

"schemas":

[
"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

"active": true,
"displayName": "<user display name>",
"emails":

[

"primary": true,
"type": "work",

"value": "<user email>"

1,

"id": "u-00vrsl119d6gbsiS5****",

"meta":

{
"created": "2023-08-01T13:16:30.000z",
"lastModified": "2023-08-01T13:16:30.000z",
"resourceType": "User"

b

"name" :

{
"familyName": "<user family name>",
"givenName": "<user given name>"

b

"schemas":

[
"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

1,
"itemsPerPage": 10,
"schemas" :
[
"urn:ietf:params:scim:api:messages:2.0:ListResponse"
1,
"startIndex": 1,

"totalResults": 2

"Resources": [],

"itemsPerPage": 10,
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"schemas": [

"urn:ietf:params:scim:api:messages:2.0:ListResponse"”

1,
"startIndex": 1,

"totalResults": 0

PUT /Users/{id} #1 PATCH /Users/{id}

/3% 3
» PUT /Users/{id}: &izBPER.

« PATCH /Users/{id} : EBAER.

ERYR

o {id} 1%, EMHIZEEBES Schema hEXMFE.
o PUT BEZFREREE.

» Patch 3z#% Add. Replace.

o {REHESERIE AR o

ERTG

1. ZigARER (PUT)

curl https://scim.tencentcloudsso.com/scim/v2/Users/<userId> --—

eader 'Authorization: Bearer <your scim credential>' --header "

d '<data>"'

Hrh, data &HREINTF:

"active": false,
"displayName": "<user display name>",
"emails":

[

"primary": true,
"type": "work",

"value": "<user email>"

1,
"name" :
{
"familyName": "<user family nam

"givenName": "<user given name>"

"userName": "<user name>"

2. BEHAPER (PATCH)

curl https://scim.tencentcloudsso.com/scim/v2/Users/<userId> —-—

content-type

:application/json" -X PUT -

header 'Authorization: Bearer <your scim credential>' —--header "content-type:application/json" -

X PATCH -d '<data>"'

EHWSEE

Hr, data &RGIMT:

// replacelRfE
{

"Operations":

IRIFRE: BR=ItE (It ) BRSEATF
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"op": "replace",
"path": "",
"value": {
"active": false,
"displayName": "displayName",
"name": {
"familyName": "familyName",

"givenName": "givenName"

"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

}
// addifE
{
"Operations": [
{
"op": "add",
"path": "",
"value": {
"displayName": "displayName",
"name": {
"familyName": "familyName",

"givenName": "givenName"

"op": "add",
"path": "active",

"value": true

1y

"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

//replace

{
"active": false,
"displayName": "displayName",
"emails":

[

"primary": true,
"type": "work",

"value": "<user email>"

1,
"id": "u-00vrsl1119d6gbsiS****",
"meta":
{
"created": "2023-08-01T13:16:30
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"lastModified": "2023-08-01T13:16:30.000Z2",
"resourceType": "User"
iz
"name" :
{
"familyName": "<user family name>",
"givenName": "<user given name>"
iz
"schemas":
[
"urn:ietf:params:scim:schemas:core:2.0:User"
1,

"userName": "<user name>"

//add

{
"active": true,
"displayName": "displayName",
"emails":

[

"primary": true,
"type": "work",

"value": "<user email>"

I

"id": "u-00vrsl1119d6gbsib****",

"meta":

{
"created": "2023-08-01T13:16:30.000z",
"lastModified": "2023-08-01T13:16:30.000z2",
"resourceType": "User"

iz

"name" :

{
"familyName": "<user family name>",
"givenName": "<user given name>"

iz

"schemas":

[
"urn:ietf:params:scim:schemas:core:2.0:User"

1,

"userName": "<user name>"

DELETE /Users/{id}

ThsefER

o MFEE ID BIFARF.
SEFRLIER

o {id} &€

o IXEEMIPRARRIZRIFF o
R

curl https://scim.tencentcloudsso.com/scim/v2/Users/<userId> ——

header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json" -X DELETE
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@ HE‘.L:H_E ERIKSERE

HTTP/1.1 204
Date: Tue, 31 Mar 2020 02:36:15 GMT

Content-Type: application/json

x-RequestId: abbf9%e53-9ecc-46d2-8efe-104a66f£128f

/Group
POST /Groups

ThResA

o BERAFAH.

SEFRLIER

o MRESHHROPFERBHNFNLRLIZNALE, WSEIEEK,
ERR6

curl https://scim.tencentcloudsso.com/scim/v2/Groups —-—

header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json" -X POST -

d '<data>"'

He, data &R EIanT:

"displayName": "<group name>",
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Group”

"displayName": "<group name>",

"id": "g-00ngnd7hoevdlunv****x",

"members": [],

"meta":

{
"created": "2023-08-01T13:30:23.000z",
"lastModified": "2023-08-01T13:30:23.000z",
"resourceType": "Group"

b

"schemas" :

[

"urn:ietf:params:scim:schemas:core:2.0:Group"

GET /Groups/{id} #1 GET /Groups

Thihid
o GET /Groups/{id}: &iflig%E ID HEFH.

o GET /Groups: &&EHEQAFRAESXEDRERAFETIZE.

SEFRLIR
o XIHER id FifH filter Hiflo

o filter 323 displayName FE&, BRXF eq BIEF,
o BN Mid}, WiRELZ ID MRAIEFE, BE8E members 288, R {id} FEREEFENHAFE, WESESER,
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@ %\_EHE EHKSESE

o WRFHE {id} BigH filter, NEEIFFEARASIZR, B members BEAZ ( BIFIERSZEFIEE members) . 2 SCIM HHARERTREN, &2
IRE100RICH, MRICFHEEHATF100 (count>100) , #E1004E,

REEE R RIAF A,
1. =61 : ZGEE ID AEFA
ER76

curl https://scim.tencentcloudsso.com/scim/v2/Groups/<groupld> ——

header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json" -X GET

"displayName": "<group name>",
"id": "g-00ngnd7hoevdlunv****",
"members" :

[

"display": "xxx",

"value": "u-00vrsl119d6gbsiS****"

1,

"meta":

{
"created": "2023-08-01T13:30:23.000z",
"lastModified": "2023-08-01T13:30:23.000z",
"resourceType": "Group"

}

"schemas" :

[

"urn:ietf:params:scim:schemas:core:2.0:Group"

2. 7p2: EFRUEARFRAEEREIRERARAS®
ERRH

curl https://scim.tencentcloudsso.com/scim/v2/Groups<?parameters> ——

header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json" -X GET

"Resources":

[

"displayName": "<group name>",

"id": "g-00ngnd7hoevdlunv****",

"members": [],

"meta":

{
"created": "2023-08-01T13:30:23.000z",
"lastModified": "2023-08-01T13:30:23.000z",
"resourceType": "Group"

b

"schemas":

[

"urn:ietf:params:scim:schemas:core:2.0:Group"
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@ HE‘.L:H_E ERIKSERE

"itemsPerPage": 10,

"schemas":
[
"urn:ietf:params:scim:api:messages:2.0:ListResponse"
:| 4
"startIndex": 1,

"totalResults": 1

PUT /Groups/{id} #1 PATCH /Groups/{id}

ThegkR
« PUT /Groups/id}: &itERAER,

« PATCH /Groups/{id}: EFiBEFAER,

ERAYR

o {id} %, EMMIFEEEEN Schema FEXMFER
o PUT HEZEEREN, 28R member,

» Patch 3z#5 Add. Replace 1 Remove,

o {NEEIEIERSHIRFE,

ERTH

o HiEAPAER (PUT)

curl https://scim.tencentcloudsso.com/scim/v2/Groups/<groupld> —-—
header 'Authorization: Bearer <your scim dential>' --header "content-t rapplication/json" -X PUT -

d '<data>"

Heh, data &StBIT:

"displayName": "<group name>",
"schemas": [

"urn:ietf:params:scim:schemas:core:2.0:Group"

o BEHAPARERE (PATCH)

curl https://scim.tencentcloudsso.com/scim/v2/Groups/<groupld> —-—
header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json" -

X PATCH -d '<data>'

HA, data &HaREIanT:

//M<group1d>3MANERBIRISENAR <user1d>
{
"Operations": [
{

"op": "remove",

"path": "members",

"value": [
(
1

"value": "<userId>"
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"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

+
/ /M<groupId>x§Fﬁﬂggﬂm*§B§FﬁﬁmF‘
{
"Operations":
{
"op": "remove",

"path": "members"

1,
"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

}
//M@<groupId>XRAERFRMINER
{
"Operations": [
{

"op": "add",

"path": "members",

"value": [

{
"display": "<userNamel>",

"value": "<userIdl>"

"display": "<userName2>",

"value": "<userId2>"

"display": "<userName3>",

"value": "<userId3>"

"schemas": [

"urn:ietf:params:scim:api:messages:2.0:PatchOp"

HTTP/1.1 204 No Content

HTTP/1.1 204

Date: Tue, 07 Apr 2020 23:59:09 GMT

Content-Type: application/json

x-RequestId: dad0c91lc-1ea8-4b36-9fdb-4f099b59c1c9

DELETE /Groups/{id}

ThREsA
o MIFERE ID BIFAFA.

SEFRLIR
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@ H%\.EHE SEEWSEHIE

o {id} &%

o F1£ member RIBHEFR S IFHIFRE
o XBEMIPRARRIZ IR P,

ER76

curl https://scim.tencentcloudsso.com/scim/v2/Groups/<groupId>

header 'Authorization: Bearer <your scim credential>' --header "content-type:application/json" -X DELETE

EERE

HTTP/1.1 204
Date: Mon, 06 Apr 2020 22:21:24 GMT

Content-Type: application/json

x—RequestId: abbf9e53-9%ecc-46d2-8efe-104a66££128
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~ BERRE
EERERE
Microsoft Entra T TE 87 BEERE] SCIM intl 89 API HEH AP #UE.
P URL* O

I https://scim.tencentcloudssointl.com/scim/v2 v l

BiARIE
| n

v OiRE

4. BEREF, HUBSXE, ALMERRIAGRE, hrIlUEHEHEERS .

EHWSEE

W >

RS
X mm

BN
EE v

&R Microsoft Entra 2 F P MAHEEIE SCIM intl FAFKFISIZNRS .
v EERAR
v BRgt

v ORE

RS O

o7 JEED

5. RIFARE, EMECREXE, FTHMRERX.

6. BEHET, RESH.
7. 7 SCIM intl WFEHER, AILEERSTI%.

£71 > RAUEARSF | FAEIAEF > M Microsoft Entra & > SCIM intl

SCIM intl | FiE2 B &
cwmnns

x
M
LR O TRES O B AR eEsm
B [ BMM20NE  BRETER AN KSR RERR GRS 08 feor206-701dase-0a82 957061288050 Xty MIBEH
0 swity N .
am o R e R BRI s
X SEWADE
o 202611/817:1320 THTD faB20003-8024-496c-a790-c9efcS 15+ Creato Mirosoft Entra D customappsso Success
BIF 1D u-9t3wyboting
It e
B 202611/817:1320 1D COTZ0050-017-4165-8002-b36071Gee Creato Microsoft Entra ID customappsso Succoss
& Knw B 1D umciexddspbve
202611/817:1320 T TD 6aGB02Te-ccld-47de-a871-30730bas  Create Microsoft Entra ID customappsso Success
Py B 1D u-Sx0dwahaztau
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© ERERRE
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£5SRARIE

1. EREAKSER > SHH0

2. FEMSHE, FAFREE > AF/ARE, E551%.

3. ALHAPSAFENRRESBMFRAIMNBEAN .
BPII®

2024-11-06 17:13:18

2024-11-06 17:13:16
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@ Hﬁ‘fﬂﬁ ERIKSERE

&@d SCIM @2 Okta =l
IEE#HATE: 2025-04-03 10:59:42

EXHENEES SCIM X, ¥ Okta HFF AP ERSHBRASSHHR .
#56POnR

$B—: B SCIM RS

1. EREAKSER > SHH0,
2. FEMSHE, pEAPEE > RE.

3. £ SCIM BFRRSEERE, £ (P, EEENENREFE, BE SCIM @S,

an
ssom® o T

4. BRI, = SCIM AFE¥RERXE, E5%E% SCIM IRSBiRittht, £5M0 IdP HEE SCIM BSiT&ERZibE .
FEL: https://scim.tencentcloudsso.com/scim/v2

EPfRuL: https://scim.tencentcloudssointl.com/scim/v2

SCIMBPRSER ©=re

httpss
ERFHSOMESR

$|_: 8@ SCIM &
1. £ SCIM PR RERX, Ly SCIM #4.

SCIMBPRSER [ ok

ERFHSCMES

scimered: 2024-11-06 162928 2025-11-06 162927

2. 7z8I& CredentialSecret 3HEEH, ETLIET TR CSV L EHRFRE SCIM EH. (RFFEHE, PHERE.

BliECredentialSecret

Credentialld scimered-

CredentialSecret dUJETWNKYjInL3A1UXNQQznWsTiQe2X3N9G-
uZzYguTr_7SQSNP1Q-9JkIkybeuli0YyZXFJiXwlJdAl-
i30uS7wrmmUatfGFX6pRRQWAEB-a-
UnbNgjevdej78eJd2w_wxOmQWrkYmx37MKQn4HKDj
W_xWdOgjétzl-
WMTqc6Um3m8dI1mAgnk7CC5FF1fKQ4SoROvvoeLh
9NQOZFaddV591GYf-
KBPaEEpNBsqnZRZQgyB7mpvrpoyZyy5n30ehpa6PXna

GTE CsV X DEH

HEHBEHR7FCredentialSecret

E

£ Okta it

$B—: £ Okta thelRAER
1. R Okta, EEMSHES, & Applications > Applications /5, #A£E0kA, &E Create APP Intergration, SIZRABRER.
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O BAT

% okta

Dashboard ~
Directory ~
Customizations. ~
Applications ~
Applications.
Self Service

API Service Integrations

security v
Workflow v
Reports v
Settings v

oo
oo

Applications

EH Documentation

Search

sTATUS

ACTIVE

INACTIVE

Okta Admin Console
Okta Browser Plugin

PR S—

Okt Workfiows
]

Okta Workflows OAuth

© e

2. {E3#HiRY Create a new app integration &0, ##% SAML 2.0, & Next.

Create a new app integration

Sign-in method

Loarn More (2

0IDC - Opend Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget

SAML 20

XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication

Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

3. i#\ Create SAML Integration T3HE, RMAEMESE.
3.1 # General Settings IRE, &S App name, i Next,

$% okta

Dashboard
Directory
Customizations
Applications

Applications

Self Service

API Service Integrations
Security
Workflow
Reports

Settings

[a

oo
oo

= Create SAML Integration

@ conorasetings 1

"y

App logo (optional)

App visibity

Cancel

okta.test

Do not display application icon to users

EHWSEE

3.2 #£ Configure SAML &, EES Single sign—on URL #1 Audience URL(SP Entity ID), {23 MSohi > BPEE > i85 >SS0 &

&, IRSREHE(SP)ER+AI ACS URL 1l Entity ID, HESRME, B Next.
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@ HE‘.L:HE ERIKSERE

% okta a 98 .

Dashboard v
Diractory . ;Create SAML Integration
Custor v © configure sam
Appiications v
Security h A SAML Settings
What does s form do?
Worfiow v
General Thisform generates the XML needed
. for the app's SAML reauest.
Reports. Single sign-on URL_ @
Where do1find th infothisform
Settings v @ Use this for Recipient URL and Destination URL novde?

adience URT (&7 Extiy 7 © The app you're trying to integrate with

should have its own documentation on
using SAML. You'l need to find that
Default RelayState @ doc, and it should outline what

information you need to specify in this.
If no value is set, a blank RelayState is sent p v pecty
form.

Name ID format © Unspecified

Application usemame @

Okta username

Update application usermame on Create and update

Show Advanced Set

3.3 7£ Feedback T3, @ik Contact app vendor, &5 Finish, SSEMEEIE,

S okta Q '] .

Dashboard v 1
;Create SAML Integration
Directory v
© Feedvack

Customizations v
Applications v

3 Help Okt i
Security v Why are you asking me this?

This form provides Okta Support with
v The optional questions below assist Okta Support in understanding your af
Workflow Trecptonala e 9 your 2pp useful background information about
9 your app. Thank you for your help—we

Reports v appreciate it

App type @ This is an internal app that we have created
Settings v

Contact app vendor It's required to contact the vendor to enable SAML

Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, or anything else you think is helpful

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Placeholder text

Previous m

$H_: KE SCIV BT ERiER
1. EEMSHEE, &% Applications > Applications /5, #A2EMA, iEHEIRNE,

$& okta a 28 .

Dashboard -
icati £ Documentation
Directory “ Applications
Customizations v e ) [ ssionusers toaop | [ More v
Appli ~
Search
Appiications
self Service STATUS © okta o v
AP Service Integrations ACTIVE 2
ACTIVE s @ | okaAmnconsole
Security v
Worktow v @  oxasrowserugin

. .
epons PRSp—

Settings v
Okta Workflows

Okta Workflows OAuth

2. £ General @, 83 Edit /5, 1§ Provisioning K9iEI5E 7 SCIM, £ Save [5, H#M Provisioning 5%,
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e a8 v
3,& okta Q oo
Dashboard v « Back to Appiications
Directory v @ okta_test
‘Customizations v Active v @ | View Logs Monitor Imports
Applications ~ 5 5
General  SignOn Import  Assignments.
Applications

General Settings

. § optional. Some fields may no longer
API Service Integrations

tabl
Application label okta_test be editable.

Securit v

v On-Premises Provisioning

Appiication visibilty Do not display application icon to users

Workflow v On-premises provisioning allows you
Provisioning None 10 provision users to your on-premises

Reports v applications.

On-Premises Provisioning
Settings v Sem

Auto-launch Auto-launch the app when user signs into Okta
Application notes for end users

Application notes for admins

SAML Settings Edit

3. 7 Provisioning &iH, £ Edit #174HiE, ESHSUWT:
SCIM connector base URL: 1#E5 SCIM BRS3tnitit .
FELE: https://scim.tencentcloudsso.com/scim/v2
EPfFib: https://scim.tencentcloudssointl.com/scim/v2
Unique identifier field for users: &5 userName.
Supported provisioning actions: @iE2#,
Authentication Mode: i%i¥ HTTP Header.
Authorization: S " €JZ SCIM %48 IXEIRY CredentialSecret.

oo
$% okta a 8 v
Dashboard v okta_test
Customizations General  SignOn  Provisioning  Import  Assignments
Applications ~
Settings
(CGIEEED Integration
Self Service SCIM Connection Cancel
AP Service Integrations SCIM version 20
Security v
SCIM connector base URL https://scim.tencentcloudsso.com/scim/v2
Workflow v
Unique identifier field for users userName
Reports v
- Supported provisioning actions Import New Users and Profile Updates
Settings v

@ Push New Users

@ Push Profile Updates

@ Push Groups

Import Groups
Authentication Mode R

HTTP Header

Authorization Bearer | Token

+ Test Connector Configuration

4. MikiERE, BE Test Connector Configuration 5, &EEMIXER.
WMk EETh, gE Save, BN, BEEHNEE, BRI,

IRIRERE: BR=ITE (1bF) BRSEAE $172 $242;


https://cloud.tencent.com/document/product/850/117614#5eff3711-6ad0-4194-9951-6202d8b511f2

O BAT

Test Connector Configuration

B oo comormamccrta

These provisioning features were detected in your
connector:

User Import
Import Profile Updates
Create Users
Update User Attributes
Push Groups

Import Groups.

5. MikmIhE, £ Provisioning WEZMIEH To App W% . £ To App &Y Provisioning to App Kii, B Edit.
4k Create Users. Update User Attributes #1 Deactivate Users §1fJ Enable, 2 Save, TrEIE.

$& okta

Dashboard v
Directory ~
Customizations ~
Applications ~

Self Service

APl Service Integrations

Security v
Workflow v
Reports v
Settings v

SER=: BPAFP/RSARE

FE£RAR

RLAER

Q

« Back to Applications

okta_test
©

General Sign On Provisioning Import Assignments Push Groups

stioge

Toree okta = ©
Tooks

egraton

Provisioning to App
Create Users

Creates or links a user in okta._test when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Update User Attributes

fala)
oo e

Cancel

Okta updates a user's attributes in okta._test when the app is assigned. Future attribute changes made to the
Okta user profile wil automatically overwrite the corresponding attribute value in okta_test.

Deactivate Users

Deactivates a user's okta._test account when it is unassigned in Okta or their Okta account is deactivated.

Accounts can be reactivated if the app is reassigned to a user in Okta.

Sync Password

Enable

1. £ Assignments IUH, 2 Assign, i%#E Assign to People, 1$RF S EZIRA,

$% okta

Dashboard v
Directory v
Customizations v
Applications. ~
Applications
Self Service

API Service Integrations

Security v
Workflow v
Reports v
Settings v

8 )

« Back to Applications

okta_test
© () () [B)(5) v v

SignOn  Provisioning  Import  Assignments  Push Groups

Search. People v |

Convert assignments v

Assign to People

Assign v

Type

pe Assign to Groups

Groups. 01101110
01101111
0134300
oifo)oo
01791
01101110
01100111

No users found

©20250kta, Inc.  Privacy ~ Statussite  OK14 USCell  Version 2025.032 € Feedback

IRIFRE: BR=ItE (It ) BRSEATF

oo
oo oY

REPORTS

Current Assignments (now.
User App Access)

Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use
self service for this app.
Go to self service settings

Requests  Disabled
Approval NIA
Edit

EHWSEE

$173 #£242)
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2. 7 Assign okta_test to People 3#&H, &FEITAF, 8 Assign. EfiEO%E Save and Go Back, FHaREIY .

Assign okta_test to People

Search.

test2 tencent
test2@tencent.com

test! tencent

testi@tencent.com

okta user3
okta_user3@tencent.com

3. AL HINMAFERE People &WH,

% okta

Dashboard ~
Directory v
Customizations. ~
Applications ~
Applications
Self Service

API Service Integrations

Security ~
Workflow ~
Reports. ~
Settings ~

£55RRUE

1. BREEAKRSEE > S(HP0 .

Assign

Assign

Assign

[a
« Backto Applcations

okta_test

@ [ EE

General  SignOn

Fiters. Person

Provisioning  Import

People test2 tencent

Groups. test2@tencent.com
test] tencent

testi@tencent.com

[J]\ 2 | ViewLogs Monitor Imports

Assignments  Push Groups
Search, People v
Type
Individual ;s x
Individual PR

©20250kta, Inc.  Privacy ~ Statussite  OK14 US Cell  Version 2025.032 €  Feedback

fale} o
oo

REPORTS
5 Current Assignments (now

User App Access)

& Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
before you can use
self service for this app.
Go to self service settings

Requests  Disabled
Approval NIA
Edit

2. BHRAMSHENAREE > AF, EEAPIERRE, RLHAFRRSEMTRNINESA.

ladllE

e
LI

test2@tencent com|
testi@tencent.com

RERARA

DBl

BESARATERS: &iBid Assignments [ $BEPESEZINA, Bi@d Push Groups $$HAFEARLRISHHT

ES A

SHEBEA

HEBIN

1. BEFESEIINE.
1.1 7£ Assignments T3, g Assign #%4l, i#%#F Assign to Groups.

IRIFRE: BR=ItE (It ) BRSEATF

BE

test2 tencent

test1 tencent

L3

SCIM

com

testi@tencent.com

SCIM Synchronization

test

eiatiEa ¢

2025-03-27 16:11:33

2025-03-26 17:53:28

CICRP{RRAIRA ©

[ JeRrs ]

Bt

L

g HMIA

EHWSEE
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O BAT

$% okta

Dashboard
Directory
Customizations
Applications
Applications
Self Service
AP Service Integrations
Security
Workflow
Reports

Settings

[a
« Back to Applications

okta_test

® e -E

General  SignOn  Provisioning

£y Assian to People

p{ Assign to Groups

Groups

©2025 Okta, Inc. ~ Privacy ~ Status site

Import  Assignments  Push Groups

Assignment

0110111

01101110
01100111

No groups found

OK14US Cell  Version 2025032  Feedback

oo
oo e

4 | ViewLogs  Monitor imports

Groups v REPORTS,

 Current Assignments (now
User App Access)

, Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed
apps before you can use
self service for this app.
Go 0 self service settings

Requests  Disabled
Approval  N/A
Edit

1.2 7£ Assign okta_test to Groups 3#&, EZEIFAFE, 8E Assign. EHEOSE Save and Go Back, =HSEE .

Assign okta_test to Groups

e

| E

2E5E 2E 3 3R

]

]

Search...

Everyone
All users in your organization

g-1xnbudkz3slq

group1

group2

okta_group1

okta_group2

okta_group3

okta_group4

okta_group5

sicm1

testgroup-lel

testgroup-le22

testgroup-scim-1

testgroup-scim-2

1.3 B4 EHIAFERE Groups M,

$& okta

Dashboard
Directory
Customizations
Applications.

Applications

Self Service

APl Service Integrations
Security
Workflow
Reports

Settings

Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign
Assign

Assign

Q

okta_test
©

— O —
. oo
, £ ocagou

No description

s L oagous

No description

2. i#&d Push Groups §HAFHERTEISHPT

2.1 7£ Push Groups &, & Push Groups, i&#% Find groups by name.

IRIFRE: BR=ItE (It ) BRSEATF

2 |[ 4| viewtogs Monitor imports

Assignments  Push Groups

Search. Groups v

s x
s x
s ox

0o "
oo

REPORTS

5 Current Assignments (now
User App Access)

Recent Unassignments

‘SELF SERVICE

You need to enable self
service for org managed
apps before you can use
self service for this app.
Go'to self service settings.

Requests  Disabled
Approval NIA
Edit

EHWSEE
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% okta

Dashboard
Directory
Customizations
Applications

Applications

Self Service

APl Service Integrations
Security
Workflow
Reports

Settings

la

« Back to Applications

@ okta_test
{ Active v = | a J,} 2, | ViewLogs Monitor Imports
General Sign On Provisioning Import Assignments Push Groups
Push Groups to okta_test

© Find groups by name .
] Group in okta_test Last Push
Search for specific groups to push.

# © Find groups by rule
E  Create asearch rule that pushes any
groups that match the rule.

By rule

0
01100

No groups found for this filter

2.2 BFAPESTHED, $E Save, FERLSBIRARE,

$% okta

Dashboard v
Directory v
Customizations v
Applications ~
Applications
St Service

AP Service Integrations.

Security v
Workflow v
Reports v
Settings v

EHWSEE

fala] .
ala]

Push Status.

00 iucienjng@tencen
@ B8 i

<

Q
okta_test
© [ hetwe - [= [Al (2 View Logs  Monitor mports
Genersl  SignOn  Provisioning Import  Assignments  Push Groups.
Push Groups to okta_test
[cm
Pushed Groups Push groups by name
Al
To syne group memberships from Okta to okta._test, choose a group in Okia and a group i the app.
rrors
8y name
By ru
v © Push group memberstips immediaely
Group, Match rosut & push action
No match found
O oktogroupt

© Create Group ¥

[ |

2.3 BEmIAIAFARERTE Push Groups IH

$& okta

Dashboard
Directory
Customizations
Applications
Applications
Self Service
APl Service Integrations
Security
Workflow
Reports

Settings

£55R00UE

1. BREAKSERE > BHH0

Q
« Back to Applications

okta_test

: Active v [ - Ml ] [ 2 ][}, J View Logs Monitor Imports

General  SignOn  Provisioning  Import  Assignments  Push Groups

Push Groups to okta_test

© Push Groups v { Refresh App Groups 1 | 7 Buedit ‘ ( Search.
Pushed Geoups Groupin Okta Group inokta_tost Last Push Push Status
" o cevet okta.group March 28,
No description No description 2025 at 6:15:51 °
Errors PM GMT+8
By name
By rue

2. PEANSHENBREE > BPH, SERFESIR, BSHAPANRRREMTRAMNISA.
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il CICRPEEMHE &

mizmra Q o®

okta_group1 SCIM Synchronization HEBEN 2025-03-28 18:15:51 wOAF WS
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@ Hﬁ‘fﬂﬁ ERIKSERE

&@id SCIM @ Onelogin 7=l
Onelogin E$ AR

EEFRATEl: 2024-12-25 16:27:22

AXEBRENBED SCIM 1Y, 1§ Onelogin FHARRLRIBA=EMHH0C
ESHROER

$B—: B SCIM RS

1. EREAKSER > BHH0
2. FEMSHE, REAPEE > RE.

3. £ SCIM BFRRSEERE, $x (P, EEHnENREFE, BE SCIM @S,

el

soMBFESER o T30
ssom# QB #7m
4. BRRE, & SCIM BRRSERKXE, Z5%S% SCIM BRSikitht, 500 IdP HEE SCIM SISzttt

FEL: https://scim.tencentcloudsso.com/scim/v2

EPFFiE: https://scim.tencentcloudssointl.com/scim/v2

SCIMBPRSER ©s=re

$H_: Q@ SCIM &8
1. # SCIM AFASRERXY, B4m#f SCIM &9,

SCIMBPRSER [ o=

ERFHSCMES

scimered- 2024-11-06 162928 2025-11-06 162927

2. 7z8I# CredentialSecret MiEEFR, FALLED T CSV XH=HEFIRIRE SCIM Z8, REFEIFZHE, BERE.

A FRE:
£ |dP {2#40 CredentialSecret (93853, A% Z Credentialld, &EE=itE.

IRIRERE: BR=ITE (1bF) BRSEAE 178 #£242m


https://console.cloud.tencent.com/organization/cic-overview

2 Eﬁ \_EHE EHWSEE

BliCredentialSecret

Credentialld scimcred-

CredentialSecret dUJETWNKYjInL3A1UXNQQznWsTiQe2X3N9G-
uZzYguTr_7SQSNP1Q-9Jklkybculj0YyZXFJiXwiJdAI-
i30uS7wrrrmUatfGFX6pRRQWAGB-a-
UnbNgjevdej78eJd2w_wxOmQWrkYmx37MKQn4HKD]
W_xWdOqj6tzl-
rWMTqgc6Um3m8dI1mAgnk7CC5FF1fKQ4SoROvvoelLh
9NQ9ZFaddV591GYf-
KBPaEEpNBsqnZRZQgyB7mpvrpoyZyy5n30ehpg6PXna

L FE CSV Xt DEH

HEHBEFH{RFCredentialSecret

f£ Onelogin & SCIM B HR

£ Onelogin && SCIM R ER

SH—: RNAER

1. BEERER Onelogin, EIRASEEI%AE Applications > Applications.
2. 1£ Applications THE, &5 Add App.

B LT p— thenication  Actvty  Securty  Setungs

™y Authorization Type Users  Provisioning Last Updated Visible in Portal

T) Tencent Cloud_SCIM sAML2 3 Enabled 28 minutes ago v

a w0

3. 7 Find Applications &iH, £%i%#F Tencent Cloud_SCIM,

onelogin Users Applications Devices Authentication Activity Security Settings Developers Modules

Find Applications

Q Tencent Cloud|

Tencent Cloud

SAML2.0
OneLogin

Tencent Cloud_SCIM
SAML2.0, provisioning
OneLogin

4. it X\Tencent Cloud_SCIM [iF, {E8&BTE, B Save.

IRIFRE: BR=IE (16F) BREEAR 179 #242)
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2 Eﬁ \_EHE EHWSEE

onelogin  users
Add Tencent Cloud_SCIM Cancel -|
| Configuration Portal

Description

5. IR, AESIRPES.

onelogin  Users  Applcations  Devices  Authentication _ Activiy  Securty _ Settings  Developers _ Modules

Applications + Download JSON | Add App.
Search o
ron. Authorization Type Users  Provisionin " Last Updted Visible i Portal

SAML20 1 Enabled about 1 hour ago v

SR_: KENAERF

1. 7 Configuration REIESER, KEGXUNT:
£ Applications details X1, %A ACS URL. Entity ID.
ZiMht M E1ERSIEHE (SP) 8 K.
#£ API Connection i, i ASCIM Token ( CredentialSecret) . SCIM BRs5iwiteht . #15iR%5J Enabled.
iZ SCIM ZRiEET B tliZ SCIM 58 FKEL.

onelogin  Users  Applications  Devices  Authentication  Activity  Security  Settings  Developers  Modules

Applications
More Actions +
Tencent Cloud_SCIM e Actions

Info Application details
Configuration Tencent SSO Entity ID

hitps://tencentcloudssointl.com/saml/

Parameters

Paste in your Tencent SSO Entity ID from the Tencent SSO > Settings > SAML 2.0 authentication screen
Rules
ss0 Tencent SS0 ACS URL

https://tencentcloudssointl.com/saml

Acc

Pastein y ent S50 ACS URL from the Te
Proy 9
User
Privileges

API Connection
API Status

. Disable

Generate password  Toggle visibility

inder Tencent SSO > Settings > Identity

2. 7£ SSO /1, SAML Signature Algorithm #%Ii%R; SHA-256 ( EiAJs SHA-1, SHBFRORIIFLIMNY) .

IRIFRE: BR=IE (16F) BREEAR 58180 #242m
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2.1 g Save, 7 More Actions FF#; SAML Metadata.

onelogin  Users  Applications  Devices  Authentication  Activity  Securty  Settings  Developers  Modules

Applications /
Tencent Cloud_SCIM More Actions ~ “

Vendor Homepage

nfo Enable SAML2.0 .
synclogins
CEIEHEED e Reapply entiement mappings
samL20

— (o |

X.509 Certificate

Delete
Rules ‘Standard Strength Certificate (2048-bit)
e Change  View Detais
— SAML Signature Algorithm
SHA256 -
Provisioning
Issuer URL
Users
https:/app.onelogin.com/sami/metadata/ 'S
Privileges
SAML 2.0 Endpoint (HITP)
o
SLO Endpoint (HTTP)
https://tencent123.onelogin. com/trust/sami2/ L]

Login Hint
Enable login hint
) When enabled, the usemame willauto-populate during login i a logn hint i provided

2.2 TEENSEE > SHROEE > 188 > SSO ERNBHRHE(IDP)YERH, LIETHIEN, ®iZ E—5THA SAML Metadata 324

EESHRAGER

O tfemmEsss | FHEm

2.3 Elt, T B Onelogin XB%HY SSO EE&. SCIM BtE.
3. £ Provisioning #, yTABEzIASHX: @it Workflow 9 enable Provisioning, i Save.

onelogin Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers  Modules
Applications
More Actions ~
Tencent Cloud_SCIM
Info Workflow
Parameters Require admin approval before this action is performed
Create user
Rules
Delete user
sso Update user
Access When users are deleted in OneLogin, or the user's app access is removed, perform the below action
| Provisioning Delete -
Users
When user accounts are suspended in OneLogin, perform the following action
Privileges

Suspend -

Entitlements

Refresh

D Entite

n, orlicense level. When you

nse types) 50 you can map them 1o OneLogin attribute values.

$E=: EFER
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1. £ Users > Users AF%I%, REHFERALHAREIR, #ANBAFPFEER, WEEEN2RF test2,

onelogin jsers  Applications  Devices  Authentication  Activity  Security  Settings  Developers  Modules

test2 tencent.com was successfully created.

Q Show filters

Name User Information

test1 tencent

test1@tencent.com

nt.com

encent.com

testd tencent

(]

@  testagtencentcom
test6 tencent.com

[

@ testé@tencentcom

2. ZMiEF Applications, g+, 1§ test2 SERIBIFRAR.

onelogin sers o N D Authentication y Modules

Last Logged In

Never logged in

Never logged in

Never logged in

Never logged in

status

Active

Active

Active

Active

Users /

a» test2tencent.com

User Info
Roles Applications

Authentication
Default

| Applications

Activity

3. 7z Select application 1, i&iF SE—HEIERIEAE , 8F Continue,

Assign new login to test2 tencent.com

This login will override any apps assigned via roles.
Select application

Tencent Cloud_SCIM-1

Cancel

4. ERERPED, (EMAPS. BESER (k) , BE Save.

Edit Tencent Cloud_SCIM-1 login for test2 tencent.com

Allow the user to sign in

Hide this app in Portal
NamelD

test2@tencent.com
SCIM Username

test2@tencent.com

©) Shared identifier between SCIM and OneLogin

Groups
<Skipped>
First Name

test2
Last Name

tencent.com
Work Email

test2@tencent.com

A\ Manually editing a field overrides any mapping. To restore all mappings, reset the user.

Cancel Delete

5. IR, RERER Pending, B35 Pending.

onelogin

Users /

: test2 tencent.com

User Info

Roles Applications
Authentication
Defauit TR Tencent Cloud_SCIMA test2@tencent com
| Applications
Activity

6. IARZIEE, B Approve.

IRIRERE: BR=ITE (1bF) BRSEAE

More Actions + m

Admin-configured

EHWSEE
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Create test2 tencent.com in Tencent Cloud_SCIM-1

test2 tencent.com

e

7. EFIREM Provisioning, 383 Provisioned, BlaEZRIN.

onelogin

Users /
[ ) More Actions +  [ECSTRINS

«» test2tencent.com

User Info

Roles Applications
| Applications

8. & Sl > AFEE > AR, EERSHER, test2ALHY, KFEAMBEA.

RAPFIR CICRIP {2 &

RPER ES 84 KeD [ A i ol ¢ RS T B

FEIN u - testztencant com SCM Synchronization 2024-12-23 17:42:31 B [

£ Onelogin ##ik SCIM E£HEF

1. BEEREFE Onelogin, 7 Users > Users i \FIF test2 Ri¥i50R, ZMIiEiE Applications, 7£ Tencent Cloud_SCIM RfE&E S E

Edit Tencent Cloud_SCIM_test-2 login for test2
tencent.com

Allow the user to sign in
(] Hide this app in Portal

NamelD

test2@tencent.com

SCIM Username
test2@tencent.com
©) Shared identifier between SCIM and OneLogin
Groups £\

Select Groups
Added Items
First Name
test2
Last Name
tencent.com

A Manually editing a field overrides any mapping. To restore all mappings, reset the user.

coneet m

Delete.

2. {RRIIPRRTY, LRI RN NE o

onelogin

Could not destroy login: Failed to delete login (id: 2149763727)

User Info

Roles Applications
Authentication
Default
| Applications. Results per page 20 -
One Identity Cloud
Devices
Activity Tencent

3. Bi#ifE, =i Pending Xid.
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onelogin ications A Activity  Security

Users /

More Actions ~
«» test2tencent.com

User Info
Roles Applications [+]
Authentication
Default R, Tencent Cloud_SCIM_test2 test2@tencent com Admin-configured
| Applications
one Identity Cloud
Devices Admine Results per page 20 v
Activy Tencent

4. 1£ Delete #%&, HIMSERE, 8 Approve,

test2 tencent.com in Tencent
Cloud_SCIM_test-2

User test2 tencent.com
Groups None

Bulk approve 1 pending login for the same app

Close

5. IRTRMESHIN, KEEEHR Deleting.

onelogin

ks completed successfully.

User Info

Roles Applcations o
Authentication
Default R Tencent Cloud_SCIM.test:2 testz@tencent.com Admin-configured
| Applications
One dentity Cloud
Devices Admins 20 -
ey Tencent

6. MFERING, RARZ=.

onelogin AP Authentication Security s s Modules

Users /

More Actions ~
«» test2tencent.com ore Actions

User Info

Roles Applications [+]
Authentication
Default
| Applications Results per page 20 -
One dentity Cloud
Devices Admins
Activity Tencent

7. £ 8B > EP!E > mP1 Egﬂﬂﬂﬂﬁgﬁi, test2 MiFRREIN
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Onelogin R AR

R{FinR

Onelogin RIZFRAFREFERIEH, 7218 Onelogin WAFERLESHHED, 2 Onelogin RAKNESHHUHARAR, SAFRNIZIE,
Fi%—: # Onelogin FEhEISHHOAFE, EEERFRDE, Groups iEESEHOHARA.
FixZ: BEESEHRC, SRSHAFRMEIE.

MES R
HiE— HmEHRONARE

SH—: ESGPomEARE

1. £ Sadl > APEE > AP, FERPA, RREFEAIMNBEN, BHRE, SIZRAPERKD.
AJLAES EO SIEIMNESAEENARAE, GroupType i& Synchronized,
EdEHatE, SEMABZRATTESCRER.

$B®_: 7£ Onelogin B HHRLRIARA

1. BEREF Onelogin , EIRARSEE%E Applications > Applications.
2. 7£ Tencent Cloud_SCIM RifhRYi%sE Parameters, 7£ Optional Parameters th, 3 Group.

onelogin

..........

AAAAAA

................

Trpe

3. 7z Edit Field Group #, £ Value F#utE, AILABRISHHRORMARA, EEBRAFAR, 2E Add iwNEIxRS, FiE Include in User
Provisioning, £ Save .
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Edit Field Groups

4. S5HPOHETHEPSE, FEE Onelogin FaIR#, Z#ErE Edit Field Group #EHHI
4.1 g% Provisioning, #EREME Refresh, SSRRIH .

Aoplcations/
Tencent Cloud_SCIM More Actions ~ “

Workflow.

..........

deleted in OneLogin, o the user's 3pp access is removed, perform the below action

ssssss When user accounts are suspended in OneLogi, perform the following acton:

eeeeeeeeeeeeeeee

yyyyyyyyyyyy
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1. B EIRMERRE, & ESHEF WEEEP, Groups &M <skipped> ZTERANIE, i#EIR test2 FEXBMNARE, HEERIR Tencent,

Edit Tencent Cloud_SCIM_test-2 login for test2
tencent.com

Allow the user to sign in

Hide this app in Portal

NamelD

test2@tencent.com

SCIM Username

2. B#HIRZE Pending Xid, BEHABLSHER. AFREESRE, B Approve.

Update test2 tencent.com in Tencent
Cloud_SCIM_test-2

Users/
a test2 tencent.com
Userlnfo
Roles Applications
Authenticat
Default R Tencent Cloud_SCIM_test2 testz@tencent.com
| Applications
One Identity Cloud
Devices Admins
Activity Tencent

4. RELR, £ SHP0 > BFEE > AR, test2 WAF#ER, SRIEMABFA Tencent,

AP

ExEe
testztancent com
20241223 180450

testz@tencentcom EEUN

SOM Synchvonization 2 20241223 180459

BPE @2E8

CAMEFES R

20241223 180503 ABEA

HEZ E2ER0, REPGEINEE
1. St > AFREE > AP, test2 MAFFIER, BEHEMNE.

IRIRERE: BR=ITE (1bF) BRSEAE
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© AP

BAER
test2@tencent.com
test2@tencentcom &

SCIM Synchronization

Ard REMER CAMAFPREH R

Tencent

2. iEFEE—BPA,

RINEIE

BEAPE (47)

RBPEEH
Tencent2
Tencent
group2

groupt

2024-12-23 20:0207

HBEA

2024-12-23 200206

PO
BERRRE.
EET TR
Q BPEEn o
RiE Y
Tencent2 PEEN

ABEA

PEEIN

Smae -

St

e m

3. iNINREIN, ERAFEFRERIIAFERES.

< FAPEE

EXER
test2atancent.com
test2@tencentcom 2

SCIM Synhvonization 2

AP ®228  CAVEPES  HR

Anae

Tencent2

2024-12.24 142330

2024-12-23 200207

IRIRERE: BR=ITE (1bF) BRSEAE

ABEA

2024-12.232002:06

RBEA

ABEA

2024-12-23 20:02:06

2024-12.23 2002:06

EHWSEE
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ERIRE
IREERAI

E=IEEFATE: 2025-07-02 14:29:42
AXHENBMTSESHROBAPHERS, SEAFSERSRISHAER (SSOBR) .
ER5R

SHHPRETIUTEHARERAN, BREEA—HERAX. fii: SARFSSRERNINE, SENERBERER, RZTFA.
BREERER: S45HPOEPIEEBAEE, ZREFEFRAPSNEBER.

FRER (SSO BR) : HIMNISMIRME (1dP ) RIMNAFSHIFDENAZE, BFEERA SSO &R,

ERRSERAARSERESR

BOAERT, AFSERERLGTERIAS. MRERAFIZRER, WaRRERERER,
1. EREHKSEE > SEROEE > 128 TE.

2. ERERHE, FAPSEEERK.
ERRAFRSEHER: AERPSERERAX, ARNBMIERARERER,

© A8:
ERHANNESR, FEH.

"E

SCIMBFRSRE QB #78

AFEEBER @ ene

BN
* BE NEFH AEFH BHFRHF=E)

PREEIERE, k8 MFR, BARETRE 82 155

SSOBR QB #78

FHAFSEBER: XAAFSERERAX, ANENERAERER.

ERRSERRRER

BERERES

RRSSBRE, SONRRAPSERER, BRRE, BSN SE SSO B3,
FAEmER

1. EREHKSEE > BEhOEE > 58 A,
2. HiREWHE, £ SSO BRKXIF, XAAFSERERAX, ANBENERAFRSEBER.

SSOER @ ==
IESIZHm(SPIERE o TEspasnEm

IRIRERE: BR=ITE (1bF) BRSEAE

EHWSEE
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3.IEBHMEOP, PERE.

B SSO &3

E=IEEFAYE: 2024-07-1214:15:41
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RMEIER

SRAKRSEESHPOTIFET SAML 2.0 HERBER (SSO BR) . BA=RRSEME (SP) , MEtIBEENSHEERANZSMHRME (I1dP) . &
i& SSO &x, tWRTALUER IdP FRIAREEEREMHH0

RMES R

BRSSO &
1 EREEAKSHEE > BEROEE > 5 > SSO BRRA, BA SSO BRE, EUHTSNRHBEREE.

© ikBg:
HENEIF SSO BR, EAXISAPSNEZRER.

1. £ SSO BRXid, sIH SSO BERHAX,

BE

ssoBR O ===

2. 7E/5M SSO BRMIEIE, BEHRE.

HISSS08EF

| Fii=] | BiE

EERSS RS (SP) ER

ETESNER P BB R B REY, TEER SP THIEN, SAIEREKSEE > SHhOEE > 55 > SSO BRIVIRGREME (SP) FRX, Bk
T SP olE sz, T SP wHiEX . B, ZthaliEERSH ACS URL. Entity ID, EiZBAFIMNE IdP FMEE .

SSOEF

FRBIRMFB(SP)ES 1 FaisPasEscry

ACS URL  https:/[tencentcloudsso.cc o

Entity ID  https://tencentcloud: - »

ol

B RMHE(DP)ER CmEsmiiRHEEs

Entity ID http://www.ok 3]

https://dev-72283370.0kta.com/app/dev-72283370 3]
2024-06-28 19:35:40
L% VMES
EESHiRttE (1dP) BER

ERERESMRERE (IdP) 58, HHE SSO BRAX, FHEIEREEMR SSO &Rk
MiFFaEE LETSEX AR SR RES B IRERER.
HpFHEcERaEEE SSO BRFTLAAYEN: Entity ID. BRI SAML E&iIEH.

MREFEEEES |dP 52, 57 |dP iwE TR 4 ER L E TR A NHTRE.

EESHiEtE (1dP) B

EREARESMIRUBER, THERAERER,
1. EEREEAKSEE > S(HHP0 .
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2. FEMSHE, BHRE.
3. £ SSO ERMSHBRME (IdP) BERX, HhkKESGIRHEER.
4. FRESHRHUEERNIEE, ®F LETREELFIRE, EESHRUEES.

MTAEMARNETMEEE—#TERE, BXTHEXESEEREDENSBIRUERELIRE,
EfETTERES

PEBEXH, LESHRUETEE .

EESHRHEES

mEss O LRy FHRE

e .

EE M
FrhEeE
EESHRMHEEER
RESR ssiExy  Q FHEE
ENy D htp:www.okta.c
SO itps://dev-72283370.0
e B

Entity ID: SHHRHEEIFR.
BFithl: SHiRitamERibit.

EH: SHRMHEAT SAML IMREZIES . SILAREREH, EESHIRMEINES.

5. BEHRE.
EHEhiRttE (1dP) ER

EHWSEE

HPERERNTARHEARSH, SHTUERSHRHEBER. BEABKRSTERN, NMRFRENSHRUBEERSEENEETFTE, JRaSHAR

BREREW, EEREE.
1. 7 SSO BERMSREMtE (IdP) ERX, phRESHBRHEER.

2. TERESHORMUBERINEE, HERESN, HMENEERES. SR LEIPRTREHS, BERE.
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BB Rknpl
Binhii5 Azure AD BB FRTHI

EirEFRATE: 2025-05-13 15:32:02
A HEEM Azure AD ( Azure Active Directory, Bl Microsoft Entra ID ) S88F0#HTHREER (SSO BER ) BRI,
HRER

Azure AD FHIFFEERERMEEEEER (SEFEEEERIUR ) HiT. XFUMTE Azure AD FEIEZAFPRIENHERRMERIE, ESR Microsoft
Entra 3t .

EEIE

BtE SSO ERbi, BEERMAFCIZE: M Azure AD BERERFEISHHRL, REESHROLIEESARF,
M Azure AD RZRAPEISHHL: EATF Azure AD HIIEXERAFPHNER. BIMEE, 520 @i SCIM @A Azure AD =46l .

ESRRURIZRSAR: ERTF Azure AD PIREVCEAFHNER, FTHATHERIE. CZ, SHPCHAPSHEEN Azure AD AFSHEI—H.
Bi5iRME, B3R EEAF .

#8GhORE

$BW—: FFE SSO &R

1. BREEAKSEE > S50
2. FEMSHE, BpEEAPEE > RE,

3. 7£ SSOBR Xig, 2 (P, ERENENSERE, BRSSO B,
firi=d

ssoB® (@ Eoi]

SH_: SHESEMtE (SP) ER
{EiRSSIRBLE (SP) [ERXE, EEHSH ACS URL. Entity ID, EiEETFIMNE IdP MFaEE.

SSOEF

RSB IRHE (SP)ER | &, THSPITEUERY

L https://tencentcloudsso.com/saml/

https://tencentcloudsso.com/saml/

BHRHE(DP)ER SREsHRHEES

https://sts.windows.net/
https://login.microsoftor
2024-07-12 11:32:07

£ Azure AD ieE
$B—: 7 Azure AD IR AER
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K R EFBBIHNE SSO TMAMT REW, ARMANRLAARE, HEBSTFRIA, HFFER OpeniD Connect & OAuth BIHLARIFA
" RF, BRI SAML $—ER. TEIHEES.
v o
" R % BRI o AT HENEAL SOM intl,
2 FEE E SAVL RE P
&, AEAEER FRIRFIEZHF D) https://tencentcloudsso.com/saml;
& BPAA [ URL (= EMEES URL) https://tencentcloudsso.com/saml;
D 283 B3R URL T
PRI it
@ e 54 URL (1) S
T mRRFRE
C amEs (2] ’
BRI o
BENRLEE
givenname usergivenname
> mem sumame usersumame
‘emailaddress user.mail
> &E® name. user.userprincipaliname
[N W—BPIRRE useruserprincipalname
. A=
3. T# SAML EBERIYBE TR XML
R > HWABR | RUKBEF > CWEARSF | MELHES > SCIM int
SCIM intl | #F SAML HIE
RAFAEEF
o« T rumMEst D EX$—ERES oSURIFER | ) IR
- (2 JU— 2 na
BEY
givenname user.givenname.
BRI sumame usersurname
- emailaddress user.mail
v EER name useruserprincipalname
m R E—RP TR useruserprincipalname
2 Ak
2 AENERA ® wims
Py ,@zﬁ‘“ . 2w
> n-ma " A
EEr
@ FiEe fur] 2028/1/16 15:17:03
X AR
R RBATIE URL hitps:/loginmicrosoftoniine.com/d513d5bo-9%3... [
C BBES i (oase4) T
BENR2ES ‘lf(;:‘gg o
> mem
> i:ﬂﬁ!@iﬁ) . ™
> RERETLE g o
B 0
o -
4. ERAERF SCIM intl SEBRFFIE,
4.1 o EAPMA.
XM > RIS | WAL
SCIM intl | #iA
svanws
[
W e
0 ws o
X sHHwAD . [scmint 8]
- amso 0
[ dostan4r0 43508801~ 5
L HRID (
» e [[foof2106-701-4dage-an82-... 0]
& mewEn Getting Started
= mPRE
> #-an
™ ‘.‘ 1 9RAPRE 5 cume-na @ omerer & snom
I AR50 encusan e - s
 awEs pra— o i
w2
. SH0E C samms
T r———
& am RMR RS
0 SmmE FE
E

4.2 BEERmARIE.

M > RWRMBER | FIERAERF > SCIMint

25 SCIMintl | PRI
TURBREF
« [Lmmmrm] s w
R

=

Q EiaE OB & EERE v & BRRERE

M =mEita ®
K BHHRRE

BRI . RN AP N R E

AR

TEUEALIG R
i

i e ‘/O BERFH0 200 7, BEAAMFIE
& FiEE .

& ABAEER

& BPaa FEFEALARFIE

D #-BR

® R

L v e

C BBES

IRIFRE: BR=ItE (It ) BRSEATF

BoRAE

EHWSEE

55196 $£242m)



O BHS

4.3 FEAPRE, BEHEE.

EW > WERIERF | FAKLBIEF > SCIMind | BFHE

RIS

BiABR

A maFae ¥ . REILUEMA
L

FAHED
HAME

4.4 SERINGE, FIRPERAPER.

EW > RUHARER | fERAEES > SCIMint

22 SCIMintl | PRI

il

O NREFHUBEOAE, HEBARHENIFLE,

e
B
#E 6 TR
28 AP
&h
0O & ewe
-l
@ e
-
@ e
-—
@ e
ah
@ o
aA
®
-—

TURAERS
«  + FwwAEA O B & a2nE v
o
Bt © MBEFEHIESIRP 8RR R, SRR SR RS E N G I SRR .

K BEHEREE

A BERHRRE

R

I me

& FEE

&4 RENEER
& RPNE D
D g2 O
? Ak

T RIFRFAE

BBIERS

o

BENELREE

$ER=: ESEPOLEESTEEE XML

HHAB

User

User

)

B

mP

mP

BP

LI

me

EES

azure1@

azure2@

testi@a!

test2@4!

test3@4!

B30
9D =R
FIBFRERR
© BEEESERYD
B 2 AP 0 MESE T IR
BoEAE

User

User

1. EEEKSEE > SHPOEE > i85F > SSO BRNSBEMUE(IDP)ER R, BERESBRMEER.

SSOEF
FRSSIBIABE(SP)ER v FasPrsiEsy
https:/ftencentcloudsso.com/sami]

Entity ID https:/[tencentcloudsso.com/saml/

SHRHAE(DP)ER

Entity IC https://sts.windows.net/
B https://login.microsoftor
i 2024-07-12 11:32:07

LERi] INES

2. BRI, LIE7E Azure AD THRIBXETTEEE XML,

EESHREEES
mEss O LETsiEy FHRE

o EEX M

£S5 SRARIE

IRIRERE: BR=ITE (1bF) BRSEAE

EHWSEE

58197 #£242)


https://console.tencentcloud.com/organization/cic-settings

@ HE‘.L:HE ERIKSERE

5EFk SSO BERECEE, BRLIMBNREIE SSO ER.
‘ © FifE: ESHPOREEM Azure AD RATESHAR, #ASEKSEE> SHEPOEE > AF P,

BERRE:
1. B OEERHASHAKSEE > SEPOEE > SHP 0K HRENEN, EEHSHARESR URL,

SRS
BiOEE e R ELARERAS
AP AFa REE CAMRIFE$E CAMfBBREISE
[rrasom],
HREAD
URL:  https://tencentcloud [

01 02 03 04
BREF /48 & A FITAISIALR BiRE:

RIFRE
EEEE > EEEE > EEFE > EEFE >

ZfEID
EREE ]

Lilas - =900 4
BHBLTN @ EABE « B

BPESRE 4
BEAPE PRES®HR o SHESEWHE o
EESSOEF ESECAMARRAS « EECAMBI TE
BHPOAFPER ¢

s
2. pEipnARER URL, B8R,
O BAT | shhhER
SEyRLEPER
RUMKS BRI = N
i £EAKS FFHR0
— XTSRS
S—REIHEUR
BR N FEATWKS S RER

X ‘

3. EEME Microsoft BRTH, EFIKFERABBER.

B8 Microsoft

priedl Y
R

+  gma—1tKe

4. BRI, EABBROKSTIRR.

IRIRERE: BR=ITE (1bF) BRSEAE 58198 #242m


https://console.cloud.tencent.com/organization/cic-overview
https://console.tencentcloud.com/organization/cic-user

@ Hﬁ \.L:HE SEEWSEHIE

& RS SHPOER (2]

MCAMBEBER  WCAMAFPER
Fares’ EKBUIN e

%

IRIFRE: BR=IE (16F) BREEAR 55199 #242)



@ Hﬁ‘fﬁﬁ ERIKSERE

BinHi5 Okta EmBEFRabI

IEEHATE: 2025-06-04 17:48:22
RN HERM Okta SSHPLHITELRER (SSO &ER) BT,

EEIE

BB SSO ZRAl, BREMAFLE: M Okta IZAFEISHHL, HEESHROUIERSAR.
M Okta BEAREISHHL: EATF Okta PHBEXEMAFIER. BIMRE, 2R Eid SCIM E Okta =l .
ESMRUtIZRESAP: ERT Okta PRELVEMAFNER, ATHTHRERIE. eiEn, SHPCNAFPSREEN Okta WAFSRIS—H.

#SHPORE

$B—: FHE SSO &=F

1. BREEAKSEE > S(HP0 .
2. EEMSHE, BEAPEE > 2.

3. 7£ SSOES Xif, (W, EEHNENPEFE, B SSO BR.
88

SSOBF B =7r

SHR—: SHIESRME (SP) 58
#WSIRGE (SP) BRI, EEHEH ACS URL. Entity ID, EEAFINS IdP HFHEE.

SSOEF

BRSBIRAE (SP)ER | v, FHSPITEIERY

RL https://tencentcloudsso.com/saml/
https://tencentcloudsso.com/saml/
BHRHE(DP)ER SmEsSHRHEESR
https://sts.windows.net/
https://login.microsoftor
2024-07-12 11:32:07

£ Okta icE

$BW—: £ Okta tholRBER
1. R Okta, EEMSHES, i£F Applications > Applications /5, #A£E(kA, gE Create APP Intergration, SIZRABRER.

$% okta a @ 8 v

Applications B9 Documentation
create App ntegration | Browse app cataios [T T A
ch

Sea

>0 <«

ACTIVE 1

- © | oo raminconsoe
(&)

INACTIVE o

<0<«

IRIRERE: BR=ITE (1bF) BRSEAE 55200 #242m


https://console.cloud.tencent.com/organization/cic-overview
https://www.okta.com/
https://cloud.tencent.com/document/product/850/117614

O BAT

2. £3589 Create a new app integration O,

Create a new

Sign-in method

Learn More (2

app integration

0IDC - Openld Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSO) through API

endpoints. Recommended if you intend to build a custom app integration

with the Okta Sign-In Widget

SAML 20

XML-based open standard for SSO. Use if the Identity Provider for your

application only supports SAML.

SWA - Secure Web Authentication

Okta-specific SSO method. Use f your application doesn't support OIDC or

SAML.

API Services

Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

3. i#\ Create SAML Integration TiHE, =RMAEMESE.

3.1 # General Settings IRE, &S App name, i Next,

$% okta
Dashboard N
Dirsstory v
Customizations v
Applcations ~
Appications
Self Service

API Service Integrations

Security .
Workfiow v
Reports v
Settings v

3.2 #£ Configure SAML &, &S Single sign—on URL 1 Audience URL(SP Entity ID).

[a

=i Create SAML Integration

© coneraisatiings

"y—

App logo (optional)

App visibity

Cancel

okta.test

Do not display application icon to users

%% SAML 2.0, % Next.

oo .
)

SRR fRS511FE(SP)(EE S ACS URL #l1 Entity ID, HES5EAE, BiE Next.

$% okta

Dashboard .
Directory .
Customizations v
Applications v
Securty .
Workfow .
Reports v
Settings .

# Create SAML Integrati

A SAMLSettings

General

Single sign-on URL_©@

ion

© contigure samt

[Audience URI (sP Entity ID) @

© Use ths for Recipient URL and Destination URL.

Default RelayState @

Name ID format @

Application usemame @

Update application userame on

If no value is set, a blank RelayState is sent

Unspecified

Okta username

Create and update

‘Show Advanced Settings

oo .
oo

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do find the info this form
needs?

‘The app you're trying to integrate with
should have its own documentation on
using SAML. You'l need to find that
doc, and it should outline what
information you need to specify in this
form.

3.3 7£ Feedback &, 4@ik Contact app vendor, & Finish, SSrkRASIEE,

IRIFRE: BR=ItE (It ) BRSEATF

EHWSEE

88201 #242m


https://cloud.tencent.com/document/product/850/118973#cba279ab-0d04-419c-83b6-6bbdbd3b70ef

@ HE‘.L:HE ERIKSERE

oo
& okta Q 88 N
Dashboard v s :
# Create SAML Integration
Directory -
© Feedvack
Customizations v
Applications v
3 Help Okt i
Security v Why are you asking me this?
1o optonat cvestons boon sssist Ot Support i nceretan This form provides Okta Support with
Workflow P q PP 9 PP useful background information about
integration
‘your app. Thank you for your help—we
Reports - apprecate it
App type @ This is an internal app that we have created
Settings v

Contact app vendor It required to contact the vendor to enable SAML

Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, or anything else you think is helpful

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Placeholder text

Previous m

$B_: 7 Okta PiREF—ER

1. FTEESTEEE XML
1.1 EEMSHEE, &% Applications > Applications /5, #ALENA, EHBERRAE.

g
$& okta a 88 v
Dashboara -

i i B3 Documentation
Diretory . Applications
Customizations v Create App ntegration J| Browse App cataiog IR DI )
App Integr PP 9
Applcations N
searcn
Appicatons
Self Service status © ok P
API Service Integrations. ACTIVE 2
reTvE o @ | oksAmnconso
Securty -
Workfiow N @  oxasrowserpugn
Roports N Okta Dashboara
Settings N
\gs Okta Workflows
o
Okta Workfows OAuth
o
) o
=g Sign O
1.2 HARFIEER, 2F Sign On,
N ( ‘ 0o o
oo
3¢ okta a
Dashboard v « Back to Applications.
Directory v @ okta_test
Customizations . ((active + ] [ (=] viewLogs moniorimports
Applications ~ - .
General | Signon | Import  Assignments

1.3 7 Sign On IR, #EFEE T View SAML setup instructions EESHRHETHIE, FHEEERM,

SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an IdP.

2 View SAML setup instructions

2. ARBEFSERF.
2.1 7 Assignments IR, g Assign, i%#F Assign to People, 1$BFSEZIRA

IRIRERE: BR=ITE (1bF) BRSEAE 88202 #2421



O BAT

$% okta

Dashboard
Directory
Customizations
Applications

Applications

Self Service

APl Service Integrations
Security
Workflow
Reports.

Settings

0o
Q oo Y

« Back to Applications

@ okta_test
Active v [, KS 2 ‘ 2, | ViewLogs Monitor Imports
General  SignOn  Provisioning  Import  Assignments  Push Groups

Convert assignments v

Assign v

Assign to People

pe Assian to Groups

Search, People v REPORTS

Current Assignments (now
Type. User App Access)

£ Recent Unassignments
Groups 101110
101111

o
o
0
o
o
o
o

SELF SERVICE
101110
100111 You need to enable self
service for org managed
No users found apps before you can use
self service for this app.

Go to self service settings

Requests  Disabled
Approval N/A
Edit

©20250kta, Inc.  Privacy  Statussite  OK14USCell  Version 2025.032E  Feedback

2.2 7£ Assign okta_test to People &, i&ZBRAF, $E Assign. E#HEMORE Save and Go Back, Bz,

Assign okta_test to People

Search,

Assign

test2 tencent
test2@tencent.com
testl tencent

Assign
testi@tencent.com

okta user3

Assign
okta_user3@tencent.com

2.3 PERIIR AR ESRTE People IR,

$% okta

Dashboard
Directory
Customizations
Applications

Appiications

Self Service

APl Service Integrations
Security
Workflow
Reports

Settings

oo
[a 8

« Back to Applications

okta_test

© (o) (S - (D)[E) e e

General  SignOn  Provisioning  Import  Assignments  Push Groups

m [ convertassignments + Search. People v REPORTS

5 Current Assignments (now

iers Porson Tye User App Access)
D test2 tencent Individual P Recent Unassignments
Groups L scerencentcon

np— ol

1

testi@tencent.com SeLF SERVICE
You need to enable self
service for org managed
apps before you can use
self service for this app.
Go to self service settings

Requests  Disabled
Approval N/A
Edit

©20250kta, Inc.  Privacy ~ Statussite  OKI4USCell  Version 2025.032E  Feedback

SR=: EREPO LERSTEIEE XML
1. ERENSER > SHHOEE > 8F > SSO BERUSHIRHHIDPHERRE, LhRESHRIEES.

IRIFRE: BR=ItE (It ) BRSEATF

EHWSEE

58203 $#242)


https://console.cloud.tencent.com/organization/cic-settings

O BHS

SSOEF
RSRME(SPYER L TasPrsdEy

https:/ftencentcloudsso.com/saml/

https://tencentcloudsso.com/saml/

Entity ID https://sts.windows.net/
it https://login.microsoftor
el 2024-07-12 11:32:07

SAMLE ] VNES
2. PEHRIENH, LS Okta THABXETTHIR XML,
RESHRHEES

mEns O LfETTHiEsy FhicE

e A

£S5 SRARIE

5ERk SSO BRECEE, ZBRLIMBNEEIE SSO ER.

O FiR: ESHPORELEM Okta MATESHAR, HAERAKSEE> SEPOEE > HF P,

BRRE:

1. BHEPOEERHASHAKSEE > SEPOEE > SH 0K NRENEN, EEHS5HARER URL,

LT LIV
SHPORE

L) BRER CAMBPESH

49 17 26 12

®EAD

o1 02 03

CAMBERSE

13

AU/ URARREE —

BEHE > SEEE > BEHE >

®REE

SHEOEN @ EEME T

wRmeE RREREL o SHSEUEL

wassonR EECAMAERS EECAVEFRS

SHEOBPER o

2. BEHiHIIAPER URL, BEER,

IRIRERE: BR=ITE (1bF) BRSEAE

e RUIBERITRMRRARLE

sl

URL: hitps:/tencentcloud o
iR
L
APERA 72
APESRS s

EHWSEE

55204 $242m


https://console.cloud.tencent.com/organization/cic-overview
https://console.tencentcloud.com/organization/cic-user

@ HE\.L:HE SEEWSEHIE

O BAT | spthihER

B APER
RBENRLRE, ERERCUKSER,
BAUIKS ERbE: SEERE SR
N E
S—E B LR
BR = ERARIKSERER

b ez .

3. EEME) Okta BERWHE, BWAKSEBER
4. EFE, #ABBROKSTIRR,

& BiRE SRPLER 2]

MCAMMBER  bICAMEFER

IRIRERE: BR=ITE (1bF) BRSEAE 55205 #242m)



@ Hﬁ \_L:HE ERIKSERE

Bndy5 Onelogin B &F A

AXHERHE Onelogin SEHHTUBTLEER (SSO BR) IR
EEIE

ftE SSO BEFai, EEESHAFEE: M Onelogin BEAPEISHHL, HKEESHPOLIERSAF,
M Onelogin BEAREISHHFG: EBF Onelogin HBEXERAFMIER. BIFIEME, E2R &Ed SCIM E Onelogin =l .
ESHROLIEREZAP: ERT Onelogin FINELERFIER, ATHTHERIE. ¢, SHPONAREEET Onelogin FAFZHRS—H.

#SHPORE

$B—: 5SSO &=F

1. BREEAKSEE > S(HP0 .
2. EEMSHE, BEAPEE > 2.

3. £ SSOBF Xi, (D, EHHNENSREFE, BE SSO B3,
88

SSOBF B =7r

SHR—: SHESRME (SP) 58
WS (SP) BRI, EEHEH ACS URL. Entity ID, EEMFIN IdP HFHEE.

SSOEF

BRSBIRAF (SP)ER | v, FHSPITEUEHY

https://tencentcloudsso.com/saml/
https://tencentcloudsso.com/saml/
BHRHE(DP)ER SmEsHRHEES
https://sts.windows.net/
https://login.microsoftol
2024-07-12 11:32:07

f£ Onelogin i&cE&
#$B—: £ Onelogin HhEIRRAER

1. EEREF Onelogin, EIRAFREIERE Applications > Applications,
2. £ Applications T@E, &£iF Add App.

ication  Activity  Security  Settings  Developers

Applications + Download JSON

App Authorization Type Users  Provisioning Last Updated Visible in Portal

3+| Tencent Cloud_SCIM-1 SAML2.0 3 Enabled 28 minutes ago v

3. £ Find Applications TWHE, #Fi%#E Tencent Cloud_SCIM,

IRIFRE: BR=IE (16F) BREEAR 55206 $242m)


https://console.cloud.tencent.com/organization/cic-overview
https://www.onelogin.com/getting-started/free-trial-plan/log-in
https://cloud.tencent.com/document/product/850/114598

2 Hﬁ ‘l.:Hﬁ EHWSEE

onelogin Users Applications Devices Authentication Activity Security Settings Developers Modules

Find Applications

Q Tencent Cloud|

Tencent Cloud
SAML2.0
OneLogin

Tencent Cloud_SCIM
SAML2.0, provisioning

OneLogin

4. #X Tencent Cloud_SCIM RiF, EMZRE, BE Save,

onelogin Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers  Modules 2 .
App Listing /
Cancel | save I
Add Tencent Cloud_SCIM -
| Configuration Portal
Display Name

Tencent Cloud_SCIM

Visible in portal

@

Rectangular Icon Square Icon

Upload a square icon at least 512x512px as

either a transparent PNG or .SVG

Description

200 characters

= -
5. SIS, ALEIIRPES.
onelogin Users  Applications  Devices  Authentication  Activity ~ Security  Settings  Developers  Modules .
boplcations
Search Tl e
Aop. Authorization Type Users  Provisioning Last Updated Visible in Portal

(3 | Tencent Cloud_SCIM-1 SAML2.0 1 Enabled about 1 hour ago v
[ 1] 0 %

#$B_: 7 Onelogin FigE SSO

1. 7 Configuration IWEESIER, £ Applications details X1, A\ ACS URL. Entity ID,
ZIEEXMMN RSiEHRE (SP) (52 %R ACS URL #1 Entity ID,

onelogin Users Applications Devices Authentication Activity Security Settings Developers Modules r'y

Applications /
Tencent Cloud_SCIM

More Actions ~

Info Application details

Configuration Tencent SSO Entity ID

htps:/tencentcloudssointl.com/sami;

Parameters

i) Paste in your Tencent SSO Entity ID from the Tencent SSO > Settings > SAML 2.0 authentication screen
Rules

S50 Tencent SSO ACS URL

https://tencentcloudssointl.com/saml

Access
) Paste in your Tencent SSO ACS URL from the Tencent SSO > Settings > SAML 2.0 authentication screen
Provisioning
Users
Privileges
ileg! API Connection
AP Status
®cnabled  Disable

2. £ SSO W&, 1% SAML Signature Algorithm thililisk SHA-256 ( ZtiAJa SHA-1, BB OFRZIFZINY ) , BE Save,
7 More Actions % SAML Metadata.

IRIFRE: BR=IE (16F) BREEAR 58207 $242m


https://cloud.tencent.com/document/product/850/118974#cba279ab-0d04-419c-83b6-6bbdbd3b70ef

@ Hﬁ‘fﬂﬁ ERIKSERE

onelogin  Users  Applications  Devices cation  Activity  Securty  Settings s Modules

Applications /
M Acti -
Tencent Cloud_SCIM ore Actions “

Vendor Homepage

Info Enable SAML2.0

sync logins

Sign on method
SAML2.0

Parameters ® SAML Metadata

X509 Certificate

Configuration Reapply entitlement mappings

Delete
Rules Standard Strength Certificate (2048-bit)
| ss0 Change  View Details

P SAML Signature Algorithm

SHA256 -
Provisioning
- Issuer URL

https://app.onelogin.com/saml/metadata/ B
Privileges

SAML 2.0 Endpoint (HTTP)

https:/1 nelogin. P o

SLO Endpoint (HTTP)

https://tencent123.onelogin.com/trust/sami2/. L)

Login Hint
Enable login hint

| © when nai. e usrame vt ot oo g i i i rovide

3. BAPSECEIRA .
3.1 fEIRERREI%ESE Users > Users fANAF%IR, 2EFERSHAPEMNR, #ABPFRER.

onelogin  Users  Applications  Devices  Authentication  Activity  Security  Setings  Developers  Modules

test2 tencent.com was successfully created.

Q Show filters
Name User Information Last Logged In status
st tencent
e Neverlogged in Active
& testigtencentcom
Neverlogged in Active
st tencent
° Never logged in Active
o testrencentcom
tests tencent.com
° Never logged in Active
< tests@tencentcom

3.2 £ui%sF Applications, BE+, SRR SEEIBIRRAS

onelogin Users jons Authentication  Activity  Sect Settings evelopers  Modules

Pt
a» test2tencent.com More Actions ~

User Info

Roles. Applications
Authentication
Default
| Applications Resuls per page 2 v
Activity

3.3 7z Select application #i£iZfiA , B Continue,

Assign new login to test2 tencent.com

‘This login will override any apps assigned via roles.

Select application

Tencent Cloud_SCIM-1

Cancel

3.4 ERIERET, (ZHNAFS. MESER (FiE) , 2 Save.

IRIFRE: BR=IE (16F) BREEAR £5208 $#242m)



O BHS

Edit Tencent Cloud_SCIM-1 login for test2 tencent.com

Allow the user to sign in

Hide this app in Portal
NamelD

test2@tencent.com
SCIM Username

test2@tencent.com

D) Shared identifier between SCIM and Onel

Groups

<Skipped>

First Name

test2

Last Name

tencent.com

Work Email

test2@tencent.com

Login

A\ Manually editing a field overrides any mapping. To restore all mappings, reset the user

cancel | elete

SR=: ERBEPOLERSTTEEE XML
1. EREKSEE > SHROEE > 25 > SSO BRNSHEHH(DP)ERK, #-RESHEHHEE.

SSOEF

BRERMAB(SPIER L THSPRMIETH

ACS URL

Entity ID

Entity ID

B Rt

BR8]

https://tencentcloudsso.com/sami]

https://tencentcloudsso.com/sami)

stmmm0DRIER

{EFSSOBRRERES 7=

https://sts.windows.net/

https://login.microsoftor

2024-07-12 11:32:07

SAMLERIES  1MES

2. BRI, LE7E Onelogin TEHAIBKESTTEEE XML

EESHRHEES

mEss O LETsiEsy

EfExX i«

£5SRARIIE

5EHE SSO BREER, BRAIMMBARER SSO ER.

© FiR: ESHPORELEM Onelogin RATRSMAR, #HASEKSEHE> SOROEE > HF halE,

BFRRE

FHEE

BUH

EEX M

1. BHEPOEESHAERAKSEE > BEPOEE > SHd

IRIRERE: BR=ITE (1bF) BRSEAE

% MRERAN, EEHEHAPESR URL.

EHWSEE
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