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O BAE —

AN
18]7
BIAEHAE : 2019-07-24 15:39:46

EHEEE APl AR 3.0 [RF. £#iR9 APl EOXEEIMMEESHLSE , A—HNSHRETIQILERED , £—9 SDK/CLI BRFS API XX
R, SIEHERERRENERGRE. SSStdRmIEEN LSS REEEN =~ 5m.

S ETE2EAREEEENAEZ ( TI Content Moderation , f&FR TICM ) “,

BREATHEZETENSEMERIREZINA , SHFEHRBIER. MRSSEFRETIEE. REM. BIaEREENIX
b, EEZAL  RIPLSRERRE.

ai5iRs
BIFIMSTEGNRKE. ZS075R%E  SeeRIE RIS EMTRRE | EREREIX 99.95%  BEHZE XK.

F5iR51

SLRBIEESEINFAE | SHFERERAIEGPREHERLE. 7R, BIMRRSEEAT | RIPUSEETRTEX,

B ERiRAY
HFBIAAY. SUBRAYITIT SRR F R BRI SENAERXL.
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ARSI
5K

RITEFATE : 2019-08-14 19:18:17

1. BRSS3tuE

AP| STHRIRHBEIEN | AF=matiribtgiE N\igZ 9 ticm.tencentcloudapi.com , B3ZFEEIBIEENZAE |, FlanSMHibiEAoisE 5

ticm.ap-guangzhou.tencentcloudapi.com,

HEFERARTEEEANGSE. RERAEONEFGRTENE | 2EIFETEIRERNFE B RRIRSEE. FlalE MNeiEEk , &
SRR MAYIRSSEE | RERFNIERE ticm.ap-guangzhou.tencentcloudapi.com 2—&1Y.

TS ORRESURAYILSS | BiEETIRINAYEE.
BRI IR IR

Bt

BULHEIEAN (#EF | RS FERX )

LERgHBX (JM)

R (i)

et (AEm)

FaRgHEX (piER)

FargitX (EFK)

BREHX (TEEHE)

TP AZRFaE (HrOni)

T K%RFE(E8)

VA RgER(&SE)

TAZRAL(ER)

TAFAL(EFER)

SEE/REB(FEERIL)

EEFEER(EER)

EER (E1e%)

RUMHEX (Z=521@)

RRMHEX (RERRY)
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ticm.tencentcloudapi.com
ticm.ap-guangzhou.tencentcloudapi.com
ticm.ap-shanghai.tencentcloudapi.com
ticm.ap-beijing.tencentcloudapi.com
ticm.ap-chengdu.tencentcloudapi.com
ticm.ap-chonggqing.tencentcloudapi.com
ticm.ap-hongkong.tencentcloudapi.com
ticm.ap-singapore.tencentcloudapi.com
ticm.ap-bangkok.tencentcloudapi.com
ticm.ap-mumbai.tencentcloudapi.com
ticm.ap-seoul.tencentcloudapi.com
ticm.ap-tokyo.tencentcloudapi.com
ticm.na-ashburn.tencentcloudapi.com
ticm.na-siliconvalley.tencentcloudapi.com
ticm.na-toronto.tencentcloudapi.com
ticm.eu-frankfurt.tencentcloudapi.com

ticm.eu-moscow.tencentcloudapi.com
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IR BF =R EMNFEMEXEREATIERN , BltZihREMRESE ( 2454 Region AERXibE ) , FEREEGERXM
lskaoi%® . RIFH Region ROMUR RIS —HI,

SRXENMbE ESRIXIEE
HRMX (iEER) ticm.ap-shanghai-fsi.tencentcloudapi.com
KX (RY=R) ticm.ap-shenzhen-fsi.tencentcloudapi.com
Nz SN
2. BISMY

Bifl= AP NRTEIZEOIYEE HTTPS #HTIE(E | Rt B EREE,

3. 15K AE
T HTTP 53k

e POST (#7F)
e GET

POST #&k37#E#9 Content-Type 38! :

o application/json (5 ) , WRfER TC3-HMAC-SHA256 £275:%,
o application/x-www-form-urlencoded , ZR{EH HmacSHAT & HmacSHA256 &&757%.
o multipart/form-data ( {XEBoEOSEF ) |, wfER TC3-HMAC-SHA256 87574,

GET ERINS KRB ANAERBIL32KB, POST i&RFEEEE AN HmacSHAT, HmacSHA256 RtAE#BIT1MB, POST i5K{EALSH
3£ TC3-HMAC-SHA256 Atsz3510MB,

4. FRFmE

t9{EA UTF-8 4mA3.
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INHEREY

/\/

BIAEHATE : 2019-08-14 19:18:17

AHSHERTIRAFIEOESNENNSE , NHEE | 8 MNRORMIROXEPAFXESEHITIRE  B8RERISFE
BEHXESH , FRIERKIEEK.

BE2HIEV3
fF8 TC3-HMAC-SHA256 &&2 75740 , AHSHEBER—HE HTTP Header iI53KLER+ , 40F :
SHEWR eS| Wik AR

X-TC-Action Strin = BEREORR, RESEEONETMASEATSE Action AUIREE, FlIII=IRSEEH
d = EFsLIFIZREO , BUES Describelnstances,

IS4, ASRIRRA EIR E MR REEE. EOESHEEESEEOXETEmAS
TS E Region BUIREE, (TR : BRUEOARNTE(EBRIZSE , BOXPESXT ISR
BB, LATEDMEIRIZ S E A ER.

X-TC-Region String

il

X-TC- Integer 451 UNIX Bf/E)E , BlieRA&HRS API iESKAYRTEL, g0 1529223702, & : R SMRSES
Timestamp MEEEBIS S, R5ESZSHER.

fim

ERY API BORRAS. BUESHEOSUHEHP NSRS Version B9, BIINAARSSERAIR

X-TC-Version String 7 2017-03-12

Jalil

HTTP fRESMHINIESLERFER , fian

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3 request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
He,

- TC3-HMAC-SHA256 : &% 75% , BRIEIEBIZIE ;

- Credential : &EiF , AKIDEXAMPLE £ Secretld ; Date 2 UTC #r&ERTEIIEHE , BY
{Eﬁﬁm’z}#\%’& X-TC-Timestamp #8RY UTC #RAERTBIHEA—3L ; service AF=m#s ,
BEAEHERS  FIaNEE cvm.tencentcloudapi.com BREFmE R cvm. AF-mEUE
79 ticm ;

- SignedHeaders : £25& i +ERISLERER | content-type F1 host Jawm#EskEd ;

- Signature : EZHE,

fim

Authorization  String

IBRHIERATAER Token , FRESIGIIER—EERM. IRRTERF Token FERHRERE

X-TC-Token  String BRSSERIEOIMEN, KEIREREE Token,

iy

BRRAFPBEEAS MR ERSIFLAFIR | WEISREIZRRIERK URL, BERLEB. BRARAINT:
HTTP GET i&EREEHIRI:
https://cvm.tencentcloudapi.com/?Limit=10&80Offset=0
Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3 reque

st, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dba16c6ccf174c
474

Content-Type: application/x-www-form-urlencoded
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S S s

Host: cvm.tencentcloudapi.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

HTTP POST ( application/json ) &SRR :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST ( multipart/form-data ) ISR ({IFEAHEOSTF ) -

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402
Content-Disposition: form-data; name="0Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

BRBEAE VI
5 HmacSHA1 #1 HmacSHA256 &R 54T | ARSHEESR—HEISKEF , 00F

SHETR KA 22 vi N 7
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SEEZR S Wik R
Action Strin o BENZEOZR. BESEEOXETEANSENTESE Action A9IRAE. HIN=IRS
g = ESRUEAISLAIBIZREZEDO , BUESY Describelnstances,
2%, ARRREEIREI N EEAIEEE. EOESOREES EE O TE
Region String 2 ANSHHEESE Region B, (TR | BEEOAZTEERZSE , EOXEPEY
LEASRISEE | WATRMEERIZS B ASER,
Timest nt o LE] UNIX REEIE , STiERARE API iEKAYATIE], 1801529223702 , N5 5Lk E]
imestame MEIET E sk, LSS ETHEE,
Nonce Integer £ BEALIEEEE) , 5 Timestamp BA&#ER , AFBALEERINE.
Secretld Strin o E=APIZA L ERBHIFRRBMHY Secretld , —4 Secretld I3RIME—HRY SecretKey |, T
g = SecretKey &~ FsR4ERLIBERES Signature,
Signature String o BRER |, ARG RIEKRINE R, EEAPRESRESASEITESH, BiK
T EEsEOSRY,
Versi . o B API fOhRAE, BUESEZORIBPASAHESE Version RUIREA. HINI=IRSEE
ersion String =

AORRA 2017-03-12,

&5, BRISTGSF HmacSHA256 1 HmacSHAT, REHEEIIESEH09

SignatureMethod ~ String & HmacSHA256 B , A8 HmacSHA256 EXISIESS , HEibiE R
HmacSHA1 IGiFE4,
. IRBEBETAERY Token , FEESIGIIZE—RMHER. IGAIETHR Token FEEIAIE
Token String oy

EERSERZEARE. KEIEHEAFEE Token .

RiRAFEEEA MIbERZRSRLAITIR | HiEREMIZRRIER URL, BICER. BRIREIAIT:

HTTP GET &R I:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&T
imestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Regio
n=ap-guangzhou&Nonce=23823223&Secretld=AKIDEXAMPLE

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

HTTP POST iERESHITRA

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature

=37ac2f4fde00bOac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=238232
23&Secretld=AKIDEXAMPLE
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https://console.cloud.tencent.com/capi

O BAE —
HhIE R

ArEEATEIEN Region FERAVANGEINTRATR. MREOAFSHRZERPRIFTEIE, , WSRO SRiTA,

X ]

HAbiX (1bR) ap-beijing
HERFHBIX (] M) ap-guangzhou
BRAHX (FEES) ap-hongkong
HIRIBX (L) ap-shanghai
X (Z%) na-toronto
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BEOEMN V3

BIAEHATE : 2019-08-14 19:18:17

Bz API 2B NMERHTEMNKIE , BFRREFERREFLE , STHENLEXNBEKRHTER (Signature ) , BMNEREZEER
HERSHPIEEZE R ERA LIS TAIEIUAREBR.

FRigTEEiE
AERNLEEIAZ |, FPERE Secretld 1 SecretKey, SMNBEFPRZTLIBERIIEE,

o Secretld : BFHRR APEBEESY , AILEERENARFSE.
o SecretKey : FBFIRIE AP ERERSH , aTLAEERSEEL AZERD.
s BPYATRFRERLEIE , BRHE  SWECRUFRL. SR  BuZAZEAZELEIE.

REREFIENERSERUT

1. BF BA=EEHh0EH S,
2. HifE =APIZZH BUI=H & T,
3.7 =APIESH @ , By (2] BIeJLLeE—3I%54A.

ERFRERIR

il = API BRE T 7 MEIRIEIES SDK , WEBFHE , &4% Python, Java, PHP, Go. NodeJS, NET, C++, RRHEAIZET AP
Explorer ftFAFTELIARE. SRWIE. 4k SDK 78, MREZZNERIRME , iHEINFIAIXLER,

TC3-HMAC-SHA256 && 753k

TC3-HMAC-SHA256 %275 E48ELLARTAY HmacSHAT 1 HmacSHA256 B2 757% , ThEE LEETLRINES R A% MEERS , XiF
BEARIER , ¥ json 1810 , MREE—ERTT | BINERZEZHEATHEES,

== AP| 3735 GET #0 POST i3k, XFGETAE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=, X3FPOST
75i% , BEiszE Content-Type: application/json LAK Content-Type: multipart/form-data FEFAEES |, json RS EIEON
28, multipart IS RERFEROSIS |, IENZEOARBEER json 18XNERA , SEBMRISZEOSUSIRE, HEEER POST 5K,
NHRENERHLER | B GET iB5RAIF 32 KB LIRASERE.

TEUZRSSFZEAT MNEEHFIREAFF , SEBRNMBERTETRE. BANEFZEOZEN

1. ZIRSBH[IAETE | HZORER
2 ZEARREN , FelEMBRIFRVRE |
3. ENBESISEFEERE | FJERE SEIREHVEAENEER.

I, MeAHSHEERONSHY , RNREEESZILEER. ECrERRON |, BRIECRERR , 8 MNEONSEFA
1R, FERDXMIFRISEHIE.

BRiZFEFRY Secretld #0 SecretKey 7352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpPQq86cd98joQYCN3EXAMPLE, FFEEE MX=RFZEE N KB NETIRS , RIREI—FKEHIE. WIEKATEER !
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https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://github.com/TencentCloud/tencentcloud-sdk-python
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

A BT

curl -X POST https://cvm.tencentcloudapi.com \
-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 re
quest, SignedHeaders=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a9

6525168" \

-H "Content-Type: application/json; charset=utf-8" \
-H "Host: cvm.tencentcloudapi.com” \

-H "X-TC-Action: Describelnstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-

12"\

-H "X-TC-Region: ap-guangzhou" \
-d "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

THIFEFFRSSITEIRE.

1. fHEHEE RS

BRI FHENDEIEXE ( CanonicalRequest ) :

CanonicalRequest =

HTTPRequestMethod + '\n" +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n" +
HashedRequestPayload

FEREBR
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

RS : BB UE (bR ) BREEAH

s
HTTP i53K755% ( GET. POST ). Itt<EIBMEY POST .
URI 2%{ , API 3.0 EERIERAT (/) .

&2 HTTP ik URL FRUEIAFRIER |, XF POST i5k , BEEATFRE"" , X}F GET ik , W9
URL HREIS ( ?) [SERIFFRERS , 40 : Limit=10&0ffset=0,
7ER : CanonicalQueryString FE4d URL 4773,

SE58ZHLEEE , Z/EE host Fl content-type FIANSLER , HETIIABEENASLES58ELL
EE BB IR 2.

Bm

1. 3L3EB key 0 value Z—E#ER/NE |, HEREERESHE | B8R keyvalue\n =% ;

2. BANLER | IRBBLER key (/NB ) B9 ASCI FHEHTHHE,

IREIHELEERR content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\n .

iER& : content-type WIFISCRRRIXAERTS | BLRIEIESNEERERIEE RSB
charset {5 , IREZAITFIREA—EL , RRBFSREESZRILKM,

%14 £58



A BT

FREM

SignedHeaders

HashedRequestPayload

R

BE5FZHLIBER | RBLKIEKEMLELES 5 TER | fl CanonicalHeaders B&HISLEBAE
B—XIRAY. content-type F host JWFkESLER.

PN

1. LB key Ze—8R/NG ;

2. ZMLER key (/B ) $2EB ASCH FHdHTHEE , HELSE () 9R.

L7 =~f5178 content-type;host

BKIEX ( payload , B) body , Itt7=f5I7 {"Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BEE , HEHEBA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , BIXY HTTP 15KIESf# SHA256 14
&, ARTNAHIRE  RERESEEIER/NSFE. T GET 5K , RequestPayload EENTF
7, WRPTEERRE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b11f7f689887f1398934064 ,

HRIELA LRI, A ERIRIHEEIRREBINT

POST
/

content-type:application/json; charset=utf-8
host:cvm.tencentcloudapi.com

content-type;host

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f68988711398934f064

2. PHESGERFTEH

BRAITMBTFHERS SR T
StringToSign =
Algorithm +\n +
RequestTimestamp + \n +

CredentialScope +\n +
HashedCanonicalRequest

FERAETR

Algorithm

RequestTimestamp

CredentialScope

R
ER2EL , BRIEES TC3-HMAC-SHA256 ,

ERAER | BIESCLERRI A4 X-TC-Timestamp BUE , EXRIAE) UNIX BB , #5582
. LRBIEES 1551113065 .

EIFBE , #8209 Date/service/tc3 request , @S HHA. FMEKAIIRSIIRIEFHFH
(tc3_request) ., Date J3 UTC imERIEIAIAHD , BEZTEMAHSE X-TC-Timestamp RERY
UTC iR ERIEBE—3 ; service AF-m& , WARSERANFRIEE—H. HREITEERE 2019-
02-25/cvm/tc3_request,

RS : BB UE (bR ) BREEAH 5515 58T



O BAE —

FREMR R

BIASSBHHEMENSEIBRBNEHE , ITEHAREA
HashedCanonicalRequest =~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), IRt ELERE
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031 .

1. Date X/RMBTIEJEL X-TC-Timestamp itE152) , BRfXA UTC+0, MEMARFEAMIXESR , HIIIFE/\X |, BESEEXM
B EVERRRTD , BERREMTERVERM. BRIgAEE 1551113065 , £4</\XKAIAJELRE 2019-02-26 00:44:25 , {(BRiTE1S
£JRY Date BY UTC+0 RYEEARZ Y 2019-02-25 , A2 2019-02-26,

2. Timestamp W/RESRIRFATE , BREHRZFEMNEREZESH  MREEETA D PNOERY. NRKAIEAF
tNEREEY | AJRESEIET—RIERE , EROERW , REISRTHER,

HRIELA AN, RBIPERIRGERFRRNT

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031

3. itRER
1) HEIRESZ®NA |, (BT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC SHA256("TC3" + SecretKey, Date)
SecretService = HMAC SHA256(SecretDate, Service)
SecretSigning = HMAC _SHA256(SecretService, "tc3 request”)

FERBR Rz

SecretKey JR#RAY SecretKey , Bl Gu5t9xGARNpg86cd98joQYCN3EXAMPLE ,
Date BP Credential iy Date FERER. IMREIEYES 2019-02-25,
Service BP Credential Hrf{ Service FEMEE., HRFEYES cvm,

2) HBER , (BT :

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

4. 1% Authorization
AN TS Authorization :

Authorization =
Algorithm + "' +

RS : BB UE (bR ) BREEAH 5516 58T



S S s

'Credential=" + Secretld + '/' + CredentialScope +', ' +
'SignedHeaders=" + SignedHeaders + ', ' +

'Signature=" + Signature

FERBR R

Algorithm BE2AHi% , BER TC3-HMAC-SHA256 ,

Secretld ZEAXSRAY Secretld , Bl AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE .

CredentialScope W EX , FIBBE. WRHATELERE 2019-02-25/cvm/tc3 request
SignedHeaders R, 258BREER. WRHIEUESA content-type;host

BEE. WRIHEERZ

Signature 72e4940a809ad7a8c8f7a4507b9bddcbaade581f516e8da2f66e2c5a96525168

HRIELA LRI, OIS ZIRIEDS

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 request, SignedHead
ers=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168

RETEERERNT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 reque
st, SignedHeaders=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a9652
5168

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

5. ERIET

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

RS : BB UE (bR ) BREEAH 5517 58T



S S s

private final static Charset UTF8 = StandardCharsets.UTF §;

private final static String SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getinstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.tencentcloudapi.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) ERRR , BUSZHE

sdf setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% 1 0 ;ﬁg;ﬂ:}iiﬁ*% *kkkkkkkkkkkk
String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";
String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printIn(canonicalRequest);

// *kkkkkkkkkkkk ig% 2 0 ;ﬁ%%%g?fg% *kkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3 request”;

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// *hkkkkhkkkkkhk _/ljg‘% 3 0 i—l—%%% K*kkkkkhkkkkhkhkk

byte[] secretDate = hmac256(("TC3" + SECRET KEY).getBytes(UTF8), date);
byte[] secretService = hmac256(secretDate, service);
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byte[] secretSigning = hmac256(secretService, "tc3 request”);
String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkkkkkk ig% 4 0 ;#g AUthOI’iZathh *kkkkkkkkkkkk
String authorization = algorithm + " " + "Credential=" + SECRET ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);

headers.put("Host", host);

headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();

sb.append("curl -X POST https://").append(host)

.append(" -H \"Authorization: ").append(authorization).append("\"")
.append(" -H \"Content-Type: application/json; charset=utf-8\"")
.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")
.append(" -H \"X-TC-Timestamp: ").append(timestamp).append("\"")
.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")
append(" -d '").append(payload).append("'");
System.out.println(sb.toString());

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# HIHS
secret id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"

service = "cvm”

host = "cvm.tencentcloudapi.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u">&&p%3"1}]}
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# kkkkkhhkkkhkkhkkk .,I/J‘Egélé ’I : m;ﬁ%*ﬁl%iﬁ*% kkkkkkkkkkhkkk
http_request method = "POST"

canonical _uri ="/"
canonical_querystring =
ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)

signed _headers = "content-type;host"

hashed _request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed headers + "\n" +

hashed request_payload)

print(canonical request)

HFFAA Ak 55;1’3( 2 H‘F?ﬁ%&%?ﬁ% *kkkkkkhhhkkk

credential_scope = date + "/" + service + "/" + "tc3 request”

hashed canonical request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed _canonical request)

print(string_to_sign)

# wmkkkkxk LEIER 3 - SIS AT wakkk

# I EE R HERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret _service, "tc3 request”)

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *Rkkkkkkkkkhhhk iﬁ 4 0 ?;‘-_’H;% Authorization *RkRkRkRkRkkkkkhhhk
authorization = (algorithm + " "

"Credential=" + secret_id + "/" + credential scope + ", " +
"SignedHeaders=" + signed _headers + ", " +

"Signature=" + signature)
print(authorization)

+

print(‘curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization +
+ ' -H "Content-Type: application/json; charset=utf-8"
+'-H "Host:' + host + "'

+'-H "X-TC-Action: ' + action + "'

' -H "X-TC-Timestamp: ' + str(timestamp) +
' -H "X-TC-Version: ' + version + "'

' -H "X-TC-Region: ' + region +
"-d'" + payload + "'")

+
+
+
+
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FEUTERLWHIEIRS | iSRIECIRERLER,
HIRAD FEIRIEA
AuthFailure SignatureExpire EELE. Timestamp SHRSFHENEERNTEBESBS T,
AuthFailure SecretldNotFound  ZAARFE. BEHSHIEEERAREHER  BRAVEH TFRNESZ TFH.

ERHER, THEESTITEER  EERSIRKENRBEMEGS , BEURERR

AuthFailure.SignatureFailure
9 SecretKey (&S,

AuthFailure.TokenFailure RAHER Token iR,

AuthFailure.InvalidSecretld 2R (A2 AP BEESERY ) |
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BIAEHATE : 2019-08-14 19:18:17

Bl APl £ E/MNAEERETEMIGIE , IS NEREEEEATLESRSEHTEEEREE (Signature ) LESIEERESD. &2
SEHLEEITAERR , T2EILEE Secretld 71 SecretKey ; ZERFPIRRBEREEE , BRIt =APIZHIE BHiE , SNTEER=
API 0,

SsoE \

1. HiELEeSEiIE

FEE—RERT APl Z81 , 18RI = AP| Z5AT0H BRiFReFIE. T2FIUFEE Secretld # SecretKey :
o Secretld FBF#HxR APl EREEHD

o SecretKey FIFINEE S FRIRMRS S HICIEESE TR ERIZH.

o BRPYATRFRERLSEIE , BRilE.

ISR EIENERLSERNT !

1. &R B =E8EPOEHIE.
2. 5ifE = AP Z5H RIEHIETE
3.7 = API %58 TiE , 8E (] BIeTLABIE—XT Secretld/SecretKey,

TR BYKSERSALUAERY Secretld/SecretKey,

2. PR

BT %ReFiESecretld 71 SecretKeyf5 , IATLAERERHBT . LITREMER BANFMILIE :
BRIZFBFHY Secretld #0 SecretKey SBIE :

e Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
¢ SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

TS XBRESS , iSRIEAFEIRRIEHY Secretld 1 SecretKey i#H{TREERE !

LRSS eEALNIFIZR (Describelnstances)idk Al , HEFERX—ZAON , HiEksE 88T

SRR 2574 (=]

Action Yabr = Describelnstances

Secretld 2248 ID AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp LRI R 1465185768

Nonce FEHIEEEE 11886

Region SEBIRRTEX ap-guangzhou

Instancelds.0 FEARISLBI ID ins-09dx96dg
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SHER 3z SHE

Offset fRiz= 0

Limit BRARSIFHEIH 20

Version EORAS 2017-03-12
2.1. WEHHFE

BESNFEIERSEIRSHENFEHE ( ASCIRE) FFHF. 5 1) RIRSHEHTHR | SEEEEINEE , R85 X ;
2 ) ¥ ASCI 8BEE R/ |, 70 Instancelds.2 BHEE Instancelds. 12 [5HE , AERFEER , UARKEE. AR LUEEREES PRIHEX
HEFF RS sCIIX—TIhRE , 40 PHP &Ry ksort &, HARAISEAVHIFESRUT:

{

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

'Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
'Timestamp' : 1465185768,

'Version': '2017-03-12,

}

EREEEFRINESITARN , X EERAIPRISEEHTHRF | SEIRNER—ERA.

2.2. HHESRFTH

WS BAERIERFRTER, BB L —SHIRFINE RS USRS EBFR=28UE "I | 20%T Action 241 , HSEEFR9 "Action”
, BB "Describelnstances" , EIEXLEMA Action=Describelnstances . F& : “S&(E"HEIAETIE url HEERYE.

RERBEIENS SR HRE—RE | REENINERFFHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&8&Nonce=11886&0ffset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. HHESBRNF TS
WEBREMSEBRFER. SRRLFAFRAUTLNSEIRL:

1. 78KAE: 323F POST #1 GET A= , IXEER GET i5K |, [FREAEALAE.

2. 15K ENBELHIFIZR (Describelnstances)l9iEskig &9 : cvm.tencentcloudapi.com, SEPRAYEKIGARIERZOFBEERAEM
A, FERSREORA.

3. KRR HEIRATAPIREREREEN / .

4 ERFFE: B E— SRS RFRIE,

ERFEHRRIFHERND © ERITE + IBREN HEKERE + ? + ERFRES .
HIRIHHELESR A
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GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886&0ffse
t=08&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Versio
n=2017-03-12

2.4. EpERH

P BRERSEE, BER HMAC-SHAT SifX E—PRISRIERRNFRHRIHITES | RERHEMNER BER Base6d 1T
3, BIRISRIGRERIE R R,
B30T , LLPHP EES A6
$secretKey = 'Gu5t9IXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64 encode(hash_hmac('sha1’, $srcStr, $secretKey, true));
echo $signStr;

REBINSEEN
EliPOYW3pW28FpsEdkXt/+WcGel=

ERRECEFRRINESAN , IR EERAIPRIFESGHTERRIE , BEINSRHR56FHa—E0E.

B2 HRG

ERIERBRFAREERIENERSE , FEXHHTT URL FHiS.

W E—HAERR IR S ElIPOYW3pW28FpsEdkXt/+WcGel= |, FERERINIEZRiEKSEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt/+WcGel= , BSRTARBLRNIER URL,

5 NRARBEKRAER GET , §&i5KGiE7A POST [EAY Content-Type 7 application/x-www-form-urlencoded , M&zi%
BERIFAEIERSHNEIITEM URL i3 , SHEMN=-FSAEEMHB. IE ASCIl FFE URL KEEIFE5%LL UTF-8 i#1T4HmE.

1R FEREESHNEESEMAFRBESHHT urlencode , TEXFMERT , MARTEWEZHRi#HTT URL i3 T , FMWFEIX URL
RIESSHERKY.

itE : HittSHEhTZHTRED , H3RMA RFC 3986, {#R %XY MSHFRHGIINLNFHTASILRE , B X "H"Y"B+7d#HF
¥ (0-9 fIXEFE A-F) , ERNSESIRER.

ERRM

HRIBESCIREIR | FELATERRMANERES | BRIESCIR BRI,

FEIRAB FEIRIEA
AuthFailure SignatureExpire BEIIHA
AuthFailure.SecretldNotFound BEAANEE
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et SEIRIEA

AuthFailure SignatureFailure BRER
AuthFailure.TokenFailure token $8ix
AuthFailure.InvalidSecretld FIRIEE (2 API ZiA%R )

5. ERER

FESCRRVER AP 3.0 fY , JE7S(EFIREAURAE SDK 3.0 , SDK S TEEITE , ARSI RIBMOBAEONE. HMEs
S0 SDK by, METSTSRIBESTS -

e Python

e Java

e PHP

e Go

e JavaScript
o NET

ATEBFRHBRERTRE , THUSLIRREES A0, B EANSEZSREEARSI. BREE. RRNEOMSEAEEERL Lk
BiTfEAE , MBRNBRERTE  AAESERN | SIRTRIBRE/MRA SDK.

B url AT8EA : https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208Nonce=11886&0ffset=08Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt/+WcGel=&Timest
amp=1465185768&Version=2017-03-12 ,

IR BFRAPREHEEEER |, B AR RS HEIRE , FEREL url 7EXSEsHIHaEE A curl Fa<EBRSIREIESR
Eix | ERIIE, ATEE—NTLUEEIREIA url |, EEEXMEIFAY Secretld §1 SecretKey AESLHIZA |, FHERR SRR B2
YR Timestamp ,

IR ETENRAG  ARREES  EER—ESEXRITERIN url ATREEEMAE , RAASHHINFRR | (EXFHASHIER
. REMESHEME  BERITHIERRIE.

TR LAMUBUERT AP 3.0 , FREERATHEMNSZIME , AIERIERN APl |, BFFEATEFBRSNERITEER | B
XS R AYSERR SR SO E,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getinstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/] EBRERSSEHITF AR | b A TreeMap{RiEliF

for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

/] ERRBKAurl PRI SERF R B EK

for (String k : params.keySet()) {

/] BESSEKERH Turlencode , AT keyERRENFH , HUAMIIIHvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMaprILAE&IHER

// SERRE AR R 2= FERENLEY , IR0 : params.put("Nonce”, new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // ~"HESH

// SEBRE RS R FEFE RS 2R0RIE |, BI40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "5

params.put("Secretld”, "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"); // A521

params.put("Action”, "Describelnstances"); // ~"H&#1

params.put("Version", "2017-03-12"); // AHES#

params.put("Region”, "ap-guangzhou"); // ~H5#

params.put("Limit", 20); // \'5383%

params.put("Offset”, 0); // WEESH

params.put("Instancelds.0", "ins-09dx96dg"); // W53545

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHA1")); //
HE¥

System.out.printIn(getUrl(params));

}

}

Python
A (IRETE Python 2 INEHIE(T , BELZREE requests {KERE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get string to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query str = "&"join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac str)

if _name_ ==' main_"
endpoint = "cvm.tencentcloudapi.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce': 11886,

'Offset' : 0,

'Region’ : 'ap-guangzhou’,

'Secretld' : secret id,

'Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get string to _sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.sha1)
print(data["Signature"])

# IWAASSERRER | BRIIERIREF 1T 2

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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SIEEFATE : 2019-08-14 19:18:18

IEFEIR[EIZEER
IARIRS BB BLAIRAFIE (DescribelnstancesStatus) 2017-03-12 Al , BRI , HFTAEGEEMITY -

{

"Response": {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6c1c"
}

}

* Response REMREBH Requestld REEAIFER , TICERKINEE , RE API QT , NAERIRE,

e Requestld BF— AP iEKEIE—IRIR |, Q1R APl HIIRE |, SJLABRERFR(] , FHEMHIZ D KARREE,

o RTEENFESI  ERYAEMEOENNFER , AEAEOMRERFES IEOSXEHIEN. HHIFRY TotalCount F
InstanceStatusSet 4 DescribelnstancesStatus ZEOEXNFE . BT EBEKNAFEMEALIE RS, Bt
TotalCount fFEIER FABRENES 0, InstanceStatusSet FIFRAZS,

TEIRIREIZER
ERRAN | EEBHERANTT -

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}I
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error MHIIREE ZBEREREM. Error ZEHEREMNERRY Code 1 Message FERIEEALMAT R ERERY,

o Code FREMMEEBAIEIRD , M5 R BEIT A LASRIBIZ S RIDE A TR X EHE O N AR R B E R MR EFARR
BE,

Message BB TXMERAENERERR |, EEISEKREREMNE , WNATEESREFISTEREH , ARPANMAKTHIXNMRE]
E.

e Requestld FAF— APl iEREIE—HRR |, TN API HILEE |, STLABERRA] , FHEALZ ID SkARREIRR,

NIHIEIRT
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IREIZERFINRFE Error FE , NIFRRER API #0O%KM.

RS, PRI T AHEIR.
FEIRAD
AuthFailure.lnvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RS : BB UE (bR ) BREEAH

FEIRA
2R ( A2 API Z$AR )
MFA &R,

BRI,

%

SRITH.

2

B EHEIR,

token $&i%,

ik CAM 121,

DryRun #F , RFRIBERELEMIIN , RESET DryRun &4,
(S S

REBEIR,

EONFE.

SEGER.

SHWERR.

RIS ECEPR .
TROSEIEIR,
EORAFE.
IERADREEL 7 SRE=PRE,
R SR,

BRE.

BRAFE.

BRATA.

eSS

RASEGER,

BT,

HTTPS 1&K75iA581R , R32#F GET #1 POST i53K.

BOARSTFF RS,

HeekE

Error 9 Code FERFMEIRTD , FrB W SEAIREHIAUEIRID AT
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O BAE —

EFAEEZEXEO
EGAEEZ

RITEFTATE : 2019-07-24 15:39:47

Sz A
1. ZOfER
EOEREZ : ticm.tencentcloudapi.com,
RENRHSHERENEGRZEE | STHFEBIERREIRE , BIA AT EERGGRIRE , UREEAY. 7R, EIRREEE
AR5,

BOAZCIERERERRRE) : S0K/FD,

A s
2. MINSE
UTERSEIIRGIH T EZOBKRSEFRT D LHESE , TEAHSHFGIRN LHiERSE,

SHAR sk KR EE)%

Action =2 String NHESE, AEOBYE : ImageModeration

Version = String AHSE, AFOBYE : 2018-11-27

Region 2 String AHSE, FNFmSTERY thiEdE,
RRBASZBIREES |, aNSEWT
1. PORN , BP&IERE

Arrav of 2. TERRORISM , ENEXMRE
ScenesN 2 ay 3. POLITICS , EPECABEIRSI
String

IEZIHE (Scenes ) —iEEHEM, 50 , {FF Scenes=["PORN", "TERRORISM"] , BN
—5KE F R TR IERBIFISREIRE.
& URLItbE,
E HBRE
« BR#&= : PNG, JPG, JPEG,

|mageur| = Strlng ° H-k/-]\ : FET;EH-géBaSGG4ﬁEQEZ:ﬁﬁ4Mo H’T?ﬁﬁﬂtfﬂzzf@ﬁﬁﬂ‘o

a - BREE | KF50%5003 , BMSAMTREINER ;

< KT | K38 5BiR<5
EOWNAESZEIE R TEBESE , EEREENFERS | EEEE R EE
EBMR=COS,

Config S String TE=FE: , FHRTRAEZRAIEE.

Extra & String BEFE  BIEERER.

4255 4 \ PN = N E\\ = =8 NENE
ImageBase64 7 String BlhZidbasebARIBHINE. BAFEIT4M, SimageUrERIZERLSEERImageUrl

FRR.
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https://cloud.tencent.com/document/api/864/34480
https://cloud.tencent.com/document/api/864/34480#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

A BT

3. S

SHEWR

Suggestion

PornResult

TerrorismResult

PoliticsResult

Extra

DisgustResult

Requestld

PornResult

TerrorismResult

PoliticsResult

String

DisgustResult

String

4. 7:451

a1 S RBE R BERRETN

iR
RBBHSEAEZLEEL
PASS : IEE

REVIEW : £
BLOCK : y&E#1

BERBIER.
IR - WFERATREIRE] null | RREAREIBHE.

FTRBIER,
IR IWFERATAGRME null , BREAZIEME.

BUABURGRBIES
R WWFERATAERME null | RREAEIEHE.

BEFR , BEEBRER.

TORBRBIER,
IR WFERATAGRME null , BREAZIEME.

E—IEK ID , BRIEREIRE. EAIERREERAGZRIEKE Requestld,

B : FRTEREERA. RERBIFBIASURRE , IREIZESRIARI.

BARH

https://ticm.tencentcloudapi.com/?Action=ImageModeration

&lmageUrl=https://xx/a.jpg
&Config= "
&Scenes.0=PORN
&Scenes.1=POLITICS
&Scenes.2=TERRORISM

&< HIEKRSE>

Lk ]

{

"Response”: {
"Suggestion”: "REVIEW",
"PornResult": {

"Code": 0,

"Msg": "OK",
"Suggestion": "PASS",
"Confidence": 83,

"AdvancedInfo": "",

RS : BB UE (bR ) BREEAH
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https://cloud.tencent.com/document/api/864/34487#PornResult
https://cloud.tencent.com/document/api/864/34487#TerrorismResult
https://cloud.tencent.com/document/api/864/34487#PoliticsResult
https://cloud.tencent.com/document/api/864/34487#DisgustResult

A BT

"Type": "LABEL"
B

"PoliticsResult": {
"Code": 0,

"Msg": "OK",
"Suggestion™": "PASS",
"Confidence": §,
"FaceResults": [

{

"FaceRect": {
"Height": 221,
"Width": 221,
"X": 98,

"Y": 115

B
"Candidates": [
{

"Name": "2 ",
"Confidence": 8

}

]

}

I

"Type": "FACE"

s

"TerrorismResult": {
"Code": 0,

"Msg": "OK",
"Suggestion": "REVIEW",
"Confidence": 42,
"AdvancedInfo": "",
"FaceResults": [],

"Type": "LABEL"

18

"Extra": "",

"Requestld": "02f1733c-1bfe-49ed-9e72-8ecd6ba058dd"

}
}

B2 EB53iRBIE SR FAERRLTN

Bl . RERESREIERE , REISERIN.

AT
https://ticm.tencentcloudapi.com/?Action=ImageModeration
&lmageUrl=https://porn.jpg
&Config= "

&Scenes.0=PORN
<N HERSE>

Lk ]
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{

"Response": {
"Suggestion™": "PASS",
"PornResult": {
"Code": 0,

"Msg": "OK",
"Suggestion™": "PASS",
"Confidence": 0,
"AdvancedInfo": "",
"Type": "LABEL"

B

"PoliticsResult": null,
"TerrorismResult": null,
"Extra": "",

"Requestld": "5a645a08-2e2b-4979-9815-1f2c00c2304e"

}
}

a3 B IRBIESIERRY
1 REAEPRISERE , RESERAEW , Code A0,

ARG

https://ticm.tencentcloudapi.com/?Action=ImageModeration

&lmageUrl=https://porn.jpg
&Config= "
&Scenes.0=PORN

< RHERSE>

Sl

{

"Response”: {
"Suggestion": "",
"PornResult": {
"Code": -1,

"Msg": "REREIR",
"Suggestion": ",
"Confidence": 0,
"AdvancedInfo": "",
"Type": "LABEL"

}I
"PoliticsResult": null,
"TerrorismResult": null,

"Extra": "",

"Requestld": "3854392b-19d4-4cae-8933-b010cd087c84"

}
}

a4 GRS IRAE =B BERS R
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B - ERHERSBERAIFMELRE , AP eBHRAERAEM ( Codedr0 ) , EERBIAIERIIA.
DN

https://ticm.tencentcloudapi.com/?Action=ImageModeration
&lmageUrl=https://fakejpg

&Config= "

&Scenes.0=PORN

&Scenes.0=TERRORISM

< RHERSEH>

Lk )

{

"Response”: {
"Suggestion”: "REVIEW",
"PornResult": {

"Code": -1,

"Msg": "PIEREIR",
"Suggestion": "",
"Confidence": 0,
"AdvancedInfo": "",
"Type": "LABEL"

18

"TerrorismResult": {
"Code": 0,

"Msg": "OK",
"Suggestion": "REVIEW",
"Confidence": 44,
"AdvancedInfo": "",
"Type": "LABEL",
"FaceResults": []

B

"PoliticsResult": null,
"Extra": "",

"Requestld": "547d2427-2f82-4d8d-99e0-f2a504619661"
}

}

a5 BIFEREY
B - RS RBIASHEEHER BT THFRE  SEEREREM.

ARG

https://ticm.tencentcloudapi.com/?Action=ImageModeration
&lmageUrl=https://error.jpg

&Config= "

&Scenes.0=PORN

&Scenes.1=POLITICS

&Scenes.2=TERRORISM

< HiERSE >
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Sl

{

"Response”: {

"Error": {

"Code": "FailedOperation.DownLoadError",
"Message": "N

}

}
}

5. FRERIR
API Explorer
ZIRERHTHELRA. ERIE. SDK ABEMRMREISTIEOFEEN | seREIHEERZ API B9 |, #EFFER.

API 3.0 Explorer

SDK

= API 3.0 IRt TECEMFF R TES (SDK) |, IFSMiRE

Tencent Cloud SDK 3.0 for Python
Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

wSITIR

Tencent Cloud CLI 3.0

6. THIRAS

UMGIH T 2O S EEERAEIRGS , EthEsRGiFEn 2

HEIRAD
FailedOperation.DownLoadError
FailedOperation.InvokeChargeError
FailedOperation.UnKnowError
FailedOperation.UnOpenError

InvalidParameterValue.lnvalidParameterValueLimit

RS : BB UE (bR ) BREEAH

"Requestld": "5f77ef5e-f381-49af-89bf-e558b25b3c15"

EEJ31ERYER AP,

fiik
TR,
AR ERIREILM,
RATEIR.
IRSSATTIE.

SHEEIR.
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https://console.cloud.tencent.com/api/explorer?Product=ticm&Version=2018-11-27&Action=ImageModeration
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/864/34483#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAE —

TR ik
LimitExceeded.ToolargeFileError XHARBTAK.
ResourcesSoldOut.ChargeStatusException ITERSRE,
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A BT

SRS

BIAEHEATE : 2019-04-26 15:01:36

Candidate

IRBIH ARSI R AURIEA .

HUNTEEOSIA - ImageModeration,

BT it
Name String
Confidence Integer

DisgustResult

TOIRBIEEER.

WIS/ - ImageModeration,

BT KA

Code Integer

Msg String

Suggestion String

Confidence Integer
FaceRect

RBIHRIABSEE R R E.

AN EAOS|IA - ImageModeration,

filik
IRBIH AR NANRIEALE, SRhREENERSIREA.
B , 0-100Z 8,

fiA

ZIRBIASREIRD ¢
OF™AD |
IRRESER
-23R7N5 | R,
ERIEHEAMEE.
RBBHSEMEZEEL
PASS : IEE

REVIEW : Z&{lL
BLOCK : E#l

EGE OIS, 0-100Z/8) , DEEET LI LERHA,

BR St R

X Integer NI E AR,

Y Integer N XA ERALER,
WRAXERE : BRItE (d6R ) BIRFERE
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A BT

B JRY i)
Width Integer ANEXIFEEE,
Height Integer ANEXIBEE.
FaceResult
ANBGRBIZER,
W T#03|F : ImageModeration,
B i) A
FaceRect FaceRect EUHAARIENE.
Candidates Array of Candidate REATIR, HENREBUERSHREA.

PoliticsResult

BUABURGRBIZER,

W T™EO3|A - ImageModeration,

BT KA
Code Integer
Msg String
Suggestion String
Confidence Integer

fhik

ZRAIZRAEIRD ¢
0F~RTh |

- IRRESHER
-23RNG5 | EEEIR
-1400F7R~E FARIBRNY |
-1401FRE R ARFEHEE.

IR A ER.

RBARAEZLES -
PASS : IFE
REVIEW : Z§{LL
BLOCK : iE#i

B EHISE , 0-100Z8) , SEHE B LERA,

TypeADNART :

0F75 , Suggestiong&i IPASS
75%90 , SuggestionFZEiY IREVIEW
90%100 , Suggestionz2iYFIBLOCK
TypeIFACERY :

0Z55 , SuggestionZEiIPASS
55%60 , SuggestionZiY IREVIEW
60Z100 , SuggestionZiYFIBLOCK
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AR

FaceResults
Type

AdvancedInfo

PornResult

BIERAIEER.

S

Array of
FaceResult

String

String

fik

TypeEEA FACERS , ABSIRBIRIERSIR. ETERHEMENZIRIAKEL
KIERBIS.

 REIE AR

EY&'DNA' B FACE', DNAKRREICHEEERBEBRIEX , FACERREICHEREERE

NBGRE,
ERIRBLRERTFARES E AL,

AT EAOS|A - ImageModeration,

BT

Code

Msg

Suggestion

Confidence

AdvancedInfo

Type

ES

e

Integer

String

String

Integer
String

String

TerrorismResult

15

IZIRBIARATHERED
OB |
-IRREFREIR
2R 1 EHEIR

-14002=7"E R FRDEM.
ERIGHAER.

RAARAVEIZEL :
PASS : IE&E

REVIEW : £
BLOCK : =E#i

BiEXFSuggestionWEFE , 0-100Z /8 , [EHE , FxdFSuggestionisffiE.

MEFR , EHRTREREZRAER.

EYE'LABEL , LABELRTGEICHIBERERBEIRE DK,

W T™EO3|A - ImageModeration,

AR

Code

Msg

S

Integer

String

fik

KRB RAVEIRED
OFR7=AkL |,
-IRTERGHEIR
25 EHEIR

- 1400 E R BB,

BIRISEIAMER.
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AR

Suggestion

Confidence

FaceResults

AdvancedInfo

Type

Integer

Array of
FaceResult

String

String

fhik

RBARAEZLES -
PASS : IFE
REVIEW : 2Ll
BLOCK : 35

Egs BRI, 0-1002Z2/8) , DEHEITEIIERMA,
TypeALABELRY :

0%86 , SuggestionfEiY IPASS

8691 , SuggestionZEiYIREVIEW

912100 , SuggestionZi¥JIBLOCK

TypeIFACERT :

0Z55 , SuggestionZ&iY IPASS

55%60 , SuggestionZiY IREVIEW

60%100 , SuggestionZZi¥IBLOCK

TypeEUEN FACERS , ABBRBIRIGERSIZER. ETERPIMENZIRIAKRL , REHAK
KIERBEIS.

SR BR BRI AR AL,

EUE'LABEL' B'FACE' , LABELR/REGICTNEEERBEIRE D , FACERRREGICTEEER
BARIRE].
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AR

BILEsRATE : 2019-07-24 15:39:47

TBERR

SNRIREIEERPIFE Error FE |, NIZRJAR API #2015, Fin

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

}

}
}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error F9 Code FREIRIB , Message FRZIBIRIIENER.

+H 0
HIRmayIZR
PHESIRED
FEIRD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction

InvalidParameter

RS : BB UE (bR ) BREEAH

Lz
FiRARE (2= API ZRER )
MFA $8iX.

BRAGEE. FEEHENERBREACHMENESR  REIER | BREERE
BIESIE i TERIEAEEER.

ERTH. Timestamp MIRSZH/IIEEEAMGEIOOHW , BFEESNEREINE
i E1]EiE

EeBR. SRTEER  BURERLPIEASICHEREERITEITRE.
token &R,

BERFIFN, 1BESE CAM SRERTEEAATHEA,

DryRun #F , RFBEFIGSEMIIN , RESET DryRun 24,

BRI,

REBEIR.

EOFRFE.

SEGEIR.
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https://cloud.tencent.com/document/product/598
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FEIRAS iR
InvalidParameterValue SHEUEEIR.
LimitExceeded RIS ECEPR .
MissingParameter ROSEEER,
NoSuchVersion BEOMATRFE,
RequestLimitExceeded TERANREGE T SRERPRE,
ResourcelnUse RIS .
Resourcelnsufficient RIFE,
ResourceNotFound BRAFE.
ResourceUnavailable BRAAT A,
UnauthorizedOperation RIFRUR(E.
UnknownParameter RASEGER.
UnsupportedOperation BMEARST.
UnsupportedProtocol HTTP(S)iEkifMNsEIR , R52#F GET #1 POST 153K,
UnsupportedRegion BOARISAT i,
ArS3EEIRES
FEIRAS

FailedOperation.DownLoadError
FailedOperation.InvokeChargeError
FailedOperation.UnKnowError
FailedOperation.UnOpenError
InvalidParameterValue.lnvalidParameterValueLimit
LimitExceeded.ToolargeFileError

ResourcesSoldOut.ChargeStatusException
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O BAE —

Egedss APl 2017
FHEELSE API

RITEFTATE : 2019-04-26 10:05:59

EOfER

EOEKER : https;//recognition.image.myqcloud.com/detection/porn_detect
2420 (porn_detect ) BT LERIE R TEELE,

@ 58P :

o ZNEOSZHF HTTPS Y, dNSRIEIVERERRYZE HTTP i, AT RIEEHEIESR S | IBIIHRE HTTPS,
o FRELFEIMKS , BIAE BRI E (ROEREEENER.

5k3L header
FrEEREERSBUTLEMER. !
S8 vk B )%
host 2 recognition.image.myqcloud.com BB EERSEEEZ
f;’n”gtter?t' m OhERKE BEANEREANENEIKE | 847 95 (byte)
IRIEAREOERE , BMEKR&EESF 20 3K url &
i = application/json gk multipart/form- R
content-type = data 1. fEFE R url , 1%&#% application/json ;
2. FEHRBE F34 | %482 multipart/form-data,
authorization 2 KSR BT &8s

AFE:
WNisEHE multipart/form-data , 155 HTTP 1228/ FEHEFRIA IR EIEKAY contenttype , NEFEZER setheader F541%
& , BNETAESE boundary FREES [REHEREM,

{EFEE R url

BASE
{58 application/json &= :

24 DAy ESit] 15288

RS : BB UE (bR ) BREEAH 5543 58T


https://cloud.tencent.com/document/product/864/17712
http://cloud.tencent.com/event/pd

S8 W15 KR 17288
appid £ String BENRBERNE—RR |, O WSER 8 = APl &5 hEE,
url_list 2 String 142 B & url 5z
S
EOREIRY result_list 9 JSON #148 , EBRIBANTTENT ¢
FER KA 1588
code Int FEIRED , 0J9RkT.
message String RSB EIRMER.
url String HRIE AR url,
data Object BAEREE BRI TE.

data FEREMARNSA :

FER KA il
result Int WMESERRFIER | OFIEE | 19EE |, 25 ER.
confidence Double  RENEERBSE , 518 0-100 ; 2 normal score, hot score. porn_score HIZEITS.

normal_score  Double B AEEERHIFES.
hot_score Double AAMRERANTES .

porn_score Double  BERAGBEEFFES.

forbid_status Int HERES , 0FREE | 1FZREREHTE ( REFEREBNNEBRISWEE) .
@ 588 :

o Y result=00t , KEBEIR AIEEE R,
o Yresult=1d , RIFZE R ERFHENEEFENE R , NREEEBINSEERHSE,
o Hresult=2 Y , RIFIZE HE2LEUEF (83 < confidence < 91) , Bl AEERAEEHRA.

il

BN

POST /detection/porn_detect HTTP/1.1

Authorization: FCHXddYbhZEBfTeZ0j8mn90g16JhPTEWMDAwWMzc5)ms9QUJIRGVRZDBrRU1yM2J4ZjhRckJiUkp3Sk5zbTN
3V1IEeHN1JnQIMTQ20DQ3NDY2MiZyPTU3MiZT1PTAmMYj10ZXN0OYnVja2VOImUIMTQ3IMTA2N;Y2Mg==

Host: recognition.image.myqcloud.com

Content-Length: 238

Content-Type: "application/json"

RS : BB UE (bR ) BREEAH 5544 58T


https://console.cloud.tencent.com/developer
https://console.cloud.tencent.com/cam/capi

A BT

{
"appid": 10000379,

"url_list™: [

"http://www.bz55.com/uploads/allimg/140805/1-140P5162300-50.jpg",
"http://img.taopic.com/uploads/allimg/130716/318769-130G60P30462.jpg"

]
}

A

{

"result_list": [
{

"code": 0,

"message": "success",

"url": "http://www.bz55.com/uploads/allimg/140805/1-140P5162300-50.jpg",

"data": {

"result": 0,
"forbid_status": 0,
"confidence": 12.509,
"hot score": 87.293,
"normal_score": 12.707,
"porn_score": 0.0

}
}I
{

"code": 0,

"message": "success",

"url": "http://img.taopic.com/uploads/allimg/130716/318769-130G60P30462.jpg",

"data": {

"result": 0,

"forbid status": 0,
"confidence": 14.913,
"hot score": 99.997,
"normal_score": 0.003,
"porn_score": 0.0

— e e

{ERE R

MASE
{88 multipart/form-data &=t :

S Wik KRB ALz
appid = uint Is5 1D,

RS : BB UE (bR ) BREEAH

5545 58]



S S s

28 Wik KB Lz
image £ image/jpeg EHY#F FNBERREHF0D, SHBI "image[0]", “image[1]"%F , FKEIRHISE
filename,
T
EHREIRY result list 79 json #4A , FAWEANTEUT -
FER E3id) i8R
code Int ARS5EREHIRAD , 0/9R%T,
message String RSB ERER.
filename String LHIEER/ filename , 5i5k84 filename —F,
data Object BHEaEE RN TE.

data FEREMARNSA :

TR it 1588
result Int HSERRBIER : ONER |, 1 hEE , 2hEUER.
confidence Double  RBINEHEEIESE , 918 0-100 ; & normal_score, hot_score, porn_score FI%ETFS.

normal_score  Double  ERFAEEERHGFES.
hot_score Double AAMRERANTES .

porn_score Double  BERAGBEEFIFS.

forbid_status Int HERS , KRR | 1EZRERERSE ( REFHEBNNER I SWESE) .
@ 588 :

o Yresult=00t , ‘RZB R AEEER.
o Hresult=10t , TRZEFERFHENSEEZNE R , NERFEEBN NS EERE S,
o Hresult=20Y , BRZE FEEUEF (83 < confidence < 91) , Bl AEEIRIRTBEERAK.

il

BN

POST /detection/porn_detect HTTP/1.1

Content-Type:multipart/form-data;boundary=------------------------- acebdf13572468
Authorization:FCHXddYbhZEBfTeZ0j8mn90g16JhPTEWMDAwWMzc5)ms9QUtJIRGVRZDBrRU1yM2J4ZjhRckJiUkp3Sk5zbTN
3V1IEeHN1JnQIMTQ20DQ3NDY2MiZyPTU3MIZ1PTAmMYj10ZXN0OYnVja2VOJmUIMTQ3IMTA2N}Y2Mg==

Host: recognition.image.myqcloud.com

Content-Length: 61478

--------------------------- acebdf13572468
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Content-Disposition: form-data; name="appid";

10000379
--------------------------- acebdf13572468

Content-Disposition: form-data; name="image[0]"; filename="1.jpg'

Content-Type: image/jpeg

<@INCLUDE *D:\185839ggh0Ooedgnog04g0b.jpg.thumb.jpg*@>

--------------------------- acebdf13572468

Content-Disposition: form-data; name="image[1]"; filename="2jpg"

Content-Type: image/jpeg

<@INCLUDE *D:\200132svnmybmhbmmgbmga.jpg.thumb.jpg*@>

——————————————————————————— acebdf13572468

it

{

"result_list": [

{

"code": 0,

"message": "success”,
"filename": "1jpg",
"data": {

"result": 1,
"forbid_status": 0,
"confidence": 96.853,
"hot score": 0.0,
"normal_score": 0.0,
"porn_score": 100.0

}

B

{

"code": 0,

"message": "success”,
"filename": "2,jpg",
"data": {

"result": 0,
"forbid_status": 0,
"confidence": 41.815,
"hot score": 19.417,

"normal_score": 0.077,
"porn_score": 80.506

L A )

AR

HiIRES ax

RS : BB UE (bR ) BREEAH
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pEEas
S

BRGEN

AEZEESEERIEERNGEE. FREBEIENEE i , FHES LETHNERSERIRAIEEN.
BRI

o ZRBENER | SRPHEHEFLE Y fileid , FEREATUMMENERE , RKAIRE="A , EHERSEZIZXE
%0

o BIRBMER  SEPHENM fileid , BXRHALMIREN 0, WERRAEA—IX , BERBENATHIFENNM-

0

BANASN S5 ERTER.

il

EREE

RNEBFRRER
EREBITEERVFEREWSH , 855 App ID. Secret ID #0 Secret Key,

i I

. IMBETHERT AP B , HAE0185E48 1 BSEAARS , R AP E

. MSEEERITI00, 101ZFFLREID , TSR IEEE , (ERIER AP| B9 , 20185648 1 A/SLIEIIREID |
RS B R,

. ERNISEREIREA Secret ID A Secret Key , EAXIEFIKSHIER , HEISLH.

pHEERE
HEZXENERE
a=[appid]&b=[bucket]&k=[SecretID]&e=[expiredTime]&t=[currentTime]&r=[rand]&f=[fileid]

PHERIRENERS
a=[appid]&b=[bucket]&k=[SecretlD]&e=[expiredTime]&t=[currentTime]&r=[rand]&f=[fileid]

=

o ZREMERHT fileid HAIRSH.
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) it s

o fileid A% , RTAHERIR , Hla LEEZFTFEES.
o fileid 7AZE , RTHPERR , HIANFSERRAITE.

ERBRPEFRINAOT
FR AR
a FREK AppID , BAABGSZIBTRREFRLERK.
b Bucket , EIRRIFRVBREERTT , HRREBFR , I~ E,
k Secret ID,
e EEEME , E— G UNIX Epoch EIEEHGTEAIEE | SALATD | BIRERAT | e RAUREN 0.
t ZRUREIRL . —MMFS UNIX Epoch BIEIBAIBRIEUE | BANR , ZIREERT , e NAT t.
r BEHLER | TS 10 HEHIEE , APFEBRTEMN , &K 10 i,
f RRFERE—RR | BIXERWE ; SRERINE |, ESURIESHRERFINHREEE—EL.

b =1

o HHEFXBNSZEN , Bl RES 0, MRIELER R HEERFER—IX.
o MBRFISHISHAFERRRERES  HEURERZRERESR.
o BANASI EREATR.

ERER

1. £ HMAC-SHAT BiEXERETINE ( SHATEENNZ ERIBH /R —BHHIEE  BUERKN ) .
2. %% orignal &5 HMAC-SHA1 Eix#{7&E , A5 orignal IINEIEZERAIKE | Bt T Base64 w3 , BEIRLH sign.
3. EREBRINTANT ¢

SignTmp = HMAC-SHA1(SecretKey, orignal)

Sign = Base64(SignTmp.orignal)

b T

o IHAMEARRIEINER Base64 475 , A2 urlsafe B9 Base64 ##hS,
o SecretKey /3 API 2248 , orignal 3 $#HEEZE ThHEFHNESE S8,

PHP &% 755l
AR ARSI , SO PHP B8 , MEFREERRBSTR , WHERmEsE,

RNERRBER
REUSEINERFFFERNT
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AppID : YOUR ApplID_ID
Bucket : tencentyun ( AIANE )
Secret ID : YOUR SECRET ID
Secret Key : YOUR SECRET _KEY

HiEERH

$appid = "YOUR APPID ID";
$bucket = "tencentyun";
$secret id = "YOUR SECRET ID";
$secret_key = "YOUR SECRET KEY";
$expired = time() + 2592000;
$onceExpired = 0;

$current = time();

$rdm = rand();

$userid = "0";

$fileid = "tencentyunSignTest";

$srcStr = 'a="$appid.'&b="$bucket.'&k="3$secret id.'&e="$expired.' &t="$current.'&r="$rdm.'&f=";

$srcWithFile = 'a="$appid.'&b="$bucket.'&k="3$secret id.'&e="$expired.'&t="$current.'&r="$rdm.'&f=".$fileid;

$srcStrOnce= 'a="$appid.'&b="$bucket.'&k="$secret id.'&e="$onceExpired .'&t="$current.'&r="$rdm
S&f="$fileid;

ERER

SHA1 EiEINEEHNEHO R RIGAI —HEIEEE , BNEZRW
$signStr = base64_encode(hash_hmac('SHA1', $srcStr, $secret key, true).$srcStr);
$srcWithFile = base64 encode(hash_hmac('SHA1', $srcWithFile , $secret _key, true).$srcWithFile );
$signStrOnce = base64 encode(hash_hmac('SHA1',$srcStrOnce,$secret key, true).$srcStrOnce);
echo $signStr."\n";
echo $srcWithFile ."\n";

echo $signStrOnce."\n";

Java &85

/*
* Copyright 2017, Tencent Inc
*All rights reserved.

*

* Created on 20174E9H 12H
4
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package sign;

import java.util.Base64;
import java.uti.LRandom;

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

public class Sign {

/**

* 468 Authorization 5 =7

* @param appld

* @param secretld

* @param secretKey

* @param bucketName

* @param expired

* @return

* @throws Exception

4

public static String appSign(long appld, String secretld, String secretKey, String bucketName,
long expired) throws Exception {

long now = System.currentTimeMillis() / 1000;

int rdm = Math.abs(new Random().nextInt());

String plainText = String.format("a=%d&b=%s8k=%s8t=%d&e=%d&r=%d", appld, bucketName,
secretld, now, now + expired, rdm);

byte[] hmacDigest = HmacSha1(plainText, secretKey);

byte[] signContent = new byte[hmacDigest.length + plainText.getBytes().length];
System.arraycopy(hmacDigest, 0, signContent, 0, hmacDigest.length);
System.arraycopy(plainText.getBytes(), O, signContent, hmacDigest.length,
plainText.getBytes().length);

return Base64Encode(signContent);

}

Vs
* 2£5% base64 Hgf5

* @param binaryData

* @return

4

public static String Base64Encode(byte[] binaryData) {

String encodedstr = Base64.getEncoder().encodeToString(binaryData);
return encodedstr;

}

/**

* 4R hmacshal &5
* @param binaryData
* @param key

* @return

* @throws Exception
4
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public static byte[] HmacSha1(byte[] binaryData, String key) throws Exception {
Mac mac = Mac.getinstance("HmacSHA1");

SecretKeySpec secretKey = new SecretKeySpec(key.getBytes(), "HmacSHA1");
mac.init(secretKey);

byte[] HmacSha1Digest = mac.doFinal(binaryData);

return HmacSha1Digest;

}

/**

*2EpE hmacshal 54
* @param plainText
* @param key

* @return

* @throws Exception
4

public static byte[] HmacSha1(String plainText, String key) throws Exception {
return HmacSha1(plainText.getBytes(), key);
}

Node JS &5

var crypto = require('crypto");

var secretld = '"YOUR SECRET ID’,
secretKey = 'YOUR SECRET KEY',

appid = 'APPID’,
pexpired = 86400,
userid = 0;

var now = parselnt(Date.now() / 1000),

rdm = parselnt(Math.random() * Math.pow(2, 32)),

plainText = 'a=" + appid + '&k=" + secretld + '&e=" + (now+pexpired) + '&t="+ now + '&r="+ rdm + userid + '&f=',
data = new Buffer(plainText,'utf8'),

res = crypto.createHmac('shal',secretKey).update(data).digest(),

bin = Buffer.concat([res,data]);

var sign = bin.toString('base64');

C++ &34

//9++ -g sign_sample.cpp -o sign -Icrypto
#include <stdio.h>

#include <stdlib.h> /* srand, rand */
#include <time.h> /* time */
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#include <openssl/hmac.h>
#include <openssl/pem.h>
#include <openssl/bio.h>
#include <openssl/evp.h>
#include <string>

#include <vector>

#include <sstream>

#define HMAC LENGTH 20

std:vector<unsigned char> hmac_shal(std:string& data, std:string& key)
{

unsigned char* result;

unsigned int len = HMAC_LENGTH;

result = (unsigned char*)malloc(sizeof(char) * len);

HMAC CTX ctx;
HMAC _CTX init(&ctx);

HMAC Init_ex(&ctx, key.c_str(), key.length(), EVP_sha1(), NULL);
HMAC Update(&ctx, (unsigned char*)data.c str(), data.length());
HMAC Final(&ctx, result, &len);

HMAC CTX cleanup(&ctx);

std:vector<unsigned char> shaf;
for (inti=0;i <len;i++){
shal.push_back(result[i]);

}

free(result);
return shal;

}

std:string base64_encode(const std::string& src){
BUF MEM * bptr = NULL;

BIO* b64 = BIO_new(BIO f baseb4());

BIO set flags(b64, BIO FLAGS BASE64 NO_NL);
BIO* bmem = BIO new(BIO s mem());

if(NULL == b64 || NULL == bmem){

return "";

}

bmem = BIO_push(b64, bmem);

int ret = BIO _write(bmem, src.data(), src.length());
if(ret <= 0){

return "";

}

ret = BIO_flush(bmem);

BIO get mem ptr(bmem, &bptr);
std:string res(bptr->data, bptr->length);
BIO free all(bmem);

return res;
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int main() {

std:string appid = "1000001";

std:string secret_id = "YOUR SECRETID";
std:string secret_key = "YOUR SECRETKEY";
time_t now = time(NULL);

long expired = (long)now + 2592000;
long onceExpired = 0;

long current = (long)now;

int rdm = rand();

std:string userid = "0

std:stringstream raw_stream;

raw_stream << "a=" << appid << "&k=" << secret id << "&e=" << expired << "&t=" << current
<< "&r=" << rdm;

stdzstring raw = raw_stream.str();

std:vector<unsigned char> shal = hmac_shal(raw, secret key);
std:stringstream data_stream;

for (inti = 0;i!'=shal.size(); i++)

data_stream << shal[il;

data_stream << raw;

stdustring data = data_stream.str();

std:string sign = base64 encode(data);

printf("%s\n", sign.c_str());

return O;

}
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