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Quick Start
One—Minute Server APl Connection

Overview

This document describes how to use API 3.0 Explorer to debug OCR APIs online and quickly integrate the Tencent Cloud SDK
corresponding to the APlIs into your local project.

Operation Steps

Complete the Tencent Cloud OCR API call in just three steps.
Step 1. Activate the OCR Service

Before using OCR-related APls, you need to enter the OCR console, read the "OCR Terms of Service", agree by checking the
box, and click Activate Now to instantly activate services such as General Text, Card and Certificate Text, Bills and Invoices,
etc..

m n 29em msms =m- g 1900+

XFiRB

= @

EBRESDKEEA

NFRBIOCRIBHIBAN T, FIEXT. SEHRE. SFEX.
TR = TROENRIR, FEMRE, LIRS0, FERE
= ZHARSS .

g

HEOEHE

General OCR

Q@ ESETTETFRSIRS, B FEEEUEA [

ROFSHER (THRBIRSSEXR) 3

BOXEE #E5 2

2%, HFEWRERSIR SRS, FAEIE0RERE, SIRRER! >

i

p OCRiEH

After the service is successfully activated, you will get the free tiers of calls for each service, which can be viewed on the
Resource Pack Management page. In addition, you can also purchase resource packages for OCR services on the OCR
purchase page. After the free tiers and number of resource package calls are used up, API calls will be billed in the pay—as—you-
go mode and settled monthly. For billing details, see the OCR Purchase Guide.
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Step 2. Debug the OCR API

After the OCR service is successfully activated, go to the OCR API 3.0 Explorer online debugging page, select the API you need
to call, and fill in the Input Parameters.
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You can view the specific meanings of the input parameters for the corresponding API in the [parameter description] tab of the
API 3.0 Explorer interface.
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Among them, the Region parameter is a required parameter for each API, indicating the region where the OCR service resources
are located. Click the Region dropdown box to select Tencent Cloud servers in different regions. It is recommended to choose a
region close to the access point IP address: for example, if your access point is in Shenzhen, it is recommended to choose the
South China region (Guangzhou).
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After filling in the input parameters, select the code generation tab to see the automatically generated code in different
programming languages (supporting Java, Python, Node.js, PHP, GO, .NET, C++). Some field information and filled content in the
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generated code are associated. If you need to adjust the input parameters, you can modify the parameter values on the left and
regenerate the code.
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After filling in the input parameters, select the online calling tab, and click the send request button to make a real request for
debugging and reference.
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Step 3. Integrate the OCR SDK

Make sure the local dependency environment meets the following conditions:

Programming

Environment SDK Integration Requirements

Node.js Version 7.10.1 or later is required.
Python Version 2.7 to 3.6 is required.
Java JDK 7 or above is required.
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Go 1.9 or above is required.
.NET Framework 4.5+ and .NET Core 2.1 are required.
PHP Version 5.6.33 or later is required.

The C++ compiler v4.8 or above and the build tool cmake v3.0 or above are required. Currently, only

C++
the Linux environment is supported, while Windows is not.

Install the Tencent Cloud OCR SDK corresponding to the local dependency environment. The following example demonstrates
the SDK installation and usage for Node.js. For other languages, please refer to the Tencent Cloud SDK Integration Manual.

(1) Installing through npm (recommended) : npm is the package management tool for Node.js. Execute the following installation
command:

tencentcloud-sdk-nodejs —--save

(2) Installing through the source package: Go to the GitHub repository address and download the source package. Decompress
the source package to an appropriate location in your project.

After the SDK installation is complete, you can reference the code automatically generated by API 3.0 Explorer in your project
code. For example, a simple demo in Node.js is as follows:

tencentcloud = ("tencentcloud-sdk-nodejs")

1st OcrClient = tencentcloud.ocr.v20181119.Client

credential: {
secretId: "secretId",

secretKey

secretKey:

b

’

"ap-shanc

region:
profile: {
signMethod: "T
httpProfile: {
regMethod: "POST",

reqTimeout: 30,

params = {
"ImageUrl": "https://ocr-demo-125441
guangzhou.mygcloud.com/card/IDCardOCR/IDCa

ti

client. (params) .
(data) => {
console. (data)

by

(err) => {
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Notes

» When calling common parameters with the SDK, only the Region field needs attention. It is recommended to use "ap-
guangzhou" for both the domain name and Region.

» For Base64—encoded image or video, remove the data:image/jpg;base64, prefix and the line break \n . If the following
error occurs when calling the SDK:

[TencentCloudSDKException]message:AuthFailure.SignatureFailure-The provided credentials

could not be validated because of exceeding request size limit,

method TC3-HMAC-SHA25

please use new signature

requestId:719970d4-5814-4dd9-9757-a3fllecc9b20

You need to manually configure the signature type:

signMethod:

If the API request content exceeds 1M, only V3 Authentication (TC3-HMAC-SHA256) can be used.
» The OCR API 3.0 SDK currently supports Node.js, Python, Java, PHP, Go, .Net, and C++. If you use other programming
languages or do not want to use the Tencent Cloud SDK, you need to complete V3 authentication for API calls. For

implementation details, refer to the Github samples. We recommend using the string signature generation tool in API 3.0
Explorer for verification.
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Visualize Calling the Optical Character Recognition
(OCR) Service

This article will introduce how to visualize OCR service calls, including two methods: API 3.0 Explorer and Postman. Itis
recommended to use API 3.0 Explorer. The specific steps are as follows.
Watch video

Activate OCR Service

Before calling the OCR related APIs, you need to enter the OCR Console, read the "OCR Terms of Service" then check the box to
agree and click Activate Now to enable services such as General Text, Card and Certificate Text, Bills and Invoices APIs with
one click.
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After the service is successfully activated, you will receive free usage quotas for each service, which can be viewed on the
Resource Packs page. You can also purchase resource packages for the OCR service on the OCR purchase page. If the free
quota and resource package usage are exhausted, billing will automatically switch to a postpaid method and settle monthly. For
specific billing standards, please refer to the Billing Overview of OCR.
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After successfully activating the OCR service, you can call the OCR service in two ways as preferred. It is recommended

to use API 3.0 Explorer.

Call OCR API Using API 3.0 Explorer

<Input Parameters>
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Enter the OCR API 3.0 Explorer online interface debugging page, select the API you need to call, and fill in the Input Parameter.
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In the Parameter Description tab of the API 3.0 Explorer interface, you can view the specific meanings of the input parameters

for the corresponding API.
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Among them, the Region parameter is a required parameter for each API, indicating the region where the OCR service resources
are located. Clicking the dropdown box of Region allows you to select Tencent Cloud servers in different regions. It is
recommended to choose a region close to your access point IP address: for example, if your access point is in Shenzhen, it is
recommended to choose South China (Guangzhou) for Region.
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After filling in the Input Parameter, select the code generation tab, where you can see the automatically generated code in
different programming languages (supporting Java, Python, Node.js, PHP, GO, .NET, C++ languages). Some field information in
the generated code is related to the content filled in. If you need to adjust the input parameters, you can modify the parameter
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values on the left and regenerate the code.
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const params = {};
client.IDCardOCR (params) . then(
Config (4) [#] © ® (data) => {
console.log(data);
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(err) => {

N console.error("error", err);
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Initiate Request

After filling in the input parameters, select the online calling tab, and click the send a request button to make a real request for
debugging and reference.
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Call OCR API Using Postman

Postman Download and Installation

1. Download link: Download Postman | Get Started for Free. Choose the installation package according to your computer type.

2. After download, double—click the installation package for installation as prompted. If there are no special requirements,
choose the default settings. The first time you open it, you need to log in. If you don't have an account, choose to skip.

Calling the API

Import Postman Configuration
Use Postman's import feature to initialize the configuration. Configuration link:
https://ocr-documents-1258344699.cos.ap-guangzhou.mygcloud.com/postman_config.json
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The specific import steps are as follows:
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The initial configuration includes two APl examples, with all required configuration information included. Seeing the following
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content indicates a successful import.
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@ Status: 200 OK Time: 613 ms  Size: 1.36 KB Save Response v

mQ

]
) Runner B ®

Before making a request, you need to modify the key in the Pre-request—Script of the request to your own, so the script can

correctly calculate the authentication parameter.
1. Log in to the Cloud Access Management console to get the key.

& Bz M sz

e EE

WS RRIAMME 2
TLS1.2 R EARA

SEKMSRIPEARETHE 2

ERREM, ¥

o A DRANFHT R

* GAPIE R IE. A ERERES, & ]
* WLl EROE R EREHEAET APLV3.0 1EOMETE, RTER,

e %4

APIZHHEE

Secretid:

130105474
301054745 SecretKey: 5 7

2022-05-06 10:26:12 2023-03-29 15:23

HRITTS @

AP BRXH 2

B [;e
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> Tencent Cloud

Optical Character Recognition

2. For example, if we want to call the General print recognition API, modify the key in its preprocessing script.

Home Workspaces v Explore
Scratch Pad New

g +

Collections

 postmaniBocriE

Import

A8 R ENRIAIRS

o
o

SR

Environments

(=]

Mock Servers

Monitors

History

@ QFindandReplace B Console

Initiate request

Overview

Mﬂal,.l,iz@ﬁ%ia?ﬁfiémufzrsiﬂ%u

Q_ search Postman

SRENRIAIRZ BHNERR

POST v https://ocr.tencentcloudapi.com

Params  Authorization  Headers (11)  Body ests  Settings
1 // todo WEREIEULLL
2 const SECRET_ID = ""; MESecretTd 31'% E&LEZ_.\
3 const SECRET_KEY MESecretkey ’
5 function sha256(message, secret = '', encoding) {
6 return CryptoJS.HmacSHA256 (nessage, secret);
7 1
8
9 function getHash(message, encoding = CryptolS.enc.Hex) i
10 return CryptoJS.SHA256(message);
13
12
13 function getDate(timestamp) {
14 const date = new Date(timestamp % 1000)
15 const year = date.getUTCFullvear()
16 const month = ('@' + (date.getUTCMonth() + 1)).slice(-2)
17 const day = ('0' + date.getUTCDate()).slice(-2)
18 return "${year:-S{month}-$iday}’
19 1
20
21 function main(){
22
23
24 const payload = pm.request.body.ran
25 const endpoint = "ocr.tencentcloudapi.com”
26 const service = "ocr"
27 const timestamp = Math.round(new Date().getTime()/1000) + ""
28 [ /RERLER,
29 const date = getDate (timestamp)
30
31 /1 whxsorirsriokn 58 SRS —————
32
33 const hashedRequestPayload = getHash(payload);
34 const httpRequestMethod = "POST"
35 const canonicallri = "/"
36 const canonicalQueryString = "
37 const canonicalHeaders = "content-type:application/json\n"
38 + "host:" + endpoint + "\n"
39
40 const signedHeaders = "content-type;host"
a1
a2 const canonicalRequest = httpRequestMethod + "\n"
a3 + canonicaluri + "\n"
as + canonicalQueryString + "\n"
45 + canonicalHeaders + "\n"

4 edanadlandare o "0

Body Cookies Headers (4) Test Results

©2013-2025 Tencent Cloud. All rights reserved.

o Elest

gere s —
/2.Ji'E$¢ Pre-request-Script

HHNECH

(=] New Environment + e test M

:

&

@ @

Cookies  </>

Pre-request scripts are written in
JavaScript, and are run before the
request is sent. Learn more about
pre-request scripts 7

Snippets
Get an environment variable
Get a global variable
Get a variable
Get a collection variable
Set an environment variable
Set a global variable

= Seta collection variable
Clear an environment variable
Clear a global variable
Clear a collection variable

Send a request

@ Status: 200 OK Time: 363 ms Size: 3478 Save Response v

@ Runner jz2le)
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&> Tenc

ent Cloud

Optical Character Recognition

After modifying the key, click Send to send the request. Seeing the following content indicates a successful request.

°

@& signin Create Account

Home Workspaces v Explore Q search Postman IS
Scratch Pad New Import  Overview (=] test (=] New Environment SERENRIRS [ SENERS o + e test M @B
jw] + = = postmanilFocris | BREIRHIRG Bsave v oo B
Collections
v postmanigfocriEss S NN
o F 7 POST ~  httpsi/focr.tencentcloudapi.com & 9&1 \;JQ Send v 2
£ EBETRERS) iHlocr: k =18
; =K bod
SRS -IH oay "
Params  Authorization  Headers (1) ~ Bodye  Pre-request Script e ettings Cookies  ¢/>
=
R none @ form-data @ x-www-form-urlencoded @ raw @ binar GraphQL  JSON Beautify ®
e 1 I
S 2 "ImageUrl": "https://ocr-demo-1254418846.cos.ap-guangzhou.myqcloud. com/general/GeneralBasicOCR/GeneralBasicOCRL. jpg"
3 " InageBase6:
4 "LanguageType
5 "IsPdf": true,
Menitors 6 “Ishords": false
0]
History.
Body Cookies Headers (4) TestResults @ Status: 200 OK Time: 692ms  Size: 225KB  Save Response v
S
Pretty  Raw  Preview  Visualize  JSON v T -LEﬁE \k EJszJ mQ
— / .
2
3 : 359.989990234375,
" "
5 "pdfPageSiz B
6 "RequestTd": "379a48f5-02df-4855-84a2-£9b1b48c968b" ,
7 “TextDetections": [
8 il
9 "AdvancedInfo’: "i\"Parag\":{\"ParagNo\":11}",
10 “Confidence": 100,
11 "DetectedText": "Sun"|
12 "ItemPolygon”: {
13 i
14
15
16
17 I
18 "Polygon": [
19 i
20
2
22 3
ED QFindandReplace B3 Console © Runner B o

How To Modify Request Parameters and Request API

Parameter introduction

OCR service (TencentCloud API) parameters are divided into common parameters and non-common parameters. Taking the

Gener

& BT

al print recognition APl as an example:

BiES R BRAAR BN LR ZWH FRE BRI AF5ES  TEREWNS LIRS Q RER - XE &R EHE BR
SRS PNBLY APl Fity SDK ity IR XARBAFARHTH, FLES> HBRAF AR n
= XFiRa A (LR API Explorer P> &R
FRER:
o API Explorer 12T E&1BF. HRWIE. SOK RBERMRENFIROSMEN. BTTESREBNBERABTTIREER AR BHER SDK}E@H ;__: edmpi:p
BEXE v . ﬁzr Header EF‘{?
ARSI API TP ~ S WS
e 2. MABH a5
BN A4 {(RFIH T EOBERSEMABH NHBY, =8 N ARBERBE.
AP , p— 5
R ) .08 b 3
wABR pHER il o BRE APl T
BAXFIRBIEXED ~ Action 2 String NS, A$EORE: GeneralBasicOCR, APl Inspector
TEXFIRG SDKi
) Version 2 String AFRBH, ZFOME: 2018-11-19, HEHGIR
ERERIRRS (BHER 6. SEE
| e - sui NHASY, WRFRIIFN MEFIR, FEONEIFHPR: ap-beijing, ap-guangzholf ap-hongkong, ap-
RS egion = ring seoul, ap-shanghai, ap-singapore, na-toronto
EETRFIR
\HE S ¥
AR (R y 'E/ZA ~Z 9 &, ESIT‘_ BOdy I:Fl1§
: o e FRE S /PDFL TgT ™, 00BLE, STRPNG. " BMP, PDOF 2
EFEIRIEIRG () ImageBase64 & swng
- . -
oo EF 1 ImageUrl, ImageBase64 MARM—T, MRHIRE, RIEF ImgheUr, E
i1
BEXAR ELF/PDFHY Url itptit, &
REEE ERE S /PDFL B ™, 004 £, ¥PNG. JPG. JPEG, BMP, PDF
N mageUr T sting R &
B o H ERFETERASM Ul IREESN TRRENREYE, RNEAFETENS. FEMEEMEN U RER E
e R TRE—E =
- )
P Scene T Sting  (REFE,
e —— =
EREDRIEELE, RNZNERESHE, HARICRE(E), SMHESHRBSRTRENIFIR
Al
PEFBHHERS A

©2013-2025 Tencent Cloud. All rights reserved.
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> Tencent Cloud Optical Character Recognition

Corresponding to Postman:

o + | = “° postmaniifocriZs | EREMRIAIRS M oo 7 B

Collections

v postmani@ocriRss
i J7E Header E2
& ERERIERS POST v hnps,//ocr,«encentcloudapw.cV Send v
SERS .
Params  Authorization | Headers (1) Bljdye  Pre-requestScripte  Tests  Settings Cookies

e
L Headers ¢ Hide auto-generated headers
Znvironments
Key Value Description oo BulkEdit Presets v
=]
ock Servers Postman-Token @ <calculated when request is sent>
% Content-Type application/json
] ype @ pp /i
icniors Content-Length ® <calculated when request is sent>
o) Host ® <calculated when request is sent>
History .
User-Agent ® PostmanRuntime/7.31.3
Accept @ e
Accept-Encoding @ gzip, deflate, br M
NS5
7Nz
Connection © keep-alive
X-TC-Action GeneralBasicOCR
X-TC-Region ap-beijing
X-TC-Version 2018-11-19
scriptior

A Note
When transmitting common parameters, the parameter names need to be prefixed with "X-TC-". For details, see API
Documentation Center.

a + = e postmaniiflocri% | AAEIRIKIRG v e 7 |8 [

Collections

N—— I%#£ Body B
& BRI POST ~  https://ocr.tencentcloudapi.com / t

AP
: BHIERS : )
Params  Authorization  Headers (11) Body ® re-request Scripte  Tests  Settings I\ Cookies <
=, Z
(=] / E”E IND S‘&

Environments none form-data x-www-form-urlencoded @ raw binary GraphQL  JSON v Beautify <
e o
P — 2 "ImageUrl": "https://ocr-demo-1254418846.cos.ap-guangzhou.myqcloud. com/general/GeneralBasicOCR/GeneralBasicOCRL. jpg", L
3 “ImageBase64’
4 “LanguageType"
~
5 “IsPdf": true,
Meniors 6 “IsWords": false
7 R
D)
History

Request parameter modification

If you want to resolve different images or set different request parameters, the steps are as follows:
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> Tencent Cloud Optical Character Recognition

1. View the input parameter definition of the API, such as the identity recognition API.

S BRE BHEN % BASE BN RUhO &5 FRE  EPRE AESES  TEBRS EREEH Q  hEE v X &R BHA &R
SRS AT APIHD SDK L REORM SALRBATNRBTR, 7S5 B> R RIXTRY n
= XFiRg A 2. WABE

NUFERSBIIR I T EOERSBADH AKSE, 28 VR ASERSE, HRER:
XAERINE | 1ok
BHEH DY ST .
FEXFRIERED ’ = " 2 WABH
BRI Action £ Sting /A%, AEOEME: IDCardOCR, 3. WS
EWHERRS o ) PR . 4. I
- Version B Sting ARSH, AEOWE: 2018-11-19, o e
PO ) RORE HEEIR
BRERIES % . . NHBH, $NFRIEN IR, FEONZIFERM: ap-beijing, ap-guangzhou, ap-hongkong, ap— FI2 SHNTIRG] (A
Region £ String X Rl SHIERS (@8
shanghai, na-toronto . ) RIS AR IA
FENFARIEIRE Bk REBAA
- EF#Y Base64 1. EREIH: EREBE M, 0*800BA £, XHFPNG. JPG. JPEG. BEARBIRAES W
. ImageBase64 T String  BMPHR. EINEHEHS SEEH2/3ME. IR
sAREE B ImageUrl, ImageBase64 AFUEH—1, WRMIGH, RAEA ImageUr A4 SR A EES T
| stiER oetr imag e A oetrte R AIEEL TR
SREWLI RS EA# Url il ZREH: BRI 7™, J0*800LA L, EHPNG. JPG. JPEG. BMP 5. FFREHR
SFERBWIERG) ImageUrl = String 1. RINFEHES SEER2/3UE. = AP TR
FREVoteIDIRG) BYEAFETEAS, AIREERNT k. API Inspector
SDK
REFHIERZ -
. FRONT: SHHFERAN—E (AMEE) , HFIR
SREETIERS . N ~ P 2 12
CardSide T swing BACK: SHIAREN—E (EHE 6. %M
(ERABRRESN P, .
EBBARTH, BHEENHFHEERE,
ﬁzf‘f’”\%u R INFAIFEbool 3, Hikfalse:
;"’ CropldCard, SHIERAE (EIEFIISRIDE. HF )
SRR CropPortrait, ARRAHE (SMIEREHIEARES)
Pk AR ATEHIRG CopyWarn, SEMEE
FOZIR3 BorderCheckWarn, D{EFMERIBISEE
RS ReshootWarn, BiHEE
&R PIEITIERS DetectPsWarn, PSKilI&EE
ENESHIERS TempldWarn, I8 SHTFEE
e e e )
e SOOI Y 4

2. Change the parameter in the body. For example, if we want to pass the Base64 encoding of an image instead of a URL
(search for the conversion between image and Base64), we need to pass the ImageBase64 parameter, as in the parameter
passing of the identity card recognition example API.

Home  Workspaces v Explore Q search Postman ISs & signin
Scratch Pad New Import  Overview (B test (51 New Environment BRENRIHAZ BEERS) + e test v B
lwj = postmaniifocriis | SHIERS v e Ve = E]
Gollections
+ postmaniBfocriRzs
& ERERIRE POST ~  https://ocr.tencentcloudapi.com 8
Apls
Params  Authorization  Headers (11) Pre-request Scripte  Tests  Settings Cookies  </>
Environments none form-data x-www-form-urlencoded @ raw binary GraphQL JSON Beautify
a 1k B
e 2 “CardSide": "FRONT",
3 “Config": "{\"CrppIdCard\":false,\"CropPortrait\":false}",
a "ImageBase64": "data:image/jpeg;base64,/93/4AAQSK TAAD/4QBARXh) A AAQ T TAAAAAD/
11 KLNBC! Y2Z{wCyBOMACZ ] s+ED+/8AAEQEDIANZANE L AATRAQHRAS AKKC//
RS EALUQAATBAWMC AWAEEQUSTT! CRQygZGhCCNCSCEVUtHWIDNicoIIChYXGBkaJSYnKCl 1KU1RVV1dYWVp3iZGVmZ2hpanNod: H16g4SFhoeIiYqSk5SV1peYmzq
10651pgeoqaqys751tredubrCusTFxsfIycrSOITVILEY2dz £L29PX29/15+v AKKC//
@ EALURAATI QQEAAEC TIJKBCBRCkaGxwQkjM1LwFWIy0QoWIDThIfEXGBkaicoKSo1Njc40TpDREVGERhISINUVVZXWFlaY2R1ZmdoaWpzdHV2d3h5eoKDhIWGh41iJipKT1IWW151
History ZmqKjpKimp61iparKztLW2t7i5usLDxMXGx81 Iy tLTINXW19IZ2uL50Xn5+7p6vL29PX29/15+v/bAEMAAGICAEICBATCBAYEBAQGCAYGBEY I flegTCAZICgWKCEOKC, ISERISERISEV/
bAEMBAWMDBQQFCAQECBMNCWOTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTEXMTE/ /dAAQAMY /aAAWDAQACOMRADBA/Xy1iitSCOPKKKACotoqWo6ACPKiXpUtAETAKZT+9DAKAGUU/
a1MOAKEX1T9qtTE CXGuyNTt/uSLIAf jXAaeFAvg) ETRIFLOXXPL2wP1jux/1B/wLrX7r6105V1uQ7Uffcc+ko6Hsash
+Pnuns£ingIdT: § q5ea£qGkX@+kapEQd1Zy vBMh61SMANVKOTIST6NGOVITGI tFSO1V3ULE1wl TEGL11 fCRx gt T /OUck2ALQOKCE £y SFHqeBX2HBT £2GE jxBVVi16/
SX4ZOPBHTVGAXK6+qnIn86/UTAQ/ sH/AnAXEDGmIH] +J9VinRcahzGh9YAR80/GocrisE] I8K /wBnndy£GeZP+EDOSR7V817c5htR7+Yw5/C oy +E/8AnTVEBENS o/ GEUPNEURYbK2zZDag Mk /
GvOAht4dTdLWIRTOKXCx0A1gegAqzHDEPXGkeTAVEH+GEBGKPOPE3TANK T1WI TaNR  IK6RYA1XFI4ZY6QF ZY6m21NS00AYqO+1SKN3VOAUXmBCH L2y IO /wr5a+L37VHWI
+B8LxeL9bjuL9IB1bKzImmI9IDI5VoC59CL5jEKvEVW3j74mEDv4VaadX+I2sW21Rjosjgyuf8AZIH; P R Df/AALINL /Mb/ANKFeh£Dn/gnf4bXUk8W/tCa7c
+MNZ£1 U VGHXI1R/Cv7KvhK{l FV14Vs]/GtvFaas8KfaodjujSXHzBT3FaXh/w/wCfB+1ponhKwgsLSEYSOBBGoAIhWwzZM33
+aBpFeol £T7W1z91 398V Jdzt92gCZV2UXMX+T /M1/upyaBx1Txprng £TrQK57BqniR935/£ffod/
dHINeY6p8RL68XbpcX11PWUGH1ZpNBpZZz6mtKGXxZgqwihM15gMnm38iynrgnirMNn/dFblvpu6tu301aTQHNW6az /wlsk+1/wCzXSQ2Nasdnfop3AxLexVV+7WrDZ/LOTVit£4KuLDsWpHY0Q2vtV+0GT0yn+XQNIYqe,/
aKeqrTqAHL10XrTakoAKKKKACi i1 1AELFR bR /WCLLESV+S iXTHOKBNUTWik+b5a+1 D7r9R6GEVIktPV1iIXUESUSST{7u7868xh/
dSENXH6 EeENITHEQI7YF Ly 0qHgBq180,/ tNa9GEW]+6/h9a3L2EP DNTtHUTiNTWF seZTf3b201 £51eN/Hbaw/BAC3/hzd+E0TvsuonuLyThkdYruHnMj69KAPOLR/D/
ATbBEQTDAXBKWCV1ZNieXHDGAF AHHANILSHZ ENX23+2 8L Au+AL+KIT7PA1ON/SGr22BMIAUPHA/USVIBD BXBHEWDO/hE | £8ANU/
PRCDKLXR7PXtLMONVEWSCADGONKEEY r4h+ENIL B X9P+2tank IsIPHYPDSONRASCY20I7x9UHI2vuNG+e/2ivhPNES /BE23u8/ 2TXtHe X3 |+ OHPFy BIG6G14GV8cvha3xS8F /Zd Tk+za5psovdKuRLhuoxwh
+]dDXVEAHAVR/F /wABPQWpI9K13THNNG 10 EVR3UEDCedRXN/BPADQ/ FXWTDIO8X2TUbZZbahbExN93F8sin2PUE7NeL £FS11LAATGK2 /aR8MEWOPWTHD3 im0 +6MNEN7 1T +MOOXbN3PALVq17Z/
293ufskrtgyY3EL32571W0PNZpOgaNtOX1 Skimk+aRz7salbedt7y1]vbNxLDMgk cHIKEZBFXF6UDIajop200ANpyO6SLWPEY 1pGLA900T7Edflj+9+PoKAP/Q/Xy1iitSAopu2nUAFFFFABUTAK1G0gAGS1igAquy /
TWINCO7XuE+ulfnKzfu91£0//ABg+GOL/
GbAY6T8PLZVUNSEEKEVFcx8xyD8a/ny8L/ sy /HzxbdsufBiieGbpr Djc /WDDW34Z8M+ IPGTI0fE3Tp: 1ZD+IJHA/Gv1u+E/BAWTPEN6d5eq EGZH1NXgNTIDHCAPOBY3NTIT /
BEgXwEBADVSUOHAEaVbaPalxttkCHEdm+8TSbEQLHA+ECEBAAIT/ABCBQeXqnxh1IPDIG/P202YSIZHON THX6C ECEBAZt+DPWIX/hBAERS6HIT24HNXIPTubp+Fe9rb/NvbgastH
+dTZW252b36981MsK1ZWONGEAEKX KUy 1 T90p+ 2gBirSOny 7+ iNU21m AXPLX/eqF1 +Ee1+MEBAGPALSLEWZGCLaPKA+A9FPYH2I1T51Y 0y 7T6V/PPETV2F / 2kerd0XInpOktaVtaN
+9xDq/mDydskmaSSMEmRAx2x+gDw3pt5pPh/TtIv52up701iglmPWSSNQN+Ipu3QLPqeRftDECXxt8ZPBBHhTwX4n18MMk4e5eMH/STcYMZKB1518K£2F /gPBADKZNZ1Ky /t7V1+drq/8A3nzdSRGeK
+u9tSbTSAThBN3hEFNETAKAVUGAAOMAKOV3 /mp/+9tATELDXBpulrvnkCHINANN3EX/ABqncaha2UfmyuFCISTivItU+T11dMOWkx7Q38bBCUGUPTTVGE29mL7e3Qf 1 10X tc1knz5PLU/
WIXUMNNOSEHPT2Z0aQ Bhs1Vv1X6mtW3SHEEXQ2+n/ 36 2TbH/ZppAYNYpYIBVSI+manatuGz3VpR2tSBIw2PEAS 1qw2q1pLb1ZWPh/ALNAFOO3WIKWINGE /
a1A7DFWNGtP206gY3bTqdtNGORAGOB2PKKAC 11igA0000AKKKKAC111gAp69KZULAELRbhUtRbRQALSVHUL, 1LVl 1 ZMrV” Ev71B+YrxmSFom0
+gT050+4bburpIZt615vp trs7WA+HgRUOLGZHIukpaCkwqOk XbQALR: JULAHXVBXLe++BnxMtP: J0FuMeqget £ hp Pl 426Qad
VELO3XNNUdELNFbi0vIZzFNG/IKSMEVBZ 5765 8dXy7LXIKYyNab7zwldSH/W2ZHL I+ T3]0 TBS +OmkXaXXnHOBXE331C61kktdOhnmMkPnsqY jaCHHGCNU£SU2+XB09c1qXhW31S4h iv ENKXS /MnBng
+D046pSQG3PNT/aNuLqIqYXRH10CSUT6SK2NY tHVPONX2UK70KSVUEZaPgFF+6PHrVpATBNXSO+b9n 4tIBZNLiZEDHIBOTTXY06QydTrvHseH/2a+qNSO3R/FXh+50bVKS70/UrcxST1EKNE6 1881UkBZeEIFBC
+Gb7wpr0QULK/heKuN-+hDDFEIX7PuualaI17Uf2c /HUxe+0EebpVxI1u9PI/d893h+4aaA3v2b/EGqfDyxie/ svBAWYyXG1g30hXLn/1708nIAPAAUL £Yy tBLEK/ x6+GeseNIDS EFvgNLt /FyhiT7bpUnTzCOZLeQ/
33RxXgnwh+Lnh/AteEAdct /wDONT]/AHHo6dcu xZW iuellxIb2TeRYI9y REZnX70PEafRaGHL194k1DVGBIRL1EDONSHT xx/
0zHD61HsdLhtVdo1x3d30SfUsxxz34mEFz4£8ANgtY38VXLTX93xa6dbDzbydbsTahyPqasrs /hz8bP2iFWI+K8svg3uk /zpoNke+Ly4j/ 6EIxIuH+AKBN/
0f13jkWpa5Cz1aNm2£d9Qe1dDDdK3etmiEy9Tm61GrK1SbjQOA2inN1g 06he1160ME /4VYqLaKAObOIpPMa3n/wBah8uT630341tKSOTaEcnDdqp6tHILUEVI6HECVOP3W/Cti3ke
Body Cookies Headers (4) TestResults @ Status: 200 0K Time: 891ms Size: 3928 Save Response v
Pretty Raw Preview Visualize JSON v mQ
i .
- - . .
=a) Q Find and Replace & Console & Runner M o

Request for APl changes
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> Tencent Cloud

Optical Character Recognition

To request other APls of the OCR service, you need to modify X-TC-Action in the Header.

Pre-request Script ®

Q_ Search Postman

BHHEIRR ® [3] Globals

1.3%+%* Headers

Tests  Settings

Value Description
<calculated when request is sent>

application/json

<calculated when request is sent>

<calculated when request s sent>

rd

PostmanRuntime/7.31.3
b

2 {8 X-TC-Action

qzip, deflate, br

keeﬂ-ahve

GeneralBasicOCR I

Home Workspaces v  Explore
Scratch Pad New Import  Overview BAERIKRS .
g + = w0 postmaniifoctis | ERERHAIRE
Collections
v postmanififocrf§%
& BRERIERG POST v hups://ocv.tencemc\oudmwf
APls N
SHHLR%
Params  Authorization Body e
[E]
N Headers ¢ Hide auto-generated headers.
Environments
Key
(=]
Mock Servers Postman-Token ©
Content-Type @
Ropion Content-Length @
o) Host @
History
User-Agent @
Accept ©®
Accept-Encoding ©
Connection &
X-TC-Action
X-TC-Region
X-TC-Version
Body Cookies Headers (4) TestResults
Pretty ~ Raw  Preview  Visualize
11
2 "Response": {
3 "
2
5
6
ED  QFindandReplace [ Console

ap-beijing
2018-11-19

Value De

@ Status: 200 OK Time: 613 ms ~ Size: 1.36 KB

JSON v =

o
« ®&  signin Create Account

No Environment v

Esave v oo VA

Cookies </

o m

o BulkEdit Presets v
Save Response v
mQ
"
.
) Runner E ©

The X-TC-Action parameter corresponds to the Action input parameter in the APl documentation, such as the Action for the

identity card recognition APl is IDCardOCR.
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After modifying the Action, modify the request Body according to the APl documentation and initiate the request.
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Console Operation Instructions

This article will introduce how to use the new console of Tencent Cloud OCR, helping you get started quickly.

Feature Overview

1.

The new console features include service overview, data reports, mobile terminal SDK integration, resource package
management, settings, usage query, permission management, and common tools.

. The service overview module includes access guide, API total calls overview, AP| usage overview for the past 30 days,

resource package usage overview, and provides product news, common documents, feature experience, and contact us
guidance.

. The data reports module provides filter and export functions. You can filter and query the usage of each APl based on time

period, service category, APl name, account, and channel. It supports viewing total calls, billing usage, number of successes,
success rate, failure count, and error code distribution, and supports exporting call details to local.

. The mobile terminal SDK integration module provides an entry for applying for Optical Character Recognition (OCR) client

SDK integration, supporting iOS SDK, Android SDK, and Harmony SDK downloads. The Intelligent Scan SDK integration
provides an entry for applying for Intelligent Scan SDK. You can apply for the trail version or purchase the official version
online.

5. The resource package management module provides resource package usage details.

6. The settings module allows users to independently set whether to enable postpaid and disable OCR services; it supports

enabling postpaid settings, disabling all OCR API interfaces and OCR SDK services (excluding Intelligent Scan SDK).

Activate Product

If you haven't activated the OCR service, upon entering the console, you will be directed to the service activation page. After
reading the "OCR Service Terms," click to check the agreement box, and you can activate all OCR API services with one click,
obtaining a free resource package for each API.
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Viewing Service Overview

1.

Getting Started

If you are a new user, you can follow the steps and documentation provided in the Service Overview module to learn about the
product, pricing, and how to integrate and use it. You can search and query APIs through the Service List below, or click "API
Documentation, Online Debugging, Usage Query, Purchase Resource Pack, Purchase QPS" to jump to the corresponding
links for the next step.
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If you have started using OCR, you can view your API usage for the past month in the Report Data module, including the
number of API calls, total calls, total successful calls, and total billing amount.
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3. Resource Pack Overview

The Resource Package Overview module provides an overview of the resource packages, where you can see the available
APIs and the remaining/total amount. When the remaining amount is low, you can click Purchase Now to jump to the purchase
page to buy resource packages. If you need to modify the notification method for message alerts, you can click Viewing the
set status in the usage instructions to jump and set it.
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4. Product Updates and Common Documents
The overview page on the right provides product news, common documents, feature experiences, and after-sales service
guides. You can use the relevant features as needed.
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Viewing APl Usage Statistics

On the Data List page, you can filter by time period, service category, APl name, use account, and channel. The total calling
volume, billing usage, number of successes, success rate, failure count, line chart, and call details table under the selected
conditions will be displayed below. You can view the APl usage in the chart overview, check the usage details in the call details
table, click to view call failure details, and see the error code distribution. You can also export the call details to Excel for local

download for further data analysis.
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OCR Client SDK Integration Application

The console provides an application entry for the OCR client SDK, supporting downloads for iOS SDK, Android SDK, Harmony

SDK, and more.
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Intelligent Scan SDK Integration Application

The console provides an application entry for the Intelligent Scan SDK. After logging in to the console, you can apply for the trial
version or the official version. The Intelligent Scan SDK trial version offers a three-month free trial period. After submitting the
application and passing the review, you will receive an exclusive key and a demo project file download link. Each account can
only apply once. You can also directly obtain the official version for integration through online purchase.

(@ Description

If the Intelligent Scan SDK is not purchased, the application for the official version will not be approved.
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Viewing Resource Pack Usage Details

You can view the usage of all resource packages on the Resource Package Management page, including source, total amount,
used amount, remaining amount, and validity period. When the resource package is about to run out, you can click the Purchase
Resource Package button above to purchase a resource package. If the free quota and prepaid resource package call times are
exhausted, the API billing will automatically switch to the postpaid mode and be settled monthly. For specific billing standards,
you can check the OCR Purchase Page.
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Disabling OCR Service

You can disable the OCR service in Settings. After successful deactivation, the root account and its sub-accounts will not be
able to call the OCR API and SDK services (excluding the Intelligent Scan SDK). To resume, you need to reactivate the service.
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Disabling the OCR service may affect your subsequent use of the service. It is a sensitive operation, and it is recommended to
enable the operation protection feature. Only after identity verification can you set the feature to ensure it is operated by you.
Operation protection supports WeChat QR code authentication, MFA device authentication, and mobile Captcha authentication.
It is recommended to enable WeChat QR code authentication. The steps are as follows:

After logging in to the Tencent Cloud account, click Security Settings in the avatar dropdown list to enter the security settings
page. In the Account Protection module, click the operation protection edit feature and select Enable WeChat Scan Code
Verification. If you have not associated a WeChat ID, you can enable it after scanning the code to associate.
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Must-Knows

1. If your paid resource package is not exhausted, you cannot turn off the OCR service.

2. Once you have turned off the OCR service, you will not be able to view the original use of data when re-entering the console
unless you reactivate it. After reactivation, you can view the previous usage record.

How Can a Sub—-Account View the Calling Volume Of Other Accounts On the OCR
Console?

The root account can view the calling volume of all sub—accounts under it. Sub—accounts are only allowed to view their own

calling volume. If you need to grant a sub—account permission to view the calling volume of all other accounts, you need to

perform the following operations:

1. Root account logs in to the OCR console Usage Permission Query Management Page to grant permissions to the sub-
account. This page involves permission management operations, only the root account has access permission.
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2. Login to the OCR console Usage Statistics Page with the authorized sub—account, and you can select other sub-accounts
to view their calling volume.
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Image Compression Example

Last updated: 2025-02-06 16:07:52

Example Code For Compressing On IOS:

@implementation ImageCompressTool

/ The following mainly introduces two methods, can be combined in actual use /

/**
* Compress image quality
* @param image Original image
* @param quality Target quality for compression 0-1.0f
* @return
*/
+ (UIImage *)doCompressQuality: (UIImage *)image quality: (CGFloat)quality {
NsSData * data

UIImageJPEGRepresentation (image, quality) ;
return [UIImage imageWithData:datal;

/**

* Scale an image to a specified size
@param inputImage
@param newWidth New width
@param newHeight The new height

@return

+ (UIImage *)scaleSizeImage: (UIImage *)inputImage newWidth: (CGFloat)newWidth newHeight:
(CGFloat)newHeight {
UIGraphicsBeginImageContext (CGSizeMake (newWidth, newHeight)) ;
[inputImage drawInRect:CGRectMake (0.0f, 0.0f, newWidth, newHeight)];
UIImage *newlImage = UIGraphicsGetImageFromCurrentImageContext () ;
UIGraphicsEndImageContext () ;

// If you want to combine with the above method, you can do quality compression here

return newlImage;

Example Code For Compressing On Android:

VA

* Image compression helper type, refer to the tool class

*

* Qauthor jerrydong
* @since 2023/5/23
*/

public class ImageCompressUtils {

private static final String TAG = "ImageCompressUtils";

// Compression ratio for Jpg, can be modified as needed

private static final int QUALITY_DEFAULT =

’

VA

* Proactive algorithm to compress YUV images
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*

* @param image Image to be compressed
* @return
*/
public static byte[] doCompressYuvImage (YuvImage image) {
int dataWidth = image.getWidth () ;
int dataHeight = image.getHeight ();
try (ByteArrayOutputStream outputSteam = new ByteArrayOutputStream()) {
image.compressToJdpeg (new Rect (0, 0, dataWidth, dataHeight), QUALITY_ DEFAULT, outputSteam);
// Convert to Bitmap and compress
Options options = new BitmapFactory.Options () ;
// Do not use transparent channel
options.inPreferredConfig = Config.RGB_565;
// Modify the sampling rate of the image
options.inSampleSize = 2;
Bitmap bmp = BitmapFactory.decodeByteArray (outputSteam.toByteArray (), 0,
outputSteam.size (), options);
outputSteam.reset () ;
// Proactively compress image
bmp.compress (CompressFormat .JPEG, QUALITY_DEFAULT, outputSteam);
return outputSteam.toByteArray();
} catch (IOException e) {
Log.e (TAG, "Compr
}

return null;

/**

* Proactively compress Bitmap

*

* @param inputMap

* @return

*/

public Bitmap doCompressBitMap (Bitmap inputMap) {
try (ByteArrayOutputStream outputSteam = new ByteArrayOutputStream()) {
inputMap.compress (CompressFormat . JPEG, QUALITY_DEFAULT, outputSteam);
// Convert to Bitmap and compress (can a common method!)
Options options = new BitmapFactory.Options () ;
// Do not use transparent channel
options.inPreferredConfig = Config.RGB_565;
// Modify the sampling rate of the image (can be calculated based on actual situation)
options.inSampleSize = 2;
Bitmap bmp = BitmapFactory.decodeByteArray (outputSteam.toByteArray (), O,
outputSteam.size (), options);
outputSteam.reset () ;
return bmp;
} catch (IOException e)

Log.e (TAG, "Compr

n null;

Scale using scaling method
@param inputMap

@param scale Scale size

@return
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* ’/

public Bitmap matrixBitmap (Bitmap inputMap, float scale) {

// Generate a rotation matrix based on the rotation angle

Matrix matrix = new Matrix();
matrix.setScale (scale, scale);

Bitmap bitmap = Bitmap.createBitmap (inputMap, 0, 0, inputMap.getWidth (), inputMap.getHeight (),

bitmap;
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Console Access Management

Last updated: 2025-02-06 16:08:05

OCR has been integrated into Tencent Cloud's Cloud Access Management (CAM) system. You can perform a series of
management operations such as user groups, users, roles, and policies in the CAM Console.

By setting CAM policies, you can control which Sub-user or Collaborator accounts have viewing and operating permissions for
the OCR API and console.

Currently, OCR supports two types of policies: preset policies and custom policies.

A Note:
Customers who activated the OCR service before September 21, 2023, cannot use the new console CAM feature. If
needed, please Contact Us for configuration.

Preset Policy
Description

The preset policies for OCR are divided into three types: full read/write permission, read—-only permission, and read-only self

permission.

1. QcloudOCRFullAccess full read/write permission. When the preset full read/write policy is granted to a subaccount, it will be
able to access all OCR features just like you.

2. QcloudOCRReadOnlyaccess read—only permission. When the preset read-only policy is granted to a subaccount, the
subaccount can access recognition and verification APls, and read-only interfaces of the OCR console, such as viewing
calling volume and resource packages.

3. QcloudOCRReadSelfUinUsage read-only self permission. When the preset read-only self policy is granted to a subaccount,
the subaccount can access recognition and verification APls, and read-only interfaces of the OCR console, such as viewing
calling volume and resource packages. However, when viewing calling volume, duration, QPS, and the intelligent SDK
application list, it can only query its own sub-account data.

Differences in preset policies:

. <Category .

Major Category Segmentation> Full Read—-Write Read-Only Read-Only Self
Recognition category API % 4 2
Verification category API v 4 4

View calling You can view the View the usage and
volume\duration\QPS\V o usage and SDK SDK application list
Read API iew Intelligent Scan application list of all of your own account
SDK application list accounts only
Other Read APIs %4 4 4
Apply for Intelligent y % %
Scan SDK
Activate Service % X X
Write API Turn Off Service % X X
Enable/Disable Pay- ; % %
As-You-Go ‘
Other Write APIs 4 x X
Configuration Method

©2013-2025 Tencent Cloud. All rights reserved. Page 34 of 44


https://console.cloud.tencent.com/cam/overview
https://cloud.tencent.com/act/event/connect-service#/

@ Tencent Cloud Optical Character Recognition

Preset policies can be authorized in the CAM Console. If there are no special permission requirements, it is recommended to
use preset policies.

Method 1. As shown in the figure, you can search for the corresponding preset policy and associate it with a user, group, or role
based on the policy description:
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Method 2. As shown in the figure, you can associate the required preset policy with a sub-user:
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Customizing Policies

Description

Custom policies for OCR support both API-level and resource-level authorization:
1. API-level authorization: You can authorize a subaccount by API dimension in the CAM console, and the subaccount will only
be able to use the APIs you have authorized. Refer to the usage example for granting permission to a single API.

2. Resource-level authorization: Viewing calling volume, duration, and QPS supports resource—level authorization. You can
authorize a subaccount by sub—account dimension in the CAM console, and the subaccount will only be able to view the
calling volume, duration, and QPS you have authorized for it.

APls supporting resource-level authorization

API Name API Description Resource Six—Segment Example Of
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Type Resource
QueryQpsForConsole Query QPS data ISDubaccount gzzgz::::;g:z;;{um}
QueryCallForConsole Query calling volume data ;SDubaccount gzzgz::zgg::;;{um}
QueryCostTimeForConsole Query duration data ;SDubaccount gzzzz:z:gg::g{um}
GetlntelligentScanSDKListForConsole g;eKrKilsrltelligent scan ISDubaccount gizgz:zzgﬂ::g{um}

A Note:
Other APIs only support APl-level authorization.

Configuration Method

Custom policies also need to be authorized in the CAM Console, consistent with predictive policies.
For the method of creating a custom policy, please see Creating Custom Policy with Policy Generator.
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» When creating a custom policy, both API-level and resource-level APIs follow these rules.

» Filling the resource field with "*" is equivalent to granting all permissions for the APlIs in the action.

» The resource of APl-level APls must be configured with "*" to be used.

« The resource of resource-level APIs can be configured with "*" or through the Six-Segment Resource Description.

» Policies with a larger permission scope will override those with a smaller permission scope. For example, if the resource field
of aresource-level APl is filled with "*", the corresponding Six-Segment Resource Description for that API will not take effect.

Custom Policy Example
» Grant permission to a single API

Below is the authorization for granting a subaccount permission to open services (ConsoleServiceOpen) and close services
(ConsoleServiceSetting). Fill in the corresponding API names in the action field:

"version": "2.0",
"statement": [
{
"effect": "allow",
"resource": [
"k
I

"action": [

"ocr:ConsoleServiceOpen",
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"ocr:ConsoleServiceSetting"

The action field can specify multiple APls and support wildcards *. The above authorization method can also be simplified as
follows:

"version": "2.0",
"statement": [
{
"effect": "allow",
"resource": [
"k
1y
"action": [

"ocr:ConsoleService*"

« Grant permission to certain resources of an API

Below is the authorization for granting a subaccount permission to query the calling volume data of sub-user (subuin:0001),
sub-user (subuin:0002), and itself.

"version": "2.0",
"statement": [
{
"effect": "allow",
"resource": [
::ocr:::subUin/${uin}",
:ocr:::subUin/0001",
::ocr:::subUin/0002",

"action": [

"ocr:QueryCallForConsole"
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Guide To Sensitive Data Encryption

Last updated: 2025-02-06 16:08:15

This guide applies to scenarios where the Optical Character Recognition (OCR) service APl is used and sensitive data needs to
be encrypted.

If your development language is Java, Go, Nodejs, or Python, it is recommended to use Method 1 for encryption and decryption.
If the development language is not within the above range, it is recommended to use Method 2 for the encryption and decryption
feature.

Method 1: Using the Official Demo To Implement Encryption and Decryption
(Recommended)

The official demo currently supports Java, Go, Nodejs, and Python development languages. The steps are as follows:

Obtain the Encryption and Decryption SDK

Contact Optical Character Recognition (OCR) aftersales support to obtain the demo code for the corresponding development
language.

Using SDK

Importing Public Dependencies

org.bouncycastle
becprov-jdkl50on
1.70

org.bouncycastle
bcpkix-jdk1l50n
1.70

Importing Encryption and Decryption SDK

Download the latest release version jar package and include it in your project.
Refer to the API demo below to implement the sensitive information encryption and decryption feature.

API Supporting Encryption and Decryption Of Sensitive Information

Identity card recognition (encrypted version): RecognizeEncryptedIDCardOCR
Method 2: Implementing Encryption and Decryption Without Using the Official SDK
Explanation Of the Encryption and Decryption Process

The current sensitive information encryption and decryption supports the standard encryption algorithm AES-CBC and the
SM algorithm SM4-GCM. You can choose the appropriate encryption algorithm based on your business requirements.

The essence of sensitive information encryption and decryption is to perform symmetric encryption on the request and
response parameters of the API transmission. The OCR service decrypts the encrypted data before performing the
recognition. If the OCR API response involves sensitive information, it will be encrypted with the same symmetric key. The
caller needs to decrypt the sensitive information upon receiving the API response.

The symmetric key is randomly generated locally by the caller. To ensure the secure transmission of the symmetric key, the
caller needs to use an asymmetric encryption algorithm to encrypt the symmetric key. The encrypted public key can be
obtained by contacting after—sales support.
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sequenceDiagram
part pant customer as customer
participant faceid as OCR server
participant console as OCR encryption and decryption service

console-—>>customer: Get public key

rect rgba (191, 223, 255, 0.7)
customer->>customer: Locally generate a random symmetric key
customer->>customer: Encrypt symmetric key with public key

customer—->>customer: Encrypt sensitive information parameter with symmetric key

Call OCR API (encrypted symmetric key CiphertextBlob, initial vector IV,

encrypted parameter)

faceid->>console: Retrieve private key

faceid->>faceid: Decrypt CiphertextBlob to obtain symmetric key

faceid->>faceid: Decrypt sensitive data with symmetric key

faceid->>faceid: Text R gnition

faceid->>faceid: Encrypt return value with customer-provided symmetric key and IV

faceid->>customer: Return encrypted recognition result

rect rgba (191, 2 255, 0.7)

customer—>>customer: Decrypt return value with locally generated plaintext symmetric key and

end
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Using the AES-256-CBC Algorithm
Loading RSA Public Key

Load the RSA public key: First, Base64 decode the obtained public key string, then load it in the corresponding format.
» Format: PKCS1

« Save format: PEM format Base64 encoding
» Length: 1024

bytes, err := base64.StdEncoding. (publicKey)

if err != ni

return nil, err
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(bytes)
(block.Bytes)

Generating Symmetric Key and Vector

Optical Character Recognition

Randomly generate a 32-byte symmetric key and a 16—-byte initial vector, with the initial vector represented as IV.

Encrypting Symmetric Key With RSA Public Key

Encrypt the previously generated symmetric key using the RSA public key, and represent the encrypted result as

CiphertextBlob.

buffer := bytes.Buffer{}

bytes, = rsa. (rand.Reader, publicKey,
buffer. (bytes)

buffer. ()

Encrypting Sensitive Data

Use the previously generated symmetric key and initial vector to encrypt sensitive data (name, identity card number) using the

AES-256-CBC algorithm.

block, L= EES (key)

blockSize := block. ()

pkcs7 := func(cipherText []byte, blockSize int) []byte {
padding := blockSize - (cipherText) $blockSize

padText := bytes. ([Ibyte{ (padding) }, padding)

return (cipherText, padText...)
}
plaintext = (plaintext, blockSize)
blockMode := cipher. (block, iwv)
ciphertext := ([1byte, (plaintext))
blockMode. (ciphertext, plaintext)
fmt . (ciphertext)

Calling the OCR API

Take the ID Card Recognition (Secure Encryption Version) RecognizeEncryptediIDCardOCR API as an example:

The original data is:

ognizeEncryptedIDCardOCR",

g-11-19",

: "https://xx/a.jpc
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CiphertextBlob, IV, TAG, and the encrypted request input parameter need to be Base64 encoded before transmission:

» The generated symmetric key is: agPpVPUV9XMCCr5QQSu4p6mI8BAgbMz3 (32 Bytes)

» The generated initial vector (IV) is: PcriF3d9Bkn6ub7jduJcBw== (16 Bytes IV, Base64 encoding)

» The symmetric key encrypted with the public key (CiphertextBlob) is:
Ows39pc3d7x34m/g6uWmo/HIQbxw+11A4C1QiTCbbYuMt1W3tzxG7Wp3UEAB38kE1PTgUt2tHKOE8FDboEbkR9Bgnti+HjlaNi
GOIxil9ABz6VTKA4RXx3FIFvnsM9+PulDPQWb7PgCEYIYWOAXNtfaa6iDAMW+gTOH8LBEg4Mss= (Base64 encoded)

Use the symmetric key to encrypt the request input parameter, and the encrypted results are:

» Encrypted request parameter EncryptedBody:
MrUQbU7Tkva7sWSxEScx7U9z0ikFtM5fCf7weC21z296kPE93MFnGbbMKR+CgsTSCLpgmfBKSDeErek4HAyyRGwzctETaJOJ
7cFD8E4gBXkOR7yZhFn9INamfTMJuslhWGKkmXPPO/+IrZogGhOmO01FNTAaUf6gHNwWUXOiaMntBSRmMC5vscx9+arg4lWIXt
TwENsK2ho68s7bw21uKNNJPw== (Base64 encoded)

» The final encrypted API datais:

nizeEncrypted

-11-19",

Jt 2t HKOE8FDboEbkRI9Bgnti+Hj1aNiGO1lx

Using the SM4-GCM Algorithm
Loading SM2 Public Key

Load the SM2 public key: First, Base64 decode the public key string obtained from the console, then load it in the corresponding
format.

» Format: PKCS8

» Save format: PEM format Base64 encoding

» Length: 512

bytes, err := base64.StdEncoding. (publicKey)

if err !=
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(bytes)

Generating Symmetric Key and Vector

Randomly generate a 16-byte symmetric key and a 12-byte initial vector, with the initial vector represented as IV.

Encrypting Symmetric Key With SM2 Public Key

Encrypt the previously generated symmetric key using the SM2 public key, and represent the encrypted result as
CiphertextBlob.
» Pay attention to using C1C3C2 data concatenation when outputting ciphertext.

» When converting data types, always use PC=04, i.e., uncompressed.

ciphertext, err := sm2. (publicKey, plaintext, rand.Reader, sm2.C1C3C2)

err != {

Encrypting Sensitive Data

Use the previously generated symmetric key and initial vector to encrypt sensitive data (request input parameter) using the
SM4-GCM algorithm.

block, err :

ciphertext := gcm. ( , 1v, plaintext, )

tag := ciphertext| (ciphertext) -gcm. ():]
ciphertextWithoutTag := ciphertext|[: (ciphertext) —gcm.
return ciphertextWithoutTag, tag,

Calling the OCR API

Take the ID Card Recognition (Secure Encryption Version) RecognizeEncryptedlDCardOCR API as an example:
The original data is:

: "RecognizeEncryptedIDCardOCR",
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CiphertextBlob, IV, TAG, and the encrypted request parameter need to be Base64 encoded before transmission.
» The generated symmetric key is: zpBn0OBkD44bvJuSF (16 Bytes)

« The generated initial vector (IV) is: MUZsKugk7N2u7Ayh (12 Bytes IV, Base64 encoding)

» The symmetric key encrypted with the public key (CiphertextBlob) is:
BHknHJ1Wgzg8DAONoGJ7ch+ijF/rsrs7mmvxER1WIFKSJHY66BSJbmzc50tQyVK84Ye2zAD2x63nmr4ZXoEyw1T2zgKcAbD
WP2DTypjsbijvqdU60SVOrIWE3TIQpA+k61D3YoRdNdJOCjKnsMOnNEIls= (Base64 encoding)

Use the symmetric key to encrypt the request input parameter, and the encrypted results are:
» Encrypted request parameter EncryptedBody:

12nTF6/CcyMqUDmbUG3FPMFRpsye8NdZDwfGceRZIjpSr9CIHKAqWJBhcbqOGolvuOqG+ES1Eru94+5NIJtKMUE+BgUb9+15

71TgS/7Nn0d8zpR320ZZoFZ03djdpkkyXL32sM3FyuwdOkQXMOYcS+3y8A8YCOSLDL6L7rAC2fP8sqqWWGndZAUdyK9fsh
wZ+rbCtf3zMIOUWY (Base64 encoded)

» The final encrypted API data is:
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